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Executive summary

The concept of eHealth was created in the late 1990s to automate and optimise
healthcare. Even though various eHealth technologies exist nowadays, only some of them
are available to consumers, while similar technologies are actually being used in other
industries, such as the transportation industry. The aim of this paper is to understand how
personal data can impact the development of eHealth solutions in Europe, by doing

literature research and giving recommendations.

The role of computers and data has changed since the 1930s, moving from the first large
digital computer in 1939 to the current mobile connected devices that are able to process
lots and lots of information in real time. In the past, stored data was difficult to access and
use, while nowadays, people can easily access to all kinds of data anywhere and anytime.
Not only the role of computers and data has changed, but also the healthcare sector.
Today, healthcare workers can provide people with better healthcare by using new
technologies, such as eHealth. EHealth automates and optimises medical services and

tasks and improves the sharing of medical information.

Nowadays, the healthcare sector faces many challenges regarding personal data. First of
all, there is so much data that especially large companies do not even know how their
data is being used and by whom. Secondly, cybercriminals have been stealing more and
more personal data. Starting from 2017, the healthcare sector has become their main
target, since health data is more valuable than credit card data. Next to this, consumers
trust medical companies less to handle their personal data with care. Finally, new
regulations force life science companies to be accountable for tracking personal data,

which is very complicated due to the large amount of data.

To accelerate the innovation speed of eHealth solutions, several steps can be taken. By
handing out labels and giving certifications, medical solution makers do not have to prove
the safety of their products anymore. Also, research on treatments, devices and drugs
can be accelerated by using the latest data protection solutions, because data sharing will
become easier. Furthermore, if life science companies adopt a subscription business
model, they will have a constant flow of revenue allowing them to update their devices
and software regularly. Last but not least, a joint eHealth association will enable the
creation of cheaper and safer healthcare devices and software and after that, distribution

at a quicker pace.
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1. Introduction

Since the 1930s, new information and communication technologies (ICTs) have appeared
and starting from the 1960s these ICTs have been improved even more. According to
Hamelink in 1997, ICTs refer to all technologies that enable the handling of information
and facilitate different forms of communication, both among human actors and electronic

systems (Hamelink Cees Jan 1997).

ICTs have deeply changed our ways of life. It can give people access to services or
products that are not available locally or that are hard to access, such as seeing a movie
from a person’s home instead of going to the cinema. ICTs also improved our daily lives
by automating parts of daily life. Autonomous vehicles, for instance, will bring you to your
destination safely without you having to lift a finger. Finally, ICTs optimise people’s
activities, both professional and personal, as can be seen in people using the text editor
Word instead of writing on paper.

In 2011, the German Federal Government introduced the concept of Industry 4.0, in which
autonomous technologies will flourish and the automatisation of society will reach its
paroxysm (VDI Nachrichten 2011). In Industry 4.0, society will get smarter and smarter
and all kinds of objects and organisations will be able to work without human interventions
or interactions. This is because of the latest ICT solutions, such as new Atrtificial
Intelligence (Al) technologies and the so-called Internet of Things (loT), in which every
electronic object is connected. However, not all industries can automate their products or
services at the same fast pace, even if the industries share the same technologies. The

healthcare industry is probably the best example to illustrate this situation.

To automate and optimise healthcare, the concept of eHealth was created in the late
1990s (Jolly 2011). EHealth stands for electronic health and it aims to provide medical
health devices and online health solutions, such as online prescriptions, to all individuals
and organisations involved in healthcare. In this way, any individual has access to
personalised healthcare, even remotely from their homes. Also, researchers can access

health data of individuals to accelerate research and treatment improvements.

Even though various eHealth technologies exist, only some medical devices and online
services are available to consumers. For instance, one of the only healthcare devices that
uses Al and remote healthcare is the insulin pump presented by Medtronic in 2015, which
will be available for consumers with diabetes in 2018. However, in other industries, such
as the home appliances industry or the transportation industry, many products already

use loT and Al technologies.
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The aim of this paper is to understand how personal data can impact the development of
eHealth solutions in Europe, by doing literature research. Europe was chosen as the
region for this research, since it has the strictest data protection regulations and is the
most advanced region in eHealth development and adoption. To research this, the
following two research questions were devised:
e How does the collection and use of private data slow down the
development of eHealth solutions?

¢ Which are the recommendations that can speed up the innovation of
eHealth solutions?

This research was commissioned by Pryv, a Swiss ICT company that specialises in
healthcare. The company is located in the EPFL Innovation Park in the canton of Vaud. It
provides solutions for health industry stakeholders to make data management easier and
to make data collection safer and compliant with the latest (health) data protection

regulations.

This paper consists of five chapters. After the first introductory chapter, the second
chapter will discuss the role of computers and data starting from the 1930s until the current
situation. Next, the third chapter looks at how healthcare evolved with the digitisation of
society. It also gives a thorough explanation of eHealth and its current situation. Chapter
four is about the challenges of data in general. Here, topics like privacy and regulations
will be discussed. Finally, chapter five shows an overview of the best solutions to

accelerate the development of eHealth.
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2. Information society

The development of ICTs allowed for the creation of electronic systems to improve the
creation, sharing and modification of data. By digitising society all activities, services and
products will generate data and use these data to create the digital age, an era in which
data is abundant and easily accessible to anybody at any time.

2.1 Digitisation of the society

The digitisation of society happened in several stages. The first stage refers to the creation
of digital computers and the second stage is the digital revolution. The smartphone
revolution can be seen as the third stage.

2.1.1 Firstdigital computers

Between the 1930s and the 1960s, the world witnessed the creation of a new way to store,
share and manage data, thus gradually digitising society.

This digitisation of society started with the first and second digital computer generations.
With the creation of vacuum tubes during the late-1930s (Kloet, Van Tilburg 2006) and
transistors a decade later (Brinkman, Haggan, Troutman 1997), digital computers were
the first ICT devices that could create, store and manage data digitally (Hamelink Cees
Jan 1997). However, those computers, which were sold during the 1940s to the 1960s,
only had a limited impact on society. Thus, economists do not consider this period as the
digital revolution, even if some parts of society were already being digitised (Nabi Khan
1987, p. 117-124).

Since the technology was brand new, many companies and consumers were not
encouraged to acquire these new devices, since they were very expensive to build and to
use. First of all, due to the lack of dominant design, computer manufacturers could not
mass produce the devices, thus most of the first computers were unique pieces built for
consumers, such as major finance and insurance companies. The devices also needed
lots of electricity to run, making them very expensive to use. Moreover, they had hardly
any functionalities, besides the ability to calculate or process data. Software and operating
systems were not available at that moment and the first computers could not multitask.
As a result, they were only able to run one task at a time: if the owner wanted to run
another task, he had to reprogram the computer entirely. Finally, only mainframe
computers were available at that time (Nabi Khan 1987, p. 117-124). Mainframe
computers consist of a central processing unit that connects with several dumb

workstations that do not have their own processing unit. Mainframe computers were too
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big and expensive for small and medium enterprises (SME), and thus not suitable for the

consumer market.

For instance, the first fully operational digital computer, the Electronic Numerical Integrator
and Computer (ENIAC), used about 167 square metres, weighed about 30 tons, used
about 18,000 vacuum tubes and cost about 486,000 US dollars at that time (Neyer). With
the current dollar, the ENIAC price would have been around 6.2 billion US dollars (Open
Data Foundation 2018). When it was switched on for the first time in 1946, lights dimmed

in some parts of Philadelphia.

However, big companies, research institutes and universities were all interested in this
new technology, since all of their research and business activities generated, used and
stored large data sets with huge quantities of information (Nabi Khan 1987, p. 117-124).
Before the digital computer came into existence, data was stored on analog storage
supports, such as books, paper and punched card systems. Analog storage supports had
limited storage capabilities. Thus, if companies owned large amounts of data sets, they
needed specific rooms to store all data. Moreover, it was difficult to access or copy a
specific piece of information within these stacks of paper. Finally, analog storage supports
needed special care because companies did not want to see their documents deteriorate
because of humidity, insects or other conditions. So, even if digital computers did not offer
a cheaper data storage and management solution, they were already more practical due
to the easy access they provided to data by the establishment of an information
technology (IT) infrastructure. This way, any user could access the data stored on the

computer with the help of networked workstations.

2.1.2 Digital revolution

Even if the first generations of digital computers were not suitable for most of society, the
computer industry witnessed a fast development between the 1960s to the late 1980s.
This period is known as the digital revolution or the third industrial revolution (Nabi Khan
1987, p. 117-124), since all ICT innovations made during that period are still used today
and have digitised our products, services and activities. Integrated circuits (ICs) led to the
creation of microprocessors and microelectromechanical systems (MEMS). Operating
systems were pre-installed on computers, many software applications appeared and
these, combined with the creation of virtual machines, marked the beginning of office
automation. Finally, the development and creation of internet allowed sharing and remote
control of information by interconnecting all kinds of electronic devices. These innovations

created electronic devices capable of generating and analysing data autonomously.
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2.1.2.1 Hardware improvements

Transistors were a great upgrade compared to vacuum tubes. However, computers that
were using transistors were only slightly smaller than the ones using vacuum tubes, since
each transistor had to be soldered individually to an electronic circuit. However, this
situation rapidly changed with the development of ICs. The idea behind ICs was to directly
connect two or more transistors together. The first IC was created in 1958 and it connected
two transistors together on a silicon base (Nobel Price 2014). This was the beginning of
central processing units (CPUs) with microprocessors, and sensors with microelectronical
systems.

2.1.2.1.1 Microprocessors

In 1971, the first microprocessor was created by Intel, a semiconductor company. This
microprocessor, the Intel 4004, had the capacity to hold 2,300 transistors on only 10
square millimetres (Intel). The processing power of this first microprocessor was
equivalent to the first digital computer, the ENIAC, which needed about 20 million times

more space to carry out the same tasks.

The creation of the microprocessor led to a rapid improvement in processing power of
computers and the miniaturisation of transistors. Only two decades after the first transistor
was created, the power of the electronic components increased a thousand times (Nabi
Khan 1987, p. 117-124), resulting in a reduction in the cost per function, such as the

number of calculations, by several thousand times (Moore 1975).

The development of microprocessors also led to the miniaturisation of digital computers.
While until the late 1960s only large mainframes were available, the early 1970s saw the
creation of minicomputers. This type of computer is much smaller and cheaper than
mainframe computers, making them more suitable for SME. Following the minicomputers,
personal computers (PCs) appeared in the late 1970s. Even smaller than minicomputers,
PCs only used one microprocessor as a CPU, making them relatively inexpensive
compared to other computer types. The PC was the first type of computer suitable for both
business and consumer markets (Nabi Khan 1987, p. 117-124).

Microprocessors continue to develop: the number of transistors doubles every year,
following Moore’s law (Moore 1975). Only a decade after the Intel 4004, Intel’s newest
microprocessor had about 134,000 transistors (Intel 2007). Nowadays, semiconductor
companies are able to pack up to 100.8 million transistors on a square millimetre
(Courtland 2017), making it possible to produce microprocessors with more than 30 billion

transistors on a chip (Nield 2017).
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2.1.2.1.2 Microelectromechanical Systems

Alongside the creation of microprocessors, microelectromechanical systems (MEMS)
appeared. MEMS are very small systems, based on IC technology, which combine
microsensors, microactuators and microelectronics. Compared to microprocessors,
MEMS were not used for their processing power but for their capability to sense or interact
with their surroundings, allowing electronic devices to interact with the physical world. The
first MEMS was a pressure sensor, a prototype built in 1961, followed by the first
accelerometer, another prototype that was built a decade later (PRIME Faraday
Partnership 2002).

2.1.2.2 Software improvement

With the creation of microprocessors, computers were now powerful enough to handle
complex software, resulting in a fast development during the middle 1970s. This period is
characterised by the creation and spread of high-level programming language, such as
the famous C language created in 1972 (Mundargi, Granchamp, Kaja, Chandra, Serrano
2014). Since then, more sophisticated software was created to enable a better creation,
modification, visualisation and sharing of data. Some of the current famous programs
were created during the 1980s, such as Word, released in 1983, Excel, released in 1985,
and Photoshop, released in 1990 (Royal Pingdom 2009). The creation of virtual machines
(VMs) also occurred during that period, allowing a computer to simulate one or many
computing sessions at the same time (Neto 2014). VMs had a positive impact on
companies because they did no longer need a physical computer for each of their

employees.

2.1.2.3 Telecommunications improvement

With the creation of digital computers, society was also interested in interconnecting them
in a worldwide network to improve information sharing. Until the 1970s, it was only
possible to connect computers in a local network, for instance in a company or university
facility. However, the telecommunications industry witnessed fast improvements starting
from 1969. In that year, the first version of the modern internet went live (Leiner, Cerf,
Clark, Kahn, Kleinrock, Lynch, Postel 1997). Known as Advanced Research Projects
Agency Network (ARPAnet), the project aimed to improve information sharing for the
research community. The first two institutions that connected to the ARPAnet were the
University of California, Los Angeles, and the Stanford Research Institute. The
commercial version of ARPAnet only appeared five years later, with the creation of
Telenet in 1974 (Internet hall of fame 2018). It was only with the creation of the World
Wide Web (WWW) in 1989 that sharing and retrieving information became easier. This is

because the WWW had the ability to store all kinds of information in virtual documents
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that could be found and visualised by using a web browser. To retrieve these documents,
users only had to type in keywords. Initially built for researchers, the WWW finally went
public in 1993 and this led to the modern web (CERN 2018). Since then, many webpages
have been created, not only to store information, but also to provide online services and

products through e-commerce (Slater 2002).

2.1.3 Smartphone revolution

In the final stage, the smartphone revolution, various objects become smart because of
the (new) technologies used in smartphones. The internet network has been improved
and the reduced size of sensors and ICs allows objects to get smarter and to get
connected.

2.1.3.1 Smartphones

The idea behind smartphones was to create a device as small as a personal digital
assistant (PDA), but with the functionalities of a personal computer. The first smartphone
appeared in the mid-1990s (Canny, Hartmann 2010), but it is only a decade later that
Apple succeeded in making the smartphone popular. The iPhone was the first smartphone
that could achieve the same functionalities as a personal computer in the palm of your
hand.

The success of Apple is related to the setup of an application market place, the App Store.
Smartphones that were created before the iPhone were not popular due to the lack of
services and software. They could barely do more than a primitive PDA or a regular phone,
but they were more expensive. With their App Store, Apple allowed third-party developers
to build and sell their applications or to provide them for free. These applications were
specifically developed for smartphones. When the App Store went live in 2008, it already
had over 500 applications available (Ricker 2008).

In 2008, Apple sold 3.3 million units worldwide, positioning the company as the fifth largest
smartphone manufacturer. A year later, when the App Store went live with the release of
the second generation of iPhones, Apple sales exploded. One year later, sales grew with
about 245% to reach approximately 11.5 million units sold (Elmer-Dewitt 2009). At the
same time, the App Store grew from 500 to 41,000 applications (Business Insider

Intelligence 2016) and reached 1 billion downloads in only one year (Statista 2017).

Today, smartphones are driving the digitisation of the world. In 2018, about 1.5 billion
smartphones were sold worldwide. The smartphone market should continue to grow with
a compound annual growth rate of 2.8% for the next five years (Scarsella, Stofega 2018).

In contrast, personal computers are not selling as well, with decreasing sales since their
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peak in 2011. Then, some 365.4 million units were sold while in 2016, sales only reached
269.7 million units (Dunn 2017). This is five times less than the smartphone sales. The
two biggest application markets, the App Store and the Google Play Store, offered
respectively 2.2 and 3 million applications in January 2017. Together, over 115 billion

applications were downloaded (Dogtiev 2018).

Before smartphones turned into such a success in 2007, the world’s penetration rate of
mobile broadband subscriptions was about 4%, slightly less than the fixed broadband
subscriptions. A decade later, the penetration rate of mobile broadband subscriptions rose
considerably to 56.4%, while the rate of fixed broadband subscriptions was four times
smaller. Today, 48% of the world population is connected to the internet (ITU 2017) and
it is expected that 75% of human beings will be connected by 2025 (Reinsel, Gantz,
Rydning 2017).

2.1.3.2 Wireless network

The success of smartphones had a positive impact on the development of wireless mobile
telecommunication technologies. The fast spread of smartphones led to a tremendous
increase of data transfers on the mobile network. Data traffic was about 80 times lower
than voice traffic before 2007. Only two years later, data traffic caught up with voice traffic
on wireless networks and, in 2010, data traffic was twice as large as voice traffic (Ericson
2012). As a result, the third generation of mobile broadband (3G), which was presented
in the early 2000s, was rapidly pushed to its boundaries. With a theoretical download
speed of only 2 Mbps (Telecom-infoconso), 3G was too slow to handle the rapid increase
in data demands. Even though 3G technology rapidly evolved to reach a theoretical
download speed of 42 Mbps in 2008 (3GPP 2008), it was replaced by 4G, presented in
2010 (ITU 2010). 4G offered new possibilities with its promised theoretical download

speed of 1 Gbps (Telecom-infoconso).

The high capabilities of 4G enabled the possibility of connecting other devices as well as
a larger number of devices without the network being overflown. As a result, developing
countries focused on wireless network development instead of fixed network
development. Wireless network infrastructures are cheaper than fixed network
infrastructures, since there is no need to wire all houses and buildings individually. A
simple antenna needs to be installed and then all wireless devices can directly connect to
it. Nowadays, many developing countries in Asia and South America have a better or an
equal 4G coverage compared to western countries (OpenSignal 2018), even if a lower
proportion of their citizens have a mobile broadband subscription (Broadband

Commission 2017).
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2.1.3.3 Increased amount of IoT devices

The Internet of Things (loT) refers to all devices with the ability to connect to the internet
and share information with other connected devices. The rise of smartphones rapidly
increased the amount of 10T devices available around the world. This happened because
of the increased development pace of semiconductors and sensors. According to Dr.
Janusz Bryzek in 2012, the sensor demand grew from 10 million units to 3.5 billion units
annually between 2007 and 2012. This is a growth of 222% per year. Nowadays,
semiconductors and sensors are small, cheap and powerful enough for companies to
implement them into everyday objects and make these objects “smart”. Smart objects
work together to automate tasks or reduce costs. According to GrowthEnabler (2017)
about 1 billion 10T devices were available in 2009. In 2017, the number of 10T devices
surpassed the number of people on earth. In the future, the number of 10T devices around
the world will continue to grow rapidly. Forecasts on how many loT devices will be
available by 2020 vary a lot, from 20 billion to 200 billion (GrowthEnabler 2017) (Intel
2018). This means that the number of 10T devices per human will vary between 4 and 26
(Reinsel, Gantz, Rydning 2017) (Intel 2018). The health sector will be a key industry in

the loT market, since 30% of I0T devices will be related to healthcare (Intel 2018).

2.2 Digital age

The beginning of the millennium was marked by the transition of human society into the
digital age. The year 2002 was a landmark: for the first time, more data was stored on
digital supports than on analog supports. Considering the first digital computer was only
created in the late 1930s and that new ICTs only started their spread in society during the
digital revolution in the late 1970s, the digitisation of society happened relatively fast. In
the mid-1980s, only about 1% of data was stored on digital supports (Hilbert 2012), which
was about 0.002 zettabytes (Hilbert 2018). Two decades later, almost 100% of the
available data was stored in digital storage supports (Hilbert 2012), which was a little more
than 0.3 zettabytes of data (Hilbert 2018).

The great increase in the data sphere is due to the multiplication of electronic devices in
the consumer market. IC and microprocessor development allowed the production of
small and inexpensive devices for entertainment purposes, such as video players, music
players or even gaming consoles. However, the internet was still new, slow and quite
expensive. Consequently, the amount of data stored on various supports, such as DVD

or CD, increased a lot (Reinsel, Gantz, Rydning 2017).
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2.2.1 Changes in the data landscape

During 1980-2000, companies generated only a small amount of data since MEMS were
not widely used. The digitisation that happened in the business market enabled office
automation (Hilbert 2012). However, MEMS were already used in various products and
organisations but many products that were integrated with MEMS were not collecting data
to be analysed. For instance, cars with MEMS could deploy airbags in a crash. Hard disk
drives used MEMS for their ability to read data and pacemakers also used MEMS to
operate. Despite, all those devices generated data. these data were not captured and just

deleted after the devices were used (PRIME Faraday Partnership 2002).

During the 2000s, the landscape of data rapidly changed with the improvement of wireless
technologies (Reinsel, Gantz, Rydning 2017). While in 2007 there were about 0.3
zettabytes of available data, in 2014 the data sphere rose to 4.6 zettabytes (Hilbert 2018).
Today, there are more than 20 zettabytes data available around the world and forecasts
expect that the data sphere will reach the 163 zettabytes by 2025 (Reinsel, Gantz,
Rydning 2017).

Most data generated nowadays is still related to entertainment. After all, the global
entertainment market grew relatively fast. In 2016, the entertainment sector generated
about 1.9 trillion US dollars, with video games accounting for half of that amount (U.S.
Department of Commerce 2017). However, the development of wireless technologies
changed the way in which society uses and stores data. Today, various cloud-based
services, such as Netflix and Spotify, allow people to consume entertainment on the go.
There is no more need to own data since it is easily retrievable online. As a result, less
data concerning entertainment is created, even if it is still a big part of the data sphere
with the increased quality of the content, for instance, through 8k video (Reinsel, Gantz,
Rydning 2017).

2.2.2 Massive amounts of data

The largest increase in data is related to loT devices. The mass production of MEMS led
to the fast improvement and reduction in price of MEMS. This also meant that MEMS
could be used in all kinds of products, for instance in 10T devices. Now, MEMS are not
only used to work by themselves, but also to work with other MEMS and create an entire

system, the Internet of Things (Goldman Sachs 2014).

However, the amount of data that is created by loT devices is tremendous. Even if each
separate system inside an loT device does not produce a large amount of data, all MEMS
combined create a large dataset in just one 0T device. For instance, the engine used in

the latest Bombardier aircraft has about 5,000 sensors that generate about 10 GB of data
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per second (Rapolu 2016). Due to the large amount of data created, it is not possible to
store all of it. Moreover, it is also not necessarily useful to do so (Reinsel, Gantz, Rydning
2017).

The amount of data also increases because of people interacting with connected devices.
In 2015, for instance, humans interacted with approximately 218 connected devices or
services per day. This amount will slightly grow to reach 601 interactions per day in 2020,
while the expected number of interactions per day will reach 4,785 in 2025 (Reinsel,
Gantz, Rydning 2017).

2.2.3 Critical data

To make data valuable, 10T devices are increasingly integrating specific analytics or
artificial intelligence solutions to analyse the data. This way, data is being used and erased
in real-time. The multiplication of 0T devices also makes data critical since automatising
daily-lives makes loT devices are more and more data dependent. Critical data means
that that data is “necessary for the expected continuity of users’ daily lives” (Reinsel,
Gantz, Rydning 2017). For instance, if entertainment data is stolen or destroyed, it will not
affect the proper functioning of the society. However, for data generated by autonomous
cars it is different. If this is altered or if such a car is hacked, transportation services will
just stop working and disturb the proper functioning of the society. In future, critical data
might prove more and more important for society. While the overall amount of data rises
by 30% each year, critical and hypercritical data. Compared to critical data, hypercritical
data has a “direct and immediate impact on the health” of humans. Hypercritical data is
created by IoT devices used for medical applications or control systems. From now on,
the amount of hypercritical will double each year and reach 10% of the whole data sphere
in 2025 while critical will account for 20% (Reinsel, Gantz, Rydning 2017).

3. Healthcare in the information society

Healthcare is among the first industries that have integrated ICT in their organisation,
products or services. Activities, whether it was research or healthcare delivery, generated
and needed to use a lot of data. Thus, when the first digital computers appeared that
offered better data management, storage and access across their organisations,
institutions involved in the health sector were the first to implement information technology
(IT) infrastructures and to use office automation solutions to improve their productivity or

efficiency.

It is the healthcare delivery organisations (HDO) that benefit the most from ICT. As for the

organisations involved in the health sector, HDOs have implemented an IT infrastructure
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to improve data management and access. The creation of integrated circuits (ICs) and
microelectromechanical systems (MEMS) also led to the modernisation of available
medical devices and the creation of many new ones (The New York Times 2012).
Electronic medical devices drastically improved healthcare services and procedures
provided by HDOs and as such, have a great impact on people’s lives. Firstly, they are
more reliable than old electric devices or methods to get information about patients’ health
conditions. For instance, magnetic resonance imaging (MRI) machines were created
during the digital revolution (Liu 2004). With these medical devices, it is possible to
visualise in real time the inside of a patient without the need to cut him open. Secondly,
electronic medical devices have the ability to monitor a patient’s life all day long without
interruption and under all circumstances. This practice is beneficial in various situations.
It allows medical workers to react more quickly in the event a patient’s vital health signs
rapidly drop. It also enables the possibility to track symptoms with greater efficacity. Some
symptoms only appear periodically, thus 24/7 monitoring can capture them. Finally, real
time monitoring without interruption improved surgeries since doctors had extra
information about patients’ health and could also react faster in the case of an event.
Finally, the devices are connected to the IT infrastructure of the HDO allowing the
automatic storage of all data in a patient’s electronic health record (EHR). On the one
hand, this infrastructure allows doctors and nurses to keep an eye on a patient’s health
condition remotely. On the other hand, it also improves the efficiency of HDO services.
When a patient comes back at the HDO, doctors have instant access to all previous

treatments and health data.

3.1 Challenges of the actual healthcare system

However, the present healthcare system is challenged by changes in society and it shows
its limitations. Today, half of the world’s population still does not have access to primary
healthcare services due to the high expenditure for healthcare and lack of proper
infrastructure (WHO 2017). While it is the low-income countries that are primarily hit by
those issues, high-income countries are now also facing limitations in their healthcare
systems, but not for the same reasons. On the one hand, high-income countries are facing
a rapidly aging population, thus increasing sedentary lifestyles and related health
problems. In 2015, the population of people aged 60 or over was about 0.9 billion and it
is estimated to be 3.5 times bigger by the end of the century. In the same period, the world
population will only increase by 1.5 times (United Nations 2015). On the other hand, the
number of chronic diseases around the world is increasing, especially in high-income
countries, due to unhealthy life styles or conditions, diets and habits, giving rise to e.g.

heart problems, diabetes, Parkinson, epilepsy or asthma. By 2020, chronic diseases will
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globally account for seven out of every 10 deaths (Anderson 2011). As a result, global
healthcare expenditure has been growing 4.5% per year (lbis Capital 2016) on average
for the past decade and it accounted for 9.9% of world GDP in 2015 (The World Bank

2018), impacting primary healthcare access in both low- and high-income countries.

3.2 EHealth

Electronic health, more commonly known as eHealth, can be defined as “the use of
information and communication technologies (ICT) for the organisation, support and
networking of all processes and partners in the health system” (Swiss Federal Office of
Public Health 2007).

EHealth is a relatively new concept since it only emerged in literature at the end of the
1990s. Moreover, it only gained interest in 2005, after the World Health Organisation
(WHO) released its resolution WHA58.28 (WHO 2005). In this resolution, the WHO
recognised the positive impact eHealth can have on the health sector. Consequently, the
WHO integrated eHealth as a key element to achieve its universal healthcare coverage.
At the same time, the WHO also pushed its member states to establish a long-term
eHealth strategy and to promote the development of eHealth solutions. To help its
member states with that task, the WHO provides advice and guidelines for policy makers,
HDOs (Health Delivery Organisations) and life science companies (such as MedTech,
BioTech and the pharmaceutical industry) to ensure the fast and safe development of
eHealth solutions (WHO 2005). Since then, the rise of eHealth is considered as the first

major revolution in the health sector (WHO 2016).

On the citizens’ side, eHealth has the potential to drastically improve the access to
healthcare and the quality of care received by any individual. In the future, the use of
portable 10T devices will allow all individuals to monitor their health on their own.
Combined with a mobile health application (mHealth) of cloud-based analytics solutions,
individuals will be able to get automated diagnostics. When eHealth solutions detect any
health issues, the right treatment will be automatically generated and individuals will be
automatically redirected to the right specialists. After all data is collected, generated or
processed, it will be transferred to an individual’s electronic health record (EHR). This is
a digital folder to store all health or medical information concerning an individual. National
EHR will make life easier for patients. Individuals store all of their data in one place and

they can access the data at any time and place.

HDO, research institutions and life science companies (MedTech, BioTech and
Pharmaceutical companies) will have a greater efficiency with the creation of eHealth. The

large amount of data stored in the EHR will speed up the research of new treatments and
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cures since researchers may have access to the specific data they need without having
to collect it themselves. EHealth may also make it easier to conduct drug clinical trials,
since patients will not have to be present at the test centre to get the drug because it can
be sent to them directly. Patients will just monitor themselves and researchers will just
have to follow the data they receive, all of which will make the trials cheaper. HDOs will
also be able to automatise part of their services, such as using artificial intelligence (Al)
to run analyses or using a robot to perform surgery. The particularity with Al is that it has
a learning capacity: the more it is used, the more it learns with the help of machine learning
(ML) programs. Finally, Al can also assist doctors by providing more than just real time

patients’ vital signs, and by acting more like a personal assistant giving advice.

For governments, eHealth will play an essential role in improving their citizens’ physical
and psychological health. Again, thanks to the large amount of data that will be available
in EHRs, governments will be able to use Al programs to spot medical trends in their
population and take more personalised action, for instance, in a specific neighbourhood.
Governments will not only be able to understand health problems in a specific area or

population, but also spot the spread and the origin of a new disease faster.

3.3 Slow development of eHealth

However, after more than two decades of development, eHealth has barely advanced
compared to other industries using the same technologies. Half of the European countries
have notintroduced a national electronic health record (WHO 2018). Only 7% of European
citizens have used an online health and care service three times or more in the past 12
months, while 81% of European citizens have not used online health and care services at
all (Eurobarometer 2017). Health related wearables are barely available on the consumer
market and the ones that are sold most often are fitness trackers. Even eHealth solutions
like health applications and websites have a limited success. In 2017, only 3.7 million
health or fitness related applications were downloaded, which equals 0.004% of the total
of downloaded apps for the same period of time (Dogtiev 2018) (Research 2 Guidance
2017). Finally, the OECD indicator about eHealth adoption in hospitals in European
countries was relatively low. In 2013, the indicator was only about 0.3 out of 1, with 1
being full adoption while O indicates no adoption at all (OECD 2016). In comparison, the
digital technology adopted by the automobile industry is progressing faster: automated
shuttles are already in use in some places, such as Sion in Switzerland (RTS 2017), while
the first fully autonomous shuttles (Moon 2018) and cars (Hawkins 2018) will be available

in the course of 2019.
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4. Data challenges

The healthcare sector faces many challenges regarding the collection and storing of the
large amount of personal data. This chapter discusses the key challenges, being data

overflow, cybercriminal activity, consumer trust and ePrivacy and regulations.

4.1 Data overflow

The multiplication and distribution of ICT solutions led to a data explosion that companies
cannot handle today. While companies that use their datasets to establish strategies are
about 10% (Nesta 2015) more productive, only 12% of the data stored in those companies
is used (Forrester 2014). To tackle this data overflow, companies are interested in the
latest technologies, such as the Internet of Things, artificial intelligence and big data
analytics solutions. This way, they can automatically process and transform data into
usable insights such as what are consumers looking for, what are they listening to or which
places do they visit in order to understand the consumers (profiling) and set up better

marketing or business strategies.

4.1.1 Analysing big data

The increased amount of data generated by the use of online services and I0T devices
has pushed companies to establish big data and analytics solutions (D&A). D&A is a
software program built to automatically process large amounts of data sets in order to
analyse trends. Today, 97% of companies use D&A software. The use of D&A offers many
advantages, such as reducing operating costs, generating new sales, reducing business
risks and the ability to understand consumers (KPMG 2015). Consequently, companies
consider data as an important asset and share or sell data. In 2016, the revenues
generated by data sales only reached 300 billion euros. By 2020, this amount will reach
739 billion euros (European Commission 2017). On average, companies tend to share

their data with 40 different partners (Garessus 2017).

4.1.2 Big companies and their data control

The Cambridge Analytica case shows how big companies such as Facebook have little
control over their data after this has been sold to other companies. They do not know what
happens to the data and their users’ privacy and often they do not even monitor what kind
of data was taken (Lewis 2018). Most companies are interested in how much time is
spent on a specific web site, what type of content is looked for online or the number of
likes delivered online. These data allow them to understand and to target their consumers
better. By doing so, companies can even manipulate consumers into buying products or

services by showing specific advertisements, for instance.
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On the one hand, about 10% of European companies do not know how much and where
they store their data. On the other hand, companies try out different techniques to get
more and more data about their consumers. For instance, the television manufacturer
Vizio was caught selling televisions with the ability to spy on their users (Seydtaghia 2017).
These televisions sent information about what the users were watching to Vizio. The
company then sold the collected data to advertisers that aimed to set up more
personalised and accurate marketing strategies. Not only companies abuse the use of
data, but also governments and their organisations. The most famous recent case is the
case in which the NSA (National Security Agency) puts millions of citizens from both the
USA and the rest of the world under surveillance (Szadkowski 2013).

While the NSA and other governmental agencies promised to reduce their surveillance
activities, reality shows the opposite. The NSA is still collecting a lot of personal
information (LesEchos 2017) and other countries install solutions to track their citizens as
well. For instance, China is deploying the largest camera surveillance network in the
world, able to recognise not only its citizens, but also vehicles, and to predict if any

conflicts will happen (Brostra 2018).

4.2 Cybercriminal activity

The fast expansion of different electronic devices and software has increased the
opportunities for hackers to attack. They do not only have more targets to attack, but they
also have more chances to succeed. Neither hardware nor software is entirely secure, but
they are both exposed to vulnerabilities. Hackers can exploit these vulnerabilities to get
into an electronic device or IT infrastructure and steal, erase, modify or encrypt all data
available. In 2016, more than 10,000 vulnerabilities were publicly disclosed, a number that
is constantly increasing, which shows that the amount of new opportunities for

cybercriminals is increasing as well (IBM 2017).

4.2.1 Vulnerabilities

However, the problem does not only contain the vulnerabilities. ICT companies can easily
fix their products with simple patches. Moreover, some of ICT companies even have
programs that reward hackers who find and report any vulnerabilities in their products.
For instance, Google has established a Vulnerability Reward Program (VRP) in which
hackers get paid up to 31,117 US dollars per reported vulnerability. Programs to spot
vulnerabilities have proven their efficacies (Google 2018). Since 2010, Google has
already spent more than 12 million US dollars in rewards. Last year accounted for one
fourth of this total reward, with 1,230 hackers participating in the program. The single

highest reward was about 112,500 US dollars. Rewarding hackers for spotting
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vulnerabilities is an interesting concept, since they can get legally paid for carrying out
illegal activities. At the same time, they contribute to a safer service or product (Keller
2018).

Vulnerabilities are disclosed when a patch is available (Rouse 2017). On the one hand,
keeping the vulnerabilities a secret limits potential attacks. On the other hand, by
disclosing vulnerabilities it allows companies to make their consumers aware of the risks
and the need to update the computer or software. Cybercriminal attacks usually happen
when users do not install updates or when they use end-of-life systems. In May 2017, for
instance, ransomware WannaCry hit systems using Windows around the world using a

Windows vulnerability that Microsoft had patched two months earlier (Kessem 2017).

4.2.2 End-of-life systems

End-of-life systems are even more dangerous than non-updated systems, since they will
never be protected. The issue here is that many companies use devices or software that
are considered end-of-life systems. ICT companies no longer support these systems,
because they are too old or more recent versions are available, thus making them
vulnerable to any new threat found. The most famous case of an end-of-life device is the
ATM (Automated Teller Machine). Worldwide, many ATMs are still using an old Microsoft
operating system (OS) which is not supported anymore. Moreover, in the near future,
more ATM OSs will no longer be supported, leaving hundreds of thousands of ATMs
vulnerable to new threats (Sancho, Hug 2017). However, the ATM is just one example of
a company using an end-of-life system for its devices or IT infrastructure. For many years,
numerous companies were using old systems and never updated them. A study in 2016
showed that 73% of North American companies are still using end-of-life devices in their
IT infrastructure (BusinessWire 2016). Having a vulnerable device makes the full IT

infrastructure vulnerable since these devices can be used as an entrance for hackers.

Smartphones are also getting interesting for hackers, not only because they are popular
now, but also because most of them are considered as end-of-life devices. Smartphones
running Android are the most widely used smartphones worldwide with a market share of
77.32% (GlobalStats 2018). However, only half of the Android devices are actually still
supported by Google. In the latest Android security updates, the oldest Android version
that Google supports is the 6.0. According to Google’s statistics, only two third of
smartphones are running with versions 6.0 or higher (Developers 2018). To tackle this
issue, Google has started a project known as Treble. Today’s practise is that Google
provides the latest Android version and security patch to the smartphone manufacturers

and telecommunication companies for those companies to install the updates in the

How does the collection and use of personal data slow down the development of eHealth solutions and which are the
recommendations that can speed up innovation of eHealth solutions?
SCHUHMANN DOS SANTOS, Antonio Joao 22



smartphones. However, those companies tend to only update the new devices. With
Treble, Google will be able to directly provide Android version and security updates to all
compatible devices. Smartphone manufacturers and telecommunication companies will

not have to think about it anymore (Malchev 2017).

4.2.3 loT devices, the most vulnerable electronic device

The increasing demand and use of sensors in 10T have made this problem of vulnerability
even worse. At the moment, |oT devices are easy to hack due to their lack of security
(O’Donnell 2018). Manufacturers tend to rush the market without providing proper
protection. As a result, cyber-attacks against 10T have increased by 600% over the last
year (Symantec 2018). Threats against |0T devices have to be taken seriously. 10T
devices, with all their sensors, have the ability to interact with physical space. Thus, this
makes loT devices prone to directly harm human beings. To show the lack of security of
IoT devices and the dangers it may come from, two security researchers, Charlie Miller
and Chris Valasek already hacked three different cars. The last one was in 2015, when
they were able to take control of a Jeep remotely (Kochetkova 2015). This situation can
be very harmful for both the people inside the car, but also for the surroundings of the car.
After this discovery, Chrysler, Jeep’s mother company, recalled 1.4 million vehicles to fix
this issue (Greenberg 2015). However, the car company only fixed the vulnerability shown
during this hack without checking the other electronic pieces. As a result, the two hackers
hacked the car again a couple month later exploiting other vulnerabilities (Drozhzhin
2016).

Due to this situation, the European Union has decided to start a project known as
Predictive Security for IoT Platforms and Networks of Smart Objects. The aim of the
project is to provide the I0T device makers with a solution to protect their products.
According to the European Union, present and future devices are almost impossible to
protect by the companies. The project should change this situation by building an open
source platform which can be used as a security base and by adding other security level

above (European Commission 2018).

4.2.4 Cost of cyber-attacks

Cyber-attacks are very expensive for companies. In 2015, damages related to
cybercriminal activities cost about 3 trillion US dollars worldwide and they are expected to
double by 2021 (Morgan 2017). However, worldwide expenditure in cybersecurity
solutions remained low last year. With 86.4 billion US dollars in global cybersecurity
expenditure, it merely represents 2.88% of the costs of cybercrime damages. This shows

how companies prefer to get attacked before taking proper measures to secure their IT
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infrastructure (Morgan 2017). Moreover, a study shows that organisations which were
attacked by a small attack tend to not take security seriously and are more likely to get
their data stolen a second time within the following two years, chances of which are about
27%. Organisations that were struck by a massive data breach tend to take serious
measures and thus have only about 1% chance to lose their data again over the following

two years (Ponemon Instiute 2017).

On average, damages after a data breach were about 3.62 million US dollars per incident,
while lost data records were valued at about 141 US dollars per record. Health is the
industry where data breaches cost the most: on average, data records in the health

industry cost about 380 US dollars per record (Ponemon Instiute 2017).

The time to detect a data breach is relatively long. In 2017, the average time needed to
detect a malicious or criminal attack took about 214 days and then, to correct it, about 77
days. This means that companies have their data unprotected for about 10 months when
they are victim of a data breach (Ponemon Instiute 2017).

425 Ransomware, a new kind of attack

A new kind of attack is emerging which consists in blocking the access to data. Until now,
most attacks consisted of stealing, altering or destroying data stored in electronic devices.
However, the latest trend is to only block data by encrypting it. The only way for owners
to regain access to their data is by paying cybercriminals to unlock the data. In 2017,
without considering WannaCry and Petya/notPetya, there was an average of 1,242
ransomware attacks per day. The same year saw an increase in new ransomware variants
with 350 new kinds, an increase of 46% compared to 2016 (Symantec 2018). The health
sector is the most widely targeted by ransomwares. In 2016, about 88% of all ransomware
attacks happened in the health sector (Goldman 2016). Compared to other industries,
cyber-attack on health delivery organisations causes more dramatic damage. Thus, by
kidnapping information, health delivery organisations are not merely shut down as
companies, but patients’ lives are threatened as well. When medical devices cannot
access patients’ electronic medical records, those devices will not be able to operate
anymore. As a result, they will not only stop delivering treatment but also stop to

monitoring patients. Which in turn will prevent doctors from operating their patients.

4.2.6 Healthcare, most vulnerable industry

Not only healthcare industry is the most target industry, but it is also considered to be the
most vulnerable industry and prone to cybercriminal attack, because of two simple
reasons. On the one hand, medical data is the most valuable kind of data on the dark

web. Compared to credit card information, medical data is about ten to twenty times more
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valuable (Humer, Finkle 2014). The stolen records can be used for various purposes, such
as for getting and selling prescription drugs, creating fake IDs based on real biological
data or even insurance fraud. On the other hand, in health delivery organisations, patients’
lives can be directly threatened by a security breach. Even the smallest attack, such as
locking down an HDO’s IT infrastructure can have dramatic effects. Medical devices will
not work and HDO workers cannot access EHRs anymore. Thus, patients following
specific treatments will not receive their treatments and doctors performing an operation
will not have access to critical information about their patients. Furthermore, patients who
are dependent on medical devices may suffer devastating consequences without their

medical devices.

4.2.6.1 No proper measures against hacking

Cyber criminality would not be a problem if the healthcare industry was taking proper
measures to protect its IT infrastructure and devices. However, this is far from reality. The
healthcare industry is among the most, if not the most, unprotected industry. While other
industries spend about 12% to 16% of their IT expenditure on security, healthcare
organisations are far below with only 6% (Lyon 2017). Moreover, medical devices are
absolutely not secure at all. After the WannaCry attack, it appeared that even in high-
income countries HDOs rarely upgrade their devices. In 2017, Digital Health Age revealed
that 60% of NHS Trusts, also known as the public hospitals of the UK, were still using
Windows XP either in their medical devices or in their IT infrastructure, which again is an
operating system that is not supported by Microsoft anymore. Its vulnerabilities are known

and will not be fixed in the future.

4.2.6.2 The weakest point of HDOs

Medical devices are the weakest point of HDOs. A recent survey shows a critical lack of
security in medical devices (Ponemon Institute 2017). While HDOs themselves are rather
confident about their IT infrastructures, the survey shows that medical device makers feel
the opposite about the devices they produce. Only 37% of the HDOs think their devices
are free from vulnerabilities, while only a quarter assess that their devices are sufficiently
secured. As was said earlier, a non-protected device can directly harm patients in a worst-
case scenario (Ponemon Institute 2017). According to HDOs, events in which patients
could have been injured, happen quite often. Thirty-seven percent of HDOs already had
cases in which cybercriminals took control over medical devices. About the same
percentage of HDOs indicate that devices had delivered the wrong treatment to a patient.
Thus, patients’ lives were directly threatened since machines can either physically injure
patients during surgery or administer a lethal dose of drugs. Other less dangerous, but

non-negligible events also occurred to medical devices and IT infrastructures, such as the
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denial of services, blocked access because of ransomware, theft of records or the
installation of unknown software. This last event can lead to a loss of full control over the
hospital, since medical devices tend to be connected to the whole HDO IT infrastructure.
By getting the full control over a hospital, cybercriminals are able to target not only one
patient, but all patients inside the HDO facility. Surprisingly, medical device makers tend
to be less aware of the dangers of cybercriminals activities with regards to their devices.
A lack of communication between HDO IT workers and the device makers may be the
cause (Ponemon Institute 2017).

4.2.6.3 No improvements in security

Although the issues are known, hardly any steps are taken. An average of 16% of device
makers and HDOs are actually taking concrete steps to prevent cybercriminal attack, even
though two thirds of device makers think it is urgent to secure their devices. Many reasons
may have led to this situation (Ponemon Institute 2017). First of all, 80% of both HDOs
and device makers think securing medical devices is too difficult. In various surveys, they
state that there is a shortage of IT workers (Ponemon Institute 2017) (HIMSS 2017),
making it impossible for both the HDOs and device makers to properly secure their
devices. Secondly, a lack in funds is also one of their main challenges. On the one hand,
HDOs lack funds, especially in Europe, since healthcare is publicly funded (HIMSS 2017).
On the other hand, medical device makers are mainly represented by micro or small
enterprises. This is the case in Switzerland. This country is among the leaders in the
MedTech industry, alongside Ireland and the United States of America. Its MedTech
industry landscape reveals that more than 75% of MedTech companies have fewer than
50 employees (Swiss Medtech 2016). Thus, a large part of their funds goes into the
development and marketing of their products, leaving hardly any funding for other
features, such as security. Finally, as can be seen in Ponemon survey, 63% of medical
device makers think it is more important to get proper IT security in HDOs first, rather than
start by securing medical devices themselves. As a result, security is ignored most of the
time, with 40% of medical device makers and HDOs taking no steps to protect the devices.
Both of these will only change this wait-and-see practice if they experience a big

cyberattack or if new regulations force them to (Ponemon Institute 2017).

Regular medical device testing is also relatively important since medical devices are not
only easy targets, but also very vulnerable ones. When medical devices are tested, it turns
out that an average of 15% of devices is infected with malware. Moreover, 30% is found
to have critical vulnerabilities (Ponemon Institute 2017). However, only 11% of HDOs and
16% of device makers perform at least one test each year, while the majority is not

performing any tests or is waiting for a cybercriminal attack before acting (Ponemon
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Institute 2017). Moreover, only two thirds of device makers test the security of their
devices during the development. One third of medical device makers only perform a
security test after their products have been made available on the market (Ponemon
Institute 2017).

4.3 Consumer trust and ePrivacy

The use of ICT is known to leave all kinds of (personal) information behind, like how much
time was spent on a website or which pages a person visited. Ever since the internet was
created, Europeans have been concerned about their privacy and the unauthorised use
of their personal information. In 1997, about 72% of Europeans were worried about the
leftover personal data after using online services. Thus, most of them would avoid using
these services to avoid the risks (INRA 1997). Only 16.4% did not mind if their data was
used. However, the majority of European citizens would actually use these services if they
could fully understand how their data is collected, how companies use the data and what
kind of data the companies collect (INRA 1997). Thus, if companies established proper
privacy statements guaranteeing transparency, only about 16% of European citizens
would still dislike these companies to collect and use their personal information. In the
end, almost all citizens agree to the fact that the European Union has to properly protect
their privacy outside Europe as well (INRA 1997).

However, in two decades the situation has barely changed, but even got worse. Today, it
is possible to easily track people with all the connected electronic devices used in

everyday life.

4.3.1 No control on personal data

In 2015, only 15% of Europeans felt they had full control of their data and 20% knew how
their data was used (TNS Opinion & Social 2015). This is a relatively low score considering
the high protection the European Union offers its citizens. Even so, citizens tend to easily
give their personal information to online services and about 70% thinks this is quite
normal. This is due to the increase of companies asking for the creation of user accounts
in order to be allowed to use the company’s services (TNS Opinion & Social 2015). By
doing this, companies can get various pieces of personal information, such as the user’s
name and address. This leads to a tracking system, since companies easily know who is
doing what on their websites. However, more than 50% of the population feels trapped by
this situation, while only 35% thinks that providing personal information is not a big issue
(TNS Opinion & Social 2015). They think there is no alternative for providing their personal
information in order to use the services. However, 74% of the citizens does not like to see

companies sharing their data without their permission (TNS Opinion & Social 2015).
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4.3.2 Increased surveillance

With the increased amount of connected devices, Europeans are very concerned about
the surveillance the companies might do. For instance, retailers use fidelity cards to track
your consumption and then make you an offer on the products you purchase the most.
Online services also track you to know what you like to read, watch or listen to on the
internet. Two thirds of the Europeans do not want to accept this practice and they want to
be able to choose whether their data is being used. However, smartphones are
increasingly being used by companies to track European citizens, since almost everybody
carries a smartphone around during the entire day. To protect their privacy, about one
third of Europeans are using specific programs to prevent online monitoring, while 40% of
Europeans avoid online services known to monitor their activities (TNS Opinion & Social
2015).

4.3.3 Low trustin companies, higher trust in governmental institutions

For now, people do not really trust companies: only 3% of Europeans actually trust online
companies. The recent scandals, such as the Cambridge Analytica case, made their trust
shrink even more. This is because even with the data and privacy regulations, companies
still share data without checking the nature of the users’ data. On the other end, healthcare
institutions and national authorities are the most trusted institutions with respect to data
protection. Citizens have the feeling that their data are well protected by those institutions
and that the organisations do not abusively use or share data with third parties. However,
over the years, fewer and fewer people trust healthcare and governmental organisations,

because these are getting targeted by cybercriminals (TNS Opinion & Social 2015).

Concerning EHRs, a majority of Europeans agree to sharing their health or medical data
with their doctors. However, they are more reluctant to share their data with public

authorities for research purposes or companies (Leibniz Institute for the Social Sciences).

National Data Protection Authorities are also trusted by citizens. A survey in 2015 shows
that the majority of European citizens would ask these authorities for help in case of

misuse of data, for instance (TNS Opinion & Social 2015).

4.3.4 Complicated privacy statement

About 70% of European citizens still want to consent to data collection, regardless of the
nature of these data. However, only a small portion of the citizens actually read the privacy
statements entirely (TNS Opinion & Social 2015). The main reason for this is related to
the size of these privacy statements. Some 67% of the citizens find the statements too
long to read, which is discouraging them (TNS Opinion & Social). For 38% of the citizens,

the second reason not to read privacy statements is related to the difficulty of those
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statements. Long and complicated texts are made to discourage people from fully reading
or understanding them (TNS Opinion & Social). These texts are complicated since
companies use difficult legal terms to protect themselves from lawsuits (Moretty,
Naughton 2014). Moreover, about 65% of privacy statements use irrelevant information
just to confuse the readers (Australian Government 2013). However, a small amount of
citizens believes that data protection regulations will protect them from abusive data use
(TNS Opinion & Social).

4.3.5 Improve citizens’ trust

Users store most of their personal data in personal devices, but they will not allow
websites or online services to collect their data. A strong majority of about 9 out of 10
citizens does not want companies to access their data or install monitoring tools on their
personal devices. This is because they fear to lose data from their personal computer or
their mobile device (TNS Opinion & Social).

While citizens are not happy with how their data is being handled, different practices can
improve trust in electronic devices and online services among Europeans. A positive
impact might be gained from certifications or labels for the fair collection and use of data;
the use of specific security technologies, such as the finger print reader, face recognition
or even encryptions might positively influence the citizens. If online services use those
certifications or labels, citizens might be more inclined to use those services (Leibniz
Institute for the Social Sciences).

Even if citizens have concerns about their personal information and how their data is being
collected, used or shared with third parties, a majority of them think that recent digital
technologies have a positive impact on their lives (Leibniz Institute for the Social

Sciences).

4.4 Regulations

Regulatory affairs about data protection are a real nightmare for companies. While data
can easily cross borders all around the world, countries are only adopting national data
regulations. Moreover, regulations tend to evolve slowly compared to new technologies.
As a result, companies are confused whether they are allowed to use new technologies
without getting in problems. The healthcare sector is concerned about this. In the case of
eHealth, the biggest issue that IT software vendors encounter is the lack of guidance from
the various governments. However, in various countries, the authorities also think the

regulations for data are a matter of concern (HIMSS 2017).
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In 2017, about 120 countries had a data protection law. This is an increase of 9 new
countries compared to the year before, showing that countries are taking data protection
seriously. On average, 5.4 new countries adopt data protection regulations annually.
Besides, more than 30 countries are undergoing changes in their data protection

regulations annually (Greenleaf 2017).

4.4.1 International agreement regulations

Various international directives about data protection were made by various international
organisations. The purpose is to uniformise regulations around the world while most of
the countries are creating their own regulations. The purpose of those directives is to
establish the same regulatory basis in every country. A directive is not a law that can be
used immediately, but a set of guidelines with points that countries have to discuss, maybe
alter and eventually adopt. However, governments are free to decide how strict they are
going to be in each point and they are free to add points that are not listed in the directive.

Today, there are four different international directives. In 1948, the first one was
established by the United Nations which protects privacy in its Universal Declaration of
Human Rights (UDHR, article 12). This is by far the directive adopted most often since it
is ratified by 167 countries who guarantee to not interfere with the privacy of their citizens.
However, the UDHR is too general and thus does not efficiently protect all aspects of
privacy (United Nations 2018).

The second international framework was made by the OECD, the Organisation for
Economic Cooperation and Development. In 1980, they released their Guidelines on the
Protection of Privacy and Transborder Flows of Personal Data. In its guidelines, OECD
introduced the eight principles of fair use and collection of personal data. In 2013, the
OECD updated its guidelines to make them more accurate about today’s world. In this
new paper, OECD introduced the principle of accountability and updated the international
cooperation guidelines to improve transborder data flows. Those principles are now widely
spread and used in most data protection regulations. However, although OECD’s
guideline is not exclusive for its member states, it has only a limited impact worldwide
since only 32 countries have adopted the OECD guidelines (OECD 2018).

The third international data protection agreement is known as the Council of Europe
Convention 108 (CoE 108). This agreement is by far the most widely used and the strictest
one worldwide. The CoE 108 was published for the first time in 1981, by the Council of
Europe, but it is not limited to European countries, since the CoE 108 is also open to any
country that is not a state member. In total, 53 countries have ratified CoE 108, while only

46 of them are COE member states (Council of Europe 2018a). Three more countries
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have started the adoption of the agreement after they announced their wish to sign it. CoE
108 is known to be the strictest international agreement on data protection. Based on the
OECD guidelines, CoE 108 is an adapted framework that is used as the basis for
European data protection regulation. After the European Union announced their new
General Data Protection Regulation (GDPR) in 2016, the Council of Europe has released
the third version of CoE 108 to be in phase with the new GDPR (Council of Europe 2018b).

In 2005, the last international agreement about data protection is carried by the
International Conference of Data Protection and Privacy Commissioners (ICDPPC). The
ICDPPC works like an international organisation, such as the World Trade Organisation
(ICDPPC 2018). Each year, the data protection authorities from all countries meet up to
discuss which steps to take next to ensure more privacy for citizens in all countries. At the
end of each conference, the ICDPPC releases a resolution that all members have to
follow. Their best known conference took place in Montreux, Switzerland. At the end of
this 27th conference, the ICDPPC issued a resolution to not only improve regional
regulation, but to work on a unique international regulation for the first time (ICDPPC
2005). However, even if the ICDPPC is the largest cooperation between National Data
Protection Authorities, its impact is still limited. To begin with, they do not have a proper
infrastructure. Thus, the ICDPPC cannot check whether countries have concretely
adopted the resolutions or not. Furthermore, the organisation is mainly using the OECD
or CoE 108 guidelines to establish the resolutions. However, since the conferences are
held and followed by data protection commissioners, it allows countries to share specific
issues that they are facing about establishing data protection and privacy laws and
counteracting the threats of new technologies. It also helps to understand the latest
challenges and prepare other countries to face these as well if they did not show up at the
convention (UNCTAD 2016).

In the end, only the CoE 108 is playing a major role in international data protection
agreements. The UN, OECD and ICDPPC do not have the proper infrastructure to monitor
countries that sign the resolutions (UNCTAD 2016). Thus, they cannot ensure that all
signing members have integrated the mandatory points in their own data protection
regulation. Moreover, organisations such as the UN or ICDPPC have hardly any power
over country authorities. For those reasons, the CoE 108 is the most serious international
data protection agreement. As the CoE is part of the European Union, it has great power
over the rest of the world, since non-member countries are monitored by data protection
authorities from European countries. For instance, the Commission Nationale de
I'Informatique et des Libertés (CNIL), the French data protection authority, provided an

interactive map for European citizens. On this map, the CNIL provides information on
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other countries about their level of data protection and privacy (CNIL 2018). With this map,
the CNIL do not only give information about who has signed the agreement, but also about
their current enforced laws. While the United Nations assess there are more than 100
countries with proper data protection regulations (UNCTAD 2016), the European Union
estimates are completely different. For them, only a few countries have regulations that

match the CoE 108 basic points.

4.4.2 Regional agreements

Alongside international agreements, countries are also establishing regional agreements
to ensure the free flow of information with nearby countries. Most of the time, those
regulations are carried by the economic alliance from the region. For instance, in the
European Economic Area (EEA), composed of 31 countries, the newly introduced General
Data Protection Regulation (GDPR) represents the regional agreements, based on the
CoE 108. This regulation was made by the European Parliament and the European
Council for all member states of the EU. But, other nearby country partners also use the
GDPR as a basis to enforce their own data protection regulations to comply with the
GDPR, since they have ratified the CoE 108. This is the case for countries like Norway,
Switzerland and Iceland. These countries have either announced a revision of their
current law to comply with GDPR (Swiss Federal Department of Justice 2017) or just

integrated it into their own law (DLA Piper 2017).

Similar initiatives can be found in other parts of the world. On the African continent, the
African Union (AU), composed of 55 countries, has adopted the African Union Convention
on Cybersecurity and Personal Data Protection in 2014 (African Union 2014). The
convention works like the CoE 108, allowing member states to use it as a guideline while
enacting their own laws. In 2018, only two members, Mauritius and Senegal, have ratified
the convention, while ten others have signed it and are preparing their own bill (African
Union 2018). The Pacific region has also adopted various data protection regulations with
the Asian Pacific Economic Cooperation (APEC), with the establishment of privacy
principles, in 2005, based on OECD'’s guidelines from 1980 (APEC 2005).

While a universal data protection regulation would be easy for all companies worldwide,
the regional agreements or regulations are already making data sharing easier for
companies. When the Data Protection Directive 95/46/EC (DPD) was established within
the European Union, it was easier for companies to share data across the European
Union, since companies only had to use the same guidelines. Moreover, if companies
outside Europe wished to deal with companies within the EU, they only had to comply with

the CoE 108 guideline. That was the common practise between companies established
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in the United States of America. Data protection regulations are less strict in USA, thus
the EU made an agreement with the US Department of Commerce known as Safe
Harbour in 2000 (European Parliament and of the Council 2000). Under this agreement,
American companies had to get a certification from the US Department of Commerce to
access the EU digital market. Companies had to prove they complied with the CoE 108
guidelines, otherwise they would not get the certification. As soon as a company gets a
certification, it will be on a list stating that the company is allowed to share data with or get
data from other EU companies. Due to the privacy incidents with US based companies,
in particular Facebook, the European Court of Justice cancelled the Safe Harbour
agreement in 2015 (Gibbs 2015). A new draft called Privacy Shield was then enacted a
year later (CNIL 2017). An agreement similar to Privacy Shield can be found within the
APEC with its Cross Border Privacy Rules System (CBPRS). It works the same way as
the Privacy Shield. APEC countries have to enforce their own data protection laws. Thus,
non-APEC based companies that wish to collect or share information with companies
established inside APEC have to get the APEC CBPRS certification first (CBPRS 2011).

4.4.3 European Digital Single Market

Since 2015, the European Parliament and Council have adopted the Digital Single Market
plan (European Commission 2015). The EU has understood the importance of ICT in its
economy and thus is taking measures to ensure the free, secure and fast flow of data
within the EU. To make this possible, the EU is undergoing significant changes in its old
laws. For a couple of years already, the EU has been changing all its old directives into
regulations. The difference lies in the fact that regulations are ready-to-use laws and
enacted at the same time by all member states. The purpose of this practice is to
standardise all member states’ laws, providing not only the same rights to all of its citizens,
but also making compliance for companies easier. Concerning eHealth, the EU has
already changed its old data protection directive and will change its medical device
directive and in vitro device directive by 2020.

4.4.3.1 General Data Protection Regulation

The General Data Protection Regulation 2016/679 (GDPR) (European Commission and
of the Council 2016) is the latest European law on data protection. The GDPR is the
update of the old Data Protection Directive 95/46/EC (European Commission and of the
Council 1995). While most of the text remained unchanged from the DPD, the GDPR
brings some novelty by empowering Europeans and by also making companies more

responsible.
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The first major change concerns the definition of personal data. In its second article, the
GDPR has increased the list of information that can be defined as personal data, such as
physical and psychological data. By being more specific about the definition of personal
data, the EU wants to avoid a situation in which companies play with words to determine

whether data is personal or not.

The second major change is related to the empowerment of European citizens. Under the
new regulation, EU citizens will see their rights increase and they will have full control over
their data (EU GDPR Compliant). On the one hand, companies have to provide a
comprehensive, short and easy to read privacy statement. On the other hand, companies
are not allowed to force citizens to consent if they want to use a product or service. Thus,
citizens will be able to use any service without companies collecting any data. As a result,
data will remain in the hands of the citizens even if they consent for the information to be
used. At any time, citizens can get all information about their data, can ask to stop the
practice of collecting and keeping data, and can transfer data from one company to

another without needing a reason or being forgotten by the companies.

The third major change is the introduction of accountability and privacy by design. With
the GDPR, the European Union wants companies to be more accountable for all issues
that could happen with the data they store. On the one hand, data processors have to
keep track of all data processing they have done. On the other hand, the Data Protection
Officer (DPO) has to ensure that no data abuse takes place within the company and all
necessary measures were taken to protect data. If a company fails to comply with the
regulation, data protection authorities can threaten them with fines going up to 20 million

euros or 4% of the company’s annual turnover, whichever is higher.

Finally, the last major change is related to the scope of the regulation. The DPD was only
effective within the EEA, leaving National Data Protection Authorities without power
outside the EEA. With the GDPR, this situation has changed since all companies targeting
Europeans can be subjected to a check by National Data Protection Authorities, since all

companies have to comply with the regulation.

4.4.3.1.1 Impact on healthcare industry

The new regulation will have a significant impact on health delivery organisations. Since
all of these organisations collect and use patients’ biometric, genetic and health related
data, they have to comply with the GDPR. Processing those kinds of data is allowed under
specific conditions (article 9 paragraph 2). However, this also means that all organisations
or companies using this kind of data have to comply with the regulation. While life science

companies can easily install necessary measures to secure patients’ data and setup
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protocols to monitor the data flow, HDOs will probably struggle to do so. As can be seen
in the 2017 European eHealth survey, health delivery organisations are more challenged
than other healthcare stakeholders. The lack of funds does not allow HDOs to hire enough
skilled IT staff or to establish a proper and safe IT infrastructure (HIMSS 2017). This
situation can also push ICT companies to not enter the healthcare market due to the high
barriers around data safety and the prohibition to process data for other purposes than

mentioned in the agreement.

4.4.3.2 New medical devices regulation

On the 25th of May, 2017, the European Union replaced the old Medical Device Directive
93/42/EEC (MDD) and the In Vitro Device Directive 98/79/EC (IVDD) with the new Medical
Device Regulation 2017/745 (MDR) and the In Vitro Device Regulation 2017/746 (IVDR)
(European Commission 2018). The MDR is expected to come into effect by the early
2020s, while the IVDR will be effective only two years later. The reason the European
Parliament and the European Council changed this regulation is because of a succession
of events which involved medical devices. Since 2010, the number of medical devices
recalled from companies by National Health Authorities have increased due to safety
issues (EY 2016). As a result, the EU revised its directive about medical and in vitro

devices and came up with the new regulations of the MDR and the IVDR.

As for the GDPR, the EU introduced regulations to standardise the EEA market. If a device
has been approved in one country, it can be freely used in other countries as well. This
again benefits patients as well, since they can use the best devices available. However,
this will again impact the healthcare industry. Not only new medical devices and software
programs will have stricter ante- and post-market safety and efficiency checks, but the
devices or software used currently might be checked and found not to be up to the
standard. In 2013, when the new regulations were in preparation, Eucomed surveyed life
science companies to understand the financial impact of the new regulation. It appeared
that an additional 17.5 billion euro would be necessary to get authorisations to access the
market (MedTech Europe 2013). Moreover, the regulations would postpone the entry of
new devices onto market for 3 to 5 additional years. This was because additional safety
and efficiency checks had to be carried out. In the end, it was the small and medium
enterprises (SMEs) that were hurt the most in this process. Big and well-established life
science companies have protocols and specific teams to get the certification faster.
However, 95% of the life science industry is composed of SMEs, which only have few
products. This means increasing certification control will only dissuade companies from

trying to make health related products.
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44321 Impact on eHealth solutions

The new MDR and IVDR regulations will heavily impact the development of eHealth
solutions, especially the mobile health (mHealth) industry. Even though the mHealth
industry is the largest market in the eHealth industry, the increased control that is needed
and the classification of software as medical devices will probably slow down its
development. Moreover, the increased cost in safety and efficiency checks will lead to a
decrease in safety investments. Since most electronic health devices are barely protected,
SMEs will probably be less keen on improving the safety of these devices because of this
increase in checks in both the ante- and post-market. Moreover, software can now also
be considered as a medical device according to the law. Thus, medical software will also
get controlled more strictly than before. However, this will not only impact HDOs, since
this can also dissuade device or software makers to directly propose eHealth solutions to
consumers considering the GDPR. If this happens, software and device makers have to
propose a proper security architecture as a solution. Already now, they are struggling with
security, so the increased expenditures in future testing will have a negative impact on

eHealth solution development.

5. Recommendations

In order to secure patients’ sensitive data, the following recommendations may be

considered for follow-up action.

5.1 Labels, certifications and standards

Regardless of the next solutions that might be adopted, getting certifications or labels is
probably the most obvious solution. While labels or certifications do not directly protect
eHealth solutions, it proves that companies or HDOs that own a label or certification have
taken enough measures to protect the security and privacy of their consumers’ data. This
means they have established a strong IT security architecture and protocols. Since
certifications and labels are not granted eternally, companies are forced to regularly audit
their products or IT infrastructure to verify whether they still match with the minimum

security and privacy protection required for the certifications or labels.

Companies themselves can audit their own IT infrastructure or product. However, it is
better that an external IT expert conducts the audit. On the one hand, an external expert
does not know the product or the infrastructure, so (s)he will have an unbiased view. On
the other hand, expert auditors are experienced and they will have seen all kinds of
products or IT infrastructures. Thus, they can include potential risks that they have seen

in other infrastructures, but that the company under audit has not even thought about. By
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performing an audit, companies will come to realise their weak points for which they can

take proper actions, in order to secure their product or IT infrastructure properly.

After completing their audit, companies can apply for certification. For this part, it is
recommended they choose a company from the lists of the National Data Protection
Authorities. Two reasons can lead to this decision. To start out with, private companies
providing a privacy seal might not be as reliable as they might show. That was the case
of TrustArc, previously known as TRUSTe. The company was caught by the Federal
Trade Commission in 2014 for not conducting re-certification processes (Federal Trade
Commission 2014). Over 1000 companies that already had their TRUSTe certification,
had not received any re-certification checks between 2006 and 2013, even though their
certification was renewed every year. TRUSTe had been responsible for delivering
certifications for the Safe Harbour regulation. Besides, Europeans have a high trust in
National Data Protection Authorities, as was observed earlier. Thus, using certifications
or labels issued by National Data Protection Authorities directly or their approved partners,
is the best solution to comply with the new regulations and to be sure that data is protected
by state-of-art solutions. National labels can be found directly through the National Data
Protection Authorities. For instance, the CNIL, the French data protection authority,
provides all information on how to conduct an audit and the requirements for the CNIL
label (CNIL 2018a). Moreover, the organisation also provides a list of all companies
owning a CNIL label, making it easy for consumers, partners or citizens to check whether
a specific company owns the labels. To find a private certification company or an auditor,
EuroPriSe, short for European Privacy Seal, provides a list with trusted experts from within
and outside Europe (EuroPriSe 2018). EuroPriSe, is a European Union backed

organisation to provide privacy labels or certification.

The adoption of ISO standards is also recommended. Again, an ISO certification does not
entirely guarantee the security of products or solutions. However, they can guarantee that
products or solution makers have followed specific steps to ensure the production of a
safe and reliable product. Companies with the ISO certification are also regularly audited
by independent companies. For instance, complying with the new ISO 13485:2016
standard can help to avoid troubles with the future MDR and IVDR and can accelerate the
adoption of, for instance, the CE marking. This certification mark is the seal saying that a

product can be sold in the EU.

5.2 Using latest data protection solutions

Usage of software data protection solutions is recommended. As was observed in chapter

4, security is not a domain of expertise for either healthcare solution makers or users.
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However, this should not be a reason to not take any steps to protect the solutions and
make patients’ data safe. Moreover, with the new GDPR it will be mandatory for

companies dealing with data to use new solutions to provide enough data security.

The first kind of software that can be used, is considered as middleware. This type of
software cannot be used on its own. Itis only a piece of code that is meant to be integrated
into other software, working like a feature. Middleware can easily be added to any medical
device or medical software to make data transfer more secure. Middleware is the most
versatile solution since it can adapt to any medical product or service in line with the
company’s needs and wishes. It also may be one of the most complicated solutions to
use since companies have to integrate middleware into their product. Even if a company
can be supported by the middleware seller to integrate the software, it is usually up to the

company’s IT workers to actually do so.

The next solution is to use new technologies, such as blockchain. “Blockchain is a
decentralized, distributed database that is used to maintain a continuously growing list of
records, called block. Each block contains a timestamp and a link to a previous block”.
For years, interest in blockchain has grown among ICT companies. This is because of its
capabilities to secure data transfer and to have a great traceability . However, blockchain
is relatively new and might not be interoperable with all existing devices or software.
Moreover, compared to middleware, blockchain can only be integrated in the whole
network and not in a specific machine alone. Thus, it is less versatile than the use of

middleware and besides, it is more expensive.

5.3 Adopt a subscription business model

Today, most life science companies use a product sales business model. This means that
companies basically develop a product, sell it and use the money gathered from the sales
to build the next version. However, with the digitisation of society, developing new
products every year is not the solution anymore, because the old products do not receive
updates. This can be seen in ICT companies such as Microsoft or Adobe. Both companies

used a product sales business model in the past.

However, this product sales business model is not efficient at all any more. On the one
hand, the product was too expensive, since it was a one-time purchase. Thus, companies
had to charge as much as they could to generate revenue. On the other hand, the
development required a lot of resources. Since the products were usually redesigned from
scratch, the development of new products started even before the previous ones were
released. With the introduction of the subscription business model, companies do not

develop a new product on a specific schedule, but they provide upgrades to existing
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products. The upgrades can be the addition of new functionalities or improvements in
security or stability. In the end, the ICT companies that adopted this business model have
been far more profitable than before and they have also been more profitable than

compared to other companies that still use the product sales business model.

By adopting subscription models, life science companies providing medical devices or
software will be able to solve security issues while improving and securing their revenue.
As was observed in chapter 4, HDOs often still use end-of-life devices or software. Since
HDOs do not have the funds to constantly buy new devices and software, these devices
are outdated. For now, HDOs can actually already lease medical devices. However, this
is not a great solution, since it will just add a costly intermediary and leasing companies
are only providing the same devices produced by device makers. With the subscription
model, device and software makers will be able to provide HDOs with cheaper solutions
that have a longer life span, which will increase the security of medical devices and

software over time.

5.4 Joint eHealth association

The concept of eHealth is to network the whole health sector, which will result in a better
cooperation for various tasks. However, the development of new eHealth solutions is still
not done in cooperation. Companies involved in the health industry prefer to limit
partnership with other companies involved in the health industry; they want to acquire new
technologies or cooperate with companies from outside the sector in order to prevent
competitors from getting a greater market share. However, this practice works against the

concept of eHealth, which encourages a greater cooperation within the industry.

Besides, eHealth solutions, including all devices and software programs, are getting more
and more complex, due to all the technologies and functionalities involved. Consequently,
the chance that eHealth solutions have vulnerabilities is also getting greater, making them
more prone to cyber-attacks. As seen previously, eHealth solution makers and
consumers, such as HDOs, device makers, doctors and patients, find it complicated to

protect the eHealth solutions and, in general, 10T devices just lack security.

To face those issues, companies should found an association that can act like a bridge
between the various health sector stakeholders, but also connect ICT companies not
present in the industry. The association has to be independent and has to be financed by
its members, who can either be eHealth solution manufacturers, eHealth intermediate
product companies (such as MEMS companies), IT companies and eHealth consumers
or users. The members will pay an annual fee to ensure the run of the association and to

have access to all services. The association will have three defined functions that will
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ensure the creation of many more secure and “privacy” protecting eHealth products and
IT infrastructure. These three functions are eHealth customs, a vulnerability reward

program and an eHealth security advisor.

5.4.1 EHealth customs

The first function is probably the most important. The association will play the role of
eHealth customs. One of the biggest problems in eHealth solutions, especially in medical
devices, is their complexity, since they use many different intermediate products, such as
various MEMS. However, if these intermediate products are not protected before they are
combined to produce medical devices, the intermediate products will remain vulnerable
parts of the total eHealth solution. This can be avoided by essentially building an eHealth
solution with parts that are already secured. This is where the eHealth customs will come
into play.

EHealth customs is the first function in which the association will be active, by ensuring
that eHealth solution consumers get secure products out of the box. To achieve that, the
association will make a list of the parts that are actually certified by European and ISO
standards in security and privacy for medical devices and medical infrastructures. By
listing those parts, eHealth solutions makers can safely choose secure components or
middleware to integrate into their products. This will make the products easier to secure
since parts are already protected. Consequently, eHealth solution makers’ expenditure in
security will drop. Moreover, the devices might get their certification faster since they
comply with the latest European regulations. For the eHealth solution consumers, it will
also make the search for safe solutions easier. Using eHealth solutions secured straight
out the box will also make the spending in security lower, especially in large infrastructures
in which one non-secure device or piece of software can compromise the whole. The
consumers will also have a better trust in the producers since they are certified, so the
products they purchase already integrate safety protocols and comply with privacy
regulations. Finally, by listing all the eHealth solutions and intermediate product makers,
the companies which produce eHealth solutions will also benefit from being on the eHealth

customs list. Thus, companies on the list can be easily located by interested consumers.

5.4.2 EHealth vulnerability reward program

The second function of the eHealth association will be to establish a vulnerability reward
program based on the Google vulnerability program. Most life science companies (like in
the MedTech, BioTech and the pharmaceutical industry) are small companies which do
not exceed 50 employees. Consequently, it is complicated for most of these individual

companies to establish a vulnerability reward program such as Google’s, since they do
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not have the resources and most often they only have a few products. However, they
could benefit from such a vulnerability reward program under the flag of the eHealth
association. Hackers working for the eHealth association will be able to find vulnerabilities
for any final or intermediate product listed or possibly wanting to be listed. For any
vulnerability found and explained how to exploit it, hackers will be paid a varying amount
of money depending on the gravity of the vulnerability. If hackers provide a fix or patch for
the vulnerability, they will be paid extra. With this system, the eHealth solution producers
and part makers will be able to reduce vulnerabilities significantly and faster due to the
open collaboration type of work, since the eHealth association will play the central role in
bridging the gap between hackers and solution makers. Again, this could have a positive
impact for eHealth solution consumers since they can count on the quality of the products
that are followed and updated by the producers, not only with respect to functionality or
stability, but also with respect to security and privacy. Consumers will have a higher trust
in eHealth solution producers, which should accelerate the adoption of eHealth.

5.4.3 EHealth security advisor

The last function that the eHealth association will have is the eHealth advisor who will
have two tasks. The first task of the eHealth advisor will be to track all the issues that
eHealth solution consumers have encountered, from bug to human error to cyberattack.
With the information collected, the association will publish an annual report with all the
findings. The report allows the members to realise what kind of problems their product is
facing or might be facing. For instance, if a kind of malware is spreading to various medical
devices, companies will be able to react and stop its spread. It can also be used to improve
the quality of a product if it has shown critical errors. This will spread awareness of all
kinds of issues that consumers encounter and will lead to the faster improvement of
eHealth products. Security will also be improved since the whole health industry will know

what kind of cyber-attacks are trying to undermine their solutions.

The second task of the eHealth advisor will be to establish stress test programs. With the
information collected from the devices and the requirement for security in EU regulations
and international standards, it might be interesting to establish an easy to use stress test
program, like the ones that are used in the finance industry. With it, all health sector
stakeholders will be able to test the solutions, whether they are in production or in use.
With this program, solution producers will be able to see if their existing or developing
products are safe enough against the latest threats and if they comply with security and
privacy standards. For the eHealth solution consumers, it will allow them to regularly
check their infrastructure to understand the strengths and weaknesses of the

infrastructure and to take measures if necessary. This will drastically improve the security
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of eHealth solutions and will ensure all health sector stakeholders to comply with the latest

regulations.

More ideas can be found in the Appendix.

6. Conclusion

The role of computers and data has changed since the 1930s, from the first digital
computer in 1939 to the current smartphones that are able to process lots and lots of
information at the same time. In the past, stored data was difficult to access and use, while
nowadays, with a click of the mouse button, you can access any file and any online service
available. The healthcare sector also evolved significantly, especially during the past four
decades. Healthcare workers can provide better healthcare by making use of new
technologies, such eHealth, which automates medical services and tasks and improves
the sharing of medical information. Nowadays, data is not secure. The healthcare sector
also faces challenges in protecting medical data against theft and in sharing medical data
between companies and services. The innovation of eHealth solutions may help
overcome healthcare challenges, such as improving healthcare access and reducing its
costs.

For now, the innovation of eHealth solutions is too slow. The most important
improvements that can speed up innovations in eHealth are the use of security labels for
(intermediate) eHealth products, the application of the latest data protection solutions, the
adoption of subscription business models for eHealth device makers and software
producers and the creation of a joint eHealth association. Out of these solutions, the joint
association can probably make the biggest difference in the future. First of all, such an
association will enable cheaper healthcare devices and software to be made. Besides,
the production of those devices and software will be accelerated, because companies will
have to spend less time on protecting these technologies, since they are already well
protected. Furthermore, products will be available on the markets faster, because the
intermediate products of the medical devices and software will already have the security
certifications. This allows health authorities to spend less time on checking whether the

products meet the regulations.

This research also contains some limitations, of which the large size of the topic was the
most important one. This research focused on both data and eHealth, which are already
vast topics by themselves. By combining these into one paper, the overall situation was
described, but not the individual, smaller topics, such as how hospitals or medical device

makers are handling data now.
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This is where future research should start. Future researchers should focus on one
specific stakeholder in the health sector to understand that particular stakeholder’s
challenges regarding healthcare and data. For instance, how does this stakeholder protect
healthcare data nhow and what can be improved. When looking at eHealth and data on an

individual level, researchers can devise individual solutions for each stakeholder.

In the end, if this paper's recommendations are followed and future research has been
done lots of situations will improve. First of all, the lives of people will improve because of
a larger amount of available medical devices and software. Secondly, companies can
build their products more cheaply and bring them to the markets faster. And finally, the
work of doctors will be made easier, since they can use all medical devices and software

without worrying about possibly negative influences.
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Appendix 1: Complementary information for eHealth
association

Health sector companies and organisations should fund an independent association

together, which will have three major functions.

Possibly in line with Germany‘'s “Platform Industrie 4.0” which will speed up the

development of 0T

The health sector industries should do the same and introduce an association specialised

in ehealthcare, such as “platform ehealth”

The association is the bridge between security and ehealth solutions; the bridge between

ehealth companies, hardware makers, telecommunication companies and security maker.
Association
ehealth: network the whole health sector

However, companies tend to only work on their own, or have partnerships with other
companies outside the health sector to get the technology; companies that cannot

compete with them because they are not present in the health sector.
This is not following the idea of ehealth and the global network

Moreover, ehealth solutions are getting complex because they integrate many parts that

can have vulnerabilities

e Many electronic components, each of these can have a vulnerability
e Software to control electronic components
e Software to handle / process / send data
As seen chapter 4 (vulnerability in medical devices) HDO and device makers do not know

how to protect their devices or their infrastructure, too complicated

As seen in chapter X, 10T in general have a lack of security since the producer is not into

that industry (car maker does not create the sensors but just buys them on the go)
Solution

Companies within the health sector should build an association that will act like a bridge
between all health industry stakeholder and ICT companies not involved in the health

industry specifically.
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The association will be composed of professionals from all kinds of stakeholders to

understand the needs of each.
The association will be funded by the members but has to stay independent

Its main mission will be to improve the security of ehealth solutions, advice the companies
about the security improvements; they can do also provide a “glossary or phone book or

list” with all the trusted and certified companies

The association will have three branches: software, hardware, components.
Customs

Problem: ehealth solutions can be sold unprotected, as seen chapter 4

Solution:
e The association will check the ehealth solutions and see if they match
European standards in term of security, privacy and interoperability

o The association will install a “phone book” or list with all the ehealth
solutions that match the criteria

¢ Not only final products can be found in the “phone book” or list, but also
intermediate products, such as electronic components or middleware.

o The association will have to check every period of time that the products
are still eligible for the “phone book” or list

The outcomes arising from ehealth customs are:

e Ehealth product makers will have the ability to easily find trustworthy
components, middleware and security solutions, reducing the time
needed to build a product and enter the market

= |t will be again in time for ehealth solution companies to build their
product since they will easily find already protected products and
will not need to protect these products later themselves. This will
also lead to a reduction in expenditure.

= This can also be again in time to get the healthcare authorities to
get its product approved since the solutions already use certified
and protected components

= Offers a recognition to state their products are secure

= Offers a greater visibility to their consumers since they are in the
trusted list

e For intermediate part maker

= Offers a greater visibility to their consumers since they are in the
trusted list

= Offers a recognition to state their intermediate products are secure

e For consumers
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= Easier way to find secure products to get a safer infrastructure. By
buying safe devices or solutions, the risk of getting damaged by
cyberattacks is lower.

= Less time spent on security since products are already secure
straight out of the box. Also reduce the cost of building a security
architecture in the facility for HDO only (normal consumers are not
targeted for that part).

= Confidence will be high, thus can push a faster adoption

Vulnerability Program

Problem: even if the products get a certification, IT solutions are known to always have
an undetected flaw

Solution: establish a vulnerability program like Google did. All products and intermediate
products are eligible for the wvulnerability program. Hackers can then try to find
vulnerabilities, explain the process to fix to the vulnerability and get paid according to the
gravity of the vulnerability. If they provide a solution to fix it, they get an extra.

The outcomes:

e Faster vulnerability finding and fixing.

e Fastaction can have a positive impact on consumer trust, again, making
the adoption of ehealth solutions faster.

e Less chance to get targeted by a cyber attack

Advisor

The association will keep a track of all bugs, issues or attacks that occurred on the product

listed in its “book phone” or list.

Annually, or more often, the association will provide a report listing the problems that

occurred and give advice.

The function of the report is not to only point out what was wrong but more to show the
trend on how those issues occurred:
o Evolution of type of cyber-attacks on the products. Maybe it can also

target other products but by knowing the trend it can help to protect it in
advance.

e Evolution of errors or human errors. To know how errors happened so
they can be fixed by software or just improve the design of the next
version of the product

The outcomes

e Better understanding of the challenges about the products concerning
the cyber-attacks and data protection
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o Faster reaction to defend the products

The association will also establish different stress test programs for both side, ehealth
solution makers and ehealth solution consumers. Based on the trends that appear, the
association will be able to make them up-to-date. This will allow all its members to detect

any flaw in their infrastructure or their products

e For ehealth solution consumer

= Better understanding of the strengths and weaknesses in its IT
infrastructure making it possible to correct it

e For ehealth solution makers

= Allow to test new products with the stress test and see if they are
resilient enough

The outcomes:

e By testing devices beforehand, it promises to provide a better protection

¢ Allows the consumers to be more confident of the solutions they use.
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