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Providing effective security mechanisms is an important requirement to any secure cloud solution.
In this sense, it's proposed to use a hybrid approach to cloud security that includes both warning and
detection mechanisms in order to minimize the possibility of a successful attack. According to that
proposal, the customized attribute-based encryption (ABE) is a comprehensive access control
solution for cloud storage services including user accountability and key revocation. The authors
apply state-of-the-art signal processing techniques in order to detect the malicious activities and
Man-in-the-Cloud (MITC) attacks in the cloud environment.
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Introduction

Many organizations and enterprises adopted a cloud computing infrastructure, contributing to a
global transition to a distributed system paradigm. Cloud services make the data accessible for multiple
users and the concept of access control in the cloud data storage should be carefully considered both by
providers and end-users/organizations [1]. There are numerous attacks against cloud systems and the
one most significant in the protected cloud environment is called “Man in the Cloud” (MITC) [2]. In the
typical scenario of such attack, the attacker steals the user credentials (a token or password), and uses
this data.in order to substitute or to steal the protected data.

There are two basic approaches to address this attack: the cryptographic/key-based mechanisms
that work as a precaution against it by means of encryption and secret sharing, and the data
collection/traffic analysis mechanisms that allow to detect the attack and to prevent it from being
successful as fast as possible [3, 4]. The main difficulty of relying solely on the cryptographic methods
is that the attacks are often based on the reverse or social engineering and, therefore, the majority of the
attack scenarios cannot be handled completely.

A novel approach to cloud security based on a hybrid protection system is proposed. First it's
applied proactive attribute-based-encryption (ABE) in order to protect the access to the protected cloud.
The signal processing techniques similarly to a honeypot detection system in order to provide an
immediate alarm system for the rapid identification of the MITC attacks was adopted. The system
monitors the activity of device users, including the mobile ones, and warns the domain administrator in
the case of suspicious actions of the user/device so that the administrator can take the appropriate
decision to restrict the access of the dangerous/untrusted device or remove it from the domain.
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The components of the cloud storage security infrastructure

The main purpose of the proposed security infrastructure is the setup of efficient access control
(AC) and attack detection (AD) in a cloud-based protected environment. The proposed infrastructure
for the protected cloud includes the following components illustrated in Fig. 1:

1) encryption server. The encryption server manages all AC and encryption operations and
grants the user access to the data storage. This server can store the encryption keys and/or connect to a
separate Key Storage;

2) file storage. The file storage is secure in the sense that some of the files specified by the
domain administrator are store, encrypted and have restricted access as it's show in Fig. 1. Due to the
fact that the file storage data is partially stored in the cloud i.e. externally it is recommended to encrypt
this external part of file storage completely;

3) client Ul. The client can connect to the encryption server and ask for the permission to
access the file storage in order to view/edit/upload specific files or folders;

4) key storage. The key storage is accessible only for the domain administrator;

5) attack detection system. The attack detection system monitors the mobile device activity and
detects the threats and suspicious actions.

The Fig. 1 demonstrates the components of the proposed security system.
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Fig. 1. Components of the proposed security infrastructure and their interactions

In order to increase the speed of data encryption on-the-fly, a hybrid encryption system is set up
which combines both symmetric and attribute-based (asymmetric) encryption. More importantly, the
basic ABE [1, 5] approach is modified both to increase the speed of encryption and to implement the
configuration parameters necessary to set up the user key expiration dates and more sophisticated
attribute sets corresponding both to the file shares and to the user groups.

The basic functionality of each security component is briefly described in the following.

1. File storage: bulk data in the protected file storage is encrypted with the appropriate block
cypher (AES, Blowfish, IDEA, Serpent). The key to the encrypted data is stored in the key storage
component and has an expiration period in order to increase the protection.

2. Key storage: the symmetric keys for accessing the data in the file storage are kept in a
separate- storage. The protection of the key storage is implemented via some strong authentication
method such as two-factor authentication. Additionally, the administrator can set up the key expiration
period, use different keys for the different files and/or apply a secret sharing mechanism in order to
stare the keys for the most sensitive data.

3. Encryption server: the most important cryptographic services are run on the encryption
server. This server generates the user keys and receives connections from each client user interface
(UI), i.e., it instantiates for each separate user of the system and decides whether the access to the
specific dataset should be granted to this user. In addition, the server runs the key renewal routines,
stores the user public keys and attributes, as well as the auditing data.

4. Client UI: the client Ul connects to the encryption server and checks the expiration period of
the user keys (in the case it has been configured for this task) and permits the device user to
view/edit/upload data. The Client Ul stores the user keys for the ABE and the unique symmetric session
keys which serve for restricting the access to the downloaded files. The symmetric keys are encrypted
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with the ABE keys. The client Ul allows the whole system to work in a heterogeneous environment as
it supports different platforms and operating systems.

5. Attack detection system. The client requests are processed via the detection system, which
collects data regarding requests (time/frequency/amount data) and analyzes it in order to detect
malicious user activity.

The described modular infrastructure allows setting up the different components separately and
configuring the security system according to specific needs of the enterprise/organization.

Access control functions

A central process supported by the proposed security infrastructure is the setup of access
control for the cloud storage, including the mechanisms to perform the following tasks:

—authentication of users in the cloud system: The initial and simplest authentication is
performed by means of the user password and email id. For highly sensitive data it is necessary to
implement a more sophisticated two-factor authentication by which, besides the password and access to
e-mail, the possession of a specific device is verified too. This can be used in situations such as the
government services or otherwise services with highly sensitive data;

— provision of access control functions and protection of data from unauthorized access: The
AC services are run by the encryption server, which generates and distributes the user keys and keeps
the group attributes along with the file sharing ids. Access control allows to securely distribute and
present to the user (or accept from user) only the data that this user is permitted to view/edit. In order to
achieve this protection, a special version of ABE is used with the implementation of two possible
policies: key policy — KP, and cyphertext policy — CP, in order to support the attributes of the groups of
users as well as the attributes of the file shares. This algorithm is developed specifically for the access
structure of the proposed cloud protection architecture;

— protection of the user data privacy: Once the user wishes to access a separate file downloaded
on his/her user device, the client, after performing authentication, uses his/her ABE key in order to
decrypt the symmetric session key and open the file.

The access control for the protected cloud storage is based on the selective ABE encryption.
This encryption allows to set up user attributes t; corresponding to the set of the access identifiers of the
user groups, designated Groupl, Group2, ... Groupn:

ty, to, ..., th € Zg Where q is prime, Groupl — t1, Group2 — to, ..., Groupn — t,.

The access control verifies the hash-value of some open text which could be accessed by a user
U if this user has the necessary credentials. This hash value is specified by M. Additionally, there are
user attributes {ti}u and the set of attributes of the encrypted text {ti}m. If at least one attribute in the set
{ti}u is equal to one attribute in the set {ti}m , the corresponding user U can decrypt the text
corresponding to M.

The key generation and encryption is implemented on the server side, while the decryption is
performed on the client side. The additional parameters of the ABE encryption [5] allow implementing
the key revacation and renewal procedures.

The client workflow

The additional alarm protection system based on the signal processing techniques is correlated
with the client workflow. Below the typical activities of the client are described. The most important
feature of the client-side encryption is the uniqueness and unchangeability of the session key to access
the separate shares (files) which allows accessing a share in the off-line mode. But, this feature can
compromise security. To address this problem, it's provided a session key encryption by means of the
modified ABE with the key expiration period. Thus, we implement a hybrid encryption system:

— file encryption: a unique symmetric key is generated for each file. Then, the file is encrypted
with AES-128 using this unique key. The resulting encrypted file is sent to the client (e.g. Iphone, Ipad
or Android device). The AES key is encrypted with the modified ABE with respect to the file sharing
participants list and sent to the client to be stored locally;
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— file decryption: the client checks if the private key of a user is still valid. If so, the file key is
decrypted with his appropriate ABE key. If the file key is decrypted successfully then the file is
decrypted with AES-128. ABE serves to preserve the access control policy and does not allow the
access to the files by unauthorized users.

The typical actions of the user are as follows.

1. The user starts-up the cloud storage client application, enters the PIN code and opens the
domain, i.e., the interaction with the protected cloud. Meanwhile, the login procedure receives the
actual user ABE private key.

2. The user selects the files for synchronization with the server. This means that encrypted files
are saved to the user device storage. A user can see them in his file browser, but these files are
encrypted and cannot be used directly.

3. The user clicks via the context menu/button “Decrypt”. The file is then decrypted, and
directly opened with the application that is associated with the appropriate extension. This is possible
since in the background the application checks the private key validity, decrypts the file and saves the
non-encrypted file in the local file system.

4. The user modifies the decrypted files and saves them locally. When a file is modified it will
be uploaded to the server and will be encrypted again. It is the responsibility of the user to save the file
back to the globally controlled cloud storage and not to save it anywhere else. When the user saves the
file, it is sent to the encryption server and hence encrypted.

5. The user synchronizes with the global storage in order to save the modifications if allowed.

The Fig. 2 demonstrates the Ul of the protected cloud storage.

A4
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Fig. 2. Protected storage Ul

Analysis of attack scenarios

Regarding the private keys of the ABE encryption, they are protected by the following
mechanisms: centralized generation, uniqueness, and expiration/revocation. Therefore, the attacker
cannot do much even if he steals the whole set of keys. He needs to gain access to the device itself, and
then is able to explore this access only within the key expiration period. The attacker cannot substitute
these keys as performed in the classical MITC attack [2].

The most insecure scenario for the proposed system is when the attacker steals the permanent
user credentials, namely, password and login. He can do it by means of social engineering, for example.
In order to protect the user from this threat we propose to use such cautionary methods as
hashing/secret sharing or PBE/ PAKE protocols [6], which can be integrated to our proposal.

Also, to increase the security an attack detection system, which allows to quickly discovering
the malicious activity based on the user actions analysis, is proposed. This system functionality is based
on the typical behavior of the attacker after stealing an authorized user credentials:

— downloading user files randomly;

— modifying and uploading files randomly or massively;

— repeatedly downloading the files that are already on the device.
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All these types of activities can be detected with signal processing techniques. It's proposed to
analyze the following info:

— number of files uploaded/downloaded:;

— time delay between downloading the files (if it is too short — this indicates a bot action, not a
real user one);

— number of files re-downloaded/uploaded — normally the user keeps the files on his device and
doesn’t need to refresh it for some time.

It's proposed to extract the info from the log in the following form:

— apply feature selection techniques to identify valuable features;

— using Model Order Selection schemes for abnormalities detection;

—enriching the attack detection through techniques for obtaining detailed information about
attacks.

The log analysis algorithm

Most of the attacks incurs into significant variation (anomaly) from the standard behavior of
information systems or present well-known signatures that can be easily detected by a monitoring
system. Intrusion detection and intrusion prevention systems are security systems used respectively to
detect (passively) and prevent (proactively) threats to computer systems and computer networks. Given
the cited attack characteristics, such systems can work in the following modes: signature-based,
anomaly-based or hybrid [7, 8].

Signal processing techniques have been successfully applied to network anomaly
detection [3, 4] and have been a research problem whose solutions are important in order to achieve
improvements in detection accuracy and reducing the computational cost of detection.

In the context of anomaly-based schemes, in this paper the proposed log analysis algorithm
applies signal processing technigues, such as Principal Component Analyis and Model Order Selection
schemes, for automatic identification of attacks or malicious behaviors. Additionally, other techniques
can be used to obtain detailed information about the malicious behavior, making possible to identify
patterns and obtain the necessary information for performing reactive and proactive actions against the
attacks and possible threats.

Therefore, the desired information for detection purposes is extracted from the collected log, in
order to obtain useful features that shall be modeled as matrices that represent a signal superposition
containing noise, legitimate and malicious traffic. The table shows the example of the collected log
information.

Information extracted from the cloud storage log utility

h . Avg.
User login | Average | Min | Max KB/sec Bytes
b shares 982 225 | 1990 | 146.36 | 7459
available
10shares | 4900 | 340 | 4176 | 22388 | 13218
available
25shares | 1.0 | gg7 | 2303 | 29455 | 19466
available

From the extracted features the behavioral evaluation shall be performed for identification of
anomalies over time, such as outstanding anomalies or less expressive variations on the observed
behavior. For this analysis the authors adopt the eigenvalue analysis based on covariance and
correlation, thus highlighting behavior changing that shall be used as input for attack detection through
Model Order Selection schemes.

The selected Model Order Selection scheme detects the attack occurrences, and needs to be
complemented by techniques to extract detailed information of detected attacks. For detailed
information extraction and attack identification the authors apply eigen analysis and similarity analysis
for obtaining detailed information about the accurate attack time and the attacker identification.
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Conclusion

A novel set of access control and attack detection mechanisms to be used for the organization of

cloud storage protection is proposed. This set of mechanisms is rather flexible and allows solving
various complex security problems including the attack on the user login/password and unauthorized
access to the data. Currently, the system is implemented as an application software and is being tested.
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