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Russia’s application of a sophisticated hybrid strategy and the rise of Daesh
(also known as the Islamic State of Iraq and Syria, ISIS) have been drivers for
change in the complex security environment of the twenty-first century.
While the significance of these threats does not preclude the conventional
aspect of national defence planning, it does complicate societal
preparedness. Vlasta Zekuli¢, Christopher Godwin and Jennifer Cole examine
the relevance of NATO resilience policies and propose a synchronised
approach to crisis decision-making, civil preparedness planning and national
and collective defence to ensure they are balanced, mutually supportive and
incur manageable cost.

Since the turn of the twenty-first century, there has been a significant shift in the global geopolitical landscape,
which has had noticeable implications for the perceived security situation in many Western states. The
ramifications of this change have been felt across governments and financial and economic sectors. It has also
been documented within populations, highlighting the interdependency between all domains of society and
raising awareness of the need to build mutually supporting mechanisms to address these emerging challenges.

This has triggered references to the Cold War, when national unity of effort and civil preparedness walked
hand- in-hand with military readiness. Yet, it often had its greatest use in times of crisis not driven by hostile
threat, but by other drivers of instability, such as famine, economic collapse or natural disaster.! This article
will demonstrate that while preparedness as it once was is impossible to revive, it can be rebuilt to fit the
modern era.

In understanding how these strategic shifts have occurred, and why many governments and societies in the
West have gradually moved away from the Cold War-era approach to civil-military relationships, it is
necessary to consider several interrelated occurrences in recent history.

Changes in the Modern Security Environment

With the fall of the Berlin Wall, on 9 November 1989, the biggest existential threat the West had faced for 50
years disappeared almost overnight. Many of the former Warsaw Pact and Soviet Union states were quick to
embrace Western democratic and economic ideals, and began negotiating a process of accession to NATO and
the EU. From the perspective of Western democracies, this period signalled the continuation of the ‘long
peace’, the absence of major conflict in Europe that followed the end of the Second World War.2In the UK,
this also coincided with the end of the 30-year conflict in Northern Ireland and a reframing of UK policy away
from domestic hostile threats, as well as from the threat of external state aggression: a military approach was
no longer the most appropriate.3

Security threats did not, however, simply disappear — they changed. The West was faced with soft-security
challenges spilling over from war-torn former Yugoslavia,* followed by an emerging global terrorist threat, as
demonstrated by the 9/11 attacks. In response to the severity of these challenges, Western governments



began to look beyond their immediate borders to try to engage security threats at source, causing a shift from
a homeland defence posture to one that was more expeditionary.’

One consequence of increased involvement in expeditionary operations was a gradual over-reliance on
contracted civilian support for many logistical and some security functions of the military. Logistical
outsourcing, which had been practised to a lesser extent since the 1980s, became the hew NATO norm.®
Although cost effective, it drew the focus away from national level civil-military cooperation, as competitive
tendering not only called for contracting of the cheapest labour and services on the market, but also of a
reduction in the spare capacity that could be held on standby and used by civil structures when needed.” In the
UK, the civil defence structures were also moving further away from the Cold War mechanisms and, with the
Good Friday Agreement of 1998, a complete overhaul of the Emergency Powers Act 1964 was required. The
focus was now on a more agile ‘all hazards’ approach that included all types of threat.

At the same time, natural disasters, such as the Indian Ocean earthquake and tsunami in 2004 and the Haitian
earthquake in 2010, or threats stemming from climate variability, demographic change, economic
restructuring and, more recently, infectious disease in the form of the West Africa Ebola outbreak, were also
drawing on concerted international responses from the civil sector on a scale only previously required in
wartime.

From the NATO perspective, the combined effect of the events outlined above has meant that many Western
states have become one-dimensional in their assessment of the geostrategic environment. Just as the UK
National Risk Register® makes no reference to war, many other states re-postured themselves, believing the
threat posed by a particular country, especially one closer to home, has significantly diminished when
compared with the threats posed by terrorism or a non-state actor.

However, Russia’s actions in and around Ukraine in late 2013 have caught the EU and particularly NATO off-
guard to the extent that they have been forced to reconsider their posture, from a political, civil and security
perspective.? Russia has demonstrated the ability to apply an aggressive hybrid strategy that aims to exploit
adversaries’ vulnerabilities across all levels of national power and society.’° It is designed to complicate
decision- making, particularly at the strategic political level, by remaining ambiguous and non-attributable and
by operating below the level that would perceivably generate a coordinated response.!! The strategy is
commonly referred to as ‘hybrid’, because it uses a synchronous application of different levers of national
power (economic, political, military and diplomatic) dependent upon the situation and desired strategic end-
state; it is rarely constrained by time.

Importantly from a civil-military perspective, the response to hybrid threats requires an equal level of
coordination across institutions, governments, alliances and the private sector, which may be best placed to
identify early attacks or hostile reconnaissance. Franklin Kramer, Hans Binnendijk and Daniel S Hamilton
explain that:

When war changes, so must defense. New efforts are urgently needed that extend traditional activities directed at
territorial protection and deterrence to encompass modern approaches to building a society’s capacity to anticipate and
resolve disruptive challenges to its critical functions, and to prevail against direct attacks if necessary.!?

Itis precisely in trying to formulate an adequate response against a hybrid opponent that many Western states
have begun to understand the extent to which civil-military cooperation has deteriorated since the end of the
Cold War.

Although preparedness planning for civil protection has continued through concepts such as the UK’s Critical
National Infrastructure,? joint planning between the military, national civil defence structures and pan-
European constructs, such as the EU Civil Protection Mechanism,*it focused only on the non- military
response to perceived threats and often lacked in-depth coordination. The need for resilience is therefore
reconverging not just because hybrid warfare has changed the landscape of conflict, but also because it targets
all aspects of states and their societies, which must be able to collectively prevent, resist and recover from
aggressive action when and if required.



Understanding Different Meanings of Resilience

The UN defines resilience as ‘[t]he ability of a system, community or society exposed to hazards to resist,
absorb, accommodate, adapt to, transform and recover from the effects of a hazard in a timely and efficient
manner’.1> While resilience in civilian terms has been analysed in detail (psychological, environmental, societal,
among others), until recently it has not been viewed from a comprehensive security perspective.

The civilian agencies responsible for national policy and operational response are, by definition, not the
owners of the response to a military threat and in fact, in UK terms, it can be argued that no one ‘owns’
resilience. While the Cabinet Office is the doctrinal authority, with a coordinating role in strategy, policy,
doctrine, response and recovery, all sectors of government and society have a role to play. Some
organisations’ planning assumptions and capability assessments necessarily fall short of military intervention,
and as capability and assets have shrunk for both civilian and military agencies, it has become essential to
ensure there is still sufficient overlap and that domains are joined up, leaving no gaps.

This is not entirely at odds with NATO’s approach to resilience. The work of the Civil Emergency Planning
Committee on the impact of hybrid warfare and collective defence operations recognises a resilient country as
one capable, in times of crisis, of simultaneously safeguarding the continuity of governance, maintaining the
delivery of essential services to the population and providing support to military operations. These broad
guidelines are detailed in NATO’s Seven Baseline Resilience Requirements,® which NATO members committed
to implement at the 2016 NATO Warsaw Summit.l” The necessity for concurrency in these capabilities is
highlighted by Matthew Grant, who puts the case for why an over-emphasis on safeguarding the continuity of
government above all else, with little regard for the impact this would have on the wider population, could
potentially leave no one for the continuing government to govern.18

With this approach, NATO is trying to help its member states redefine resilience in order to build their capacity
to deter and defend against contemporary security threats. 1° While the exact nature of the vulnerabilities of
concern to NATO is classified, it can be framed as ‘building capacity to detect, absorb and recover from all
threats and hazards, along with a strong understanding of which sectors are critical enablers for strengthened
military posture’.20 Although the underlying tenets of civil preparedness and military response do not
necessarily coincide, this does not mean that they are incompatible, nor that either should compromise their
core tenets; their differences do need to be recognised and respected.

Why Cold War Resilience Cannot be ‘Resurrected’

The security environment within which civil-military cooperation must be built to enhance national resilience
represents a distinct shift from the environment of the Cold War years. Furthermore, restructuring resilience is
also constrained by several important characteristics of the modern era that define how societies, states,
organisations and corporations function and react against contemporary threats and disruptive challenges.

First, many institutions and organisations that facilitated a homeland defence posture on a national level
during the Cold War, such as the Civil Defence Corps and the Royal Observer Corps in the UK, where civil—
military cooperation was paramount, no longer exist. Others, such as the Civil Defence College (now
Emergency Planning College) at Easingwold, have moved away from the military to an outlook and operational
remit in line with the all-hazards approach.

At the multinational strategic level, Civil Emergency Planning (CEP) in NATO, originally established in the early
1950521 to develop plans for the mobilisation of civil resources and to recommend measures to be taken by
governments in peacetime that would be readily available during war, downsized from fourteen CEP groups to
a single Civil Preparedness Section within the Civil Emergency Planning Directorate.?2 Messages from the 1956
Report of the Three Wise Men on Non-Military Cooperation in NATO — stating that ‘From the very beginning of
NATO ... it was recognised that while defence cooperation was the first and most urgent requirement, this was
not enough ... security is today far more than a military matter’?3 — were forgotten. Today, NATO CEP
increasingly relies on a pool of civil experts to support military engagement. However, this represents a
twofold challenge: first, questionable granularity of understanding within the civilian sector of the security
challenges as perceived by NATO; and second, lack of assured access to these experts if they are focused on
different types of disruption (such as severe flooding or earthquake damage).



Second, many military and national civilian capabilities to support military operations have been significantly
degraded due to an over-reliance on contracted support during 20 years of expeditionary operations. Meeting
military requirements in a non-competitive environment within a functioning state has been manageable as
available provisions and infrastructure could be provided to military forces and the population, but the
changed security environment may require deployed multinational troops to compete for the same civilian
resources, transportation and infrastructure as the local population.?* Although this scenario is not new,
national and NATO plans that were in place during the Cold War to address this type of challenge mostly no
longer exist, and those that do no longer lie with the military, but have been moved to civilian agencies. For
example, in the UK, it is the Cabinet Office, not the Ministry of Defence, that sets policy, strategy and guidance
on dealing with mass casualties, planning major evacuations, and feeding and sheltering large numbers of
displaced populations, with the actual delivery enacted by the designated Lead Government Department (for
example, the Department of Health in a public health emergency) under the coordination of the Cabinet Office
Briefing Room Committee.

Third, the recent global financial crisis has not only resulted in an underinvestment in the military,2°> but also a
strain on overall national budgets, which has meant an increasing reliance on a ‘just enough, just in time’
approach.?®In turn, this has increased the risk of the possible effects caused by disruption to supply chains,
which may be particularly vulnerable to cyber attack, presenting a ‘potentially existential problem’.2’ This
vulnerability of modern economic practice has grave implications for the military, and society at large, due to
the outsourcing of significant military and civil defence capacity and the exposure of a state’s industrial base to
the competitive globalised market. The same dependency exists in both the military and civil sectors and they
may find themselves competing in times of crisis for critical resources and services.

Fourth, the rapidly evolving and readily accessible development of modern and cheap technologies presents a
different type of challenge to states as they strive to become more resilient. Potential adversaries are now
able to acquire weapons and capabilities that have previously been available only to states.?8 As mentioned
previously, cyber is one of the most serious. A cyber attack may be enacted by hackers in more than one
country over systems and networks passing through several others before reaching their target. This threat
became particularly relevant in the aftermath of the cyber attacks on Estonia in 2007 and on Ukraine in
2015.2° Although NATO states committed to enhance their cyber security at the Warsaw Summit in 2016,3% and
additionally as part of the commitment to enhance resilience,3! it is still predominantly a military domain issue
alongside land, maritime, air and space. Cross-governmental and organisational cooperation is vital in
addressing industrial, IT and cyber threats, as the technology being exploited is often owned by the private
sector. This can limit the government’s ability to oversee or intervene in its operation, and the point of origin
of the attack can be almost impossible to pinpoint.

Last, this dynamic can be further exploited by access to the global audience, enabled through the internet and
social media, but also by the thirst for information generated by 24/7 media coverage. Unlike during the Cold
War, or even relatively recently, where information was subject to screening or editing and the cost of live
broadcasting was extremely high, an actor wishing to influence or subvert a target audience can now do so
independently and freely at little or no cost. This trend has been widely recognised, prompting renowned
Kremlin propagandist Dmitri Kiselyov to declare that ‘[iJnformation war is now the main type of war’.32

All the above factors combine to illustrate how the world has changed since the Cold War. The military tools
and mechanisms that were once effective in deterring adversaries are not necessarily obsolete, but rather no
longer as accessible and available to response agencies, nor are they appropriate to face the challenge from
non-state actors. Similarly, the civilian tools and mechanisms that have replaced the Cold War apparatus may
be suitable for civil protection, but not for supporting military action in defence of a nation. Renewing national
resilience against contemporary threats requires a cross-governmental and comprehensive approach,
reinvigorating civil-military cooperation, and creating the support systems that understand the deep
interdependencies between the military, civil and private sectors.

How to Build Resilience Against Contemporary Threats
Enhancing national resilience requires a whole-of-nation approach to merge resources, knowledge and
mechanisms of government organisations and bodies, communities and the individuals within them. It also



requires governments to reassess where the drivers of insecurity may begin, for example the drought or flood
that causes food shortages and thus migration, and/or the deliberate actions of a hostile enemy.

By slightly modifying Paul Arbon’s concept of ‘community resilience’33 to a wider range of security challenges,
this article proposes how countries should consider strengthening and synchronising four mutually
interdependent areas to build resilience: identifying key threats, vulnerabilities and associated risks; the ability
to make synchronised and joint decisions; building the required capacity across civil-military domains; and
balancing the allocation of available resources to operationalise capacity and capabilities.

Identifying Vulnerabilities and Risk

As states recognise that they will always be the first responders, many are re-evaluating their own
vulnerabilities3* and preparedness to effectively deter and defend against contemporary security challenges.
However, there is a need for a common understanding of what national and NATO vulnerabilities are, both
from a civilian and military perspective, and how they may affect the stability and functioning of national and
international systems. In broader terms, the threat to any NATO member is potentially a threat to all, just as
vulnerability in one can become a vulnerability for all.3>

This collective consciousness requires risk assessment of national and NATO critical values and vulnerabilities,
but also an understanding of those that may be of interest to adversaries. Diego Ruiz Palmer suggests that the
hybrid warfare model conceptualises ‘dynamic interaction between hard and soft power ... that extends the
military contest to society as a whole ... [making it] an accomplished form of “control war” over the ends, ways
and means of nations, communities and societies’.3® Therefore, while there is a strong chance that many
vulnerabilities may be mitigated by military presence, military dependence on civilian infrastructure or assets
may also make them a more attractive target for a potential adversary.

Although military and civilian plans are primarily developed in isolation from each other, restricting risk
analysis and mapping of vulnerabilities, increasing understanding of the impact of potentially adverse events
enables governments to develop adequate response mechanisms and manage consequences. In the UK,
government ministers have become much more focused on risk prevention in recent years, rather than on
response and recovery, with an accompanying focus of where investment is targeted, evidenced through
investment in the Prevent strand of the CONTEST (Counter-Terrorism) strategy, the Centre for the Protection
of National Infrastructure and the National Cyber Security Centre.3’

Cross-Governmental Decision-Making

Many states have well-developed civilian crisis response systems and procedures for risk assessment and
mitigation.3® However, most of these plans are not coordinated with those of the military. The UK’s National
Security Strategy and Strategic Defence and Security Review 2015 explicitly positions resilience as one of the
pillars of national security.3? In practice, this has helped with the development of joint doctrine and generic
capabilities that are positioned to deal with the consequences of a range of risks, and a general lowering of the
distinction between counterterrorism and civil emergencies, where commonalities matter more than
differences. However, a consequence of the shift may have been a sidelining of the military as the threats that
traditionally require a military response have been seen as less likely and consequently of less immediate
concern.

In the changed security environment, this traditional and stove- piped division of labour between the military,
police, intelligence, customs and financial enforcement bodies is proving to be inadequate in responding to the
challenge, particularly as adversaries manoeuvre and exploit seams in authority. Shrinking resources,
increased centralisation of services and outsourcing diminishes the ability to absorb even minor disruptions, a
trend that may be further exploited by potential adversaries. These organisational seams must be bridged, and
information merged in order to expose adversarial intentions, actions and networks. Formalising integration
and cooperation must be proactive and start at the planning phase.

In the context of hybrid threats, regardless of whether they are applied by a state or non-state actor, the
target may be more than a single country or organisation, and consequently beyond the capability of any
single entity to address. Similarly, a national response may not be enough, as a weakness exposed within one



country, especially within the European Schengen Area,*° can easily transfer to another. Natural disasters
respect no geographic boundaries, and can be compounded by their simultaneous impact on a number of
neighbouring states which may have been previously providing aid. Finland provides a good model of how to
move forward in its recognition that ‘national preparedness measures should be supplemented and
strengthened through the membership’ of different international organisations.*! Some measures are already
in place, such as an EU directive aimed at protecting critical infrastructure that serves two or more member
states.*2 However, this dynamic must further be reflected across NATO and the EU as it reinforces the need for
the ability and capacity to contribute to integrated civil-military analysis and planning activities across the
DIMEFIL (Diplomatic, Information, Military, Economic, Financial, Intelligence and Legal) spectrum.

Furthermore, in planning to counter contemporary threats and challenges, the private sector must be
considered as it provides key elements of security and critical infrastructure, especially in the fields of energy,
fuel and communication. While governments cannot ‘command’ the private sector, they may be able to
impose a legal framework or regulations to dictate a level of responsiveness and responsibility to protect
systems, services and infrastructure of national interest, regardless of ownership,* as the UK Cabinet Office
approach referenced previously has identified. This is particularly important in the context of resilience, where
a state may need to mobilise aspects of its industrial or resource base to support military and civilian
operations within its borders in response to an internal or external threat or natural hazard.

Civil Preparedness and Civil-Military Relations

Dealing with contemporary security challenges requires a whole-of- government and whole-of-society
approach. Civil preparedness for crises is critical in sustaining overall defence because the effective delivery of
forces and military capabilities relies on resilient civilian resources. At the same time, the civilian population
and critical infrastructure, upon which the military may rely, are highly vulnerable to external attack and
internal disruption, which they may not have the resources or capabilities to address. Therefore, civil
preparedness enables military sustainability, while military capabilities help to protect civil vulnerabilities.

Governments should be transparent and agile in communicating potential security threats and associated risks
to their societies. In considering how NATO should respond to increasing security concerns in the Baltic, Henrik
Praks noted that ‘an important element raising resilience will have to include strengthening of internal societal
cohesion’.*This is because every decision or action a government takes may have an impact on the
population, for which it must be prepared. In understanding threats, vulnerabilities and risks, society may
become more willing to accept the consequences of disruptive events. Civilians should not be viewed solely as
victims or objects of protection, but as important and vital building blocks of a resilient society.

Although the military, civil and private sectors may approach resilience from different angles, in the
contemporary security environment they are becoming more interdependent. The military has an increasingly
important part to play due to its inherent interconnectedness, which may act as a lever for cohesion across its
member states, and its ability to help to drive change. This calls for a more coherent and coordinated
approach, which would benefit from enhanced military involvement, particularly from a planning and
educational perspective.

Available Resources

There is growing recognition of the need for a more territorial response to security threats, but also of the
potential burdens of financing and supporting such adaptations.*> Re-establishing links between the civilian
and military community under strong and transparent planning assumptions, and political and crisis decision-
making, embodied in Norway’s ‘total defence’ concept*®— mutual civil-military support and coordination
across an entire spectrum of crises, from peacetime via crisis to armed conflict and war —is one of several
ways to enable cost-sharing. Another way might be to demonstrate how reinvesting in defence may also
become an investment in civil preparedness.*” If compatible and interconnected systems are purchased,
shared and exercised such that they can be used in times of crisis, all agencies will benefit. Similarly, investing
in infrastructure while considering possible military utility becomes an investment in preparedness and
responsiveness. But for this to be an attractive proposition to the civilian sector, the utility the military offers
must be understood as more than just defence against hostile external threats.



This is, for example, recognised by Finland (which is not a member of NATO) in its Security Strategy for Society,
which states, ‘the public administration is to a large extent and increasingly dependent on the functioning of
the common information systems and networks that have been specifically designed for the entire
administration, security authorities and the state leadership’.*® Investing in organisational adaptation with a
more civil-military bias may also enhance responsiveness. In essence, these concepts are known as dual-use
and should be seen as the most efficient way to support military activity and capability through civil
investment, and vice versa.*

Although the military embraces the tenets of capacity and redundancy to support sustainability and therefore
resilience, the private sector, upon which it relies heavily, functions on a different set of assumptions and
principles. It is driven mostly by the need to be profitable and efficient, tenets that do not necessitate
concentration of capacity. In recent years, this has led to numerous cascading crashes of industrial activity, in
which a small and local breakdown in the flow of physical goods or finance has triggered a shutdown of
systems across the globe.>® These examples are themselves illustrative of another dimension of the changing
nature of threat: not from malicious actors, but from modern organisational processes. This has had
consequences for the civil and military sectors, and illustrates why national governments must engage with
multilateral organisations to understand how to mitigate against them. Appropriate measures may include
diversification of supply, resources and services.

Conclusion

Resilience is a re-emergent theme that has assumed increasing importance to states as a result of the changed
security environment. Russia’s actions in and around Ukraine have refocused the West’s attention on issues
closer to home after decades of out-of- area military operations. In internally refocusing their efforts, many
have looked to reinstitute practices that existed during the Cold War in an attempt to understand how they
once more may become more resilient against a powerful and aggressive state actor or even the innovative
and aggressive non- state actor, such as Al-Qa’ida or Daesh (also known as the Islamic State of Iraq and Syria,
ISIS). However, this capacity needs to exist alongside the continuing requirement to assist civil structures in
managing natural disasters, economic uncertainty, pandemics, power outages and supply chain failure, which
are all potential drivers of instability.

This article has shown that the solution is broader than purely resurrecting old institutions as the threat is no
longer singular and hostile actors are no longer easily recognisable. The emergence of non-state actors with
access to modern technologies has significantly complicated the dynamics of the contemporary geostrategic
environment. This is the security challenge of the twenty-first century.

To address resilience in this context, this article proposes an approach that states should consider that not
only revives the whole-of-nation approach of the Cold War, but also how to rebuild resilience by embracing
what is new. The way vulnerabilities can be exposed and exploited in modern societies requires a fresh
approach to understanding and mitigating risk, and in understanding what triggers decision-making in a
volatile and austere information environment. This calls for efforts in enhancing societal awareness,
preparedness and responsiveness in support of national politics through transparency, training and education.

Set against this requirement is the importance of the relationship between civil and military sectors, not only
because of their interconnectedness but also their interdependency. Moreover, modern-day resilience may
likely require a regional approach or multinational cooperation, and will almost certainly need to consider the
requirements of the private sector. Although the military has the capabilities and skills to drive change, the
first step required to build resilience is focused civil leadership, educated and capable to assess risk, mitigate
vulnerabilities, invigorate society and efficiently apply the required resources. NATO's ability to work together
with civil structures to enact this, so that military capability and assets can be deployed in defence of states
when needed, but also in support of them when required, against a multitude of vulnerabilities, will be key to
a more stable and secure future for all its member countries.m
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