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Access to public information in Brazil is a fun-
damental citizen’s right 1, establishing the public 
nature and availability of all information pro-
duced by the state or in its power 2. Brazil’s Law 
on Access to Information only allows restrictions 
on access to information classified as secret for 
reasons of security or public health, or to person-
al information the confidentiality of which guar-
antees the right to privacy. The recently enacted 
Law n. 12.527/2011 3 regulates the comprehen-
sive right of access to public information, provid-
ing state duties to efficiently manage government 
documents or those under government custody, 
and to make knowledge and consultation thereof 
available to all 3. Availability, authenticity, and 
integrity are the main legal attributes of public 
information.

Health information includes administrative 
data that relate to the public administration itself 
and to the healthcare network; epidemiologi-
cal data pertaining to populations; and clinical 
data obtained directly from the individual in the 
sphere of individual care. Law n. 8.080/1990 4,
regulating the state’s duties vis-à-vis the right 
to health and the organization and operation of 
public healthcare services in Brazil, highlights 
citizens’ right to information and the state’s duty 
to base its policies and actions on health infor-
mation and scientific evidence, thereby acknowl-

edging the importance of information for ensur-
ing the right to health 4.

The production and circulation of informa-
tion involve private and public rights and inter-
ests and can interfere in or influence social and 
political relations and actions 5. In political life, 
freedom of access to public information is con-
sidered indispensable for broad participation 
and social control and for the public administra-
tion’s accountability 2,5. Social demand is grow-
ing for information on a wide range of issues to 
make “public or private decisions that can affect 
individual security or set the limits between pub-
lic protection, individual choices for prevention 
or defense, and social conventions” 6 (p. 636). The 
expectation that access to health information 
will improve quality of life and reduce the risk 
of illness has lent legitimacy to the collection of 
personal data and its use in the identification of 
lifestyles, habits, and other aspects of private life 
and intimacy as one of the state’s duties.

The constitutional provision is clear and ap-
plicable to any type of information. Detainers 
of information owe maximum respect for the 
individual privacy and maximum transparency 
of acts involving the public interest. Personal 
information, even when its collection, storage, 
and use are authorized by health legislation, does 
not lose its confidential quality, and access to it 
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requires the person’s consent, except in two situ-
ations: when “the person is physically or legally 
incapable, and solely and exclusively for medical 
treatment” 3 or when the information is neces-
sary “to produce statistics and scientific research 
of evident public or general interest, as provided 
by the law, while prohibiting the identification of 
the person to whom the information refers” 3.

The use of personal data in health research 
is regulated at the national level by the National 
Health Council 7 and at the international level 
by the Council for International Organizations of 
Medical Sciences 8, reaffirming the confidential-
ity of personal data, and only exceptionally au-
thorizing access without individual consent after 
analysis by a research ethics committee or insti-
tutional review board. The ethical review must 
specify whether the study seeks to answer a rel-
evant public health question, with clear benefits; 
whether it is unfeasible to obtain consent from 
the subjects; whether the research offers minimal 
risks; and whether the rights or interests of the 
persons will not be violated and their privacy and 
anonymity will be preserved. Meanwhile, sub-
mission for review should also describe the safety 
measures to be adopted to prevent possible harm 
to the persons involved and special measures to 
protect vulnerable groups and avoid discrimi-
nation and social stigmatization. Researchers 
should also be accountable for any and all undue 
use of the data authorized by the consent.

Law n. 12.527/2011 deals specifically with 
personal information and establishes an open 
clause, as described, according to which access 
to such data can only be authorized without the 
person’s consent in cases of “evident public or 
general interest” or “as provided by law” 3. The 
specific requirements for access to personal data 
have been set by health system administrators 9 
and by institutional review boards 7, and requests 
for such access are assessed at these two levels. 
Any refusal to access must be justified, and re-
searchers can appeal through the appropriate 
legal channels 3,7.

The emergence of new facts and personal 
and institutional values related to information 
in contemporary society has required the law to 
adapt to and/or reconstruct legal categories. The 
discussion and legislative output on individual 
and collective tutorship of information have in-
tensified for at least 30 years. All the initial at-
tention focused on the concept of privacy and 
individual protection, shifting more recently to 
the more complete notion of “data protection”, 

which transcends individual oversight 10. There 
has been a reconfiguration of the legal safeguard 
of inviolability of persons (including their bod-
ies) towards a virtual dimension of protection of 
the electronic body 10, as a negative right to free-
dom, i.e., to not use data from electronic files, 
and meanwhile of positive freedom, of control-
ling one’s data in such records 6. Thus, the safe-
guard of privacy and protection of electronic per-
sonal data have come to be allowed in relatively 
independent fashion.

Still, the speed of technological progress has 
rendered various forms of legal tutorship rap-
idly obsolete, and the more recent strategy has 
focused less on purely technological data and 
more on other normative points of reference, 
such as the subject’s nature (public versus pri-
vate), the purposes of the data collection, and 
greater attention to new interactive technologies 
that expand circulation and increase the power of 
information 10. Law n. 12.527/2011 and recent ad-
ministrative measures highlight the adoption of 
normative points of reference, with the exception 
of questions on the new interactive technologies, 
which have still received limited discussion and 
development under the Brazilian legislation.

The field of public health has extensive expe-
rience in the use of information to orient prac-
tices and policies. For decades, the Information 
Technology Department of the Unified National 
Health System (DATASUS) has maintained open 
and wide online access to epidemiological and 
healthcare data and vital statistics, while preserv-
ing the confidentiality of personal information. 
The recent Law on Access to Information 2 pro-
vides both the legitimacy for this consolidated 
public information policy and the opportunity to 
expand the discussions and reflections on public 
information in health, besides improving mecha-
nisms to ensure such access in this new demo-
cratic context with technological advancements.

The international experience suggests that 
this discussion should consider “the roots of pow-
er based on the availability of information and its 
real detainers” 10 (p. 19) and not shape regulation 
on the traditional and insufficient political and 
legal forms of “counter-power and control” 10, but 
to seek alternatives that allow all the potential of 
information and new information technologies 
in the protection of real subjects, from a perspec-
tive of expanding the possibilities for “redistribu-
tion of social and legal powers” 10 (p. 25), thereby 
legitimizing and ethically and legally justifying 
the right to access public information.
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