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Mobile ad hoc networks (MANETS) are generally created for temporary scenarios. In such scenarios, where nodes are in mobility,
efficient routing is a challenging task. In this paper, we propose an adaptive and cross-layer multipath routing protocol for such
changing scenarios. Our routing mechanisms operate keeping in view the type of applications. For simple applications, the proposed
protocol is inspired from traditional on-demand routing protocols by searching shortest routes from source to destination using
default parameters. In case of multimedia applications, the proposed mechanism considers such routes which are capable of
providing more data rates having less packet loss ratio. For those applications which need security, the proposed mechanism
searches such routes which are more secure in nature as compared to others. Cross-layer methodology is used in proposed routing
scheme so as to exchange different parameters across the protocol stack for better decision-making at network layer. Our approach

is efficient and fault tolerant in a variety of scenarios that we simulated and tested.

1. Introduction

Mobile ad hoc networks (MANETS) are composed of differ-
ent nodes being operated in infrastructureless environment.
These nodes work in a highly dynamic and random topology
[1]. Nodes are distributed and mobile with the capability
of self-organizing themselves. MANET nodes have resource
constraints such as power, processing, and bandwidth. Com-
paring with the traditional network, MANET inherits the
traditional problems of wired and wireless network. Its basic
infrastructure less features imposes another burden on the
standardization of network architecture. To compare with
that of traditional networks, wireless network security must
address two foundation aspects. One is key management,
trust establishment, and membership control; the other one
deals with network availability and routing security [2].

MANET aim is to think of network where each node
is mobile one day without the limitation of nodes. Existing
protocol also requires significant changes to cope with the
challenges and aims of MANET.

Routing is needed whenever a packet is forwarded from
source to destination through some intermediate nodes as in
most cases the nodes are not directly connected with each
other. Some sort of path finding mechanism is required by
protocol, that is, the routing protocol. In case of MANET,
routing is a serious research issue as the nodes are mobile in
nature. These paths are not always connected; hence, some
path maintenance is also an issue. Numerous protocols have
been proposed considering the nature and diversity of appli-
cation. Mostly the routing protocol for MANET falls into
three categories, that is, proactive, reactive, and hybrid proto-
cols.

Proactive or table driven routing protocol [3-8] estab-
lished paths in their routing table before they are required.
Nodes operating under proactive protocol continuously
propagate routing related information to their neighbors
to update their routing table. The exchange of information
causes the neighbor nodes to propagate their routing infor-
mation to compute their own routing tables. This process is



periodic in nature. Therefore, a source node before transmit-
ting any data packet gets the full path in advance. In case of
any link changes, respective nodes update their routing table
by doing the same exchange of information process. The
advantage of using proactive approach is quite straightfor-
ward; that is, the nodes get the full path in advance. The disad-
vantage is that nodes are always busy in computing their rout-
ing table and network overhead is large. Some of the popular
proactive protocols are WRP (Wireless Routing Protocol),
DSDV (Destination Sequence Distance Vector), FSR (Fisheye
State Routing), and so forth.

Reactive or on-demand routing protocol [9-12] does not
maintain routing information. Nodes try to find the routes
whenever there is need for data transmission. These protocols
do not work in advance. This approach might seem slow,
but in reality it is somewhat better than proactive approach,
considering the nature of MANET. The nodes are mobile
so it is better to find the route at the time of transmission
rather than in advance. The main advantage of using reactive
protocol is that the overhead is small as no continuous route
discovery process is running. However, the disadvantage is
the delay because the reactive protocol is searching the path
to destination before any transmission. Some of the major
routing protocols that fall into the category are AODV (ad
hoc on-demand distance vector) and DSR (Dynamic Source
Routing), and so forth.

Hybrid routing protocols combine the features of both
proactive and reactive routing. Hybrid protocols handle more
frequently used paths in a proactive manner, while all other
routes in reactive fashion. Some of the hybrid protocols are
ZRP (Zone Routing Protocol) [13] and ZHLS (Zone based
Hierarchical Link State Routing) [14].

Successful data transmission is a three-step process, that
is, route discovery, data transmission, and route maintenance.
Before sending any data, packet route request is broadcast to
initiate route discovery process. In reply to that, route reply
is received. In most of the cases, more than one route reply is
received from different routes. Sender chooses one best path
among all of them. Normally, this path is the shortest path.
Other protocols propose some other way of choosing a single
path.

Single path routing may result in congestion affecting the
network in terms of bandwidth, throughput and delay. To
overcome the problems of single path routing, we are plan-
ning to design multipath and cross-layered routing protocol
for MANET.

The shortest path problem is that it is normally the central
path of the network and normally always congested as every
node tries to do data transmission via this central path [15].
Single path protocols are not fault tolerant and do not have the
capability to distribute the load. To overcome the disadvan-
tage of single path routing, researchers focus on the idea of
multipath routing. It is borrowed from the traditional circuit
switched network where call blockages are avoided by divert-
ing call to some other route. Once all paths are known to
sender, most important issues are about how to select among
all available paths and how to distribute load among nodes.

To cope with the modern day challenges such as appli-
cation diversity and dynamics changes, establishing path for
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TABLE 1: Multipath routing advantages and disadvantages.

Advantages Disadvantages
Fault tolerant 3 Longer paths

Load balancing Special control messages
Bandwidth aggregation Route request storm
Reduce delay Inefficient route discover

Duplicate packet processing

different application is quite cumbersome. MANET architec-
ture also poses some important limitations, for example, lim-
ited bandwidth and energy saving. Researcher tries to find the
best path among all available routes to satisfy the need. Evolv-
ing from single path to two paths which acts as a backup route
in case that primary path fails proves better. This approach
also adds the fault tolerant feature where one path breaks
while the other one takes over. With the passage of time,
these approaches were not sufficient for the user requirement
and customer satisfaction. Multipath routing technique was
used to achieve more efficiency and load distribution among
paths. Multipath approaches are basically divided into two
categories, that is, link disjoint and node disjoint multipaths.
Shared medium always tends to be congested and also
reduces the performance of the network due to packets loss
and delay [16]. Multihop communication also needs the
mutual cooperation required between physical, MAC, and
routing layer. In addition, mobility also poses the need for
establishment of new route again and again [17]. Shadowing
environment feature RSS (Received Signal Strength) is used
for stabilizing the link.

One of the major challenges is also on deciding that how
many numbers of paths should be used. Using more paths
also adds the excessive overload with very minor improve-
ment in the throughput. Majority approaches used two or
three paths for multipath scheme [18-20]. Some of the pros
and cons of the multipath routing are provided in Table 1.

For simulation work, we use AODV (ad hoc on-demand
distance vector) [9], DSR (Dynamic Source Routing) [10],
OLSR (Optimized Link State Routing) [21], PLQBR (Pre-
dictive Location-Based QoS Routing in Ad Hoc Networks)
[22], QAODV (Quality of Service for Ad Hoc On-Demand
Distance Vector Routing) [23], CEDAR (Core Extraction
Distributed Ad Hoc Routing) [24], SAODV (secure ad hoc
on-demand distance vector) [25], and CSROR (Cross-Layer
Secure and Resource-Aware On-Demand Routing) [26].

AODV [9] works on the philosophy of DSDV by improv-
ing the on-demand scheme. This helps in finding the up-to-
date routes, also by reducing the route maintenance phase.
Only the active nodes will exchange and maintain the control
information. Destination sequence number is used by source
node to avoid looping and freshness of the route. Like DSR,
AODV broadcast RREQ to its neighbors, but unlike DSR
source routing is not used. Here, source node and interme-
diate nodes will store the next hop routing information in
its routing table and RREQ will be rebroadcasted. Once the
RREQ reaches the final destination, it replies with the RREP
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to the reverse path where entries are created at the intermedi-
ate nodes. In case intermediate nodes know the destination,
they will only be allowed to send RREP if their sequence num-
ber is equal or greater to the sequence number mentioned in
the RREQ. In case any error occurs, RERR (Route ERROR)
will be generated and transmitted to both end nodes. RERR
also causes the end nodes to remove the corresponding route
entries. The main disadvantage of AODV is that if sequence
number of source node is very small, then the number is used
by intermediate nodes and can lead to stale route too causing
the RERR frequently.

DSR [10] is well known to be classified as on-demand
routing protocol by saving the bandwidth utilization and
power consumption. It is different from others in a sense
that it uses source routing by not relying on the routing
table information. Source routing also helps in loop free, not
requiring up-to-date information, thus saving time. DSR pro-
tocol works in two phases, that is, Route Discovery and Route
Maintenance, simultaneously. One of the significant differ-
ences is no usage of HELLO message. Route discovery phase
is carried out by flooding the RREQ (ROUTE REQUEST) in
the network. The destination node however on receiving the
RREQ replies with the RREP (Route Reply), which follows the
same path as RREQ travelled through. Intermediate nodes
will rebroadcast the RREQ if the path is not known to them;
however, they can reply the source node if they have the
fresh path to destination. Route cache is implemented to
achieve source routing. In case the destination is not known
to intermediate nodes, they will append their address in
RREQ and rebroadcast to their neighbor. On the reverse with
the help of RREP traversing back through them, intermediate
nodes can also update their routing table accordingly too.

OLSR [21] is considered to be the table driven protocol.
Nodes will exchange messages with the neighboring nodes
in the network on regular time interval to update topological
information about the network. MPR (Multipoint Relay) is
used as a key role to reduce the flooding of the classical mech-
anism. HELLO messages will be transmitted by nodes to gain
knowledge about their one hop neighbor. MPR are the subset
of node among one hop neighbors which will be used to for-
ward broadcast information rather than every node retrans-
mitting message whenever it is received for the first time. Link
state information is also generated by these MPR nodes only,
thus also reducing the control messages flooding. MPR also
helps nodes in finding the optimal routes and works well for
large and dense network.

PLBQR [22] proposes a mechanism where nodes future
physical location is predicted depending on its previous loca-
tion updates, which in turn to predict the future routes. Stale
routes are avoided by prediction the future location of nodes,
thus increasing path reliability in terms of location. QoS rout-
ing used the update protocol, location, and delay prediction
mechanisms. In update protocol, each node will broadcast its
geographical update and resource information periodically
and in case of major movement, respectively, called Type 1
update and Type 2 update messages. To start a communica-
tion source, node will predict the geographical information of
both the destination and the intermediate nodes. This step

also is involved in predicting the delay as well. These predica-
tions are based on the result of update messages received from
the destination and intermediate nodes. QoS routing is based
on depth first search to find candidate routes satisfying the
requirements. Geographically, shortest routes are being pre-
ferred. The disadvantage is that no resources are reserved on
the path which in turn may lead to inaccurate delay predic-
tion.

QAODV [23] specifies extensions which can be used to
ensure maximum delay and minimum bandwidth along a
route between a source and destination. Using the extensions
in this document, AODV enables mobile nodes in an ad hoc
network to specify, as part of a RREQ, Quality of Service
requirements that a route to a destination must satisfy. In
particular, a RREQ may include a QoS Object extension
which includes bandwidth and delay parameters. In order
to enable accumulated measurement for end-to-end delay,
AODV also provides a Maximum Permissible Delay exten-
sion. If, after establishment of such a route, any node along the
path detects that the requested Quality of Service parameters
can no longer be maintained and that node must originate
a ICMP QOS_LOST message back to the node which had
originally requested the now unavailable parameters.

CEDAR [24] algorithm was basically designed for small
and middle size network. CEDAR falls into reactive routing
and core nodes are formed to perform the mechanism. These
core nodes are selected by distributed algorithm and in a
group of three hops where there is at least one core node.
Transmission is done by these core nodes to their neighboring
core node in the unicast manner. In the mobility of any core
node, nodes attaching to it have to find another core node.
CEDAR combines the support for QoS and routing. Subset of
node is selected dynamically and distributed which maintains
local topological information and route computation task.
CEDAR protocol was defined to perform three-procedural
task, that is, (1) self-organizing routing structure that is estab-
lished and maintained for route computation, (2) unwavering
higher bandwidth linking existing bandwidth information
that is propagated to all core nodes whereas low bandwidth
information of dynamic link is kept locally, and (3) QoS route
computing using up-to-date local topology. The advantage of
using CEDAR is that route discovery and maintenance tasks
are limited to subset of nodes called core nodes which are easy
to handle and low overhead is created. All the transmission
lies on core nodes so it is the main disadvantage as well in case
of core node movement or breakdown. This mobility affects
the overall performance of the protocol.

SAODV [25] uses asymmetric cryptography to secure
AODV routing messages. Route discovery mechanism is
protected by using the security requirement features like data
authentication, source authentication, importing authoriza-
tion codes, and integrity. SAODV implies two mechanisms;
that is, digital signatures are used to protect the nonmutable
data in the RREQ and RREP messages and hash chains are
used in SAODV to authenticate the hop count of the AODV
routing messages (not only by the end points but by any node
that receives one of those messages). A hash chain is formed
by applying a one-way hash function repeatedly.



CSROR [26] uses different parameter from different lay-
ers employing the cross-layer information exchange mecha-
nism. Destination node is responsible for selection of route on
the basis of bandwidth, security, and energy. After the route
request is initiated, these parameters are captured along the
path for the resource aware and secure path establishment.
Backup route is always maintained in case of any topological
changes.

The rest of the paper is structured as follows. In Section 2,
related works on different multipath routing protocol are
summarized. In Section 3, proposed mechanism of adaptive
cross-layer multimath routing protocol and its functionalities
are given. Route discovery process details are explained in
Section 4. Experimental results about simulation, parameters,
and performance evaluation are presented in Section 5.
Finally, conclusion and future work are given in Section 6.

2. Related Work

Some serious research has been carried out in MANET dif-
ferent aspects, ranging from routing, energy management, to
security requirements, and so forth. MANET basic goal is to
work in multihop fashion so that intermediate nodes forward
packets to the destination. Therefore, intermediate nodes play
an important role in MANET. Availability is the main focus
in the overall performance of the network, which demands
efficient routing mechanism for MANET. Large number of
routing protocols have been developed, which can be broadly
classified as table driven (proactive) and on-demand (reac-
tive) schemes [27]. Another one combines the characteristics
of both known as hybrid routing protocols. Proactive routing
table searches for a path before anyone needs it. Reactive
routing protocol searches for path whenever any node wants
to send data to destination; however, both schemes have
their own advantages and disadvantages. Our main focus of
attention is reactive routing protocol. Reactive protocol works
in two steps, that is, route discovery and route maintenance.
In route discovery phase, whenever a source needs path to the
destination, global flooding technique is used to detect all the
possible paths to destination. Once all paths are discovered,
source node selects one path to send the datagram packet
to the destination. This single path selection is mostly done
on the basis of shortest path. Shortest path generally follows
the Bellman-Ford Algorithm, for example, OLSRBF [28]. The
problem with the shortest path is that every node in the
MANET will probably choose that path. This might become
the center point of communication in most cases and more
traffic passes through it. As a result more traffic yields more
congestion and more delay [29]. This problem is solved by
multipath routing.

Some or all paths can be utilized for sending data packet
from source to the destination. Multipath protocols help in
solving the congestion problem but add some complex ques-
tions as well. Once source gets all possible paths, there arises
a need for mechanism for the selection of these paths; that
is, how many paths are used? Some routing protocols make
use of all paths available, while others tend to choose some of
them based on certain criteria [30-33]. In efficient design of
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a protocol, there is always a tradeoff between the following
parameters, that is, reliability, energy, delay, overhead, and so
forth. Some of the energy efficient protocols are in [34-36].

Some of the cross-layer approaches used by the research
community are listed. Reference [37] uses transport layer
protocol version to simulate the effective increase in efficiency
in terms of performance. Using the routing information at the
transport level protocol, better throughput and end to end are
achieved. Load of the nodes and mobility increase the lost
packet, which will be minimized with the better interaction
between transport protocol and routing information.

Several routing protocols have been proposed for mul-
timedia traffic. Increase in use of multimedia applications
forces the researcher to focus on the development of multime-
dia routing protocol. Several protocols have been tested that
show good result for multimedia communication in MANET.
Reference [38] considers that, with the aim of improving the
performance of multimedia services over ad hoc systems, the
use of cross-layer techniques could be the trend to follow.

MANET ability to work depends on the intermediate
nodes cooperation and trust worthiness. In addition to nodes,
some applications also need secure environment. A variety of
secure routing protocols [39] have been developed to provide
security in terms of detecting corruption from the nodes as
well as reliability of the path. Protocols like [40] add the trust
management [41] feature to the secure protocols. Reference
[42] also presented a secure routing protocol based on cross-
layer design and energy harvesting methods. Parameters are
exchanges between different layers to get the knowledge of the
states of node for efficient utilization of energy.

The proposed routing is adaptive in nature, that is, keep-
ing in view the nature of the application; it selects two or more
routes from source to destination. There is one default path,
while other paths are based on available data rates, end-to-
end delay, and security. Cross-layered mechanisms are used
to exchange parameters across different layers. The protocol
is taking care of the following three scenarios:

(i) Two or more than two default routes.

(ii) Two or more than two routes for multimedia applica-
tions.

(iii) Two or more than two secure routes for sensitive
applications.

For better selection and optimization, cross-layer infor-
mation is exchanged between different layers.

3. Proposed Mechanism

In MANET, there are many applications and may be a variety
of scenarios. A single route selection mechanism may per-
form well in one scenario but may not in another. For exam-
ple, AODV [9] routing protocol may perform well for simple
applications but is not suitable for multimedia or such appli-
cations which need security. Similarly, CSROR [26] may work
well to ensure some sort of security; however, it is not suitable
for simple applications, which do not need security. Keeping
in view wide range of applications and scenarios associated
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Application definition
(D, M, and S)

Cross sublayer
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L),

FIGURE 1: Proposed cross-layer architecture.

with MANETS, we propose an adaptive mechanism which
decides multipath routes from source to destination by con-
sidering the type of application. The framework of the
proposed scheme is given in Figure 1.

The proposed scheme defines the type of application at
application layer, as D, M, and S, where

(i) D represents default application;
(ii) M represents multimedia application;

(iii) S represents secure application.

The proposed protocol always selects two or more than
two optimum routes depending on type of application. The
route selection process is adaptive and closely matches the
application requirements. Different types of applications have
different requirements. An optimum route is always selected
by default; however, various applications can convey their
individual requirements to the proposed protocol using few
parameters such as bandwidth, delay, and security.

The default route is used for those applications which are
nonsensitive and do not need more bandwidth. Default route
selects the shortest path from source to destination similar to
AODV.

Multimedia applications need such routes which have
more bandwidth and minimum end-to-end delay. For such
application, the proposed routing protocol selects two or
more than two routes which are bandwidth rich having
minimum delay from source to destination.

Secure route is selected when some sort of sensitive
application is sent from source to destination. The proposed
routing protocol takes care of network layer related security
attacks.

In the proposed routing protocol, some important fea-
tures are as follows:

(i) The type of application is defined by application layer.

(ii) Security module is working at network layer.

(iii) Bandwidth and end-to-end delay parameters are
taken from medium access layer.

3.1. System Design

3.11. Basic Assumptions. We assume that, mostly, MANETs
are established for three types of applications, that is, simple,
multimedia, and applications having security concerned.

3.1.2. Basic Design. The proposed routing scheme uses two
types of control packets for searching routes from source to
destination:

(i) A broadcast route request packet.

(ii) A broadcast route reply packet.

The format of route request packet is given in Figure 2.

The route request packet consists of fields such as source
ID, number of intermediate nodes, routing parameters, timer,
and destination ID. The number of intermediate node fields
increments itself with every intermediate node. Currently, we
are using parameters up to N3, and the rest of subfields (N4,
N5, and N6) are for future use. In case of a simple application
which uses default routes, the parameters are assigned null
values. The route request packet is discarded after expiry of
the time value in timer field.

Route reply packet is similar to the route request packet.

3.1.3. Routing Table. The routing table consists of important
information related to the path selection in accordance with
the application. Typically, a routing table contains informa-
tion such as destination address, hop count, and number of
routes.

Routing table is shown in Table 2.

The routing table contains information of three paths
from source to destination, so as to select at least two for send-
ing data. As MANETS are mobile and dynamic networks, and
routing paths are established and discarded regularly, the pro-
posed scheme also discards routing table entries after expiry
of timer.

3.1.4. Routing Parameters. The proposed scheme operates for
three different types of scenarios having different parameters.
Routing parameters are given in Table 3.

3.1.5. Cross-Layer Interface. A cross sublayer is defined which
is used for exchanging cross-layer information as presented
in Figure 1. Application layer defines the type of application,
that is, default, secure, or multimedia, and the information is
exchanged with the cross sublayer. Similarly, medium access
layer provides information about available bandwidth and
approximate delay. On the basis of the cross-layer informa-
tion, the network layer selects multiple appropriate routes
from source to destination.

4. Route Discovery Process

The adaptive route discovery process is discussed in this
section.
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TABLE 2: Routing table format.
Application type ~ Number of nodes Parameter used Source ID Destination ID Path 1 Path 2 Path 3 Timer
Number of Parameters
Source ID intermediate Timer Destination ID
nodes
FIGURE 2: Packet format of route request.

TaBLE 3: Application represented parameters. Combining algorithm of the mechanism is explained
S , = b using pseudocode that is given in Algorithm 1. Route request
cenario/application arameter(s) module shows how the request will be generated after check-
Default Hop count ing the sequence number. However, route reply will check
Security Path reliability the application and accordingly parameter will decide which

Multimedia Bandwidth and delay path to choose.

4.1. Route Discovery Process (Default Route). Default route
discovery process will be based on on-demand philosophy;
that is, routes are discovered when needed. The route discov-
ery process for default route is similar to AODV [9]. Two or
more than two shortest routes from source to destination are
selected among all available paths. Figure 3 demonstrates the
flow of RREQ and RREP. Process will be started by source
node initiation of the RREQ broadcast, also mentioning the
number of paths desired by the application need. Intermedi-
ate nodes will broadcast the RREQ to their neighbors unless
intermediate node is the destination node or knows a fresh
path to the destination, in which case they are allowed to send
the RREP. Destination node is allowed to reply according to
the number of paths desired by the application. In case of N
paths, destination node will reply to N RREQs. Destination
will unicast the RREP to downstream neighbor which will
further unicast till it reaches the source node. In case of
any REER during transmission, new RREQ mechanism will
be initiated by the source node. Flow chart of the mechanism
is depicted in Figure 3.

4.2. Route Discovery Process (Multimedia Applications).
Route discovery process for multimedia application will
follow the procedure as mentioned in the default route but
will take into account the parameter from different layer using
the cross-layer mechanism, that is, bandwidth and delay. The
destination node will here reply considering the maximum
bandwidth and minimum delay. Flow chart is described in
Figure 4.

4.3. Route Discovery Process (Secure). Route discovery pro-
cess for secure application will follow the procedure as men-
tioned in the default route but will take into account the most
secure path among all RREQ. Security algorithm will work
on network layer. The destination node will reply to number
of paths mentioned according to the preference mention in
the security algorithm. Scenario of the flow of execution is
given in Figure 5.

4.4. Route Selection Process. Route selection process of the
proposed scheme is discussed in detail in this section.

4.4.1. Default Route. Default routes will be searched if simple
data needs to be transferred from source to destination; then
two or more than two default routes are established between
source and destination. These default routes will be the
shortest routes among the available routes in terms of number
of hops.

Path discovery for the default route is depicted in Figure 6.
Source will send route request to its neighbor. Once all
ROUTE-REQ are received by destination, the parameters are
utilized in selecting the best path. In case of default route,
shortest routes will be given preference. Destination will reply
according to the set number of paths on shortest routes. Con-
sidering the shortest route according to number of hops, the
destination node will reply to the two most suitable routes,
that is,

Route 2 {nl,n7},
Route 3 {n2,n7}.

4.4.2. Multimedia Application Route. Path discovery process
for multimedia application is described in Figure 7, where
route request is shown from source to destination. On
receiving the route request, the destination will check the
maximum bandwidth and less delay of all route requests.

Considering the high bandwidth and less delay, the three
most suitable routes for multimedia application will be

(i) Route 7 {R3, R8, R14, R18},

(ii) Route 8 {R3, R8, R13, R19},
(iii) Route 9 {R3, R9, R12, R19}.

4.4.3. Secure Application Route. The proposed scheme uses
multiple secure routes from source to destination. The
mechanism prefers shortest paths. Our security approach is
inspired from Confidant [43], which is capable of monitoring
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Define App_Type, No_of _Paths;

Gen_RREQ()

{

If (no valid entry in route table for destination)

{RREQ is created with unknown Seq-No}

Else If (Have a valid destination in route table)
{RREQ is created with last Seq_No}

SAVE [RREQ_ID]

Call Forward_RREQ()

1

Forward_RREQ()

{

If (Node listen a RREQ)

{ Discard;

Data_Transmission()

{

If (RERR occur)
{ GenRREQ(); }

{ If (Same as forwarded previously)

If (Node is destination) || (Node has route to destination)
{ Send_RREP;

Discard RREQ; }
Else { Forward_RREQ(); }
}
}
Gen_RREP
{
If (App-Type == “DEFAULT”;)
{
Create number of reply according to No_of _Paths;
Destination will unicast reply to the shortest paths;
}
If (App_Type == “MULTIMEDIA”;)
{
Create number of reply according to No_of _Paths;
Destination will unicast reply considering the maximum bandwidth and minimum delay;
}
If (App-Type == “SECURE?”;)
{
Create number of reply according to No_of _Paths;
Destination will unicast reply considering the most secure path preference wise;
}
}

Source node will start transmission after receiving RREP

ALGORITHM 1: Algorithm for generating route request and route reply.

and rating the nodes. When an anomalous node is detected, it
is blacklisted and the proposed scheme avoids data forward-
ing through that particular node.

The architecture of the security module is given in
Figure 8, where Reputation value (RV) is given to nodes
describing the trust worthiness.

Secure route path discovery process is given in Figure 9.
Route reply is based on the reputation value collected by route

request along the path. Blacklisted nodes are ignored by
destination node while generating route reply.

Considering the security mechanism adaptive by secure
route protocol, the most suitable routes for secure application
will be

Route 1 {N1, N5, N9, N12},
Route 2 {N3, N7, N10, N13}.
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RRFO to 1

Broadcast RREP

Destination nodes are allowed to reili accordini to the number of

Broadcast RREP

If REER

FIGURE 3: Flow of execution (default route).

5. Experimental Results

5.1. Simulation Parameters. In order to evaluate the perfor-
mance of our proposed protocol, we conducted simulations
in OPNET modeler 11.5. We used nodes based on 802.11
standards with different parameters given in Table 4.

5.2. Simulation Result of Comparing with Each Other. First
of all, we compared the different variants, that is, default,
multimedia, and secure proposed routing protocol.

Media access delay is given in Figure 10. In this case, the
default variant outperforms the other two, by having below
0.001 sec media access delay in the presence of 100 nodes. The

TABLE 4: Simulation parameters.

Number of nodes 100, 200
Simulation time 3000 sec
Packet size 512 byte
Radio range 100 m
Maximum mobility 40 m/sec
Area 1500 - 500 m*

Mobility model Random waypoint

secure variant has the highest end-to-end delay of 0.006 sec.
The reason is that secure variant first needs to search a secure
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FIGURE 4: Flow of execution (multimedia applications route).

route from source to destination and then it will start packets
transmission. On the other hand, multimedia variant has
bandwidth parameters in its routing table, which enables it
for immediate transmission from source to destination.
Route discovery efficiency of the three variants is given
in Figure 11. In case of small numbers of intermediate nodes,
all three variants have little difference in terms of searching
routes from source to destination; however, as long as the
number of nodes increases, the default variant becomes more
stable as compared to the other two. The reason is that default
variant searches the shorted paths from source to destination;

therefore, it takes less time. On the other hand, secure and
multimedia variants have to take care of different parameters
to search routes.

In any network, more data drop occurs if more nodes
are added. It is clear that the data drop is less when the
numbers of intermediate nodes are less as shown in Figure 12.
Multimedia variant is showing less data drop as compared
to the other two. The reason is that multimedia variant takes
care of the data rates/bandwidth. A routing path having more
bandwidth will have less data drop as compared to the others.
Default route has more data drop as it searches the shortest
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FIGURE 5: Flow of execution (secure route).

path from source to destination without considering available
bandwidth and reliability of the selected routes. The shortest
routes tend to be overloaded as well, hence dropping packets
with higher ratio. Secure path shows average data drop as
compared to the other two variants.

Routing overheads for a network of 100 nodes are given in
Figure 13. These results show that the default variant has the
smallest routing overheads as compared to the other two. The
reason behind more routing overheads in multimedia and
secure variants is that, both of them take care of additional
parameters such as bandwidth and security for searching
routes from source to destination. Such kind of searching

generates more control packets as compared to default
variant, which selects the shortest route without considering
additional parameters.

Network load is mentioned as shown in Figure 14. These
results show that default network load is low and stable as
compared to the other two variants. Multimedia has the
highest network load as the paths have to communicate band-
width parameter constantly before transmitting while the
secure route has intermediate load as compared to the other
two.

In Figure 15, it is clear that as the number of packet
grows the multimedia variant outperforms the other two.
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BW: bandwidth
D: delay

<— RREP
—> RREQ

FIGURE 7: Path discovery process (multimedia application route).

The reason behind this is the bandwidth parameter taken by
the multimedia application. The higher the bandwidth, the
higher the number of packets transmitted. The default route
just takes the shortest path into account which might not be
useful for higher number of packets transmitted as the short-
est paths are always congested, while the secure route is also
considered the secure path not the fastest path.

5.3. Default Route Proposed Protocol Comparison with Differ-
ent Protocol. Packet drop is shown in Figure 16 for 200 nodes.
The comparison is made between DSR, AODV, OLSR, and
proposed default routing protocol. It can be seen that DSR

1

and OLSR have higher packer drop than AODV, whereas
proposed default route outperforms AODV as well.

Figure 17 shows the network load in case of 200 nodes.
AODV and proposed default route have approximately same
network load. Initially, as more nodes are involved in routing,
more control packets are shared among the network. With
the increase in time, the network load is stabilized. Default
protocol also outperforms other opponent protocols.

Medium access delay of DSR, AODV, OLSR, and pro-
posed default route is shown in Figure 18 for 200 nodes. It
depicts that single path medium access delay is less as com-
pared to our proposed default protocol. Medium access delay
of default protocol is higher as compared to others because it
searches for multiple optimal paths instead of relying on a sin-
gle path. This delay increased to some extent in the case when
the number of nodes increases, as many nodes will be
involved in path establishment.

Figure 19 illustrates the routing overhead for 200 nodes.
It is found that routing overhead is lesser in proposed default
protocol as compared to existing opponents like DSR, AODV,
and OLSR. In case of proposed default protocol, a small
number of control messages are exchanged, hence lesser
routing overhead.

Figure 20 represents the route discover time for 200
nodes. It depicts that OLSR and DSR have smaller route
discovery time as compared to AODV and proposed default
protocol. With the increase in number of nodes the route
discovery time reduces gradually for default protocol. Default
protocol tends to perform well as the saturation of nodes
increases.

5.4. Multimedia Route Proposed Protocol Comparison with
Different Protocol. Similar set of experiments have been
carried out for multimedia data considering the PLQBR,
QAODYV, and CEDAR as opponents. Figure 21 compares the
packet drop for 200 nodes. Main reason of packet drop is due
to mobility; whenever intermediate route is not able to find
a route, the packet is dropped. Packet is dropped by source
node if, after some attempts, it is unable to find the route or
buffer overflow occurs. Less packet drops are experienced due
to rich bandwidth available path.

Network load of large network is shown in Figure 22
for 200 nodes. PLQBR, QAODYV, and CEDAR seem to have
higher load, while proposed multimedia route has smaller
impact on the network traffic. Proposed multimedia route
selects path on the basis of higher bandwidth and lower delay
which accomplished the network to stay healthy.

Medium access delay is depicted in Figure 23 for 200
nodes. Here, itis also clear that our proposed multimedia pro-
tocol delay is larger than the others due to multipath nature
of protocol. The protocol takes some time to search for rich
bandwidth aware and less delay path.

Routing overhead is the number of control packets that
every node sends in order to get the knowledge of the network
and establish paths. Routing overhead for 200 nodes is shown
in Figure 24. These results show that CEDAR has higher
overhead, whereas PLQBR and QAODV show better perfor-
mance than CEDAR. However, proposed multimedia route
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FIGURE 8: Architecture of the security module.
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FIGURE 9: Path discovery process (secure route).

shows excellent result in both scenarios outperforming the
other variant.

Route discovery time of PLBQR, QAODV, CEDAR, and
multimedia protocol is described in Figure 25 for 200 nodes.
It can be observed from Figure 25 that CEDAR is fast enough
to beat its opponent; however, as the saturation of nodes
increases, proposed multimedia variant is good enough to
bring its discovery time to best level among all of them.

5.5. Different Protocol Comparison with Security Route Pro-
posed Protocol. Figure 26 shows the packet delivery ratio at

0.01 |

0.008

0.006

0.004 A

Media access delay (sec)

0.002 -
10 20 30 40 50 60 70 80 90 100
Number of nodes

0

—o— Default —»— Secure

Multimedia

FIGURE 10: Media access delay for default, multimedia, and secure
routes.

maximum speed between SAODV, CSROR, and proposed
mechanism. SAODV delivery is decreased with the increase
in speed. CSROR also shows the 77% delivery rate, whereas
our proposed mechanism shows 88% delivery rate at all
speeds.

Average delay at maximum speed is shown in Figure 27.
Delay increases with the increase in mobility speed. SAODV
has higher delay due to calculation of cryptographic algo-
rithm, whereas CSROR performance is decreased with the
increase in mobility. However, proposed secure routing pro-
tocol has 0.2 sec delay at maximum speed.

Routing overhead is mentioned in Figure 28 and shows
that by increasing mobility the overhead will also be
increased. However, proposed mechanism tends to show that
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FIGURE 16: Packets drop (200 nodes).

overheard becomes stable after sometime showing no major
variation.

The average end-to-end delay for a network in presence of
malicious nodes is shown in Figure 29. Smallest end-to-end
delay is observed in case of CSROR.SAODV that has slightly
more end-to-end delay as compared to CSROR and proposed
mechanism due to involvement of cryptographic operations
in route discovery. In presence of malicious nodes, 0.5 sec
delay is observed for proposed secure routing mechanism.
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FIGURE 19: Routing overhead (200 nodes).

In the presence of malicious nodes, average delay of
proposed secure route, SAODYV, and CSROR is mentioned in
Figure 30, stating that CSROR performs well by providing less
average delay than the other two opponents. Increasing pause
time helps proposed mechanism in achieving less delay.

Packet delivery of secure proposed mechanism at maxi-
mum speed in presence of malicious nodes is also higher than
CSROR and SAODV as shown in Figure 31. Packet delivery
ratio is decreased to below 70% in SAODV and 80% in
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FIGURE 22: Network load performance (200 nodes).

CSROR, while in the proposed mechanism it is approximately
85%.

The packet delivery ratio of CSROR, SAODV, and pro-
posed protocol with pause time in the presence of malicious
nodes is given in Figure 32. The packet delivery ratio of pro-
posed protocol is approximately 85% more than CSROR and
SAODV because of neglecting the malicious nodes.
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6. Conclusions and Future Work

In this paper, we presented cross-layer multipath routing
protocol for MANET. The proposed protocol has two impor-
tant features, that is, security and adaptive nature. These
important features are achieved by multipath framework
using cross-layer interface. Our proposed solution is capable
of choosing multipaths by considering the type of application.
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The proposed protocol is compared with many existing
protocols such as DSR, AODV, OLSR, CEDAR, PLQBR,
QAODYV, SAODYV, and CSROR to evaluate three important
application environments, that is, default applications, multi-
media applications, and applications requiring security. The
comparison covers most of the scenarios such as the packet
delivery ratio, average delay, and routing overheads with
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and without malicious nodes. The proposed protocol is very
effective in most of the scenarios that we tested.

In future, we are planning to further strengthen the
security of proposed routing scheme by introducing packet
encryption and key exchange mechanism. Furthermore, we
may consider to test and implement it in real scenarios.
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