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fraud. The fraudsters reproduce  the
magnetic stripe on a blank card and
work in collusion with a merchant.

*  Credit Card theft

Cards arc stolen and used quickly to
make several purchases until the loss is
reported and blocked. Such cards can
be distributed abroad particularly in

countrics  where  there  is poor

telecommunications network.

*»  Counterleit Card Fraud

This entails generating PINs randomly
and produces cards using cmbossing
cquipment. It ogs a very oreanized
crime.

* Card-Not-Present I'raud

The card-not-present environment  is
very risky. There is no physical contact
among the parties and telephone or the
weh is the only means of interaction,
and cither of them can fake s
identity.

* Mail Order Telephone Order
(MOTO) [raud

MOTO presents a cheaper way of
transacting business by mail devoid of

physical outlet. This environment is
risky because the billing address may
not match the dehivery address. An up-
to-date telephone  register helps o
reconcile addresses to certain extent.

* [Internet fraud

Criminals capitalize on the anonymity
and the global rcach of the Internet to
perpetrate fraud. It is difficult enacting
laws binding on fraudster hecause it is
international in nature.

*  ldentity Theft

This is greatest threat to e-banking and e-
commerce. It represented about 43% of
all complaints made to the federal trade
commission (FTC). This involves insiders
sclling private information to fraudsters
or through junk mails o fake an
unsuspecting client.

However,  phishing,  worms,  hacking,
highjacking and spyware are the quintet of
criminal activities currently  plaquing  the

consumer side of the Internet (Gould, 2004).

Phishine s o pelatively sew bind of sean,

which means swindling out confidentiat data
from trusted and unsuspecting users (Dmitri,
2004). Criminals can create a counterfent
website  and  send  a o false-alert to o all
consumers and call for a re-registration with
the intention of stcaling thenidentitic
Phmrmies 0 0 sverens o anidice o weh
users of trusted brands to phony storeironts
setup to harvest 1Ds.

Worms are like computer viruses but have
the capability to copy both corporate and
user passwords from the vicum (financial
institution). Some may usurp the resources of
the computer and eventually pack it up.

Hacking attacks are even more frequent and
successful. This involves direct attack on
PCs to extract identity and financial account
data.

Spyware is a system that tracks the actions
of a user and/or their Internct use. It captures
all information entered through the keyboard
including passwords and transmits same to
the fraudsters.
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Adware is similar to spyware that collects
information about the user in order to
display advertisements in the web browser
based on the information.

Scumware changes the way websites are
displayed. 1t replaces the actual contents
of the site with adverts of the scumware,
and gencrates traffic for such adverts.
Spamware is a software that mails
unsolicited mails (junk mails) to people
online. This may end up being any of the
fraudulent mails (virus, worms clc).

2.2 VIRUSES TROJAN HORSES
AND WORMS

All these have become a major threat (o ¢-
banking and e-commerce. They waste disk
space, delay computer operations with
increased possibility of system crash.

A computer virus is a manmade virus
which is a software that has the capability
of replicating by attaching copics of itsell
to other software in the system. Most
viruses arc highly destructive. They can
lead to outright wreckage ol the computer
system and a few of them are mere
irritants. Trojan horse is related to the
computer virus. Though it does no
replication of any sort, itis a software that
conceals  within  software. [t performs
some undesired yet unintended action
while, or in addition to pretending to do
something clse. Some of them fake login
programs: an attempt to collect account
and password information like a normal
fogin program from the unsuspecting
client for a fraudulent purpose (Delger,
1999). Worms on the other hand arc self
replicating viruses that replicate over a

computer network with the wltimate mtent of
destroying the system or steal the user’s
identity. With the popularity of the Internet
as a veritable tool for c-commerce, the
developers have  equally increased  their
intention from system crash to identity theft
for the purposc of material or financial gain.

The design philosophies of these malicious
programs include: stealth, social engineering,
c-mailers,  polymorphism  armoring — and
macro (Kubitz).

o Stealth involves an attempt to conceal
their presence thus making them
difficult to trace.

e Social engincering inve ses o an
atlempt  to  gain - access o other
people’s system via a social means,
pretending to be a bonafide user or
administrator and having the intention
of perpetrating identity theft.

e E-mailers have the capability to mail
copics of the virus enmass within a
short period of time to scveral hosts
around the  world. It propagates
through MS Exchange server and MS
Outlook.

e Polymorphism entails the capability of
the virus to exist in more than onc
form thus having no unique pattern
and making its presence difficult to
detect.

e Macro features are directed towards
the MS office documents that saves
macro code within the body of the
document.

e Amoring feature entails having:
codes that disable antivirus.

ccial
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4.0 FIFFECTS ON E-BANKING

Cvber-crimes have gricvous consequences
on busiess i eencral. Regardless of the
tvpe of bustoess transaction: ¢-hanking ¢
commerce and c-government. the major
concern is having an efficient payvment
svstem (e opayment). With e-paviment. the
bhank 1s o prime plaver through ¢ banking
Frcilities. The various problems revolve
around adentity thelt extortion, phishing.
pharming. virus and worm attacks cte.
considering the volume ol transactions

taking place on the web and the amount of

money imvolved. more is desired in the
arca ol trust, confidentiality. tegrity,
authentication  and authorization.  Any
business that cannot guarantee all these is
doom.

5.0  SECURITY MEASURES
Sccurtty measures agamnst c-fraud are a
horrendous task. The crimes are numerous
and perpetrated through diverse means.
Therefore an ceffective security measure
would require a fortified approach that
would prevent some as there may not be a
complete  solution.  The  preventive
measure  can  be  discussed under  the
following headings:

. Public key Infrastructure (PKI1)

b. Intrusion detection and prevention
through fircwall.

C. Anti-virus, spam, scam, spyware
ctle.

a. Public Key Infrastructure (PK1)
This approach is aimed at providing
digital certificates for web servers through
which users/systems can be authenticated,
as well as enforcing confidentiality and
maintaining <« data  integrity  through
encryption.

There are quite a lot of public Key
cryptographic — systems  avatlable  ranging
from symmetric, asymmetrie and a hvbrid of
the two. Thev provide o means by which
communication coan take  place o the
presence  of - possible frandsters through
cncrvption without beme tampered with,
Hience the problems of prvacy. security and
confidentiality are adequately catered  for
with this. The strengeth of Kev depends on the
number of bis which range from 10 to 128
bits.  The 128 bits 15 the  strongest
cryptographic key and takes more than |
trillion years to crack .

In“addition, Drestal Cectificate (CA) provides
a means  of identfymg individuals  and
webhsites on the Internete. A “trusted  third
party™ or “CA™ such as VenSign signs
(digital stgnature) the certificate which is a
symbol ol security,  mtegrity  and
confidentiality.

Popular CAs are: 1. VeriSign .
c'Trust

b. Intrusion detection and prevention
through firewall

Generally, firewalls are barriers to lire and
itended to slow down its spread. In the field
of I'F, the function ts not different. It provides
a single point between two or more networks
where all traffic must pass (check point):
where traffic is controlled and authenticated.
It serves as a barrier between ‘us™ and
‘them™. They act as a controlled gateway
between two or more networks  through
which all traffic must pass, thus enforcing
security policy and maintaining audit tratl. It
can be either hardware-based or software-
based.
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Fircwalls also act as content sereening
devices, thus, they are able to scan virus,
screen webh addresses, scan keywords and
report — situations.  Firewalls  can be
cmployed to cenforce corporate sccurity
policics for the organization.

| e . | .

VeriSign: Building an E-commerce Trust
Infrastructure. SSL server certificates and
online payment services. Technical Brief.

¢. Anti-Virus, Anti-Spam, Anti-Spyware
etc.

Most  of the virus infections arc
perpetrated through e-mail. But the most
daunting is through spam. Spam are
unsolicited mails popularly called junks.
Thus, there cannot be too much protection

on your system, rather, there is need for

regular updates to curb the vices.

Below are some products that offer

protection against the menace:
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6.0  RECOMMENDATIONS

There s no complete protection against
the problems of cybercrimes, rather a
combination of measures are taken to
safeguard the system from attack. In the
past anti-virus toolkits arc known just
> - for detection and removal of virus. With
the magnitude of businesses  taking
place on the Internct fraudsters  ave
resorted to the idea of identity theft:
where the personal information of users
are copied or stolen. Therefore a useful
toolkit must provide solution for spam,
spyware, phishing, pharming, virus and
worm as  well  as  detecting  and
preventing intrussion.

Thereforc  to provide a complete
solution for c-payment a robust system
1s required o guaranltee  sccurity,
integrity and confidentiality.

Below are some useful tips for safe

operation:

. Banks will never ask for account

information by c-mail. Beware!

Never give computer passwords

out on the phone

3. Resist any curiosity regarding
request  for  personal/financial
information on the Internct.

4. Check with Better Business
Burcau (BBB.org) and
scambuster.com before making a
purchase from an unfamiliar
websites or company.

]

5. Always resist force-seller tactics
when buying goods online.
0. Upgrade the operating system --

Windows XP users should enable
automatic updates and install
Service Pack 2. Mac users should
update with the Software Update
Control Panel.

7. Use a lirewall. Windows XP has one
butlt-in and a router most likely has
one built-in.

8. Adjust browser sccurity scettings to
medium or higher.
9. Consider an ISP or c-mail provider

that offers sccurity.

[0, Usc antivirus software.

1. Usc more than one antispyware
program. which can boost coverage.

12, Regularly back-up personal  files
which safeguards data in case of a
sceurity problen.

13, Beware while browsing. Be wary of
ad-sponsored or "free" giveaways.
They probably include spyware.

(4. Avoid short  passwords  to foil
password-cracking software.

15, Use c-mail cautiously -- never open
an attachment unless  you  were
expecting it.

[6.  Usce multiple e-mail addresses so
you can drop onc when it attracts too
much spam.

7. Take a stand - don't buy anything
promoted In a spam message.

18.  Look for sccure Websites that show
an icon of an unbroken key or a lock
that's closed at the bottom of the
page. Also the Web address should
begin with "htps:" when entering
personal data.

7.0 CONCILUSION

[t is obvious that information theft is the
most damaging category of Internet crime,
while viruses have been the most costly to
business. In all these, only the bank bears
the brunt particularly for issues bothering
on credit card fraud through identity theft.

The global connectivity and anonymity of

the internet is responsible for the upsurge
in cyber-crimes and perpetrators have over
90% chances of going scott  free.
Therefore, there is genuine risks  that
without an assurance of  security, a







