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Abstract

Vehicular ad hoc networks (VANETSs) have a high degree of openness. Therefore, if a new vehicle node wants to access
the network, we need to validate the vehicle node carefully to ensure the security of the entire networking. There are

a large number of vehicle nodes, and the strange degree among the nodes is very high in VANETs. In addition, VANETs
are human-oriented networks. All vehicle nodes in the VANET have the right to decide whether to accept a new node.
To attack this challenge, this paper proposes a security authentication method based on trust evaluation. The security

authentication method consists of two parts: secure authentication based on direct trust evaluation and secure
authentication based on indirect trust evaluation. In the direct trust evaluation, the security vector model is
established based on the security behaviors of the new vehicle node. The historical security evaluation from the
authority units (AU) is collected to calculate the final direct trust. In the indirect trust evaluation, the trust degree is
calculated based on the recommendation trust vectors from the vehicle nodes in the network. The method employs
correlation coefficient for distinguishing the malicious vehicle. Then, the recommendations from the malicious vehicle
nodes are removed. The final recommended trust is gained by calculating the average recommendation trusts of
remained vehicle nodes. Simulation results show the advantage of our proposed method.
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1 Introduction
VANETs have a high degree of openness [1]. Therefore,
VANET needs face a diverse of security threats [2,3].
Firstly, through accessing the VANETS, the attacker can
conduct privacy spy and obtain the moving track of the
vehicles [4]. Secondly, some attackers release some false
news (such as traffic accidents, road congestion, etc.) [5],
and the false news can lead to chaotic traffic and acci-
dents. What is more, the openness and highly dynamic of
VANETSs make the malicious attacks easy to implement
and difficult to detect [6]. Due to the application char-
acteristics and application scenarios of VANETS, these
attacks can threat the information security and the prop-
erty safety of users [7]. Therefore, how to accurately
authenticate the new accessing vehicle node is becoming
an urgently required research problem [8].

Current trust management researches are focused on
message evaluation and user privacy protecting. The
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message evaluation can stop delivering of false message
and enhance the security of VANETs. Although the trust
management can be applied in VANETSs to comprehen-
sively improve the security and reliability of VANETs,
these methods cannot fundamentally solve the problem.
What is more, previous studies do not consider the ‘sug-
gestion’ from existing nodes when validating the new
accessing node. Because the VANETS are human-oriented
user groups, the vehicle nodes in VANETs can subjec-
tively judge whether to accept the new accessing node.
To solve the problem and improve the accuracy of trust
evaluation, this paper proposes a security authentication
method based on trust evaluation. Our method does secu-
rity authentication based on both direct trust evaluation
and indirect trust evaluation. In the direct trust evalua-
tion, in order to objectively determine whether the vehicle
node can access the VANET, we calculate the direct trust
value based on historical security behavior information.
In the indirect trust evaluation, the indirect trust is cal-
culated based on the recommendation trust from other
vehicle nodes in the VANETs. Simulation results show the
advantage of our method.

© 2015 Zhou et al,; licensee Springer. This is an Open Access article distributed under the terms of the Creative Commons
Attribution License (http://creativecommons.org/licenses/by/4.0), which permits unrestricted use, distribution, and reproduction
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The rest of this paper is organized as follows. Section 2
introduces related work. Section 3 shows our proposed
security authentication method. Evaluation of the method
is explained in Section 4. Section 5 concludes the paper.

2 Related work

There are plenty of trust management and encrypted
authentication methods in literature. We will only review
some notable work due to space limitation.

Biswas, et al. [9] proposed a safety message authentica-
tion scheme for VANETs. The scheme adopts an ID-based
verification and signature mechanism. A certificate-less
public key verification is offered by an ID-based tech-
nique. The message authentication is provided by a proxy
signature. In this scheme, the standard ECDSA is incorpo-
rated with an ID-based proxy signature framework for the
road-side unit originated messages. The transfer of signed
message is specially handled to ensure the security and
reliability of applications.

The work [10] pointed out that the characteristics and
the security requirements of VANETs are quite different
from standard ad hoc networks. Especially, trust manage-
ment in VANETs is an urgently research problem. The
paper concludes the advantage and disadvantage when
adopting ordinary methods of network and standard ad
hoc networks.

To protect the VANETs against attackers and defend
VANETs against misbehavior, a threshold signature-based
mechanism was proposed by the work [11]. The work also
presents a privacy-preserving defense mechanism based
on the threshold authentication. The paper does system-
atic analysis to show the strong point and the efficiency of
the proposed mechanism.

The work [12] pointed out that evaluating the safety
and trust level of vehicles is important to ensure the
reliability of applications. The work also points out that
traditional trust level is evaluated by monitoring the mes-
sage generation and the behavior of the other vehicle
nodes. However, the attacker can interrupt the regu-
lar communication among vehicles by creating a case of
None Line of Sight. In addition, the case of None Line of
Sight can prevent vehicles from monitoring other vehicle
nodes. To solve the problem, the work proposes a location
information-based trust evaluation model. The model
can be used to evaluate the trust level of other vehicle
nodes.

The emerging of VANET is to support the communi-
cation of vehicles on roads. The network allows arbitrary
vehicles to broadcast traffic accident and other ad hoc
messages. Because the attackers may release some false
news, the work [13] pointed out that the concern of secu-
rity and privacy needs to be taken into consideration.
Therefore, all messages should be verified. However, the
validation process should not reveal the real identity of
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vehicles. To solve the problem, a software-based solu-
tion is proposed in this paper. The method uses only two
shared secret, therefore, the proposed method can sat-
isfy the requirement. A group communication protocol
is also proposed in this paper to allow communication
between vehicles in the same group with a high level of
security.

Certification and proof-of-work system are two basic
mechanisms that have been used in security mechanisms.
Palomar et al. [14] proposed a method based on the two
mechanisms to provide safe communication environment
and combat spam.

To guide the drivers to desired destinations, Chim et al.
[4] made use of the online real-time road information
collected by the vehicle nodes. When the method calcu-
lates the best route for drivers, the information source
is authenticated to avoid attack. At the same time, the
privacy of the drivers is protected. All nodes, including
the trusted authority, cannot obtain the destination of the
driver.

The release of wrong information can lead to injury to
the lives of the drivers. Therefore, the Sybil attack is a seri-
ous threat in VANETs. The paper [15] proposed a Sybil
attack detection algorithm to solve the problem. The algo-
rithm is based on signature mechanism in VANETSs. In
the moving process, each vehicle node gathers the digi-
tal signatures at the same time; all the collected signature
vectors are analyzed and compared to detect the Sybil
attack.

To measure the integrity degree of security scheme
in VANETSs, Azogu et al. [16] proposed an asymmetric
profit-loss Markov model. In the proposed asymmetric
Markov model, the loss denotes the negative effect a
vitiated data fragment is received by a device. Profit rep-
resents the positive effect when a vitiated data fragment
is detected and disregarded. Markov chain records change
of system behavior that reacts to profit and loss asym-
metrically. The model adopts a black-box method when
measuring the integrity level. In other words, the model
does not need to know the implementation details of each
security scheme. Therefore, the model is very suitable for
real world applications.

There are a large number of well-performed trust
evaluation methods. Nevertheless, there is lack of com-
prehensive security authentication method for VANETs.
In addition, previous studies do not take the subjec-
tive recommendation into consideration. Different from
current methods, our method can solve the problem.
We will present the detail of our method in the next
section.

3 Multi-level security certification of VANETs
To ensure the security of the VANETSs, this paper presents
a comprehensive vehicle node security authentication
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method. The proposed security authentication method
consists of two main parts: the direct trust evaluation
and the indirect trust evaluation. When a vehicle wants
to access the Internet through the roadside base station,
the direct trust evaluation method is adopted to vali-
date the vehicle node. In order to objectively determine
whether the vehicle node can access the VANET, the
trust of the node is directly evaluated based on the his-
torical evaluations from the authority unit (AU). When
a group of vehicles form a wireless network to com-
municate information with each other, the indirect trust
evaluation method can decide whether to accept a new
vehicle node. The indirect trust evaluation mechanism
of the vehicle node is established based on the recom-
mended trust from other nodes in VANETs. The indi-
rect trust evaluation lets the nodes within the network
decide the acceptance of the new access vehicle node.
We will show the detail of the trust evaluation in this
section.

3.1 Security authentication based on direct trust
evaluation

Vehicles need to access the VANETS to obtain the needed
information. We need to validate the new vehicle nodes
when they access the VANET. This section proposes a
direct trust evaluation method based on historical secu-
rity event record. In the interaction of AUs and vehicle
nodes, the security events are recorded to the database.
All AUs can access the Internet. The AUs belonging to
the same organization can share the same database. We
can make use of the recorded events to evaluate the new
vehicle node and further determine whether the vehicle
is credible. Because we try to calculate the direct trust of
vehicle node based on the historical security events, we
will discuss how to analyze the recorded historical events
in detail.

3.1.1 The security vector model

The VANET can support plenty of applications. For the
inherent characteristics of the vehicle, the security events
of the vehicle node are very complex. There are a large
number of security events. But these security events
can be classified into several types, for example: physi-
cal security events, information privacy security events,
information-disruptive events, et al. Therefore, security
behaviors of the vehicle node can be subdivided. All secu-
rity behaviors of the vehicle are classified to a security
event type VANET _Event,. We now introduce the secu-
rity vector.

Definition 1. The security vector is defined by the
following:

Security_Vector =< VE;,VE,, ..., VE, > (1)
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All vehicle node security events are classified based
on the security vector, and each event belongs to a cor-
responding security component E;. Each security com-
ponent, respectively, reflects the security level of the
corresponding security events.

The security vector can reflect the security level of
the vehicle nodes. In VANETs environment, the secu-
rity events of the vehicle nodes are very complex, and
how to classify the security events is also very complex.
An accurate security component partition can reflect the
security of the vehicle more accurately. For example, per-
sonal security events should have a higher level compared
to other security events, and information privacy secu-
rity events should have a higher level compared to the
interference events.

3.1.2 Trustevaluation based on the historical security
events

In VANETS, security evaluation based on the historical

events is an important part of the direct trust evaluation. If

there is no insecure event of the vehicle node in the record,

the vehicle node is trustworthy to some extent.

Vehicle nodes and roadside fixed access points need to
exchange application data and other information with AU,
so AU can evaluate the security of the vehicle node. The
security event information of vehicle node is saved on
the local server, and AU can evaluate the vehicle node
based on the information. The evaluation data has its own
specific format as follows:

Event= {VID, AUID, VANET_Event, EventID, Security, Time} sig,;;
)

where VID and AUID represent the ID of the evaluated
node. VANET _Event represents the security event com-
ponent. EventID represents the security event ID. Security
represents the security value of the vehicle node. Time
represents timestamp of the system. sigsy; represents the
private key signature of AU.

Definition 2. Vehicle historical security degree VHS:

1
Py, = - Z(Eventj.Security), Event;. VANET _Event is Ei (3)
j

where Security; represents the security degree evaluated
by AU. n represents the number of events belonging to E;.
The events long before may have little relevance to current
security. Therefore, only recent events are considered. The
‘period of validity’ of the events can be decided by the AU
owner. P, can represent the average security degree of a
vehicle node evaluated by AU.

The time complexity of the direct trust evaluation
method is O(n). n is the number of recent history events.
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3.2 Security authentication based on indirect trust
evaluation

When a group of vehicles form a wireless network to
communicate information with each other, the vehicle
nodes in the network have the right to determine whether
to accept the new vehicle node. The vehicle network
is largely similar to the interpersonal network. In inter-
personal network, the acceptance of a new node mainly
depends on the trust value and the recommendation of
other individuals. Therefore, the trust value of the vehicle
node depends on the recommendation trust from other
nodes in the network. However, some selfish vehicle nodes
in the VANET may maliciously deny the new vehicle node.
The condition is unfavorable for the VANET. We need
to distinguish the malicious nodes before calculating the
indirect trust value. Based on above analysis, we propose
an indirect trust evaluation method. In the indirect trust
evaluation, we make use of the correlation coefficient of
the recommendation trust value to distinguish the mali-
cious nodes. All the recommendation trust values from
the malicious nodes are removed. We do not take the
suggestion of malicious nodes into consideration when
calculating the indirect trust value.

3.2.1 Therecommendation trust vector model

The security behaviors of vehicle nodes are diverseness
and complexity. The security behavior of vehicles gener-
ally include: safety drive, information security, informa-
tion authenticity, information accuracy, etc. All security
behaviors can be quantized. The recommendation node
scores the access node in each security behavior. All the
scores are stored in a vector. The vector is called recom-
mendation trust vector in our paper.

Definition 3. The recommendation trust vector is
defined by the following:

Trust_Vector, = (P§{ (), Pas (), ..., Pas(t)) (4)

It represents recommendation trust vector from node
X to node B. X denotes the X" recommendation node,
and B denotes the node to be evaluated. S; denotes the ith
type of security event. Pg(iB () is called the trust compo-
nent. The trust component denotes the score for a type
of security behavior. The score from a vehicle node may
change with time. A vehicle node may give a different
score for the same access node at different time. There-
fore, we give each score a timestamp. ¢ represents the
specific timestamp when node X gives the score.

In VANET, the score from different recommendation
nodes is quite different and denotes the subjective will of
each recommendation node. Some vehicle nodes in the
VANET may maliciously give a low score to the vehi-
cle node. However, the maliciousness can be detected
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by analyzing each recommendation trust component Pg;
carefully. In this way, we can evaluate the trust of the vehi-
cle node more accurately. The detail will be discussed in
the next section.

3.2.2 Trust evaluation based on the recommendation trust
value

The score from recommendation vehicle nodes may not
consist with the real behavior of the new accessing node.
VANET is an open network and faces many risks. Some
inner and outer factors may cause some node to become
selfish and malicious. In general, we can divide the recom-
mendation node into two types: general recommendation
node and malicious recommendation node. The inconsis-
tency is mainly caused by the malicious recommendation
node. To eliminate the influence of malicious recommen-
dation nodes, we propose a malicious recommendation
node detection method. Firstly, the method calculates the
average recommendation trust vector. The average rec-
ommendation trust vector can be obtained by calculating
the mean score of each trust component. Then, by ana-
lyzing the correlation coefficient between average recom-
mendation trust vector and recommendation trust vector
of each recommendation node, we can detect the mali-
cious recommendation node. The recommendation nodes
that have a relatively larger deviation are the malicious
recommendation nodes. The average recommendation
trust vector can be calculated by the following:

Trust_Vector,‘wmi_,)e = (Pg1 (o), sz(t), o me (t)) (5)

where me ) = % Y xenetwork [Pgi(t)] , x denotes the xth
recommendation node, and # represents the number of
recommendation nodes.

All existing vehicle nodes in the VANET should send
their recommendation trust vectors. A vehicle node can
send a blank vector to give up the right. After receiving
the recommendation trust vector from all vehicle nodes
in the VANET, we need to compare each recommenda-
tion trust vector with the average recommendation trust
vector. In this way, we can distinguish malicious recom-
mendation nodes. Linear interpolation method is a basic
method to solve the problem. However, this method is
obviously not able to accurately distinguish the malicious
recommendation nodes. Therefore, we will adopt a cor-
relation coefficient based method to solve the problem.
Firstly, we will introduce the definition of the correlation
coefficient:

Definition 4. (Correlation coefficient) The correlation
coefficient p is an index which represents the degree of
correlation between variables. The correlation coefficient

is larger than —1 and smaller than 1. When the value of
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|p| is large, the error Q is small; and the linear correla-
tion degree between variables is high. When the value of
|p| is small, the error Q is large; and the linear correlation
degree between variables is low. When there are two sam-
ple functions X and Y, the cross-correlation of X and Y can
be calculated by the following:

Zl 1 X — X)(Y; - Y)
\/Zz I(X X)Z\/Zl 1(Y Y)2

(6)

To express our work more concisely, we employ
T_Vinstead of Trust_Vector in the rest of our paper. The
correlation coefficient between average recommendation
trust vector and a single vehicle node recommendation
trust vector can be calculated by the following:

CoV(T_Va, T_Vy) = E(T_Vy, T_Vy) — E(T_V)E(T_Vy)
(7)

_ Cov(T_V,, T _V,) ®)
P9 = DT VDT Vy)

To distinguish the malicious nodes, we will do a quan-
titative comparison based on the correlation coefficient.
We set two thresholds to divide the range of |p| into three
intervals. Then, we determine whether the vehicle node
is in a trusted state. Suppose the two thresholds are Ap;
and Apy . The three intervals are (0,1 — Ap; — Aps],
(1= Ap1 — Apz,1 = Apy],and (1 — Apy, 1).

® When the correlation coefficient p,; of T_V, and
T _Vy, belongsto (1 — Ap1,1),T_V,and T_V,, are
close to linear correlation. Therefore, we can consider
that the node recommendation trust consists with
the average recommendation trust. We think the
recommendation trust of the node is reasonable. The
recommendation node is not a malicious node.

e When the correlation coefficient p,s of T_V, and
T_Vy belongs to (1 — Apy — Apa, 1 — Api], the
linear relationship between T'_V,, and T_V/, is not so
obvious. Therefore, the reasonableness of the
recommended trust value needs a further discussion.
We introduce a norm method to discuss
reasonableness of the recommendation trust. The
single recommendation trust vector and average
recommendation trust vector are normalized by
using the following equations:

\T_Vall = VT Vi, T_Ve = |[PXE@2 + PR (02,...., P (12
©)
IT_Vall = VTV T_Vq = [ PB (0 + Py (002, ..., PE, ()2

(10)
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The deviation between | T_V,|| and ||T_V,|| can be
calculated by the following:
ANT_VI=IIT_Vull = IT_Valll (11)

We set the minimum deviation of normalized trust

vector as || T_V||;nin When A|T_V| > |IT V||mln ,
we think the recommendation node is not trusted.
Otherwise, the deviation is small. We think that the
recommendation node is in a temporary trusted state.

e When the correlation coefficient p,5s of T_V, and
T_V, belongs to (0,1 — Ap; — Ap2], T_V, and
T_V, do not show a linear relationship. Therefore,
we can consider that the deviation is very large. We
think the recommendation trust value of the node is
unreasonable. The recommendation node is a
malicious node.

The value of Ap; and Apy can be adjusted according to
the actual situation. We will discuss the problem in the
experimental section.

3.2.3 Therecommendation trust

After distinguishing the malicious nodes, we can obtain
the unreasonable recommendation trust vector. The
unreasonable recommendation trust vectors should be
abandoned. When calculating the average recommenda-
tion trust value, we just use the reasonable recommenda-
tion trust vectors. The formula is as follows:

Trust_Vectory = <P§1 ), PE,(t), ... ,P§<(t)> (12)

]
where Trust_Vectorg is the average recommendation trust
vector from other vehicle nodes. The trust value of the
target node can be evaluated according to the above
equation. Then, whether to accept the access node can be
determined based on the vector.

The time complexity of the average recommendation
trust vector calculation is O(m*n). # is the number of
recommendation nodes, and m is the number of secu-
rity event type. The time complexity of the correlation
coefficient calculation is O(m*n). The time complexity
of the malicious node detection is O(n). The time com-
plexity of the final recommendation trust calculation is
O(m*n). Therefore, the time complexity of the indirect
trust evaluation method is O(m*n).

4 Experimental results

We proposed a security authentication method based on
trust evaluation. The method is composed of two parts:
Firstly, direct trust evaluation is presented based on his-
torical security event record. Secondly, the vehicle nodes
in the network can determine whether to accept the new
vehicle node. To verify the effectiveness of our method,
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we implement our method in Matlab and conduct experi-
ments on it. The following sections first outline the exper-
imental setting. We then discuss the results and show the
advantage of our method.

4.1 Experimental setup

The physical machine configurations of our experiments
are as follows: CPU core is i3-2310M 2.10 GHz, RAM is
2 GB, and operating system is Windows 7. The method is
implemented in Matlab 7.1.

There are 80 target nodes when we do the direct
trust evaluation simulation experiment. Then, all the
security events are divided into five levels in the secu-
rity settings, and the security weights are as follows:
0.1,0.15,0.2,0.25,0.3. The security degree of target nodes
is calculated as follow:

Security; = 0.1VE1 +0.15VEy +0.2VE3 +0.25VE4 +0.3VEs
(13)

There are 20 recommendation vehicle nodes when we
do the indirect trust evaluation simulation experiment. All
the security events are divided into five levels, and their
security weights are as follows: 0.1,0.15,0.2,0.3,0.35. The
security degree of target nodes can be calculate by the
following:

Trustg =0.1P§, (£) + 0.15P%, (£) + 0.2P%;(£) + 0.3P%,(t) + 0.35P5;(¢)
(14)

4.2 Experimental results

To verify the accuracy of the proposed method, we discuss
the result from two aspects. We first study the results on
direct trust evaluation experiment. Then, we discuss the
results on indirect trust evaluation experiment.

4.2.1 Direct trust evaluation

Figure 1 shows the security degree distribution of the 80
nodes, and Figure 2 shows the number of nodes that can
be trusted in after the minimum accepted security degree
has been selected.

1
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Figure 1 Distribution of security degree.
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Figure 2 Trusted node number.

As shown in Figure 1, on various security degrees, how
to distinguish the security of nodes is relatively obvious.
As shown in Figure 2, the security degree of most nodes
is greater than 0.5. When the minimum accepted secu-
rity degree is 0.2, there are 79 nodes than can meet the
security demands. When the minimum accepted secu-
rity degree is 0.4, there are 68 nodes that can meet the
security demands. When the minimum accepted secu-
rity degree is 0.6, there are 39 nodes that can meet the
security demands. When the minimum accepted security
degree is 0.8, there are 11 nodes that can meet the security
demands.

After calculating the security degree of the nodes, you
can decide the appropriate minimum accepted security
degree based on the actual situation.

4.2.2 Indirect trust evaluation

To study the performance of our indirect trust evalua-
tion method (ITE), we compare ITE with an indirect trust
evaluation method without malicious nodes detecting
(WMD). Different from ITE, WMD does not detect mali-
cious nodes and remove the malicious recommendation
trust vectors.

When we evaluate the node by using ITE, all existing
vehicle nodes in the VANET should send their reccommen-
dation trust vectors. The correlation coefficient values of
all recommendation trust vectors are shown in Figure 3.

As shown in Figure 3, there are four nodes whose
recommendation trust vector correlation coefficient is
smaller than 0.6. There is a high chance that the four
nodes are malicious nodes and may reject new nodes
viciously. Among 20 recommendation nodes, there are
16 recommendation nodes whose recommendation trust
vector correlation coefficient is larger than 0.6. It indicates
that trust vectors from these 16 recommendation nodes
consist with the overall distribution of trust vector. There-
fore, there is a high chance that these recommendation
nodes are not malicious. Therefore, we set Ap; = 0.4 and
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Apz = 0.2. The larger Ap; and Ap; are, the lesser recom-
mendation nodes that can meet the demands. In the real
environment, the value of Ap; and Apy can be adjusted
according to the actual situation.

Figure 4 shows the trust degree of the ten target nodes.
We set Ap; = 0.4 and Apy = 0.2. As shown in Figure 4,
when employing ITE, the trust degree of the targets nodes
is higher than WMD. That is because LTE employs corre-
lation coefficient for distinguishing the malicious recom-
mendation trust vector. LTE abandons the unreasonable
recommendation trust first when calculating the final
trust degree. As shown in Figure 4, there are nine nodes
whose trust degree is greater than 0.6, there are seven
nodes whose trust degree is greater than 0.7, and there are
six nodes whose trust degree is greater than 0.8. A higher
trust degree means more nodes in the network trust the
new node. Therefore, there is higher chance that the node
is more trustworthy than other nodes. As we can see from
the above discussion, our method can accurately evaluate
the vehicle nodes.

5 Conclusions

Because of the openness of VANETs, the network needs
to face many security risks. If a new vehicle node wants
to access the VANET, we need to validate the new vehicle
node to improve the security of the VANET. We propose

1
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Figure 4 Trust degree.
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a security authentication method based on trust evalua-
tion. Firstly, when a vehicle wants to access the Internet
through the roadside base station, we evaluate the access
node by employing the direct trust evaluation. Based on
the historical security event record, the direct security
degree of the new vehicle node is determined. When a
group of vehicles form a wireless network to communicate
information with each other, we adopt the indirect trust
evaluation mechanism to evaluate the new vehicle node.
All vehicle nodes in the network can determine whether
to accept the new vehicle node. Each node sends a vector
to show its recommendation trust value. Based on the cor-
relation coefficient, we distinguish the malicious vehicle
nodes and remove all recommendation trust value from
the malicious vehicle nodes. Then, the indirect trust value
is calculated by averaging all the remaining recommenda-
tion trust values. Simulation results show our method can
accurately validate the vehicle node.
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