View metadata, citation and similar papers at core.ac.uk

Hindawi Publishing Corporation
Mathematical Problems in Engineering
Volume 2014, Article ID 630421, 11 pages
http://dx.doi.org/10.1155/2014/630421

Research Article

brought to you by .{ CORE

provided by Crossref

Hindawi

A Digital Signature Scheme Based on MST; Cryptosystems

Haibo Hong, Jing Li, Licheng Wang, Yixian Yang, and Xinxin Niu

Information Security Center, State Key Laboratory of Networking and Switching Technology,
Beijing University of Posts and Telecommunications, Beijing 100876, China

Correspondence should be addressed to Licheng Wang; wanglc@bupt.edu.cn

Received 5 December 2013; Revised 13 March 2014; Accepted 14 March 2014; Published 20 May 2014

Academic Editor: Wang Xing-yuan

Copyright © 2014 Haibo Hong et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

As special types of factorization of finite groups, logarithmic signature and cover have been used as the main components of
cryptographic keys for secret key cryptosystems such as PGM and public key cryptosystems like MST;, MST,, and MST;. Recently,
Svaba et. al proposed a revised M ST} encryption scheme with greater security. Meanwhile, they put forward an idea of constructing
signature schemes on the basis of logarithmic signatures and random covers. In this paper, we firstly design a secure digital signature
scheme based on logarithmic signatures and random covers. In order to complete the task, we devise a new encryption scheme based

on MST; cryptosystems.

1. Introduction

With the interdisciplinary development of information sci-
ence, physical science, and biological science, a lot of new
technology appeared in the field of cryptography and has
made new progress. The new branches of cryptography
mainly consist of quantum cryptography, chaotic cryptogra-
phy, DNA cryptography, and so forth. The security of quan-
tum cryptography is based on the Heisenberg uncertainty
principle. Quantum cryptography is the only one that can
realize unconditional security at present [1-4]. Matthews [5]
firstly applied chaos theory in cryptography and proposed
a chaotic stream cipher scheme based on revised logistic
map. From then on, chaotic cryptography has attracted wide
attention [6, 7]. Most of the researches in chaotic cryptog-
raphy focus on secret key cryptography. With the recent
constructions due to Wang et al. [8-14], chaos-based public
key cryptographic protocols come to us. DNA cryptography,
which utilizes DNA computing, is a new branch of cryptog-
raphy in recent years [15, 16]. Using the high storage density
and high parallelism of DNA molecular, DNA cryptography
can realize the encryption, authentication, signature, and so
forth [17].

Meanwhile, cryptographers look forward to applying new
intractable mathematical problems in classical cryptography.
Currently, most public cryptographic primitives are based on

the perceived intractability of certain mathematical problems
in very large finite abelian groups [18]. Prominent hard prob-
lems consist of the problem of factoring large integers, the
discrete logarithm problem over a finite field F, or an elliptic
curve, and so forth. However, due to quantum algorithms for
factoring integer and solving the discrete logarithm problem,
most known public-key cryptosystems will be insecure when
quantum computers become practical. Therefore, it is an
imminent work to design effective cryptographic schemes
which can resist quantum attacks. Actually, since the 1980s,
several experts have been trying to design new cryptography
schemes based on difficult problems in group theory. In
1985, Wagner and Magyarik [19] proposed an approach
to designing public-key cryptosystems based on groups
and semigroups with undecidable word problem. In 2000,
Ko et al. [20] developed the theory of braid-based cryptogra-
phy based on the hardness of the conjugator search problem
(CSP) in braid groups. In 2004, Eick and Kahrobaei [21]
proposed a new cryptosystem based on polycyclic groups. In
2005, Shpilrain and Ushakov [22] suggested that Thompson’s
group may be a good platform for constructing public-key
cryptosystems. Recently, Kahrobaei et al. [23] proposed a
public key exchange on the basis of matrices over group rings.
Meanwhile, an active branch of noncommutative cryptogra-
phy based on the hardness of group factorization problem has
achieved great success during the last two decades. In 1986,
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Magliveras [24] proposed a symmetric cryptosystem PGM
based on a special type of factorization of finite groups
named logarithmic signatures for finite permutation groups.
Then, the algebraic properties of logarithmic signatures and
cryptosystem PGM were specifically discussed in [25, 26].
In 2002, Magliveras et al. [27] put forward two public key
cryptosystems MST; and MST,. In 2009, Lempken et al. [18]
designed a new public key cryptosystem MST; on the basis
of random covers and logarithmic signatures for nonabelian
finite groups. Meanwhile, there are some interesting papers
studying attacks on MST,;, MST,, and MST; [28-33]. In
2010, Svaba and van Trung [34] constructed an eMST;
cryptosystem by adding a homomorphism as a component
of secret key. However, until now, there is no paper on
constructing digital signature schemes on the basis of MST
cryptosystem. Hence, Svaba and van Trung put forward
an open problem on constructing digital signature schemes
based on random covers and logarithmic signatures.

Our main contribution is to devise a digital signature
scheme based on random covers and logarithmic signatures.
In this process, we also construct a secure and more efficient
encryption scheme based on MST; cryptosystems.

The rest of contents are organized as follows. Necessary
preliminaries are given in Section 2. In Section 3, we specif-
ically describe a new encryption scheme and give corre-
sponding security analysis. In Section 4, we propose a digital
signature scheme based on random covers and logarithmic
signatures; The related comparisons and illustrations are
presented in Section 5.

2. Preliminaries

2.1. Cover and Logarithmic Signature. Let G be a finite
abstract group and let X = [x,x,,...,x, ] and Y = [y, y,,
.., ¥,] be two elements in G'*!. Then

X®Y = [X1¥1see s X1 Vo Xa Vs e e o3 Xa Vs ee s Xp Voo e s X, V5] -
@
If X = [x5,...,x,] € G%), X denotes the element Y, x; in

the group ring ZG.

Definition I (cover and logarithmic signature [18, 27]). Sup-
pose that & = [A},A,,..., A ] is a sequence of A; € G'Z,
such that }';_ |A;| is bounded by a polynomial in log |G|. Let
A_IA_ZA_S= Zagg, agGZ. (2)

g€G

Let S be a subset of G. Then « is
(i) a cover for G (or S) ifag >0forallge G(ge),

(ii) a logarithmic signature for G (or S) if a, = 1 for every
geG(gel).

The sequences A; are called the blocks; the vector (ry,
...,ry) with r; = |A;| is the type of o and the length of « is
defined tobe l(a) = Y7, 7;.

More generally, if & = [A},A,,...,A,] is a logarithmic
signature (cover) for G, then each element g € G can be
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expressed uniquely (at least one way) as a product of the form
(18]

g=a,-ay - as (3)

fora; € A;. o is called tame (factorizable) if the factorization
above can be achieved in polynomial in the width w of G.

Definition 2 (cover (logarithmic signature) mappings [35]).
Leta =[A,A,,..., A ] beacover (logarithmic signature) of
type (ry,15,...,75) for Gwith A; = [a;,,a,,,...,a;, ], where

m = [],_,r;. Letm; = land m; = H;_:llrj fori=2,...,s. Let
7 denote the canonical bijection

1: 2, X2, X XL, — 2,

. . = (4)
T (s jor-orJs) = Z]i'mi'
i=1

Then the surjective (bijection) mapping &' : Z,, — G
induced by « is

o (x) = ayj, @y, ay, )

where (jy, fo -5 js) = T (x).

2.2. MST; Cryptosystems and Suzuki 2-Groups. In [18],
Lempken et al. utilized logarithmic signatures and random
covers to construct a generic MST; encryption scheme. In
this scheme, the public key consists of a tame logarithmic
signature as well as some random numbers, and the secret
key is composed of a random cover and a sandwich trans-
formation of the cover [27]. The intractability assumptions of
this scheme are group factorization problem on nonabelian
groups.

Furthermore, motivated by attacks in [31], Svaba and
van Trung devised an enhanced version of the generic
scheme [34] named eMST; cryptosystems. In this scheme,
they introduced a secret homomorphism to mask the secret
logarithmic signature with a transformation of a random
cover. Meanwhile, they proposed a new setup with random
encryption.

Until now, the only instantiation of MST; cryptosystems
is a Suzuki 2-group of order ¢* with g = 2™ (m > 3) [18, 34].
From [34], the Suzuki 2-group of order g* can be denoted by
A(m, 0), where 0 is an automorphism of [Fq with an odd order.
Moreover, the group A(m, 0) can be represented by a matrix
group G and

G={S@b)|abeF}, (6)
where
lalbd
S@aby=(01 d° (7)
00 1

is a 3 x 3 matrix over F,. Hence, G is of order g* and the
center Z(G) = {S(0,b) | b € Fq}. Besides, to store the group
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elements conveniently, S(a, b) can be denoted by (a, b, ae), SO
the product of two elements in group G is

S(a;,b,)S(ayb,) :S(al,bl,a?)S(az,bz,ag) ©

= (al +a,,b +b, +a1a29,a(19 +a6),

and the computation of the product just requires a single
multiplication and four additions in [,.

Furthermore, the inverse of an element in group G is

S(a, b, ag)_l =S (a, a®a+ b, ae) =S (a, a%t 4 b, ae) ,
9)

and it also requires a single multiplication and one addition
inF,.Ifg = S(x,y) € Gand x,y € F,, then x and y can
be denoted by g, and g,,,, respectively. Hence, g = S(g.,> 9.4)>
where g, and g, are the corresponding projections of g along
the first and second coordinates.

3. Building Block: A New MST,
Encryption Scheme

Through comparison and analysis, we find that it is rather
difficult to devise signature schemes based on the two MST;
encryption schemes [18, 34]. Therefore, in order to complete
the task, we design a new encryption scheme based on
logarithmic signatures and random covers. In our scheme,
the original secret key f becomes a component of public
key, and the encryption process is also simplified. Meanwhile,
compared with original schemes, our scheme has a bit
improvement in efficiency.

3.1. Description of the Scheme

Key Generation

Input: alarge group G = A(m,0), g = 2"

Output: a public key [a,y, f] with corresponding
private key [, (¢, - . .,t,)].

(1) Choose a tame logarithmic signature § = [B;,

B,y,..., B = (b;) = (5(0, b)) of type (ry, 155 ... 7)
for Z, where b; € G and b)), € F,.

(2) Select a random cover ¢« = [A,A,,...,A,] =
(a,-j) = (S(a(,»j),a,a(ij)_b)) of the same type as (3 for a
certain subset J of G such that A;,..., A, € G\ Z,
where a;; € G, g, € F,\ {0}, and a;;;),, € F,.

(3) Choose ty, t;,...,t, € G\ Z.

(4) Construct a homomorphism f: G — Z defined
by f(S(a,b)) = S(0,a).

(5) Compute y := (hij) = (S(h(ij),a,h(ij).b)),where h; =
toy - fay) byt

(6) Output public key [«,y, f] and private key
[ﬁ) (t()> ceed tg)]'

3
Encryption

Input: a message x € Z and the public key [a, y, f].
Output: a ciphertext (y,, y,) of the message .
(1) Choose arandom R € Z 4.
(2) Compute

N = (X, (R) -m,

7 =7 ® (10)

=t,' (o' R)- B (Rt

(3) Output (y;, ¥5)-
Decryption

Input: a ciphertext pair (y,, y,) and the private key
[Brtgs---»tsl.

Output: the message m €
ciphertext (y;, ¥,).

(1) Compute R = B/ (3t f(31) ' to).
(2) Compute m = o (R Y-

Z corresponding to

(3) Output m.
Correctness
Form e Z andR € ZISZ‘“I’ we have
Y = o (R)-m,
Y2 = Y’ (R)
= bty f (@)t byt f (ag,) 1
= biybog, byt f (@, ag, )
=B R) 1" f (o (B)) -1,
=B (R)-t;" - f(a' (R)-m)-t,
=B Rt f )t

=B R =yt fOn) " to;

(1)

then using B'~' we can recover the random number R
by

g (ﬁ, (R)) =g (J’zts_lf(J’1)7lto) =R (12)

Consequently, using y; we can recover message 1 by

m=a (R)" Y. (13)



3.2. Security Analysis

3.2.1. Attack on Private Key. (a) In general, the adversary tries
to obtain 8 and (t,, t,) from the equation

ﬁ (R)=y," t; 'f()’I)_ “tos (14)

whereR € Z4, y, = o' (R)-m, Y, = y'(R), andf(yl)_1 eZ.

The adversary mainly attempts to compute enough values
B'(R;) in order to construct 3 using the corresponding
conclusion in [27]. If B is of type (1,15, .., 7,), then one can
construct a logarithmic signature equivalent to f3 by using
n selected values B'(R;), where n = 1 — s + Y;_ 1y Let
{R,R,,...,R,} be a collection of random numbers chosen
by the adversary. Then

B (R;) = yiztglf(yil)_lto

-1 _
= f(y1)" yat; to

where y;, = a'(R;) - m, y;, = Y'(R,), and f(y;,)"" € Z. Note
that in the equation above, f(y,)”" and y,, are known and
ﬁ'(Ri) € Z; then we have

-1 _
fOn) yotitye

=1ty € tsyi_zlf(yil)z'

Since t, € G\ Z, there are q° — q possibilities for ¢,. If ¢, is
chosen, from t, € t.y,,' f(y;;)Z, there are q possibilities for
t,- Hence, there are g(q* — q) suitable pairs (,, ). Besides,
for each solution pair (¢, t,), there are q equivalent solutions
(to2,t,z) with z € Z. Consequently, there are q* — q different
solutions, so the success probability of the attacker is 1/g(q —
1).

(b) In this attack, an adversary mainly wants to utilize
equivalent secret key [B%,(t;,...,t;)] to replace the real
secret key [f3, (ty,...,t,)]. From [34], we can see that the
adversary only needs to let ] = t;z; (1 <i < s) and b; = b;;;
(I1<i<s1<j<n)forz;,c; € Z.Sofor the first block of
y, we have

(15)
i=1,...,m,

(16)

hy = byt zof (ar;) - (17)
Let b)) = id; then ¢; = b;; we have

;_lzof (an)t

= bl*l ty ! (an)( 151120) == t = 116112

hy = bl*lcllt

hyj = bl] 'z f (a1]) (Hienzo) j=2....m,

-1
* _ *—1 * _ _
b = byjaj = hyjt, f(alj) ty = aj=cy =by,

) . (18)
anzof (an)t, =t = 1,6,012,

hy = byenty
h _ b *—1 * .
2j = Oyt mzof (azj) tenzy Jj=2...51

* *— -1 *
by = b = hyt, lf(azj') t =06j=0; =by
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We can get that ;; = ¢; = b, foralli = 1,...,s. If we denote

Gj = ¢ thent] = tzZon:1Ck- Consider

Y R) =B (Rt," f (o (R) 1

*x—1 —1 ! % S
B Rty 2y  f (o (R)) ] zok]}k )

(# @[T )@ w)e.

Let B'(R) = b by, by, B = (b)), and b = byq for
¢ € Z;then
ﬁ ( ) blxlexz ’ bxS
=b, b R e
lx1 ZxZCZ XS (20)

=B (R HCk-
k=1

Since B* is tame, so the adversary can use forgery secret
key [B*,(ty,...,t])] to recover the random number R.
Meanwhile, from conclusions in [31], as there are g = |G/ Z]|
possible choices for t, in t,Z, the complexity for this attack is
0(q). Since the center Z of Suzuki 2-group has a large order
g, so the attack is computationally infeasible.

3.2.2. Attack on Ciphertext

OW (onewayness). In the stage of encryption, from the
equation y, = a'(R) - x, we can get that x = o« (R)!
Hence, if the adversary wants to recover message x, he either
directly seeks the random number R or recovers R from y' (R).
However, since q is large enough and y’ is a one-way map, so
the attack is computationally infeasible.

IND (indistinguishability). Although we cannot give a formal
proof on the indistinguishability of the scheme, we would like
to analyse it in a heuristic manner. Suppose that (y;, y, ) is the
ciphertext of m, or m,, where y* = o' (R) - ms, y; = y'(R),
0 = 0 or1,m,, and m, are randomly selected by the adversary.
Then we can analyse the following two cases:

v, =y (R),

v =7 (R).

Y = o (R) - my
! ! ! (21)
Y=« (R )~m1

Since R and R’ are randomly selected, and they admit the
same distribution, thus, R and R’ are statistically indistin-
guishable for the adversary. It can be denoted by R =~ R'.

Meanwhile, since &' and B’ are both one-way maps, so we
can get that o' (R) = o' (R') and y'(R) = y'(R'). Besides, since

my = my, SO o' (R) - my = o (R") - m,. Consequently, we can

get that (y,, y,) = (3], 7})-
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4. A Digital Signature Scheme Based on
the New MST, Cryptosystem

In this section, we utilize the encryption scheme above to
construct a digital signature scheme based on random covers
and logarithmic signatures.

4.1. Description of the Scheme

Key Generation
Input: alarge group G = A(m,0) and g = 2"
Output: a public key [«, y, f, H] with corresponding
private key [, (¢, .. .,t,)].
(1) Choose a tame logarithmic signature 8 =

[B,B,,...,B] (b)) = (8(0,b,)) of type
(ri>13,..., 1) for Z, where b; € Gand b, € .
(2) Select a random cover & = [A},A,,...,A] :=

(a;) = (S(agjy.q> aijye)) of the same type as 3 for a
certain subset J of G such that A;,...,A, € G\ &,
where a;; € G, a5, € F;\ {0}, and a;;),, € F,.

(3) Choose t, t1,...,t, € G\ Z.

(4) Constructahomomorphisms f : G — Z defined
by f(8(a, b)) = 8(0,a).

(5) Computey := (h;) = (S(hyj).a> hijp))> Where hy; =
t - flay) by t;.

(6) Define a hash function H: Gx G — G.

(7) Output public key [a,y, f, H] and private key
(B, (tg,...»t )]

Signature

Input: a message m € G and private key [S, (¢,
oot

Output: signature g = (S}, S,).

(1) Randomly select z € Z and compute a random
element r = talzts €G.Letg, =1,¢ = H(m,1).

(2) Compute S, = ,BH(f(cl)f1 N AR t;l) and S, =
«(S)7 ¢

(3) Output o = (54, S,).

Verification

Input: the message m € G, signature o = (§,,S,), and
public key [«, y, f, H].

Output: 0 or 1.

(1) Compute A = oc'(Sl) - S, and B = H(m, y'(Sl) .
F(Sy).

(2) If A = B, output I; otherwise output 0.

Correctness. For a given message m € G,
Y (S,) = tSI f (0‘, (Sl)) B(Sy) -t

=8, =7 (£ (5) "t (5)1).
(22)

Meanwhile, $; = B/ (f(c)) "ty ¢, -t ) and ¢ = &/ (S,)-
S,.
Hence,

£ (8)) " -ty (8) -1

=f(C1)_1'to“‘2't;1

:f((x'(Sl)~Sz)_1-t0~cz-t;1

(23)
= £(od (5) " o (f(8)" ) 1!
=7 () =f(S) " ¢
=6 =7 (8) f(S)-
Consequently, we have
H(m.c)=q
(24)

= H(m, Y (S1)- f(sz)) =d (81)-$,.

4.2. Security Analysis

4.2.1. Attack on Private Key. (a) Compared with the encryp-
tion scheme in Section 3, we add a secure hash function in
the signature scheme. Hence, analysis of the security of the
signature scheme is similar to that in the encryption scheme.
In the signature scheme, the goal of the general attack is also
to determine 8 and (t, t,) from the equation

/3, (R) = J’zts_lf()’l)_ltw (25)

where y, = o' (R) - x, Yy = y'(R), and f(yl)_1 € Z. Let
{R,R,,...,R,} be a collection of random numbers chosen
by the adversary. Then we have

B (R;) = ints_lf(yil)_ltO

= f(yil)_lyiztglto’

(26)

where y,; = «'(R,) - X, y, = y'(R,), and f(y;;)”" € Z. Then

-1 _
f(ya) intsltO €Z

=1t € tsyi_zlf(yil) Z.

(27)

As described in Section 3, there are g* — g different solutions;
the success probability of the adversary is 1/g(q — 1).

(b) In our signature scheme, we construct a ciphertext
pair (¢;, ¢;) then obtain the signature o = (S,, S,) by decrypt-
ing the pair (¢, ¢,). Therefore, analysis of the equivalent key
is similar to that in Section 3. In this attack, an adversary
mainly wants to utilize equivalent secret key [B%, (tg,...,t])]



to replace the real secret key [, (to,...,t,)]. As described in
Section 3, for a random number R € Z, 4,

Y R) =B (Rt f (o (R) £,

B Rty 2o f (o (R)) ] zogck 08)

- (ﬁ' (R) Hck> ty f (o (R)) .
k=1

Let f'(R) = by by, -+~ by, and 7 := (b)), b; = by;c;; then

X ij“i>

BT (R)=b by, by,

= by 010y, 6 by

sxCs

(29)
= ﬁl (R) HCk.
k=1

Consequently, the complexity for this attack is O(gq). While,
due to the center Z of Suzuki 2-group having a large order g,
so the attack is computationally infeasible.

4.2.2. Unforgeability. Suppose that Eve attempts to forge a
message-signature pair (m”*, Sy, S;) such that

w(s))-S;=H(m' ' (S)-£(5)).  (0)

Case 1. Eve chooses a random number S} € Z,5 and S € G
then computes a(Sy) - S; and y(S}) - f(S5). If Eve can get a
message m” satisfying the above equation, then he can answer
the preimage of hash function H, but it is infeasible since H
is a secure cryptographic hash function.

Case 2. Eve randomly selects two elements m” € Gand S; €
G and computesc, = H(m",¢;'). In order to obtain a valid S},
Eve selects ¢ and computes y = H(m",¢" - f(S5)) - (S, YL
Getting a right S} such that a(S;)-S; = H(m", y'(Sf) -f(S3))
is equivalent to solving the equations ¢ = y'(S}) and y =
o' (S}). Since & and y' are both one-way functions, so Eve
cannot answer right S; by considering the corresponding
ciphertext (c,", y).

Case 3. Eve randomly chooses one pair (m”,S]) and r €
Z then computes S; = oc'(S;*)_1 - H(m*,y'(S;) - r). If
f(S3) = r, then Eve can forge one valid signature. Note
that the probability of this case is Pr[f(S;) = r] = 1/q for
|Z| = q.Since g is large enough, this attack is computationally
infeasible.

5. Comparisons and Illustrations

5.1. Comparisons. In this subsection, we compare eMST;
encryption scheme in [34] and our encryption scheme on
number of basic operations. Then, we make further efforts
to show the performance of our signature scheme. We
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summarize the number of basic operations (addition (ADD),
multiplication (MULT), exponentiation with 6 (EXP(0)),
etc.).

Table 1 shows the number of operations required for
eMST; scheme and our scheme. The corresponding opera-
tions are namely addition (ADD), multiplication (MULT),
exponentiation with 6 (EXP(0)), generation of m-bit random
R (PRNG) [36], and factorization of ,B'(R) € Z with respect
to a logarithmic signature 3 using the Algorithms 9, 10, and
11 (FACTOR) [34].

Table 2 presents the number of operations required for
public key and secret key. The corresponding operations
are, namely, addition (ADD) and multiplication (MULT)
generation of m-bit random R (PRNG) [36].

For example, when s = 26, v = 52, the number of
multiplication for secret key f§ is 1792 and the number of
generation of m-bit random R is 760; when s = 23, v = 44,
the number of multiplication for secret key 8 is 2688 and the
number of generation of m-bit random R is 948; when s = 20,
v = 58, the number of multiplication for secret key f3 is 4864
and the number of generation of m-bit random R is 712.

Table 3 indicates the performance of the signature
scheme. Table 4 indicates parameter size in our schemes.
Here, we mainly analyse the number of elements in Suzuki
2-group.

Remark 3. In the community of cryptography based on chaos
theory, a lot of efforts were focused on secret key cryptogra-
phy in early years [5-7]. Recently, Wang et al. [8-14] made
progress on building public key agreement protocols by using
chaos theory. The corresponding schemes also have high
efficiency and strong security. Being different from quantum
cryptography, chaotic cryptography, and DNA cryptography,
MST; cryptosystem is a public key cryptosystem of classical
cryptography. The hardness of our encryption scheme is
based on a type of intractable mathematical problem called
group factorization problem. Meanwhile, our encryption
scheme and signature scheme are efficient in classical com-
puter.

5.2. A Toy Example. In this subsection, we present a toy
example of signing a random element m € F_. In fact,
our method is universal in the sense that it can be used to
sign documents or realize authentication protocols based on
images.

Key Generation

Input: a Suzuki 2-group G = A(m,0) with m = 8,
g=2%ands=2.

Output: public key [a,y, f,H] and private key
[ﬁ’ t(]) tl) t2]‘

In general, let a pair (a, b) denote an element of group G.
For simplicity, we use a binary number of an element b € F,
to present (0,b) € Z and a binary numbers pair to present
(a,b) € G.
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TABLE 1: Number of basic operations for one encryption/decryption.

F,» ADD F,» MULT F,» EXP(6) F,» PRNG Factor
Encryptionl eMST, scheme [34] 8s-6 2s =2 — 1 —
Our scheme 8s-7 2s =2 — 1 —
Decryption’ eMST; scheme 4s+ 15 s+5 1 — 1
Our scheme 45+ 10 s+3 — — 1

1Compared with eMST; scheme, our scheme reduces a step of multiplication with the element of the center Z in the stage of encryption. Thus, the number of
(Fym ADD) reduces once.

*In the stage of decryption, our scheme reduces a step of inverse operation, a step of multiplication operation, and a F» EXP(6) operation, so the number of
(Fym ADD) reduces five times and (F,m MULT) reduces twice.

TAaBLE 2: Number of basic operations for public key generation.

Secret key 3 Secret key [t,, ..., ] Public key « Public key y
F,» ADD T — T 9T +s
Fm MULT — s+1* T-s 2T +s
F,» PRNG i 2s +1) 2T -5 —
=Y =TT, cwforl <i<sand ¥} u; = v, where w; = {0 ifu; = 1.
= 1 ifu > 1

“Fora € FpO:a — a? is a Frobenius automorphism. Hence, 6 can be reduced to a multiplication.
3y represents the number of blocks before fusion.

(i) For simplicity, we use a one-way function H as the hash (2) Fuse blocks B}, B; to construct the product B, = (B; -
function in our scheme. Thatis, H: G x G — G is given by Bj)andlet B, = B}.Thatis, B, B, is the logarithmic signature
of type (r,1,) (r; = 8,1, = 32)

H (@b (aB2)) = (4 B") G
B,={11000000],0100100 0],

Actually, one can also use standard hash functions like SHA1 [01010000],[00011000],
and so forth.

(ii) A factorizable logarithmic signature 8 = [B,,B,] =
(b;;) = (S(0, by;j).0)) of type (ry,.., 1) for Z. [11110000],[11111000]},

(1) We first construct canonical logarithmic signature (33)
(B, B;,B;] of type (4, 8,8) in standard form:

[00100000],00101000],

B:={[00000000],[0 100000 0], (010100 oLt 111101l
[10000000],[1100000 0], [T 101100kt 10101}
B;={11000000},[0100100 0], [LorooroLfort il
[01010000,00011000], [Loo1000o0LLo110001],
[00100000,00101000], (00010010101 11011l
[11110000],[1 111100 0]}, (00101100001 10101]

B ={11010000,1111000 1], [Lrroor1oLfoor 1]
01010010,[1111101 1], (01010000} 1110001],
01101100,0111010 1], [LrorootoLor 1ot
[10100110,[0111111 1]} [Lr1otrooLftt1otLoll

(32) [0o0100110],[111111T1 1],
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TABLE 3: Number of basic operations for digital signature scheme.

F,» ADD Fy» MULT F,» EXP(6) F,» PRNG Factor
Signature 4s+11 s+3 — 1 1
Verification 8s-7 2s =2 — — —
[0 001000 0] R [0 011000 1] R TABLE 4: Parameter size.

10010010,0011101 1], Public key Secret key Encryption Signature

Dumber of ¢ Tis+l 2 2
[f0o101100,10110T101], clements
ST is the same as Table 2.
01 100110],J10111111]}.
(34) (t o100100],[10100001]),
(i) A random cover a = [A},A,] = (a) = (S(agj. (t1100000],[11001110]),
a(j).,)) of the same type as 8
(0ooooo0001],00101100]),
Ay={(f01010101],[00101000]),
(1101101],[00100010]),
(or100010],;00000100]),
(t1000000],[00000100]),
(to111010],[11110000]),
(or101111],[]10000001]),
(t1111010],j01011110]), (00100000,[1100000 0]),
(t1111000],[]10011110]), (11011010,00011010]),
((t 10001 11],[00010100]), (01001010,0101110 0],
(oro11011],[1110101 1]), (t1110111],j00101010]),
A,={(loro011101],J00111110]), (foroorrolftort1oli),
11111010],01 00110 0]),
(oo110010],;00001000]), ( b1 D
(11110100],[10011100]),
(or1001010],[1110001 1]),
(Ooo000O011],[10101110]),
(1100110000001 011]), (o001 100],[10O101101]),
((t1r1o1001[100111T10]), ((11111001],00101000]),
(1o001011],[10110000]), (00001 101],010000 1 0]),
(0o111011],[11011010]), (oro1 11010110101 1))}
(35)
(or110101],j01 01110 1]),
(ii) Select t, t,t, € G\ Z:
(oo110001],j01 11110 0], =1 1110100,[11111001]),
(foo1o1 110001007110, t,=(00100010],[010011T1 1]),
(t1o11111],]11001071 1]), tb=((11101011],[10110000]).
(36)
(oro0o00011],[11000110]),
(iii) Construct a homomorphism f: G — Z: f(a,b) =
(or110111],]t0010011]), (0,a).
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(iv) Compute y = (hi,j),hi,j = t;_ll-f(ai’j)-bi,j-ti = [V, V],
andi=0,1,2:

vi={(t1010110],[101011T1 1],
11010110],
|8
]

>

00010000O0
1

1101011

(=}
—

010000

1101011

(=}
—

1011000

(=}

],
],
.

11010110],[1101000 1))},

—
—
(=)
—
(=)
—
—
()
—
—
()
—
(=)
—
()
—

[
[
[
[
[
[

—
—
o
—
o
—_
—
o
—
o
o
—
o
o
o
—

[

[

[
(1101011

[

[

[

—

—

—

o

(=)

o

—
R = R

(t1oo1001],[t0010001]),
(t1oo1001],J01 00101 0]),
(ttoo1o001],[01100101]),
(t1oo01001],[t1010111]),
(t1001001],1 010110 0],
(t1oo1001],[1 100111 1]),
(t1oo1001],J01011000]),
(trtoo1o001],[11 11001 1]),
(t1o001001],[t1001T101]),
(t1001001],10011111]),
(t1001001],1 010101 0],

—
—
o
o
o
o
—
—

—
—
(e}
(e}
—_
o
o
—
— — o
— — —
—_ — —
(e} o o
(e} — p—
o — —
— — o
— — ()

—
—
—
S
—
—
—
—

o
—
—
o
o
—
o
o

—
—
—_
o
fu—
—_
o
—

—~~
— — — — — —/ — — — — — — — — — — — — o — —
—
—
—
—
—_— e e e e e e eed eed ed e ed eed eed e ed ed eed eed e e
— — — — — — — — — — — — — — — — @ — — — o —
—
—
e e P e S s s G i G e A S G S i S

(38)
Signature

(i) Choose a message M = ([100 1 1 10 1],

1101010 1].
(ii) Sample z = (ooo0o0000 0]
[10011010])(e Z’)andcomputer:t‘al'z-t2

o=r=(00011111],[00011011]),
CIZH(M,T')

=(ooo10101],j01 10010 0]).
(39)

(iii) Signature o = (S;, S,):
S, =71 (ez,),

SS,=(oo111011],01010110]).
(40)

Verification
(i) Compute
Y, = o (81)-S,

=(fooo10101],[01100100]).
(41)

(ii) Compute
Y,(Sl)
:([00011111],[00100000]),
f(8,)
:([00000000],[00111011]),
Y, = V’ (81)- £(S2)

=(fooo11111,00011011]).
(42)
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Since Y, —¢, = [00000000]andY, - ¢, =

[0000O0O0O0 O], so we can get that H(M,y'(S,) -
£(8)) =d'(S) - S,
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