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Computer viruses remain a significant threat to computer networks. In this paper, the incorporation of new computers to the
network and the removing of old computers from the network are considered. Meanwhile, the computers are equipped with
antivirus software on the computer network. The computer virus model is established. Through the analysis of the model, disease-
free and endemic equilibrium points are calculated. The stability conditions of the equilibria are derived. To illustrate our theoretical
analysis, some numerical simulations are also included. The results provide a theoretical basis to control the spread of computer

virus.

1. Introduction

With the rapid development of computer, communication,
and network technology, network information system has
become an important way of the development of countries
and industries, amongst others. Information security has
become one of the most important and challenging issues
faced in the age of information sharing. The computer virus
is one common information security threat.

Computer virus is not only destructive, but also highly
contagious. Once the virus is copied or generates variety,
its speed is difficult to be controlled. Infectivity is the
basic characteristic of the virus. In biology, the virus can
diffuse from one organism to another. Cohen, Kephart and
White pointed out that the spread mechanisms of computer
viruses and biological viruses have many similarities [1, 2].
Under appropriate conditions, biological viruses can multiply
quickly, and the infected organisms exhibit symptoms or
even die. Similarly, the computer virus can also spread to
uninfected computers from the infected computer through
many kinds of ways. In some cases, the infected computers
do not work and even get paralysed. Unlike biological
viruses, the computer virus is a software program designed to
replicate itself and spread to other machines. Computer virus
enters the computer and gets executed; it will search for other
programs or storage media in line with the conditions of their

infection and target and then insert the code itself, achieving
the purpose of self-reproduction. As long as a computer is
infected (if not promptly treated), the virus will spread rapidly
on this computer, in which a large number of files (usually an
executable file) will be infected. The infected file has become
a new source of infection and then will exchange data with
other machines or over the network exposure; the virus will
continue to be contagious. A computer virus can enter your
computer in any number of ways, such as via mobile hard
disk, via an email attachment, during file downloads from the
Internet, or even upon a visit to a contaminated web site. By
the time you find the virus that infected the computer, the
mobile hard disk which is often used on this computer has
been infected with the virus. Other computers connected to
the machine network might be infected with the virus. The
network has no permanent immunity to the computer virus.
Therefore, there is always computer virus.

Kephart et al. [2, 3] study the spread of computer virus
using the biological virus model; they mainly focus on the
influence of network topology on the spread of computer
virus. In the homogeneous mixing nodes and only susceptible
node input cases, Mishra et al. [4, 5] establish the mathe-
matical model of Internet spread of computer virus. They
analyze the propagation law of virus using threshold theory
of infectious disease dynamics and predict the development
trend of computer virus. Piqueira et al. [6] study the effects



of equipping antivirus software on the virus in computer
network. They prove the stability of the disease-free equilib-
rium and endemic equilibrium without incorporating new
computers and removing old computers. For more studies on
virus in computer network, see [7-13] and so on.

In this paper, the new computers are incorporated to the
network, and the old computers are removed from the com-
puter network. Meanwhile, the computers are equipped with
antivirus software on the computer network. The remainder
of this paper presents the model and results. In Section 2,
the mathematical model on computer virus is described,
and in Section 3 we obtain the equilibriums. In Section 4,
the analysis of this model is derived. Numerical simulations
supporting the theoretical analysis are given in Section 5. The
paper ends with a conclusion and discussion in Section 6.

2. The Dynamic Model

The model proposed here is based on the compartmental
SAIR model [6-8], including an antidotal population com-
partment (A) representing nodes of the network equipped
with fully effective antivirus programs, a susceptible compart-
ment (S), an infective compartment (I), and a temporarily
immune compartment (R). Connections between the com-
partments represent operational parameters of the network
and their control can be used as a strategy to maintain
the reliability of the whole system, even in the presence of
infections (see Figure 1).

The total population N is divided into four groups. S(t)
denote noninfected computers subjected to possible infec-
tion. I(t) denote infected computers. R(t) denote removed
computers due to infection or not. A(t) denote noninfected
computers equipped with antivirus.

The SAIR model for computer viruses propagation was
proposed and can be described by

%zC—aSASA—/SSI—HS+UR,
% = BSI — oy, JA - 61 — pl,
dR(t) W
———= =061 -0R—- R,
dt o
% = 0gaSA + ap JA — UA,

where C is influx rate, representing the incorporation of new
computers to the network; f is infection rate of susceptible
computers; p is proportion coeflicient for the mortality rate,
not due to the virus; § is removal rate of infected computers;
o is recovering rate of removed computers, with an operator
intervention; «g, is conversion of susceptible computers
into antidotal ones, occurring when susceptible computers
establish effective communication with antidotal ones and
the antidotal one installs the antivirus in the susceptible ones;
a4 represents infected computers that can be fixed by using
antivirus programs being converted into antidotal ones.
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FIGURE 1: Transfer diagram of the model.

Let N=S+I1+R+ A;thendN(t)/dt = C — uN. Let

Q

(2)
- {(S,I,R,A):S,I,R,ASO, S+I+R+A< 9}.
u

Then, it is clear that Q is a positive invariant set. Hence, we
will focus our attention only on the region Q.

But [6, 7] think the influx rate is considered to be C = 0,
p = 0. In fact, every day new computers can be incorporated
to the network or old computers can be removed from the
network. Therefore, they can not be ignored. In this paper,
we analyse completely dynamical behavior of the spread
of the virus in computer network with incorporating new
computers and removing old computers.

3. The Disease-Free and Endemic Equilibrium

When I =0, if A = 0, the disease-free equilibrium of system
(D is P, =(S,,1,R,A;) = (C/u,0,0,0). If A + 0, we obtain
the threshold Ry, = Cag,/u*. When Ry, > 1, the disease-
free equilibrium of system (1) is P, = (S,,1,,R,, A,) =
(/054> 0,0,C/p — pfogy).

In the following, we compute the positive equilibrium;
namely, I # 0.

According to the third equation of system (1), we have

S 3)

R= .
o+u

When A = 0, using the second equation of system (1), we have

O+u
S= . (4)
B
According to the first equation of system (1), we obtain
C-u(é
;o BC-u(8+u)(o+u) %)

Bu(o+8+u)
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Therefore, when the threshold Ry, = BC/u(8 + p) > 1, we
have the positive equilibrium

Py = (33’ I3, Rs’A3)

:(5‘*!4 Ry =1)(0+u)(o+u) &
B’ B(o+68+p) ‘ot u

(6)
13,0>.

When A # 0, taking advantage of the second equation of
system (1), we have

P G0l )

1A

According to the fourth equation of system (1), we have

I= H‘“SAS_

Xra

(8)

Substituting (7) and (8) into the first equation of system (1),
we have

BS—(8+u) _ﬁSM—OCSAS_

C - ag,S us
1A Xra
s s )
L 00 poauS
O+H  Qrp
Namely,
%sa _ (s S
By + apap + " (8 +p) otsa
s (10)
=Cay + a .
o+u
Hence,
Cayy +0du/ (o + p) a

S= .
By + aap + 0805,/ (0 + ) = (8 + 1) sy

In order to make S > 0, it must satisfy the following
conditions:

odag,
) 0. 12
ﬁlf‘+“1AM+G+M (6 +p)agy > (12)
Namely,
B + agapt + 080,/ (0 + )

Ry =

(8 + 1) sy = )

3
Therefore, if the threshold Ry; > 1, we obtain
S - Cayy +0du/ (o + )
4= ,
(0 +p) atsa (Ros = 1)
I, = &MS‘*’ (14)
A1a
Sy —6—
A= M.
RO\
In order to make I,, A, > 0, it must satisfy
C +u) + 00,
Ry, > 1+ a (0 + ) + o8
plo+u)(8+u)
(15)

Bu Cayy (0 + ) + odu
(O+u)osy p(o+p)(0+p)

When 1 + (Capu(o + y) + odp)/u(o + u)(6 + u) < Ry; <
1+ (Bu/(S + wagy)((Caps(o + u) + abu)/pu(o + u)(d + u))
(namely, the threshold Ry, = Bu/(6 +u)ag, > 1), we have the
positive equilibrium

Ry <1+

Py = (54) I, R4>A4)

:<CocIA+a6y/(a+[,¢) p—ogS, &
(+u)asa(Ryy—1)" g o+p (16)

.14,M).

Xra

4. Stability of Equilibrium

4.1. Stability of the Disease-Free Equilibrium. The Jacobin
matrix of system (1) at the disease-free equilibrium P, is

J(P)

o -FE _Cetsa
c IS ¢
0 PC - U 0 0 17)
= ¢ .
0 ) —(0+p) 0
0 0 0 Casy _
7
The characteristic equation of J(P,) is given by
A+p)A+L)(A+o+u)(A+1L) =0, (18)

where I, = -C/u+ 6 + pandl, = —Cog,/p + p. Therefore,
we havel; > Oifand onlyif R), = fC/u(8+u) < 1,andl, > 0
if and only if Ry; = Cag,/p’ < 1.1t follows from the Routh-
Hurwitz criterion that the eigenvalues have negative real parts
if and only if R); < 1 and Ry, < 1. Hence, the disease-free
equilibrium P, of model (1) is locally asymptotically stable if
Ry, < land R, < 1 and unstable if R;; > 1 or Ry, > 1.

If Ry, > 1, the disease-free equilibrium P, is unstable, and
system (1) exhibits the other disease-free equilibrium P,.



If Ry, > 1, the disease-free equilibrium P, is unstable, and
system (1) exhibits the positive equilibrium P;.
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The Jacobin matrix of system (1) at the disease-free
equilibrium P, is

—U = oA, -BS, o 054 Sy
S, — A, =6 — 0 0
i ( Pz) _ BS, TA 2 u (19)
0 —(o+p) 0
asa A, oA, 0 A5aS, — ¢

Since ag,S, — p = 0, the characteristic equation of J(P,) is
given by

A+ (0 + @] [A—(BS, — a4, =6 —u)]

(20)
. [AZ +(p+agS) A+ MOCSASz] =0.

By calculating, we obtain that the characteristic equation
has the four eigenvalues: —(o + u), 8S, — a;0A, — 0 —
u, —, and —agp A,. When Ry, > 1, —ag4A, < 0. We have
BS, — oA, — 8 —u < 0ifand only if Rys = (B +
oy )i [ (Cagpapy + aga(8 + p)) < 1. Hence, the disease-free
equilibrium P, of model (1) is locally asymptotically stable if
Ry, > land Ry; < 1. The disease-free equilibrium P, of model
(1) is unstable if R;; > 1 and Ry5 > 1.

Theorem 1. (I) If Ry, < 1 and Ry, < 1, the disease-free
equilibrium P, of system (1) is locally asymptotically stable. If
Ry, > 1 or Ry, > 1, the disease-free equilibrium P, of system
(1) is unstable.

(2) If Ry, > 1, the disease-free equilibrium P, is unstable,
and system (1) exhibits the other disease-free equilibrium P,.

(3) If Ry, > 1, the disease-free equilibrium P, is unstable,
and system (1) exhibits the positive equilibrium P;.

(4) If Ry, > 1 and Ry5 < 1, the disease-free equilibrium
P, is locally asymptotically stable. If Rys > 1, the disease-free
equilibrium P, is unstable.

4.2. Stability of the Endemic Equilibrium. In the following, we
study the stability of the endemic equilibriums.

The Jacobin matrix of system (1) at the endemic equilib-
rium P is

] (P5)
—BL—u -BS; o —0t54S;
BI;  BS;-6-p 0 —aul; (21)
N 0 8 ~(o+p) 0 '
0 0 0 Sy + oy —

Since 8S; — 8 — u = 0, the characteristic equation of J(P;) is
given by

(A = (@585 + arsly — p)) F(A) = 0, (22)

where

FA) =1 +a A’ + ad + a3,

a=PL+u+o+u>0,
@, = (Bly + ) (0 +p) + BS1, > 0, (23)
as = ﬂ25313 (0 +u) - Bodl,

=B [(6 + u) (0 + u) — 8a] > 0.

It is easy to calculate a,a, — a; > 0. Hence, the eigenvalues of
F(A) = 0 have negative real parts.

Therefore, if the eigenvalues of the characteristic equation
in P; want to have negative real parts, only ag,S; + oyl — ¢ <
0. Namely,

Ry,
<1
. g (0 + 8+ ) (8 + ) (Bufogy (8 +p) - 1) (24)
aga (8 + ) (0 +p)
= Ry;.

According to Routh-Hurwitz criterion, the epidemic
equilibrium P; is locally asymptotically stableif 1 < R, < R,
and unstable if Ry, > R,.

System (1) has the following limiting system:

dI (t) C

dR(t)

= S ST - oR- R, 25
= oR -y (25)
dA (t) C
ﬁ%_za%<;—I—R—A>A+%NM—yA

In the following, we prove the stability of the endemic
equilibrium P, by the limit system. The Jacobin matrix of
system (25) at the endemic equilibrium P, is
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BSy—Bly—ajpAy—pu—9
J(P,) = q

—OgaAy T oAy

Because 38, —ajp A, —u—0 =0, agpS, + apaly — p =0, the
above matrix becomes

J(P,)
-BL Bl —Pl—apl, 27)
= ) —(o+p) 0
—Oga Ayt oAy —0gaAy —0ga Ay

The characteristic equation of J(P,) is given by

X +b A +bA+by =0, (28)

S
|

=BL+0+p+agAy >0,

by = agpBLA, +asaAy (0 +p) + Bl (0 +p)
— (ospAy = apaAy) (BIy + agaly) + OPI,

= asaPLA, (0 + p) = Sagy Ay (L, + agaly)

= (0 +p) (asaAy — appAy) (Bl + apuly)
+ Sog BILA,.

(29)

S
|

Because of a1, = p — g4 S,, we have
by = aguBLA, +asaAy (0 +p) + Bl (0 +p)
— (aspAy = ajaAy) (B + agply) + SPI,
= agaAy (0 + ) + BL (0 + ) — agu Ayaaly
+agaAy (BL + agaly) + 0PI,
= agaAy (0 +p) + PI, (0 + p)
—ogpAy (4= ssSy) + app Ay (Bl + oguly)
+ 61,
(30)
= o0 A 40 + PI4 (0 + 1) + asa Ay ts,S,
+apa Ay (Bl + aguly) + 6BI, > 0.
by = asaPI4A, (0 + p) — Sog g Ay (B + oyaly)
= (0 +p) (asa Ay — aaAy) (BI, + galy)
+8agu BILA,
= apu Ay (0 +p) (B +aga) = SogpAgapaly

— (0 + p) agp0, Ayl

-Bl =Bl —apaly

—(o+u) 0 . (26)

—gp Ay AguSy—agp Ayt ol —p

It is easy to calculate b b, —b; > 0. Therefore, in order to make
by > 0, only thereis Ryg = (0 + ) (B+as)/aga(c+8+u) > 1.
Hence, if the threshold Ry = (0 +u)(B+aps)/aga(0+8+u) >
1, the endemic equilibrium P, is locally asymptotically stable.

Theorem 2. (I) If 1 < Ry, < Ry, the positive equilibrium
P, is locally asymptotically stable. If Ry, > Ry, the positive
equilibrium Py is unstable.

2)If 1 + (Cagy(o + u) + oéu)/u(o + w)(6 + u) < Ry3 <
1+ (Bu/(0 + woagy)((Caps(o + u) + odu)/u(o + u)(8 + u))
and Ryg = (0 + p)(B + oga)/aga(o + 8 + u) > 1, the positive
equilibrium P, is locally asymptotically stable. If Ry = (0 +
WP+ aps)/aga(o + 8 + ) < 1, the positive equilibrium P, is
unstable.

5. Numerical Simulation

In this section, we will perform a series of numerical simula-
tions to verify the mathematical analysis. In Figure 2, when
Ry, < 1land Ry, < 1, the disease-free equilibrium P, is
asymptotically stable, where the initial values are § = 50,
I = 20,R = 1,and A = 1. The parameters are C = 1,
ags = 0.00045, B = 0.05, 4 = 0.05, 0 = 0.8, o4 = 0.0025, and
d = 0.96.

If Ry, > 1and Ry < 1, Figure 3 signifies that the disease-
free equilibrium P, of system (1) is asymptotically stable. The
initial values are S = 50,1 = 20, R = 1,and A = 1. Choose the
parameters as follows: C = 6, g4 = 0.0045, 3 = 0.1, u = 0.05,
o =08, 0, = 0.0025 and 8 = 0.8.

If 1 < Ry, < R, the positive equilibrium P; of system (1)
is asymptotically stable (see Figure 4). The initial values are
§=50,I=20,R=1,and A = 1. Choose the parameters as
follows: C = 1, ag, = 0.00045, 8 = 0.2, u = 0.05, 0 = 0.8,
oy, = 0.0025, and & = 0.96.

If1+ (Coyy(o + p) + 08u) /(o + w)(8 + 1) < Ry < 1+
(Bu/ (S +w) o)) ((Capy(o+p)+odp)/u(o+p)(S+p)) and Ry =
(0 +w)(B+a)/ass(o+68+p) > 1, the positive equilibrium
P, of system (1) is asymptotically stable (see Figure 5). The
initial values are S = 50,1 = 20, R = 1, and A = 1. Choose
the parameters as follows: C = 10, ag, = 0.00045, 8 = 0.2,
p =0.050=0.8,a;, =0.0025and § = 17.

6. Conclusion

This paper mainly considers the incorporation of new com-
puters to the network, the removal of old computers from
the network, the computer equipped with antivirus software,
and so forth. They affect the spread of the virus. The model
for computer virus transmission is established. Through the
analysis of the model, two disease-free and two positive
equilibriums are obtained. The stability conditions of the
equilibriums are derived.
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FIGURE 2: Rj; < 1 and R, < 1. The disease-free equilibrium P, of system (1) is asymptotically stable.
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FIGURE 3: Ry, > 1 and R; < 1. The disease-free equilibrium P, of system (1) is asymptotically stable.
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FIGURE 4: 1 < Ry, < Ry;. The positive equilibrium P, of system (1) is asymptotically stable.
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FIGURE 5: 1 + (Coyu(0 + p) + obu)/u(o + )8 + p) < Ry < 1+ (Bu/(S + wag,)((Coau(o + p) + odp)/ulo + w)(8 + u)), and Ryg =
(0 +w(B+ay)/ag(o+ 6+ u) > 1. The positive equilibrium P, of system (1) is asymptotically stable.
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Through the qualitative analysis of computer virus prop-
agation model, mastering the virus prevention and control
technology is very necessary. In the meantime, computer
users have been advised to update their security settings. We
can strengthen the knowledge of the computer virus spread
(e.g., enhance the user’s information security awareness) in
a timely manner to install antivirus software or fix bugs, to
minimize the impact on network computer virus.
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