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This paper develops a new digital communication scheme based on using a unified chaotic system and an adaptive state observer.
The proposed communication system basically consists of five important elements: signal modulation, chaotic encryption, adaptive
state observer, chaotic decryption, and signal demodulation. A sequence of digital signals will be delivered from the transmitter to
the receiver through a public channel. It is rather reasonable that if the number of signals delivered on the public channel is fewer,
then the security of such communication system is more guaranteed. Therefore, in order to achieve this purpose, a state observer
will be designed and its function is to estimate full system states only by using the system output signals. In this way, the signals
delivered on the public channel can be reduced mostly. According to these estimated state signals, the original digital sequences
are then retrieved completely. Finally, experiment results are provided to verify the applicability of the proposed communication
system.

1. Introduction

Over the past two decades, a large number of researches
regarding chaotic systems and their related applications have
successively been proposed and developed. One of them
is about the chaotic secure communication [1–12]. Chaos
synchronization that was initially proposed by Pecora and
Carroll in [13] is the important factor to achieve the security.
For the general chaotic secure communication, the first
step is to encrypt the signal which will be delivered. The
commonly used scheme is to directly mask the delivered
signal by a chaotic state variable.This encrypted signal is then
transmitted to the receiver through an open public channel
where some information is probably stolen by hacker. When
the receiver gets the encrypted signal, certain decryption
mechanism is utilized such that the delivered signal can be
completely recovered. Once the encrypted signal was stolen
on the public channel, it is still difficult to recover the actual
signal because of the unpredictable nature of chaotic states
and without a corresponding decryption method. Therefore,
the secure communication based on chaotic systems can

be achieved. In [1], the authors proposed a chaotic secure
communication method for analog signal transmission in
which the unified chaotic system is used to encrypt the
emitted signal and the useful information is embodied
into the system parameter. In order to synchronize two
identical chaotic systems with matched and mismatched
perturbations, an adaptive sliding mode control (ASMC)
technique was developed based on using the Lyapunov sta-
bility theorem and linear matrix inequality method [7]. The
proposed chaotic synchronization is successfully applied to
the secure communication. Furthermore, a new technique to
securely transmit and retrieve amessage signal was presented
via chaotic systems [10]. The message signal is particularly
encrypted in the frequency of a sinusoidal term, and therefore
a novel frequency estimator is developed for retrieving the
message to achieve the secure communication.

In the recent years, many researchers focus on the
research topic regarding the system observer design. It can
widely be used in numerous areas such as the chaos control
[14–16], adaptive synchronization [9, 17], and analog chaotic
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secure communication [18, 19]. It is well known that the
purpose of state observer is to provide the estimates for
full system states only using fewer output signals which
are available for measurement. Thus, the state observer is
rather suitable to be applied in most of chaotic secure
communication systems because the information of full state
signals is often needed in the chaotic decryption mechanism.
By the use of the state observer, the number of signals
delivered through the public channel can be greatly decreased
in order to further guarantee the security. In [14], the authors
developed an adaptive observer-based control for a class of
chaotic systems. Based on the obtained state estimates, a non-
linear state feedback controller is then constructed for chaotic
systems. In [17], a robust adaptive sliding mode observer-
based response system was presented to synchronize a given
chaotic system without the knowledge of upper bounds
of uncertainties and unknown inputs. By the concept of
equivalent control signal, the unknown inputs can be directly
recovered. Moreover, an analog chaotic secure communi-
cation system was proposed based on the synchronization
of uncertain chaotic systems with observers. Lur’e chaotic
system is illustrated to demonstrate the effectiveness of the
proposed system [18].

This paper will develop another new chaotic secure com-
munication system especially for digital signal transmissions.
An adaptive state observer to chaotic systems is applied. In
the previous work [12], a particular chaotic system called the
unified system has been utilized to the design of digital secure
communication system. Under the proposed structure, in
the decryption mechanism it requests the information of
all the chaotic states. Thus, full state signals need to be
delivered from the transmitter to the receiver via a public
channel in order to achieve the secure communication. In
this paper, we extend this kind of digital communication
system by adding the design of an adaptive state observer.
The observer is located at the front of the receiver. Under the
proposed system construction, only partial system informa-
tion, not full state signals, is requested to be delivered. The
adaptive state observer can solve for all the state estimates
according to the partial information, and they will be used
in the chaotic decryption method instead of original real
state signals. As a result, the total of delivered signals on
the public channel is decreased to further improve the
security of the communication system. The proposed digi-
tal communication system contains five main components
including the signalmodulation, chaotic encryption, adaptive
state observer, chaotic decryption, and signal demodulation.
Each of them will be clearly explained in the following
sections. The remainder of this paper is organized as follows.
Section 2 will give the complete system descriptions for
the adaptive state observer design. In Section 3, the chaotic
encryption and corresponding decryption method based on
using the unified system are addressed. A complete com-
munication system for digital signal transmissions is clearly
presented in Section 4. Section 5 demonstrates experiment
results to validate the efficiency of the proposed digital
communication system. Finally, a brief conclusion is stated
in Section 6.

2. System Description for an
Adaptive State Observer

Let us consider a class of continuous-time chaotic systems by
the following dynamical equations:

�̇� = 𝐴𝑥 + 𝐵𝑓 (𝑥) , (1a)

𝑦 = 𝐶𝑥, (1b)

where 𝑥 ∈ 𝑅

𝑛 is the vector of system states, 𝑦 ∈ 𝑅

𝑞 denotes
the vector of measurable output signals which includes only
partial information of states, 𝑓(⋅) is the nonlinear function
vector, and 𝐴, 𝐵, and 𝐶 are the known matrices with
compatible dimensions. Equations (1a) and (1b) can represent
some chaotic systems such as Lorenz, Chen, and unified
systems with different matrices 𝐴, 𝐵, and 𝐶. If we want to
design an adaptive state observer for such a chaotic system
of (1a) and (1b), the following assumption is required [14].

Assumption 1. There exist a matrix 𝐿 and positive matrices 𝑃
and 𝑄 such that the following two equalities are satisfied:

𝑃 (𝐴 − 𝐿𝐶) + (𝐴 − 𝐿𝐶)

𝑇

𝑃 = −𝑄,

𝐵

𝑇

𝑃 = 𝐶.

(2)

If the system of (1a) and (1b) satisfies this assumption, then an
adaptive state observer to estimate the full system states can
be designed as

̇

�̂� = 𝐴𝑥 + 𝐵𝑓 (𝑥) + 𝑢, (3a)

𝑦 = 𝐶𝑥, (3b)

where 𝑥 is the estimate of the state vector 𝑥, 𝑦 is the estimate
of the output vector 𝑦, and 𝑢 is the external control input that
needs to be designed. According to the results of [14], if we
choose

𝑢 =

1

2

𝜙𝐵 (𝑦 − 𝑦) , (4a)

̇

𝜙 = 𝑙









𝑦 − 𝑦









2

,
(4b)

where 𝑙 is a positive constant, then the estimate 𝑥 of the
state observer can approximate the state vector 𝑥 of (1a)
and (1b) asymptotically. It means that the full system states
are obtained only by the output signal 𝑦. Figure 1 displays a
simple illustration for such a state observer design.

3. Chaotic Encryption and Decryption

In the secure communication, it often requires certain
encryptionmechanisms to encrypt the actual information for
the security. In this study, a special chaotic system which is
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ẋ = Ax + Bf(x)

State observer
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Figure 1: Adaptive state observer design.

called the unified system is utilized to be an encrypting tool.
It can be expressed by
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(5)

where 𝑥

1
, 𝑥
2
, and 𝑥

3
are the states of the chaotic system and

𝑎 ∈ [0, 1] is an important chaotic parameter that controls
its chaotic type; for example, if 𝑎 ∈ [0, 0.8), then the system
belongs to the Lorenz system; if 𝑎 = 0.8, then the system
is the Lü system; if 𝑎 ∈ (0.8, 1], then the system belongs
to Chen’s system. Regardless of variation of parameter 𝑎, the
chaotic behavior of (5) still holds.Due to such a characteristic,
this kind of chaotic system is suitably applied to the secure
communication. In this study, the useful information that will
be delivered is directly regarded as the chaotic parameter 𝑎.
The transmitter further sends these three system states to the
receiver through an open channel in which the signals sent
probably are caught. Even if these signals are stolen, the actual
information 𝑎 is still undiscovered. This is the advantage of
chaotic secure communication. At the receiver, a decryption
method is taken to recover the useful information according
to the following adaptive laws [1, 12]:

̇

𝜃 = −𝑟

𝑥

1
𝑥

2

𝑥

3

+ 𝑟𝛽, (6a)

𝛽 = −0.5𝑟 ln𝑥

2

3
− 𝜃, (6b)

𝑎 = 3𝛽 − 8, (6c)

where 𝑟 is a positive constant controlling the convergence
speed and 𝑎 is the recovered information for 𝑎. From (6a),
(6b), and (6c), it is clear that the signals required in the
decryption are all of the system states 𝑥

1
, 𝑥
2
, and 𝑥

3
. In this

study, we attempt to reduce the number of delivered signals
on the public channel by introducing a state observer design
as shown in Section 2.The security will be prompted because
of fewer delivered signals. The state observer of (3a) and (3b)
with the control input of (4a) and (4b) is designed at the front
of the receiver in order to derive all estimates of system states.
From (4a) and (4b), we know that the signals delivered on the
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Figure 2: The proposed chaotic secure communication system.

channel are only the chaotic output 𝑦, not full system states.
The estimated states then take the place of the real system
states used in (6a) and (6b).

4. Digital Secure Communication System

Figure 2 displays an adaptive state observer-based digital
chaotic communication system in which five main com-
ponents are included: signal modulation, chaotic encryp-
tion, adaptive state observer, chaotic decryption, and signal
demodulation, respectively. In the proposed communication
system, 𝑏(𝑘), 𝑘 = 0, 1, 2, . . ., is a series of digital sequences that
will be delivered, 𝑎(𝑡) is a continuous carrier signal obtained
from the signal modulation method, and this signal is taken
to be the chaotic parameter of the unified system as described
in (5) to achieve the chaotic encryption, 𝑦(𝑡) is the measur-
able output signal that contains only partial information of
states, 𝑥

1
(𝑡), 𝑥
2
(𝑡), and 𝑥

3
(𝑡) produced by an adaptive state

observer are the estimates of chaotic states, respectively, 𝑎(𝑡)
is then the decrypted signal for 𝑎, and the recovered digital
sequence ̂

𝑏(𝑘) will eventually be obtained after executing
certain demodulation method. In the following subsections,
we introduce the detailed descriptions for signal modulation,
modified chaotic decryption, and signal demodulation.

4.1. Signal Modulation. In the proposed communication sys-
tem, a digital sequence 𝑏(𝑘)must initially be transformed into
a continuous signal to meet the chaotic system behavior. In
order to achieve this, each bit of 𝑏(𝑘) is necessarily modulated
as a continuous-time carrier signal with 𝑁 periods and this
carrier signal is requested to satisfy the condition 𝑎(𝑡) ∈ [0, 1]

aswell.Thus, the followingmodulation technology is adopted
[12]:

𝑎 (𝑡) =

{

{

{

{

{

{

{

0.5 + 0.5 cos 2𝜋

𝑇

𝑡, if 𝑏 (𝑘) = 1,

0.5 − 0.5 cos 2𝜋

𝑇

𝑡, if 𝑏 (𝑘) = 0,

(7)

where 𝑘𝑁𝑇 ≤ 𝑡 < (𝑘 + 1)𝑁𝑇, for 𝑘 = 0, 1, 2, . . ., and 𝑇 is the
period of the carrier signal.

4.2. Modified Chaotic Decryption. We have clearly addressed
the design method of an adaptive state observer for a class
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of chaotic systems in Section 2. According to the proposed
method, the chaotic decryption of (6a), (6b), and (6c) should
be modified as

̇

𝜃 = −𝑟

𝑥

1
𝑥

2

𝑥

3

+ 𝑟𝛽, (8a)

𝛽 = −0.5𝑟 ln𝑥

2

3
− 𝜃, (8b)

𝑎 = 3𝛽 − 8, (8c)

where 𝑥

1
, 𝑥
2
, and 𝑥

3
are the observer outputs and also the

estimates of system states 𝑥
1
, 𝑥
2
, and 𝑥

3
, respectively, and 𝑎 is

the decrypted carrier signal for 𝑎.

4.3. Signal Demodulation. After obtaining the carrier signal
𝑎, a signal demodulation method is executed to retrieve the
original digital sequence. According to (7), it is reasonable
to choose 𝑐(𝑡) = 0.5 + 0.5 cos(2𝜋/𝑇)𝑡 as a reference level
signal. Once the difference between the reference signal 𝑐(𝑡)
and decrypted signal 𝑎(𝑡) approaches zero, it means that the
bit recovered is ̂𝑏(𝑘) = 1. Conversely, if the difference is close
to the value cos(2𝜋/𝑇)𝑡, we obtain ̂

𝑏(𝑘) = 0. Based on these
inferences, the signal demodulation method can be defined
by [12]

̂

𝑏 (𝑘)

=

{

{

{

{

{

{

{

{

{

{

{

1, if ∫
(𝑘+1)𝑁𝑇

𝑘𝑁𝑇

|𝑐 (𝑡) − 𝑎 (𝑡)| 𝑑𝑡 ≤

𝑁𝑇

𝜋

,

0, if ∫
(𝑘+1)𝑁𝑇

𝑘𝑁𝑇

|𝑐 (𝑡) − 𝑎 (𝑡)| 𝑑𝑡 >

𝑁𝑇

𝜋

,

for 𝑘 = 0, 1, 2, . . . .

(9)

This is due to ∫

(𝑘+1)𝑁𝑇

𝑘𝑁𝑇

|𝑐(𝑡) − 𝑎(𝑡)|𝑑𝑡 ≈ ∫

(𝑘+1)𝑁𝑇

𝑘𝑁𝑇

|𝑐(𝑡) −

𝑎(𝑡)|𝑑𝑡 = ∫

(𝑘+1)𝑁𝑇

𝑘𝑁𝑇

| cos(2𝜋/𝑇)𝑡|𝑑𝑡 = 2𝑁𝑇/𝜋, and we choose
one half of this value,𝑁𝑇/𝜋, as a reference for demodulation.

5. Experiment Results

In this section, some computer simulations are provided
to verify feasibility of the proposed digital communication
system. In the simulation, the initial conditions of the unified
system are given by (𝑥

1
(0), 𝑥

2
(0), 𝑥

3
(0)) = (1, 1, −1). Besides,

for meeting the form of the observer design, another output

equation should be incorporated to the original unified cha-
otic system (5) as (10b):
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(10a)

𝑦 = [

0 1 0

0 0 1

]

[

[
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3

]

]

]

. (10b)

Hence, in comparison with (1a) and (1b), we have

𝐴 =

[

[

[

[
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]
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,

𝐵 =

[

[

[

0 0

1 0

0 1

]

]

]

,

𝐶 = [

0 1 0

0 0 1

] ,

𝑓 (𝑥) = [

−𝑥

1
𝑥

3

𝑥

1
𝑥

2

] .

(11)

For the adaptive state observer design, we give the initial
conditions (𝑥

1
(0), 𝑥

2
(0), 𝑥

3
(0)) = (2, 2, 1) and the constant

in the adaptive law (4b) is simply set to 𝑙 = 1 for simulations.
The software of Borland C++ 5.02 is utilized to program

the computer codes of the proposed communication system
under the environment of Pentium(R) 4 CPU 2.0GHz. Sim-
ulation results are demonstrated in Figures 3–9. In Figures
3–5, they show the comparisons between the actual chaotic
states and the corresponding estimates for 𝑥

1
, 𝑥
2
, and 𝑥

3
,

respectively. It is obvious from these figures that the adaptive
state observer can exactly and quickly estimate the system
states in a short time. These states obtained are then used
in the modified chaotic encryption of (8a), (8b), and (8c)
to get the decrypted carrier signal. Here, we want to further
evaluate the system performance by testing different values
of 𝑟 in the chaotic decryption of (8a), (8b), and (8c). Figures
6–8 display the comparison between the actual carrier signal
𝑎 and the decrypted carrier signal 𝑎 for 𝑟 = 1, 𝑟 = 5, and
𝑟 = 10, respectively. As expected, it is concluded that a large
value for 𝑟 can derive a better and more exact decrypted
carrier signal. Furthermore, based on these resulting carrier
signals, the digital signal sequence can be solved by the
proposed demodulation method of (9). Simulation results
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are shown in Figure 9. All of transmitted digital sequences
for any 𝑟 are completely solved except for the first delivered
bit. As a comparison, the design methods presented in [1]
and [12], respectively, still request full state signals of the
unified chaotic system to fulfill the analog and digital signal
communication. Figure 10 displays the simulation results
by the method of [12] which needs the full system states.
It is clearly seen from Figures 9 and 10 that both results
are the same for recovered digital signals. However, the
proposed communication structure in this paper can use
fewer delivered signals to achieve the same work due to the
consideration of an adaptive state observer. From simulation
results and comparison descriptions, it is concluded that the
superiority and applicability of the proposed scheme can be
verified.
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Figure 6: Actual carrier signal 𝑎 (dashed line) and decrypted carrier
signal 𝑎 (solid line) when 𝑟 = 1.

6. Conclusion and Future Work

For the digital signal transmissions, this paper has suc-
cessfully developed a new chaotic communication system
combined with an adaptive state observer. The purpose of
the observer is to estimate the full system states only from
the measurable output signal. These state signals estimated
further replace the original system states in the decryption
method. In this way, the number of delivered signals on the
public channel can be reduced to guaranteemore the commu-
nication security. Simulation results sufficiently reveal that
the proposed communication system is satisfied in the digital
sequence transmissions.

In the future study, the proposed communication system
is probably combinedwith the data-driven and/or data-based
techniques [20–22]. The core of data-based scheme is to
take full advantage of the huge amounts of available process
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Figure 9: The recovered digital sequences for 𝑟 = 1, 𝑟 = 5, and
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Figure 10: The recovered digital sequences for 𝑟 = 1, 𝑟 = 5, and
𝑟 = 10, respectively, by the method of [12].

data, aiming to acquire the useful information within. The
data-based scheme provides efficient alternative solutions to
different industrial issues under various operating conditions
[20]. Besides, the data-driven method is an alternative way
to obtain the process model from the process history data,
which is simpler than constructing the process model. The
connection between the proposed communication system
with the data-driven and data-based schemes may be further
made in our future work.
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