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This paper is devoted to the study of an SIRS computer virus propagation model with two delays and multistate antivirus measures.
We demonstrate that the system loses its stability and a Hopf bifurcation occurs when the delay passes through the corresponding
critical value by choosing the possible combination of the two delays as the bifurcation parameter. Moreover, the direction of the
Hopf bifurcation and the stability of the bifurcating periodic solutions are determined by means of the center manifold theorem

and the normal form theory. Finally, some numerical simulations are performed to illustrate the obtained results.

1. Introduction

With the rapid development of computer technologies and
network applications, the threat of computer viruses to
the world would become increasingly serious. It is of vital
importance to understand how computer viruses spread
over computer network and to control the computer viruses’
propagation in computer networks. To this end, many math-
ematical models have been studied to illustrate the dynamical
behavior of computer viruses spreading since Murray [1] sug-
gested that computer viruses share some traits of biological
viruses. In [2, 3], Kephart and White used the SIS model to
describe the propagation of computer viruses. In [4], Zou et
al. investigated how the spread of red worms is affected by the
worm characteristics based on the SIR model. In [5, 6], Yuan
et al. proposed the SEIR computer virus model and studied
the dynamics of the model, respectively. In [7], Mishra and
Pandey formulated an SEIRS model for the transmission of
worms in computer network through vertical transmission.
In addition, there are also some researchers who proposed
the computer virus models with vaccination and quarantine
strategy [8-10].

In fact, many computer viruses have different kinds of
delays when the viruses spread, such as latent period delay

(11, 12], immunity period delay [12-15], and the delay due
to the period that the anti-virus software needs to clean the
viruses [6]. In [12], Feng et al. proposed the following com-
puter virus propagation model with dual delays and multi-
state antivirus measures based on the classical SIR epidemic
model in [16]:

ds
dit) =pA-BS(t-1)I(t-7)-(u+y)SQ)
+8R(t—72)a
% =BS(t-m)I(t-7) - (u+a)I(1),
dljzt(t‘) = (1-p)A+yS(t) +al (1) - 6R(t —7,) - uR (1),

@

where S(#), I(t), and R(t) represent the numbers of suscep-
tible, infected, and recovered hosts in computer networks at
time ¢, respectively. A is the number of the hosts which are
attached to the computer networks and p is the proportion of
the new hosts which are susceptible. y is the death rate of the
hosts. a, f3, ¥, and § are the state transition rates between the
classes S, I, and R. 7; > 0 is the latent period of the computer



viruses and 7, > 0 is the temporary immune period of
the recovered hosts. For the convenience of analysis, Feng
et al. [12] let 7, = 7,; then, system (1) becomes the following
form:

% = pA-PBS(t-T)I(t-1)—(u+y)SE)
+0R(t-1),

% = BS(t-D)I(t-1) = (u+a)I(t),

dl;t(f) = (1-p)A+yS(t)+al (t) - SR(t — 1) — uR (t).

2)

By regarding the time delay 7 as the bifurcation param-
eter, Feng et al. [12] studied the existence and properties of
Hopf bifurcation of system (2). As is known, it needs some
time to clean the viruses in the infected hosts for the antivirus
software. Therefore, it is reasonable to take into account the
time delay due to the period that the antivirus software uses
to clean the viruses in the infected hosts in system (2). To this
end, we consider the following system with two delays:

das(t)

S = PA-BS(t-T)I(t-71) - (u+y)S()
+6R(t—T1))

%:ﬂs(t—fl)l(t_fl)_#I(t)_“l(t_TZ)’ 3

dl;it) = (1-p)A+yS(t)+al(t—7,) - 6R(t - 1))

—uR(1),

where 7, > 0 is the time delay due to the latent period of the
computer viruses and the temporary immune period of the
recovered hosts. 7, > 0 is the time delay due to the period that
the antivirus software uses to clean the viruses in the infected
hosts.

The remaining materials of this paper are organized
in this fashion: local stability and existence of local Hopf
bifurcation are discussed in Section 2. Properties of the Hopf
bifurcation such as the direction and stability are investigated
in Section 3. Some numerical simulations are carried out to
verify the theoretical results in Section 4 and, finally, this
work is summarized in Section 5.

2. Local Stability and Existence of
Local Hopf Bifurcation

By direct computation, it can be concluded that if R, = ((¢ +
O) pAB+(1-p)BSA+(u+a)dy)/(u+a)(u+y)(u+68) > 1, then
system (3) has a unique positive equilibrium E,(S,,I,,R,),
where
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I, = ((u+8) pAB+ (1~ p) BOA + (u + ) 8y
~(pu+a)(u+y)(u+9))
x (Blu+a)(u+d) - oc[3’6)_1 ,

_(1-p)A+al, +yS,

R
u+d

(4)

The characteristic equation of system (3) at E, is

A-ay - b/llle*)“' 7b12e;"‘ R 7b1367’\“
—AT, —AT, —AT:
—by e A=y —bype ™" — et 0 N
—ds; —cpe A=ag —byze ™™
=0,

(5)
from which one can obtain
23 +A2,\2 +AAL+ A+ (32,\2 +B,A +Bo)e")”1
+(CA°+CA+Cy) ¢ 1 (DA + Dy) e M@+

+ (EIA + EO) e*ZATl + Foe—/\(ZTlJrTZ) -0,

(6)
where
Ay = —01105,033, Ay = ay Gy + ay1033 + Axazs,
Ay =—(ay tay +ay),
By = ay,3,b13 — ay105,b35 — ay1a330y; — ayy033b1),
By = by (ay + az3) + by, (ar; + as3)
+bys (ay +ay) — a3 by,
By =~ (by; + by, +by3), Co = —a1183305; (7)
Cy = oy (ay; +as3),
C, =0 Dy = ¢, (a31by3 — ay bss — azsbyy)
Dy =, (by +b33),
Ey = a3 bysby, = by (a11by + aybyy)
Ey = by (b +by), Fy = = (bybssep +bisbyc)
with
ay =-(u+y), Gy =~k a1 =% as3 — W
by, = -pL,, by, = -pS.. bj; =4, by = L,
by, = PBS.. by = -0, Gy = &, G = @
(8)



Mathematical Problems in Engineering

From the expressions of b}, b3, b,;, bs3, ¢35, and ¢35, one
can obtain F, = 0. Therefore, (6) can be transformed into the
following form:

N+ AN + AL+ Ag+ (ByA” + B+ By) e ™™
+(CA +CA+Cy) e ™™ + (DA + Dy) e )
+(E,A+Ey) e = .

©))
Case I (1) = 7, = 0). When 1, = 7, = 0, (9) is equivalent to
/\3+A12,\2+A11/\+A10:0, (10)
where
Ay =Ay+By+Cy+ D,y + Ey,
A=A +B+C+ D +Ey, (1)
Ap=A,+B,+C,.

Itiseasy to getthat A, = 2u+y+38+ BI, > 0. Therefore,
according to the Routh-Hurwitz criterion, we can conclude
thatif A, A,; > A, > 0, then the positive equilibrium E, of
system (3) is locally asymptotically stable when 7; = 7, = 0.

Case2 (1) > 0,7, =0). When 7, > 0and 7, = 0, (9) becomes
the following:

N+ AN + Ay d+ Ay + (BZZ/\2 + By A+ Bzo) e

+ (Ey A + Eyy) e 2™ = 0,

(12)
where
A=Ay +Cy, A, =A+Cy,
A,y =A,+C,, B,, = By + Dy,
(13)
By =B, + Dy, By, = By,
Ey = Eo, Ey = E,.
Multiplying e on both sides of (12), it is easy to get
B,,A* + By A + By + ()t3 + A A+ A A+ Azo) M
(14)
+(Ey A+ Eyy) e =
Let A = iw; (w; > 0) be the root of (14). Then,
(Azo + Ey + Azzwf) COS T W,
—(A w; — E,w —wS)sin'rw =B, w’ - B
210y — £y 0 — Wy 1W1 = Dy @y = Dy
(Ay — Eyp + Ayywr) sin 7y,
+ (Azla)1 + Eyjw; — a)‘I’) cosT,w; = —B, w,.
(15)

3
Then, one can obtain
4 2
_ Dagwy F Py + Py
COS Ty W) = — ” 5 ,
Wy + qru; + g7 T gy
(16)
5 3
. _ Daswy F Py + Py
sin Ty, =

6()6 + (()4 + a)2 + ’
1 T 924Wy T W7 +
where

P20 = By (Ezp — Ag)
P21 = Byg (Agy + Eyy) = By (A + Ey),
Py, = By, (A = Exg) = Byy (Ayy — Eyy) + Agy By,
P23 = AypByy = By = By (Ag + Eyy),
P24 = By = Ap By, P2s = By, Q20 = Azzo - E%o’

do = A221 - E; —2AA4, g = A222 —24A,.

17)
: 2 .2
Since cos 1w, + sin“T;w, = 1, we have

12 10 3 6 4 2 _
W," t+epw + e t e, tenw ey w) +ey =0,
(18)

where

2 2 2
€0 = 9 ~ Pao> €1 = 2450922 ~ 2P20P22 — Py
2 2
€ = Gy ~ Py + 2920924 — 2P20P2a — 2P P23
2
€3 = 2G50 + 245,924 — 2D22Pas — 2P21 P25 — Paso

€5 = 2¢54 — Pgs-
(19)

2 2
€4 = Gyy — Paa + 2925 — 2Pp3 D255

Let wf = v;; then, (18) becomes
6 5 4 3 2
V] +ey5V) + eV + eV F eV ey ey, =00 (20)

In order to give the main results in the present paper, we
make the following assumption.

(H,;) Equation (20) has at least one positive real root.

If the condition (H,;) holds, then there exists a positive
root v, of (20) which can make (14) have a pair of purely
imaginary roots +iw,, = +i/vy,. For w,,, the corresponding
critical value of delay is

4 2
P2y t PraWiy + Pao
Ty = ——arccos

< 7 5 . (21)
wig Wi T gaWip T 42Wis + 9o




Differentiating (14) with respect to ;, we get
[ dA

-1
AT
d_ﬁ] = — (2BpA + By + (302 + 24,0 + Ay, ) €

+ E21e’M‘)
X ((E21A2 + EZOA) e

(M AR+ A+ AN )

_h
3
(22)
Thus,
ar 1! PrQyp + PyQ
P R e
1d7=1 2R 21
where

Ppr = (AZI +Ey — 3‘”?0) COS TygWyg — 245, SIN Tjowyo
+ By,

Py = (AZI —Ey - 3“’%0) $iN 7)o@y + 24 2,01 COS TyowWyg
+2B,,w»

Qo = (AlefO ~ By, - w;lo) COS Ty
B (AZZ“"?O — Aoy — Ezowlo) $in 7y,

Q= (AlefO + By o - w?o) sin 7jwy
+ (Azzwio — Ay + Ezowlo) COS T1Wg-

(24)

It is obvious that if the condition (H,;) P,rQ,r+P5;Q,; #
0 holds, then Re[d/\/d‘rl];irm # 0. According to the Hopf
bifurcation theorem in [17], the following results hold.

Theorem 1. If the conditions (H,,)-(H,,) hold, the positive
equilibrium E,(S,,1,,R,) of system (3) is locally asymptoti-
cally stable for T, € [0,71,,) and system (3) undergoes a Hopf
bifurcation at the positive equilibrium E_(S,,1,,R,) whent, =
Ty
Case 3 (t; =0, 7, > 0). Whent; =0andz, >0, (9) becomes
N+ A’ + Aqd+ Agg + (CipA? + Cyd + Cy) 47 = 0,
(25)
where
Az = Ay + By + E, A=A, +B+E,
A, = A, +B,, (26)
Cso = Cy + Dy,

C;;=C, +Dy, Cs, =C,.
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Let A = iw, (w, > 0) be the root of (25). Then,

. 2 2
Csw, sin,w, + (C30 - C32w2) COS T,w, = Azw, — Asg,

2\ _ 3
Cs,w, cOS T,w, — (C30 - C32w2) sin T,w, = w, — Aj w,,

(27)
which follows that
W5 + €35, + €3, + €39 = 0, (28)
with
€30 = A230 - Cgo’
€3 = A231 - C§1 —2A30A35 +2C5Cyy, (29)
€3 = A232 - ng - 245,
Let w§ = v,; then, (28) becomes
vg + e32v§ + 5V, + €55 = 0. (30)
Let
f(vy) = Vg + 632"2 €31V, + €3. (3D

Discussion about the roots of (30) is similar to that in [18].

Lemma?2. (i)Ifes, < 0, then (30) has at least one positive root.
(ii) If ey > 0 and €3, — 3e5; < 0, then (30) has no positive
root.
(iii) If e5y > 0 and €3, —3es, > 0, then (30) has positive root

if and only if v, = (—es, + \Je3, — 3es)/3 > 0 and f,(v;) < 0.
In what follows, we suppose that the coefficients in (30)
satisfy the following condition:
(Hs,): (a) e5g < O or (b) esg = 0, €3, — 3e5; > 0,v5 = (—es, +
\e2, —3es)/3 > 0,and f,(v;) < 0.

If the condition (Hj,;) holds, we know that there exists a
positive root v,, of (30) such that (25) has a pair of purely
imaginary roots +iw,, = +i/v,. For w,,, the corresponding
critical value of time delay is

Ty

1
= ——arccos (((C31 - A3,Cs,) Wy
Wy

+(A30Csy = A31C3y + A3,Cyp) ‘Ugo

- A30C30)

-1

X (C32w§o + (Cgl - 2C30C32)w§o + Cgo) ) .
(32)
Differentiating two sides of (25) with respect to 7,, we have
[ dA ]‘1 o 3242450+ Ay,
dr,] A +A AN+ AL+ Ay)
2C;5A + Gy T,

T AC A+ Cyd +Cy) A

(33)
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Thus,

ar 1t
R -
) [ dTZ ]TZ_TZO

_ fz’ (v2.)
2 2’
(B3, w1 = Byswiy)” + (Bpyw3y — Byl + Byg)
(34)

where f,(v,) = vi + 6321/% + 5V, +e5pand vy, = wgo.
Obviously, if the condition (Hs,) fz'(VZ*) # 0 holds, then
Re[d)t/drz];l:% # 0. According to the Hopf bifurcation
theorem in [17], the following results hold.
Theorem 3. If the conditions (H;,)-(Hs,) hold, the positive
equilibrium E_(S,,1,,R,) of system (3) is locally asymptoti-
cally stable for T, € [0,1,,) and system (3) undergoes a Hopf
bifurcation at E,(S,,1,,R,) when 7, = 1y,

Case 4 (1, > 0,7, > 0, 7, € (0,7y)). We consider (9) with 7,
in its stable interval and choose 7, as a bifurcation parameter.
Multiplying by e, (9) becomes

B,A*> + BjA+ B, + (/\3 + AN+ AL+ AO) e
+ (E;A+Ey) e ™™ + (DA + Dy) e ™ (35)

+ (CZ/\2 +Ci A+ Co) M) 2,
Let A = iw,, (w;, > 0) be the root of (35). Then,

My, cosTywy, — My, sintyw,, = Mys,

My, sinTyw,, + Myscostw,, = My,
where

_ 2 2
My = Ay +Ey - Aywy, + (CO - Czwl*) COS T, Wy,
+ C,w,;, sin,w,,,
M, = A,w,, - Eyw,, - @, — (Cy - C,0”, ) sin 1,0
42 — 11 % 1% 1% 0 2% % 2% 1%
+ C,w,;, COST,w),,
_ 2 ;
My; = Byw;, — By — D w,, sin 1,w;, — D; cos T,wy,,
M, = A, - E, - A,w*, +(Cy - Cow?,) cos T,w
44 = Ao — Lo 2@y, 0 2Wy 2W14
+ C,w,;, sin T,w,,,
M, = A,w,, + Eyw,, - @, — (Cy - C,0”, ) sin 1,0
45 — 11 % 1% 1% 0 2%« 2% 1%
+ C,w,;, COS W),

My = — Byw;, + Dysinty,w,, — Dyw,, cos T,w,,.
(37)

Then, we can obtain
COS Ty Wy,
_ Pa (@1,) + M (@1,) cOs 01, + g (@1,) sin Ty,

* 9i0 (@) + g (@) cos Ty, + g (@) sin Ty,

sin Ty wy

_ h:m (wp,) + hz’u (w;,) cos Tyw,, + hf;z (wy,) sinTywy,

* Gao (1) + guy (@1,) c0s o001 + gap (1) sin Ty
(38)

where

9o (@) = “-’f* + (A22 + Cé - 2A1)wf*

+ (A3 +Cl - E} - 24,4, - 2C,C, ) wi,
+ AL+ C-C,
ga1 (@1,) = 2(4,C, - Cl)“’f*
+2(A,C, - AyC, — A,C) wi, +24,C,,
9 (w1,) = - 2C2wf* +2(A,C, - AC, - Gy) wf*
+2(A,C, - A,Cy) @y,
hy (w1,) = (By + A;B,) “’411*
+[A,By — C,D; + C,Dy — By (A, — E,)
+ B, (A - Ey)] .
+ By (Eg = Ag) = CoDy,
hy (w1.) = (D; - B,Gy) w‘;*
+[A,D, + B,C, - B,C,
+ B,Cy + Dy (E; - A})] wf*
+ Dy (Eg — Ag) = ByCo,
hy (w1,) = (A,Dy = B,C, + B,C, — D) wf*
+[Dy (Ay - E;) = Dy (A, - Eo)
+ B,C,y — ByC;] wy,»
hfw (w,) = Bz“’f*
+[A,B, + C,D; - By - B, (A, + E})] w,
+[By (A + Ey) - B (Aq + E,)
= CyD, +C Dy wy.,
hy (@1.) = (A,D; +B,C, - B,C, - Dy) wf*
+[Dy (A} +E;) = Dy (Aq + Eo)

+ B,C, — B,C,] wy,»



hz’u (w.) = = (B,C, + Dl)“’?*
+ [B,C, - B,C, — A,D, + B,C,
+ Dy (A} + Ey)] wf*
+ Dy (Ay + Ey) — ByCy.
(39)
Then, we can get a function with respect to wy ,:

2 .2
cos'tyw,, +sin“ryw,, = L. (40)

Next, we suppose that (H,;): (40) has at least one positive
real root.

If the condition (H,;) holds, then there exists a w;, such
that (35) has a pair of purely imaginary roots +iw,. For w},,
the corresponding critical value of time delay is

Tjo = wi*arccos ((h4o (wy) + hy (wjp) cos Ty,
10

+ hyy (“";o) sin Tzwro)

(41)
% (Ga0 (wyp) + gar (wyp) cos Ty,
+ g (wyy) sin Tz“-’fo)_l) .
Taking the derivative with respect to 7, in (35), we get
-1
[ﬂ] :941(1)_3’ (42)
dr, gnA) A

where
gy (A) = 2B)A + B, + Ee ™ + (3/\2 +2A,0 + Al) padt
—(1,D,A =D, +1,D;) e "
~ [6,CA% - (2C, - 1,C) A + €, —1,Cy | 47,
9 (A) = (EA* + Eg))e ™™
(M + AN + AN+ AgL) e

—(CA +C A%+ CoA) T,
(43)

Thus,

Re[ﬂ]l :P4RQ4R+P4IQ4I (44)
Ty dg=y) Qir + Qi
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where

* * . *
Pyr = B, + (D, — 1,D,) cos T,wy, — T,D; wy, sin T,w),,
% \2
+[A; + E; -3 (wyy)
% \2 *
+ (12C2 (wyy)” +1,Co — Cl) COS Ty W),
+ (2C, - 1,Cy) sin Tzwfo] COS T),Wr,
* \2 . *
+ [(T2C2 (wyo)” +1,Co — Cl) sin 7,wy,
* . * ok
- (2C, - 1,Cy) - 2Az“’m] SIN T4,
P,; = 2B,w}, — (D D,) si iy D,w’ iy
41 = 2Bywiy — (D) = 1,Dy) sin 1,01, — ;D wj, cos 1wy,
% \2
+ [Al -E -3 (“’10)
% \2 *
+ (T2C2 (wry)” + 1,Co — Cl) cos T,wy,
. * . * *
+ (2C, - 1,C,) sin Tzww] sin 7),wy,
* % \2 *
+ [2A2w10 - (T2C2 (wyy)” +1,C, — Cl) cos T,wy,
+ (2C, - 1,C,) sin Tzwfo] COS T,,W1y»
* * x\3 ®\2 . *
Qur = [AOwIO + Eqw;y — A, (w3y)” + C; (@) sin 1,05,
% \3 * * . * %
- (C2 (wyy)” - Coww) cos Tzww] sin 1)y,
* \2 * \2 * \4
+ [Al (wio)” = Ey (w1y)” = (wyy)
% \2 *
+C; (wy,)” cos Tywy,
% \3 * . * %
+ (C2 (wyy)” - Cowm) sin Tzwlo] COS T;,W1y»
* 3 * * * 2 . *
Qu = [A2 (wry)” — Agwyy + Eqwyy — Cy (wyy)” sin w5,
* \3 * * * %
+ (C2 (wyy)” - Cme) cos Tzwlo] oS T;,wy,
* \2 * \2 % \4
+ [Al (wio)” + E; (wry)” = (wy,)
% \2 *
+C, (@) cosmye
* 3 * . * . * *
+ (C2 (wyy) - Coww) sin Tzww] sin 7wy,

(45)

Thus, if the condition (H,,) PjgQug + PiyQys # 0 holds,
then Re[dA/ dT];l:r;O # 0, which implies that the transversal-
ity condition is satisfied. According to the Hopf bifurcation
theorem in [17], we can conclude the discussions above as
follows.

Theorem 4. If the conditions (H,,)-(H,,) hold and 1, €
(0, 7o), the positive equilibrium E, (S,, 1., R,) of system (3) is
locally asymptotically stable for T, € [0,7,,) and system (3)
undergoes a Hopf bifurcation at E,(S,,I,, R,) when T, = 1.
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FIGURE 1: E, is locally asymptotically stable for 7, = 2.3750 < 1), = 2.8957.

Case5(t; > 0,7, > 0and 7; € (0,7,,)). We consider (9) with
7, in its stable interval and 7, is considered as a bifurcation
parameter.

Let A = iw,, (w,, > 0) be the root of (9). Then,

M, sin 1,w,,, + Ms, cOS T,w,,, = Mss,

(46)
Ms, cos T,w,, — Ms, sin T,w,,, = Msy,
where
Ms, = Ciw,, — Dy sintw,, + Dyw,, cosT,w,,,
2 .
M;, = Cy — C,w,, + D, cos Tyw,, + Dyw,, sin1w,,,
2 .
Ms; = Ayw;, — Ay — Byw,, sinTw,,
- (B, - B,w?, ) cos Tyw
0 2% 2% 192
(47)

- E,w,, sin2t,w,, — E, cos 21,w,,,

_ 3
M, = wy, = Ay, — B, COST W),

*
+ (B, - B,w?. ) sinT,w
0 205, 1W24

- E,w,, cos2T,w,, + E;sin21,w,,.

Then, we have
G50 (@02.) + gs1 (@,,) CO8 7,5, + gs, (w,,) sin 7w,

+ gs3 (w,,) €08 2T W, + gsy (@, ) sin 2750,, =0,
(48)

where
gso (03,) = “’g* + (A22 + Bg - Cg - 2A1) wg*
+ (Al +B] - Cl - D} —Ef - 24,4,
— 2B,B, +2C,C,) w;,
+A} - C)-D; +E,
gs1 (w.) = 2(A,B, - By) “-’3*
+2(A,B, - A(B, - A;B, - C,D; + C,D;) w3,
+2 (AOB0 - CODO) R
952 (@5.) = — 232“’;* +2(AB, - A,B, +C,D; + By) wi*

+2(AyB; - ABy - CyD, +C,Dy) w,,,
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FIGURE 2: E, is unstable for 7,

953 (w,) = — 2E1“’§* +2(AE, - A,E) wi* +2A4E,,

954 (@3,) = 2(Ey — A,E)) wi* +2(AgE, - A Ey) @,,.
(49)

Similar to Case 4, we suppose that (Hs;): (48) has at least
one positive real root. If the condition (Hj, ) holds, then there
exists a w,, such that (9) has a pair of purely imaginary roots
tiwy,. For wy, the corresponding critical value of time delay
is

Ms; X My + Mgy X Mss

" 1
Ty, = ——arccos (50)
2w, Mz, + Mz, =t
Differentiating (9) with respect to 7,, we have
[ dar ] g T (51)
dr, g (M) A
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2.2

1.8 |

1.6

14t

100 200 300

Time t

054

25>

> .

157
157
Los

3.2950 > 7, = 2.8957.

where

g1 (\) = 30 + 24,1 + A,

+[(2B, - 7,B,) A - 1,B,A* + B, — 7, By | e "

+(2CA+C))e ™
+(D, - 1,Dy - 1,D;A) e M)
-2At
+(E; - 21,Ey - 21, E\A) e '™,
g2 (V) = (CA* +CA* +CpA) e ™™

+ (DI/\2 + DOA) e Mmtm),
(52)

Define
-1

(53)

Re [ dA ] _ P;rQsp + P5Qs;

dr, 1o o, Rt Q5
If the condition (Hs,) PspQsr + Ps;Qs; # 0 holds, then
Re[dA/ d‘rl];;:f;0 # 0. Therefore, according to the Hopf bifur-

cation theorem in [17], we can conclude the discussions above
as follows.
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FIGURE 3: E, is locally asymptotically stable for 7, = 7.2500 < 7,, = 8.4669.

Theorem 5. If the conditions (Hs,)-(Hs,) hold and T, €
(0, 1y9), the positive equilibrium E,(S,,I,,R,) of system (3)
is locally asymptotically stable for 7, € [0,7,,) and system
(3) undergoes a Hopf bifurcation at E,(S,,1,,R,) when T, =
Ty

3. Direction and Stability of
the Hopf Bifurcation

In this section, we determine the properties of the Hopf
bifurcation of system (3) with respect to 7, for 7; € (0,7y,).
Throughout this section, we assume that 7,, < 7,,, where 7, €
(0, 7y9)-

Let 7, = T, + 4, ¢t € R; then, u = 0is the Hopf bifurcation
value of system (3). Rescale the time delay ¢t — (t/7,). Let
u (t) = S(t) - S,, letu,(t) = I(t) — I, and let u;(t) = R(t) -
R,; then, system (3) can be transformed into an FDE in C =
C([-1,0], R’):

u(t) = Lu +F (1), (54)

where u(t) = (u,(t), u,(t), u3(t))T and L,:C— R¥and F :
RxC — R are given, respectively, by

L= (13 + ) <A’¢(0) - B’¢(—?—:) +C’</>(—1)),

20

Tl* _Tl*
Rk (_ Ty >¢2 ( T30 >
T1x T ’
Py <_T;0 >¢2 ( T30 )
0

F(u$) = (159 + 1)

with

, a, 0 0 ) by by by
A=[0a, 0], B=(byb, 0],
ay 0 asy 0 0 by
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FIGURE 4: E, is unstable for 7, = 10.7500 > 7,, = 8.4669.

By the Riesz representation theorem, there exists a func-
tion #(6, u) of bounded variation for 6 € [-1, 0] such that

0
Lg=| an@we®. ¢ec(-L0.8). )

In fact, we can choose

(150 + 1) (B' + C') ,

n(0,4) = 1 .
(12*0+;4)C’, Oel-1- 1: >
T
0, 0=-1.
(58)
For ¢ € C([-1,0], R?), we define
M, -1<0<0,
do
Awe=1 ,
| an@.we@. o-o (59)

0, -1<0<0,

R‘”””*F(y,qb), 6-0.

Then, system (54) is equivalent to

u(t) = A(p)u, + R(p) up (60)
where u, = u(t + 0) for 6 € [-1,0].
For ¢ € C([-1,0], (R*)*), define
—M, 0<s<l1,
A (@) =1 0% (61)

J qu(s,O)(p(—s), s=0,
-1

and the bilinear form
(p(s),9(0))

0 0
7090 -] [ 7E-0d©s©wE
(62)

where #(0) = (0, 0).
Let q(0) = (1,9, q3)Te"“’;°TZ*°9 and q"(s) = V(1,q;,
q; )el“»™0° be the eigenvectors of A and A* corresponding to
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FIGURE 5: E, is locally asymptotically stable for 7, = 2.0300 < 7,, = 2.5386 and 7, = 1.05.

o a ks . N
+iwy)T,, and —iw,, 75, respectively. By a direction computa-
tion, we get

bZIe_i“’;ofu

qz = . ik ok kD
W3y — Gy — byye 0T — ¢ype 0
L ox _ iy Ty —iwy, T,
g = iw,, — a;; — bye *—bye D
3 bl3€_iw;07‘* >
(63)
b —iw;0 T}, —iwy Ty %
g =- 12€ e g3
2~ T . i x>
i3 + Gy, + byye 7 nT + e n"0
. blse’i“’;ofl*
93 =~

Pk —iwy Ty,
w5 + az3 + byze™ 0N

From (62), we obtain
V= [1 + 2, + 55 + T;oe_iw;OT;O% (2, +23)
+ Tl*e_iwgor“ (b1 +b1aq, + bi3gs
+ @, (b +bygy) + bi3qs4;) ]_1-

(64)

Then, one can see that (g*,q) = 1 and {(q",g) = 0.

Next, we can obtain the coefficients determining the
properties of the Hopf bifurcation by the algorithms intro-
duced in [17] and using a computation process similar to that
in [19, 20]:

* Y7 [—% T * T *
Ga0 = 2B,V (‘12 - 1)‘1(1) (‘?) q(Z) (_L) >

*
20 0

* Y7 (5* T |\ = T1x
gu = PryV (‘12 - 1) [q(l) (_L) q(z) (‘L)

% %
T30 T

—(1) Ty @) Ty
+q (—T—*>q (—T—*
20 20

* Y7 [—* — T * - T *
9oz = 2150V (‘12 -1) W (‘#) q(Z) <_L*

20

% T7 [—% Tls Ty
9a1 = 21,0V (‘b -1) |:W1(11) (_T%)q(Z) <_+k)

20
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FIGURE 6: E, is unstable for 7, = 2.9732 > 7/, = 2.5386 and 7, = 1.05.
(2) Tix | (D T1x
+ Wi (_T_*> q (_T_*>
20 20
Lo o T \=) Tis
+ szo = )1\ = )|
) T20
(65)
with
i 0) iwrero  190,9(0) i o* )
‘/V20 (9) — gZi)q(* )ezwzorzoe + 902:1 (*)e"wzofzoe with
20720 33075
+ EzerinOTZOO’
Wy, (0) = _igllq(o) eiw;orz*oe " ig,,9 (0) e*iw;(,rz*oﬁ +Ey,
* % * % 2
W70 W70
(66)

where E,; and E,; can be calculated by the following two

equations:
! —2iw;) Ty,
ay; —bye
—2iw,, T, !
—by e a4y .
_2'
—as, —ce 10T
(1)
B
=2 E |>

0

_b13 e_Ziw;O Tis
0 Ey

!
33

(1) (1) Tix \ () Tys
Ey = —Pq (‘T)q (‘T)’
T30 T30
Tis 2) Tys
PETTRAYIEA)
T Ty
(1) (1) Tix |\ =(2) Tyx
Ey = _ﬁ[q (‘T)q (__*)
20 T2
—(1) Tys ) Tys
20 T

300

(67)
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(2) (1) Tix \ =2 Ty«
11 * *
20 0

) )

(68)
Then, we can get the following coefficients:
2
C(0)= 2 <911gzo ~2|gu|’ - @) + %’
b= Re {C, (0)} ’
Re {1 (1)} (69)

B, = 2Re{C, (0)},

I {C, O}y Im N (z3)}

2= — .
W50T20

By the discussion above, we have the following results
about the properties of the Hopf bifurcation.

Theorem 6. For system (3), the direction of the Hopf bifurca-
tion is determined by the sign of u,: if u, > 0 (4, < 0), the
Hopf bifurcation is supercritical (subcritical); the stability of

bifurcating periodic solutions is determined by the sign of [3,:
if B, < 0 (B, > 0), the bifurcating periodic solutions are stable
(unstable); the period of the bifurcating periodic solutions is
determined by the sign of T,: if T, > 0 (T, < 0), the period
of the bifurcating periodic solutions increases (decreases).

4. Numerical Simulations and Discussion

In this section, in order to support our theoretical results, we
will show the interesting dynamical behaviors of system (3)
by a special case of system (3). Let p = 0.9, A = 1, leta = 0.3,
B =06,9=0270=0.7and u = 0.3 and we consider the
following system:

% =09-06S(t—1,)I(t-1)-0.5S(t)
+0.7R(t - 1,),
_d;f) = 0.68(t—7,)I(t—1,)— 03I (£) — 031 (t - 1,),
_dit(t) =0.1+0.2S(t) +0.3I (t - 7,) - 0.7R(t — 1)

~03R(t),
(70)
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from which one can get R, = 2.2200 and the unique positive
equilibrium E, (1.0000, 1.5641,0.7692). By computing, we
obtain A, = 0.3661, A, = 1.8616,and A,, = 2.4385. Obvi-
ously, A,A;; > A > 0.

For 7; > 0, 7, = 0. Equation (18) has a unique positive
root w;, = 0.5833 and one can obtain 1, = 2.8957 from (21).
Further, the characteristic equation (14) has a pair of purely
imaginary roots +iw,,. The computer simulations in Figures 1
and 2 show that E, (1.0000, 1.5641, 0.7692) is asymptotically
stable when 7; < 17, = 2.8957 and when 7, passes through the
critical value 1, = 2.8957, E,(1.0000, 1.5641,0.7692) loses
its stability and a Hopf bifurcation occurs; that is, a family of
periodic solutions bifurcate from E, (1.0000, 1.5641, 0.7692).
Similarly, we obtain w,, = 3.2514 and T,, = 8.4669. The cor-
responding trajectories graphs and phase graphs are shown in
Figures 3 and 4.

Let 7, = 1.05 € (0,7,,) and choose 7, as a bifurcation
parameter. Then, we have w;, = 1.0514 and 7, = 2.5386. The
computer simulations in Figures 5 and 6 show that
E,(1.0000, 1.5641, 0.7692) is asymptotically stable when 7; <
7}, = 2.5386 and E, (1.0000, 1.5641, 0.7692) loses its stability
and a Hopf bifurcation occurs; that is, a family of periodic
solutions bifurcate from E,(1.0000,1.5641, 0.7692). Simi-
larly, by some complex computations, we have w}, = 0.8545

and 75, = 2.9170 when 7, = 1.65 € (0, 7;,) and choose 7, as a
bifurcation parameter. The corresponding trajectories graphs
and phase graphs are shown in Figures 7 and 8. Furthermore,
we can compute and obtain A'(r),) = 2.3606 + 1.7054i
and C,(0) = —17.9318 + 26.0921i. It follows from (69) that
i, = 7.5963 > 0, B, = —35.8636 < 0,and T, = —15.3981 < 0.
According to Theorem 6, we can conclude that the Hopf
bifurcation of system (70) is supercritical, the bifurcating
periodic solutions are stable, and the period of the periodic
solutions decreases.

In addition, it can be seen from the expression of the
positive equilibrium of system (3) that the more the hosts
are attached to the computer networks, the more the hosts
in networks will be infected. Therefore, the managers of the
real networks should properly control the number of the new
hosts attached to networks. According to the numerical sim-
ulations, we also find that the onset of the Hopf bifurcation
can be delayed by the values of the parameters A and p in
system (3), which can be controlled by the managers of the
real networks. Therefore, the managers of the real networks
should properly control the number of the hosts attached to
the networks and properly strengthen the immunization of
the new hosts in order to control the onset of the Hopf bifur-
cation, so as to make the propagation of computer viruses
predicted and controlled easily.
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5. Conclusion

In this paper, an SIRS computer virus propagation model with
two delays and multistate antivirus measures is investigated.
By choosing the possible combination of the two delays as
the bifurcation parameter and analyzing the distribution of
the roots of the associated characteristic equation, sufficient
conditions for the local stability of the positive equilibrium
and existence of local Hopf bifurcation are obtained. Further-
more, the properties of the Hopf bifurcation are determined
by using the method in [17].

Compared to the model considered in [12], we consider
not only the delay due to the latent period of computer virus
and the delay due to the temporary immune period of the
recovered hosts, but also the delay due to the period that the
antivirus software uses to clean the viruses in the infected
hosts. All the possible delays are incorporated into the model
and the model considered in this paper is more general. Our
analysis shows that the new delay we incorporate into the
model can also change the stability of the positive equilibrium
of the model and numerical simulations show that our results
obtained in the present paper improve some of the existing
results on this system that are obtained in [12].
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