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In these days of terrorism and criminal
investigation, libraries and bookstores are
starting to become concerned with the pri-
vacy of their users and the possibility that
circulation or sales records will be requested
by investigators. Although most states and
the District of Columbia have library privacy
provisions in their laws, exceptions have al-
ways existed for court orders and search war-
rants. More recently, the U.S. Congress
passed the “Uniting and Strengthening
America by Providing Appropriate Tools
Required to Intercept and Obstruct Terror-
ism Act;”! a mouthful known officially as the
“USA-PATRIOT Act” and popularly as the
“Antiterrorism Act.” The legal provisions of
this Act require that librarians and bookstores
balance the need for security with the
individual’s right of privacy.

The records kept by libraries have always
been given a reasonable expectation of pri-
vacy, and this expectation is recognized by
law in every state.? As early as 1973, it was
realized that “an individual’s personal privacy
is directly affected by the kind of disclosure
and use made of identifiable information
about him in arecord.” In addition, the ALA
Code of Ethics states that librarians must
“protect each library user’s right to privacy
and confidentiality with respect to informa-
tion sought or received and resources con-
sulted, borrowed, acquired or transmitted.™
Nonetheless, libraries have always been sub-
ject to court orders to disclose records. State
privacy laws allow disclosure of private in-
formation when there is a valid subpoena or
court order. Librarians and bookstore work-
ers need to understand what a search warrant
is and what it means in order to balance their
security and privacy, both of which are im-
portant societal interests. This article will
discuss what a valid search warrant is and
what is covered by a search warrant.

Search Warrants
In order to investigate private records,
police are required by the 4th Amendment of
the U.S. Constitution to obtain search war-
rants. The 4th Amendment states that: “The
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rights of the people to be secure in their per-
sons, houses, papers, and effects, against un-
reasonable searches and seizures, shall not
be violated, and no warrants shall issue but
upon probable cause, supported by oath or
affirmation, and particularly describing the
place to be searched, and the persons or things
to be seized”” Time and again, the
U.S. Supreme Court has decided
that, with only a few excep-
tions, searches that are not
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sonable men draw from evidence. Its pro-
tection consists in requiring that those infer-
ences be drawn by a neutral and detached
magistrate instead of being judged by the
officer engaged in the often competitive en-
terprise of ferreting out crime. Any assump-
tion that evidence sufficient to support a
magistrate’s disinterested de-
termination to issue a

search warrant will jus-

tify the officers in mak-
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that privacy is ¥ YW'¢. /> ﬂ”ﬁ' 2 only in the discretion of
one of the para- ;\ U police officers. ... When the

mount concerns
in our society.
The goal is to prevent the police from going
on “fishing expeditions.” According to the
Supreme Court, “In so doing the Amendment
does not place an unduly oppressive weight
on law enforcement officers but merely in-
terposes an orderly procedure under the ae-
gis of judicial impartiality that is necessary
to attain the beneficent purposes intended.
Officers instead of obeying this mandate have
too often, as shown by the numerous cases in
this Court, taken matters into their own hands
and invaded the security of the people against
unreasonable search and seizure.” [Citations
omitted]

Although there have not been many cases
within the context of bookstores and librar-
ies, the principles of 4th Amendment law
apply to all situations. One of the key cases
to discuss the necessity of search warrants is
Johnson v. United States.” In the Johnson
case, police searched a hotel room after smell-
ing opium in the hallway. The Supreme Court
suppressed the evidence on the basis of the
4th Amendment. According to the decision:

The point of the Fourth Amendment,
which often is not grasped by zealous offic-
ers, is not that it denies law enforcement the
support of the usual inferences which rea-

right of privacy must reasonably

vield to the right of search is, as a rule,

to be decided by a judicial officer; not by a

policeman or government enforcement
agent.’ [Emphasis added]

One interesting point about the Johnson
case is that the police had sufficient grounds
to obtain a valid search warrant but chose not
to getone. According to the Supreme Court,
the odor of burning opium provided prob-
able cause to believe that a crime was being
committed in the hotel room.” The problem
was that the police didn’t obtain a warrant.
Therefore, the evidence was obtained illegally
and could not be used in court,

The Johnson case shows the Supreme
Court’s preference for search warrants. As
aresult of the 4th Amendment and its rein-
forcement by Supreme Court decisions,
police investigators must obtain a search
warrant before they can legally examine
circulation or business records. Libraries
and bookstores are not only within their
rights to deny access to investigators who
do not have search warrants, but in fact may
be legally required to deny access to
records. The bottom line is that police of-
ficers must obtain search warrants or sub-
poenas first before requesting records.

continued on page 76
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Probable Cause

In order to obtain a valid search warrant,
the 4th Amendment requires “probable
cause.” Probable cause has two requirements
which “must be supported by substantial evi-
dence: [1] that the items being sought are in
fact seizable by virtue of being connected
with criminal activity, and [2] that the items
will be found in the place to be searched”’°
The officer who wants to get a search war-
rant needs to be able to show that he or she
has a reasonable basis for believing a crime
has occurred, that there is a reasonable basis
for believing the person being investigated
has committed the crime, and that there is a
reasonable chance the evidence will be found
in the area to be searched. According to the
Supreme Court, if “the affiant had reason-
able grounds at the time of his affidavit . . .
for the belief that the law was being violated
on the premises to be searched; and if the
apparent facts set out in the affidavit are such
that a reasonably discreet and prudent man
would be led to believe that there was a com-
mission of the offense charged, there is prob-
able cause justifying the issuance of a war-
rant.”!!

One problem that comes up occasionally
is what to do if the circulation records are
needed in order to establish probable cause
for the search warrant. If there is no prob-
able cause in the first place, the records can’t
be searched. However, information that is
available to everyone through the library cata-
log can be used to establish probable cause.
This type of probable cause question usually
occurs when a suspect is in possession of a
large number of library books which appear
to be stolen. Police would need to determine
that the books were not checked out to the
suspect before they could obtain a search
warrant. Yet without circulation information,
the investigators would be unable to show
probable cause that a crime had been com-
mitted. After all, the suspect might have
checked the books out legally.

Since there is no search warrant, the po-
lice are not allowed to look at the patron’s
circulation record. However, many library
catalogs show whether books have been
checked out, although they do not specify
who has the book. Ifthis information is avail-
able to the public via the library catalog, in-
vestigators can look at the catalog to deter-
mine whether or not the books are listed as
being checked out. If the books in the
suspect’s possession are listed as being
checked in, the police have established prob-
able cause to believe that a crime has been
committed and that the suspect has commit-
ted the crime.

Particularity
One of the most important parts of the
4th Amendment is the concept of particular-
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ity. The 4th Amendment provides for two
different types of particularity, stating that
warrants shall particularly describe “the place
to be searched, and the persons or things to
be seized.”'? The point is to leave as little to
the discretion of the officer as possible. In-
stead, the decisions are to be made by an im-
partial judge or magistrate.

Particularity of location means that the
search warrant must identify the place where
the search will take place. The search must
take place at the location that was given in
the warrant, and investigators are not allowed
to search otherplaces without obtaining a new
warrant, Usually the requirement of particu-
larity means that the warrant will include the
address of the location being searched.

Ifinvestigators want to look at library cir-
culation records or bookstore business
records, the search warrant must specify the
location of the records. For example, a search
warrant to look at computer sign-in logs at
one library branch does not allow the police
to look at the logs at another branch. Investi-
gators must obtain a search warrant for each
location, or at least identify in the search
warrant each location to be searched. How-
ever, if circulation or sales records are avail-
able at any location, the warrant doesn’t need
to specify all branches, but need only name
the location where the search will physically
take place.

Particularity of items is potentially a more
important area for libraries and bookstores
than particularity of location. Thus, “the re-
quirement that warrants shall particularly
describe the things to be seized makes gen-
eral searches under them impossible and pre-
vents the seizure of one thing under a war-
rant describing another. As to what is to be
taken, nothing is left to the discretion of the
officer executing the warrant"® In effect,
the officers are bound by the terms of the
search warrant.

The particularity requirement means that
libraries and bookstores are only allowed by
law to show officers the items named in the
search warrant or subpoena. If the warrant
asks for the circulation records of John Doe,
it must state what kinds of records are in-
cluded. For example, a search warrant au-
thorizing a search of circulation records for
John Doe means that only the circulation
records can be given to the investigator. The
warrant does not mean, for example, that
computer sign-in logs are also available to
the investigators. Those records would have
to be named separately in the search warrant,

The search warrant must also be specific
about what dates are covered. If the warrant
authorizes a search of the circulation records
from June 1 to July 1, the police are not al-
lowed to look at records from May. These
days the date is not actually a major issue
with library circulation records, since most
automated circulation systems delete the
record as soon as the book is returned.
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Finally, the warrant must specifically
name the person who is being investigated.
If the judge issues a warrant to look at the
circulation records of John Doe, the officer
is not allowed to look at the library’s circula-
tion records in general and find information
about Jane Doe. The police would need a
separate search warrant in order to obtain
information about Jane Doe. In order to avoid
disclosing confidential patron information to
the police in the midst of a search, the librar-
ian or bookstore worker should obtain the
specific information that was requested and
give it to the police. Ifan automated circula-
tion system is being used, the librarian should
make a printout of the patron record for the
police officer.

Conclusion

The search warrant requirements con-
tained in the 4th Amendment of the Consti-
tution are intended to ensure that our legal
system is just and fair. Records can only be
viewed if a neutral court or magistrate has
issued a subpoena or search warrant based
on probable cause. There must be probable
continued on page 77
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QUESTION: Many librarians write reviews of books and mu- QUESTION: The library has some 16mm films from the Fed-
sic. This question relates to reuse of these published reviews with- eral Aviation Authority (FAA) that are used by the Aviation Depart-
out permission of the reviewer. ment. If federal government materials are in public domain, is it

Outside of my job as a music librarian, I have written reviews for possible to convert the format of the films to video? If the library
FANEARE, a national CD magazine. The Web was in its infancy, so doe:s* change the format, does the film still remain in public do-
the understanding was that all work was for one-time publication ™" 7
in the print edition. There was no online version at the time. When- ANSWER: If the films were actually produced by the FAA, a
ever anyone asked permission to use portions of reviews (or even government agency, then they are public domain. This means that
whole ones) in advance, I granted it. Butrecently, continued on page 78
it came to my attention that a batch of my reviews
are posted at a commercial Website not owned or a1t
operated by FANFARE. To my dismay I have found B ['111 S NeW Pauly
many more reprints on the Web done without ny
knowledge or consent. Several of those who have . .
appropriated this material claim copyright to it Encydop aedia of the Ancient World

themselves, according to the marks on the files. in 20 volumes with index

I challenged the publisher, who said that he
believed that his copyright entitled him to sell por-
tions of the magazine (or whole books) as he saw
fit even though my reviews are not works for hire. Brill’s
Is there anything I can do? > BriLU's NEW PauLy is the English edition of the authorirarive

ANSWER: One importa.nt matter is whether NE’V\" | ﬂl‘l}’ DEer NEUE Paury, published by Verlag J. B. Mewzler since 1996.
the reviewer ever assigned the copyright 1in his work The encyclopedic coverage and high academic standard of the
to the publisher of the journal. Transfers of copy-
right must be in writing. If so, the publisher owns
the copyright. Putting the journal online, however,
raises all of the issues from the New York Times v.
Tasini case which held that freelance authors own

Edited by Huberr Cancik, Helmut Schneider, and
Manfred Landfester
Managing Editor English Edition: Christine F. Salazar

work, the interdisciplinary and contempaorary approach, and the
clear and accessible presentation have made the NEw PauLy the
unrivaled modern reference work for the ancient world.

Fifteen volumes (Antiguiry, 1-15) of BRILL'S NEW PAULY are

devoted to Greco-Roman antiquity and cover more than two

the electronic rights to their works unless the copy- thousand years of history. Special emphasis is given to the interaction between Greco-Roman
rightt[ansfert()the pub[isherspecj_ﬁca]ly stated that culture on the one hand, and Semitic, Celtic, Germanic, and Slavonic culture, and ancient
the electronic rightswerebemgtransfened, Itmjght Judaism, Christianity, and Islam on the other hand. Five volumes (Classical Tradition, 1-V) are
help to remind the publisher of this. Unfortunately, uniquely concerned with the long and influential aftermath of antiquity and the process of
howeyver, the only real threat is ﬁlmg suit, continuous reinterpretation of the ancient heritage, including the history of classical scholarship.

BRILL'S NEW PAULY presents the current state of traditional and new areas of research and

brings together knowledge from leading international specialists. Many entries are elucidated
with maps and illustrations. The English edition includes updared bibliographic references and
L(.‘gﬂ") S[)Eﬂl\'lllg an index volume.

from page 76

Hubert Cancik is professor of Latin ar the University of Tiibingen.

cause to believe that a crime has been committed, Helmuth Schaeider is professor of ancient history at the University of Kassel.
that the suspect has committed the crime, and that Manfred Landfester is professor of Greek at the University of Gieflen.
the search will turn up evidence proving that the Christine F. Salazar is affiliated research scholar at the University of Cambridge.

suspect committed the crime.

The concept of particularity keeps officers from Vol. 1 (A-Ari)  November 2002 ISBN 9004 12258 3  $186
using a search warrant as a license for a general | vol. 2 (Ark-Ci) December 2002 ISBN 9004 122656  $186
search. The warrant must specify the location to Vol. 3 (Cl-Epi)  April 2003 ISBN 90 04 122664  $186
be searched, the type of records that are included,
and the specific person whose records are being
investigated. The police are not allowed to look at
records with information about people who are not

Standing order for entire set ISBN 90 04 12259 1
Prices have not yet been set for future volumes, which will be:invoiced upon publication..#
for standing orders. Three new volumes are scheduled to be published each year.

named in the_ search warrant. For North American orders, ca// 1-800-337-9255,
The requirements 9f probable cause and par- fax 703-661-1501, or e-mail cs@brillusa.com.
tnc.ulanty help to keep hb_rayy and bookstqre recqrds For rest of world orders, call +31 (0)71 53 53 566,
private, whﬂ; §t111 providing a way for investiga- fax+31 (0)71 53 532, or e-mail cs@brill.nl.
tors to do their jobs. The purpose of the 4th Amend- ) S ‘ Académic Fublichers
ment is to establish rules by which everyone must For tere information or o tequest a free preview,
3 s z 3 e-mail brillsnewpauly@brill.nl. i
live. These rules help our society achieve the deli- g BRIV L

cate balance between the need for security and the www.brill.al

right of privacy. -
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