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Abstract

With the advent of public key cryptography, digital signaschemes have been ex-
tensively studied in order to minimize the signature sizebta accelerate their execution
while providing necessary security properties. Due to theapy concerns pertaining
to the usage of digital signatures in authentication sciseprévacy-preserving signature
schemes, which provide anonymity of the signer, have aftdasubstantial interest in
research community.

Group signature algorithms, where a group member is ablegto @ behalf of
the group anonymously, play an important role in many pgwaeserving authentica-
tion/identification schemes. On the other hand, a safegsandeded to hold users ac-
countable for malicious behavior. To this end, a designafehing/revocation manager
is introduced to open a given anonymous signature to refieadientity of the user. If the
identified user is indeed responsible for malicious ac¢ésitthen s/he can also be revoked
by the same entity. A related scheme named direct anonyntimssadion is proposed for

attesting the legitimacy of a trusted computing platformlevmaintaining its privacy.



This dissertation studies the group signature and dirextyanous attestation schemes
and their application to wireless mesh networks comprisasgurce-constrained embed-
ded devices that are required to communicate securely aadthenticated anonymously,
while malicious behavior needs to be traced to its originivaey-aware devices that
anonymously connect to wireless mesh networks also neeectoes their communica-
tion via efficient symmetric key cryptography, as well.

In this dissertation, we propose an efficient, anonymousaaeduntable mutual au-
thentication and key agreement protocol applicable tolessemesh networks. The pro-
posed scheme can easily be adapted to other wireless netwidr& proposed scheme is
implemented and simulated using cryptographic librarres simulators that are widely
deployed in academic circles. The implementation and sitiarl results demonstrate
that the proposed scheme is effective, efficient and feagilthe context of hybrid wire-
less mesh networks, where users can also act as relayintgagen

The primary contribution of this thesis is a novel privagggerving anonymous au-
thentication scheme consisting of a set of protocols desigmreconcile user privacy and
accountability in an efficient and scalable manner in theestiamework. The three-party
join protocol, where a user can connect anonymously to thelegs mesh network with
the help of two semi-trusted parties (comprising the nekvagerator and a third party),
is efficient and easily applicable in wireless networksisg. Furthermore, two other
protocols, namely two-party identification and revocatmotocols enable the network
operator, with the help of the semi-trusted third partyré@é suspected malicious behav-
ior back to its origins and revoke users when necessary. astewo protocols can only
be executed when the two semi-trusted parties cooperatevmp accountability. There-
fore, the scheme is protected against an omni-presentriytf@.g. network operator)
violating the privacy of network users at will. We also prdeiarguments and discussions

for security and privacy of the proposed scheme.



COKGEN BAGLANTILI KABLOSUZ A GLARDA GUVENLIK, MAHREM IYET, VE
GUVEN

Ahmet Onur Durahim

CSE, Doktora Tezi, 2012

Tez Danismani: Dog. Dr. Erkay Savas

Anahtar Kelimeler: Ag Guvenligi, Cokgen Baglantilalilosuz Aglar,
Mahremiyet-bilin¢li dogrulama, Sorumlu tutulabilkliGrup imzalari

Ozet

Acik anahtarl sifrelemenin gelismesiyle, gereklivgilik 6zelliklerini saglayarak,
imza boyutlarint mimkin oldugu kadar kiicultmek edgmalarini hizlandirmak amaciy-
la sayisal imza duzenleri kapsamli olarak calisiimiStayisal imzalarin dogrulama dizen-
lerindeki kullanimindan dolayi ortaya ¢ikan mahremiyadigesinden dolayi, imza atan
kisilerin gercek kimligini saklayan mahremiyet-komugu imza diizenleri arastirma toplu-
lugunda buyuk ilgi cekmistir.

Herhangi bir grup tyesinin bilinmeden grup adina imza igd&p Grup imza algo-
ritmalari, mahremiyet-koruyucu dogrulama/tanilamaeiierinde dnemli bir rol oyna-
maktadirlar. Diger taraftan, kullanicilari kotu nifretavranislarindan sorumlu tutmak
icin onlem almak gerekmektedir. Bu amacla, eldeki anoinzay! acarak, bu imzayi
atan kullanicinin kimligini ortaya cikarmasi icin ké#inmis acan (iptal eden) yonetici
tanimlanmistir. Kimligi ortaya cikartilan kullanidtii niyetli davranislarin sorumlusu

ise, bu kullanici kimligini ortaya ¢ikaran varlik tanaflan agdan menedilebilir. Bununla



iliskili olarak, guvenilir bilisim platformunun mahreiyetini koruyarak mesruiyetini tas-
dik etmesini saglayan direk anonim tasdik adi verilenestii@nerilmistir.

Bu tezde oncelikle dnerilmis grup imzalari ve direk amonasdik diizenleri incelen-
mistir. Analiz edildikten sonra bu diizenler, givendtisim kurmalari ve anonim olarak
dogrulanmalari gereken kaynak-kisitl gomult cilbadén olusan cokgen baglantili kablo-
kadar izlenebilmeleri gerekmektedir. Ayrica, aga anobaglanmalari gereken mahremi-
yetlerinin farkindaki cihazlarin iletisimlerini cok ta verimli olan gizli anahtarli sifreleme
ile korumalari gerekmektedir.

Bu tezde, cokgen baglantili kablosuz aglara uyguldmaierimli, anonim ve ayni za-
manda sorumlu tutulabilir karsilikl dogrulama ve arsaf@nlasma protokoltl dnerilmistir.
Onerilen diizen diger kablosuz aglara da kolayca uyatémektedir. Onerilen duizen,
akademik cevrelerde yaygin olarak kullanilan kriptotkiltanelerini ve benzetimcilerini
kullanarak uygulanmis ve benzetimleri yapiimistir. Bigulama ve benzetim sonuglari,
onerilen diizenin, kullanicilarin ayni zamanda yonigaidgorevinde de bulunabildigi
melez ¢cokgen baglantili kablosuz aglar baglaminddi et&rimli ve uygulanabilir oldugu-
nu gostermektedir.

Bu tezin ana katkisi, kullanici mahremiyetini ve sorumlwkabilirligini verimli ve
olceklenebilir bir sekilde ayni gergevede uzlas@k icin tasarlanmis protokollerden olu-
san yeni mahremiyet-koruyucu anonim dogrulama duzenigdullanicinin, bir ag op-
eratord ve bir U¢cuinct taraftan olusan iki yari-gaitir tarafin yardimiyla, anonim olarak
cokgen baglantili kablosuz aga baglanabildigtégfli katilm protokoli, kablosuz aglara
kolay ve verimli bir sekilde uygulanabilmektedir. Ayricii-tarafli tanimlama ve fes-
hetme ad1 verilen diger iki protokol ile ag operatorariyguvenilir i¢ctinci tarafin yardi-
miyla, stiphelenilen kotl niyetli davranislar @kioktasina kadar izleyip, gerekli gordu-
gunde kullanicilari agdan menedebilmektedir. Bahsegeson iki protokol, sorumlu tutu-
labilirligi sadece iki yari-guvenilir tarafin isbidi ile saglayabilmektedir. Boylece, duzen,
istediginde ag kullanicilarinin mahremiyetini ihlalesdheryerde bulunabilen yetkiliye

(6rnegin, ag operatori) karsi korunmaktadir.
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Chapter 1

Introduction

Cryptography, meaning secret writing, is the science oilvdehg critical information
securely over insecure communication channels. Secuitybe obtained so that mes-
sages that are being eavesdropped cannot be understooattyeasary (confidentiality),
that their content cannot be changed by unauthorized pawithout being detected (in-
tegrity), and that each communicating party is ensuredithattalking to the intended
entity (authentication).

Cryptography was initially used largely for military purges to secure critical infor-
mation that can be overheard by enemies. In early yearstagsgphy was solely based
on the symmetric techniques where communicating partieshcommon key for cryp-
tographic usage, i.e. same key is used for both encryptidglaorypting messages. In
the digital world, symmetric key cryptography can be useprtavide confidentiality via
encryption and integrity via message authentication codesvever, it does not provide
the means for undeniable digital signatures which form aibip between the user and
message formed/delivered by the user. Non-repudiatiopgpty of digital signatures,
which is the ability to ensure that a party cannot deny thatisthe originator of a digital
signature actually generated by herself for a messagefuamT,is also a requirement for
the digital signatures to replace the handwritten sigestuised in critical communica-
tions and documents, such as legal commercial agreements.

Another important drawback of symmetric key cryptographyhe requirement for
pre-existence of a shared secret key between communiqadinigs. This requirement

thus necessitates means for secure key distribution. fidrereconstructing a secure



channel for distributing secret keys among communicatiadigs efficiently is of crit-
ical importance. Without the means for distributing keysmenunicating parties must
either agree on secret keys by meeting in person or througisavorthy carrier.

A breakthrough in the history of cryptography was achievediffie and Hellman
[5] in their seminal paper “New Directions in Cryptographyihereby they introduced
the concept of public-key cryptography, which makes uralalei digital signatures and
key exchange possible without the need to share keys a.dngrublic key cryptography,
each user possesses two different keys related in a nundmetic way, one of which
is private and only known by the user himself and the otherisrmublicly known by
everyone with a proof that binds the key to its owner. So, @estihe other party’s public
key, for example, to encrypt a given message and obtaintaegudiphertext which can
only be decrypted by the corresponding private key knowry bl the intended party.
In their paper, authors proposed the first key exchange gubtadely known as Diffie-
Hellman key exchange.

Subsequently, other public key cryptosystems are propasdtas RSA cryptosystem
by Rivest et al. [6] and EIGamal cryptosystem by El Gamal §fpng with their corre-
sponding digital signature schemes. Digital signaturestaen formalized by Goldwasser
et al. [8]. Following the invention of digital signaturesithentication mechanisms are de-
veloped utilizing the proposed digital signature schemiss, in turn, created privacy
concerns in certain applications due to the fact that ommapdicitly identified uniquely by
her digital signature. As a result, in order to avoid privacgblems, various approaches
have been proposed for anonymous authentication of prsa@re users, such as group
signatures [9, 10, 11] and ring signatures [12, 13].

In group signature schemes, members of a certain group gannséssages (doc-
uments) on behalf of the group anonymously. This way, one atapire credentials
which prove that the owner is eligible to obtain serviced #ra provided only to that
certain group. However, anonymity brings about accouhtpliésues: malicious users
with anonymous authentication need to be identified latdrthnos held responsible for
their possible malevolent actions. Therefore, in orderéy@nt such issues, a designated

entity called group manager is empowered with the capglofitopening signatures to



reveal the identities of signers when needed. But, thisralsans a potential compromise
of the user privacy by this powerful entity. Therefore, thes a trade-off between pro-
viding anonymity and accountability which have conflictigpogls; the former is trying to
hide the identity of the user, while the latter is trying toeal it.

In this thesis, we address the issue of reconciling thesBictimg objectives within
a practical authentication framework that also incorpesat key agreement scheme to
secure the communication between the user being autheatiead the corresponding
verifier. We devise a set of efficient protocols, constitgtine framework, specifically
for hybrid wireless mesh networks where the ad hoc naturbehetwork and resource
constraints of user devices pose complex and multi-faceltetlenges. First of all, we
correctly identify the security, privacy and trust chaties in wireless mesh (or simi-
lar) networks. While users of such networks should be pteteagainst the adversaries
or other third parties, we cannot let them be susceptiblelirary intervention and/or
tracking by an omni-present and omni-potent network operatdvantageously situated
with respect to other users. We, therefore, have to proecptivacy of network users
against the network operator as well, which is in fact onédnefrhost challenging tasks in
such networks. On the other hand, absolute privacy withoyfalback mechanism can
lead to some irresponsible and malicious user behaviourhwdannot be traced back to
its origin. However, the right of executing a mechanism fanitifying such users should
be distributed between the network operator and a trustetigarty which will act justly
and impartially.

The most important aspects of the solution are that it mudighéweight on user
side while scalable on the sides of network operator andristerd third party. The
use offully trusted parties is infeasible and render the solution ilegipe in real usage
scenarios where a party that enjoys the full trust by allipait impractical to implement.
Therefore, we relax the trust requirements on the thirdyptarta degree that existing
solutions such as certificate authorities can be used as elteatksign such third parties.

The proposed model in this thesis achieves these requitsnreman efficient and
practical manner while creating a reciprocal trust retaglop between the users and the

network operator. The implementation and simulation tesafithe proposed framework



demonstrate its suitability on hybrid wireless mesh (or ynather ad hoc) networks. The
proposed framework provides an efficient, accountable,adrtde same time, privacy-
preserving authentication and key agreement mechaniswirigless mesh networks con-
sisting of resource-constrained embedded devices, wphéggliimate users can connect
to the network (and obtain provided services) from anywhatieout being identified or

tracked arbitrarily.

1.1 Wireless Mesh Networks

Nowadays, wireless mesh networks (WMNSs) emerge as a pnognischnology to pro-
vide low cost and scalable solutions for high speed Inteaceg¢ss and additional services.
Thus, itis no surprise that it has been the focus of incregaitention of all quarters from
research community to industry and military.

A WMN is a dynamically self-organized and self-configuredwwk, where the
nodes automatically establish and maintain mesh coniigciiva collaborative fash-
ion. The collaborative nature of the mesh networks resaltew up-front cost, easy
network maintenance, robustness and reliable serviceraged14]. In their simplest
form, WMNs are comprised of mesh routers and mesh clientsvfrk users), whereby
mesh routers are in charge of providing coverage and rosengces for mesh clients
which connect to the networks using laptops, PDAs, smartpboetc. Hybrid architec-
tures [14] €f. Figure 1.1) are the most popular since in addition to mestersumesh
users may also perform routing and configuration functitiealfor other users to help
improve the connectivity and coverage of the network. Ireothords, any node in the

network can act both as a router and as a user resulting indhgtohitectures.

In order to ensure wide user-acceptance and deployment olg8y8&curityandpri-
vacyconcerns of users need to be addressed in an efficient aatlleefhanner. Due to
the dynamic and open nature of the network, it is essentiptdoide effective access
control mechanisms to guarantee the registered usersahblestietwork connectivity and

other security services for the protection of network comioation. On one hand, user
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privacy is needed during authenticated connection to thwaork. On the other hand,
useraccountabilityis required in order to detect misbehaving users and, if egedeny
network access to them via revoking. Therefore, accessatpsecurity, user privacy
and accountability objectives can conflict with each otheaking it difficult to reconcile
within the same framework.

Hybrid wireless mesh networks require that resource andygrenstrained mesh
clients perform costly operations necessary to provideymey). The proposed security
architecture treats performance and energy usage as ekreracial issues. Therefore,
the main requirements for a security framework that is todoepted and widely deployed
involve efficient signature generation and verification heggsms (utilized in anonymous
authentication) employing smaller key sizes as well asiefftckey sharing and other se-
curity operations with minimal communication. If one watdgrovide access control via
anonymous authentication together with confidentialitg/anintegrity, then an efficient
key agreement scheme should be incorporated into the prd@ghentication scheme.
This way, existing efficient symmetric key cryptographigaithms can be used to secure

the communication of authorized users. It is important tteribat, a trade-off between



efficiency and either of security and/or privacy should beided. Any improvement
made on the performance of the proposed scheme that entadsietion in security and
privacy requirements is unacceptable.

Therefore, the most challenging requirement for WMNs isisign of an access con-
trol mechanism that provides both anonymous authenticatiats privacy-aware users
who should also be held accountable for their malicious/aiets. Besides, efficient se-
cure communication between the network user and authénticenesh router should
also be provided via symmetric key sharing for the frameworke widely acceptable

for practical usage.

1.2 Security and Privacy Requirements for Wireless Mesh
Networks

The following security requirements are the objectives tieed to be efficiently achieved
in an anonymous and accountable authentication framewankoged for the wireless

mesh networks;

1. Confidentiality/Integrity. Efficient symmetric key establishment protocol is re-
quired where both sender and the recipient share a key féeqinog communi-
cations between a mesh client and a mesh router (or a relay@sy client). This

is achieved via symmetric key encryption and message atith&éon codes.

2. Authentication Authentication is required to be performed anonymous|yeloyt-

imate users to connect to the network (and to obtain reqsieedces).

3. User Privacy User privacy is achieved if the framework provides anoryrand
unlinkability at the same time. As users authenticate tledwias using signature-
based schemes, the following signature properties areedefad these require-

ments:

lUser-Controlled Linkability is an optional requirement.



a. Anonymity Given a valid signature, identifying the signer (i.e. owoé the

signature) must be computationally hard [10, 11].

b. Unlinkability: Given a list of signatures, where some of them are genelgted
the same user, no other party can link any two of the validatignes generated
by the same authorized user [10, 11]. Even, no one is abletéordime whether
any two of these valid signatures are generated by differsats or by the same

one.

c. User-Controlled Linkability In certain situations, a user may want to be tracked

for a given period of time without being identified. In additi an authenticator
may also enforce tracking of users in order to prevent andyybased attacks
such as Sybil attacks [15]. To achieve this, the user and utteeaticator can
devise a scheme, under which the latter can link signatuzasrgted by the
user for a period of time determined by the former. The scheomepromises

neither the identity of the user nor her private key.

4. User Accountability and RevocationUsers should be held accountable for their
actions. When they are involved in unacceptable and desteuactivities, they
need to be identified, and even revoked if necessary. Thus)yamty and un-
linkability properties are relaxed against a specific atithasually known aghe
opener/revocation managewxhich acquires the right to identify and/or revoke users

when certain conditions are met.

1.3 Motivation and Contributions

As seen from the previous discussions, an anonymous andirdetbe authentication
framework which incorporates a key agreement scheme stsatilsfy the security and
privacy requirements mentioned in the previous sectiomieficient manner. The hybrid
wireless mesh networks require an efficient solution frorthlmmmputational and com-
munication perspectives. To the best of our knowledge, bdmiee previously proposed

solutions satisfactorily fulfilled all the security and yacy requirements in an efficient



manner.

Furthermore, network and/or service providers may needagdrolled linkability
of network usersto prevent anonymity based attacks and/or to design a gratinicture
for the provided services.

In order to provide an efficient and acceptably secure swiutiirst we analyzed
the group signatures schemes, specifically an advancedtapmh of group signatures
known as direct anonymous attestation schemes. Useratiedtlinkability along with
the efficiency requirements lead us to the efficient direohgmous attestation proposal
of Chen et al. [16] that additionally provides optional usentrolled linkability which is
not addressed by the existing group signature schemesiatlire. The scheme by Chen
et al. [16] forms the basis of signature generation and eatiftin protocols used in our
proposed framework due to its small signature size and efficgignature generation and
verification algorithms.

Moreover, it is important to separate the identification emabcation mechanisms in
order to provide accountability that is acceptable fronT psiwacy perspective. Account-
ability requirement can be incorporated into the authatibe scheme in conjunction
with a suitablejoin protocol, which is executed when user is initiated to thevoei.
Since the network operator deploys all the mesh routers irconstruction and forms
a well-connected network (thus being the most powerfultgntithin the network), it
should not have access to secret signing keys of mesh ciispoposed by Ren and Lou
[4]. Doing so will violate the unlinkability property of thgenerated signatures and em-
powering the network operator as the sole party that cartifgeand revoke any user by
itself. On the other hand, because the mesh clients ardesgiso the network operator
and network operator is highly accessible and the first teaetny malicious behavior, it
is necessary to involve it in identification and revocatiootpcols. In this respect, we de-
vice a join protocol and corresponding protocols that ptexaccountability in a way that
no single authority is able to perform the identification aedocation of mesh network

clients. In the proposed scheme this right is entrustedem#twork operator together

2In order to accomplish this, router and the mesh client togredecide on a session basename which
provides linkability of the signatures generated undeistrae basename.



with a trusted third party. One cannot exercise this righihaut the participation of the
other.

Certificate Revocation List (CRL) based (cf. Section 4.4 reapcation mechanism
is adopted into the framework which fits best in our constamct We named this list
as UserRL, an abbreviation for the user revocation list. r&Jsee revoked by a two-
party revocation protocol which adds the secret signingdtélge malicious user into the
UserRL. Revoked users are prevented from accessing therketervices if the signature
used in anonymous authentication is originated from a u$erse secret signing key is
included in UserRL. However, before revoking access righgssuspicious user, she must
be identified first. The identification algorithm should neteal the secret signing key of
the user in question. If the user is convicted of destruatnadicious activities, then the
revocation procedure should be performed. In order to aehifeese operations separately
and independently, identification of a suspected user armtation of malicious users are
performed with two different protocols.

In the proposed framework, parties that comprise the hyimegh network are the
network operator (NO), a semi-trusted third party (STTR)number of routers and a
number of mesh clients (also mentioned as network users).

In the following, we describe the approach used to provigesecurity and privacy

requirements mentioned previously;

e Confidentiality and Integrity :Communications are secured by efficient symmetric

key algorithms which require communicating parties to ginare symmetric secret
keys. In our proposal, an authenticated Diffie-Hellman keghange procedure is
incorporated into the anonymous authentication schemstabksh a symmetric
key between network user and a relaying agent, either arroutnother network
user. This key only secures the communication between thiepaerforming the
proposed mutual authentication procedures. In every@e#sat is successfully es-
tablished via anonymous authentication, a new secretseksy is formed making
use of random nonces. This way, even if an attacker is ablbt@roone of these

session keys, it will not be able to decrypt messages exeuhingther sessions.

SHereafter, NO and STTP will be used as acronyms
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e User anonymity :User anonymity is provided by adopting anonymous signature

generation and verification protocols based on the direohymous attestation
(DAA) scheme proposed by Chen et al. [16]. The DAA proposatdpecially

suitable for usage in hybrid mesh networks where efficiemngmous signature
algorithms are required along with the user-controlleddisility option. Under-

lying scheme together with the developed join protocolvedl@ user to obtain a
secret signing key where no single party, neither powerétiviork operator nor a
trusted third party, other than the user herself is able ¢piae and use this key to

generate anonymous signatures.

Furthermore, neither signatures generated by a legitinsge can be linked nor
their originator can be identified by any single party, b toalition of the net-
work operator (NO) and the so-called semi-trusted thirthg@TTP). Although the
network operator is able to capture signatures througheuetwork, it cannot link
any two of these signatures since it does not have secrengigeys of the network
users or any valuable information it can use for this purp8ssides, semi-trusted
third party, which is required to provide users with a cezéite/credential on their
secret signing keys, therefore able to record credensiat-entity pairs, also can-
not link any signatures since the credentials that are pteddo the verifiers are
randomized in a way that two randomizations of the same ated&lo not reveal
any information that leads one to link the correspondingaigres. Thus, in each
authentication session, network user must re-randomszerédential to prevent

linking of its signatures.

e User Accountability :User accountability is obtained through the use of two dif-

ferent protocols, one of which is designed for the identiftcaof the user and the
other one is used for the revocation of the secret signingtkeg the user herself.
These protocols are designed as two-party protocols tofberped by the NO and
the STTP. Neither of these two authorities alone is able topa these protocols
in order to identify or revoke a user by itself. Consequentl|yfor instance, the

NO suspects malicious activity, she can report suspectedsusignatures to the
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STTP, which then initiates the identification protocol ahdd starts an examina-
tion process for the corresponding user. Then if the usasuad guilty of mali-
cious activities, the STTP initiates the revocation protdogether with the NO.
All communication between the NO and the STTP is authemttahd secured by
conventional cryptographic means since privacy providiolgtions are not needed

between these two well-known parties.

The anonymous authentication and key agreement framewopoped in this work,
which is called A-MAKE*, provides legitimate users with network connection and/or
services from anywhere without being identified or tracke@dnly the two semi-trusted
entities, the NO together with the STTP can identify the teaf a given signature
and/or determine whether or not any two of the given sigeatare generated by the

same signer.

1.3.1 Contributions

Contributionsof this thesis can be summarized as follows;

i. Our framework provides both accountability and strongrgmmity for users in wire-

less mesh networks.

ii. The protocols in our framework are shown to be efficientieinms of communication

and computational complexities.

iii. Our three-partyJoin protocol helps reconcile the user privacy in the strongesses

and user accountability in an efficient and scalable mamird same framework.

iv. The two-party identification protocol can be used to tifgrusers without revealing

their private keys whenever deemed necessary.

v. The two-party key revocation protocol can be used to reuaers in a controlled

manner and prevents abuse by a single authority.

4abbreviation for Anonymous and Accountable Mutual Autieiion and Key agrEement
Swith user consent, AMAKE framework allows the user to be tracked.
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vi. Security assumptions on the trusted third party and #te/ork operator are relaxed

compared to previous solutions, making ours easier to gepleealistic settings.

vii. The user accountability feature proposed in this thesimplemented through user
identification and revocation protocols. This feature stsstatching misbehaving
users trying to abuse anonymity infrastructure and is eafeaiseful protecting

against malicious activities such as Sybil attacks [15].

viii. Optional user-controllable linkability, which tenoparily removes unlinkability re-
qguirement, is used to trace users for a time period. Thioops useful for user
convenience, but can be a necessity in certain situatidnsanl also be utilized in

preventing anonymity based attacks.

ix. Anonymous authentication protocol is more efficienttisanilar protocols in litera-
ture in terms of computational complexity which dominatsseixecution time. For

higher security levels it is expected to become more efficien

X. Implementation and simulation results of the anonymautlsentication protocol are
provided in detail demonstrating the suitability of our posed framework in practi-

cal settings.
Following are thepublicationswhich benefitted from the content of this thesis;

e A.O. Durahim, and E. Savas. A-make: An efficient, anonymand account-
able authentication framework for wmns. limternet Monitoring and Protection

(ICIMP), 2010 Fifth International Conference ppages 54-59, may 2010.

e A.O. Durahim, and E. Savas.ZAmake: An efficient anonymous and accountable
mutual authentication and key agreement protocol for wnm$.Hoc Networks
9(7):1202-1220, 2011.

1.4 Summary of the Thesis

In the current chapter we summarize prior work, provide tlaérmotivation and contri-

butions of this thesis along with fundamental backgroumarimation about related topics
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such as wireless mesh networks.

In Chapter 2, mathematical preliminaries are given. Firstations used throughout
the thesis are introduced and then number-theoretic harolggns and corresponding
assumptions are provided. Finally, signature proofs ofladge protocols are given and
some are illustrated using examples. Furthermore, we sdoow the proof of knowledge
protocols are employed as basic protocols in group sigeatod related schemes.

In Chapter 3, we introduce elliptic curve cryptography aadtipg based cryptogra-
phy that are being extensively used in our protocols. We ioemliptic curves defined
over finite field and type of attacks on elliptic curve cryptstems. Then, we introduce
the bilinear pairings and available pairing implementagiproposed to obtain efficient
pairing based cryptosystems. In the end, we discuss pditigngdly elliptic curves and
related constructions.

In Chapter 4, we elaborate on the concept of group signattogsther with a re-
lated scheme called direct anonymous attestation. In tiapter, we provide historical
background about group signatures and direct anonymastaibn schemes along with
a discussion on the groundbreaking proposals for them. \Afeefiplore properties and
security requirements of group signature schemes and tioerdp the preliminary con-
structions. Furthermore, we describe the improvementsmadsible by either reducing
signature sizes, increasing the efficiency of protocolproviding additional security fea-
tures relevant in certain applications. We also discussaaion mechanisms proposed
for group signatures and then illustrate pairing-basedgsignature schemes. In the
final section, we summarize direct anonymous attestatiopqsals as a popular variant
of group signatures.

Chapter 5 comprises the main contribution of this thesisthia chapter, we first
discuss the main motivation for the development of an anaugyand accountable au-
thentication and key agreement scheme nam&#AKE, and then give construction
details of the proposed scheme designed specifically foridhyreless mesh networks.
Then, we review the security and performance of this scherdeeampare our approach
with related work on this subject. Finally, we describe iempkntation and simulation

details of the proposed protocols and provide the resulbginfiming analyses.
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In Conclusion section, we summarize the results and acments of this thesis along

with directions for future research.
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Chapter 2

Foundations and Basic Protocols

In this section, we provide notations used throughout thésis, review cryptographic

hard problems and introduce the concept of signature pridaiavledge.

2.1 Notations and Preliminaries

Throughout this thesis, integers, group elements, amigstare all assumed to be repre-
sented in binary form. The symbgldenotes the concatenation of two strings or string
representation of integers or group elements. For A beirgf,a £z A means that is
chosen randomly from the sdt anda is assumed to be distributed uniformly. For an in-
tegern, Z,, denotes the ring of integers modul@ndZ; denotes the multiplicative group
modulon which is comprised of invertible elements. For a cyclic gr@u of ordern,

G = (g) means thay is the generator of grou@, with ordern. The number of elements

in this group,G, is denoted byG

, Wheren = |G]|.

IF, denotes a finite field of orderand[F; denotes the multiplicative group of nonzero
elements off,, which can be stated equivalentlyBs = F,\ {0}. SimilarlyF, denotes
the algebraic closure of finite field,.

H(-) denotes a hash function that maps binary representatiderokats of a group,
strings and/or integers to fixed-length binary strings. &mample,H : G — {0, 1}’“
means that hash function takes binary representation opgetements frond- as input
and maps it into binary string of length

We denote by:[i], thei-th bit of the binary string:, where one starts counting from
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the right-hand end. For examplecit= 10011, thenc[2] = 1 and¢[3] = 0.

If not stated otherwisdpg(x), denotes the logarithm af with respect to base 2 and
[log(x)] is the bit-length of the number.

QR(n) denotes quadratic residue modufh An RSA modulus: = pq is safe if its
prime factors are of the forng,= 2¢' + 1 andp = 2p’ + 1 wherep’ andq’ are also prime

numbers.

2.2 Number Theoretic Assumptions

In the following, number theoretic problems and correspog@assumptions are given.
They are both applicable to cyclic subgroups of a multipieegroup of a finite field and

elliptic curve group defined over a finite field, etc. I(ebe a finite cyclic group of order
q(=1G

), andg be its generator; = (g).

Definition 1 Discrete Logarithm Problem (DLP) Given elementg andy, find an inte-

gerk € Z; such thaty = g*, if such an integer exists: is called thediscrete logarithm

or index of elemeny with respect tgy, denoted byog, (y) (= ind,y).

Using the same terminology, computational and decisiofidDHellman (CDH and

DDH, respectively) problems in the same group can be defiadadllaws;

Definition 2 Diffie-Hellman Problem (DHP-CDHP) : Given elementg, ¢¢, ¢® where

a,b € Z%, computey*’.

Definition 3 Decision Diffie-Hellman Problem (DDHP) :Given elementg, h = ¢°,

y = ¢°, 2z = g° wherea, b, c € Z*, decide ifg® = ¢* (or equally decide it = y).

Correspondindecisional Diffie-Hellman assumptioamas first explicitly mentioned
in [17] and one can refer to [18] for an in-depth discussioDHZand DDH assumptions
state that it is computationally infeasible to solve theiresponding problems. Note that
DDHP is easier than the (C)DHP which involves findigt§ from ¢* andg®. Thus, DDH

INote that deciding whether somds in QR() is believed to be infeasible if the factorizationiofs
unknown.
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assumption is a stronger assumption. Both DDH and CDH astsoimsfare stronger than
the assumption that computing discrete logarithm is haldt s to say, if one is able to
solve DLP, one can also solve both CDHP and DDHP: giyea ¢%, z = ¢°, t = ¢,
first solve DLP fory andz and then use corresponding integersndb to computey®,
and then check if** = t.

Other related hard problems are defined similarly as foljows

Definition 4 Double Discrete Logarithm Problem (DDLP) Given elements, y € G,

anda € Z:, find an integerk € Z such thaty = ¢, if such an integer existsk
is called as thedouble discrete logarithnof element; with respect to bases and g,

denoted byog, (log, v).

Definition 5 eth-Root Discrete Logarithm Problem Given elements, y € G, find an

integerk € Z; such thaty = ¢, if such an integer existg: is called as the:th-root of

discrete logarithmof element with respect tqy.

Double discrete logarithms andh-root of discrete logarithms are first defined and
used in group signhature schemes proposed by Stadler [19Canenisch and Stadler

[1], respectively.

Definition 6 Representation Problem (RP)Given elementsg,, go, .. ., gx, h € G, com-

pute integersy, as,..., ar € Z%, such thath = g{*g5*---g.*. Problem is defined
in [17].

Definition 7 LRSW Problem :Given elementg, X = ¢*, Y = ¢Y wherex,y € Z,

compute triple(a, a¥, a***¥*) for a given integers # 1, s € Z; wherea €p G is a
random elementy = ¢* andk €y Z;. Here, one is also given access to an Oracle which

returns such a triple for any queried integethat is different from the in question.

LRSW assumptiors introduced by Lysyanskaya et al. [20], which states tha i
infeasible for a computationally bounded adversary toesohe corresponding LRSW
problem.

Integer factorization is another number-theoretical wbwhere it is computation-

ally hard to factor a given large composite number to its priattors N = pi'ps* - - - pi*.

17



In the following, we state RSA and related problems whichagtithis well known prob-

lem.

Definition 8 RSA Problem :Given a large composite number N = pg, wheteq are

large primes, an exponemtwhere2 < ¢ < N, and ciphertextC € Z};, find P such
that C = P¢ (mod N). This problem is based on the hardness of computthgoot
when the integer factorization of the modulus is unknowntaechardness of factoring

the modulus itself.

RSA cryptosystem is invented by Rivest et al. [6], which isdézhon thdRSA assump-
tion? which states that it is computationally infeasible to sah&@RSA problem when the
modulus is generated randomly and sufficiently large andseges is also random. Fol-
lowing is the related strong RSA problem which can be solvedé finds an algorithm

that solves the original RSA problem.

Definition 9 Strong RSA Problem Given a random and sufficiently large RSA modulus

nandc € Z, find a pair(u, e) € Z* x Z such that® = cande > 1.

The Strong RSA assumpti@tates that it is computationally infeasible, on given a
random RSA modulus andc € Z, to find pair(u, e) € Zx Z. Strong-RSA assumption
was introduced by Baric and Pfitzmann [22] and Fujisaki andr@ito [23] and later on

various signature schemes (cf. [24]) are based on this nuthberetic assumption.

Definition 10 Modified Strong RSA Problem GivenG, 2z € G and M C M(G,z)
with [M| = O(l,), find apair(u, e) € GxZ suchthat® = z, e € {211 —2l .2 -2
and (u,e) ¢ M wherel = e(l, + k) + 1 ande > 1 andk,l,,l, < [, and M (G, z) =

{(u,e)]z =u,ue G ee {2 =22 2 -2} e primes}.

=

Although the assumption that breaking modified strong RS#blem is infeasible
was introduced in [25, 26], a similar assumption was alsp@sed in [22], such thatis
required to be a prime but the size of the exponents has nictst.

Modified strong RSA problem is at least as hard as strong R8&Al@m due to the

range restriction on the exponents.

2see Rivest and Kaliski [21] for an in-depth discussion
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2.3 Signature Proof of Knowledge

Signature proof of knowledge is used as building blocks iargmous authentication
and privacy preserving signature schemes, e.g. grouptsignalirect anonymous attes-
tation. Actually, these proofs are all related to proving kinowledge of a secret which is
cryptographically protected based on the hardness of soiméer theoretic problem.

In this work, we will follow the notation introduced by Camisch and Stadler [1] for
various proof of knowledge of discrete logarithms and ofwakdity of statements about

discrete logarithms. To give an example;
PK [(a,ﬁ) =0% A ya=g¢°h* A a € [a,b]]

denotes a zero-knowledge proof of knowledge of integeasd/ such that;;, = ¢* and
Y2 = ¢° - h* holds wheren < o < b, andg andh are generators of a grou@. The
convention used here is that Greek letters represent vétatare being proven to be
known, while remaining values are the ones that are alreadwk by the verifier.

These are the honest-verifier zero-knowledge proofs of keabye which can be turned
into signatures by applying techniques known as Fiat-Shaeuristic [27, 28]. There,
the verifier is replaced by a suitable hash function and tladlerge is obtained using the
commitment value as one of the arguments to this hash funcTibis construction leads
to a security model formalized as random oracle methodol@$y 30, 31]. Following
is the notation used for signature proof of knowletige a message:, corresponding to

the proof of knowledge given above;
SPK [(a,ﬁ) cyr=9% A ya=g¢°h* A a € a, b]] (m)

In nearly all but the initial proposals of the group signatschemes, SPKs are utilized
for proving the knowledge of a secret on which a membershitificate is granted by a
designated group authority. This SPK along with the cowagdmg certificate proves the

membership of a user to that respective group. In the foligwive provide implementa-

3Abbreviated as SPK from now onward
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tion details of various SPKs mentioned throughout this work

1. SPK of Discrete Logarithm

Apair (c,s) € {0,1} x Z, satisfying ¢ = H(ml|gllyllg*y°)

is asignature proof of knowledge of discrete logaritlofnelementy € G to the

basey on a messager*. Such a signature is denoted by

SPKDL[(a) : y = g*] (m)

and can be computed if the secret valyavhich is the discrete logarithm gfto

the basey, is known as follows:

Selectr €, Z, randomly and compute= g", then use these values to compute the

challenge and corresponding response as;

c=H(mllglly|lt) and s =r —cz (mod q)

The verifier of such a signature, s) with respect to public key of the signer
should;

computet’ = ¢°y° and then check if = H(m||g||y|[t')-

SPKDL is introduced by Schnorr [32], Chaum et al. [33] andvaido be zero-
knowledge by Damgard [34]. Here, the protocol between @rand verifier is a
honest-verifier non-interactive zero knowledge protodeémeg”, ¢, ands are com-
mitment, the challenge and the response values, respgctildch are all gener-
ated by the prover, and they are analogues to the values nsateractive zero

knowledge protocols, where the challenge supplied to the prover by the verifier.

4This is actually the Schnorr signature [32] where input ®tlash function is slightly different
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2. SPK of the Equality of Two Discrete Logarithns

A pair (c,s) € {0,1}* x Z, satistying c = H(ml|glly||hl|=|lg"y"] ")

is asignature proof of knowledge of the equality of two disclegarithmsof group
elementsy, z € G with respect to the basesh € G, respectively on a message

Such a signature is denoted by

SPKEQDL[(«a) : y = g% A z = h%](m)

and can be computed as follows, if the secret valuevhich is the discrete loga-

rithm of y andz to the baseg andh, respectively, is known:

Selectr e Z, randomly and compute valuesinds as;

¢ = H(mllgllyl|hl|=llg"[|n") and s =r —cz  (mod g)

SPKEQDL is introduced and used first in Chaum [35], Chaum adERen [36].
This signature can be seen as a two parallel signature kdge/lef discrete loga-

rithms,
SPKDL|[(a) :y=¢%(m) and SPKDL[(«): z = h%](m),

where the exponent for the commitment, and the challengeesmbnse values are

the same.

3. SPK of One out of Two Discrete Logarithmns

A 4-tuple(ci, ez, 51, 52) € {0,1}" x {0,1}" x Z? satisfying
c1 @ ¢ = H(mllgl[h]ly1lly2llg™ vi |72 y2%)

is asignature of knowledge of the discrete logarithm of (atipase group element
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out of two(yy, y») to the base§y, h), respectively on a message Such a signature

is denoted by

SPKONEOUTTW (a1, a5) = 41 = g™ A yy = h?] (m)

and can be computed as follows;

Using secret key, select randomly;, s, = r9, c2 €g Z, and compute; = g™

andt, = h"ys* and then using these values compytands; as,

c1 = c2 @ H(ml|g[|hlly:[ly2][t:]]t2)

s1 =711 —x1c;  (mod q)

SPKONEOUTTWO is introduced by Cramer et al. [37] and alsbzeii in group

signature scheme proposed by Camenisch and Michels [26].

. SPK of One out of Many Discrete Logarithns

The previous SPK can be generalized to proving the knowlefilgee out of many

discrete logarithms (cf. [38]) as follows;

A 2ntuple(cy, ..., ¢y, 51, ..., 8n) € ({0, 1}F)" x Z? satisfying

n

B i = Hmllgllyall--yallg* v || 9" yer)
=1

is asignature of knowledge of the discrete logarithm of (atfease group element

out of many{y, ..., y,,} to the base on a message:. Such a signature is denoted
by
SPKONEOUTMANY | (e )i=1,..n /\ yi = g% | (m)

and can be computed as follows;
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Using secret key;, select randomly, ss, ..., sy, c2,..., ¢, €Er Z, and compute
t, = ¢" andt; = g%y, fori = 2,...,n and then using these values compytand
S1 as,

cr = @@ Hmllgllyll---yallta]]--.|[n)
2

sy =r—x1c; (mod q)

. SPK of Representation

A (n+1) tuple(c, s, ..., s,) € {0,1}" x Z! satisfying
c=Hmlgll . lgallylly T ] o)
i=1

is asignature of knowledge of representati@h [33]) of y to the basesg;, ..., g,

on a message:. Such a signature is denoted by

n
i=1
and can be computed as follows;

Chooser; €g Z, randomly fori = 1,...,n and compute = [[._, ¢;*, and then

using these values comput@nds; values as,

c = H(m||gl[--[lgnllyl[?)
si=r;—xic (modgq),i=1, ..., n.

SPKREP is introduced by Brands [17] along with its corregfiog representation
problem (cf. Section 2.2 - 6).

. SPK of Doubl e Di screte Logarithns

Letn < k be a security parameter. An ¢ 1) tuple (C,s, ..., s,) € {0, 1} x "
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satisfying the equation

, ¢ ifclil=0
c = H(mllyllgllal[t:]|...|[t.) with ¢; = . .
y @) otherwise

is a signature proof of the knowledge of a double discrete |dbamiof y to the

bases; anda, on a message:. Such a signature is denoted by

SPKLOGLOG|a : y = ¢“”] (m)

Computation can be started by choosingzawith an upper bound on its length
(0 < 2 < 29). Choosingr; €z {0,...,27 — 1} and computing’ = ¢\ for i =

1, ..., n, one computes valuesands;, wherei = 1,...,n as,
¢ = H(m|lyl|gllal [£]]...|It,)
and

r;  (mod q) ifc[ij=0
S; —
ri—x (mod ¢q) otherwise.

SPKLOGLOG is utilized in various protocols [1, 19, 39, 40].

. SPK of e-th Root of Discrete Logarithm

The last building block in this section is the signature basethe proof of knowl-
edge ofe-throot of a discrete logarithm. This SPK is utilized in Camehigand
Stadler [1] to generate a signature on a secret which ig4tieroot of a discrete

logarithm of a given publicly known number.

Letn < k be a security parameter. An1) tuple(c, s1, ..., s,) € {0, 1}"”><Z;"
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satisfying the equation

. g ifc[i]=0
¢ =H(mllyl|gllel[t:]]...||tn) with t; = . .
y*) otherwise

is asignature proof of the knowledge of an e-th root of discretmtithmof y with

respect to the basg on a message.. Such a signature is denoted by

SPKROOTLOG[a : y = g*'] (m)

This can be computed if the-throot « of discrete logarithm of; to the base) is
known. For randomly chosen € Z; for i =1, ..., n, one computes the values

t: = ¢"“), and then computesands; values as,

¢ =H(mllyllgllel[£]]..I]£,)

ri if c[i] = 0
S; =
r;/x (mod ¢q) otherwise.
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Chapter 3

Elliptic Curve and Pairing Based Cryptography

In this chapter, we introduce and give necessary informatioelliptic curve and pairing-

based cryptosystems.

3.1 Elliptic Curve Cryptography

Elliptic curve cryptography is introduced by Koblitz [41hé Miller [42], where they
propose constructing public key cryptosystems based ompgod points on an elliptic
curve defined over a finite field. As a result, elliptic curvesined over finite fields
are used to build public key cryptosystems that allow makiag of small sized keys
whereby more efficient cryptographic schemes can be prdptbsa the ones utilizing

multiplicative groups over finite fields.

3.1.1 Elliptic Curves over Finite Fields

An elliptic curve E defined over a finite field, is denoted by= (F,)* whereq is a prime
power,q = p™, andp is the prime characteristic of the underlying finite field. élhptic
curve group can be defined by the poifitsy) wherez, y € F, satisfying the Generalized

Weierstrass equation

Y2+ a1y + asy = 2° + asx® + aux + ag (3.1)

For further information on elliptic curves and their usageiyptography, one can refer to Silverman
[43], Blake et al. [44]
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wherea,, as, as, aq, ag € I, together with an additional poird?, calledpoint at infinity,
which serves as the identity element of the group.

The Weierstrass equation can be transformed into simptersdy linear change of
variables according to the characterigtiof the base field,. For example, taking the

prime characteristic of the underlying field,> 3, equation simplifies to

V=23 4ar+0b (3.2)

wherea,b € F, and4a® + 276> # 0. Here, the last requirement, the discrimirfant
having a value other than zero, is necessary to avoid singlligtic curves and obtain
non-singular ones, i.e. having distinct roots. If the dis@mant is equal to zero, then
the resulting elliptic curve is singular which makes eltpturve addition being either
addition of elements iiif, or multiplication of elements iiii; or in a quadratic extension
of F,. Consequently, powerful algorithms designed to solverdtgedogarithm problem
in finite fields also become applicable to elliptic curve grsu

Elliptic curve points satisfying the above equation togetith the point at infinity,
O, form an abelian group under the elliptic curve point additas group arithmetic de-
fined by so-called “chord-tangent rufe'The number of points on this group(F,,), also
called the cardinality of the group, is denoted#¥ (F, ).

An important theorem by Hasse on the number of points on gtielturve is given

in the following;

Theorem 11 (Hasse’s theorem)
Let E(F,) be an elliptic curve defined over finite fidig. Then, the cardinality (order) of
E(F,), #E is defined asB(F,) = ¢ + 1 — ¢, where[t| < 2,/q.

Heret is called thetrace of Frobenious From this theorem, we can deduce that the
cardinality of the elliptic curve is close to the size of thederlying field.

Following is the theorem by Weil which makes it easier to find humber of points

2Actually the discriminant is given b = —16(4a? + 2762)
3For an in-depth discussion on the subject, refer to Sectibd @f [45]
4cf. Chapter Il of [44]
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on an elliptic curve defined over an extension fiélg.,,

Theorem 12 (Weil's theorem)

Lett=q+ 1-#E(F,) whereq = p™ andp is prime. Then,
#E([Fp) =q" +1— (" + 3" (3.3)

whereq, 3 can be found by factoring the polynomiél — tz — g as(x — «)(x — (3) over

the field of complex numbers. This can be restated recuysagl

tn = tltn—l — qtn_g (34)
wheret, = 2 andt, = g + 1 — #E(F,) and the number of points on the curve is
#E(Fqk) = qk +1—t

Following two theorems are related to characterizatiorhefélliptic curve groups.

First one is due to Waterhouse [46];

Theorem 13 Letq = p™ be a prime power and let#(F,) = ¢+ 1 —t. Then, there exists
an elliptic curveE(IF,) defined over finite field, if and only if|t| < 2, /g andt satisfies

one of the following;
1. t 0 (mod p) andt? < 4q
2. mis odd and one of the following holds;

@t=0
(b) t? = 2¢gandp =2

(c) t* =3gandp =3
3. mis even and one of the following holds;

(a) t* =4q

(b) t? =gandp # 1 (mod 3)
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(c) t=0andp #1 (mod 4)

Here, the first condition pertains to ordinary elliptic cesvwhereas the other two
conditions are related to the supersingular curves (cfti@es.2.4).
Second theorem is due to Ruck [47] which describes grouptsim of the elliptic

curves;

Theorem 14 Let #E(F,) be the order of an elliptic curve E defined ovEf and let

#E(F,) = p°ning Withp [ nyne andn,|ne. Then, there exist® overF, such that
EF,) = Zpe & Zpn, © Ly,
if and only if
e n1| g — 1in cases of items given in Theorem 13 except 3a

e n; = ny in case of 3a of Theorem 13

3.1.2 Elliptic Curve Cryptosystems

Elliptic curve cryptosystems are built on the cryptographardness assumptions that
are analogous to the finite field counterparts. The first onleeilliptic curve discrete
logarithm assumption which states that it is computatignafeasible to solve the corre-

sponding problem defined as follows:

Definition 15 ECDLP : LetG be an elliptic curve group of orderand let pointP be its
generator,G = (P). Given pointsP and @, find an integeit € Z; such thatQ) = kP,
if such an integer existst is called as the discrete logarithm of poi@twith respect to

point P.

Using the same terminology, computational and decisiofiddiellman problems in

elliptic curve groups can be defined as follows;

Definition 16 ECDHP : Let GG be an elliptic curve group of order and let pointP be
its generator(y = (P). Given pointsP, aP, bP wherea, b € Z;, computeibP.
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Definition 17 ECDDHP : Let G be an elliptic curve group of order and let pointP be
its generator( = (P). Given points”, Q = aP, R =bP, S = cP wherea,b, c € Z;,
decide ifcP = abP (or equally decide i5 = aR).

3.1.3 Attacks on Elliptic Curves

Beginning with the introduction of elliptic curve cryptaghy, attacks have been devised
to solve the discrete logarithm and other related problekhgst of them are the adap-
tation of the attacks discovered for solving analogous lerab on multiplicative groups
defined over finite fields to elliptic curve groups. Well-knoattacks can be summarized

as follows;

e Generic Attacks

— Pohlig-Hellman Attack (PHA) : Pohlig-Hellman algorithm [48] reduces the

discrete logarithm problenk (= logpQ) in elliptic curve group of ordeg to

computing this problem in prime order subgroups. PHA woskfodows;

Let prime factorization of the order of the curvegs= p{'p5*---p;*. Then

PHA strategy is to compute, = k£ (modp;*) for each: € [1,¢] and then to
solve the resulting system of congruences using Chinesaineer theorem

that gives a unique solution.

Therefore, in order to resist PHA, one needs to select a cuitteorder di-

visible by a large prime, perhaps a prime order curve.

— Pollard’s rho Attack : Pollard’s rho algorithm, with the purpose of finding a

solution to the discrete logarithm problem, € logpQ), tries to find distinct
pairs of integersa, b) and(c, d), wherea, b, ¢, d € Z,, such thatP + bQ) =
cP + d@. If such pairs exist, then one can continue by transformiegigua-
tion into

aP —cP=dQ —bQ — (a—c)P=(d—b)Q
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which then results in
(a—c)P=(d—bkP — (a—c)=(d—0bk (mod q)
Consequentlyk can be computed as,
k= (a—c)(d—b)"" (mod q).

In order to find such pairs one may naively select integersgair ') and
computeR = da'P + '@ and store the tripléa’, ', R) until one finds the
same poinfk? with different pair of integers, known as the collision. Exped
number of tries for finding such a collision is given W ~ 1.25/q. In
Pollard’s rho method, storage problem of these triples agatpfor the naive
approach is overcome by using a suitable iterating fundgbnSection 4.1.2
of Hankerson et al. [49]).

Pollard’s rho attack can be parallelized and, with the hélgubomorphisms,
the expected running time can be reducedat%\/a whereS is the num-
ber of processing units. As a result, parallelization redumme linearly and

due to Pollard’s rho attack, ECDLP problem can be solved liesponential,

O(y/n), time.

e Specialized Attacks

— Anomalous Curve Attack An elliptic curve E(F,) is said to be anomalous if

it has prime ordey, that is #/(F,) = ¢. As a result,E(F,) is a cyclic group

of orderq and isomorphic to the additive group of integefg,, modulog.
ECDLP is then reduced to finding € [0, ¢ — 1] such thath = ka (mod q)
wherea,b € F} which can be solved efficiently using extended Euclidean
algorithm (cf. Algorithm 2.19 in Hankerson et al. [49]). Sogether with an
efficient automorphism : E(F,) — F; which is shown independently by
Smart in [50], ECDLP can be solved in polynomial-time. Thiere, one must

avoid using anomalous curves in cryptographic application
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— Pairing Attacks : The logic behind pairing attacks is to use pairings in a way

to reduce discrete logarithm problem in an elliptic curveugr to correspond-
ing problem in multiplicative group of an extension field detunderlying
finite field. By this way, one is able to utilize powerful algbms discovered
for solving the finite field discrete logarithm problem whicénnot be appli-
cable to elliptic curve groups. Menezes et al. [51] and Frey Riuck [52]
came up with the idea of using Weil and Tate pairings for thigppse, re-
spectively. So, one first chooses a suitable bilinear gaiich Section 3.2.1),
e, suchthats = e(P,Q), s € Fy,, P,Q € E(F,) ande(P,Q) = e(P,tP) =
e(P, P)! = ¢'. Then, in order to find = logp(, one solves the discrete loga-
rithm of s with respect to basg, which is the generator of a cyclic subgroup
of the extension fieldF .. These attacks led to a new field of cryptography,

called Pairing-based Cryptography (cf. Section 3.2).

As mentioned above, the best method for solving ellipticvewdiscrete logarithm
problem require©(+/n) time, wheren is the order the group. So, in order to obtain
80-bit security level [53], one requires group order of apmately 160-bits in length to
resist these attacks. In contrast, 1024-bit order groupsegyuired in finite fields in order

to obtain the same level of security, due to specialized)quireential algorithms.

3.2 Pairing Based Cryptography

Pairing based cryptography uses primitives known as @alihpairings in designing and
constructing cryptographic algorithms and protocols. Aipg is a function which maps
a pair of points from an elliptic curve to an element of a nplitiative subgroup of a finite
field.

Pairings are initially used in attacking elliptic curvesheTidea is to reduce the el-
liptic curve discrete logarithm problem into discrete logan problem in finite field,
using modified Weil pairing (known as MOV attack [51]) or Tauairing (known as FR
attack [52]).
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Then, pairings are proposed for constructive use for thetiime by Joux [54] in one-
round three-party Diffie-Hellman key exchange protocolteAthat, it is used to build
the first practical identity based encryption scheme [S5%reakthrough in the field that
solves a nearly two decade old open problem (cf. [56]) in &nieht manner.

After these proposals, pairing operation has emerged asporiant cryptographic
primitive and many recent protocols utilize it. Exampleslinle non-interactive key
agreement schemes [57], group signature schemes [58, 58 B0traitor tracing schemes
[62], identity-based ring signature schemes [63], andbasnot the least direct anony-

mous attestation schemes [16, 64, 65, 66, 67, 68, 69].

3.2.1 Bilinear Pairings

A bilinear pairing operation can be defined as follows;

Let G1, G, be two cyclic groupsof some large prime orderand P, Q be generators
of these two groups, respectively. Furthermore,dgt be multiplicative cyclic group
(finite field group) of same prime order Then,é : G; x Gy — G, is a bilinear map,

which satisfies the following properties;

1. Bilinear : VP € Gy, andvQ € G, andVa, b € Z;, &aP,bQ) = &P, Q)™.°

2. Non-degenerate There exist non-trivial element8 € G; and@ € G, such that

&(P, Q) is not the identity element af',;, that is &P, Q) # 1.

3. Computable There exists an efficient polynomial time algorithm to cong® P, Q)
forall P € GG; andQ@ € Gs.

There are two types of bilinear pairing settings, namely syatric and asymmetric
pairings. They are classified into three different categgaiccording to [71] based on the

relationship between the two input grougs andGs.

STypically pairing friendly elliptic curve groups. In a mogeneral pairing definition and usag®;
is assumed to be a cyclic group of prime ordebut G, is allowed to be non-cyclic group with the same
prime order (cf. [70]).

This can also be stated agP, S € Gy, andVQ, R € Go, &P + S,Q) = &P, Q) &S, Q) and
&P,Q+ R)=&P,Q) &P, R).

"This can also be stated a2 € G, &P, Q) # 1if Q # 1, andvQ € Gy, & P,Q) # 1if P # 1.
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In the first type, the two input groups are the same, rendé¢n@gorresponding pair-
ing symmetric. In the second type, they are different cyghoups, but there exists an
efficiently computable homomorphism from the second inpatg to the first oney :
Gy — G;. If an efficiently computable homomorphism also exists fribm first input
group to the second one, then corresponding pairing is deresi as symmetric, thus be-
longs to the first type. And the last type is the one where typaoiirgroups are different
and there is no efficiently computable homomorphism betwbkese two input groups.
The last two types are considered as asymmetric pairings.

In summary,
e Type 1:G; = G, symmetric;

e Type 2:(G; # G, but there is an efficiently computable homomorphismG, —

(G, asymmetric;

e Type 3:G; # G, and there is no efficiently computable homomorphism betwee

G, andG,, asymmetric.

From here ony : G, — G, denotes a homomorphism from groGp to G; which
becomes an isomorphism if one restricts both groups to desudbgroups.

Symmetric pairings (Type 1) can be realized only by usingajpgate supersingular
elliptic curves. However, supersingular elliptic curves/é embedding degrees up to
6 (cf. Section 3.2.4 - 3.2.4.1), which results in scalapifitoblems. So, one must use
ordinary elliptic curves as input to the pairing computaido attain higher embedding
degrees. Because of the mapping available féanio G, for Type 2 pairings, one can
easily convert a scheme suggested under symmetric paeitiggto asymmetric one
with minimal change in the security proofs. Here, securggumptions based on the
input groupG (=G;1&G5) in symmetric pairing can be based 6f in the asymmetric
counterpart. An important drawback of Type 2 pairing is theklof a method to hash
a string to an element @, of which the discrete logarithm to a fixed base is unknown.
Therefore, if hashing onto an element of groip defined over an ordinary curve is
required, then one must use Type 3 pairings. In Type 3 pariig and G, are cyclic

groups of order; whereas, is a group, where each element has order dividing
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A crucial problem arises when one both needs to hash bitgstimtoG, and to
have efficiently computable homomorphism from graeipto G4, i.e. the verifier-local
revocation (VLR) group signature scheme proposed by BondiShacham [58]. Then,
one cannot use Type 2 pairing, the one utilized in the prapesbeme, since it does
not allow one to hash bit strings securely onto gra@agp On the other hand, Type 3
pairings also cannot be employed since there does not exisffigiently computable
homomorphism fromz, to G;. Due to this fact, a new type of pairing is introduced
by Shacham [70], namet@lype 4 where one can both hash onto gratGp and apply
efficiently computable homomorphism from groGp to G, 8.

There are two problems with this new pairing type. One is tiedficient hashing
onto second input grou@, and the second one is the vulnerability introduced into the
original scheme proposed in [58] where revocation checéiggrithm may falsely accept
signatures generated by revoked group members. Chategrgde[73] proposed a fix to
this security problem and give an efficient algorithm fortiiag onto group,.

So, one must be careful while designing cryptographic sésethat are based on
pairings and have in mind that there is no known pairing typetvsatisfies the following

three properties at the same time
1. Both input groups$s,, G, are cyclic,

2. One can hash strings to both input groGhsandG, of which the discrete logarithm

to a fixed base is unknown,

3. There is an efficiently computable homomorphismG, — G,, however, there is

no efficiently computable one in the reverse directioh, G; — Go.

3.2.2 Hardness Assumptions in Pairing-based Cryptography

Bilinear hard problems are applicable to the groups overclwiain efficient and non-
degenerate bilinear pairing can be defined. For the follgwimmber theoretic problems,

it is assumed thatr; and G, are groups of same prime ordggenerated by, and gs,

8Definitions for the pairing types including the fourth typge aiven in [72].
%In [74], it is argued that any two of these three propertiessatisfied, but not all of them.
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(G1 = (q1), G2 = (go)), respectively. Furthermoré&;,, is assumed to be a multiplicative
group of ordey. Itis also assumed that an efficiently computable, non-oegde bilinear

pairinge exists such that : G; x Gy — G;.

Definition 18 Bilinear Diffie-Hellman Problem : Giveng¢, g;?, g5, computes(gi, go)®°

wherei, j, k € {1,2}.

So, there are four different problems statedz8 H P;;;,, corresponding tdi, j, k)
€ {(1,1,1), (1,1,2), (1,2,2), (2,2,2) While for Type 1 pairings, these four are all the
same, they are all different for a Type 3 pairing. For Type i2Zipgs, problems with more
input points chosen frond’; are no harder than the ones having more inputs féém
BDH assumption states that it is computationally infeasfbt an adversary to solve this
problem and it was first used by Joux [54] and Sakai et al. [G#jaut stating this fact
explicitly. BDHP under Type 1 pairing is utilized by BonehdaRranklin [55] to derive

the well-known identity based encryption scheme.

Definition 19 Decisional Bilinear Diffie-Hellman Problem Giveng?, g?, g5, e(g1, 92)7,

decide ifz = abc wherei, j, k € {1,2}.

There are again four different problems for the previousdyesl combinations of the

input groups and the previous discussion also holds forpttalem.

Definition 20 g-Strong Diffie-Hellman (g-SDH) Problem Given ¢ + 2)-tuple (g1, g2,

92, a7, ..., g0y as input, where there exists an efficiently computable moanphism,

¥ (g2) = g1, output a pair g}/”“’), x), wherex € Z\ {—~}.

q-SDH problem is first introduced and used by Boneh and Boy®&h 4id proven
to be held in generic groups. Then, it is redefined by BonehBmgen [76] which is

supposed to be more secure as follows;

Definition 21 g-SDH Problem definition of [76] :Given ¢ + 3)-tuple (g1, g, 992), .

¢, g2, g3) as input, where there exists(g;) = g1, output a pair g1/ z), where

€ Z;\ ().
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The following two definitions are the pairing based hard peois based on the origi-

nal LRSW problem (cf. Definition 7) defined over finite field rplicative groups;

Definition 22 Bilinear LRSW Problem (BLRSW) :Let G; = (P;) and G, = (P,) be

cyclic groups of prime ordeg and letX € G, Y € Gy whereX = zP, andY = yP.
Assume that there exists an oracle that, on input of a vdlue Z,, outputs a triple,
o= (A, B, C)= (A, yA, x+ fryA) whereA = 2P, for a randomly chosen € Z,.

Then, produce such a triple for valyé&which is not queried to the oracle.

Definition 23 Blind Bilinear LRSW Problem : LetG; = (P;) andG, = (P») be cyclic

groups of prime ordeg and letX € G1,Y € Gy, whereX = 2P, andY = yP,. Assume
that there exists an oracle that, on input of a valtie= f P, wheref € Z?, outputs a
triple, o0 = (A, B, C) = (A, yA, x+ fxyA) whereA = zP, for a randomly chosen
z € Z,. Then, produce such a triple for valu€¢ = f'P; which is not queried to the

oracle.

Blind BLRSW problem is no easier to solve than the originaRBW problem, per-

haps harder.

3.2.3 Pairing Implementations

As mentioned previously, pairings are first used to attaltte curves where Weil and
Tate pairings are used in that purpose [51, 52]. After ratibn of the beneficial prop-
erties of pairings for cryptographic usage, researchars s¢arching for efficient algo-
rithms for the computation of these pairings in order toiatpmactical implementations.
As a result, more efficient pairing implementations, calita and Ate pairings and their
generalizations, are developed (cf. [77, 78, 79]). Thesengamplementations reduce
the cost of pairing operation which is the main obstacle ¢cctieation of efficient pairing-
based cryptographic schemes.

In the following we briefly describe these pairings, but finst give the necessary

definitions.
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Definition 24 Cofactor : Let E(F,) be an elliptic curve defined over finite fielj and
let G be a subgroup of(F,) with orderr. Then,cofactorof groupG is denoted by:*°
whereh = #E(F,)/r.

Definition 25 Embedding degree, k, of an elliptic curvelet E(FF,) be an elliptic curve

defined ovelr, and P € E(F,) be a point of prime order. If ¢ andr are coprimes, then

the embedding degree of poihtis the smallest positive integérsuch that | ¢* — 1.

Then, ;! denotes the algebraic cycifayroup ofr-th roots of unityin I\, whereF,
is the smallest extension &f, containing all the--th roots of unity.

An r-torsion point P is a point whose order divides(eitherr or any factor ofr),
that isrP = O. Let E(F,)[r] denote the set af-torsion points inE(F,), and E[r] (or
equivalentlyE(F . )[r]) denote the set of all-torsion points which is a subset Bf and
is isomorphic taZ, x Z,.

Interested reader may refer to [43, 45, 77, 78, 80], and @n&utf [74] for the theory

of divisors and detailed computation of the pairings.

i. Weil Pairing : The Weil Pairing is introduced by Weil [81] which is applietten
elliptic curves defined over a finite fielt wheregq is a prime power. Let andq are

relatively prime numbers. Then, Weil pairing is a family odpse,.,
e, : E[r] x E[r] — p, (3.5)

Weil pairing, e,, is bilinear, nondegenerate aad P, P) = 1 for all P € EJr].
Additionally, it possesses the antisymmetry property Whi not present for the
Tate pairing and its successors. Weil pairing can be condpatpolynomial time by
Miller’s algorithm [82].

ii. Tate Pairing : Tate pairing was introduced by Tate [83] and then extenddddiyt-

OFor cryptographic purposes, smaller cofactors are prefierae. h < 4. If the cofactor is 1, then
elliptic curve group itself is a prime order group.

nur = {x S IE‘:;,C cx” = 1}.
12Sincep, characteristic of the cuni&,, does not divide, solution tor-th roots of unity has no multiple
roots in]FZk and therefore forms a cyclic group.
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enbaum [84] that enables explicit computation. Tate pgiwwas considered over
finite fields for the first time by Frey and Ruck [52, 85], whigives rise to the use

of Tate pairing for cryptographic purposes. Tate pairing loa defined as follows;

Let E(F,) be an elliptic curve defined over finite fielg, and letr be an integer

coprime tog which divides #EF,). Then, Tate pairing is a map
Elr] x E(Fg) [ 1EFg) — Foo/(Fo)” (3.6)

wherek is the embedding degree 6f(F,). The output of the Tate pairing is applied

a final powering by(¢* — 1)/r in order to get a unique value jn..

The main advantage of the Tate pairing over Weil pairingas the second input can
be any point of£/(FF,+). On the other hand, the second input for the Weil pairing must

be anr-torsion point.

Eta Pairing : Eta pairing is introduced by Barreto et al. [77] as a derxabf the

Tate pairing for the supersingular curves.

. Ate and Twisted Ate Pairings : Ate pairing and the counterpart of Eta pairing ap-

plied to ordinary curves called twisted Ate pairing areannced by Hess et al. [78].

Generalized variants of Eta and Ate pairings :Generalized variants of the Eta and

Ate pairings are proposed by Lee et al. [86] named as R-atengaMatsuda et al.
[87] named as optimized versions of Ate and twisted Ate pgsj and Zhao et al.

[88], all of which shorten the loop length of the Miller’s aigthm.

3.2.4 Pairing-friendly Curves

Both supersingular and ordinary elliptic curves can be wsethput groups to pairings.

However, symmetric pairings can be achieved only by usipgingular elliptic curves,

while asymmetric pairings are defined over ordinary curves.

Although pairings can be defined over all types of curvescgiefit computation of

pairings require such curves to have small embedding degcéeDefinition 25). On the
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other hand, for cryptographic purposes, these curves naehave a large prime-order
subgroup in order to thwart attacks (cf. Section 3.1.3) bpte curve discrete logarithm
type problems.

The security of pairing based cryptosystems are based ohafuness of number
theoretic problems defined over both elliptic curved,), and finite fieldsF .. There-
fore, one needs to work with a subgroupffF,) with sufficiently large prime order,
and on a sufficiently large prime order multiplicative sugy of extension fieldF ..
For example, to attain 80-bit security, one must use antilqurve withr > 2% and

qk Z 21024.

On the other hand, from the efficiency point of view, arithimeter the underlying
field will be faster with a smalleg and transmission of elliptic curve points will require
less bandwidth. Hence, one should keegs small as possible and use largéo achieve
the desired security level.

Types of curves that have small embedding degree togethierawarge prime order
subgroup are callgohiring friendly elliptic curves Following are the well-known pairing

friendly curves utilized in pairing-based cryptosystems.

3.2.4.1 Supersingular Elliptic Curves

Following is the definition of supersingular elliptic cusze

Definition 26 (see Section IX.10 of [89]) L€t be an elliptic curve defined over fiek)
whereq = p™, andp is the prime characteristic of the underlying finite field.ehhE is

supersingular if one of the following conditions holds;

1. #E(F,) = 1 (modp) which is an equivalent statement that characterigtiivides

the trace of Frobenious(cf. Theorem 11)
2. E has no points of ordep overF,

3. The endomorphism ring &f overF, is non-commutative.

13Sincer dividesq® — 1, k is the order of; modulor, thereforek dividesé(r). And if r is a prime, then
k divides ¢ — 1). If  is a large divisor of #Hf,), thenk is usually very large r) (if ¢ is prime then we
call g asr).
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Corollary 27 For supersingular elliptic curves defined over a prime fig)d wherep >

3, trace of Frobenious, must be zerd?

Considering theorems 13 and 14, in the following we give fidsgmbedding degrees

for supersingular elliptic curves together with corresgiag group structures;

Theorem 28 Let E(F,) be a supersingular elliptic curvé; is embedding degree, and

is the characteristic of the underlying field, then
1. t* = 0 andq # 3 (mod 4), therk = 2 and E(F,) is cyclic,

2. t* = 0andq = 3 (mod 4), thent = 2 and eitherE(F,) is cyclic or E(F,) =
Ligs1y)2 © Za,

3. t* = gandm is even, thert = 3 and E(F,) is cyclic,
4. t* = 2qgandp = 2, thenk = 4 and E(F,) is cyclic,
5. t* = 3¢, p = 3 andm is odd, therk = 6 and E(F,) is cyclic,

6. t* = 4g andm is even, thelt = 1 and E(F,) = Z -1 ® Z( g1 if t = 2,/q, or
E(Fq) = Z(\/a)_,_l ©® Z(\/a)_,_l ift = —2./q

Theorem 29 (MOV [51]) Supersingular elliptic curves have embedding degree6.

Hence, supersingular curves in pairings imply a maximumestding degree of 6.
Furthermore, embedding degrees 4 and 6 require curve ¢hastics to be 2 and 3,
respectively. However, there are specialized attacks wrclwaracteristic curves such as
the one presented by Coppersmith [90] (also see [91, 92, #3)a result, in order to
obtain higher levels of security, e.g. 256-bit, efficientge may need higher embedding
degrees than the maximum attainable value of 6 that can laénebtfrom supersingular
elliptic curves. Therefore, ordinary elliptic curves arefgrable for the applications that

necessitate higher security levels.

14For a supersingular curvest0 (mod p) implies thajt| > p. Then from Hasse’s theorem (cf. Theorem
11), we know that < 2,/p, which can be stated @$ < 4p. Combining these two gives ys< ¢* < 4p
which implies thap < 4. Consequently, for a supersingular elliptic curve of priongerp > 3,¢ =0
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One subject to be mentioned is the problem of trivial sohgie( P, P) = 1, resulting
from the direct application of pairings to points that areelrly dependent. Consider the
Tate pairing where if: > 1 andP € E(F,)[r], thene(P, P)4"~1/r = 1.

In order to remove the linear dependency, one needs an emgbisim¢ on E(F,)
such thaty(P) ¢ E(F,). Application of this endomorphism to one of the input poiotts
the Tate pairing makes the corresponding result non-triwi@, ¢(P))¢" /7 + 1. Then,
we should redefine the Tate pairing as modified Tate pairing foay define modified
Weil pairing in a similar manner) ag P, Q) = e(P, gb(Q))qk‘l/’“. This problem is over-
come by endomorphisms called Distortion Maps, which an@thiced by Verheul [94]
and exist only for supersingular elliptic curves. These snia@e an--torsion point and
maps it into another one.

Distortion maps are not available for ordinary elliptic wes, and due to this fact, in
order to utilize the ordinary curves, one must relinquisinfrusing linearly dependent
points in pairing-based applications.

In Table 3.1, supersingular curves that are suitable faimpbased cryptosystems

along with their corresponding distortion maps are givés, p4];

3.2.4.2 Ordinary Curves

Curves that are not supersingular are called ordinary sunsdthough ordinary ellip-
tic curves can be preferred over supersingular curves imngabased applications that
necessitate higher levels of security, e.g. 256-bit, thesep important problems. First
of all, ordinary curves do not have distortion maps whichvaie eligible solution to the
problem of trivial result of the pairing. In addition, ordiry curves with small embedding
degrees are very rare and special constructions are rddaiabtain a useful one.

First problem is solved by the trace maps, but this necessiteon-optimal choice of
the second input group leading to an inefficient pairing walions. Besides, in order
to overcome the second problem extensive research havecbedncted to find pairing
friendly ordinary elliptic curves. Consequently, ordipaurves that can be utilized in
pairing based cryptosystems are first proposed by Miyaji.¢2h named MNT curves.

However, MNT curves have embedding degrees of 3, 4 and 6 argddimilar to su-
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ey

| Field |  Elliptic Curve | Condition | k" | Distortion Map | Group Order |
F, Y2 =23 4 az p=3 (mod4) | 2 (@,y) = (=, iy) p+1
p is prime i?=—1
F, y? =28+ b p=2 (mod3) | 2 (z,y) = (jz, y) p+1
p is prime j3=1landj #1
Fp | V-oxb | p=5 (mod0) | 3 | (ey) = @/al? D0 IR [T
be¢ T, pis prime a € Fy With a®=b
2
Foo |YP+y=2"+1+c d is odd 4 (:E,y)a'—éa2$+ y+aﬁx—|—ﬁ) od 4 1 4 9(d+1)/2
c=0,1 B € Fau, $ﬂ+1_0
Faa y?=a+2x+c d= 41 gmod 123 6 (@,9) — ( * + B, ) 39 4 1 4 3(d+1)/2
::I:l d==+5 (mod 12 ﬁ3+2ﬁ+2d—0

Table 3.1: Supersingular curves and their Distortion n{égmbedding degree, security multiplier)



persingular curves they are also bounded by the maximunmaltie embedding degree
of 6. After this initial proposal, several other types of s with differing embedding
degrees have been proposed [95, 96, 97, 98], of which theesw®scribed by Barreto
and Naehrig [96] are the most attractive ones since theyigequwime order curves with
embedding degree of 12, if one both needs higher levels ofrisg@nd efficient imple-
mentation.

In the following we discuss some of the well-known pairinigifidly ordinary curve's;

(&) MNT Curves Following theorem is due to Miyaiji et al. [2],

Theorem 30 Let £ be an ordinary elliptic curve defined ove&y, such that order of
the curven = #E(F,) = ¢ + 1 — t is prime. Then, following is the characterization

of MNT curves for embedding degrees 3, 4, 6;

[ K] g | t |
3 12:2 -1 -1 + 6X
4 2+ x+1 lorx+1
6 42 + 1 1+ 2%

Table 3.2: Characterization of ordinary elliptic curvegda Miyaji et al. [2]

These curves are constructed via complex multiplicatiothodology (cf. Chapter
VIII of [44]). Suitable MNT curves with respect to their disminants of complex
multiplication can be found in Section 2.3.5 of Shacham [TBle major downside of
MNT curves is that only few values afwill generate suitable curves. After the first
proposal, which fixed the cofactor (cf. Definition 24) to 1, o8and Barreto [99]
and Galbraith et al. [100] extended the MNT method by chapsirsmall constant
cofactor other than 1 for generating more suitable MNT csirvA comparison of

MNT curves and supersingular curves can be found in [101].

(b) Freeman Curves

150ne may profitably refer to Freeman et al. [98] for in-depstdssion of pairing friendly curves.
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Freeman [102] gives a family of curves with embedding dedfeeOne can refer to
Section 5.3 of [98] and Section 4.15 of [74] for detailed mf@ation on Freeman’s

construction.

(c) Barreto-Naehrig Curves

In [96], Barreto and Naehrig presented a simple algorithmctmstructing elliptic
curves of prime order with embedding degree of 12. This fillexigap via providing
pairing friendly elliptic curves that can be implementeficgéntly and utilized to

develop applications demanding high security levels1i28-bit or more.

Their algorithm takes the desired security level, that esdider of the curve in bits,
and outputs parameters n, b, andy’ such that the curveg? = 23 + b has prime
ordern over finite fieldF,, and generatoP = (1,y’) of the curve with the following

parameterizations;
t=622+1
n = 36z* + 3623 + 182 + 6z + 1
p = 362t + 3623 + 2422 + 62 + 1

wherez may take both positive and negative values.

They also presented both point and pairing compressiorssigfold'®, which makes
their construction especially valuable for the applicasiavith low bandwidth re-

quirements.

18pairing compression can be achieved for the schemes thadtd@auire further processing of the
pairing result.
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Chapter 4

Group Signatures and Attestation Schemes

4.1 Introduction to Group Signatures

The concept of group signatures was introduced by Chaum andHeyst [9]. In their
setting, group entities are comprised of a number of groupbegs and a group manager,
in which any member can sign a message (or a document) onf lo¢ltlad group anony-
mously. Hence, anyone, within the group or outside, whoivedea message-signature
pair can be assured that the signature is generated by agraligh member but is not
able to identify the generator of that signature, and evemattell whether any given
two or more signatures are generated by the same group membet. But, in case of
a dispute, no one but the group manadwas the capability of ‘Open’ing a valid group
signature and thus reveal the identity of the originator.

Group signatures are especially attractive for applicstidemanding protection of

user privacy and where the organizational structure nexbls toncealed such as;

e Trusted Computing [103]

e Banking (Electronic cash [39], stock or bond issuance wiargs form a group

of cash (stock, bond, etc.)-issuers)
e Electronic Voting and Auctions

e Government and military

1Revocation Manager or Opener is also used for naming theatytpossessing the opening capability.
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e Press releases requiring anonymity
¢ Identification as a group member (to get access to a restracta) [40]

A popular example in the literature is the utilization of gposignatures in invitation
to submit tenders [104, 105, 106]. All companies that arestonbolved in a tender form
a group, and companies submit tenders anonymously using gignatures. They are
all bound to their submitted tenders by anonymous signafu@vided, among which the
selected member’s signature can be opened, thus the geneaiatbe identified without
the need for the involvement of the chosen group member. étpetly, issuer of the
preferred tender will be revealed by the group manager velserest of companies still

remain anonymous.

4.2 Properties of the Group Signature Schemes

A group signature scheme can be defined as follows;

Definition 31 A group signature scheme is a digital signature scheme willbviing

procedures;

e SETUP: If there is a single entity (group manager) involved in regison of
members as well as opening of the signatures, then this mapilistic algorithm,
given security parametds as input, generates the group public key, group man-
ager’s secret-public key pairs to be used in registratiatogol, the opening key
to be used in revealing the originator of a given signatui alhother necessary
system parameters. If the group is a static gfothps algorithm also generates and
distributes the group members’ secret keys (and their spording certificates)

where the number of group members are predetermined.

Otherwise, if group manager’s role is shared among twordisgntities, then this

is an interactive protocol between a group manager (issterdcation manager

2The number and identities of members are decided in setugemral new members cannot be added
or removed later on [10].

SIssuer [10] which is responsible for generation of the mensitip keys (or credentials) and Opener
(or Revocation manager).
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(opener), and respective group members, in case of a statip ghat generates all

necessary public and private keys together with the reduwystem parameters.

¢ JON: In case of a dynamic grodpin which group members can be added to
and/or removed from the group, this is an interactive prottbetween the group
manager (or Issuer) and a user, that provides the user widtratskey (and a

certificate on this key), hence results in user becoming amember of the group.

e EVOLVE®: An algorithm, given a valid group member’s signing key fondi pe-
riods as input, outputs the corresponding signing key for theemguisnt time period
1+ 1. This procedure is used in forward secure group signatimenses providing

revocation of group members and is first defined and used by BO7].

e SI G\ A probabilistic interactive protocol between a group mendrad a user,
being either a group member or an outsider, whereby a grgmasire is computed
on a given messag® by the group member’s secret signing key, which can be

verified by anyone with the group public key.

e VERI FY: An interactive protocol between a group member and a useifiérg
upon which the validity of a given signature is determinednioyans of a group

public key and the signed message.

e OPEN:. Given a signature on a message along with the message ftsglproce-
dure reveals deterministically the identity of the signsing the revocation man-

ager'$ opening secret key.
A group signature scheme should provide the following sgcproperties

— CORRECTNESS: Any group signature produced by an authorized group member

via sign procedure must be valid and accepted by the comelap®p verification

4The number of group members and their respective identitiesnot known in the setup phase, in
the sense that an entity can join the group and obtain higssigning key at any time via an appropriate
registration protocol [11].

SGeneral definition of group signatures does not involvegthizedure, and it is included here for being
comprehensive.

60r the group manager’s key in case there is a single grouatyth
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procedure. In addition, opening algorithm correctly remrsvthe identity of the

originator of a given valid signature.

— UNFORGEABI LI TY: Only registered group members are able to sign messages on
behalf of the group. For any user outside the group, it is agatpnally infeasible

to produce such a signature that is accepted by the verificatgorithm.

— ANONYM TY ( UNTRACEABI LI TY) : Given avalid message-signature pair, iden-
tifying the corresponding signer is computationally irdidde for anyone but the

group/revocation manager.

— UNLI NKABI LI TY: Given a list of signatures, it is computationally infeasilbd
decide whether any two of these signatures are generatdgklsame group mem-

ber or not.

— EXCULPABI LI TY”: No entity within the group, either the group members or the
group managetr, is not able to produce signatures on behidié ather group mem-

bers.

— TRACEABI LI TY: A valid signature that is generated by a registered groupimem
ber can be opened and hence the corresponding user can béddeorrectly by

the group/revocation manager.

— COALI TI ON- RESI STANCE ( UNAVO DABLE TRACEABI LI TY) : No coali-
tion of group members, even if all group members colludenotgenerate a valid
group signature which cannot be traced to any one of the gnoeipbers by the
group manager via the opening key. This requirement wasdiesed explicitly

by Ateniese et al. [108]and separated from the traceability property.

— NON- FRAM NG A coalition of group members combining their secret signing

keys is not able to generate a valid signature that the ogealgorithm traces it

"Exculpability is introduced by Ateniese and Tsudik [108].
8The first group signature scheme that is provably securasigenalition-resistance is also presented
in this work.
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to an authorized group member who is outside this coalitdon-Framing is first

considered in [104] and it is a version of the coalition-semnce property.

— REVOCABI LI TY®: A group signature produced by a revoked member via sign
algorithm must be rejected by the verification algorithm. t@@ other hand, if a
member is not revoked, then the correctness property mitfdnothe member’s
signatures. Thisis actually an optional property whiclaiss$ied in group signature

schemes that are designed to allow for the removal of thepgmembers.

Formal definitions for the security properties of group silgmes mentioned thus
farl®, together with the attacker capabilities, are first givenBaflare et al. [10] for
static groups. Later on formal definitions are given for dyiagroup by Bellare et al.
[11], in which informal properties stated in previous worke combined into three
comprehensive security requirements; anonymity, tratgahnd non-frameability. In
their work, framing and exculpability are implied by the rfvameability. Coalition-
resistance and unforgeability requirements follow from ttaceability together with the
non-frameability, whereas traceability is implied solejythe traceability property. Anony-

mity and unlinkability properties are covered by anonymity

4.3 Evolution of Group Signatures

In their seminal paper, Chaum and van Heyst [9] describe thepgsignature concept
and give four different realizations, in one of which the aywmity is preserved uncondi-
tionally. On the other hand, it is protected computatignedithe rest of the realizations
based on either the difficulty of factoring or computing thecdete logarithms. Regard-
ing the schemes providing computational anonymity, in tdvthem, the addition of new
members to the group is not allowed. In both of them, in ordeslitain the identity of

a signer or to open a signature, group manager needs to teaizt one of the group

members.

9Explicitly stated first by Ateniese et al. [106].
0Except the revocability requirement which is considereithee in static [10] nor in dynamic [11]
versions.
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In both schemes, the size of the group public key is lineahenrtumber of group
members which makes them inefficient. In any case, distnfuhe group manager’s
role to more than one entity cannot be provided by either eg¢lproposed schemes and
itis left as an open problem.

After the initial work of Chaum and van Heyst, numerous grsigmature schemes
have been proposed with the intent to improve both efficiamd/security of the proposed
schemes. In [104], Chen and Pedersen addressed the probtistributing the group
manager’s role as well as the new group member addition @mobl

Former problem is overcome via providing an auxiliary im@tion which can be
shared among a subset of the group in interest by utiliziegitbn-interactive and veri-
fiable secret sharing scheme of [109]. As a result, membeitssrsubset together can
identify the user without the need of a single group managjemg with that, they also
solve the problem of the group manager contacting each gramber to open a given
signature by utilizing this auxiliary information providdy each signing member. This
is realized by so-called double-signing method, in whicbhegroup member has two
secret signing keys, one is known only by the group membeselfeiand the other one
is used as an auxiliary information known also by the groupagar (or shared among a
predetermined subset of group members).

Their group signatures are based on undeniable signatireduced by Chaum and
Antwerpen [110] and used a protocol that proves the knovded@ne secret key (mem-
bership key of the prover) out of many (all membership keys).

However, their proposals are also inefficient in a way thatdize of the group pub-
lic key is also linear in the number of group members, and astioreed by the same
authors in subsequent works [111, 112], group manager tsalyfaaccuse a group mem-
ber of signing a particular message with the help of auxilsecret signing key handed
over the group manager by the group member during registratin these works, au-
thors proposed a scheme providing unconditional secugigynat framing which cannot
be obtained by the previous scheme [104] and they have asaighat for the schemes
providing information-theoretic anonymity, the length s#cret keys and auxiliary in-

formation increase linearly with the number of group merstkend in the number of
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signatures allowed to be generated by each member.

Therefore, in order to develop a practical and implemeetglbup signature scheme,
one has to give up on unconditional anonymity and try to firftestes that provide com-
putational anonymity which can be attractive for real-afgplications.

Camenisch [38] presented a more efficient group signatimense in terms of the cost
of signature computation and the length of the group sigeajanerated, which provides
computational anonymity where opening is independenteftimber of group members.
But, again the size of the group public key as well as the sigralepends on the number
of group members. Building blocks of the group signatureeseds presented comprise a
variant of EIGamal encryption [7], secret sharing schenfghamir [113] which is used in
constructing the generalized group signature schemeatignknowledges of a discrete
logarithm (cf. Section 2.3-1), equality of discrete logiams with respect to different
bases (cf. Section 2.3-2) and a representation (cf. Se2i®b).

Basic scheme presented in Camenisch [38] allows for theiaddif group members
dynamically after the initial setup, and it can also be galezd in a way that a subset
of authorized group members can sign on behalf of the grotipgltke a single signer.
Both schemes allow sharing of the group manager’s fundiiiynailizing secret sharing
schemes of Shamir [113] and Feldman [114].

All of the group signature schemes mentioned so far, [9, 88, 111, 112], have the

following important drawbacks;

— The length/size of the group public key and/or group sigreatiepends on the num-

ber of group members.

— Addition of new members to the group requires either modificaof the group
public key along with the generation and distribution of reseret signing keys to

all members or restarting the whole system.

— Revocation of group members can be performed only by regokiithe members
and then reissuing secret signing keys to all members witrr@gponding change

in the group public key.
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Schemes presented in [115, 116] possess the fixed size papidut were shown to
be flawed in [117, 118, 119].

The state-of-the-art in the field of group signatures is gmésd by Camenisch and
Stadler [1], which addressed all of these common shortcgsnai the previous group
signature schemes except the revocation mechanism. Tdusoesnplished with increased
cost of computations required for the generation and vatiba of the group signatures,
although these computations are independent of the graap si

In order to realize such a scheme, authors utilize novehigcies such as signature
knowledges of double discrete logarithms (cf. Section®),3-throot of discrete log-
arithms (cf. Section 2.3-7) anetth root of components of representations (cf. Section
2.3-7&5), all of which are secured in the random oracle m¢2ie] 30, 31]. They base
the security of their group signature scheme on newly intced computational problems
that are assumed to be hard, i.e. double discrete logariticihncet of discrete logarithm
problems (cf. Definition 4&5).

Dependence of the group public key length and signatureosizee number of group
members is prevented via employing membership certifidaténis respect, along with
the group manager’s public-private key pair required fargption, a signature key pair
is also generated which is used to create certificates foetsgigning keys of the group
members. Since this signature key pair is generated indiepély from the group mem-
bers, verification of a credential can be performed withefiénring to any one of the
group members.

Additionally, the separation of membership managemesuésce of membership
certificates) and revocation management (identificatiotheforiginator of a given sig-
nature) is stated explicitly. These roles can also be shamamhg more than one entity
to provide protection against dishonest group memberstdpopening/revocation man-

agers.

4.3.1 Group Signature Approach of Camenisch and Stadler [1]

The approach behind the group signature scheme presen@ahhgnisch and Stadler [1]

can be summarized as follows; The group manager computdssyyoairs, one for an or-
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dinary digital signature scheme,(, pas) used in generation of membership certificates,
and the other for a probabilistic encryption schenag;,(,;), which is required for the
identification and/or revocation of the dishonest group iers.

A user, in order tqoin group, first selects a secret signing keyandomly, and then
computes corresponding membership key f(x) wheref is a suitable one-way func-
tion. User, then commits on valaeby signing it, and sends it to the group manager who
computes corresponding membership certificate sign,, (») and sends it back to the
user. As a result, user becomes a group member and sets hisemstip key asz, z, v).

This group membesigns a given message, by first encrypting message-membership
key pair with a probabilistic encryption scheme utilizingpgadom value- into ciphertext
¢ = enc,,,(m, z,7), and then proving the knowledge of secret valuesdv along with
a proof that the encryption is performed eandm usingr.

Opening of the signature is performed by the group manageteloyypting the re-
ceived ciphertext and obtaining the membership key, and thus the identityesibner.

To assure that the identity of the signer is actually the emealed by the group manager,
group manager discloses the valuand member’s corresponding commitment to it to-
gether with a proof that the decryption ofesults in the given message-membership key
pair.

Although the scheme presented by Camenisch and Stadleerfiguved one of the
most important barriers that hinders the deployment of giagnature in real-world ap-
plications, there exist subtle problems. Most importargralso stated by Ateniese and
Tsudik [108], are the lack of coalition resistakt& and the lack of efficient revocation

mechanism.

applications where coalition resistance is not required lanited in the sense that, in those kind
of applications group members must be reluctant to share sherets with other group members, i.e.
electronic lotteries.

2An attack is presented by Ateniese and Tsudik [108] agaimaliton resistance of the basic group
signature scheme of [1], along with the proposed fixes whiemat proven to be secure.
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4.3.2 Provably Secure Group Signatures against Coalition #acks

The state-of-the-art group signature scheme which previievable security based on
cryptographic assumptions is proposed in [25, 26] whichr@seen accomplished in
any of the previous works.

Efficient group signature schemes proposed so far [1, 120fopth the idea of gen-
erating group signatures by making use of two ordinary digitgnature schemes along
with a probabilistic semantically secure encryption sce¢b21, 122]. One of these sig-
nature schemes is used to create certificates for the segmetgkeys of the authorized
members, and the other one is used to create actual grougtisiga by group members.
This separation is analyzed in a comprehensive manner Bl.[1&gain, an encryption
scheme is required for the opening.

In order to attack against coalition resistance of a grogpagure scheme, the attacker
must try to compromise the signature scheme used to granbership credentials to
group members in the registration phase. This kind of aglattan be seen as an adaptive
chosen message attack against the join protocol wheretdeket has the capability of
guerying a join oracle with the member secrets and obtaicangesponding credentials
of his choice except the one being attacked.

In [25, 26], coalition resistance requirement is satisfiedutilizing a new number-
theoretic assumption which is a variant of strong-RSA aggion calledmodified strong-
RSA assumptiotogether with the discrete logarithm and DDH assumptiocfs, Defi-
nitions 9, 10, 1 and 3). The same idea is employed in thesesnaskhe one put forth
in [1] (cf. Section 4.3.1), but now based on newly introduoedhber theoretic assump-
tion. Building blocks for the scheme are four signature fgajd knowledge which can
also be combined [120], namely signature proofs of knowdedfydiscrete logarithm,
equality of discrete logarithms, one out of two discretealittpms and signature proof of
knowledge that a discrete logarithm lies within a certatenval (cf. Section 2.3 and [26]).

After the state-of-the-art proposal, a new group signataheme which improves the

first coalition resistant scheme is introduced by Atenidsal.e[105]-* which is based

Bwhich will be denoted by [ACJT] from now on.
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on the original strong-RSA assumption (cf. Definition 9). [KCJT], improvements
were made on the efficiency and security of the join protoduhvis statistically zero-
knowledge with respect to the secret key of the member. Ehisot provided in the
previous scheme in which the group member must provide dficieait proof that some
number is the product of two primes. This product is compadgexhe random prime and
a prime of special form (the secret key of the member), whicsuisceptible to Copper-
smith’s attack [124].

Coalition resistance of the protocol is based on the folgitheorem;

Theorem 32 Coalition-resistance (cf. Section 6 of [LO5])Under strong-RSA assump-

tion, a group certificate Ji;=(a%ag)/* (mod n), e;] with z; € A ande; € T can
be generated only by the group manager provided that the eurkbof certificates
the group manager issues is polynomially bounded, where|2*1 — 222 2% 4 232
=2 — 27227 4 2%2[and Ay > €A+ k) + 2, Ao > 4l,, 71 > e(y2+ k) + 2,
72 > 71 +2ande > 1, kandl, are security parameters. Herecontrols the tightness of

the statistical zero-knowledgeness, and paramigtsets the size of the modulus to use.

An improvement was made by Camenisch and Groth [125] oveotiiggnal [ACJT]
scheme. In their work, signature scheme proposed by Caofreaisi Lysyanskaya [126]
is employed in credential generation process due to theHatit provides efficient pro-
tocols to prove the knowledge of such a signature, which isappnrequirement for an
efficient group signature scheme.

The basic group signature scheme presented, which alsesallpnamic member ad-
dition, has full-anonymity and full-traceability accongdj to Bellare et al. [10] terminol-
ogy. Furthermore, it is nearly 20 times efficient than théestd-the-art [ACJT] scheme
and the security is proven under the strong-RSA and DDH agsans in the random
oracle model. Basic scheme can be easily extended to sugpodation, and extended
scheme is much more efficient than other proposed extengiahadd revocation capa-
bility [106, 127] to the original [ACJT] scheme.

In addition, in the full version of Camenisch and Groth [1,25yen reference to Hansen

and Pagels [128], it is argued that signature generatiowarification is computationally
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faster than any one of the pairing-based signatures prdpgng&9, 60, 129]. However,
for the same level of security, shorter signature sizes lata@med by pairing-based signa-

ture schemes (cf. Section 4.5) due to the short representaitigroup elements.

4.4 Revocation in Group Signatures

In order to withstand the demand of practical usage and @dgpdoyment of group sig-
natures, proposed schemes should be efficient and dynamigtume, supporting both
inclusion and deletion of group members. Although groupmaigre schemes presented
in previous sections (such as [1, 25, 26, 105]) support efftanember addition without a
need for a change in the group public key and for the reissuahcertificates for already
registered group members, they do not provide a viableisolfir member deletion.

In group signature settings, anonymity and unlinkabilitgpgerties that are provided
to the users can easily be abused by malicious users. Thesepresumed to be guilty
must be identified and prevented from generating valid sigea on behalf of the group,
thus must be revoked by an efficient and secure mechanisnthémnionportant problem
is the backward linkability of past signatures generated bgvoked user. That is to say,
an efficient mechanism should be devised for member revmtatich that anonymity
and unlinkability of the signatures originated from the fredoked members as well as
the past signatures of a revoked user should remain intach r&sult, anyone can easily
authenticate a valid signature that is produced by a nookes\/user in an efficient and
public manner and without the ability to find out secret infiation, such as one that can
help one to link signatures generated by the same user. hbiddsbe performed by
anyone without the need for the group manager. Additionallgase of a legal dispute,
opening of the group signatures by a designated group atytsbould also be provided.

The revocation of credentials has been a difficult task inliplkey cryptosystems
where the public keys of the members must be authenticatedhay users via the cre-
dentials given on member public keys granted by a trustetecetn group signature
schemes, it is more complicated to implement such revatédiothe group member cre-

dentials. This complication was first mentioned in [108] wehauthors presented two
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generic solutions;

(a) Certificate Revocation Lists (CRLs) : CRLs are updated and broadcasted periodi-

(b)

cally by the group manager which is composed of the list ofiities of the group
members. CRL-based revocation is attractive due to thetatsigning group mem-
ber does not have to possess this list and be aware of anyeharagle to the list. In
addition, although the signer must prove in a way that hetifisted in CRL, compu-
tations for revocation checking are placed on the verifigide which are generally

more powerful than the signing entities.

Two questions arise against the usage of the CRLs. One haswathl identifying

the group member: Since group signatures are anonymousndinéable then it is

not clear how to identify a group member. The other one ha®twith the secret
key exposure: Exposing a secret value and putting it ontdighbreaks the rule of
anonymity and unlinkability of the past signatures. Thigspecially important when
a member’s secret key is compromised by an adversary anesh#aas to be revoked
without giving up the anonymity and unlinkability of the pasgnatures. This is a

case where forward secure [130, 131] group signatures mescjosred.

Re-issuance based Revocation To revoke a group member, group manager first

changes the group public key and then re-issues memberstificates to all the
registered members except to revoked ones. This is suitaibyefor small and sta-
ble (static) groups where deletion of group members raretuis due to its heavy
computation and communication costs. To achieve this, gashp member must
be notified somehow of the re-issuance and participate intanactive join protocol

which results in both computational and communication baron users.

Revocation in group signatures is first addressed expliojtBresson and Stern [132]

where authors present revocation extension on the grougtsige scheme of Camenisch

and Stadler [1]. Proposed scheme is based on certificateatwon lists which is com-

posed of the membership keys of the revoked members. Sigisadwe generated as in

the original proposal with an additional zero knowledgegbtbat public membership key
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used in the signature is not one of the keys listed in the @@ list. In their proposal,
main challenge is the proof provided by the authenticatsey that the plaintext of an El-
Gamal encrypted value is not one of the values that are pgrasesvocation list. In order
to do so, signer provides so-called witness valties each revoked membership key in
the list, which is some random power of the division of mershgr key of authenticating
user by a corresponding revoked key in the list. Along witbheaitness value is a proof
that this witness value is well-formed such that the nunoeraft the given witness is the
plaintext of the EIGamal encrypted value.

Since the proposed scheme exposes only public informatidndaes not leak any
secret value, it provides secure deletion of group membérsut compromising the
principles of anonymity and unlinkability of signaturesoguced by valid members as
well as the past signatures of these revoked members. Onhbeland, signature size
grows linearly with the number of revoked group members Wwhitakes this scheme
impractical. Besides, the group signature scheme on whishrévocation capability is
built on, is not proven to be coalition resistant (cf. Secio3.2).

In [107], Song proposed the first forward secure group sigeagcheme which pro-
vides revocation capability on the provably secure grogpaiure scheme of Ateniese
et al. [105], resulting in efficient constant-length sigmas.Forward secure signatures
are especially important for group signatures where theohpf key exposure increases
with the group size, the concept of which was first introduzgénderson [130] for ordi-
nary digital signatures. In signature schemes providingdod security, compromise of a
group member’s secret key does not give adversary the dapalbiforging group mem-
ber’s past signatures because the attacker is unable toutewgdid signatures pertaining
to pre-revocation period using the captured key. In ordeadioieve forward security,
where the public key of the scheme stays fixed but group sigkegs evolve (cf. Section
4.2) over time, the author borrowed and apply the technifroes [131] and [134].

Revocation in Song [107] is examined considering the falhmproperties;

— Public revocability :Nobody is able to generate valid signatures using an exposed

group signing key after its revocation by the group manager.

The idea is borrowed from [133].
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— Retroactive public revocability Signatures generated by the exposed key between

the period of key being stolen and the period of exposuregogiscovered should
be verified as invalid, but signatures produced by non-residdeys should remain

valid, anonymous and unlinkable.

— Backward Unlinkability :Signatures generated by the exposed key before the time

of exposure should be accepted as valid and remain anonyandusnlinkable.

In order to achieve retroactive public revokability togathvith backward unlinka-
bility, the approach involves the following: (1) the diwasi of the time into fixed length
periods in which the group public key is valid, and then (2kmg group signing keys
evolve within these time periods using a suitable one-wagtion. Revocation is made
possible by revocation tokens. Two different schemes bas¢ACJT] signature scheme
are proposed with differing evolve procedures and revonadtikens.

In the first scheme, squaring is used as a one-way functioohi@se group signing
keys to evolve, whereas in the second scheme, a determiarsttway method is given
such that with an initial random prime, a sequence of printralers are generated and
used to evolve group signing keys. These two schemes hdeeinlif security structures
and procedure performances (cf. Section 6 of [107]). Buthwktra costtime limited
revocationcan be made possible in both schemes where group signingakeyssued
by the group manager in such a way that issued keys are ondlyfeathe specified time
interval.

The important drawbacks in these schemes are the predegtmumber of periods
where the group public key is valid, the use of fixed lengttetiperiods and the require-
ment for a clock synchronization among the group entitiasaddition, there is no way
to save the legitimate signatures generated by a revokedeg®e the exact time of re-
vocation within the time period when revocation takes plades is especially important
if time period intervals are too long where backward unlinikey will not be satisfied for
many such signatures produced when the user was actualtiynatg. Another problem
is the inefficiency of the second scheme due to the computefipredetermined number

of primes that are used in key evolve procedure.
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The works of Ateniese et al. [106] and Camenisch and Lysyayeskl27] are also
important studies for incorporating revocation mechanistmgroup signatures that lack
such procedures. In both of the proposed extensions, reenaapability is added to the
basic [ACJT] scheme.

Given all these efforts, revocation necessitates morearelsen order to develop

mechanisms that satisfy the following requirements;

e Shorter CRL which is sublinear in the number of revoked mask@nd secure and
efficient CRL update and distribution for schemes employdi]_-based revoca-

tion (cf. Section 4.4-a).

e More efficient signature generation and verification aldyons possessing revoca-

tion capability (especially procedures depending on mucterefficient SPKSs).

e Relaxed predetermined number of periods and length of titeguals for the schemes

providing retroactive revocation.

4.5 Pairing based Group Signatures

Boneh et al. [135] give the first construction of digital sagures from bilinear pair-
ings (cf. Section 3.2.1). Since then, pairings have beewidgaincreasing attention and
they are used in constructing group signatures as well astdanonymous attestation
schemes (cf. Section 426)

We can analyze pairing-based group signature schemes iwliffeoing categories

based on the security assumptions on the generation of nmehipeertificates;

1. Bilinear LRSW based schemes

LRSW signature scheme is introduced by Lysyanskaya et EQirfor Pseudonym
system&. The corresponding bilinear LRSW assumption (cf. Defimit&®), uti-
lized in pairing-based schemes, was shown to hold for gerggoups and it is

independent of the DDH assumption (cf. Definition 17).

15An application specific group signature scheme in whichesig;also anonymous with respect to the
group manager.
®pseudonym systems were introduced by Chaum [136]
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2. Strong Diffie-Hellman based schemes

q-SDH assumption (cf. Definition 20) was introduced by Boneti Boyen [75] in
order to construct short signatures where security doedeymnd on the random
oracle assumptiong-SDH has similar properties to strong-RSA assumption and
may be seen as its discrete logarithm equivalerDH assumption is employed

in various group signature constructions such as [3, 58139,

The first pairing-based group signature scheme that reid3L&RSW assumption is
proposed by Camenisch and Lysyanskaya [60]. They follovg#mee approach employed
by Camenisch and Stadler [1] (cf. Section 4.3.1). In ord@réwide their group signature
scheme with the opening capability, they make use of CreBherp (CS) encryption
scheme [137] whereby membership certificates are encryptdhe public key of the
group manager (or revocation manager). Since Cramer-Sbigyghosystem is secure
under the DDH assumption (cf. Definition 3), this encryptsmieme is performed over
the output groug-,, of the selected pairing, where DDH problem is intractable.

Therefore, group signature scheme proposed by Camenisichyaganskaya [60] is
secure under BLRSW and DDH assumptioné&if, since the credentials on group mem-
bers’ secret keys are obtained from the membership/grouagea via employing the
LRSW signature scheme, and opening process is realizeddptiag the CS encryption
scheme.

Concurrent with the Camenisch-Lysyanskaya group sigaataheme, Boneh et al.
[59] independently proposed a pairing based short groupatige scheme based on dif-
ferent assumptions. First one is & DH assumption, and the second one is the decision

linear Diffie-Hellman assumption which is introduced in [3®d defined as follows;

Definition 33 Decision Linear Diffie-Hellman Assumption : Let G; = (g;) be cyclic

group of prime order. Given arbitrary generators, v, h € G, andu®,v?, h¢, the prob-
ability of deciding whethet + b = ¢ or not is negligible by a polynomial time adversary.
It is shown in [59] that Decision Linear Assumption holds ingric bilinear groups by

presenting a lower bound on the computational complexithénsense of Shoup [138].
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Solving decision linear problem is believed to be hard irugowhere solving deci-
sion Diffie-Hellman problem is easy.

Following the introduction of decision linear assumptianthors provide a related
encryption scheme based on newly introduced assumptiorcated it Linear Encryp-
tion. Since ElGamal encryption scheme is not applicable in ggaupere solving DDH
problem is easy, as in the case of group signatures proposknt@#SDH assumption, a
new encryption scheme that is secure under these settinggused in order to provide

revocation manager with the opening capability.

Definition 34 Linear Encryption : In this scheme, one randomly selecty € Z, as

private keys and computes three generators,» € G, such thatu® = v¥ = h as
the corresponding public key. Encryption of a message performed first by choosing
random values, b € Z, and then computing the ciphertext a £ u®, B =1°, C' =
m - het?). To decrypt a given ciphertexti( B, (), user just computes. = C/(A*- BY)

and thus recovers the message.

In group signature schemes proposed by Boneh et al. [59] anélBand Shacham
[58], Linear Encryption is used for encrypting part of memdgp certificate whereby in
case of a dispute, group/revocation manager opens thetsigrta identify the signer.
In their proposals, to provide exculpability, group mensbearticipate in Join protocol
where user chooses a segygandomly and gets its membership credentials, ) such
that A" . h¥ = g for some public parametér.

After these initial proposals, Furukawa and Imai [129] areddbablée and Pointcheval
[3] proposed more efficient group signatures schemes. Tdiydzhieve this by attacking
the use of linear encryption whereby part of a membershigificate is encrypted, which
places more computational burden on the signer than ElGgpalencryption.

Furukawa and Imai [129] use a grodp having the same order with the pairing
groupsGi, Gy, Gy where DDH problem is difficult to solve. Membership certifeto
be encrypted is selected from this new group, and as a raseltf simpler EIGamal type
encryption is allowed instead of costly Linear Encryptidhey provide a comparison of

their scheme with three previous proposals [59, 60, 139]this respect, changes are
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made in the construction of Boneh et al. [59] scheme; firstima protocol is included,

and then, to make the scheme IND-CCA2 [140] secure in thegemeric model, double

encryption scheme [141] variant of Linear Encryption is iempented. These changes

are applied for a fair comparison since other schemes ie@ydin protocol and they are

IND-CCAZ2 secure.

Table 4.1 is taken directly from [12Y]which was adopted directly from Hansen and

Pagels [128]. Results are obtained by assuming that the oftlee group<~, G; andG,

are 171 bits, therefore points in these groups are repesédayt 172 bits. Furthermore,

points inG,; are assumed to be represented by 1020 bits.

| Variant of [59] (Sign/Verify)| Scheme of [139] (Sign/Verify))

#of Multin G - -
# of Mult in G 11/12 20/13
# of Mult in G5 0/2 -
#of Exp inGyy 3/3 6/2
# of pairings 0/1 0/3
Signature Size (bits 2057 4782
| Assumptions | SDH, DLDH \ SDH, DBDH \
\ | Scheme of [60] (Sign/Verify) Scheme of [129] (Sign/Verify))
#of Multin G - 6/6
# of Mult in G 3/0 1/0
# of Mult in G5 - 0/2
#of ExpinGyy 13/13 414
# of pairings 0/5 0/1
Signature Size (bits 5296 1711
| Assumptions | LRSW, DDH \ SDH, DDH

Table 4.1: Comparison of Pairing based Group SignaturerSefe

Before concluding pairing based group signature discassioe last scheme to be

mentioned is the one proposed by Delerablée and Pointcfgdvaamed XSGS, eX-

tremely Short Group Signature. In order to avoid linear gpiton, authors base security

of the scheme on both g-SDH and XDH assumptions.

"For detailed discussion of the proposed variant of [59] ammhmlexity related issues, refer to the

original paper [129].
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Definition 35 eXternal Diffie-Hellman Assumption : XDH assumption, introduced in

[142], states that, given three groups, Go, G and a bilinear pairinge : G; x Gy —
Gy, solving DDH problem is easy itv,, whereas it is hard inG;. XDH assumption

implies that there must not be an efficiently computable egphism from groups; to
Ga, ¥ : Gi # Go.

In Boneh et al. [59], usage of groups satisfying XDH assuamphias also been sug-
gested in order to obtain even shorter group signatures ttit@mne originally stated
without XDH assumption. Such an assumption is known to beefébr supersingular
curves [143] but can be implemented using MNT curves (cftiSed.2.4.2-a).

So, in Delerablée and Pointcheval [3], it is assumed thaHQipoblem is hard in
groupG; = (P;) and easy in grougs, = (F»), under the XDH assumption which
allows implementing the IND-CCAZ2 [140] secure EIGamal lmbsacryption. In XSGS
scheme, membership issuer has private k@nd corresponding public kay = P,
whereas revocation manager has private key{) and corresponding public keyi( =
a K, F = e K)whereK € (G,. Furthermore, a secret numhers added to SDH-pair,
which is known only to the user, so the membership certificat®rmed as(A, x,y)
whereA € Gy, x,y € Z,suchthaiz +v)A = P, + yH.

In order to sign a message, user encryptsvith the public key of the revocation
manager via double EIGamal encryption and provides a sigagtroof of knowledge of
secret valuesg andy in addition to the random values used in the encryption. Ragu
signature consists of 4 elements from gr@ep 4 integers fron¥, and a challenge value.

In Table 4.2, we provide security assumptions made togettierthe computational
requirements for signing and verification algorithms. Idiidn, corresponding signature
size is given based on the same group order assumptions esabeised while deriving

results supplied in Table 4.1.

4.6 Direct Anonymous Attestation

Group signatures have been adopted in diverse applicat@s guch as electronic cash,

identity escrow, direct anonymous attestation and auittetian in sophisticated access
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| | Scheme of [3] (Sign/Verify))

#of Multin G -
# of Multin G, 713
# of Mult in G4 0/1
#of ExpinG 1/1
# of pairings 0/1
Signature Size (bits 1352
| Assumptions | SDH, XDH |

Table 4.2: Complexity and assumptions of the scheme of [3]

control schemes [4, 16, 39, 40].

One of the advanced applications of group signatures is trecDAnonymous At-
testation (DAA) adopted by the Trusted Computing Group (J@I®3], an initiative
started® in order to develop standards for Trusted Computing platfocalled TPM. Ini-
tial proposal for the scheme has been made by Brickell eld#][and it was accepted
by TCG and specified in TPM specification version 1.2 [145].cé&ely, this proposal
was accepted as an international standard by ISO/IEC [M&in objective of the DAA
scheme is to allow trusted computing platforms to atteshgeves anonymously as be-
ing legitimate devices via a variant of group signatures.

There is a major difference between the group signaturesliasct anonymous attes-
tation schemes. In DAA schemes, opening capability of tloeigrmanager is removed
and thus signatures generated by a TPM remain anonymousoatlse group manager
who possesses the group secret key. Consequently, theewgut of an IND-CCA2
encryption scheme in group signatures along with a protoegulired to prove that a
committed value is in fact contained in related ciphertexta longer needed. Besides,
in DAA, signer’s role is split between two entities, namelf@M and a Host on which
the TPM resides. The intuition behind this separation i$ tiva resource and computa-
tionally constrained TPM, which holds the secret signing ke attestation, should only
perform security sensitive computations that requireetestigning key and delegate other

related computations to the much more powerful Host.

Bnitially started by AMD, HP, IBM, Intel and Microsoft, andnkown as Trusted Computing Platform
Alliance
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Similar to group signature schemes, DAA proposals can lssified by the number
theoretic assumptions utilized in membership certificaregation. Current proposals
are based on strong-RSA [144, 147], SDH [65, 67, 68, 148,13@,and LRSW [16, 66,
69, 151, 152] assumptions.

In the original proposal adopted by TCG, Camenisch-Lyskayas signature scheme
[153] is used for credential generation, which is based batthe assumptions of strong-
RSA and DDH in a finite field. Following the first proposal, Gedarate [147] come
up with another DAA scheme, which is also based on the samemg®ns, but utilizes
the group signature scheme introduced by Camenisch andeMi¢k6] for certificate
generation process.

The first time where a pairing operation is used in a DAA protas in the scheme
developed by Brickell et al. [64, 151], which makes use of syetric pairing operations
utilizing Camenisch-Lysyanskaya signature (B®)lscheme presented in [60]. Underly-
ing BCL scheme is based on bilinear maps and the securityecfdheme is proven under
bilinear LRSW assumption [60], which is applicable for goswvith bilinear maps.

A more efficient and scalable solution utilizing asymmebadrings is proposed in [66],
which is also based on BCL signature scheme, but adoptegmonastric pairing setting.
Asymmetric pairings are attractive due to the fact that DDébem is believed to be hard
in input groups which eliminates extra checks, and compartatrequired for masking
against DDH problem being easy in the symmetric setting.id®@ss higher embedding
degrees are attainable only by asymmetric pairings (cf.ti®e8.2.1) which provides
scalability to schemes with higher security requiremehtgheir paper, Chen et al. [16]
made some security corrections (cf. [154]) over the prevjmoposal and propose a new
asymmetric pairing-based DAA protocol together with a hygietailed security proof.
This new scheme allows a much more efficient signature imgfgation in terms of com-
putational complexity.

Recently, the DAA schemes based on SDH assumption are mopdsch are more
efficient than the previously developed schemes. In SDHdbgsoposals, each TPM

chooses a unique membership kEyknown only to TPM itself, and obtain a credential

abbreviation BCL is used for bilinear Camenisch-Lysyagsksignature scheme
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on this key from the issuer. This credential is a SDH triplex, y), which is considered
as BBS+ [155] signature on secret k¢y In order to provide a DAA signature, Host-
TPM pair generates a signature proof of knowledge of suchld-8iple together with a
revocation toker< used to check if the member in question is revoked.

Such a signature can be obtained similar to group signaturaeterpart as follows;
First, an admissible bilinear pairing is selectedtass, x G, — G),. Then, credential
issuer selects its private keye Z, and compute its corresponding public key= P,
along with other public parameterg;, H,, H, € G, and P, € G, whereq is a large
prime number. Although in schemes [65, 148] membershipficates are computed as
a BBS+ signature such thét + 2)A = P, + fH, + yH, holds, in [67] it is proven that
SDH credential paif A, ) computed agy + =)A = P, + fH,; satisfies the necessary
security requirements. In addition to the signature pré&howledge of such a certificate
obtained for the secret key, TPM generates revocation tékéncomputed asd = f.J
where J is computed from a basename or randomly from gréyf.

Revocation of existing members in DAA schemes are overldakeprevious pro-
posals, only recently the issue of revoking illegitimatenmbers has been extensively
addressed by Chen and Li [156].

20which is also used to provide user-controlled linkability
210r another cyclic group selected for that purpose
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Chapter 5

A2-MAKE: Anonymous and Accountable Authentication

Framework for Wireless Mesh Networks

In this chapter, we will describe in detail a framework naméeVIAKE, which achieves
seemingly conflicting privacy/security/anonymity and @aatability goals at the same
time. Although the framework is designed for wireless mestworks (WMNSs), it may
also be applied to other wireless adhoc networks.

In Section 5.1, introduction and motivation behind the fesvork proposed for WMNs
is given and the related work on WMN related privacy solusiare surveyed. In Sections
5.2 and 5.3, our construction is introduced starting withekplanation of the network ar-
chitecture and problem formulation. Then, detailed desicm of our security framework
for privacy preserving authentication and key establighinsegiven. User accountabil-
ity provided via identification and revocation proceduresiroduced in Section 5.4. In
Section 5.5, security and privacy properties along withghgormance analysis of the
scheme are examined. In Section 5.6, implementation ofémedwork together with the
corresponding timing analysis is discussed. The last@ecBection 5.7, analyzes the

simulation results of the introduced framework.

5.1 Introduction

Multi-hop hybrid wireless mesh networks (WMNSs) have rebeuattracted increasing
attention. For easy acceptance and wide deployment of WM&gyrity, privacy, and

accountability issues have to be addressed by providingegifi reliable, and scalable
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protocols. The fact that regular users, which may be resecoostrained wireless de-
vices, are involved in routing activities highlights theedefor efficiency and compact-
ness. However, the objectives, security, privacy, acahilitly, efficiency etc., are, most
of the time, not compatible. So far no previous work has adtzy reconciled these
conflicting objectives in a practical framework.

In the following, we present the design features and impteat®n of a framework
named A-MAKE, which is a collection of protocols. The framework pides an anony-
mous mutual authentication protocol whereby legitimatersi€an connect to network
from anywhere without being identified or tracked unwillyngNo single party (or au-
thority, network operator, etc.) can violate the privacyaofiser, which is provided in
the given framework in the strongest sense. Our framewadlizag group signatures,
where the private keys and corresponding credentials ofitkes are generated in a se-
cure three-party protocol. User accountability is implebed via user identification and
revocation protocols that can be executed by two semidduatithorities, one of which
is the network operator. The assumptions about the trust ¢téthe network operator are
relaxed with respect to similar protocols. Our frameworkesause of more efficient sig-
nature generation and verification algoritHritsterms of computational complexity than
their counterparts in literature, where signature sizdrisoat the same as the shortest

signatures proposed for similar purposes so far.

5.1.1 Introduction and Motivation

In order to ensure wide user-acceptance and deployment oN8ydé&curityandprivacy
concerns of users need to be addressed in an efficient aalleaihanner. Effective access
control mechanisms that guarantee the registered usetmbleenetwork connectivity
and other security services for the protection of networkicmnication are essential due
to the dynamic and open nature of the network. Neverthetbssservices delivered to
users may violate their privacy as they need to be authé¢atidta connect to the network.

Another related issue is usaccountabilitywhich aims to detect misbehaving users and,

LA variation of a direct anonymous attestation scheme [16filzed where both signature generation
and verification operations are computationally efficient.
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if needed, deny network access and other services via mayokiowever, access control,
security, user privacy and accountability may be conflggbbjectives which are difficult
to reconcile within the same framework.

The following real-world example due to Ren and Lou [4] hights the need for a

security and privacy aware framework in WMNSs;

...at Boston suburb area, the City of Malden, the policeadzpent will use
the WMN “to stream video footage from local areas directl{ht® police sta-
tion, making it easier for police officers to monitor and r@sg to crimes at
those locations” [157]. Obviously, all these communicasieontain various
kinds of sensitive user information like personal ideastiactivities, loca-
tion information, financial information, transaction pte§, social/business
connections, and so on. Once disclosed to the attackerse thiormation
could compromise any user’s privacy, and when further tated together,

can cause even more devastating consequences....

Therefore, in WMNSs, it is essential to provide legitimatayacy-aware network users
with anonymousccess to the network and other related services while bhoame¢d ac-
cess must be prevented. It is not immediately obvious aswothdlock unregistered
users when everybody is anonymous in the network. Furtherpootecting the network
against misbehaving users requir@sntificationcapability built into network to achieve
user accountability, whereby users are held accountabkbéir (unacceptable) actions.
Identification capability and anonymity are, indeed, catiflig goals since, while the lat-
ter is trying to hide the user identity, the former is tryingéveal it.

In this chapter, we introduce how’MIAKE manages these conflicting objectives suc-
cessfully. More formally, the following security and proxarequirements are the objec-

tives efficiently achieved in our framework;

e Confidentiality: The framework incorporates an efficient key establishrpeoiio-
col for protecting communications between a user and cdamueuter (or relay-

ing user).
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e Authentication Legitimate users anonymously authenticate themselvesitoect

to the network.

e User Privacy For user privacy, there are two requirements that need satisfied;
anonymity and unlinkability. User-controlled linkabylits actually provided as an

optional requirement.

e User Accountability and RevocationUsers should be held accountable for their
malicious activities and should be revoked and preventenoh fconnecting to a
network and accessing the services provided. In our framewee implement
the opener, an entity to identify and revoke such malicicgess using two non-
colluding semi-trusted parties, namely network operatdrsemi-trusted third party.
The opening capability is distributed in order to avoid dyftdusted singlepener
We postpone the discussion as to how this trust is implerdesme managed to
subsequent sections. The revocation protocol is appliedéos whose subscrip-
tions expire or who are accused of acting maliciously whike hackward security

and privacy is provided for all revoked users.

Our framework is practical and its protocols outperformvpras protocols proposed
for WMNs in literature [4]. Implementation and network sikation results of the proto-

cols clearly demonstrate the feasibility and practicadityhe framework.

5.1.2 Related Work

A related framework for an accountable and anonymous atitia¢ion is proposed by
Tsang et al. [158], in which service providers (SPs) auibatdé users. In that frame-
work, there is no trusted third party (TTP) and accountgbi$ provided by checking
a blacklist held at SP side. Thus, the framework provides@uability on the SP side
only. Therefore, itis not suitable for WMNSs, where distribd accountability is required.
Besides, although the scheme may well be adopted to WMNsjdhature size is more
than twice of the signature size of the scheme proposediNMAKE and communica-

tion complexity depends on the number of blacklisted usgrauthenticating SP. Since
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communication consumes much more energy than computdatisrgesired to have the
total size of the communicated values to be as small as gessib

Ren and Lou [4] proposed a closely related framework, whichrie of the earli-
est studies on a privacy-enhanced authentication and keemgnt scheme for wire-
less mesh networks. The framework is called PEACE; an aldiren for SoPhisticated
privacy-Enhanced yet Accountable seCurity framEwork fdviMs. PEACE is the first
scheme to demonstrate that two conflicting goals, namelyara@cy and accountability,
can co-exist in a practical and efficient framework. In PEA@Evacy providing authen-
tication is achieved through the use of short group sigeataheme introduced in [58].

In PEACE, the network consists of a Network Operator (NO)rasted Third Party
(TTP), a set of Group Managers (GMs), a set of mesh routerssjMBployed by NO,
and a set of Network Users (NUs). Users are arranged in grotngse there is one
group manager for each group. User private keys (primaoityuber authentication) are
generated by the network operator and separate parts oktlsedke given in a secure
manner to the TTP and the corresponding GM. Neither the GMm®TTP can fully
recover users’ private keys alone. A group manager asdmgise tkkeys to network users
in its group via a protocol known date binding Then, each user reconstructs her private
key by obtaining its shares from the TTP and her GM. Thuspalgih NO knows all the
keys and private key-group manager mappings, it has no laugel regarding to whom
the GM assigns those keys. As a result, NO can trace a signaly up to the group of
the user but not the specific user of a given signature.

In PEACE, group managéer M; of groups, initiates a protocol with the NO to gen-
eraten private keys for users of the groupwheren is the number of users registered in
that group. These keys are used in user-user and user-souiaymous authentication
protocols before user gets access to the network. In thieeesNO generates private
keys and splits each key into two mathematically relatedeshand sends one part of
the private key ta=M; and the other part to the TTP. Neither TTP do#/; alone can
reconstruct the user private keys without knowing the peay of the NO.

Privacy against the NO is achieved \ae bindingof private keys by group managers

to their corresponding users. Simply put, in late binding ginoup manager determines
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which user will get which private key, and with the help of fieP, a user in the group
will be able to reconstruct her designated key. The NO is matlved in late binding
process, and thus does not know which user gets to posseds prhiate key. The NO is
able to extract a private key used in a group signature pextibyg a user, and determine
the corresponding group to which the user has registerechetdeless, it cannot trace
it to the specific user who actually generates the signaweerasult of the late binding
process. However, if any two of the three parties, i.e. NOR,TAhd GM, collaborate,
privacy can be compromised for any given user.

Although the NO cannot reveal the identity of a specific useobly knowing the
key used in a signature, it can trace any signature up todtgand use this information
to violate the anonymity of the signer. Furthermore, the Nf@ tnk two anonymous
signatures if they are generated by the same user, and ks down users without
actually knowing their identity. The question here is "Isuifficient to hide the identity of
the user to protect his privacy?” This issue is reminiscénhe infamous AOL Internet

web search data release case. Privacy breach in AOL casaioned in [159] as;

"...search by search, click by click, the identity of AOL ud¢0:4417749
became easier to discern...It did not take much investigat follow that

data trail to Thelma Arnold...

In this incident, an AOL user whose identity was suppressasie@asily tracked down
and identified through the web pages she visited. In sumnfamg de-identify a user
but allow her to be tracked, then we violate the privacy of tieer. From this point of
view, PEACE allows the NO to track down the users in the netw&ince NO deploys
the access points and mesh routers and forms a well-conhettdess mesh network, it
can collect valuable data such as location and time of usersiections to the network.
Moreover, NO does not have to search all the private keysestrcan immediately tell
the group that a user belongs to. All NO has to do is a seardhntiat group.

Conclusion, then, is that user private keys should not bergio or generated by a sin-
gle entity, especially the network operator due to its athgeously situated position (i.e.

it deploys the access points and routers thus establishengtiole WMN). Furthermore,
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the NO, generally is not the best choice for acting as theaaizibd party that we can eas-
ily bestow the trust of users, and one must consider the mreapaints and cost associated
with bearing such trust. Naturally, there are other teaesgsuch as blind signatures that
allow user private keys to be chosen and known only by userasklves. However, user
accountability cannot be provided in such schemes.

One last comment on PEACE is that the verification algoritidopaed by the scheme
needs to check whether the signer is in user revocationdsgrRL) by computing two
pairings per user in the I&tThis degrades the performance of the verification algarith
rendering the operation impractical for networks with &rgimber of users. Therefore,
a more efficient user revocation list checking algorithmesdhed to enhance the perfor-

mance of the security framework.

5.2 Network Architecture and Problem Formulation

In this section, we describe the network architecture, &ed give corresponding con-
struction details in the subsequent section. Our WMN agchitre comprises four enti-
ties; a network operator (NO), a third party (TP), a set of mresiters (MRs), and a set
of Network Users/Mesh Clients (NUSs).

In our framework, NO and TPare assumed to be semi-honest parties [160]. Network
Operator is semi-honest in the sense that it follows thesroféhe protocol steps, but can
launch an attack on the privacy and security of the user lyrdatg any value it generates
and/or receives during the protocol. Similarly, STTP is miskonest party in the sense
that it also follows the rules of the protocol steps, but aarord the values it calculates,
generates and/or receives in the course of performing thteqwl. In addition, it does
not invoke the identification and revocation protocols @noivn in order to violate user
privacy.

Similar to PEACE, the NO deploys a number of access pointsna@sh routers in

2Efficiency of revocation checking can be improved by the rfiogiion mentioned in [58] but one must
relinquish from some aspects of anonymity which is the utnmaportant requirement for the proposed
authentication scheme

3This entity is referred as a Semi-Trusted Third Party (STHétgafter.
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order to provide network services to users. Network usebsaibe to NO to use the
network from anywhere within the WMN. In order to provide wetk access only to
legitimate users, and to protect network against malicimess, the NO must authenticate
them via mesh routers. In addition, whenever it detects dehiaving user or whenever
the user’s subscription period ends, the NO revokes thaaumskdenies her further access
to the WMN. Naturally, the NO cannot be trusted to perform i cation process by
itself since this, most of the time, means the compromisé®iiser identity. Therefore,
we stipulate that a revocation process requires involvemfean STTP besides the NO.

In hybrid WMNSs, users connect to the network through not angsh routers, but
also through other users already connected to the netwodersithat act as routers
should also be able to authenticate the other users thatusse&le the range of mesh
routers, but still need to connect to the network. In additiesers must use necessary
cryptographic means to protect their communication ag&agesdropping, altering and
sophisticated attacks aimed to compromise their privasya Aesult, there is a need for a
privacy preserving mutual authentication scheme with cation capabilities for anony-
mous and accountable authorization of users and for a kegagnt scheme to provide
confidentiality and integrity for the sensitive informatiexchanged within the network.
Since the authentication operation is mainly based on sigpachemes and is needed to
be frequently performed, both signature generation andicagron procedures must be
efficient.

Similar to group signatures, users are issued private kegsaasociated credentials
for anonymous authentication. Users can authenticatesélers by delivering a proof
of knowledge for their private keys and the associated crtgals. In our scheme, we
employ a STTP to play the role of the issuer. The primary jothefSTTP is to perform
system setup and then to participate in the Join protocol$ettion 5.3.2) to generate
user private keys along with corresponding credentialsuiddly, it needs to be involved
in user identification and revocation operations as well.

In order to provide confidentiality and integrity, a key agreent step is incorporated
into authentication scheme to reduce the communicatiorcangputation complexities.

Since the NO has full control over the WMN, it can track all temmunications of
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its own interest. Thus, in case of the NO being the credeissaler, it must provide this

credential to a user anonymously. Therefore, during the gmtocol the user commits

to a private value which is known only to herself. Howevers thheans that the NO has
no revocation capability when it is needed for accountgblurposes (nor does anyone
else). In other words, revocation and consequently useuatability are non-existent in

the network. The PEACE protocol solves this problem by lateing, where the NO and

the TTP (or group manager) collaborates to revoke a usereMemthe fact that the NO

knows all the private keys fully, and therefore can trackrsiseay not be acceptable in
applications where users are conscious of their privacy.

A2-MAKE addresses these problems utilizing a three-partp podtocol involving
the NO, the STTP, and the user herself. This protocol givesuser her private key
securely while the NO and the STTP obtains a share of it (wittkmowing anything
about the other party’s share). The credential for the teikay is another product of the
Join protocol that is sent to the user.

Users that have the private key and the associated credesigperform two-party
mutual authentication and key agreement protocol withomgtii linkability* by mesh
routers and other users. User accountability is achieverigih user identification and
revocation. To this end, we provide two protocols: i) ond itlantifies the user and ii) the
other that revokes the user private key, therefore the wesseli. Naturally, both NO and
STTP should give consent to and participate in identificagiod revocation operations.

We have two important assumptions on STTP and NO: They doailoide and both
are semi-trusted parties that follow the steps of the pa$ocThis is a relaxation com-
pared to fully trusted model where trusted parties are hsualpossession of private
keys as is the case with [4]. An entity which is similar to atifieate authority (CA) in
classical public key setting is an example as to how STTP @emented in real world.
Since user registration is performed once for every useravatation of users is needed

occasionally, STTP does not have to be highly accessible.

4Part of the framework named MAKE
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5.3 Our Construction

In this section, we give a detailed explanation of our anomysrand accountable mutual
authentication and key agreement framework;MAKE, that consists of five protocols
(Setup, Join, MAKE, Identify, and Revpk®ur mutual authentication protocol, MAKE,
employs the algorithms used in DAA signature scheme prapbgeChen et al. [16].
This scheme incorporates Camenisch and Lysyanskaya sigretheme [60] adapted to
asymmetric pairing setting and introduces/uses blinchédr LRSW assumption, which
is basically the blinded version of the bilinear LRSW asstiamp(cf. Definitions 23 &
22).
In the following, we specify the detailed steps of the firsteth protocols of A-

MAKE. The last two protocols are explained in another sectio

5.3.1 Setup
Given the security parametéf as input, STTP performs the following steps:

1. Generates two additive grou@s, G, of prime order; ~ 2* for which an asymmet-
ric pairing is defined. The integéris selected in such a way that solving decisional
Diffie-Hellman problem (DDHP) and Gap-DLP [16] @#; is computationally hard,

2. Selects two generatof, P, of Gy, G, respectively; i.eG, = (Py), Gy = (),

3. Selects a pairing such that G; x G5 — G, WhereG), is a multiplicative group

of orderq and the DLP in7;, is computationally hard,

4. Determines hash functioft, : {0, 1}* — Z, andH, : {0, 1}* — G, along with a

key generating functioflx : G, — Z,,

5. Generates its own public and private keys as follows;

(a) Selects two random integers,y €p Z, and sets them as its private key,

namely(z, y),

(b) Computes its publickey:X,Y) «— (P, yP,) € Gy

78



6. Publishes public parametefsy,, Go, Gy, €, q, Pi, Po, H1, Ho, Hi, (X, Y)}

5.3.2 Join Protocol

Join protocol is used to provide a network user with a priag and an associated
credential generated by the STTP, once the system paranaterset. The user can
anonymously connect to the network using this private kely@mresponding credential.

The protocol is illustrated in Figure 5.1.

e .
3.send blinded private key [ L
&4 and correponding credential . s
S— o sz
4 EEa——

SEMI-TRUSTED THIRD PARTY
(STTP)

NETWORK USER
(NU)

1.register to NO, 2.send partial proof,
request for Join, send partial key blinded
send a random value, by user's random number,
user information.

NETWORK OPERATOR
(NO)

Figure 5.1: Join Protocol: Generation of Group Secret KegsAssociated Credentials

The protocol is a three-party protocol that involves therugee STTP and the NO.
The NO and the STTP jointly generate the user private keychvts fully known only
to the user at the end of the protocol. The NO and the STTP kaegom additive
shares of the user’s private key, which contain no inforaraéibout the private key itself.
They store these shares along with corresponding userditids for future identification
or revocation purposes, since the STTP and the NO need tadeotb execute either

identification or revocation operations. User’s privacygisgranteed against the STTP
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and the NO, and henceforth she can anonymously authentizatshe is a legitimate

member of the network.

In the following, protocol steps of the Join protocol for wetk useri (NU;) are
described in detail. Since the NO needs to know identifyirigrimation of the user during
Join protocol in order to check if she is entitled to registgranonymous connection or

not, conventional public key cryptography (PKC) is usedSteps 1, 2c, 3(b)iii, and 4a.

1. NU; generates a random numbef, € 7, encrypts and sends it to NO
2. NO (for userNU;, where 7’ is the user identity)

(@) Generates randomly its partial key shfie, €r Z,
(b) Stores the mappin@, fvo,)

(c) Encrypts and sendsi(s, + fno,) to STTP together witlfyo, - P,

3. STTP

(a) Generates the blinded key o,

i. Generates randomly its partial key shdkerr, €r Z;
ii. Storesthe mapping, fsrrp,)
iii. Calculatesfiem,” < (rus, + fvo, + fsrrr,) and fsrre, - P
iv. CalculatesFyy,® — (fi- P1) < (fno, - Pr + fsrrr, - P1)
(b) Generates the corresponding credential¥or;

I. Generates a random numbe€y, Z,
ii. Calculates the credential
— A, —rP, B, —yA;, C;— (xA; +razyFny,)
— cred; +— (A;, B;, C;)
iii. Performs the encryption aBC; — Encpiyy, (cred;, fremp)s

V. SendSECZ‘ to NU;

SFirst decrypts the ciphertext received from NO to obtaifs( + fno,)-
5This value is required itNU;’s credential generation process, 3(b)ii.
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4. NU;

(a) DecryptsEC; and obtaingcred;, fiem,), Wherecred; is her credential
(b) Calculates her private ke < (fiemp — rvs;) andE; — f; - B;

(c) Checks whether the credential is generated approlyriate
If 6(A;,Y) # é(By, Py) oré(A;+ E;, X) # é(C;, P»), then abort. Otherwise,
user can start using her private key and credential for sulesg anonymous

authentication operations.

5.3.3 MAKE - Mutual Authentication and Key agrEement Protocol

MAKE allows a user to authenticate herself anonymously and gaisa to the network
and obtain a symmetric secret key to secure the link to theeraunce it is connected. It

consists of three parts together with an optional step:

e Key agrEement (KE): User and router generate a mutual key using authenticated
Diffie-Hellman key agreement procedure [5]. Note that tlepstof the key agree-

ment is incorporated into signature generation and vetidioateps.

e Sign: A user authenticates herself to connect to the network witareonymous
group signature. Upon receiving a beacon mesStagm a mesh router (or another
user already connected in case there is no direct acces®te); user generates
a signature that provides a proof of knowledge of her prikatetogether with a
corresponding valid credential for this key. The routepasithenticates itself to

the user with either anonymous group signature or convealti®K C.

o \erify: Router (or a relaying user) verifies the received signatam the connect-
ing user. It first checks whether the user is in user revordish (UserRL); and if
the user is not in the list, then checks whether the signatniges. If both checks

are successful, it assists the user to connect to the network

"This step is necessary also for checking the correctnese girivate keyy;.
8A specifically formed message indicating that the routetlferrelaying user) is available.
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e Link (optional): Linking phase is optional and whether to perform this phase o
not is decided by the network user and relaying agent (efittesh router or another
network user) together. If linking phase is performed, therwan be traced, which
may be desirable to the user for a specific amount of time iresmpplications, e.g.
user may want to continue a previous session. Linkability @lao be utilized in
systems such as privacy enhancing identity managemeritgh@o thwart attacks
on networks providing anonymity [15]. Linking, which reges user’'s consent,
is achieved by relating two signatures by the same user in EAKotocol. Re-
verification of the signatures may be needed to check thelplitysof user being

revoked after the time of the reception of the signatures.

In the following, we first analyze the case when a user trieotmect to the network
using a mesh router, and then discuss the case, where angtreacts as the router.
For the latter case, user, which acts as a router in userausieentication, should check
UserRL to deny network access to revoked users. In the follgwit is assumed that all
agents acting as routers have access to the UserRL (havectiresrto obtain UserRL),
and can perform UserRL check operation. UserRL may becorama list by time, so
storing it and performing check operation on UserRL may g egpensive. An alterna-
tive solution in such cases is that the routing agent dedsgadserRL check operations to
another party who is more capable; e.g. having more stocageputation and commu-

nication resources, and higher connectivity.
e MAKE for User-Router Interaction (MAKE-UR)

1. MR broadcasts a beacon periodically and an authenticatidogys sent as

part of this beacon (The following steps are almost the santlease in [4]):
(a) Picks a random nonce,r €r Z, a timestamps, z and a random
generatorPy z €r G

(b) Chooses a basename:,;r € {0,1}* to be used in providing optional

user-controlled linkability

(c) Computedyg < rvr - Pur
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(d) SignsPyr, Thr andts,, g using a conventional digital signature algo-
rithm (e.g., ECDSA):
omr < Signsiy z(Pur, Trr, tsur)

(e) Broadcasts Ms@r < {Pur, Tyvr, tsmr, omr, Certyr, bsnyg} as

a part of the beacon

2. NU, upon receipt of Msg r, performs the following steps to authenticate MR:
(a) Checks if the timestamyg,, is fresh

(b) Validates the certificate of MRCert ;) using Online Certificate Sta-
tus Protocol (OCSP) [162, 163] or a similar protocol depegdn the
infrastructuré.

(c) Verifies signaturer,,;r generated by MR. If the signature is valid, then

user accepts the router as authentic (non-anonymous dicttem via

conventional PKC).

3. NU authenticates to MR and initiates the authenticated kegeagent algo-
rithm:
(a) For symmetric key establishment,
i. Picks arandom noné®ryy € Z, and compute$ny «— rvu-Pur
ii. Calculates the mutual key using key generating functigg
Kyp <« HK(TNU : {TMR : PMR}) — HK(TNU : TMR)
(b) For signature generation,
I. Generates timestantp, to prove freshness
ii. If linkability is to be provided, thenVU gets the router specific base-
name psn,, r, Which is provided by the router within the beacon mes-

sage and computes = H,(bsny k). Otherwise it generates as a

random point, i.eJ € G,

%Note that this validation requires network user to be coteteto the Internet. So, if the service
provided by the mesh router is the Internet service, whiamastly the case, then in Join protocol, the
(conventional) certificate revocation list (or a similat)ifor the routers must be given to each user, or the
list must be provided by the router in MAKE protocol which sitebhave been signed by NO or STTP.

10AIl nonces used by Network User within the protocol asmdomlygenerated in each session to
prevent linkage of any kind.
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iii. Generates a random numbee  Z, to randomize the credential
Iiv. Randomizes the credential
(A, B, C")— (t-A, t-B, t-C)
v. Calculates signature proof of knowledge
- K~ fyv-J
— Selects a random valuecy, Z,
— Calculates pairing valugp to be supplied into the challengédo-
gether with the witness valug
pp — &~z -B,X) and L — z-J
— Calculates the challenge value
¢ — Hi(params™||A'|| B'||C"||J||K||L]|pp| | Kur|[tsarlltsnu)
— Calculates the response value
s —z+c fyu (mod q)
vi. Assembles the signatueeys
onv — (A, B', C'", K, J, ¢, s)
vii. Sends signature y; together with DH key agreement shaf@y,
and timestamps y s
Msgny < {onu, Thu, tsnu}

4. MR verifies the user anonymously and obtains the sharedskey

(&) Checks if the timestamp s is fresh
(b) If linkability is to be provided, then it checks whethéetrandom point
J is formed correctly, i.eJ = Ha(bsng)
(c) ChecksifNU isin UserRL
If 3f; € UserRL, such thatX' = f; - J, then rejects the signature and
aborts the protocol.
(d) Checks the correctness afandB’:
Ife(A")Y) #&B', P,), then rejects the signature and aborts the protocol.

publicly known parameters, i.e. public keys of STTP, that raquired to be included in challenge
calculations
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(e) Computes the shared secret key
Kur «— Hi(rur - {rnv - Pur}) < Hi(rur - Thu)
(f) Verifies the Signature (Correctness of Proofs)
i. Performs the following computations
Py 8ALX) , py—&B,X) , pp—8C, Ry
pp < (pB)° (pc/pa)™ . L e sJ —cK
ii. Validates the challenge
If ¢ # Hi(param§ A'[| B'[|C"|| J|| K || L[| pp || Kuglltsarrl[tsn),
then rejects the signature and aborts the protocol.

(g) Assists the user to connect to the network.

5. MR, if user-controlled linkability is opted, determines wihet a given pair of

signatures are generated by the same user (whether thégkae or not?).
Given a pair of signatures, andoy;

(a) Verifies signatures;, ando;. If any one of them is rejected, then algo-
rithm returns that the signatures analinked

(b) Compares the correspondidgand K values. If they are matchedy =
J1 and Ky = K, then algorithm concludes that the two signatures are
generated by the same user (i.e. theylareed). Otherwise, if any one
of the two equations is not satisfied, algorithm returns thatsignatures

areunlinked

Note that the given signatures are verified in linking stegneif they are
proved to be valid previously by the verifier. This is so, doghte possibil-
ity of the revocation of the network user in consideratiorovign previously

considered legitimate.

Upon successful completion of the protocol, user and ratgeruse the shared se-

cret keyK r to secure further communication between them.

12This step is only performed if linkability is to be provideddacan either be performed within the
MAKE protocol or treated as a standalone step.
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e MAKE for User-User Interaction (MAKE-UU)

In case a user cannot find a router within its reception ramgfefinds another user
already connected to the network, the two users can run dasiprotocol. The

only difference from the previous scheme (i.e. MAKE-UR)hattthe relaying user
also provides an anonymous group signature in his beacanthermticate herself.
Already connected to the network, the user has a privatetkgygarresponding cre-
dential for anonymous authentication. As a result, bothausritually authenticate
each other anonymously using their private keys along \migréelated credentials

they acquire in Join protoctl

5.4 User Accountability and Key Revocation

User accountability is possible through two important ¢ulftees that are incorporated
into the framework: identifying and revoking users. Belowe, discuss what they exactly

mean and how they are implemented.

e User ldentification For user accountability, it is necessary to identify misbeh
ing users. In this respect, our first proposed protolckantify, is designed so that
the NO and the STTP can reveal the owner of a given signatatg,ifathey col-
lude. Identifyis a two-party protocol, whereby the STTP extracts the itieat the
user who is the owner of the given signature(s) without olingithe user’s private
key. This is a useful property since the user still remainsngmous to the NO
and can continue connecting to the network. In additiomasigres from this user
also remain anonymous to both NO and STTP since the usevaterikey is not
extracted by running this protocol. The NO can use this patonly when there
is a suspicious activity or a dispute. Itis up to the STTP tochaver the identity of
the signer to any other party. Besides, since user’s prkeyas not revealed, she
cannot be revoked and there is no need to re-execute the rixotel for the user

if the case is not pursued any further.

B3In this case, it is assumed that all users have access to #1&U# order to perform verification of
the anonymous signatures provided by both sides.
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e User RevocationThis is a protocol basically built upon the Identify protgco
whereby on a given signature, the STTP and the NO identifyranoke the user
by adding her private key to user revocation list (UserRh)this protocol, user is
identified and corresponding key is extracted by the STTR;iwhas the authority
of revoking the user. During authentication, the UserRLheaked to make sure
that the signer is not in the list. UserRL is only updated agdexd by STTP and
privacy of other users remains unaffected by the revocationess. User revoca-
tion can be applied also to users whose subscription to tiweoneexpires. UserRL
does not contain user’s real identity but her private key,cahd therefore a user

can get another private key after her subscription ends.

For user accountability, situations may arise, where ieguired to identify a user
suspected of possible malicious behavior. If the user isadigtfound guilty for malicious
activity, then it becomes imperative to add its private Keyor userNU;, to the UserRL;
in order to revoke the use¥U,. UserRL contains only the private key of a user, and
not her identity. Therefore, this private key cannot be usegimore, but the user may
acquire a new key if she proves her innocence after revathfis occurred. Besides, a
user whose subscription ends can get a new private key whiesubscription is renewed
by re-performing the Join protocol.

In addition, circumstances may also occur, where legiemegers’ keys are com-
promised by attackers. In those circumstances, comprdnoisers can initiate the key
revocation protocol by revealing their private keys to S;TwRich adds these compro-
mised keys to the UserRL. For this, STTP can also collabavéteNO to perform the
revocation operation without users supplying their peveays.

Note that both STTP and NO maintain a list of paifs,fsrrp,) and (i, fxo,), re-
spectively. The integer valué,is used by both parties to refer to a user, and need not be
related to its real life identity. Below, the detailed stefighe mentioned protocols are

explained.
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5.4.1 Identify - (User identification without private key extraction)

In this protocol, STTP, collaborating with NO, identifieethigner of a given signature
without actually extracting her private key. The STTP neadsser signatureyo, to

identify its owner. For this purpose, STTP and NO performfttl®wing protocol steps;
1. STTP:

(a) Verifies the signature,, whereop = { Ao, Bo, Co, Jo, Ko, co, So }

(b) If the signature verifies, then it sends to the NO and requests for the corre-

sponding partial proofs (i.efyo, - Jo for all registered users).
2. NO, upon receiving/y:

(a) Calculates partial proofs for every registered uSéf;, € RU, where RU
stands for the list of registered users aRd/| = n
{V NU; € RU, fno,; Kno, < [no, - Jo}

(b) Sends: proof pairs(i, Kyo,) to STTP.
3. STTP, using the proof pairs received from network operator:

(a) Calculates corresponding partial proofs using setia@tes in its own list:
{V NU; € RU, fsrrp,; Ksrrp, < fsrrp, - Jo}

(b) Calculates proofs by adding partial proéfs;rpr, andK o, and compare the
result with Ko (= f; - Jo):

i. V NU; € RU, calculateK; = Ksrrp, + Kno, and check ifK; = Ko

ii. If Ji for which K; = K, then output as the corresponding signer

STTP outputs the user id only if it is necessary and otherwise keeps it secret and

discards the signature and all related values.
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5.4.2 Revoke - (User revocation with private key extractioh

If it is decided to revoke the signer of a given signatufg then signer’s private key
is uncovered by STTP and NO together. In order to performttsk they perform the

following protocol steps;
1. STTP initiatesUser Identificationprotocol usingr, and gets user identity

2. STTP asks forNU;’s partial private key value from NO by sending useriidto
NO.

3. NO sends corresponding private key shge, to STTP

4. STTP, upon receiving the partial secret:

(a) Computes the private ke < (fsrrp, + fno,) Of NU;.

(b) Addsf; to UserRL and corresponding useriidto another list in case where
STTP wants to prevent the revoked user from re-performimg @@tocol in

the future.

5.5 Security and Performance Analysis

In this section, we give security and performance analys@uo mutual authentication

and key agreement architecture. The proposed architegtavédes user-router mutual
authentication where the user remains anonymous afteiutheraication, and user-user
authentication whereby both ends of the communication iear@onymous after the au-

thentication.

5.5.1 Security Analysis

In our construction, we assume that there exist pairwisaresthannels connecting the
NO, the STTP and the user during the Join protocol where alia&xged information is
protected. Since privacy and anonymity is not an aim in Joitqgeol, its security can be

provided using conventional cryptographic methods.
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In the following, security properties provided by MAKE are explained.

e User anonymity against other users, NO, and STTP

Our construction makes use of a variant of protocols givediiact anonymous
attestation scheme of Chen et al. [16] to protect the anayyofia user against
the other users, mesh routers, the network operator, and agyeanst the STTP.
Since no single entity within the network knows the privasgy lof any user but
the user herself, no one is able to identify the owner of argsignature or link

signatures generated by the same user. The STTP cannowmmg&ignatures by
the same user (even if STTP records the credential-uses) aice the credential
of a user is re-randomized in every authentication sesslonidentify, track (by

linking signatures) and revoke a user, the NO and the STTP twawollaborate to

run identification and revocation protocols successfully.

e Confidentiality and Integrity

Communicating entities establish a shared symmetric s&eseto secure their
communications. In our proposal, we use authenticatedebtifgliman key ex-
change procedure to establish such a symmetric key betweerotnmunicating
parties. A user that wants to connect to the network showdysd generate ran-
dom nonces to make sure that a different secret key is gexdkeiratvery session.
The secret key derived in our scheme secures only the coneation channel be-

tween the user and the router.

e User Accountability

User accountability is made possible by the revocationlmiéipeincorporated into
the scheme. Whenever a malicious activity is observed,ntheareported to the
STTP via providing a signature used by the malicious useadtientication. STTP
and NO need to collude to recover the identity of the ownehefdignature. Then,
in accordance with the situation, STTP decides on whethewvtike reported user’s
secret key or not. In addition, NO can easily invalidate sséscription by utilizing

the revocation protocol.
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In the following, we discuss the security details of our poails and their steps;

1. Join Protocol : The Join protocol utilizes &ecret Sharingcheme in which private

key (f;) of a network user is jointly constructed by and the secratesth between
NO and STTP. NO generates its share of user’s private keyoralydfyo,. It then
blinds that partial key with the random numbey {,) received from theéVU;, which

is referred to ablinding key Since NU; sends its blinding key encrypted by the
public key of NO, nobody other than the NO can see the blinlayg NO encrypts
and sends its blinded share;§, + fyo,) to STTP. After decrypting the received
message, STTP adds its own random shaseyp, to (rys, + fno,). It then sends
Jtemp = (Tus, + fno, + fsrre,) to NU;, which is the only person that can extract
the private keyf; = fxo, + fsrrp,. This scheme is secure under two assumptions:
i) NO and STTP arsemi-honegparties in the sense they follow the protocol steps
and ii) they arenon-colluding which means here that they do not betray their secret
shares of user’s private key to each other. These assurg@iercommon in many

cryptographic protocols [160].

NO, along with(rys, + fno,), sSends(fyo, - P1) to STTP. This is secure under
ECDLP assumption, since STTP is required to solve the ®Elgoirve discrete loga-
rithm problem inG; to get the NO's sharé/,y,, from the value it receives. ECDLP

assumption implies that solving DLP (#, is computationally hard.

As can be seen in Step 3(a)iv of Join Protocol, by using theesponding point
share(fno - P1) of the NO, STTP can compute the blinded KBy, = (f; - P)
of NU;, which is needed to generate the credential. Private keylafis protected
against STTP by the same DLP assumptiotrin In Step 3(b)iv of Join protocol,
STTP sends the ciphertektC; to NU;, which containsf;.,,,. If NO can capture
and decryptE C;, it can computeVU;'s private keyf; since it knows the blinding
keyrys,. However, NO cannot decryptC; without knowing the private decryption

key of NU;, and thereford; is protected against disclosure by NO via encryption.

Lastly, since network user checks the correctness of tivaterkey, neither STTP

nor NO is able to manipulate the random private key genergifocess and they
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are obliged to use the random number provided by the netwsek for blinding

purposes (see Step 4c and related footnote).

In summary, security of the Join protocol relies on the felltg assumptions:

— NO and STTP are semi-honest and non-colluding,

— Underlying encryption scheme is assumed to be secure agaiagtive cho-

sen ciphertext attack in the random oracle model,

— ECDLP assumption id-;.

2. MAKE : An active router broadcasteaconmessages to indicate its availability
to users who want to connect to the network. Here, we assushéirouter is the
mesh router (MR) deployed by NO in our security analysis. Mgdn the beacon
is signed by MR using a conventional PKC digital signatugoathm. A user who
wants to connect to the network through a MR checks the atithitgrof Msg,, r by
verifying the signature ,, z, provided by MR within the message. To impersonate
a legitimate MR, the attacker has to forge a valid signataréhe message derived
by the attacker itself. However, attacker is not be able twsed under the UF-
CMA?[8] security assumption of the underlying digital signatscheme utilized

within the protocol.

In order to secure the communication link between NU and Mi&tigs perform
Key agrEement (KE-part of MAKE) protocol to generate a stakey. To do
this, MR generates a random numbey;z, which is the contribution of MR to
the mutual encryption keyx;;z. Then, it includes the elliptic curve poifit,;r =
(rmr - Pur) inthe beacon, used in the Diffie-Hellman key agreement podtdn
her response, user also sends its own share to MR duringdbept. So, security
of the KE-part of our protocol is guaranteed under the hassliné computational
Diffie-Hellman (CDH) problem (cf. Definition 16). Therefqr®r an attacker to be
able to compromise the shared key and the communicatioreleetthe two parties,

it must solve elliptic curve CDH problem, which is believedite hard.

4UnForgeable against Chosen Message Attack
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Mutual authentication (MA-part of MAKE) in MAKE scheme is@ge in the ran-

dom oracle model if the following security assumptions hdid

(a) Blind Bilinear LRSW Assumption in ( G, G2, Py, P5, e): This ensures that
avalid (randomized) credential obtained from a user coaletbeen generated
only by STTP.

(b) Hardness of Gap-DLP in Gy: In Step 3(b)v of MAKE-UR protocol, user
computes a witnesg, < z - J, for a given point/; and consequently provides
a proof of knowledge< « f; - J, using her private key;. Even if an oracle
outputsK'’ — f; - J' for a given.J’, it is still difficult to learn f; due to Gap-
DLP assumption. In addition to the proof and the witnessr, as® calculates
aresponse «— z + ¢ - f; to the challenge using again the secret k¢y. The
response cannot be produced without the knowledgg. dks a result, no one
is able to produce a valid anonymous signature without [338%g a legitimate

private signing key.

(c) Hardness of the decision Diffie-Hellman problem (DDH) inG;: User ran-
domizes her credential to hide her identity in every autication operation,
ie. (A, B, C') « (t-A, t-B, t-(C)forarandomly chosen cp Z,.
Here, DDH assumption is important to hide the fact that thesecredential
sets are related. In symmetric setting, where DDH is easy; jrone must take
additional precautions against linkability of the credalstby utilizing extra
randomness (cf. [64]) since anyone could easily solve DDHyérforming
four pairing operations, and checking whether the follgyveguations hold,
&4, B) =&(A,B')and §A’, C) = &(A, C")8. Therefore, from the efficiency
point of view, asymmetric setting is specifically preferradhere DDH is hard
in G1, since our framework necessitates the hardness of detegnirhether

given two credential randomizations belong to the sameetrigal or not.

15For the detailed discussion of the logic for the requirentdrthese assumptions, reader is referred
to [16]

18In symmetric setting, we can immediately tell that= ab (mod q) for {P;,aP;,bP;,cP;}, if
é(aPl, bPl) = é(Pl, CP1).
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In order to protect players from replay attacks, the symin&ay, K r, generated
in key agreement steps is included as an additional randamend herefore, it is
the responsibility of the network user to generate differandom numbers every
time she connects to the network. Since we integrate ouasiga scheme with
key agreement, instead of generating additional noncéialtallenge calculation,
we utilize the shared key obtained in Key agrEement togetiitsrthe timestamp

values, which do not incur additional communication cost.

Our MAKE protocol is based on the DAA scheme presented in, [d8]ch is pro-
posed originally for trusted platform modules (TPM [164]Ye now explain how
our protocol differentiates from the one in [16]. In TPM sa&ft for user entity,
there is a user computer (host)-TPM pair while in our framdwwee have only a
network user and there is no need for such a separation. lldigsais to combine
steps of the scheme taken separately by the host and TPMép®zerformed by a
single entity, i.e. the network user. In our protocol, imstef doing exponentiation
in the extension fieldi(= (%), we replace it with a single elliptic curve multiplica-
tion (z - B’). We also utilize the timestamp values and symmetric kegiabtl from
the KE-part as substitutes for the random nonces requireds,Tour anonymous
signature protocol also serves as an authentication stepddey shared between
two communicating entities. As a result, security proofof signature scheme can

be reduced to the proofs provided by Chen et al. [16].

Verification step of our protocol is nearly the same as thdfigation algorithm
presented in [16]. The main distinction of our protocol ig tpeneration of the
revoked (rogue in TPM terminology) user list (UserRL). Irr puotocol, malicious
users are revealed by STTP (with the help of NO) and theiafeikeys are added
into UserRL. In DAA schemes, how a private key is revealedas described.
The access to the network by revoked users is preventedevidgbrRL checking
performed by the relaying agent, either the router or thayrey network user. In
addition to this, similar to the signature generation padtead of generating and

communicating nonces to be used in replay attack prevenientilize timestamps
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along with the symmetric key obtained as a result of the kegergent protocol.
We refer the interested reader to Chen et al. [16] for thalddtand formal security

proofs of the underlying signature generation and verificgprotocols.

. User Identification / Revocation :

In case of a dispute or suspicious activity, any mesh routdfaa network user
acting as a relaying agent may call for the identification/andevocation of the
owner of a signature. Itis STTP that has the ability to revitieeuser in question.
With the help of NO, STTP can identify the owner of a given sigme without
the consent of the user, and/or even revoke the user by atidingrivate key to
UserRL.

In user identification protocol, STTP cannot learn the pgeveey of the user. NO
sends only the partial proofs for a given signature to ST.EPthe pointsK no, =
(fno,-J), computed in Step 2c, which are elliptic curve points. Githegse points,
Kyo,, for all registered users, the private keys of the corredpmnusers are pro-
tected by the assumption that ECDLP is hardin

When linkability option is not adopted, all the values usedhe signature con-
struction are chosen randomly (see Step 3b of MAKE-UR). Tilg way to link
two signatures by the same person is via the elliptic cunietpb € G, that is a
part of the signature ;. Since two randomly chosen elliptic curve points can-
not be related, users’ privacy is preserved. The linkagbdén only be achieved if
the user agrees to compute this point under a given basersaestep 3(b)ii of
MAKE-UR). Otherwise, no one can link two signatures unlese oan compute

elliptic curve discrete logarithm i&';.

After identifying a user from its signature, STTP has only ithentity of the user,
but not her private key, which is also protected under therapsion of the hardness
of the ECDLP inGG;. STTP has only a secret share of the user’s privatekey;p,,
and needs NO’s shargyo, to construct it. It is at STTP’s discretion to run the
revocation protocol and add the private key to the UserRlaunframework, we

assume that STTP is endowed with the trust to make reasoaabl&ir decisions
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pertaining to user revocation. Here, we do not specify howSakes these
decisions since they depend on the policies that are ad@tedagreed by the
participants of the network. But we can sketch a sample tsitmdelow, where
a user is revoked. If an anonymous user is suspected of madidehavior or
any other potentially harmful activity, NO can ask STTP tentify the user in
guestion by providing sufficient proof pertaining to the mialus activity. If the
user is identified several times for similar misbehavior®, &hd STTP can decide
to revoke the user. Independent of the adopted policy for igsatification and
revocation, our framework provides the technical infrastinre to perform these

operations efficiently and discreetly.

Backward Security and Privacy!’: When a user is revoked, it is important to analyze
what happens to her past communications. If the securityusfea’'s past communica-
tions cannot be compromised by an adversary that recordsatigcripts of all messages
sent and received by the user, we say that the system prdwadé&svard secrecy. In our
scheme, secret symmetric keys are obtained via authesdi€affie-Hellman key agree-
ment using randomly selected secret numbers. This key mgrdeoperation does not
utilize private keys of users, which are added to the Userfidr aevocation. Therefore,
our scheme provides backward security since a revokedterkey does not reveal any
information about the symmetric kel .

On the other hand, an adversary that records signatukgs, can compromise the
privacy of users after their private keys are revoked. Hawew the signatures used in
authenticationg s, are encrypted by the symmetric ké§, r, the backward privacy is
guaranteed against the parties that do not know these keymutér that knows a secret
key, Ky, can only learn that a corresponding user is revoked if ivmes all signatures
it verified in the past. It can never identify a revoked usacsiusers’ identities are not
added to the UserRL. The router must record not only all sigea but also all secret keys
it used to secure connections of all users it helped conondbetnetwork. Then, it needs
to try all revoked private keys in UserRL and all secret keyst {o tell whether the user

is revoked. Storing all these keys and doing all these coatiouts may not be feasible

Y7see [165] for a discussion on backward and forward secusitgepts.
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for routers. In summary, with simple encryption of signatjrthe backward privacy of
users against third parties other than routers are fullyepted while it is only partially

compromised by the routers.

5.5.2 Performance Analysis

In this section, we analyze the computational and commtinitaverheads of the pro-
posed framework. Since Join protocol is normally perforraety once for a user, it is
not a performance bottleneck. Moreover, communicatigpsstéthe protocol is protected
by conventional cryptography as privacy is not an objedtivéoin protocol. Therefore,
we focus on the complexity of the mutual authentication aay &greement protocol
(MAKE), which needs to be performed efficiently. We compave esults with those
in PEACE [4], which is the most related work. We start with gartational overhead,
where complex cryptographic primitives dominate the CRhuktspent on AMAKE.

5.5.2.1 Computational Overhead

Table 5.1 lists the operations performed by a network useéngsignature generation and
by the router during signature verification i AMAKE protocol. In this table,P, G/,
G3,, G? stand for a pairing operation, an elliptic curve point npliation inG, a multi-
exponentiation inG,,;, and two simultaneous elliptic curve point multiplicatsom G,
respectively®. Table 5.1 lists the operation count of signature genaratial verification
operations for the framework PEACE [4] for comparison psgd®EACE does not use a
protocol similar to Join, so Table 5.1 lists the operatioadgrmed by each party in Join
protocol only for the proposed framework.

As can be observed in Table 5.1, our signature algorithmiregjtnalf the number
of pairing operations compared to the signature schemeagmgplin PEACE [4]. Since
pairing is usually the most time-consuming operation, isg\abtained in our signature
scheme is of great importance. Furthermore, considerigitiie signature generation is

the most frequent operation a user performs, our protogobise suitable for users with

18Note that multi-exponentiation and simultaneous ellipticve point multiplications can be performed
faster than executing these operations separately [166].
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| Operation| Party | Cost - RMAKE [167] | Cost-PEACE[4] |
STTP| 3P+ (2+ |UserRL)G; + 2G7

Join NU 4P + 3G + 1Sign -
MR 6G1 + 1P

Verify MR | 5P + |UserRL4+1|G; + G%, + G7 | (3 + 2|UserRL) P + 6G,

Table 5.1: Computational Overhead of-MAKE and PEACE [4]

constrained resources. Note that the weakest point in sonle&as far as the resources are
concerned is users. Therefore, it is natural to optimizeofherations for network users.
Our algorithm clearly favors resource constrained netvusexs.

Signature verification operation is performed by the ro(terelaying network user)
that helps users connect to the network. Table 5.1 listsahgptexities of both the pro-
posed framework and PEACE [4] in terms of the aforementiongetations. One im-
portant factor in the verification process is to check Uset®kee if the user is in the
list. This check dominates signature verification operatmr even a UserRL of rela-
tively small size. While the number of pairing operationpisportional to the size of
UserRL in PEACE protocol, in our scheme the number of ettiptirve point multiplica-
tions is proportional to the size of UserRLIn addition, the number of checks increases
in a slower fashion in our protocol than in PEACE (comparetémms|User RL|G, and
2|User RL|P). For each user in UserRL, our protocol requires singletauidil elliptic
curve point multiplication while this number is two pairingerations per user in PEACE.
For|UserRL| > 2, verification step of A-MAKE is carried out with less computational
overhead than the one performed in PEACE. Efficient veriboaalgorithm for anony-
mous signatures is a crucial requirement in hybrid meshorswhere regular users also
perform verification of anonymous signatures while theyaactouters. So, it is an open
problem to devise a revocation mechanism such that it dosgepend on the number of
revoked users in UserRL list.

One important note about the type of pairing operations megfiven here. PEACE

can use symmetric pairings over supersingular curves,hwdmie faster than their asym-

Bpairing operation is usually several times slower thapgtlicurve point multiplication [168, 169].

98



metric counterparts, which our scheme utilizes. HoweVes, difference quickly dimin-
ishes at higher security levels. Moreover, speed diffexdratween symmetric and asym-
metric pairings is not as important as the number of pairppeyations.

In summary, both our signature generation and verificatignredhms are more ef-
ficient that their counterparts in PEACE as far as the contijpmal complexity is con-
cerned. In the next section, we analyze the communicatierh@ad of both the proposed
and PEACE protocols.

5.5.2.2 Communication Overhead

Since WMNS’ clients are resource constraint entities, dad since message transmis-
sion and reception operations are very demanding opegatioterms of resource and
energy, communication overhead due to authenticatiompob{appended to the original
payload) should also be minimized. This is, to a great extetated to the size of the
signature and other agreement values used in authentieattbkey agreement protocols.

In Table 5.2, total communication overhead of our protosdjiven for both 80-bit
and 128-bit security levels (using 160-bit and 256-bifeiti curves, respectively). In cal-
culating the total number of bits exchanged over the wigelek between a mesh client
and a mesh router, it is assumed that ECDSA algofthsused for router authentica-
tion, the size of the timestamp values are 32-bits and rguteras well as the optional
basename are 128-bits. Furthermore, certifi¢atet,,r for the conventional signature
is assumed to be composed of 320-bits (512-bits for 128ebitrsty level) of a signature
and a 128-bit ID.

For comparison purposes, we also provide signature lerajtbar protocol and of
PEACE in Table 5.3. Note that signature lengths are a dorhfiagtor in communica-
tional complexities of both protocols.

Since elliptic curve points can be represented by-itoordinate and an additional

1-bit of information pertaining to its y-coordinate, we ntake communication overhead

20sjgnature size of the ECDSA ig (= 2¢ where q is the order of the elliptic curve group) whetis
the security level measured in bits. Thus, signature simeassumed to be 320-bits and 512-bits for 80-bit
and 128-bit security levels, respectively.
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Security Level Communication Overhead Total Size
MR-to-NU Pyr,Tvr,tSur, omr, Cert, bsn* 6q + 418
80-bit (¢ = 160-bits) = 1378 bits (~ 173 Bytes)
128-hbit (¢ = 256-bits) = 1954 bits (~ 245 Bytes)
NU-to-MR A,,B/,C/,K, J,c, s, Tyu,tsnu 8q + 38
80-bit (¢ = 160-bits) = 1318 bits (=~ 165 Bytes)
128-hbit (¢ = 256-bits) = 2086 bits (~ 261 Bytes)

Table 5.2: Communication Overhead of-MAKE (*optional)

Architecture Communication Overhead Total Size
PEACE 2G, + 57, 7q + 2= 1192 bits (~ 149 Bytes)
AZ-MAKE 5G, + 27, 7q + 5= 1195 bits (~ 150 Bytes)

Table 5.3: Comparison of the Communication Overhead (Siga&izes)

of an elliptic curve point defined over field, as ¢ + 1)-bit?L. In our comparison, we give
communication overhead in terms @{the figures for 170-bit prime are also provided
in the last two columns of Table 5.3). As it is seen from thdegathe communication
overhead of A-MAKE is comparable to the one in PEACE.

A weakness on the underlying group signature scheme of BandlShacham [58]
employed by PEACE is mentioned and a corresponding fix detraied by Chatterjee
et al. [73]. This fix is required to be applied in PEACE due te tact that, both hashing
onto groupG, together with application of an efficiently computable henwphism
from G, to GG; are required and this necessitaiggpe 4pairing (cf. Section 3.2.1) to
be implemented. Howeverype 4pairing leads to a security weakness in the revocation
procedure of the protocol which is shown in [73]. If the prepd solution is accepted as a
fix to the base protocol, then computational overhead fositp@ature generation protocol
is no longer 2P + 8G;) as given in Table 5.1 buf + 6G; + 2G5). Furthermore,
communication overhead increases to 1533-bits102-bytes) since instead of 75 +
2G) (see Table 5.3), now the corresponding signature corsi§s,, + G + G2) where
a point inG, has size equal to 512-bits (cf. Section 3.3.1 of Chatterjes. §171]). As

a result, our proposed protocol appears to be much moreeeifithan PEACE and this

21Using the point compression methodology explained in [170]
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makes our solution more suitable for hybrid wireless mesivouks.

5.6 Implementation and Timing Analysis

In this section, we give the details of our software impletagan of the protocols in
our framework and provide detailed timings. We utilized gnenitives in MIRACL li-
brary [172] for the implementation since it is a publicly dahble library that includes one
of the most efficient implementations of both pairing andpétt curve operations. The
protocols are implemented using Visual Studio 2008 andcgooode is compiled with
Full Optimization (-Ox)option, which optimizes the code for both speed and size. The
platform used to obtain timing results is a PC computer thafifres a 2.26 GHz Intel(R)
Core(TM)2 Duo 32-bit processor with 3GB RAM running Windowagerating system.
All timings are obtained via Windows-based QueryPerforeffamctions, and results are
given in a resolution of 2,208,066.

In our implementations, we target two security levels: Bi80as a minimum security
level recommended for everyday commercial communicatowlsi) 128-bit security for
sensitive applications. For 80-bit security, we use 16GHiptic curves defined over a
finite field I, where the prime; and the order of the elliptic curve are 160-bit integers.
For 128-bit security level, we use 256-bit prime field. Inleaase, we make use of BN
curves [96] where embedding degree is 12. This gives 19280l 3072-bit extension
fields for two cases, respectively. The discrete logarithoblem in these extension fields
provides sufficient security levels for each case (cf. Taldke[71]).

Table 5.4 lists aggregate and individual timing resultsrotgcol steps in our frame-
work for the 80-bit security level. For MAKE protocol, MAKBERR (User-Router au-
thentication) timings are provided. The same timings fd8-bi security level are given
Table 5.5. The timings in Table 5.4 and Table 5.5 represenatterage of 10 different
simulations. Since aggregate timings include initialmas and procedure calls, they are
more than the sum of individual timings. On the average, aowt user can generate
approximately 13 and 5 anonymous signatures per second ah8@.28-bit security lev-

els, respectively. For 80-bit and 128-bit security levélsakes approximately.49 and
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| Operation | SubProtocol Step | Party | Cost(s) | Total Cost (s)]
| Setup | 1. Complete Protocol Step | STTP| | 0.078057 |
Join 2. Complete Protocol Step 0.476978

2.1. Initialization of Join NU 0.004708 -
2.2. Credential Share Generation NO 0.013305 -
2.3&4. Credential Generation STTP| 0.029222 -
2.5. Credential Receive NU 0.429509 -
MAKE 3. Complete Protocol Step 0.489727
3.1. Beacon Generation MR 0.004530 -
3.2&3. MAKE Part of Network User NU - 0.083384
3.2. Beacon Authentication NU 0.002987 -
3.3.a. Key Establishment NU 0.004491 -
3.3.b. Anonymous Signature GeneratipnNU 0.075812 -
3.4. Verification MR - 0.401813
3.4.c. User RoguelList Check MR 0.000027 -
3.4.d. Check A and B’ MR 0.127235 -
3.4.f. Verify Signature MR 0.270253 -

Table 5.4: Timing Results of the 160-bit Implementation GtMAKE

1.02 seconds for mutual authentication in MAKE-UR setting, exdjvely. Table 5.4 and
Table 5.5 include also timings for the operations perforimgtlO and STTP in Join pro-
tocol. Join operation is occasionally performed (normalhge per user), therefore it is
not a bottleneck. We include it just for the record.

Note that individual timings can further be used to appratetimings of MAKE-
UU; i.e. user-user authentication protocol whereby a cotateuser acts as a router;
referred agouting agenthenceforth. As explained earlier, in MAKE-UU, routing agen
generates beacon to indicate its availability and verifiestgnatures received from other
users who want to connect to the network. Here, routing agetstanonymously since
it is also a user who wants to protect his privacy. Therefthre signature in the beacon
must be generated by the same anonymous group signaturéhatgased by a regular
user for authentication. Since anonymous signature geoeiia a relatively fast opera-
tion, a routing agent can broadcast beacon as frequentlyeaed. Anonymous signature
verification performed by the connecting user to authetgiaa anonymous routing agent
is slower than generation. It takes the same amount of tinlkeaganonymous signature

verification performed by the router in MAKE-UR setting. WR& check by both sides of
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| Operation | SubProtocol Step | Party | Cost(s) | Total Cost (s)]
| Setup | 1. Complete Protocol Step | STTP| | 0.143944 |
Join 2. Complete Protocol Step 0.723288

2.1. Initialization of Join NU 0.010379 -
2.2. Credential Share Generation NO 0.029816 -
2.3&4. Credential Generation STTP| 0.062370 -
2.5. Credential Receive NU 0.620476 -
MAKE 3. Complete Protocol Step 1.109537
3.1. Beacon Generation MR 0.017275 -
3.2&3. MAKE Part of Network User NU - 0.211382
3.2. Beacon Authentication NU 0.008859 -
3.3.a. Key Establishment NU 0.013373 -
3.3.b. Anonymous Signature GeneratipnNU 0.189028 -
3.4. Verification MR - 0.811874
3.4.c. User RoguelList Check MR 0.000141 -
3.4.d. Check A and B’ MR 0.234461 -
3.4.f. Verify Signature MR 0.568140 -

Table 5.5: Timing Results of the 256-bit Implementation GtMAKE

MAKE-UU can be delegated to a more powerful user after thaeotion is established,

in case UserRL is not available to the parties or it is too bigerform this check effi-

ciently. If either side of the connection turns out to be ak&d user, then the connection

can be terminated immediately.

In Tables 5.4 and 5.5, timing results for tdeerRL checlare given for the initial case,

i.e. when there are no revoked users in the network. Howaseretwork starts serving,

the number of users in UserRL is likely to increase. In Tabée 8mings for the UserRL

checking (see Step 4c of MAKE-UR) algorithm are listed far tases where there drge
10, 50, 100 and200 users in UserRL for both 160-bit and 256-bit key sizes.

Since network users in our framework are likely to possessukee-constrained de-

vices in terms of computation, battery power, etc., the ntiose-critical steps of our
protocol are the ones that are performed by the network userder to assess the com-
putational burden on a network user, detailed timings ferdieps taken by NU are given
in Table 5.7, where results for 256-bit key size are put ireptresis.

As can be observed from Table 5.7, a network user needs ordgrate time to con-

nect to the network anonymously. Thereforé;MAKE protocol is feasible even for the
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| Operation] ~ SubProtocol Step | Number Of Rogue Users Cost (s) |

3.4. Verification - -
MAKE 3.4.c. User RoguelList Chegk - -

1 0.0021323

10 0.0202548

Key Size: 160 bit 50 0.1049326

100 0.2057378

200 0.3865578

1 0.0034626

10 0.0490993

Key Size: 256 bit 50 0.2590574

100 0.4295544

200 0.7920474

Table 5.6: Time Costs of UserRL Checking for 1, 10, 50, 10020@ Rogue Users

resource-constrained devices to authenticate themsaha@s/mously in wireless mesh

networks.

5.6.1 Timing Results for a Resource Constrained User

In order to see the performance of the protocol on a relatiegé-end computing device,
we scale down our timing results for InfelAtom™ Processor Z500. It is an embedded
processor targeted for Netbooks, nettops, and Mobile neteDevices (MIDs) with a
modest 800 MHz clock frequency and 512 KB cache memory. Kesgyrovide the cost
related to the Network User itself in Table 5.8. For even nmoestrained devices, a
network user can securely delegate some part of pairing atatipn to a more powerful

entity in the network as suggested in [173].

5.7 Simulation Results

We conducted some experiments on ns-3 (version 13) [174ylmmtu 10.04 platform
to show the efficiency of the proposed protocol on a realilife $cenario. Since ns-3is a
discrete event simulator, system properties of the compuntevhich the simulations are

made do not have any effect on the results.
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| Operation | SubProtocol Step | Cost(s) | Total Cost (s)|

Join (2.) Total Time Spent in Join 0.434217
(0.630855)

2.1. Initialization of Join 0.004708 -

(0.010379) -

2.5. Credential Receive 0.429509 -

(0.620476) -
MAKE (3.) Total Time Spent in MAKE - 0.083290
- (0.211260)

3.2. Beacon Authentication 0.002987 -

(0.008859) -
3.3. AKE Part of Network User - 0.080303
- (0.202401)

3.3.a. Key Establishment 0.004491 -

(0.013373) -

3.3.b. Anonymous Signature Generation0.075812 -

(0.189028) -

Table 5.7: Detailed Timings for the Protocol Steps takengyNetwork User

| Operation | SubProtocol Step | Cost (s) | Total Cost (s)]

Join (2.) Total Time Spent in Join 1.198439
(1.741160)

2.1. Initialization of Join 0.012994 -

(0.028646) -

2.5. Credential Receive 1.185445 -

(1.712514) -
MAKE (3.) Total Time Spent in MAKE - 0.229880
- (0.583078)

3.2. Beacon Authentication 0.008244 -

(0.024451) -
3.3. AKE Part of Network User - 0.221636
- (0.558627)

3.3.a. Key Establishment 0.012395 -

(0.036909) -

3.3.b. Anonymous Signature Generation0.209241 -

(0.521717) -

Table 5.8: Detailed Timings for the Protocol Steps exechbtetthe Network User on an Embedded

Processor
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In all our simulations, the simulated nodes are placed in@#A0x 4000m square
shape area. The number of mesh clients in simulations vaetgeen 50 to 300 by 50
increments. Furthermore, the number of routers is taker2as The routers are placed
at fixed positions on a grid in the network simulation areal @us the distance between
routers is 400 meters. The mesh clients start their movesxa@mnandom points within the
area and do random movements within it. The randomness éaugrs’ movements is
obtained by the random path generation algorithm providets+3.13. Packet queue size
of mesh routers and relaying mesh clients is assumed to &asanwhich is set to 10
packets in our simulations, meaning that some of the pagk#tse dropped if the queue
is full. Therefore, increased number of packets causesa@adse in the rate of dropped
packets.

In our simulations, 30% of the users are assumed to act asrsoiie. relaying net-
work users (or agents), and used by normal users as a relagegt to authenticate
themselves and gain access to the network and related ervRelaying users in this
network are not assumed to be a part of the network backbamlé&elthe network oper-
ator and mesh routers, they have to authenticate with arrbrgein order to connect to
the network and then perform the relaying activity.

All routers are assumed to be informed instantly by the n&kwadministrator of the
updated revocation list (UserRL) using the establishedot On the other hand, mesh
clients that are acting as relaying agents obtain this @odbst from a router only if
they are connected to the network. This creates a traffic ®@wireless network. These
updates are assumed to be broadcast to correspondingemscatvthree different time
intervals; 60, 180, and 300 seconds. Furthermore, in eu@se8onds, routers broadcast
their public parameters together with a signature, thedreato all users in vicinity. In
addition, if there are any relaying users connected to thters, they also broadcast their
public parameters along with an anonymous group signatuegery 30 seconds. All of
the simulations were performed for one-day of simulateetim

In these simulations, it is assumed that mesh clients, raigthaying agent or a normal
user, are running the protocol steps on a processor with 889 dlock frequency (i.e.

timings are taken for the platform with Atof¥ Processor Z500). On the other hand,
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mesh routers are assumed to be running on a processor gintiter one used in protocol
implementations, a dual core 2.26 GHz processor. As a resuBi0-bit security level,
anonymous signatures generated by the mesh clients afeedéry the corresponding
mesh routers in 0.4018 s, whereas the verification is coenbliet 1.109 s by a relaying
agent. On the other hand, it is assumed that the verificafioresh router’s conventional
signature by the corresponding client together with theegation of an anonymous sig-
nature is accomplished in 0.2299 s. On the other hand, thice#ion is completed in
1.319 s ifamesh client tries to connect to the network thinaugglaying agent and verifies
the anonymous signature received from her and generatesiit@anonymous signature
required for authentication.

Similarly, for the simulations performed at 128-bit setytevel, corresponding tim-
ings used are, 0.8119 s for the verification of anonymousasigas by a mesh router and
2.241 s by relaying mesh client. Verification and anonymagisagure generation by the
mesh client take 0.5831 s if a mesh router is the authentjcatwereas it takes 2.774 s
when the authenticator is a relaying mesh client.

We perform our simulations on two different scenarios basedhere the UserRL is
held. In the first scenario, it is assumed that UserRL is hglthbsh clients in addition
to the mesh routers. On the other hand, in the second scets®@RL is only held
by the mesh routers. A relaying mesh client asks the rouisrdbnnected, to perform
UserRL checking for another client which she assists to eonto the network. In both
scenarios, we examine the authentication times and the euofisuccessful connections
made. In the first scenario, differing from the second oneamadyze the number of true
positive authentications made by the relaying mesh cliehtse positive authentication
is the ratio of the number of authentications accomplishethb relaying mesh clients
with the updated UserRL to the total successful authemticatmade by her throughout

the lifetime of the network including the authenticationada with obsolete UserRL.
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5.7.1 Scenario 1: UserRL is held both at mesh routers and mesh

clients

In this section, results of the simulations performed adesng the three different UserRL
broadcast time intervals are analyzed. In this currentamtgnwhere mesh clients hold
UserRL locally, time intervals are assumed to be 60, 180 3@dseconds between each

UserRL broadcast.
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Figure 5.2: Authentication Times at 80-bit Security Level

Figure 5.2 shows the average authentication time of the rclesfits with respect to
the number of the mesh clients within the network at 80-ldusiéy level. Figure 5.3 sim-
ilarly shows the average authentication time of the mesntdiat 128-bit security level.
Average time of the authentications made by mesh routersedaging mesh clients are
shown separately together with a weighted average of thdm.aVerage of all timings
obtained from three different simulations correspondimdhte three different UserRL
broadcast time intervals are given as the authenticatioe.tWeighted average is calcu-

lated by dividing the total time spent on all successful antttations performed by both
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parties by the total number of successful authentications.
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Figure 5.3: Authentication Times at 128-bit Security Level

As itis seen from the Figure 5.2 and Figure 5.3, ceteris pariaverage authentication
time increases linearly with the increasing number of méigihts. However, average au-
thentication time increases very slowly as the number ofrebents increases. Weighted
average authentication time increases approximately 85%75% at most at 80-bit and
128-bit security levels, respectively, with respect toxafsld increase in the number of
mesh clients.

Number of successful authentications made by relaying rokshts and routers at
80-bit security level is given in Figure 5.4. The results sireilar for 128-bit security
level. These numbers are used in the calculation of the wadgduthentication time and
explain why the weighted authentication time in Figuresd&ngd 5.3 is nearly the same
as the average authentication time resulting from the dperperformed by the mesh
routers. The latter is due to the fact that, on the averagepapmately the 95% of all the

authentications are accomplished by the mesh routershétanbre, the total number of
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Figure 5.4: Number of Successful Authentications by Rauseid Relaying Agents

successful authentications made increases linearly wgpact to increasing number of
mesh clients as expected.

Another important metric is the ratio of successful autloaion attempts. This met-
ric is calculated as ratio of the number of successful aditetions to the number of
authentication requests made. Figure 5.5 demonstrateatibeof weighted average of
the successful authentication attempts at 80-bit and 1t2&burity levels. This ratio de-
creases with the increasing number of mesh clients. Thiggeaed, since the number
of packets throughout the network increases with the irstnganumber of mesh clients,
whereas the number of mesh routers stays constant. Fudh&reach mesh router and
relaying mesh client can handle only limited number of péxke

Moreover, Figure 5.6 gives these ratios for the successfthleatications made by
mesh routers and relaying mesh clients separately. As &aa §om Figure 5.6, ratio
drops from nearly 0.92 to 0.70 for the authentication attismpade to the relaying agents
as number of mesh clients increases from 50 to 300. On the lo#imel, a decrease in the

ratio is also observed for the authentication attempts n@attlee mesh routers while it is
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Figure 5.5: Ratio of Successful Authentication Attemptei{§kited average of Relaying agent and
Router Authentications)

not as steep.
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Figure 5.6: Ratio of Successful Authentication Attempteléiging agent and Router Authentica-
tions are shown separately)
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Authentication of mesh clients are performed by the mestersand relaying agents
where all these authenticators perform UserRL checkingliypc Although the mesh
routers are informed instantly by the network administrédo the updated UserRL, re-
laying agents are not able to obtain the updated list if theyat connected to the network
during UserRL broadcast. As a result, it is possible for ayielg mesh client to perform
authentication with an obsolete UserRL. We call the authatibns made by relaying
mesh clients with the updated UserRL as true positive atitaions. In Figure 5.7, ra-
tio of the true positive authentications made by the relgygents to the total number of

authentications is given. As it is seen from the Figure 5efegally true positive ratio

+=0=" 80-bit& 60 s/UserRL
== 80-bit & 180 s/UserRL
== 80-bit & 300 s/UserRL
—©— 128-bit & 60 s/UserRL
0.94r —©— 128-bit & 180 s/UserRL
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—©— 128-hit & 300 s/UserRL

Ratio of True Positive Authentications

0.93

0.92 i i i i i
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Number of Mesh Clients

Figure 5.7: True Positive Authentications made by Relaytesh Clients

decreases with the increasing UserRL broadcast time aiteHowever, this behaviour
loosens with the increasing number of mesh clients withenrietwork. Furthermore,

security level does not seem to have a meaningful impactiematio.
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5.7.2 Scenario 2: UserRL is held only at mesh routers

In this scenario, itis assumed that UserRL is held only atmesters and relaying mesh
clients do not have access to them. As a result, in order toeatitate another mesh
client, relaying agent sends data values used in UserRLkoigeto the mesh router it is

already connected to, and asks this router to perform UsehRtking. In simulations, it

is assumed that there are 10 clients in the list through@usitimulated time. Therefore,
it is assumed that the mesh routers perform UserRL checki@g2026 s, and 0.04909
s for 80-bit and 128-bit security levels, respectively.

Figure 5.8 and Figure 5.9 show the authentication time ohtleeh clients at 80-bit

and 128-bit security levels, respectively.
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Figure 5.8: Authentication Times at 80-bit Security Level

Similar to the results obtained from the simulations penfed for the first scenario,
average authentication time increases linearly with thesimsing number of mesh clients.
It increases very slowly as the number of mesh clients irg®aWeighted average au-

thentication time increases approximately 75%, and 65%aat @t 80-bit and 128-bit
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security levels, respectively, with respect to a six foldrease in the number of mesh

clients. Related figure is the number of successful autb&tmins made by relaying mesh
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Figure 5.9: Authentication Times at 128-bit Security Level

clients and router. Figure 5.10 shows the correspondingjteeoth at 80-bit security
level. The results are similar for 128-bit security level.

The ratio of number of successful authentications to thebmrmonnection attempts
made for the second scenario is given in Figure 5.11. In mxhdiFigure 5.12 demon-
strates the corresponding ratio for the authenticationgentiy the relaying mesh clients
and mesh routers.

Comparing Figure 5.12 with corresponding Figure 5.6, ieisrsthat the ratio of the
successful authentications is lower for the second saemdrére the UserRL checking is
performed only by the mesh routers. This difference is Hetabauthentications made
by the relaying mesh clients. This may be due to the increpaekiet drops throughout
the network and increased response time of the mesh roatehe tUserRL checking

requests.
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Figure 5.10: Number of Successful Authentications by Reu@d Relaying Agents
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Figure 5.11: Ratio of Successful Authentication Attempifeighted average of Relaying agent
and Router Authentications)
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Figure 5.12: Ratio of Successful Authentication Attemfelaying agent and Router Authenti-
cations are shown separately)

As a result, authentication times obtained from the sinnutat performed for this
scenario are mostly lower than the ones obtained in the tiestagio. This may occur
since the authentications that require more time are plyssibpped, either at the router
due to the packet queue being full or within the network, ileg\successful attempts
having comparatively lower authentication times. Thisgiloly compensates the expected
increase in authentication times due to relaying agentsngeacknowledgements for the
UserRL checking requests.

Lastly, ratio of true positive authentications is 1.0 instisicenario. This is due to
the fact that relaying mesh clients always delegate Usetickding to mesh routers that

possess the updated UserRL.
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Chapter 6

Concluding Remarks

The proposed framework’AMAKE herein empowers wireless mesh network users with
a secure, privacy-preserving authentication and relategbgols while allowing the net-
work owner to implement user accountability. Due to soptased yet efficient signature
generation and verification algorithms, the proposed paitoare well suited to WMNSs,
where resource constrained devices perform routing anfigtmation activities. These
algorithms are derived from a proposal made for an advanpplication of group sig-
natures known as direct anonymous attestation, which ipilkee of our framework.
The framework allows registered users to connect to the ar&tanonymously when a
network router or a relaying agent is available within thenomunication range. The pro-
posed framework provides strong user privacy (both anotyyamd unlinkability) and
user accountability, both of which have not been providegttioer by the proposals in
the current literature.

The primary contribution of this thesis is is a frameworkvioreless mesh (or similar)
networks that provide efficient and applicable solutionth®®security, privacy and trust
requirements. The proposed solutions protect the privadysacurity of the users within
such networks, not only against the adversaries or othes bsg also against powerful
entities such as network operators. While protecting pyiv network users is of utmost
importance, accountability for irresponsible and malisiziser behavior can also be ef-
ficiently implemented in the proposed framework. Elimingta single, powerful entity
that has the power of violating users’ privacy by using aisiggmechanism distinguishes

this work from the previous solutions.
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At the technical level, the main contribution of this thasithe three-party Join proto-
col together with two-party user identification and revamaprotocols that reconcile the
user privacy and user accountability in an efficient andaddalmanner. Our framework
offers two efficient and scalable algorithms, user iderdifan and revocation, whereby
user identities and private keys can be recovered in a ddrmanner. User identifi-
cation procedure is separated from the revocation proeddurder to allow for proper
investigation of a suspected but innocent user withoutkiegpher key. This is made
possible only through the collaboration of two semi-trdgiarties, namely the STTP and
the NO; therefore nobody can violate the privacy of usersal®evocation procedure is
under the control of the STTP, which is assumed to behavesasided in the protocol
steps. User revocation is obtained by adding the privateokeyrevoked user to the user
revocation list.

Security analysis for the proposed framework is also prejdn which the security
and privacy of the protocols are reduced to well-known cotatenally hard problems.
The assumptions on powerful entities, such as network tgreaad trusted third party,
are relaxed since they do not have to be fully trusted as redjin previous works. In our
framework, they are semi-trusted and non-colluding; twapprties which are commonin
cryptographic settings and easier to implement in practicaddition, backward security
and privacy are provided for revoked users.

Computational and communication performances of sigeageneration and verifi-
cation protocols in comparison with a similar protocol tefature are analyzed. As are-
sult, it is shown that our protocol outperforms a similartpoml from the efficiency point
of view. Furthermore, user identification and revocation loa performed efficiently and
the algorithms used in these procedures scale well withdh&oer of users.

Protocols in the proposed framework are implemented agraifit levels of security
and resulting timings are given for a typical desktop coraputApproximate timings
for constrained devices are provided as well. In additioesimnetwork simulations are
performed in order to evaluate the actual costs pertairontpeé proposed procedures
including network related losses. Implementation and &tman results demonstrate that

the framework can be practically deployed in hybrid wirelesesh networks to address
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security, privacy and accountability concerns effectiv8lince the protocols are generic,
applications that require anonymous authentication witither types of networks can
also benefit from the proposed framework.

The framework can easily be extended to accommodate adVdeatires such as
user groups and role-based access. Additionally, incatpay the advanced features
developed in this thesis into Cloud Computing and other agtwypes such as Vehicular
Networks is left as a future research. Also, distributiorusér identification to prevent
certain attack types (e.g. sybil attacks) to designateitiesntn the network is another

research avenue to facilitate faster user identificati@hramocation processes.
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