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Abstract—Security in underwater communications is a very
sensitive topic due to its great interest in scientific, industrial
and military applications. We present a feasibility analysis of
different types of quantum communications protocols in aquatic
scenarios.

Index Terms—quantum cryptography, underwater communi-
cation, free-space optical communication

I. INTRODUCTION

The increasing number of vehicles sailing on the sea surface,
or in the water medium itself, requests a secure and trustable
channel to exchange information. Optical communications
represent a solution for such an expanding demand, due to
the achievable high data rate [1]. Moreover, to guarantee
the ultimate security in the communication link, quantum
communication is the most powerful resource [2]-[4]. In
particular, quantum key distribution (QKD), a technique based
on quantum physics, provides unconditional secure commu-
nications. This technology has already been demonstrated in
optical fibers and free-space links, but only few proof-of-
concept experiments have been reported for the underwater
environment [5]-[8]. Here we present a feasibility study of
quantum communication protocols for multiples aquatic sce-
narios.

— Reflective NLOS
Nair — LOS

Nwater

Fig. 1. Underwater link scenarios. Line of sight (LOS) underwater com-
munication between moving vehicles. Non-line-of-sight (NLOS) underwater
communications for sensors on the seabed.

II. UNDERWATER OPTICAL CHANNEL

The water can be used as an optical communication link
for a specific wavelength range (green-blue) with a good
transmittance value [1]. The attenuation of the signal is due to

scattering and absorption, which are dependent on the selected
wavelength [9]. We here consider the two optical channels
showed in Figure 1. The line-of-sight (LOS) link, where the
beam can directly travel from the transmitter (Alice) to the
receiver (Bob), provides a reliable point-to-point connection.
The transmissivity for the LOS link is defined in [1] as:
tLos = exp [— Cd} )]
cosf
where ¢ = 0.1514/m is the extinction coefficient at 532 nm
for clear-ocean water, 6 is the angle between the perpendicular
to Bob plane and the transmitter-receiver trajectory and d is
the perpendicular distance between Alice and Bob’s plane. In
case of obstacles in the point-point connection, it is possible to
use Snell’s law between the air-water surface to totally reflect
the optical beam. This type of link is defined as reflective
non-line-of-sight (NLOS) link [1]. The transmissivity for the
NLOS link is defined as a function of the angle 6;, see Fig. 1.

) Prexp[—cZ] 6 <9,
Inros = { Pexp[—cZti] 0, >0.. @

P is the probability density function describing the wavy
surface of the ocean (a Gram-Charlier series of approximate
Gaussian distributions [1]), and r represents the reflectance
as a function of the incidence angle 6;. Only in the case of
6. > 48.44 total internal reflection (TIR) of the light occurs.

III. QUANTUM COMMUNICATIONS PROTOCOLS

Quantum states can be encoded in different degrees of free-
dom: polarization, phase, time and space [2]. Polarization and
space, as degrees of freedom, have been demonstrated for a
few meters link in in underwater environment [5]—[8], but a
longer propagation distance will be affected by degradation of
the signals (depolarization and broadening of the pulse) [7].
On the contrary, phase and time as modulation techniques
lead to better performances for underwater optical wireless
communications [9]

IV. RESULTS AND DISCUSSION

In a QKD system the main parameter is represented by the
secret key rate, defined as [2]:

KZR[I(A:B)—min{IAE,IBEH, (3)



TABLE I

PARAMETERS USED FOR SIMULATION IN FIGURE 2 AND FIGURE 3 .
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Fig. 2. LOS secret key rate as a function of the distance for different QKD
protocols. Parameters used are reported in Table .
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Fig. 3. NLOS secret key rate as a function of the distance for different QKD
protocols. Dashed lines are key generations under the condition €; < 6. Full
lines under the condition of TIR, i.e. unconditionally secure communications.
Parameters used are reported in Table L.

where R = vyntpt is the raw key rate, vy is transmit-
ter repetition rate, n the detector’s efficiency, tp the losses
in Bob’s apparatus and ¢ is the transmissivity for LOS or
NLOS link. The mutual information between Alice and Bob,
I(A: B) = 1— h(Q), is a function of h(Q), the binary
entropy of the quantum bit error rate (QBER). Finally, [4g
and I p g indicate the information available to the eavesdropper
Eve. The results for the simulations are shown in Fig. 2 and 3
for LOS and NLOS, respectively. In the case of the NLOS
link, the condition of total internal reflection must be fulfilled
in order to guarantee unconditional security. If 6; < 6. a
fraction of the incident beam is refracted on the sea surface and
the eavesdropper Eve could potentially intercept the refracted
ray. These results indicate that secure communications using
quantum protocols can be obtained for several meters in a LOS
link with Alice and Bob located 10 m below the sea level.
In the case of a NLOS link, nevertheless a lower achievable
distance is reported for sensors located at 10 m depth, a
positive secret key rate can be achieved. In addition, Fig. 4
shows how the secret key rate varies under different wind-
slope values. Even in the condition of a wavy ocean surface,
a secret key could be extracted and therefore secure quantum
communications implemented between.

Parameter Specification
Transmitter/Receiver depth 10 [m]
Upwind/downwind slope (wind speed 10.2 m/s) 0 [°]
Water extinction coefficient 0.1514 [m—1]
Transmitted beam wavelength 532 [nm]
Visibility and Dark-count probability 0.99 and 10— 7
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Fig. 4. Secret key rate for NLOS configuration as a function of the
upwind/downwind slope. Parameter are reported in Table 1.

V. CONCLUSION

A feasibility study of multiples QKD protocols under LOS
and NLOS link scenarios is presented. This analysis proves
the usefulness of quantum communications in the underwater
environment, broadening the field of quantum technology.
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