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There arc always individuals who are
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tech n o I o gy, f o t i nsta nce-a nd i m ag i ne

it as sonething morc. The world ol
education is no ditterent. We could
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lecturing at the lront ol a large room

and studenls taking nales wilh nunber

lwo peneils on papel We eould still

conduct classes thal way, bul we would

he missing out on numerous advances

that allow us lo ptovide more engaging,

interactive c/asses.
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0uotes ol Nole Classroom innovation always clmes

f rom a faculty desire to clnvey some-

thing in a new way to students. 0ur
job is to understand their unique

pedagogical needs, inform them on

the n ewest teachi n g te ch n o I og ies,

help jumpstart that connection, and

get out of the way as they create

somethi ng special with thei r stu de nts.

Keilh Fowlkes

Chief lnformation
0{f icer

Centre College
Danville, KY

The challenge of using academic

technology is in the diversity of the

learning needs (classrooms can be

physical or virtual spaces where

students with differing abilities and

I e arn i ng styl es meet sync h ro no u sly

or asynchronously to learn about a

wide variety of topics) and the

technology to support that learning.

Mona Brennan-Coles,
PMP

Telecomm unications
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Manager, lnformation
Technology Services

Western University
London, 0N
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There are always individuals who are

able to look at something-a piece ol
lechnology, lor instance-and imagine

il as somelhing more. The world of
education is no ditferenl. We could
still conduct classes wilh an instructor
lecturing at the front of a large room

and students taking notes with number

two pencils on paper. We could still
conduct classes that way, bul we would

he missing out on namerous advances

that allow us to provide morc engaging,

inleractive c/asses,

Cynthia Yewdall Thackeray
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The topic lor this issue of the ACUTA Journalis lnno-
vative Technologies in the Glassroom, and a number of
articles in this issue explore a variety of interesting, innovative
technologies.

At British Columbia Institute of
{bchnology (BCIT), we have very ac-

tive discussions on campus regarding

innovative, emerging, and disruptive

technologies. Some recent discussion

threads that I have been following in our
Business Social Nefwork include topics

such as

. digital resource strategies;

,. simulations and virtual-reality teach-

ing tools; and

. maker spaces.

The discussion has also explored how

classrooms and teaching spaces need to

be reconfigured to enhance some ofthe
collaborative aspects of these technolo-

gies.

Digital resource strategies are being
'explored 

by all of our schools, with our

School of Health Sciences leading the

way in both creation and consumption

of digital content. Digital content goes

far beyond'e-boola and may include any

content that is published or distributed
in digital form. This may be rext, dara,

sound recordings, photos and images,

video or motion pictures, and software.

Simulations and virtual-reality

tools are really an extension of digital
resources and allow students a more

immersive experience with the learning

materials by allowing them to participate

while learning. We are seeing all sorts of

7 Winter2015-16 ACUTAJournat

applications in this area with a variety

of programs across all of the schools

taking a lead. Our Learning and Teach-

ing Department is exploring the use of
drones to help bring students closer to

the physical spaces that they are learning

about. (Don't miss the two articles in
this issue about drones on campus.) This

has been particularly useful in programs

like Geomatic*; Fish, Wildlife, and Rec-

reation; and Forest and Natural Resource

Management. Innovative teaching tools

can also help us with environmental

sustainability initiatives. For instance,

virtual welders help reduce energy

consumption since "real" welding tools

are heavy consumers of electricity. They

also reduce waste and scrap materials

and avoid the creation of toxic off-gases.

Maker spaces are of particular

interest to our engineering and trades

students as well as our Applied Research

Department. Maker spaces should not
be limited to just 3-D printers and maker

kits. AII sorts of equipment and tools

should be available to advance a creative

idea into reality.

Here are some things to think about

as your institution integrates innovative

technologies into mainstream learn-

ing. Do your IT service/help desks and

library staffhave the ability to support
students and instructional staffwho are

working with digital resources-espe-

cially if these are provided by a third
party? Will there be dedicated staff

managing maker spaces? What is the

cost ofthese technologies, and are they

financially prohibitive for students to

access? Ifdigital resources are being

used, there is also the issue ofintellectual
property...not only must ownership be

acknowledged, but in some cases com-

pensation is required for usage. These

considerations should not be barriers to
exploring innovative technologies but
should be evaluated when making deci-

sions to adopt.

Higher-education institutions need

to make sure that the planning for and
ongoing management of innovative tech-

nologies both follorvs good technology

practices and supports good pedagogy to

enhance quality teaching and learning.

Reach M i chel e at m ich ele_m o rri son @
bcit.ca.



Today's students and faculty bring a

different set of expectations, skill sets,

and devices to their academic endeavors,

Innovation in today's physical and virtual

classrooms is critical to providing the

most effective and motivating learning

ervironment. The "flipped" learning

environment necessitates that faculty

teach and students learn in new and

different ways. The digital generation h,rs

matured into the new faculty of today,

and millennials have already experienced

technology-enhanced classrooms in their

K-12 experiences. Innovative classroom

technologies are abundant, but imple-

menting them successfully in order to

increase mastery ofcontent and critical

thinking skills is chalienging,

This issue of the lournalhighlights
innovative technologies that have enabled

the maximum learning experience and

resulted in positive effects on learning

across higher-education institutions. New

classrooms may include student-centric

technologies, smart boards, mobile

instructional control systems, and wire-

less projection devices as well as other

exciting technologies. Dramatic advances

and dropping price points have even

enabled HD and 3-D projection to satisfy

I Winter2015-16 ACUTAJournal

the graphics-driven curricula of art, art

historS medical sciences, and other disci-

plines.

Most courses today are hybrid-they
have both virtual and physical compo-

nents. Many are exclusively virtual. The

days of the "does everytling," Swiss army

knife, learning-management system

model are waning. Consurner-selected,

individual e-learning tools/applications

are enabling faculty and students to select

those that work best for their situa-

tion and preferences. Supporting this

potpourri ofchoices requires the IT or-
ganization to prioritize integration points

and to develop vendor relationships and

agreements quickly and carefully. This

issue addresses some of the obvious (and

perhaps not-so-obvious) challenges that

come with the new technology environ-

ment and spotlights a number of cam-

puses that are doing many things right.

Applying these principles to our own
ACUTA family, we constantly strive to

introduce you to innovative ideas and

to explore supporting technologies to

enhance your learning experience. For

example, Aaron Fuehrer, ACUTA CTO,

is always in search of the best lecture

capture methodologies that support your

needs. We've recently changed lecture

capture providers-which you may have

noticed because o[ the improved quality.

We have tested live streaming and have

found that a better fit for you is to provide

archived streaming video so that you may

view it when you choose the time yourself.

Video recordings are available at no ad-

ditional charge to all registered event at-

tendees, and a link to the streamed video

recordings may be purchased at a nominal

charge to cover our costs.

To keep costs to a minimum we select

eight sessions per event to record and try
to provide equal sessions per educational

track. As you can imagine, it is challenging

with only one videographer to move from

track to track. and we record only the ses-

sions for which we have perrrission,

I asked Aaron to provide his hands-on

view of ACUTAT innovative classroom

technologies. The rest of my column is his

comments, which I'm happy to share with
you:

Technologies that help create an

innovative classroom environment are

also in use by ACUTA to better serve its

members. Bridging technology solu-

tions that combine digital publishing and

lecture capture can create interactive new

products to enhance the educational or
professional development experience. In
most cases, a cost savings can also be real-

ized to create a win-win situation.

ACUTA began almost 17 years ago

capturing video from its annual confer-

ence sessions and streamiug it over the

Internet after the event. By today's stan-

dards, that technology is like watching an

What all ol us do in !T and telecom services has a

direct impact 0n what happens in the classroom. nt
the same time, only a few of our members have academic re-

sponsibilities on their campuses. Connecting these two disparate
statements, ACUT,{s Publications/Media Committee chose In-
novative Classroom Technologies as the theme for this issue of
the lournal.



ol<l silent movie. As the years progressed,

,increased bandwidth availability allowetl

for larger video, increased frame rates,

and clearer sound.

Today ACUTA rr:utinely records

seiected sessions from its annual confer-

ence and seminars, complete with synced

PowerPoint presenters' slides to provide

a total educational experience. What

-started out as a value-added service has

turned into the expected norm from

today's meeting attendees. The ability

to time shift what attendees see on-site,

depending on what is being recorded, al-

lows the attendee to attend other sessions

in the same time period. It also allows the

material to be viewed by other individu-
als off-site.
' One interesting thing we learned was

that our members preferred archived

postmeeting recordings over live stream-

ing. Having the material available for

anytime viewing postrneeting provided

flexibility, while live streaming required

a fixed time-frame for viewing. After the

live streaming was over, the video was ar-

chived, but that often defeated the intent

of the live streaming-not to mention

the additional cost. An example of our

video capture and PowerPoint web tech-

nology from the 2015 Fall Seminar can be

found at www.acuta.org/fs l5streaming.

Another technology that has matured

in recent years is in the area ofonline
digital publishing, The driving factor has

been the ability to realize a significant

cost savings by eliminating t}re cost of
printing and mailing. ACUTA began

about 15 years ago by not printing its

monthly newsletter and having an HTML
version and an Adobe Acrobat PDF

version available on its website. Several

years later the focus moved to providing
'the newsletter in a Flash-based environ-
ment alongside a PDF version. Today

ACUTA uses a hosted publishing service

that can take a PDF and turn it into an

interactive publication that can be viewed

on desktop environments using Flash as

well as HTML5 for mobile devices. The

ability to print pages, as well as download

I Winter 2015-16 ACUTAJournal

a PDF version is also made available to

readers. What used to be locked into a

static printed piece can now have video

overlays embedded within related articles.

In addition to the monthly eNews,

ACUTA has moved its quarterly Journal
to the same publishing platform. Readers

of the eNews andACVtA loumalnoty
read and search content using power-

ful tools that, at the same time, provide

cost savings and use fewer resources,

Examples of current and back issues of

the aNela/s and ACVIA Journsl can be found
6t http:l/enews.acuta.org and http://journal.
acuta,org respectively.

It is an exciting time to be providing

learning resources, and the tools have never

been better. In most cases, a soiution can

now be found that provides a better end-u.ser

experience combined with cost savings fclr

the provider.

Reach Corinne anytime at choch@acuta.org.
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, bringing with them new and more

sophisticated opportunities for imagi-
native use, including in commercial

and academic contexts. Drones, or
unmanned aircraft systems (UAS), can

be an incredible enhancement: an eye in
the sk5 cheaper and safer than a maqned

helicopter, and a mobile platform that

extends human reach unlike anything
' fixed to the ground. Commercial opera-

Legislative and Regulatory Affairs Committee

Eric E. Breese, Chair lllinois lnstitute of Technology

Jarret Cummings, EDUCAUSE

David Eckmann, Whoop Wireless LLC

Randal J. Hayes, University of Norlhern lowa

Andrew Hulsey, University of Central Florida

Holly King, Northwestern University

David Mongeluzi, University of Pennsytvania

Kevin Shatfer, University of Cincinnati

Greg Sparks, North Carolina State University

Jeanne K. Spinosa, Brown University

Dorls A. Stock, Virginia Tech

Karen Swift, Stevens lnstitute of Technology

Michele Morrison, ex officio, British Columbia lnst. of Tech.
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Corinne Hoch, PMB statf liaison, ACUTA

Ken Saloman, Thompson Coburn LLC, legal counsel

J.G. Harrington, Cooley LLC, legal counsel
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tors have acknowledged the potential of
this "nerv" technology as evidenced by the

approximately 2,500 applications (and

1,700 grants issued to date) for conr-

mercial operations. So, too, has academia,

with dozen.s of schools launching UASs

into the sky,

But the risla posed by such a rapid
technological development can be sub-

stantial. Chief among them, at least for
drones, are personal injury and privary

concerns. Drones recently have been in
the headlines for crashing into sporting
events, both collegiate (an NCAA football
game) and professional (the U.S. Open

tennis tournament). UASs also present

new dangers to the national airspace sys-

tem, evidenced by the precipitous uptick
in drone sightings near aircraft and air-

ports, mostly because of their newfound

popularity. The structure of the rules cur-

rently in place and the coming changes to

that structure will undoubtedly influ-
ence the extent to which drones become

integrated into businesses, academia,

and society. Knowing how drones can be

used, what the rules are, and what poli-
cies are appropriate to ensure safety and
privary is critical for anyone hoping to

unlock their potential.

Drone Use on Campus

Unmanned aircraft have begun to make

their way onto college campuses in a vari-
ety of forms, ranging from sanctioned

academic research to rogue student

flights over sporting events. To date, some

campus uses have included: enabling

student projects and academic research,

such as gathering data and mapping

natural phenomena; performing aerial

marine, wildlife, and agricultural study;

permitting students to check out drones

for recreational and experimental uses;

capturing unique footage of collegiate

sporting events and using it to enhance

team film study; creatirrg marketing

materials that display prominent campus

buildings from unique vantage points;

producing campus greeting videos; docu-

menting and reporting unique campus

events; inspecting campus buildings;

monitoring construction projects; creat-

ing detaiied 3-D mapping of archeologi-

cal sites; developing programs to train
drone operators and teach students about

commercial drone applications, includ-
ing designing, building, and operating

drones; and experimenting with less

familiar drone types such as tethered

drones and mierodrones,

All of these uses, however, are subjeet

to Federal Aviation Administration (FAA)

jurisdiction in one form or another, un-
less they occur entirely indoors. Under-

standing the applicable rules, therefore, is

vital.

The Regulalory Setting

Although recreational or hobby use of
unmanned aircraft has existed fbr genera-

tions, its explosion into popular culture

and as a practical advantage for business-

es and governments has been much more

recent. The FAA initially sought to clamp

down on widespread commercial drone

use via a 2007 Notice of Policy on Un-
manned Aircraft Systems Operations in
the United States National Airspace Sys-

tem. In February 2012, Congress passed

the FAA Modernization and Reform Act
(the 2012 Act), which required the FAA

to develop a plan and 6nal regulations for
integrating civil drones into the national

airspace system.

Model airplane enthusiasts have long flown in the
lower fringes of the national airspace system with-
0Ut maiOf iSSUe. Over time, these unmanned aircraft, their
onboard technologies, and flight software have advanced,



On February 15,2015, the FAA puh-
lished a Notice of Proposed Rulemaking

setting forth draft regulations required

to implement the 2012 Act entitled

Operation and Certification of Small

Unmanned Aircraft Systems (NPRM),

it is anticipated these regulations will
not become final until sometime in iate

2016 or perhaps 2017. In the interim,

the FAA regulates commercial drone use

in accordance with an exemption under

Section 333 of the 2012 Act and other

forms of drone use through separate civil
and government UAS processes.

In the 2012 Act, Congress prioritized

the immediate expansion of commercial

drone flights and walled off recreational

drone use from excessive regulation.

Other avenues of drone operation such

as experimental classifications and the

Certificate of Waiver or Authorization
(COA) process continue to exist. In the

current regulatory environment, the

nature of the drone use (i.e., commercial

vs. hobby, etc.) deterrnines what laws and

regulations apply.

Process for 0blaining FAA's Autho-

rizalion to Fly UASs for Gommercial

Reasons

The FAA evaluates Section 333 Exemp-

tion applications for entities wishing

to use UASs for commercial purposes.

Generally speaking, commercial uses are

flight operations involving the trans-

portation of persons or property for
compensation or hire, and may include

drone use by colleges and universities

as a part of any promotional, research,

commercial, or revenue sport operation.

As of now, the most expedient avenue to

commercial operation is via the Section

333 Exemption process. This process

allows the FAA to make a case-by-case

determination regarding whether specific

drone operations are appropriate tbr
use in the national airspace system. The

purpose of the use, locations of planned

use, any proximity to airports, and how

the UAS will be operated. The FAA will
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review the application to cletermine

whether the proposed commercial use

po.ses any potential hazards to the na-

tional airspace or national security, and

whether it is appropriate and safe with
respect to other aircraft and people on

the ground. This review process gener-

ally takes approximately 120 days, but it
can vary considerably depending on the

nature of the application.

If the FAA approves a Section 333

Exemption application, the exemption

holder must use at least a licensed Sport

Pilot (a pilot certificated by the FAA as

eligible to fly light sport aircraft, having

passed applicable examinations) to fly
the drone and must also obtain a COA,

which is essentially an approval to oper-

ate a drone at a specific time and place.

The FAA automatically grants a "blanket

COA' for flights at or below 200 feet

above ground level to any drone operator

holding a valid Section 333 Exemption,

as long as the aircraft weighs less than

55 pounds (considered a small UAS, or
sUAS) and certairr weather conditions ex-

ist. Entities wishing to operate outside of

those parameters must obtain a specific

COA for each operation.

Commercial drones in particular are

somewhat in a regulatory limbo. The

February 2015 NPRM discussed above

sets out the framework necded to inte-

grate small (iess than 55 pounds) com-

mercial drones into the national airspace.

This proposed framework would estab-

lish a new Unmanned Aircraft Operator

certificate and generalll'lower barriers for
commercial drone flight. Some opera-

tions, such as promotional advertising

and videography, land surveying, agricul-

tural applications, industrial in.spections,

insurance claims review, and construc-

tion, mesh well with the proposed rules,

while others, such as package delivery,

may face a more challenging path.
'Ilo date several colleges and uni-

versities, including state universities in
Iowa, Idaho, Wyoming, Oregon, Florida,

Nebraska, Alabama, and South Dakota,

along with the University of Southern

California, Miami Dade College, Vir-
ginia Computer Institute, Duke, Cochise

College, Franklin W. Olin College of 
)

Fisure t. Number of Approved Exemptions Covering Type of Use.
tEstimated as of 0ctober 1 , 201 5
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Engineering, and Sinclair College, have

applied for Section 3!3 Exemptions for
their planned operations. These opera-

tion.s span an flrray <lf activities, from
research, training, and demonstrations to

marketing and supporting student recre-

ational and sport activities. As ofOctober
1,2015, Duke, Cochise College, Auburn
University, Franklin lV. Oiin College of
Engineering, and Sinclair College have

received their Section 333 Exemptions.

Process lor 0btainlng FM's Authorlza.

tlon to Fly UA$s lor Noncommercial

Reasons

. StateAgencies/Entities

State agencies or entities seek-

ing to use drones for offrcial,

noncommercial business have

chosen to use the Public Cer-

tificate of Waiver orAuthori-
zation (Public COA) process

to get airborne. This process

appears to be somewhat less fa-

vored now that the Section 333

Exemption process has become

more efficient and less arduous,

The Public COA involves a

lengthy application and consul-

tative process to develop condi-

tions and limitations for drone

operations, but the resulting

Public COA often permits op-

erations beyond the parameters

of Section 333 Exemptions

(e.g., flights at greater than 400

feet). While many entities using

the Public COA have been law

enforcement and other state

agencies, academic institutions

such as Georgia Tech, Virginia

Tech, Virginia Commonwealth

University, and major state

universities in Alaska, Arizona,

California, Colorado, Indiana,

Michigan, North Dakota, and Wiseonsin

have also opted for this route. These Pub-

lic COA uses primarily focus on research

and development of aircraft or related

technologies,
. Hobbyists

On the other hand, recreational drone
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ueers necd only follory the guidance of
Advisory Circular (AC) 9l-57A, which
replaces previous FAA guidance that did
not mesh well with the 2012 Act, The

AC lays out the particular guidelines and

best practices for recreational flight (i.e,,

adhering to community-based safety

guidelines, flying more than five miles

from airports, and flying below 400 feet).

Oevoloplng a Orone Pollcy

In order to ensure drones are safely and

appropriately integrated into any col-

lege or university, all drone operators

must follow federal, state, and local laws

Figure 2. A drone ie ready to capture the actian on a football field,

regarding the use of drones. Institutions
will have to consider whether they will
allow staff or students to pilot/operate

individually owned or institution-owned

drones, or permit any third party to do

so for the institution's benefit. Generally

speaking, t}le more control and owner-

ship a higher.education institution
exercises with reepect to drone operation

and equipment, the more it should be

prepared to take responsibility for the

resulh and liabiliti€s of those flights.

Whatever the choice, it remains prudent
to insist the operators (and associated

individuals) fully comply with all ap-

plicable laws.

It's difficult to generate a "one.size-

fits-all" approaci to a college or univer-

sity drone policy, but below are some

general principles:
. Set usage goals/limits. Consider the
purpose for allowing drone use on your

campus. Is it for research, student

projects, promotional material, or
athletic department use? Some-

thing else entirely? Will the insti-

tution provide the drones, or is it
merely providing a space or forum
for deployment? Answers to these

questions will affect what provi-

sions the policy must contain.

Also consider developing a

drone policy that addresses drone

use by students, faculty, staff, or
outside parties. If applying for

a commercial exemption, the

institution must decide who will
operate the UAS and whether

it is more advantageous for the

institution to apply for a Section

333 Exemption or contract with a

third party who already possesses

one.

. Evaluate safety, How, where,

and when will the drones be used?

Drones have been known to

malfunction or fly away unexpect-

edly. Institutions and any third-
party operators should therefore

take steps to ensure the safety of
other people and property on the
ground and aircraft in the air.

Appropriate measures include employing

safety officers, netting, signage, and other

safety devices (e.g,, lost link-automatic
landing and/or return to starting position

technology) to protect nearby people

where required by the FAA.



Additionally, campus police and staff
should be briefed on which drones are

authorized and which are not. Employ

safety precautions and seek waivers where

appropriate. Also, institutions wishing

to use UASs.thould post conspicuous

notices at the entrances to their grounds

or facilities where drones will regularly

Operate to alert people about drone/video

operation and potential risk.
. Carry insurance. Carry appropriate

insurance that covers the riskr and Ii-
abilities associated with drone operation.,i.

Liabilities associated with personal injury,
invasion of privacy, and property damage

are especialiy important. Several provid-

ers exist in the drone insurance space to

offer coverage tailored to a particular usc.

The FAA will assess insurance coverage

when evaluating a Section 333 Exemp-

tion and determining if it's warranted.

It is also imperative to find an operator
(i.e., at least a certilied Sport Pilot) rvho

is properly trained and experienced, re-

gardless of rvhether they will be flying an

organization-owned device or one that is

owned by a third party,

" Understand the airspacc. Any drone

policy will need to ilccount for the oper-

ating klcation's proximity to airports and

helipads as indicated in FAA regulations

atrd guidance, I)rone use is more limited
within five miles of airports and other
restricted areas, such as large football

stadiurr,s (including some NCAA events).

There are also proxirnity restrictions fbr
certain heliports. Each institution will
need to review all facilities and their
proximity to these restricted areas before

proceeding with a Section 333 applica-

tion or any other drone u.se.

Additionally, remember that the

FAA does not regulate the use of drones

indoors. Institutions choosing to use UA$

indoors only, therefore, will not have

to apply for a Section 333 Exemption.

Nevertheless, colleges and universities

should still have a policy on such use and

consider the safety of all participanLs and

obseryers because indoor usage may pose

additional or different safety issue.s for
the institution.
. Know the law. Apply for FAA exemp-

tions or permission where necessary and

take efforts to under$tand how the FAA

regulates drones. A good pr:liry will indi-
cate an understanding ofwhat the rules

are and where the FAA is most likely to

enforce its rules. I)on't have a policy that

permits operating treyond the limit of
FAA parameters. Rules are aiso different
depending on the size of the drone and

the purpose and location of the use. Any

applicants or operators that do not com-

ply with federal rules and regulations are

subject to a variety of FAA actions and

steep civil penaltics (potentially tens of
thousands ofd<lllars per day), in addition
to other forms of civii liability, federal

criminal charges, as well as the negative

publicity that is associated with a UAS

incident and/or violation of law.

In addition, many states have pro-
posed and/or passed legislation regarding

the use of drones, especially if they earry
cameras or other recording devices on

board, Cities and counties have passed

local ordinances governing drone use as

well. Each higher-education institution

must review the state and local require-

ments applicable to facilities where UAS

operations are contemplated,

Conclusion

This is a constantly changing environ-

ment, and any policy should also account

for anticipated future changes to the lav,r

and regulations, such as the expected

departure from the Section 333 Exemp-

tion process in a year or trvo.'loday, the

requirements for commercial use of
UASs are fairiy stringent; however, once

the small UAS regulations become final,

several ofthe more stringent require-

ments should be lessened. Because we are

in this interim period hetween Section

333 Exemption application and Iinal UAS

regnlations, any institution's UAS use

should account for potential regulatr)ry

changcs. Careful planning and imple-
mentation can make drone use a soaring

success on camPus.

Ken Salomon is a partner at Thompson
Coburn LLP and chairs the firm's Lobby-
ing and Policy 6roup. Prior to entering
private practice, Ken was deputy chief
counsel of the National Telecommunica-
tions and lnformation Administration of
the U. S. Department of Commerce. He
has served as policy counsel tzr ACUTA
for many years.

Sean McGowan is a partner at thompsan
0oburn LLP and ao-chair ol the firn's
Unmanned Aircraft Systems practice. He
counsels clients on c1mpliance mat-
ters involving U.S. federal statues and
regulations that affect the transportati0n
industry, including aviation, maritime,
trucking, and rail.

TXler Black is an assoeiate in Thompson
Coburn LLP's Transportation Regula-
tory and Unmanned Aircraft Systems
praclice areas. Pri\r to joining ThomSt-
son Czburn he interned at the Federal
Aviation Administration, the 0epartment
of Transportation, and the White House.
Tyler has also been a licensed private pilot
(single-engine, land) since 201 1.
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Cynthia Yewdall Thackeray

provides a resource and support
for all instructors

spread. To thi.s end, we created a center

ofexcellence, the Center for Innovation
in Teaching and Learning (CITL). The

CITL acts as a hub to encourage high-
quality instruction that strives to advance

what is possible in education through

technology, but maintains a core focus on

pedagogy and technology as a supporter

of Iearning.

The University of Illinois has seen

many important innovations in educa-

tional technology through the work of
its faculty and staff. Not all instructors

have this ability to look at a new piece of
technology, or even a new field of tech-

nology, and ligure out what it could offer
their students and how to integrate it into

-,+\
their cours(s. CTIL $rovides a resource

and support fordill instructors to learn

about new developments, see what others

are tloing, and offer general assistance on

improving their courses.

Hislory ol Classroom lnnovation at UIUC

Following World War II, enrollment at

most colleges and univer.sities in the

United States grew significantly. All of
a sudden, higher-education institutions
were struggling to keep up with the grow-

ing demand, and traditional clas.sroom

education methods were insufficient.

Following the 1957 launch of the Sputnik
satellite by the Soviet Union, the U.S.

government was looking for new ways

to improve education in science and

engineering. Computer instructiorr was

discussed, and several interested par-

ties-including higher-education institu-
tions and computer manufacturers such

as IBM-began conducting studies.

In 1952, the University of Illinois
built the first computer owned entirely by
a U.S. educational institution: the Illinois

Automrtic Computer, or ILLIAC I. While

computer instruction wasn't one of the

goals of ILLIAC originally, in 1960, the

fi rst computer-based education system

was designed. PLATO, or Programmed

Logic for Automatic taching Opera-

tions, ran on ILLIAC. At first, PLATO

could support only one user at a time.

PLATO II debuted in 1961 and supported

rlp to two user.s at once! During the 1960s

PLATO was refined and redesigned. By

1969, remote terminals could connect

to the system (the first one was at a high

school in Springfield, Illinois), and a

new programming language for writing
contcnt allowed instructors with little to
no background in computer science to

create, share, and use instructional mate-

rial. PLATO was heavily used until the

last productior) system was shut down in
2()05.

ln 1997, the ph.vsics department

began a major reform of its introduc-
tory class sequence. A key component in
the redesign was the instructor posing

conceptual questions to all of the stu-

dents, and using the combined feedback

to adjust the pace. A group of physics

professors began working on a technol-

ogy (now called I<Clicker) where each

student ha.s a wireless, handheld device

he or she can use to answer these ques-

tions. The results, which are anonymous,

are shown in the front of the class as

a histogram. If most students get the

answer right, the instructor can reinforce
why the answer was correct, and continue

to more advanced contenr. If the answers

seem to indicate confi.rsion among the

students, they can break up into groups

and discuss the rnaterial, or the instructor
can provide a review.'Ihese devices have

Technology Supports Learning at the
University of lllinois

Ihe University of lllinois at Urbana-

Champaign is a public uliversity with a

focus on research. It was established as a

land-grant institution in 1867. Originally

a single location, the university has ex-

panded, and the Urbana campus is now
the flagship campus of the University of
Illinois system. This system is ranked by

U.S. News and World Report as the num-
ber I1 public university in the nation.

There are over 44,000 students and over

425,000 alumni.

Illinois is most often recognized

for its engineering and hard sciences

programs; however, the most successful

outcomes have come from the integra-

tion ofthese disciplines beyond a purely

scientific application. These efforts have

led to PLATO, the first cornputer-assisted

instruction .\ystem; the National Center

for Supercomputing Applications; a

research park for coliaboration with
industry partners; and many others.

There are aiways individuals who are

able to look at something-a piece of
technology, for instance-and imag-

ine it as something more. The world
of education is no different. We could

still conduct classes with an instructor

lecturing at the front of a large room and

students taking notes with number two

pencils on paper. We could still, conduct

cla.sses that way, but we would be missing

out on numerous advances that allow

us to provide more engaging, interactive

classes. Done properly, these cla.sses cre-

ate learning environments that allow our
students a more enriching experience.

The university is working not only
to develop new educational technolo-

gies and methods, but also to make sure

that these advances are cultivated and
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spread to other departments, and other
institutions as weil, where rnany profes-

sors report a marked incre;ree in student

engagernent and participation.

llislance Learning

Wlile improving student engagement

in the classroom has pioven to be very

effective, distance learning is another area

that's seen significant advances recently.

In 2012, the University oli lllinois began

a partnership with Coursera to offer

free online courses to anyone with an

Internet connection. Today, this partner-

ship has expanded and includes an iMBA
program. Half of the classes are Coursera

specializations, and are supplemeuted

with enhanced online courses from the

College of Business at the University of
Illinois. The end result is an MBA from

one of the top programs, at a fraction

of the cost. The involvement of the Uni-
versity of Illinois in the.se massive open

online courses (MOOCs) is a continua-

tion of the tradition begun with PLATO.

In addition to expanding access to

university courses to students who would

not otherwi.se be able to participate in

an Illinois education, the university itself

also benefits from offering these courses.

Illinois is able to gather data as students

participate in courses and study how

students interact with the material. Thus

we are ahle to improve various aspects,

including course length and participation

patterns.

Perhaps the most innovative of
recent classroom technologies are those

that have expanded our idea ofwhat a

classroom is. Many innovations being

rolled out now are focused on making

learning more inclusive and more engag-

ing for students. Flipped classrooms with

recorded lectures that students watch

outside of scheduled instruction time
allow in.structors to use that for more

hands-on collaborative instruction. More
instructors are incorporating tablets and

other wireless technology into Iectures to

engage students, even posing questions to

students in class and having them tweet

their answers.
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When technology i.s integrated well

into a classroorn, it advances what is

possible, but does not take center stage,

Successful technology extends and

supports instruction in and out of the

classroom and can draw students in and

engage them in ways they would not have

imagined. The best classroom technology

can even expand the established c(,ncept

and confines of the classroom.

Where Ooes This Leave Us?

CITL works with departments and indi-
viduals throughout the campus to help

with educational technology needs. That

fhe lllini Union on the Ul 1uad

always been the case, and education is

still an area that in nrany places i; not a

technology-rich environnent, PLATO was

revolutionary because no one thought to
use computers in the classroom, Today

the university has 100 pcrcent wireless In-

ternet access coverage in its classro<lms-

and no one would be happy if it were irny

other way.

As the University of Illinois continues

to develop and integrate technology, it
is not using it in isolation. For instance,

many materials developed for MOOCs are

used in on-campus or hybrid courses as

well. The information learned from data

collected in MOOCs is applied to coulses

regardless of format. Technology in isola-

tion, as anything else, is not as valuable

as when it is combined. Each advance

in classroom technology-educational

technology-is an achievement. Bringing

these together propels these achievements

even further.

Cynthia YewdallThackeray is lead security
outreach specialist at the University of
lllinois Urbana-Champaign, Reach her at
yewdal l@ill in ois. ed u.

does not mean building a class around

the newest, hottest gadget. Before tech-

nology comes into play the first step is to
evaluate the desired outcome of a course

and then determine what are appropriate

means and methods to reach it. There is

no one-size-fits-all solution-many fac-

tors come into play when deciding when

and how to integrate technology into a

course. Discipline, size, and whether it is
a lecture, lab, or studio course make dif-
ferent approaches necessary.

As technology is increasingly inte-
grated into more aspects of our lives, we

see the same in education. This hasn t



App Deuelopment as a Learning Tool

Students participate for a win-win learning

opportunity

and universities welcomed students born

in or around 1997. While these students

were learning how to walk, Larry Page

and Sergey Brin were developing Google

in a California Bay Area garage. As the

students approached second grade,

Facebook began amassing its 1.5 billion

, users worldwide. When they were in

fourth grade, the first tweet was sent, and

a few years later, the first vintage-filtered

square image was posted on Instagram.

In between the launches of these social

media platforms, the first iPhone hit the

market, starting the ma^ss adoption of
today's smartphone. These are only a few

of the technological rvonders that were

conceived as current college students

were growing up and learning about the

Flgura 1. Art stwlants us6 apps to anhanae thair exparienca

a
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by Kyle Parker t

L'tlh.o.le.ru, began this fbll, colleges
world aruund thern, The term "digital
natives" has hecn used to dercribe today's

students, but even that was coined in

2001, when they were four years old.

As the culture of technology expands,

and the collaboration and social inter-

connectedness of all things continues

to evolve, the tendency of educational

technologists is to take a new device

or service, spring-load it with content,

and then push it out into the classroom

for use. To start and complete a project

quickly, with little inclusion from faculty

or students, is normal and driven by

time limitations of a semester, a summer

break, or the standard school year.

Within the Office of Infrrrmation

Technology (lT) at Ball State University,

there is a small group of designers and

developers responsible for
collaborating with faculty

and students to imagine,

create, and develop apps,

deploying and integrating

emerging technologies

and assisting with provid-

ing students with new

learning opportunities

both inside and outside of
the classroom. Through

these efforts, we develop

prototype and proof-of-

concept projects, apps,

and services for our

faculty and students. This

pursuit follows the goal of
IT to "serve as the catalyst

to the campus commu-

nity using technology in

creative, innovative and

immersive directions to

advancc antl support the mission and

goalr of thc university,"

Throughout the development of three

tablet or smartphone apps*the David

Owsley Museum of Art (DOMA) App,

The Traveler, and Campus Hub-we have

embraced the input of students as part

of the development process. By stepping

back from our typical development path

to slow the process and become more in-
clusive, we have merged our IT goals with
the educational goals of existing courses

and organizations on campus, As a result,

the functionality of each app is improved

and students become immersed in not

only the content being taught within
their class, but through their research in

related subjects from other disciplines.

Learning the subject matter is no longer

merely a prescriptive task for otudent$ to

check off a listt it trecomes intentlonal,

involved, and owned by the student.

Learning becomes an investigative

process. Students uncover more detai.[s

about the subject matter by choosing

their own paths of discovery based both

on their established intellectual pur-

suits and new-found interests that have

surfaced as a result of their research. This

shift empowers students to take owner-

ship of the appt content, the project, and

its use by others. While innovation in

technology is a core component of the IT
office's mission, the implementation of
new technology is not done simply for its

own sake. Rathet we have collaborated

with faculty and students who also see a

tangible educational benefit to engaging

in the creative and development process

together.
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The following three mobile apps are

real-world exampies of these guiding

principles.

David 0wsley Museum ol Art

Ball State University has a first-class art

museum. A large art and art history pro-

gram annually visits the museum's galler-

ies. Their experiences on these visits have

tended toward the typical silent sketching

trips and hushed tours led by docents and

professors. Using a course on museum

studies filled with 13 advanced under-

graduates as the content curators and the

museum as a laboratory, we developed

a new app through which students and

museum visitors of all ages could engage

with the collection in interactive ways.

Students created virtual tours centered

on themes such as politics, religion,

imagination, and feminism, which lead

visitors through the museum's geographi-

cally and temporally organized collection,

creating cross-cultural comparisons that

fit with the learning goals of art history

as a discipline and university education

in the 2lst century. The tours include

additional media content--photographs,

drawings, and videos-and longer texts

that expand upon the brief information

offered in uaditional museum labels,

reaching into such interdisciplinary areas

as geology, gender studies, and military
history to connect with visitors on a

variety of levels.

Developing this content required

students to use the skills of research and

writing that they had learned in class and

also to think deeply about the app-users'

curiosities and interests. The app capital-

izes on location beacons that can help the

user find him- or herself in the museum

and suggest nearby works. It also al-

lows us to f'eature work that are in the

museum's collection, but not currently
(or often) iristalled in the galleries. This

broadens the mrrseum's reach and keeps

return visitors interested in learning

more ahout the vast coilection.

Throughout the creation of this app,

students played a key role in defining

the user experience, suggesting alternate
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display and layout designs, and testing

the app within the museum environment.

As a result, the interface became more

efficient by eliminating duplication

and streamlining access to information.

Their feedback helped us reduce the

number of finger taps it takes to get from

one portal of information to the next;

helped to ensure that rnedia content,

such as photographs, appear large on the

screen; and taught us a lot about what

today's coliege students expect from this

type of resource.

Students' reflections confi rmed our

expectations for the educational merits

ofthis type ofproject. Regan Kelly ex-

plained, "Working on the app gave us the

opportunity to work closely with people

who had different skill sets and back-

grounds within the School of Art, which

made the content for the application

engaging and varying. When someone

uses the app in the future, she or he will
be able to sense these differing opinions

and points ofview of each of the writers.

I am delighted by what we all created,

and I would love to see the finished prod-

uct in use by visitors of the David Owsley

Museum of Art."

Katie Norman echoed her senti-

ments, writing "Contributing to a project

hlending technology and education, a

topic that is current with the museums

around the world, is invaluable. This app

provides students and staff 2417 acces-

sibility to the museum and will promote

education about the arts,"

The next phase of interactivity in thi$

app will ask a new group of students to

develop puzzles or games, including scav-

enger hunts and trivia questions, which

create opportunitie.s fr-rr educational play

and inject whimsy into this otherwise

predictable and solemn cultural space.

The Traveler

Created for students and faculty partici-

pating in field studies and study-abroad

programs, The T[aveler is a compre-

hensive digital journal capturing their

experiences in the fleld and abroad. (See

Figure 2,) Using a tablet or smartphone,

students have the ability to record and

visualize the path traveled and pin

and geolocate captured photos, audio

notes, short video clips, documents, and

stylus-drawn sketches. Using The ltav-
eler, students can collaborate with their

clas,smates and instructors and share the

experience in near real-time with family
and friends at home. When students

return to the classroorn, the recordings

and media provide a wealth of informa-

tion and opportunities for reflection,

rekindling the memories and learning

directives inherent in the coursework,
)

Figure 2. The Traveler captures experiences lor students



Launched in 2012, The Traveler's first

in-field test was a four-day trip with a

group of 17 fieshmen from the College of

Architecture and Planning (CAP) as they

toured Chicago. With a focus on design

and studio-based curriculum, the app

was a useful tool to document and record

examples of the built environment, along

with trends and issues in architecture,

landscape architecture, and urban plan-

ning.

Since that first trip to the Windy City,

the project branched out from CAP to

include a myriad of disciplines, including

fashion and culinary arts from family and

consumer sciences (ltaly, Greece, and

Ecuador); journalism (Hungary and the

2014 Olympics in Russia); geology (Aus-

tralia, New Zealand, and Antarctica); hu-

manities and foreign languages (ltaly and

Germany); and a creative inquiry focused

on the Civil Rights Movement (Midwesi

and East Coast). The most extensive trip
followed 20 CAP students on an 80-day

trip around the world, and a repeat tour

will begin in )anuary 2016.

From the app's inception, students

and faculty have had a direct impact in

shaping the features, functionality, and

design. From identifying critical bugs in

the sketching feature to adding time-

savirrg quick actions and audio notes,

The Traveler is an accurate reflection of a

user-built app,

As illustrated in the DOMA app,

encouraging and fostering this collabora-

tive and shared approach has resulted in

a much more relined and polished app

that serves to benefit others that follow in

their footsteps. It also provides a sense of

ownership and continued u.se because the

students are able to point to key features

and know they were responsible for their

implementation.

Figure 3. Update on Campus Hub

Gampus Hub

The most recent app developed by IT
focuses on delivering timely and relevant

interactions to students through a

rnashup of location, campus tools (learn-

ing management system and enterprise

data), and daily activities (schedule and

tasks). Glancing at their mobile device

or smartwatch, students have immediate

access to assignments and quizzes, grades

and announcements, schedules and aca-

demic life, and much more, ali connected

through time and place. Here's just one

example of an interaction: a student

needs to take a Blackboard quiz in one of
our testing labs. As the student walks by

the lab, the app checks for seat availability

and whether the student's schedule is

free, and then sends a nudge to encourage

him or her to stop by.

In the early stages ofthe app develop-

ment process, we engaged a group of
students known as the Digital Corps.

Comprising undergraduate and gradu-

ate students with aspirations to work in

creative and innovative fields, the Corps

provided feedback and ideas through sev-

eral brainstorming and prototyping ses-

sions. Their daily pain points and issues

with academic and campus resources

spurred the inspiration and became the

catalyst for shaping the features included

in the first release of Campus Hub. As the

project continues to evolve, additional

student cohorts will serve as content and

design consultants to provide use sce-

narios, feedback, and continued direction

for the developers.

Wrapping Up

Inclusion, interactivity, and ownership

feed our fundamental needs to create,

to be part of a group, and to leave our

mark on something. Exposing studenis

to the development process not only

exposes them to new fields of inquiry;

it allows them to engage in the produc-

tion process, to witness the evolution

of their work becoming a real product,

and experience entrepreneurial spirit.

When developers and designers work

with students and faculty, the dynamics

of the project do change for the better.

The data become meaningful content,

the context in which the content is used

becomes intentional, and new perspec-

tives are learned from how students use

and experience the app.

Kyle Parker is senior software engineer
for developing technologies at Ball State

University.

Denise Jones is director of enterprise user
relations and Lara Kuykendall is assis-

tant prolessor ol art history at Ball State

University.
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Beath by PopGorn

flealing with the bring-your-own-rievice

trend is like being stoned to death with
popcorn, Each str.rdent's BYOD presents

just a tiny instance of'required connectiv-
'ity and authentication. Taken together,

however, the overall effect is suffocating.

No matter how tech-sawy a college's IT
department may be, they don't know

everything about all platforms from PC

desktops to tablets to iPads and Chrome-

books. How does an IT departnrent,

especiaily one at a comrnunity college or

'smaller college, get aheacl of trends iike

these?

"BYQD is part of our cu.stomer ser-

vice model. But we call it BYOE-bring
your own everything," quips Christo-

pher V/aters, assistant vice president for

technology and chief information officer

at Elon Universit)', Elon, North Caro-

,lina. "The challenge is that the number

of devices on our network was growing

exponentially each year. It behooves us to

be ready for that."

Faculty members frequently are not

as early adopters as incoming students,

who typically feel that "everyone" is con-

nected to the latest and greatest platforms

and hardware. Assunring faculty will
allow BYOD in the classroom is tricky.

"If the faculty chooses to allow BYOD, we

have to provide the resources so it works

so students can conrlect with the software

required for their course," Waters says.

"Students are bringing iPhones, iPads,

laptops, Androids," says Vicki Sells, EdD,

asstrciate provost for library and informa-

'tion technology services at Servanee:

The University of the South, Sewanee,

Tennessee. While there are many devices,

Sells says iOS devices are, far and away,

the majority.
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Case study: How two colleges
manage BYOD

A few yearx ago, Sewanee completely

re-did their wirelees network. "\{e are all

802.1ln or .11ac (5G Wi-fi) right now,"

Sells says. "As part of that we also put

in SSID (service set identifier) for the

Sewanee secure network." That sccure

network has both more bandwidth and

stricter security than the guest network-
which is a bit more open but has much

lower bandwidth. The SSID requires all

wireless devices on a WLAN to employ

the same SSID in order to communicate

with one another. Students use their Se-

wanee.sign-in, c<lnnected to other school

accounts, to access the network with
whatever device they have.

Students and faculty would not use

the guest network since thc guest version

has much lower bandwidth. Sewanee

does capture who logs into the guest

network-whether visitors, regents: or

trustees. However, it is the regular users

who comrnand the most attention.

"The right solutiorrs will let these k"ids

bring their computers, access the net-

work, arrd make it seamless for them,"

says Pam Thkahama, VMware's direc-

tor ofvertical solutions. She oversecs

the education market for the Horizon

Air and Air Watch lines. And, while IT's

concerns are important, she notes that

customer service*wit} student as cus-

tomer-is vital.

"Computing is a differentiator, not
just for the on-site students but how you

reach beyond that and serve less-privi-

lcged students and remote areas," Taka-

hama says, For colleges, BYOD support

is pararnount. "There is no other market

where it makes more $ense to support

BYOD;'she says.

Unllke corporate environ,ncrlti-
where it is possibie to "lock down" the

component$ allowed in the offlc+*the
education market accornmodates faculty,

staff, and students by welcoming all

sortr of conrputing devices, Elon lras

established virtual uetworks in troth the

mathematics and the computer sciorce

departments. IT seeded the idea with
faculty that students would be somewhat

ahead of the curve with computing and

that they would likely want to bring

devices to the classroom other than the

ones provided for rhem by the school.

There are many ways to meet BYOD

detnands. "We are seeing a strong interest

in cloud computing solutions," Takahaura

says, She poirrts to one college where

they recently contracted for a 60,000-seat

document solution as a result of strong

interest in going to the cloud, "The pri-

mary reason they did that is to support

their BYOD initiative and to build out

their online university market and re-

differentiate themselves in the market."

The college's move, she says, was both

visior:ary and strategic.

Help Desk

While Apple and Android are the

primary platforms at Elon, they offer

walk-up help desk for any platform with

tech staffat the library. The staffis quite

knowledgeable about a range ofdevices.

However, their default service offering is

to help students as much as possible and

ttren to show them how to access the self-

he$ section of the college's wiki.

"We are not necessarily diving to

the individual-device level with every

student," Waters .r:ays. "We have a highly

skilled and trained group of student

'
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technology staff who work for us (lT). If
somebody has questions, they will help as

rnu(h as possihle."

Takahama says virtualization is one

good way to provide required service.

"But virtualization is not the only way,"

she says. "lt is not just the IT. Virtualiza-
'tir:n offers one layer. But the question is

how you actually manage each of those

devices,"

Virtualization helps a university

provide one-to-one service. "While you

might not he able to provide a piec€ oF

hardware to each student, you certainly

can provide access to a desktop through
.virtualization," Takahama says. One of
the schools she works with has been able

to provide virtual lab sessions remotely,

helping to alleviate a space crunch in

its laboratories. Engineering programs

appreciate the ability of virtualization

to handle the huge, data-consuming ap-

plications students want to use as they do

,design wnrk.

At Sewanee, the help desk is a central

hub that serves students, facult1,, and

staff. Sells finds sturlents still need some

assistance with laptops aud computing.

But other devices are rnore worry free.

"There are not huge numbers ofstudents

bringing in iPhones or iPads," she finds.

Rather, when problems arise, the studenLs

tend to deal directiy with Apple,

A change in cell phone policy at Se-

wanee also lightened the load at the help

dcsk (see sidetrar on page 21).

Takahama notes that virtuolization

will make the data more secure, It also

will make IT easier since rnanagement

of devices is centralized and eases the

management of devices outside the virtu'
alization layer. That i.s why VMware chose

to focus on government, healthcare, and

education as its core markets.

$eeking $ecurity

"Security is much more an issue for ev-

eryone," Sclls states, She points to several

instances whcre colleges have lo.qt their

entirc networks for hours or even a full

day. When that happens, students, staff,

and faculty rcally start to stone the IT
department-and not with popcorn.

Sewanee's network sits behintJ a

firewall. They use Proofuoint for email

security, The scrvice keeps malware,

spam, and targeted attacks such a"r phish-

ing out of users' mailbnxes and social

media accounts. Pro<lfpoint protects

users no matter where they accesr their

accounts:within or outside campus*
and whether they use a BY00 desktop,

laptop, or mobiie device,

Sewanee's association with Net TN
helps, Net Tlrl .cetve$ the state's gov-

ernmentai entities, from the local level

throu6h all three branches of state gov-

ernment, as well as the,state'$ educational

institutions, frorn kindergarten through

postgraduate, Net TN provides Sewanee

an additional layer of security for spam

filtering and denial-of-service attacla.

"We are constantly monitoring for

tho.se things," Sells says.

"Security certainly is a challenge,"

agrees Waters. Originally, Elon had a

rcstrictive model on network access that

allowed only authenticated devices to get

on the network.

Wireless printers changed Elein's se-

curity modei. A consumer is hard pressed

today to find any printer but a wireless

one. Students bring their printer to col-

lege and have no intention to hook it up

with wires. "Those printers really throw

trrroblems," Waters sevs. "They ure their

own wireless Cevice."

For exarnple, students were ahle to

"see" and acce$s I neighboring rlnsecured

printer that was within wireless signal

range. "That's a good example of where

the consumer market got out ahead

of sophisticated university networks,"

Waters feels. IT departments faced a

conundrum: Either ban such devices

frorn the network or force them to tre

wired up. Neither was palatable or a good

lolrg-term solution. lT simply could not

tell a student with a new printer that

their device would not work on campu$.

And printers are flot the oniy devices

that pushed colleges to reexamine their

techu<llogy ha.se. Waters uotcs that the

sanre situation existed a few years ago

when studentr brought HDTVs onto

campus and foutrd the residence halls

only provided standard eable,

'hs the proliforation of orher devices

came along, lve created another indi-
vidual wireiess nctwork specifieally for

our gadgets," Waters says. "Wherr sturJenis

bring something outside the initial level

of laptops and phones, they can put them

on the second network by regi$tering

them." Ekrn purchased a conmercial

package from ISE, Coralville, Iowa, that

helped them resolve the issue.

While security on the second network

is somewhat iess rigorous than on the

primary, the IT department knows it i.s

stili their traffic and their network, The

unsecured traffic is separated. "lt allows

us to provide some level of security be-

cause we now knnw who they are," Waters

says.

"A lot of the sime security rules still

apply. It does not allow unsecured devices

t<l trevel on the same network path rs

secured deviees," he explains. "lt separates

that trafnc and reduces the rogue device

occurrence. I.iow we at least know who

it helongs to and what type of device it
is becuuse you have to register it to get it
on,t'

It also provides a handy souree of
metrics to keep abreast of what rrew

BYOD giznro people are using on the

school's network.'lbkahama says that

strict seeurity, such as that seen in com-

pliance-driven rnarkets like healthcare, is

not as important to colleges as providing

access to a diverse client base. "How do

you give them access to the right level

of information and make it a dynamic

experience for them?" she asks,

Take, for exarnple, a student enrolled

in muitiple community collegcs or at a

commnnity college as well as at a uni-
versity. "How do you make that student's

experience seamless for both schools?"
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she rsk. The atrsu,er,'fakaharna says, is in

a product llom VMware that i.s not ttio

far down the roacl.

"You will huve rlne dyrranric session

that renrlers thc right level of information

on curriculum aird class inlormation t<.r

the student dcspite the number of corn-

munity college.r where they arc enrolled."

she explains,

Waiers says Elon rni$rt have'heen a

bit late to the party since otirer schools

either had internal manctates or rvere

working under flderal guidelines. "We

were ahle to sell the soncept es a part

of the rvhole security platfornr for us,"

he srys. "Allowing studcnts to bring the

devices they wanted to bring was part of
(rur custorDcr service rnr,de.l, With that

trrol, rve were pnrviding a

more secure environment

for everyone's devices."

'Iirday, Elon's IT

department makes every

,efftrrt to stay ahead t'rf the

conring carnpus IIYOD

technology wave. "You

have to coilect good data

from your students,"

Waters says. lb that end,

they conduct a consider-

able number of regular

student surveys to help

IT understand students'

needs and expectations.

They have a regular meet-

ing with a student fircus

group advisory service.

"lt's just to get a pulse," he

says. "There is no ques-

tion what the students

are hringing. But we rvant

tei make sure, before we

mlke a iechnological innovation, that we

are meeting the treeds of our residential

population."

Budgeilng Background

Like other schools, Sewanee does an

annual budget. However, they also build

a th{ee-to-fi'",e-}.ear projection to de6ne

and prioritize what they need.
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"Network infra$trueture is alwa.ys go-

ing to tre at the top of the list," Sells says.

A ierrv years ago, as part of their associa-

tion with Net TN, they upgraded their

750 Meg to I Gig crxnectivity. That was

partly in reaction to student and faculty

demands for more bandwidth as rnore

devices carne to campus. IT got a one-

time btrdget infusion to fultil that project.

"We know we will have to go to i0
Gig uetwork at solne point. 1'hat merrns

we'll have to replace oll of our 1 Gig

switchesj'' Sells says.

There is a balancing act between rhe

<ierrrands of the BYOD conlmunity and

thc network's capabilities. The I Cig

will he good ft.rr a few rnnre years, Sells

cxpects. But thc upgrade looms.

Offloading BYOD Help

A couple of years agoJ Sewanee: The University of the South

changed its cell phone policy. The result, says Vicki Sells, is fess

heip desk traffic.

For years, the university paid for cell phones used by faculty

anrl staff as part of their jobs, "Recently, we've gone to a different

model where, if you need to have a cell phone for lour job, there

is a stipend," she says. "We are out of the husiness of ownirrg

those devices."

Keeping in mind that most cell phones are used both for

conversation and for computing, the move to personal devices

helped move the help disk function back to one's personal level

rather than heing a school-owned tool ancl thus a school-owned

problem.

While ii affected her, Selts adds, "l think it is the right thing to

do. J very rnuch conqider my cell phone my personal devicc."

eation with students, facllitv, nritl stafi as

ehanges happen. She also sees a possibic

silver lining to the BYOD trend.

"l think we did a good job wiih our

wireless rollilut," Sclls says, referrirrg to

the upgrade that won an ACU1A award a

couple ofyears ago.

At the tinre, Sewnnee calculated that

they rvouid neecl enough trandwidth to

handle four devices per student on the

netrvr-rrk. "6iven the way things are going,

maybe we should have said even more,"

shc rnuses. "What y<lu havc ucccss to is

the most importalrt thing. The network is

critical. Quiekly the network becrme how

we do business." For that rcason, cotrmu-
nicating with the university conrrnunity -
ircfore, during, and after a rollout*is vital

to sueces$. "lleing deliberate

abou t conrnrunications i.s

important," she emphasizes.

Down the road, Sclls

says the trend might tlatten

or even feverse, "i do sec a

bit of convergence back to

one device," she says. She

personally purchased an

iPhone 65+. Ntlt oirly does it
givc her 12 MB photos and

4K video but it has a bigger

screen making it easier to

type and read and respond

to e-mail. That takes her

closer to having one device

for both computing and

communications.

'hs deviccs come trr-

gether, that will not lessen

the amount of bandrvidth

you need but it is a coming

trend," she says.

,{ncl tirat would Fre like

having your popcorn nicely buttered, one

piece at a tinre.

Curt Harler is a eontributing editar of
the ACIUTA Journal and a freelance
writer based in 1hio. Contact him at curt@
curthafler.cam.

Providing bandwidth is irnportant

{s a strldent gcrvicc, as an attractioll tt)

enrollment, and as a v/ay to do trusiness.

"firu have to get a plarr. It is not a hurd

sell. Everyone understands how impor-

tant it is," Sells suys.

Communicating with the administrs-

tion is importent, I-lowevet, Selis enrpha-

sizes the nceel fnr continued cornrnuni-
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It's a Bird...lt's a Plane...ltn$ a DroRe

A primer 0n the issues and challenges

lllhoo le"*, arc offthc trcea rnd flurric* look up loc Hanne at Goldberg Segrlle,

chtll thc air here in the Northeast, Buf"

hlo hostri the oldest ltukcy Bot in thc

country a fivc-milc racr on Thanbglv-
ing morning down Bufralo'c maln drag.

F<lr the last two years, as I've prepared to

start in my annual sprint downtown, I've

noticed a drone hovering over the start.

"That's cool," I thought as I battled my

way to the finish.

Since Thankegiving, I've seen bits

ar:d pieces of ncws and notices about

dronc use ftom a variety of sources fgr a

variety of reesons. While I'm hardly an

expert in this fleld (for someone who is,

jhanne@goldbergsegrlla,com), it scems

timcly and ccrtainly relevrnt to provide a

high-level overview of the topic ae thcsc

deviccs--and the technology they rely

upon-become increasingly present for
recreational, public safety, and commcr-

cial use. Particularly beeause enterprises

from the neighborhood realtor to large

corporate and governmental entities are

using drones to

gather informa-

tion in what's

perceived to be a

cost-effective and

efficient wa5 it's

critical that those

who are deploy-

ing drones have

at least a primer

on what the law

requires, It's not

simply a question

ofbuying a drone

from Amazon

and promptly

putting it to

work.

Delinitlons and

Regulations

The Federal

Aviation Admin-

istration is the

primery reguletor of drones, whose more

formal nrme could be an unmanned

aircraft rystem (UaS), unmanned aerial

vehicle (UAV), or just UA. For purposes

of clarification, this piece has nothing

to do with the devices that are used for

milltaryaetivltier. Definitisns are im-
partant. Under 49 U.S.e. {0102(aX6), an

"aireraft" ls definad as "any coRtrivance

lnventcd, uscd, or designed to navigate or

fiy in the alr," and aR "unmanned aircrflft"

is defincd ae an "aireraft that is operated

without the possihility of direct hu-

man intervention from within or on the

aircraft" (P.L. 112-95, Section 331(S)), Fi-

nallS one more bit of boilerplate from14

C.F.R. Section 91.13(a):"No person may

operate an aircraft in a careless or reck-

Iess manner so as to endanger the life or
property of another."

The FAA has identified three pri-
mary classifications for UASs, or drones:

model, public, and civil. The FAA does

not regulate aircraft in the "model"

category so long as (1) each device is

flown for hobby or recreational purposes

(this is important!); (2) each device is

operated in accordance with community-

based safety guidelines; (3) each weighs

no more than 55 pounds; (4) each yields

to manned aircraft; and (5) notice is

provided, in advance of launch, to local

air traffic control officials. The important

distinction in item 1 is that if a device

is flown for any commercial purpose,

the FAA has-and takes-authority to

regulate such operations. That's any com-

mercial purpose,

There are two other important items

to eonsider when using a drone for non-
commercial purposes. First, the operator

mu$t maintain visu*l line of sight with
the device from a fixed location (the

back of a car is unacceptable, and, not
kidding, there ha.s not yet been a ruling

about whether an operator sitting on e
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horrle is aceeptable fur maintaining linc

of sight ftom the FAA* peurpective, but

the question has been raised), Second,

federal i*w requires that a mod*l deviee

canDot Bo m{)re than 400 f€et above thc

groutrd. The height re$triction is.rimply

based on the FAA'c rulings, li{unicipelitie.s

may entbrce lower tlight linrits. For more

information en rules for flying model

aircraft, see https:/i www.modelaircraft.

org/frtesi l05.pdf.

The ntrrr-aeronautical issuee that the

'presence of drones create may he nrore

cocktail party-worthy, hut certuinly no

less-if not tnore-important than the

aeronautical ones. Included in these

issues are privacy rights, data crrllection,

propertf rights, law enftrrccmeRt uses,

*nd puhlie safety.

Privacy snd Datr Colloellon

As Edward Snowden (remernber him?)

rnade painfully cle0r to ffiost Americans!

the federal governmeilt has been keep-

ing tabs on m{ny citizens, xruch to the

rlisrnay of civil libertarians and others

who are coneerned that our privaey

as individurlr has hecn severely':and

potentialiy permanently-comprornised.

,The presence of drones in our daily lives

(not to rnention our trackyards) certainly

ereates legal and pcr$onal challenges.

As a side note, whilc your neighbor's

drono may virilate your airepaee end be

gencrally annoying, it ls a federal erirne to

shoot dowtr a drone. Remember, it ic an

airctaft, end for all sorts of good reltsons,

shooting down any aircraft is a bad move

any way you look at it,

0rones snd lnierleraneo

Wrile the issues of property rights nnd

Rui$ance eaused by low-flying drones are

complex and important, irr the interest

ol'space, those will be left to the experts.

I'rn not ignoring them. However, what is

critical is at least a hention of the issues

ofboth law enforcement drone usege and

the potential for interference with law

enforcement operations by well-meaning

(let's hope) but ill-infornred drone opera-

t()rs.

Recently, there have been several puh-

licized ineidents where drones have either

interfered with or almost interfer'ed with

helicopters thot were transporting citi-
celly ill or injured patients for inrmetliate

medical care. Within the past few weelu,

a drone in California reefntly got ln the

rvay of a firefighting hclieoptcr, Dirastcr

wari averted, but not by mueh, Beeause in

hoth cases (and many others, no doubt)

the droncs were operating treyond thn al'
lowatrle altitude, and heeause they may or

rney Rot hrve lreen operated by sorneone

eornplying with existing rules, let alone

goiid judgrnnnt, puhlic 6af6tl, war thr€ai.

ened"

The issue is drone operators,

regardless of how enamored witlr the

technology they are anei what beneficial

inforrnation can [:e retrieved using one

to captufe infclrrnation, rnust knuw how

the devices should--and should not*-be
used. During this year's U.S. Open tennis

tournament, ong crashed in what had

been e crowdeel stadiunr, No ons waa

hurt. but it's not hard to in,agine how the

outcorre could have been much worse.

It also seems clear that the opcrator trad

let tlte drone fly out of his or her line of
sight, creating potential legal challengei if
its eiwner was even identifiable.

Plnal Thoughtc

Recreational users wtro havc no intcr-

cst in financial gain or comrnercia.l

advantage are obligarcd to rnect B lower

standard to eomply with existing rules

and good practice than tlo those who arc

using the devices for anything that eould

even remotely be argued is frrr commer-

cial gain. Ilut if your achool is cven ron"
sidering using them, even for all sorts of
good reasous, lt's importent to know antl

understand how the speeifie rules apply

to the circumstances. Drone$ offer uccess

to an incredihle array of information, But

liks any other rrew orrd exciting technol-
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plaetics deflecting sigr,al away from newer

buildings. These coverage inhibitors

prevent reliable four-bar coverage and

significantly harnper the availability of
high-grade services, including access to

video services, indoors, in some cases,

where there are other environmental fac-

tors also in play, the signal nray not even

be strong enough to make a voice call.

Today's smartphone users consider cel-

lular to be a utility in the same way as

electricity and water. Failing to provide

adequate covcrage around the c*mpus

can lead to complaints from both staff

and students, affecting the reputation of
the institution-especially if part of its

offering is in the technrtlogy sector or

reliant on rnobile communications for

teaching.

This i.s why many campus managers

have turned to distributed antenna sys-

tems (D.{Ss). DASs have an excellent his-

tory of providing universities and college.s

with the strong cellular coverage needed

to ensure campuses are provisioned with

sufficient voice and data coverage to keep

students and staff connected, particularly

in challenging or remote environments.

However, with the changing nature of
mobile broadband comes a new challenge

of not just providing a cell signal to us-

ers, but giving them access to one that

is strong enough to enable high-quality

mobile Internet sessions when they are

needed.

Even when a strong signal is avail-

able, if many users are all trying to access

high-bandwidth services simultaneously,

in facilities such as the library or sports

arena during a big football game, what

little coverage capacity is available is

iikely to be consumed very quickly, caus-

ing the service to fail completely.

$hlfling with lhe Times

The traditional DAS, thougir, has its

problerns. Unlike modern systerns, in
order to ensure reliahle coverage acros.c

a large site, campus managers must plan

for the worst-case scenario by hardwiring

coverage into ear.:h building and facility

within the complex. In addition to the

high capital expenditure of the cquip"

ment, these technical lirnitations have

led to facilities hreing provisioned with

high-grade cellular coverage even when

the site isn't being used. This operations

expediture (OPEX) is then increased

wheu the venue has very high capacity

demands at sporadic intervais, as manag-

ers have to account for the worst-case

scenario at all times.

Facilities managers who have already

installed DASs and are looking to reduce

these costs, or thosc with sites that have

been expanded outside the range of the

current systems, are now considering

new solutions that enable them to reduce

OPEX while continuing to support the

complete range of communications aud

cloud trusiness services.

The development of the intelligent

fiber DAS adds another layer to the

abilities of DAS technology, increasing

the level of control for managers and

enabling cellular coverage only when

required, saving money and improving

their ability to service network users.

By using these solution.s, carnpus and

IT manager.s are able to divert unused

cellular capacity to other faciiities in the

Beatin$ the Gell Capaoity Crunch

Coverage en hancement systems enable u n iversities
to shift cellular capacity to where it is needed

An increased desire for cellular con-

nectivity brought about try widespread

4G LTE has forced campus managers to

look to coverage-improvement systems

to ensure staffand students have access

t<-r high-bandwidth services without the

need to spend huge amouDts of money

on equipment arrd avoiding increased

energy expenditure. Wireless data usage

on college campuses is booming, with

students and stafT alike looking to use

high-bandwirith services throughout

the day. In adclition to the regular use

ofsnrartphones, tablets, and laptops for
accessing online content, the advent of a

rich range of cloud-based teaching aids

and the desire to be "desk phone free" has

meant there is a real educational need for
the adoption of sturdy cellular and Wi-Fi

connectivity.

Although Wi-Fi can provide much

ofthis supporting data capability, it is
limited in its scope due to its severe limi-
tations outside of the buildings where

the access points are located, and the

difficulty of provisioning reliable voice

services through the technology. This

is why many campus managers make

the decision to opt for a cellular-based

enhanced-coverage service or one that

combines the power and efficiency of
LTE alongside the indoor data power of
wi-Fi.

While Wi-Fi struggles outdeiors,

cellular struggles indoors as many older

buildings that are made of stone and

marble are prone to blocking signals

from cell towers. Modern constructiorr

materials fare just as badly, with reflec-

tive external surfaces such as glass and
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ere6 for the 6rst tirne. Thle can be oither

done on an ad hoc basis or by uring

preprogramlned capacity switching,

based on perceived requirernerrts around

known events or seasonality.

For campuses with extensive and busy

recreation and sports fucilities in addition

to student sceomrnodation and educa-

tinn facilities, this enables the dynamic

movement of cellular coveraBe to serve

each location in accordance with the

demand for voice, SlvlS, and data servicel;.

For example, during classtime, the

majority of the provision ean t,e used

in the educational facilities with only a

small anrount of coverage channeled to

the residential and sports areasr a$ thore

areas will be largely empty. When the

sports facilities are due to be used, ccll

signals can be dynamically rnoved to pro-

vide spectators and coaches with four-tiar

coverage during game tirne and training

sessions.

h [[rq svsning, when nrost educa-

tional facilities are closed, this coverage

can he moyed to the student accommo.

datiotli, providing high-bandwidth 3G or

LIE coverage for the residential facilities.

By shifting coverage around, there are

significant cost savings to be made while
providing the maximum level oiservice

to staff and .student$ as and when it is

needed.

For campus sites in inner-city areas,

a capacity-shifting DAS opens up the

possibility oi sharing the cost and ongo-

ing price of depkryment with nearlry

venues such as local shopping centers,

sports hubs, or offrce spaces that have

complementary coverage needs. This is

a busines.s model we have already seen

implemented in a number of high-profile

developments around the world,

Stall Banefits

Outside of OPEX savings and connectiv-

ity benefits for students, there are many

business advantages for institutions, with
technologically advanced commercial

applications now requiring access to

mobile data services to operate effectively

and efficiently, This encompasses the
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cnterprire eloud arid hyhrid cloud anrl

their associated rich range ofapplicationc

used for administration purpo$es across

organizations. Ilusiness-critieal informa-

tion needs to be accessitrle at any given

tirne, so there's a real need for low-iaten-

cn highly resilient coverage, both inside

and around the university rite.

With ruch a dynarric and varied

workplace, employees are rarely tied k>

a deck and require all the efEeiency of
a riesk phone and a desktop computer

terminal with them t'herever they are.

With the deveiopruent of cloud file access

and other virtual tools, this information

is fully accessible wherever a str,rng signal

is available,

When provisioning for earnpus c<ln-

nectivity, cellular coverage systems need

to be considered as early as possible in

the developrnent process to ensure maxi-

mum effi ciency. Although retro-fr tted

soluiions are available for older buildings,

when coverage systems are installed at the

point of construction, these cen be placed

in optinrum loeations and incorporated

into other technological facilities, includ-

ing Wi-Fi infrastructure.

DAS technokrgy has eontinued to

grow in sophistication and is now a vital

part of network planning, su1:porting ev-

ery major wireles.s technology, including

GSM, WCDMA, and UIE, It is now also

capable of providing IP backhaul infra-

structure serving, for example, smdl cells

and devices such as surveillance cameras.

It can be used alongside small cells and

Wi-Fi to provide a complete coverage

footprint both in<loors and outdoors.

Modern system.s also enable differ-

ent capacity requirqrnents to tre served

in specific areas-for example, where 2G

and 3G need to be provisioned into the

whole site and LIE is needed in priority
areas only, operators can conligure the

system to ensure coverage is available

throughout the building while premium

resources are delivered to selected cus-

tomers or areas (hotspots) as required.

This technique can also be utilized

in multioperator systems, as eapacity

redour6e6 ean be dynamieaiiy 4llaeate.i to

aregs rvhere eaeh operator require.s it tei

hest serve its custolners, This is e.specially

important in deployrnents where t}re

system has been commissioned by either

a conglomerate of operators or by the

building owner/nranagers to $erve the

needs tif multiple parties.

$afoty Flrsl

The need for coverage goes furthcr than

corsumer and commercial e.pplications

with thc benefits of using 4G in the

public-rafety communications sector ire-

ing intensely discussed at a federal level.

Here, availability of high-speed moLrile

elata enal,les e range of rich appiications

that tan enhanee the abilities and reac-

tion speed of emergenry service.i. l'he

use of LI'E for public-safety comlnunica.

tions is already beginning, with FirstNet

deployments under trial in some regions

in the United States.

An adelitional benefit of rnore intel-

ligent digital DASs*sueh as Cobham

Wireless's idDAS*is the ability tcr

incrrrporate location.finding devices into
the syutem to use the routing capabilities

of the DAS to scan the huilding in order

to identify an E9l I caller.'l'his capabil-

ity is inherent in the architecture of the

modern DAS and can be operated with

the additional cooperation of geolocation

partners.

It{any alternutive E911. solutiorrs on

thc market are expensive, stand-alone

pieces of equipment requiring multiple

installations in each zone of the building

or campu$. By installing this equipment

as part of the DAS, this cost is drastically

reduced.

Looklng lo the Future

When making these significant invest-

ments in cellular infrastructure, it is im-
portant to go beyond simply euabling 3G

and +G mobilc Internet services, Instolled

infrastructure must continue to $upport

legacy services but also be completely

future-proofed in order to deal with the

technological requirements and rapid 
)



increase in data usage expecled as cellular

operators begir: to introduce advanees

including IjIE-A and 5G. With lurther

advance,s ir: wircles.s technoiogy, a greater

numbet of objcct.s will be deveioperJ fea-

turing technology that connects thern to

thc Intclnet and other currnected items.

The success o{ ilrcor"rring technology

is corrrpletely reliaRt on strong arrd reli-

airle coverage hoth itrcloors aud outdoors.

lly selecting a coverage enharcernerrt

solutiorl that can fully support future

technologics, colleges and universities can

ensure they renrairr at the ccntcr of in-

novatioll and are among thd iirst adopt-

ers. lVith increased reliancc orr nrohile

technology, prrrvision of cellular coverage

is no longer an uptional cxtra in coll1-

nrercial or leiriure premise.s. With rnany

facilities already r.rllcrin g arrd nrarketing

these abilities, those who ,ion't offer

enhancementr will bc left hehind.

Maft fhompson is vice president Ameri-
cas at Cobham Wireless, a ilewcomer t0
our lamily of corparate aifiliates. Reach
M att at matth ew. t h a m p s a n @e0 b h arn.
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Flipping Classrooms to Ghange
College STEM

The University of California (UC) Davis

is one of a handful of Arnerican univer-

sities pioneering efforts to "flip" Iarge

classrooms from traditional chalk-and-

talk lectures to intcractive, discussion-

and problem-based lean:ing. The new

approach aims to engage students and

go beyond memorization and regurgita-

tion of information to iuterpretation and

application, says assistant vice provost

Marco lr,tolinaro, who heads the UC

Davis Center f<rr Educationai Effective-

ncss - CEE Hub (the merger of iAM-
S'IElvl Hub and Center for Excellencc in

Teaching and Learning - CETL),

Molinaro's team, in close collahora-

tion with faculty and educational staff,

focuses on laige STEM classes (science,

technology, engineering, arrd rnath-

ematics) and beyond (psychology and

ecr:nomics). They are working, for
example, with teachers leading intr<l-

ductory Biology 24, the tirst class UC

Davis undergraduates take in biological

sciences. Other projects include classes in

introductory chernistry, math, engineer-

ing, and psychology'.

"We've been irble to raise expcctations

of student performance and draraati-

cally increase the levci of intcrpretation

in tests, all while nraintaining grades,"

Molinaro said.

The goals of the CEE are to better

prepare students to succced in the work-
place or graduate school, and to addres.s

Teach i ng

the "achievemcnt gap" for minority
stltdents, Moliuaro sairl.

"With these new approaches,

studcnts learn more and can do rnore.

Students with different learning styles

are helped to succeed," he said.

Making such major changes to

teaching progralns is not necessarily

quick or easy, but Molinar,.r said he's very

optimistic they can change how teaching

is delivered at UC Davis. Collecting data

on how students are performing and the

faculty pcdagogical apliroach is crucial.

"My job is to rnake our teaching more

effective through best practices and pro-

moti<ln of a culture of data," he said,

The iAMS'IEM Hub was estab-

lished at UC Davis in2012 to promelg

evidence-based improvemerrts in tcach-

ing in STEM fields, with a special goal

of irnproving retention of .students from

underrepresented rninorities. h 2013,

UC Davis was one of eight nnivcrsities

selected by the Arnerican Association of
Universities to receive grants in an effort

to improve STEM education, under-

written by'I'he Leona M. and Hirrry B.

Helmsley Charitablc Trust. In ]uly 2015

the iAMSTEM aud CETL merged to cre-

ate the Centcr for Educational Eft'ective-

ness.

For ad ditio nal i nfo rmati o n, contact
Marco Molinaro, Cenler for Educati0nal
Effectiveness, m mol inaro@ucdavis. ed u.
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New teaching apBroach has implications for
academics and networks by Paul Korzeniowskt

Flipping the Classrsom
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{Jnirersitie.s are constantly trying to

enhance the learning experience, and

f)ipped classrooms are the latest iteration

,on that theme. "ln the past few years,

interest in flipped classrooms has really

popped," noted Jamie fensen, a profes-

sor oi biology and discipline-ba.sed

educational researcher at Brigham Young

University. "l'lipping" presents informa-

titrn to students irr an atypical manner.

They watch rnaterials, such as lectures,

before coming to class and then conduct

various exercises while in cla.ss, with

guidance frorn the professor anci partici-

pation by other students. The rechnique

is catching on because some educators

think it brcak down traditional barriers

hr learning and is more effective than

traditional pedagogy.

As the flipped classroom gains trac-
'tion, implications from the change are

rippling throughout the campus. Faculty

must learn new ways of interacting with
students, and pupils need to prepare

for school differently. The model is in

an early stage of development, so best

practices are still being fine-tuned. The

flipped classroom's ultimate role is un-

,clear because not everyone is cor-rvinced

that it automatically improves learning

(see sidebar on page 29).

Regardless of the flipped classroom's

ultimate success or faiiure, the move-

ment is affecting communicat.ions man-

agers right now. l"his new learning style

is video intensive, so schools must make

.sure that they have sufficient network,

storage, and server processing power to

support the new teaching model,
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Fllpped Maane Wha! Exactly?

Like many concepts, fllpped classrooms

lack a precise delinition, and several dif-
ferent implementations have arisen. Its

most obvious difference is that students

,spend less time in the classroom listen-

ing to lectures. Instead, hefore arriving

in class, pupils are expected to consume

course content via instructional videos,

recorded lectures, and other remotely

accessed instructional items. In clas.s,

siudents spend their tirne learning

interactivelyl taking tests, experimenting,

dabhling in the laboratory, and discuss-

ing c<lncepts in groups large and small.

This change occurs with the help of
several technologies, with video playing

a cornerstone role. Instructors upload

lectures that students watch at their

convenience. In addition, faculty provide

ancillary materials (linla to websites,

quizzes, and lists of definitions) designed

to reinforce the course's main points.

Many benefits are possible. The first

plus is a better, more dynamic learning

environment for students. Large lecture

courses have functioned in much the

same way for centuries. Some educators

have come to view lecturing as one-sided

and ineffective because students tune out

rather than absorb the professor's key

points. In the flipped model, the students

passively ab.sorb materials then reinforce

the concepts and information with a

more engaged iearning style.

Reaching the YouTube Generalion

With flipped classrooms, presentations

become immersive. These systems rely

heavily on video, which is popuiar and

tamiliar with the current generation that

has grown up watching YouThbe and

playing video games. Students can slow

or replay the video if they do rrot under-

stand a point or two in the presentation.

Class tinre becomes more effective.

With lecture time eliminated, more

classroom interactions are possitrle.

Faculty can spend the first few minutes

of class clarifring any confusing concepts

and move on to interactive exchanges.

More feedback channels are possible.

When students arrive, their knowledge

cen be tested to determine which ideas

they uuderstood. For instance, a teacher

develops post-lecture quizzes probing

what areas that the students have already

seen and how much they retained.

Faculty have the ability to adjust

instruction styles on a per-student basis,

according to a survey completed by the
)

Figure 1. The llipped classroom encourages collaboration



Center for Digital Education (CDE), a

'national research and advisory insti-

tute specializing in K-12 and higher-

education technology trends, and Sonic

Foundry Inc,, a video-service supplier,

Clickers can be used for interactive

polling that tests pupils' understanding

of the material, and complementary

content can be designed to interact with

,students possessing varying levels of
comprehension.

Arrother plus i.r "more classroom

activityldiscussion/collaboration," as-

cording to the CDE/Sonic Foundry Sur-

vey, Students work in groups to discuss

thc concept.s. ldeatiy, pupils engage in

peer-to-peer learning and start to think

.about 
what they know and what they

don't know.

Making a Neat Fil

Learners gain practical skills, In the pa$t,

faculty emphasized learning and remcm-

bering facts, Today, remembering facts

seems less important. Irrstead of memo-

rization, many teachers focus more on

how to conduct quality searches and 6rtd

facts and answers to key questions. This

approach fits rvith pupils'learning styles.

Increa.singly in K-12 schools, they are

trained to actively self-learn rather than

passively absorh,

TheoreticallS the end result is better

student performance/grades. Although

formal research in this area is just hegin-

ning, those participating in the initial
triais lrave reported positive results: 57

percent of faculty agree that their flipped

classroom is "extremely suecessful" or

"successful," according to the CDE/Sonic

Foundry survey, Improved mastery ol
information (81 percent) and improved

retention of information (80 percent)

topped the list of benefits.

Because of the potential improve-

ments, the approach has heen growing

in popularity. "Flipped classrooms have

trecome a key driver firr interest in our

systems," said $ean llrown, senior vice

prelident at Sonic Foundry. Indeed, half

of the universities surveyed are employ-

ing the flippcd classroom model or have

plans to implernent it within the next

12 rnonths, according to the CDEi$onic

Foundry survey,

An Ad Hoc Movemsnl Emerges

The movement has been taking root in

an ad hoc manner. In many cases, curi-

ous faculty dabble with the approach.

"New faculty are very open to new meth-

ods of teaching," stated Raul Burriel, an

IT consultant *t Oregon State University.

In the fall of2013, Burriel noticed a

nurnber of short videos being uploaded

by faculty at the start trf the tenn. After

a quick exatnination, he determined

that these teachers had latched onto the

flipped classroom model. Less than five

percent of faculty appear to be using

the flipped classroom at the moment,

but the number depioying it has been

steadily growing, according to Ilurriel.

In select cases, the denrand comes

from the t<lp down. University presi-

dents. provosts, and dearrs are currently

encouraging faculty to give the flipped

model a try.

Making an UnBven Translllon

However, this emerging modality is not a

panacea. In fact, this technique presents

several potential hurdles to universities.

The tran.cition from class lecture to ciass

activities is not an easy one flor many

faculty rnetnbers because it moves thsm

out of their eomfort zone, Consequently,

there is a need t'or professional develtrp"

ment to support teachers as they make

the switch, accortling to the CD[/Sr:nic

Foundry survey.

Even with some prodding, faculty

metnbers nray resist. They are familiar

rvith one teaching model and are reluc-

tant to trade it in for another, Another
factor is the flipped approach represents

more work: 75 percent of faeulty indicat-

ed that preparing for a flipped classroom

takes rnore tirne than a traditional class,

rccording to the survey,

The work starts with designing the

course materials. More than half (51 per-

cent) of faculty record their own video

conteflt for their flipped classes, They

also need to fill in the face-to-face class

time. The question*What am I going to

do in the class if I do not lecture?*is a

daunting one for some teachers.

Rldlng lhe Boller Coasler

Becuuse the classroom becomes urore

dynamic, faculty must prepare for the

unexpected and be ready to make adjust-

ments on the tly. Activities they expeet

to take very littie tirne sonretimes will
take much more and vice versa-espe-

cially on the first go-round, ln essence,

teachers give up control of the even flow

that comes with set lecturcs and have to

be prepared intellectually and emotion-

ally frrr dynamic, sometimes random

classroom interactions.

Students can have problems adjust-

ing as well. Some sruggle with the

new model because it puts the onus of
accessing the rnaterials squarely on their

shoulders. They need to stay on top of
their homework, but in somc cases, their

time-management skills are mediocre at

beet.

Pupils may feel overwhelmed by the

workload, which moy in*ease. Faculty

have to be cognizant of students' time

constraints. Teachers cannot ask pupils

to watch the video outside class, partici-

pate in elass projects, and then do other

homework. Conseguently, professors

rnay have to narrow their focus and trke

$ome content out of the course,

Technlcal lssues

For the communications manager, the

change to ilipped clasues raises new tech-

nical issues. The grounclswell requires

upgrades in netlvork, storage, and server

systems. "The biggest technology item

is storage Lrecause of the large amounts

that video needs," stated Sonic Foundry's

Brown.
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Secr.rrity i; atro a nrajor conr:e rn,
'an,J scirools must have a strong anlhcn-

tication systeln in piace. "IT needs to

be able to restrict access to course ma-

terials to only those students cnrolled

in the class," explained Orcgon State

University'-s Bu rriel.

New support issues arise. Students

must be able to access the cou|sework,

rvhcther they rciy on university-sup-

plied or student -purchascd systeu-rs. So,

the underlying infrilstructrlre necds to

be flexible.

Pupils need to bc abie to nlvigatc

the classroom. Since getting to class in

the virtual world requires rntire than

just strolling acros.s campus, univer.si-

ties may be required to beef up their

technical support teams. Students may

lack the knowledge needed to usc the

system. "\\re think toclay's 1-rupils are slr

tech-sawy, but their expe rtise i.s ol'ten

iirnited, and thcre are plenq, of tools

thcy rnay not tre comfortable using,"

said ]lYU's Jensen.

Final Thoughts

The flipped classroom is a fairlv recent

concept that turns the educational par-

adigrn on its head. The flipped n.rodel is

heing deployed on a growir,g nuinbcr

of campuses, and some pundits vicw

it as the frrturc ofuniversity teaching.

fo rcach that point, faculty, stuclents,

.and cornrnunication rranagers need to

clear some hurdles and become r.nore

comfortable with this pedagogy.

Paul Korzeniowski is a freelance writer
who specializes in cammunications
issues. He has been writing about
technology for more than two decades,

is based in Sudbury, MA, and can be
reache d at paul ko rzen@aol. com.

The Key to Student Success: Active

Learning or Flipped Classrooms?

Putting tire cart before the horse may be an accurate description of the

impact of flipped classrooms on university learning. The flipped movement

started sweeping the nation a few years ago with ccnventional thinking based

more on assumptions than empirical data. In facr, researchers at Brigham

Young Univ"ersity (BYU) have taken a closer krok and found no difference

between a flipped and a conventionai classroom. "Active learning rather tharr

a flipped classroom seems to be key to improved student perfurnrancc in the

classroorni' stated ]amie Jensen, a professor of biology end discipiine-based

edrrcational researcher at IIYU,

To test the impact of the flipped classrorlm, BYU researchers created two

freshman biology classes, one that used the flipped model and one that didn't"

Otherwise, the classes were nearly ider'rtical. They had the same instructor,

lectures, assignments, and activities. There were 55 students in one class and

53 in the other. They were taught one after another at the same time of day.

They used the same levei of active learning in and out of the classroom. At the

end of the semester, the exam results of both groups of studen$ were equiva-

lent, Consequently, the researchers concluded that the flipped classroom does

not uutomatically produce highcr student-learning outcomcs.

In.stead, improvements seemingly come from a change from traditional

lecture-ba.sed learning to active learning. Active learning alters student inter-

actions from being passive recipients of information to active participants in

the search frrr knowledge. Rather than listen to someone highlight important

concepts, students engage in various in-class exercises and tliscussions where

they play key roles in inforn'ration dissemination.

Aclive Learning, a Proven Pedagogy

Active learning has been proven to be a more effective means of instruction

than the traditlonal, didactic approach. In an in{lucntial 1998 study of more

than 6,000 physics students across n'rultiple high schools and universities,

llichard Hake found that students taught by active strategies compreherrded

twice as rnuch as those taught by traditional methods.

A reason why the flipped model may be gaining unearned accolades is

faculty often change their approach from passive to active for their flipped

classes. They also devclop new materials, use new technology, and rely on

more supplemental items, so comparisons between the old ancl the new are

not apples-to-apples.

Itr sum, BYU's research demonstrated that if a professor is not using an

active-learning model already, then the flipped classroom is certainly a viable

way to move to that modality. If they have already traveled down the active-

learning path, the tangible benefits of changing to a flipped classroonr secrn

to be negligible,
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$aving 0ollege tlropouts

I nstitutions collaborate technologically*
with rsmarkable results

&fore than 50 institutions are pooling

their data, research smarts, and analytics

to rtore quickly identiff-and save--stu-

dents who might otherwise drop out of
the higher-education system. Dubbed

the PAlt (Predictive Analytics Reporting)

Framework (wwwparframework,org),

the ongoing, collaborative effort, hased in
Chapel Hill, North Carolina, is reportedly

saving colieges ancl universities millions

of dollars in lost tuition.

Moreover, given that the PAR Frame-

work is a not-for-profit venture, those

same institutions are also saving millions

of dollars that might otherwise end up

in the pockets of commercial soffw*are

Programmers.
"PAR has already helped us transform

the targeted delivery of interventions for

students identified as'at risk'through its

predictive models," says Dr. Joshua Riedy,

vice provost, Llniversity of North Daktita.

Dr. Karen Vignare, vice provost at

University of Maryland University Col-

lege, who works closely with the PAR

Framework, adds: "Ciearly, improving

transfer-student success depends on our

ability to exchange records and tran-

scripts with other institutions."

Whal ls Par Doing?

Initially funded by the Gates Foundation

in ?011 and helped along by Amazon

Web Services-which supplies free com-

puting power to proeess the records and

other data associated with the project-
PAR haa been continually working with

colleges and universities to gather and

analyze key indicators of college failures.

In addition, the organization goe.r on

to study, analyze, and inform nn dropout

intervention solutions that have proved

rilost successful across a wide spectrum
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of institutions. "We deeigned FAR u* s

national resource that is uniquely poised

to'crack the cods'on what matters for

student success," said Beth Davis, CE0,

PAR.

i.M, Lowendahl, an analyst at Gartner

(lvww.gartner.com), agrees, "The PAR

Framework project-combining data

from big traditional unil'ersities, com-

munity colleges, and for-profit organiza-

tions-is an interesting example that

keeps growing."

One of the reasons the system worla

so well is the sheer volurne of data it
processes-currently 25 million records

drawn from 2.5 miliion studenls attend-

ing more than 50 institutions, according

to Davis,

It also gets very granular, Student de-

mographics, pass/fails on speci6c courses,

student academic progress, student finan-

cial info, and the success/failure rate of

intervention strategies, as well as dozens

of other data inputs, are all analyzed,

Plus, the data streanr coming into

PAR is funneled from a wide spectrum of
colleges and universities, including for-

profit and public institutions, tlyo-year

and four-year institu tions, traditional

and progre.ssive institutions, institutions

offering cour$es online, and institutions

that hire both part-time and full-time

instructors.

Moreover, the system takes a truly
collaborative, open-source approach,

which encourages all institutions to work

together to solve the problern ofstudent

dropouts by freely sharing data, analytics,

and brainstorming.

Banefils

At the individual institution level, IT per-

sonnel at colleges and univ"ersitics trenefit

from the project try being able to share a

crlifirn.rB language when uslng eolnpurers

to asdes.{, dcseribe, and analyze key fuctors

behind student dropouts.

PAR, for exarnple, has openly

published, under a Creetive Commons

License, the comrnnnly agreed upon data

definitions that all of its participating

institutions use to descritre key factors

behintJ student dropouts, Those data

definitions were published in 2013 in the

Data Cookboak, a kirrd of collahorative

data dictionary of terms. Ily u,ring this

common language, IT personnel call use

their own cornputers to $tudy the drop-

out Lrehavior ol their own studenis, and

then cornpare the analysis with what's go-

ing on at other univetsities to get deeper

insights into their own problems with
dropouts.

This apptoach w*s uted recently hy

the University of Hat'aii, which corn-

pared its analysis ofwhat causes transfer

comrrrunity college studerrts tn drop-out

at its crnrpus with sirnilar analysis that

was done at the University of Marylarid,

Essentially, IT personnel at the University

of Hawaii would not have treen able to

easily implement such a cotnparative

study without sharing that common

language developed by PAR to flssess,

describe, and analyze those key factors.

"We are pleased that our PAR

participation helps us benefit f'rorn the

results and associated findings about how

community college hehaviors can in[onn
student success in the university,".said Dr.

Hae Okirnoto, director of academic tech-

nologies at the Uriversity of Hawaii. "We

now have even more validated evidence

we can use to help our students be more

suceessful."

Moreover, IT personnel at individual

institutions are also able to individually

benefit from PAR by integrating other



data and analysis fiom PAI( ink; the

comnlercial srritware they rray also be

using at their krcations to prevent rn()re

students from dropping rrut.

The linivcrsity of North Dakota, tbr

exdmpic, recently intcgrated PAI{'s data

and analysis rvith Starfish Retention So-

lutions, a cotr:nrercial package designcd

tri heip rcscue .students who are tcctering

nn tht: edge of dropping tiut.

"Wurking rvith PAtt and icveraging

the Staifrsh platform vrill further en-

hancc the efforts of counsclot s, coac]res,

and ldvisers v;ho arc act.ively risiug Star-

fish at the pniversity of North l-rakota,"

says l{iedy.

Par CELI i)avis adds; "Using pi'edic-

tive analytics tri dlive student intervcn-

tic,ns represents the First pha-te of this

integration. \&re are nol poiscd kr urea-

sure how this tight, data-driven approach

in .student services moves tlic needle for

retention and corrplction within thc

Urrivcrsity ol North lJaliota."

Moving ahead, PAll is aiso sceking to

exg;and its coot&ooft of dato clefi-nitiotrs to

include terols unique to transfer studcnts

and adult learncrs.

Heiping with that effort is the Anreri-

carr lnstitutes f'rrr I{esearch (AIR), as ivell

as ln()re than l5 lJ.S. post-sccrindary

institutions. "We lre cxcited that Alll. is

cxploring relcvani metrics lbr today's

post-secorldaty reality ;llrd are especially

plca.sed the data expertti at AIIt have

chosen to work with the IJAR trdrll to

accelcraie their eff,orts," sayr; Davis, PAII

Framework CEO.

r\dels 1 r.'Ihomas Weko, a rnanaging

re.*elrcher at r\llt: "PAIl's datii cxireri-

ence, e.xisting rclationstrips with kcy

partncr,s, ard its sliill in rvorking, witli
rnulti-institutiorrai data to clralv rnean-

ingful, naiional cornplrisorrs rrrude it an

ideai partner in tiris u'ork."

Instittttions u-rtercste<i in investigaiing

PAI{ for their own needs are rvelcorne,

ar:cording to D.tvis, I}\lL nremtrr'rshipr

is open to all rcredited iristitu(ions oI
post-secondary cduca.tion iu the United

States that ard inter.r.\l.er:i irr lcrrning*
and sharing-how to bcst rescuc wt-ruld'

lre college dropouts.

Joe 2ysaft is an lnternet speaker and
business consuttant baserJ in Manhaltan.
fleach him at jae@ioedysart.con.
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Cellular Savvy
frod Perry

As a cellular consultant who lvorks with

universities, I am constantly looking for

ways to leverage the signiEcant invest-

ment schools have made in Wi-Fi. There

has been a lot of talk about cellular/

Wi-Fi convergence, but few products
.have actually made it to the street. Let

me introduce you to Google Project Fi,

the first step, I believe, in a world where

Wi-Fi and cellular are seamless and equal

alternatives for smartphone users.

i was lucky cnough to get one o[ the

first Project Fi handsers. Thc Fi phone is

a Motorola Ncxus 6 that has some pro-

priet.ary software on it, hut is otherwise r
.standard Android smartphotre. Coogle',s

approach is unique in that the phone will

Project Fi-the Wi-Fi-First Gell Phone

look first for Wi-Fi coverage, and if none

is available, it wili then roam to either

the Sprint or T-Mobile cellular networks.

While I do not have an insider's view of

how the Fi phone work, it would rnake

sense that the handset has software based

on the Hotspot 2.0 standard that makes

the authentication on Wi-Fi networks

as easy as possible. In order for Wi-Fi

to be a seamless cellular alternative, the

uscr cannot be required to g0 through

the hassle of logging onto every Wi-Fi

network they can access. In addition, I

rvould assurne that Coogle has uetwork

eqniprnent that facilitates handoffs

between Wi-Fi networks and the cellular

network of choice.

I tested my Fi phone in three differ-

ent Wi-Fi environments: my home, a

Starbucks, and the University of Utah

campus. My testing consisted of prlacing

a call while on the Wi-Fi network, then

walking out of the building until the

handsct dropped thc Wi-Fi and acquired

the cellular network. I would then makc

a new call on the celiular network and

reverse the process. In all ofmy tests,

ncither I nor the person on tlre othcr end

of the phone call could detect any issues

with the handover. In other words, there

was no evidence that the call was being

transferred between netrvorks.

While it is a little early to declare vic-

bry, my results with the Fi phone were

encouraging. I believ'e we are on the cusp

of having Wi-Fi networks serve as the

primary access networks for voice calls

in a campus environment. Keep in mind

that cellular networlc; are owned and

controlled from end to end by thc cellular

operator. The quality of service on these

networks is paramount, and today we are

all used to a high-quality environmeut

for voice calls, Placing calls on a Wi-Fi

network means that you are subject to any

issues of throughput or latency that exist

on that network, and each network will
probably have a different level of perfor-

mance. In environments where the Wi-Fi

netlvork i.s heavily uscd, you rnay experi-

ence clicks or dropouts as the voice packets

c()ntend with thc data packets frorn other

users. If you arc interestcd is tcsting the

Wi-Fi catling experience on your campus,

apply to Google for a Fi phone or purchase

a handset from Republic Wireless, which

has a similar servicc.

a



Hybrid lT-The New Gampus Landscape

New technology increases risk as well as

p rod u ctivity

Ihe University of North Texas (UNT),

based in Denton, has some 41,000

studentu across three carnpuses, taught

by 5,000 different faculty metnbers. Thc

university recently moved frorn a patch-

work of IT silos, mobile devices, and uni-

versity legacy databases to a strearnlined

hyhrid cloud. The move is expected to

enable them to not c,nly.streamline their

multiple IT silos for efificiency, but also

afford better control for a more secure IT

enterprise.

Like UNT, many institutions of
higher learning around the world are

expected to join in the emerging hybrid

IT revolution.

Hybrid lT: The New Game Changer?

Hybrid IT has arrived. We are living in a

new bu.siness envirunrnent where mobile

devices connect io cloud computing and

legacy IT infrastructure. Hybrid IT, an

important infrastructure to enable effi-

ciency in today's global IT environment,

includes the use of cloud-basecl applica-

tions and data with organic applications

and databases fouud in-hnuse.

Cloud computing oflers useful

software-as-a-service (SaaS) applications

and cloud data and scrvices. When cloud

computing is combined with mobile

assets and organic corporate databases

and applications, workers enjoy great

productivity; the enterprise flourishes,

Nearly every college student on about

every campus has a mobile phone now.

Phones are utilized, intentionally and

unintentionally, inside the classroom as

well. A 2014 study by Baykrr University

asserted that students were "addicted" to

their cell phones.

But cell phones are not a tokcn ofevil

that lead to trouble. For students as well
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as university staff, the rnohile phone ean

be a useful tool. ln faet, many campuses

promote them as a means of ensur-

ing greater campus safety. In addition,

students use a multitude of app.s on their

mobile phones to do everything frorn

looking up a word to converting Fahr-

enheit to Centigrade. There is even more

mileage thut educational institutions

can harvest from mobile phones when

used in combination with cloud-based

software and legacy databases.

With hybrid Il workloads move

between internal and external IT

infr astructures. This complementary

relationship allows workers to he nirnhle

and flexible with regard to lvhere they

work, what data they use, and when and

how they access that data to perform a

task. Hybrid IT allows them to do things

they coukln't do just a few years ago.

In spite of all of that, hybrid IT

has its challenge.s, Security risks from

a distributed workforce and student

body, coupled with a growing popula-

tion of mobile devices and apps, present

concerns for today's chief information

security officers (CISOs).

How an organization rises to meet

demands and challenges of hybrid IT
is crucial, Hybrid IT, when managed

appropriately, can positively transform

enterprise IT. "Hybrid IT is the new IT

and is here to stay," says Chris Howard,

vice president and chief of research

at Gartner. "While the cloud market

matures, IT organizations must adopt a

hybrid IT strategy that nt.rt only builds

internal clouds to house critical IT
services and compete with public CSPs

Icloud solution providers], but also

utilizes the external cloud to house non-

critical IT services and clata, augment

internal capacity, and increase IT agility.

Hybritl IT creates symmetry between

internal and cxternal IT services that will
ftlrce an IT and bu,siness paradigrn shilt

for years to come."

IT leaders must monitor this busirress

paradigm shift in the years ahead and

embrace the change in order to harness

its ftill porenrial.

Security: The Challenge to a Fully

Functional Hybrid lT Environmenl

Major IT security breaches dot the

landscape of today's engaged knowledge

worker. Hardly a day goes by without an-

other major breach making international

news. Think about Sony, Target, Home

Depot, and others.

In September 2015, California State

University camlruses and network

were breached, touching hundred.t of
thousands of records. In 2014, millions

of records were breached over many

campuses including the University of

Maryland and North Dakota Ljniversity.

Every IT leader knows the con-

sequences when hackers find a chink

in the IT supply chain somewhere.

Damage from a security breach can be

devastating. This threat raises concern

for security risk in a hybrid IT environ-

ment as data is accessed from anywhere ,

at any time. Operating in a hybrid IT

rnodel sends a signal to CIOs and CISOs:

Proceed with caution.

The prevalence of multiple points of
entry poses additiorral securit.y risk. Mo-

bile device access and asset managernent

pose risk and must be controlled, The

app.s they use are also a source ofbreach,

While CISOs have worked hard to huild

security to bolster against such risk and

intrusion, the pathways followed in a



Mobile devices proliferate. So do applica-

tions. Cloud computing is robust and

growing. Organic databases and applica-

tions residing at the IT datacenter have

been and will likely always be acccssed

and utilized. All thqse venues makc up a

hybrid IT platforrn -or "three-legged

stool" for today's knowledge worker to

rest and rely on for improved productivity.

The first leg of the stool is the

mobile device. Knowledge workers rely

on smartphones and tables to access

sensitive data that may be in the cloud or

datacenter.

Mobile users now surpass desktop users,

and over 80 percent of their usage is via

applications. Applications are growing

and improving to enable cloud access of
ali types .

The second leg of the stool is the

cloud, Cloud computing is expected to

grow at 44 percent over the next five

years. Companies are spending about

$ 13 billion per year on it, according to a

2014 market research report by In-Stat.

Over 80 percent of companies say they

are saving money by moving operations

to the cloud, and over half of company

workloads are now conducted in the

cloud (NSK, Inc.,7 StatisticsYou DirJn't

Know About Cloud Computing).

The third ieg is the existing siios of
data, information, and applications that

are home-based in the traditional IT

hybrid IT environrnent demand more.

,{,s the popularity of hybrid IT grows,

its adoption and success depends on the
,ulanagemerlt of security risk to enable its

success.

Mobile device access is essential for
productivity, brrt security lnust continue

to be a priority. There are abovt 7 .22

billion mobile devices in the world; there
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are about 7.19 biilion people on the

pianet. Research from GSMA intelligence,

who tracks data on mobile devices, notes

that their prevalence is growing about

Iive times faster than the population.

About half the world's population sub-

scribes to a mobile service r.rf some kind.

This is because mobile devices are

u.seful for everyday lif'e. Through a
rnyriad of available apps, they allow quick

The New 3-Legged Stool of Todaylg
(and lomor.row's) Knowledge Worker

enterprise; they reside on company turf
and have never migrated elsewhere, The

cloud, in conjunction rvith devices, is

used with legary databases and home-

based I'l'infrastructurc to perform rnany

business functions, This entire model

has already been

widely adopted

and is likely

to continue in
popularity and

utility in the years

to come.

"lT organiza-

tions are taking

an'adopt and go'

strategy to satisft

internal customer

IT consumeriza-

tion and democ-

ratization require-

ments," according

to Chris Howard,

vice president and

chief of research

at Gartner. "Many

IT organizations are adopting public

cloud computing for non-critical IT
services such as development and test

applications, or for turnkey software-as-

a-service (SaaS) applications such as Web

analytics and CRM that can holistically

replace internal applications and enable

access fior a mobile workforce."

The success of hybrid IT relies on

a new rotrust security perimeter with
policy at its core; it makes the three-

legged stool strong and secure. This in-

ciudes compliance, authentication, and

a secure gateway to and &om dispersed

endpoints. With the right tools and tech-

nology, the knowledge worker of today

and tomorrow will be most productive

with all the inflormation that abounds in

the public and private cloud as well as

their corporate network.

access to information and utilization o[
different software applications-all in the

cloud. Workers now want the same utility
liom their employers, letting tlrern access

their corporate email and applications

with their personal inobile devices via

bring your own device (BYOD) practices.

Workcrs can find customer data, create a

document, and access 6nancial informa-
)



tion rvith the satne agility they have in

their personal lives,

. But it is important that enterprise in-

formation be managed as secure mobile

devices containers that allow, through

appropriate software and applications,

a separation of personal business data,

Mobile devices must be compliant with

existing security policies. Risk is inherent

with personal devices-Gartner found

that one in four trusiness users surveyed
'admitted to having a security issue on

their private device in 2013,

In additir:n, numerous apps on mobile

phones enable entry into cloud ap-

plieations and must tre secure. Fronr a

dovice, a worker can tre logged in and

working from anpvhere at any titne. The

sanre convenience of access that mobile
.phones afford is also a source of intru-
sion, According to Puise Secure's 2014

Mobile Threat Report that researched

sorne 2.5 rnillion mobile applications,

there were 931,620 urrique malicious

applications-a 391 percent increase

from ?013 aione.

Traceahility and control rlf devices

. further challenge CISOs in maintaining

a secure perimeter. Identity and access

rnanagement (lAM), given the popular-

ity and utilization of mobile devices, ha.r

become the new IT perimeter.

Securing this perimeter in real time

as utilization grows is the challenge of
CISOs. Melding the effective control of
user identity and devicc identity rvith

'device compliancB is the new objective

for CISOs iu a hyhrid IT environment.

"Authenticating users oR a variety

of endpoints should provide the right

halance of user experience, security, and

workfdrce produetivity," according to

Gartner's research report Refresh Authen-

tication Choices to lrnprove Mobile Work-
,force Remote Acre-"s (28 January 2015, by

Cartner Analysts Anmol Singh and John

Girard), CISOs and IAM leaders need to

keep pace with new methods of remote

access for the mobile workforce in a

constantly changing work environment.
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Ghallenglng lho $ecudly of Hybrld lT

When mobile workers utilize BYOD to

access sensitive corporate data, there is a

risk of non-compliance and exposure of
sensitive data to unwanted parties. SaaS

i.s very useful for today's business entity.

However, such platforms posc security

risk. Fifty-three percent of respondents in

KPGM's 2014 Ckrud Survey Report cited

"data loss and privacy risk" as the greatest

concern when adopting the cloud.

Sensitive corporate information will
reside in the cior.rd through Saa$ vendors

such as Dropbox, Office 365, Salesforce,

and Concur, This data may become a

target for artftil hackers to use their tricks

and methods to exfltrate data, Users

rely on a safe gateway or tunnel to and

through the cleiud.

Secure the Tunnel to the Oloud and the

Datacantor

Getting a grip on securing the path-

ways between devises and rlata involves

securing the tunnel between them, TIre

clincher for IT leadership is to allow

secule acc€ss and ensure the tunnel is

protected and controlled.

Horv does this happen? Principally,

by implementing authoriz,ation-access

control services ftrr employees and other

users*from any device, anywhere, at any

tirne it happens. This means using exist-

ing Secure Sockets Layer virtual private

network (SSL VPN) gatewqys to acc€$s

tht datacenter while also relying on a

cloud access security broker (CASB) to

ensure a secure pathway tretween users

anel the cloud provider. Enforcing device

compliance is key in hoth cases to protect

the integrity of enterprise data, Such

tools ensure the tunnel of hybrid IT use is

not otrly accessihle but secure,

Socure lhe Dala, Nol the Devlce

Building a gatews), is part of nreeting the

security challenge of hybrid IT because

workers take advantage of the BYOD

approach, and managing the access and

authentication of their device must be

a critical component of any security

strategy.

This requires the use of a device

eontainer, so workers can utiliee ltY0ll se-

curely and peacefully coexist with personal

and eorporate application.s on their device.
'fhe eontainer eliminates the enterprise

need to manage the entire device and

protects worker privacy.

Securing the tunnel using identity

management tools and technology, and

ultimately securing the device container,

affilrds today's eolnpetitive knowledge

workers the freedom to collaborote and

work together globally in a secure environ-

ment-with any device accessing inforrna-

tion in the datacenter or in the eloud,

whencver and wherever they choose.

Personal Productivily: The Payolf

Location, location, location-it really doesn't

matter anymorei users work anywhere, at

any time, and arc mucir more productive.

Thanks to advances in technology, this

productivity, gain is possitrle, even though

evolving security risk continuously ch*l-

lenges it.

Secure the tunnels to the datacenter

and the cloud, enable workers to use any

securcd device*be it their own or not,

and you have the ingredients for a very

productive and secure work environtnent.

Ensuring remote and mobile security

should encompass multilayered access that

is easy on thc user rvithout sacriticing se-

curity. With the right solutione and tools,

expediting access will also sid in making

hybrid IT an cven more productive plat-

form than it is.

Today's workers are able to do things

they could not do hefore simply because

secure acce$s technology allows them to

do it. Aud they can produce not just from

their cubicle, office, or desk, but from any-

where and any time zone in the world*
a true payoff frrr personal productivity,

Kevin $app is the vice presldent ol strat-
ogy for Pulse Seauro (www.PulseSocure.
net), a securiU solations provider. He can
be reached at ksapp@Bulsesecure. net.

Jim Romeo (wwwJimRomeonet) is a
tachnolagy journalist based in Chesapeake,

Virginia, and a trequent cantributor t0 the
ACUTA Journal.
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The George Washington Universlty :
Introduces CAAREN ;

o

become a high-quality rcsearch institu-

tion, The division of IT hired statl and

brought on people to build and focus the

effort, in addition to providing money

anci resources, Ilusiness cases were devel-

oped and presented acto.cs the univerrity.

Needs were identified, and CAAI{E}I's

value was proven through what it brings

to the region in terms of research,

competitiveness, an<i su.stainability of
operations. Business cases were presented

to executives at GW as well as tcr the D.C.

chief technology officer through DC-Net.

CAABEI'I Boauhes 0ut

The Genrge Washington University has

leveraged its campus geographies in

Ashburn, VAi Rockville, MD; and Foggy

Bottom, Washington, D,C., to provide

regional advances in research network

services.

Within G\4', this environnrent com-

pliments the other investments made in

support of research through collabora-

tions rvith the oftice of the vice presi-

dent for research, schools, colleges, and

institutes, Clne example of this includes

partnering with the Colunrbian College

olArts and Scier,ces to develop Colonial

One, a high-performonce cornputing

ciuster that gives researchers the compu-

tational power and iitorage they needed

to conduct research and move data out-

side the university. In this environment,

CAAREN extends the capabilities of that

infrastrueture by providing an onramp

to the expansive services of Internet2 and

the greater national and international

research and education community.

Since its inception, CAAREN has

collaborated with DC-Net to establish

connections with the schools across

D.C, "Itrvo initiatives, CAARENensernble

and ECOSTEM, have been developed

to prc,mote community outreaclr and

benefits to the D.C. public schools. Both

initiatives are currentiy in the incubation

period, and will become live services in

the near future.

CAARENenscmble uses CAARIII{ to

provide K-20 schools in the Washington

D.C. metro region with the network,

video technology, and Internet infra-

structure needed io access and participate

in connected perforrnances across the

region in real-time,'through a planned

partncrship with Amadeus Concerts,

local K-20 music and art,B programs, and

profe.rsional organizations supporting

arts-in-the-schools initiatives, CAAREN-

ensembie provides access to profes-

sional instruction and real-time student

participation in concerts perforrned at

multiple locations simultaneously. With

the help of low-iatency (LOLA) audio-

visual technology, CAARENenscmhle

allows students and professionals to

play together, even though each group is

performing at several different loca-

tions. LOLA audio-visual technology will
rurr on CAAREN to remove the delay,

allowing for seamiess participation in

distributed performanees.

The initiative will help support and

enhance the music and performance arts

programs in school systems through-

out the arca. Students will have aceess

to well-known conductors and local

performers, and professional develop,

ment opportunities will be available for

teaclrers and professionals. CAARENen-

Advanced research network infrastructure €

enablgs rgsearoh in the D.C. area Z oyoona*oun,usseaa

The Capital Area Advanccd Research

and Education Network (CAAREN) was

developed by the George Washington

University (GW) division of informa-

tion technology (lT) in partnership with

the D.(1. office of the chief technoiogy

officer's program, DC-Net, D.C.'s citi.wide

communications network. CAAREN was

deveklped out of a need frrr advanced

research infraritructure for the D.C, area,

and a need for collaboration among D.C.
'area universities.

CAAREN's objective is to provide an

advanced research network infrastructure,

as well as outreach and services for K-12

schools, mu$eums, libraries, and similar

organizations within the D.C. metro re-

gion. CMREN has rvorked with DC-Net

to bring research Retwork infrastructure
.services to its orvn nctwork and make it
available to these organizati<lns and insti-

tutions within the D,C. region.

CAAREN was launched in December

2013 and contracted with Internet2 to

become a Community Anchor Institute
(CAI). CAAREN provide; GW ar:d other

institutions with access to Intcrn€t2 re-

,sources, which run at 100G8 per second.

The network is available to GW students

and researehers, a.s well as other higher ed-

ucation institutions, K-12 schools, charter

schools, libraries, hospitals, museums, and

other organizations within the D.C. metro

region.

There was an extensive agreement

throughout the division of IT at GW with
'support trom researcher.r requesting thc

need for an inftastructure such as CAAR-

EN. The Retwork fits the sEategic vision

of the university to support research and
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$emble provides the advanc€d tcchnology

necessary for students to play alongside

professional musicians without leaving

their own school auditorium.

in addition, students and teachers will
have the opportunity to cnhance digital

,literacy skills, and for teachers to learn

how to use the IOLA system. CAAREN-

en$emble will coordinate a distrit uted

performance at Wolf Trap Foundation

for the Performing Arts with several K-20

rcgional schools,

GW ECOSTtrM is an initiative

working wlth innovative uacs of rcsenrch

and education technology to provide a

community of educetion, industry,

tcchnology, and government pertnnrs, es

well as a high-bandwidth infrastructure

to connect D.C. schools, libraries, and

museums to Internet2 network resources.

CAAREN will conneet ECOSTEM

members to regional and international

education and training centero, ai well

as leading research instltutfs. The GW

Sustainability Institute will provldr over-

sight and guidance in the developmcnt

of the comprehenuive onlinc cducrtion

and training program. The Institute will
ensure that up-to.date content ls onlinc

end will collatrorate with university

work as a part of a $ 160 million Smart

Citie* inltiative to help communities

tackle local challenges and improve city
services. The Smart Cities Initiative will
invest in federal research and leverage

more than 25 new technology collabora-

tions to help local eommunitiee tackle

key ehallengco suctr as reduclng tra(hc

congeetlon, fighttng crime, fostcripg

economlc growth, rnanaging the effectr

of a changing climate, and improving the

delivery of city serviccs.

The Metrolah Network will
strcngthen and create p6rtnershlps

bctwcen metro areas and their respee-

tive universities to research, develop, and

deploy innovative technologies to address

challenges facing the nation's urban areas.

The District of Columbia, Georgetown

University, the George Washington

University, and Howard University have

partnered to join the network, which

will provide the opportunity to share

successes, address challenges, and build

shared platforms for experimentation

and data between cities and universities

necessary to increase the tangible results

of new innovations. GWs contribution

to the Metrolab Network also includes

leveraging the power of CAAREN to help

connect the city, engage the community,

and foster innovation. As a partner in the

Metroleb Nctwork, CAAREN strcn6th-

ens the regional collaborations between

the Distriet and loeal universltics and

allows for greatcr engagcment around

solving shared c.hallenges nationally.

Additional prrtnerships includc one

with Indiana University's Gtobal Research

Network Operations Center (Global-

NOC) to provide CAAREN with services,

support, and tools. GlobalNOC is used

for layered networking support to large

and small nctworks around the world.

Spcei6cally, it provides CAAREN with
tier I service-desk support and tools,

including a2417 cill center, network

monitoring, incident triage, trouble ticket

management, support coordination, and

workflow support. In addition, work has

schools-to-jobs (S2I) program focused

on solar energy. The initictive wlll
develop science-, technology-, engineer-

ing-, and mathematics- (STEM) related

internshipe and jobs for Washington,

D,C. K-20 youth. It will also create

professional development opportunities

for D,C. Publlc School (DCPS) teachers,

develop a learn-by-seeing and learn-by-

doing curriculum, and provide access to

big data research in ECOSTEM fields.

This initiative will help transform dis-

tricts into green communities to provide

the frrundation for a sustainrble jobs

pr0gram.

' CAAREN will help facilitate this

initiative by providing an established
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faculty and DCPS teachers to devclop an

egc- rnd sklllo-appropriatc eurriculum.

Partnailng lor Succoss

These serviccs lnd others are provided

to the schools through membership in

CAAREN. CAAREN'$ partnerships have

spanned from internal collaborations

on advance research technology support

within GW to external cotlaborations

with government in.stitutions, city orga-

nizations, and other research and educa-

tion establishments, such as a recent

partnership with Georgetown University

to enhancc the research collaboration

within the D.C. metro area.

In 2015, President Obrma an-

nounced a newly created Metrolab Net-

Figure 1. Kogan Plaza at the George Washington University



,$tarted on a National Science Founda-

tion grant with Georgetown, CiW, and the

Computational Biology Iustituie to build

out and expand CAAREN to include

more infrastructure and capabilities.

Fundlng CAARE!,1

Funding for CAAIIEN initially carne

frc;m the division of IT. This included

,not only fuuds for the project, trut aiso

a commitment through hiring .skil!ed

people to run the network and deveiop

it further. Past and future grant support

fronr agencies, such as the National Sci-

ence Foundation funding research into

the developmetrt of a software-defined

network exchange .supporting large data

transfers, have and will be integrated inkr

CAAREN where there is a synergy with
delivered services.

Planning for CAAREN took about a

year and a hall and the implementation

phase took six rnonths. Organization-

ally, a new office was formed within the

division of lT to focus on re.search and

technology services, with key engineering

'competencies and a minrlset targeted at

integrating technology within a research

lifecycle. A culture change occurred

within the university as the division of IT

transforrned how technology integrates

with research and how it enables and

supports it. The university has challenged

the leadership within the division of IT
.to enhance the support for research, pri-

marily through its support of initiatives

like CAAREN and by bringing in nerr

staff with research -support experience.

The financial risks are ongoing as

CAAREN develops. These risks include

not attracting enough key partners to

sustain CAAREN as well as complexities

,in 
the public and private partnerships

and corporate engagement. There is

always the risk that some services will fail

to meet the desired objectives,

CAAREN's business plan involves

socializing through constant engate-

ment internally and externally. It includes

frequent in-person communications,

collateral that articulates the benefits,
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and contiauous updates, and it requires

*ommunication with a target audience

throu6h press releases, web presence,

and branding, As an enhancement to

existing infrastructure to the university

and within the regiein, CAAREhI is one of
the select few nehuorks of it$ kind from

across the courltry that has implemented

the l00GB infrastructure. More of these

networks are appearing throughout the

U.S., but CAAREN we$ among the Iirst to

implement.

Gtowlng Rseognllion

This year, CAAREN wa.s highlighted by

Internet2 for its partnership with the Na-

tional Institute of Health in developing

genomics research, Raja Mazumder, an

associate professor of biochemistry and

molecular medicine at the CW School of
Medicine and Health Sciences, co-devel-

oped the High- Performanee Integrateci

Virtual Environment (HIVE), a genomics

analysis platiorm, LII\IE was featured at

the 2013 Supercomputing Conference

as a novel approach to computation that

greatly speeds up the analysis of genomic

data. The l00GB netwnrk of Internet2

ailows HIVE to realize its full potential,

and GW connects to Internet2 through

CAAREN.

CAAREN continues to target new

researeh and Brant opportunities to

enhance the ability to support research.

An example of thi.s is a recent effort that

builds on a GW partnership with the

Natiorral Institute of Health in Lima,

Peru, to provide GW studerrts wittr re-

search and education opportunities and

help strengthen Peru's healthcare system,

particularly in the area ofcancer research.

Peru has a very diverse population, and

the National Institute of Health has col-

lected millions of tissue samples from the

population. However, the Institute has

limited capability to process the informa-

tion from the tissue samples.

CAAREN is working on concepts

behind an open exchange with Peru,

in addition to providing training in

advanced networking. The focus ofthis

is tlr work with scientistp on flext-gen$ra-

tion teehnoiogies antl nrethodologies ftrr

the handling of large and complex data

as well as chalienges with the handling

of physical aspects of rcsearch, such as

tissue satnples, by integrating technol-

ogy itrto their workflow and overcoming

geographic iimitations. If successftil with

theee joint research efforfs, CAAREN will
help to develop the network in Peru to

assist rvith rcsearch, infrastrueture, and

teach new teehnology.

Lel lha Hosearch Begln

CAAREN began in Deeember 2013,

essentially as a start-up, The IT services

at CW are extremely advauced aud estab-

lished, but CAAREN itself as an entity is

new, bringing state-of- the-art capabilities

to the university. With the introduction

of the high-performance computing clus-

ter, Colonial One, GW was already well

on its way to becoming a leading institu-

tion for researchers. Ily creating CAAREN

to allow researchers to better leverage the

high'performance computing power of'

Colonial One, GW gained the resources

it needed to attract top-quality research-

ers and cducators, in addition to ereating

a network that can be utiiized through

partnerships throughout the D.C. metro

area. CAARF;N gives researchers the abil-

ity tn pursue grants ftrr which they oth-

erwise would not have been able to apply

without the use of the l00CI3 connection

from internet2,

With this connection, CAAI{EN

provides afl extra layer of lundirrg

possibilities for researchers not only at

GW, but at partner institutions as well.

CAAREN supports those who have

grants who need to move large data sets,

allowing them to complete work they

were previously challenged to do within a

short time frame or in less complex way.s.

Without CAAREN, it can take research-

ers longer to move data and conduct the

research necessary for progress,

CAAREN also provides research-

ers with extra resource$. For example, if
Colonial One does not have enough com-

)



Applying University Themes
rFrom the university's perspective, C.MREN directly applies to its themes within Vision 2021: A Strategic Plan fol the Third
Century of thc Georgc Washington L'niversity. Overall, the strategic plan is focused on cnhancing rcsearch anrl educirtion thlr-rugh

four different thcmes, and CAAI{EN's cutting-edge technology will aliow the university to be on the forefront of developing new

research and education opportunities for the GW cormlunity.

The first them e, innovation through cross-ilisciplinary collaboratioa, is modeled through CAAREN's partnerships across the

several clisciplines of research and school.s rvithin GW, as well as through its partnerships outside of the institution and through-
out the D.C. area. From genomics, to music and arts, to snstainabie STEM jobs, CAAREN provides the opportunity for innova,
tion in a variety of subject,s.

, The second theme, globalization of eilucational and research programsis met most prominently through G!V's partnership

with Peru's National Institute of Health to elevate health research. CAAI{EN has the potcntial to rnakc a difference on an interna-

tional scale in several different ways; and through CAARENensernble, ECOSTEM, and other initiatives it will make a difference

locally to a variety of institutions and organizations.

Expansion of programs that focus on goveftnflce and policy in the public and private sectors constitutes the third theme of
Vision 2021, and CAAREN helps meet the theme goals through its initiative to create a schools-to-job program in sustainability,

as well as its work within the healthcare arena. CAAREN allows researchers to tackle rnajor problems within our healthcare system

and is working to create a sustainable infrastructure to better inform policies to change the world.
'f he final theme, emphasis on infusing the ideas of citizenship anil leadership into everything we do, is another important

'aspect of CAAREN. The network i.s looking to lead the region in cutting-edge research and education, and is ready to take the lead

in a collaborative effort to benefit institutions and organizations across the region. CAAIIEN hopes to develop STEM education

within D.C. schools, helping to create leaders for the future.

putairanal lrLrrvef, researchers Cilil u.\e

CAAIiEN to irecess other superr:otrput-

ing centers acrirss the cortntry through
'ihe Exireme Science arid Enginccring

Di.scovery E,nvironmerrt (XSEDll).

XSEDE is a.single virtual l;y.st!'m thir'.

seientists can usc to interactively share

computing res(,urces, rlata, and expcrtise.

CAAI{EN is integral to the resealch pro-

cess as it works together v;ith computing,

networking, arrd .storage. CAAitEN's staf[

, has conducted personal outrcach alrd

rrret with resealchers across calnpus to

understand their r-reeds to help them do

their job better: CAAIiEN stafi also rvork

closely with researclters in the various

GW institutes and schools in order to get

their data across the network if neccs-

sar),.

In addition to the clear benefits re-

searchers receive frorn CAAI{EN, another

value is the opportunity lor the George

Washington Univcrsity to host events to

trring in innovator.r; ar,cl othcrs on the

bleeding-edge of technology to cainpus.

This year, thc Global Euvitonnrent for
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Network Itrnov;itions (ejENI) Conibrcnce

will [.le hosted by the Georgc Washington

Univer.sity and will utilize Cd{lLEN for

high-speed rretworking. CENI provide.s

a virtual laboratury for netrvorking and

distrihuted systens research and cduca-

tion. It rvill allow frrr nerv applications

and nerv ureas o[ resc;rrch ti be devel-

oped at the conf'erence, in addition to

netlvorking opportunities and technology

demonstrations. A GW student competi-

tion rvill be held prior to the conllrence,

with rcsources providcd by CAAIIEN.

Cisco has agreed to lre the corporater

sponsor fbr the competitioD to provide

students with scholarships, and several

other corporate sporlsors will support the

overall conf'erence. ln addition, CAr\l{EN

provided the netrvork infrastructure lbr
the Internet2 Globrrl Surnrnit held in
Wa.shington, D.C. in 2015.

Although other networks cxist

nationally and internationally, CAARIiN

is fircused on the lf.C. rnetrr regiorr and

ou growing the local comrnunity along

with fostering national and internatil)nal

eolluborative apportunities. Cr\Ail.tN
is part rrl CW, trut \civiccs cusrorncrs

both rvithin and exiernal to G\{. The

tncmtrership costs rclateti to CAAI{Ei.,i

irre fi;r coltirrtted rlperations and .iervice

enhatrcer"nent..s c.stablished c<iliaboratively

with rnembers. Arlditional funding frutnr

grants rvith particular rcsearch locus

which can be intcgraled into CAAI1EN

serviccs longer term.; are target oppor-

tunities. CAAIIEN is an extensive eiT(,rt,

and it is important that it be availablc

to anyouc, anyvrhere in thc rrnivcr.sity

who needs t(, work ol'f the high-speed

network.

As IT services cvolve in a dyr:amic

reseatch environment, technology groups

are working, to position ttrenrselvcs as

key enablers ofbusiness and rcsearch

outcomes and align agilely with changing

dcmantl. Fronr the university's lrerspcc-
tive, its core research infiastructure

is necessary t(, supp()rt complex data

research arrd the rlisscnrination of that

research, foster collaboratic.rn nationally

and intenratiorrally, build closcr partner'-



shlps between aeademic end re$eareh

organizations in the D.C, lnetro region

' and support engagement with interna-

tional partners, In trying to put forward

rnulti-institutional research initiatives,

including public and private research

partnerships, CAAREN's infrastructure

provides not jusl. interconnectivity, but

the opportunity for comrnunity.

Customer Satislaction

' Tools exist to measure how fast tlre

nelwork runs, and test$ are run on

the various data sets run through the

network. Tools also exist for looking at

network productivity, including perf-

SONAR, and staff arc currently working

tc, better integrate such tools into the

operathnal performance management

and monitoring.

CAAREN's uFtime is 99.99 percent.

Overall performance targets include

2417 uptime for customers. ClobalNOC

rnonitors CAAREN to ensure every-

thing is performing cr.rrrectly. Data

generated from genornics, bioinformat-

ics, satellites, super colliders, and other

6ources all require resources for transfer

and processing globally. Researchers

and other users define expectations

collaboratively with CAAREN staff to

ensure successfui service delivery and

performance,

Evaluations inclutle the types and

volume of re.search grants supported

by infrastructurei the nunrbet size,

and success of initiatives; measuring

performance across the infrastructure;

and evaluating the sustainahility of the

initiative. These evaluations advise on

future investment and nrembership in

the infrastructure with partnet organi-

zation6 aud will result in collahorative

changes in forward direction. Currently,

. measures are compiled into an annual

report.

CAAREN is currently in the start-up

phase, and the reporting focuses on

new partners and financial status. The

measure.s are currently evolving, but

the first metrics include viability of
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the infrastrueture on a 5-year return on

investmeht plan. CAAIIEN is currently in

its first year of that plan. Staff fully expect

measures to change as they learn what

has heen successful.

CAAREN includes membership

agreements, and an investment from the

university and the division of IT. The

division of IT was revamped to allow

for hiring of expert staff to support and

build CAAREN, placing the focus of the

division on research technology. Direct

costs for CAAREN include the nrainte-

nance and upkeep of equipment to keep

the network rurrning,

Key user involvement in CAAREN

c<tmes from a collahorative team made

up of key technical and research mem-

bers at GW DC-Net's engineering and

operation team, and cltlse collaboratiori

with outreach and communication offices

on the launch and cornrnunication of the

irritiative. Thus far, cu$tomers have been

very satisfied with CMREN's services.

However, measuring customer satisfac-

tion has been limited to informal surveys

as CAAREN staffmove toward develop-

ing a more structured annual report,

with better ways to capture and report on

those metrics. Once CAARENensemble

and ECOSTEM go live, CAAREN staff

will he rvorking across campus and the

D.C. area to develop and promote the

initiatives to bcst serve the regir.rn,

CAAREN staff are also continu-

ing to build collaborative partnerships

that support and enhance the value erf

CAAREN. Challenges inciude how best

to grow CAAREN moving forward and

how to attract nrembership to CAAREN.

The newly devekrped initiatives will hclp

to tackle those problems. The ECOSTEM

initiative is beginning with solar energy,

but can easily be expanded into other

areas around sustainability.'fhe schools-

to-job platform can also offer other types

of sustainable planning.

Challenges exist around explaining

the benefits of the network infrastructure

without key use cases, and these are being

rnet thro(gh leveraged exarnplea such as

CAARENensemble, hi gh-performance

data transfers with NIH (as exampled

with the IIIVE project), and the EC-

OSTEtvI initiatives to articulate the value

of the infrastructure. There are high

levels of interest as value is communicat-

ed, Other challenges included technical

conrpiexities at implementation (since

resolved), organizational communica-

tion challenges between organizatioris,

internal politics, and collaboration with

external otganizations rvithin partner

groups working on various tirnelines,

Frequent planned committee lneetings,

clear actions and next steps, and constant

open dialogue on priority and timeline.s

helped to overcolrlc many of the conr-

munication challenges faced. Technical

limitations were resolved through the

engagement of additional engineers. Ad-

ditional challenges include recruitment

and establishment of staff, hringing in

funded partnerships and dealing with

timing issues, readiness, funding abilities,

willingness to commit and a neecl to

communicate value.

For tho Fulure

CAAREN is actively pursuing new initia-

tives, and currently has two grant propos-

als subrnitted with additional opporttrni-

ties being explored. Ideallp CAAREN

staff would like to support the needs of
and enable establishing r"egional centers

of excellence around key initiatives. In

addition, there is a need for a growth

in outrerch to K- 12 schools, mu.reum.s,

hospitals, libraries and other organiza-

tions to bring advanced technology into

the classroom for the next generation

of scholars and into the workplace to

increase national and international col-

laboration,

The contact person flr CAAREN is Donald
DuRousseau, dlroctor, resoareh technol-
ogy services, office of planning and stra-
tegic initiatives at the George Washington

UniversiU division of information technol'
ogy. He can be reached at ddurousseau@
gwu.edu.
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We hope you found the new digital format convenient and

enjoyable and the content interesting and useful.

We welcome your comments at any time.

lf you would like to share a story with our audience, please

contact Pat Scott, ACUTA Communications Director, at
859-7 2l-1659 or pscott@acuta.org.

Qur lournoltor 2016 will focus on the following topics:

Spring: lt's an Emergencyl

Summer: The Value of lT
Fall: POTS and PANs: What's Cooking in the !T Kitchen?

Winter: 2020: Vision of the Future
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