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Abstract

This thesis presents research conducted for the security aspects of correlated sources
across a wiretap network. Correlated sources are present in communication systems
where protocols ensure that there is some predetermined information for sources to
transmit. Systems that contain correlated sources are for example broadcast channels,
smart grid systems, wireless sensor networks and social media networks. In these systems
there exist common information between the nodes in a network, which gives rise to
security risks as common information can be determined about more than one source.
In this work the security aspects of correlated sources are investigated. Correlated source
coding in terms of the Slepian-Wolf theorem is investigated to determine the amount of
information leakage for various correlated source models. The perfect secrecy approach
developed by Shannon has also been incorporated as a security approach. In order to
explore these security aspects the techniques employed range from typical sequences used
to prove Slepian-Wolf’s theorem to coding methods incorporating matrix partitions for

correlated sources.

A generalized correlated source model is presented and the procedure to determine the
information leakage is initially illustrated using this model. A novel scenario for two
correlated sources across a channel with eavesdroppers is also investigated. It is a ba-
sic model catering for the correlated source applications that have been detailed. The
information leakage quantification is provided, where bounds specify the quantity of in-
formation leaked for various cases of eavesdropped channel information. The required
transmission rates for perfect secrecy when some channel information has been wire-
tapped is further determined, followed by a method to reduce the key length required
for perfect secrecy. The implementation thereafter provided shows how the informa-
tion leakage is determined practically. In the same way using the information leakage
quantification, Shannon’s cipher system approach and practical implementation a novel
two correlated source model where channel information and some source data symbols
(predetermined information) are wiretapped is investigated. The adversary in this sit-
uation has access to more information than if a link is wiretapped only and can thus
determine more about a particular source. This scenario caters for an application where
the eavesdropper has access to some predetermined information. The security aspects
and coding implementation have further been developed for a novel correlated source
model with a heterogeneous encoding method. The model caters for situations where a

wiretapper is able to easily access a particular source.
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The interesting link between information theory and coding theory is explored for the
novel models presented in this research. A matrix partition method is utilized and the

information leakage for various cases of wiretapped syndromes are presented.

The research explores the security for correlated sources in the presence of wiretappers.
Both the information leakage and Shannon’s cipher system approach are used to achieve
these security aspects. The implementation shows the practicality of using these security
aspects in communications systems. The research contained herein is significant as
evident from the various applications it may be used for and to the author’s knowledge

is novel.
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Chapter 1

Introduction

The introduction addresses the field of security in communication networks, gives an
overview of the objective of the thesis, includes an outline of the thesis and provides a
list of publications for this research project. The field of research is broadly introduced
here to provide a holistic view of the importance and significance of this research as
there are many applications for which it can be used. The thesis objectives cover the
aim of the thesis and hypothesis, and the thesis outline describes the chapters that lie
ahead. The list of publications lists the papers published, submitted and that are to be
submitted for this research project, which also provides an indication that this research

is indeed significant.

This document is a PhD thesis for research in the field of telecommunications. The
research focuses on the security aspects of correlated sources across a wiretap network.
The field is largely information theory based, however in the latter part of this work
there is an interesting link highlighted between information theory and coding theory.
The problem statement, concepts, methodologies and solutions that the research has

focused on is provided herein.

Practical communication systems make use of correlated sources. The communication
nodes adhere to certain protocols and this means that certain information (e.g. date,
area, etc.) in the header files will be the same for various nodes. From the receiver’s (or
an eavesdropper’s) perspective, it appears as common information shared between the
nodes. This is therefore pre-existing or known information for an eavesdropper. Thus,

correlated sources are common in systems transmitting information, e.g. smart grid
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meter systems, wireless sensor networks and broadcast channels. This implies that the
theory used for correlated sources may also be applied to this type of system. These
networks can use the methodologies described in this research to secure the system or

to determine the information leakage.

The research focuses on two and more correlated sources that transmit information
to a receiver. This system is useful for wireless architectures. In wireless networks,
physical links connecting nodes to one another are not present and the transmission
medium is air. These networks have a security risk as the transmitted information
may easily be intercepted. Wireless networks have thus in recent decades gained much
exposure. Mobility, a result of wireless communications, supports productivity in a
workplace because users are able to access information wherever wireless communication
is available and can thus work while moving around [8]. Working while traveling increases
worker productivity [8], which is favourable for businesses. Wireless communication has
applications in many systems for example mobile cellular phones, WLANs (Wireless
local access networks), satellite systems and wireless ad hoc networks. Hoebekeet et al.
[9] maintain that the cellular phone is the strongest motivator for the increase in wireless
communications. WLANs host a local access network, which support high speed data
transmission [10]. Satellite communication makes it possible to have voice transmission
from remote areas (for example journalists reporting live from a remote war zone) [10].
In wireless ad hoc networks wireless mobile nodes self-configure and form a network

without any established infrastructure [10].

Wireless technology has been chosen for the research; this well-established technology
has been chosen because of the vast range of applications for which it may be used. It is
noted that each of these applications mentioned may have correlated sources depending
on the communication protocols. Further applications for wirelesss communications
are in embedded computing applications (where embedded devices communicate in a
wireless manner with one another) and emergency services (informing authorities of
an emergency so the necessary aid can be dispatched). If the protocol has common
information (e.g. the date, time or location in a header file) then the transmitter will
receive information correlated with other nodes/sources. It is also important to note
that correlation is generalized in the sense that no correlation means zero correlation,

hence this research also caters for many other communication scenarios.
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An interesting wireless application is smart grids. The application is mentioned to show
the potential of the research topic, however the scope of the research project is not lim-
ited to this single application. It is a type of electrical grid that functions to predict
and intelligently respond to the behaviour of the users connected to it [11]. It is capa-
ble of making the conventional grid work more efficiently, securely and reliably through
bidirectional flows of power and communication [12]. The two-way communication may
be implemented using AMR (automatic meter reading), where the smart meter is an
important component. Xia and Wang [12] define a smart meter as a device that usually
has a processing chip and a non-volatile storage so that it can perform smart functions;
for example being able to report periodic usage updates to the end-users and the gen-
eration facilities at the power company, and interact directly with smart appliances at
home to control them. The information received by the end users may have correlated
information depending on where the meters are located or what time the information
was sent. It could also be related to the communication protocols to which the meters

adhere.

Other applications for this work are broadcast channels and social media networks. In
broadcast channels there is one sender and multiple receivers, for example satellite sys-
tems. Social media networks transmit information internationally in the form of images,
video, voice and text. For both these applications there may be common information
transmitted via the network. With the existence of common information, the sources
are thus correlated and the principles that apply to correlated sources can also apply to

these systems.

Correlated sources have the ability to decrease the bandwidth required to transmit and
receive messages. A syndrome (compressed form of the original message) is transmitted
instead of the original message. It is also interesting that this correlated source approach
has the ability to provide a more secure communication system. The research focuses

on the security aspect in an eavesdropped network that makes use of correlated sources.

Correlated sources possess a security risk as common information provides information
about more than one source. Correlated source coding is the method that has come
about to reduce this security issue. A compressed message has more information per

bit, and therefore has a higher entropy because the transmitted information is more
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unpredictable. The unpredictability of the compressed message is also beneficial for the

information security.

One of the security aspects focused on is the amount of information leakaed to an
eavesdropper. The information leakage that has been considered is not that associated
with cryptography, as discussed by Sun and Rane [13] but rather that associated with
information theory. The scheme incorporating information leakage by Sun and Rane
[13] deals with allowing for some information to be leaked such that the receiver is able
to retrieve the original message even if it has been corrupted. The leaked information
(which satisfies a lower bound so that it does not compromise the system) serves the
purpose of making the system more secure, and it is related to the field of cryptography.
Thus, one aspect of the information leakage that this research deals with is that where
certain transmitted bits are analysed to determine how much of information about the

source message has been retrieved.

The other security aspect investigated is providing perfect secrecy through the use of
the Shannon cipher system approach. Shannon’s secrecy model is an interesting avenue
for this work. Merhav [14] investigated similarly, for a model using the additional pa-
rameters of the distortion of the source reconstruction at the legitimate receiver, the
bandwidth expansion factor of the coded channels, and the average transmission cost.
In this research, Shannon’s cipher system approach is used to indicate bounds for trans-

mission and key rates to achieve perfect secrecy.

Considering the applications that have been put forth, these correlated sources may be
prone to information leakage in the presence of an eavesdropper. In order to practically
determine the amount of information that an eavesdropper has access to an analysis of
the information leakage for various encoding methods is presented herein. The practical
analysis makes use of coding theory techniques to show how the information leakage is

quantified.

A source message is passed through an encoder before it is transmitted across a channel.
There are various encoding methods that exist; for example encryption, error correction,
compression, message transmission in plaintext. In this work, the encoding method that
has been explored is compression and transmitting messages in plaintext. The network
compression is achieved through use of the Slepian-Wolf coding method. Chapters 4 and

5 employ this encoding scheme for use in systems where an eavesdropper has access to
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channel information only and where the eavesdropper has access to channel information
and some source data symbols (i.e. some predetermined information) respectively. Since
there is a single encoding method this can be described as homogeneous. In Chapter
6, network compression and the plaintext transmission of messages are used to cater
for a scenario where an eavesdropper has easy access to a source. Since there are two

encoding methods used, it can be described as a heterogeneous method.

This research incorporates these encoding methods for correlated sources across wire-
tapped links in order to determine and minimize the information leakage for such a
scenario and to provide a Shannon cipher approach for perfect secrecy. Initially, a gen-
eralized case for multiple correlated sources is considered followed by specialized cases,
which employ the concept of a multiple-access channel. These are networks that consist
of one receiver and two or more sources (as defined by Cover and Thomas [4]). The
wiretap network is characterized when an eavesdropper is present in this multiple-access

channel, with noiseless conditions.

1.1 Objective of Research

The hypothesis for this research is as follows: A generalized model for correlated sources
and a wiretap network will be developed. The purpose of the generalized model is
to quantify the information leakage for this communication scenario. Furthermore, a
masking method will be proposed to minimize/reduce the information leakage of the
proposed model. Therefore, the major contribution is to develop the generalized model
for this specific communication scenario and the minor contribution is to develop a

method to minimize the information leakage for the generalized model.

In this work, the novel aspect covers a generalized model for multiple correlated sources
that transmit messages to a single receiver followed by three specific novel scenarios in
which the information leakage is quantified. Further, the Shannon cipher approach has
been presented for the specific scenarios, which explores the security aspect further. The
research is indeed significant and this can be gathered from the applications for which

this research may be used.
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1.2 Outline of Thesis

The thesis begins with a view of the methodologies and tools used and thereafter the
various models that have been developed are considered. The first chapter is an intro-
duction that introduces the research field, topic and the thesis structure. The list of

publications pertaining to this research are thereafter presented.

In Chapter 2, the background of this research project and where this research fits into
the sphere of information theory and coding theory is described. Related work and
examples are described to give a further understanding of the significance of the re-
search. The literature survey is comprehensive in detailing similar work that has been
done. Investigations conducted in security for correlated sources, Slepian-Wolf coding
and wiretap channels have been detailed. Coding schemes that relate to the field of

information theory are introduced in this chapter.

In Chapter 3, the various methodologies and techniques that have been used in this
research are described. These techniques include Slepian-Wolf’s theorem, typical se-
quences, wiretap channels, Hamming weights, Shannon’s cipher system approach and a
matrix partition method for coding implementation. The fundamental aspects that are
used to prove the Slepain-Wolf theorem are discussed to present this important theorem.
Methods used to determine the equivocation of a source are also presented here. The
coding implementation aspect describes the methodology used to provide a link between

the fields of information theory and coding theory.

In Chapter 4, the multiple correlated source model and a two correlated source model
are developed. Here, multiple correlated sources across a wiretap network is initially
described in terms of the information leakage and thereafter in terms of Shannon’s cipher
system where transmission rates for perfect secrecy are developed. The information
leakage is quantified using traditional information theory concepts of entropy and mutual
information. The two correlated source model is also analyzed in the same way. In order
to show the link with coding theory an implementation to determine the equivocation

is done using a matrix partition method.

In Chapter 5, the focus is on a more specific two correlated source scenario to quantify
the information leakage and to provide the Shannon cipher system approach. Here,

the sources are split into two partitions and certain source symbols and syndromes are
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wiretapped. The information leakage is quantified for this model and Shannon’s cipher
system used to determine the transmission rates for perfect secrecy. As with the previous

chapter this chapter ends with the matrix partition implementation for the model.

In Chapter 6, the information leakage for a correlated source model with heterogeneous
encoding in which an eavesdropper has easy access to one source is considered. As before
the information leakage is quantified and the model is thereafter analyzed in terms of

Shannon’s cipher system, followed by the coding implementation.

To the best of the author’s knowledge these models described in Chapter 4-6 are novel

and their information leakage characterization unique.

Chapter 7 concludes the thesis. The future work for this research and a list of contribu-

tions have also been provided.

1.3 List of Publications

This section lists the publications for this research project, the submitted research papers
and the papers to be submitted based on this research. The sections or chapters of the

thesis that contain the content of these papers have been indicated.
The following is a list of publications for this research project:

1) R Balmahoon and L Cheng, “Bandwidth Reduction using Correlated Source Compres-
sion for Smart Grid Meters with Feedback” in Proceedings of Southern Africa Telecom-
munication Networks and Applications Conference, Port Elizabeth, South Africa, Au-

gust 30 — September 3, 2014.

2) R Balmahoon, H Vinck and L Cheng, “Information Leakage for Correlated Sources
with Compromised Source Symbols over Wiretap Channel II” in 52nd Annual Allerton
Conference on Communication, Control and Computing, Monticello, USA, October 1 —

October 3, 2014. (Detailed in Section 5.1)

3) R Balmahoon and L Cheng, “Information Leakage of Heterogeneous Encoded Cor-

related Sequences over an Eavesdropped Channel” IEEE International Symposium on
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Information Theory, Hong Kong, China, 14-19 June, 2015. (Detailed in Section 6.1 and
Section 6.3)

The following is a list of journal papers to be submitted for this research project:

1) R Balmahoon and L Cheng, “Information Leakage of Correlated Source Coded Se-
quences over a Channel with an Eavesdropper” to submit to IEEE Transactions on

Information Theory. (revised version for re-submission) (Detailed in Chapter 4)

2) R Balmahoon and L Cheng, “Information Leakage for Two Correlated Sources with
Partially Predetermined Information” to submit to IEEE Transactions on Information

Theory. (Detailed in Chapter 5)

This chapter has introduced the research project field and identified the importance of
such a project. The hypothesis and aim of the research has been provided to clarify
the research project goal. The thesis has been outlined to give an indication of the
arrangement of the presentation for this research project. The publications have also

been listed here.



Chapter 2

Background

The literature survey or background related to the research project is presented in this
chapter. Initially the significant and novel work documented by Shannon that led to the
introduction of the field of information theory is detailed. This forms the basis for the
information theory aspects discussed further into the thesis. The concept of correlated
sources forms an important aspect as all the novel models developed in this research
consist of correlated sources. One of the security aspects analyzed is the Shannon cipher
system approach; related literature is detailed in this chapter. The models also contain a
wiretapper, and this chapter incorporates the research conducted in wiretapped networks
to compare the similarity to the models developed during this research project. The
coding implementation for wiretap networks has been researched and the related work
is presented here. This forms a basis for bridging the gap between coding theory and

information theory.

Communication systems enable us to transmit information from a source to a receiver.
Here, a general communication system that is depicted in Figure 2.1, which laid the

foundation for information theory and was introduced by Shannon [15] is shown.

This model by Shannon introduced the components involved in communication when
transmitting digital information (i.e. the information is transmitted as a stream of 0’s
and 1’s) from a source to a receiver. The transmitter is responsible for converting the
message into a suitable form for the particular communication architecture. Thereafter,

the receiver estimates the correct message and sends the information to the destination.
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Information source Destination

Transmitter Receiver

signal ? received signal

Noise source

FIGURE 2.1: Diagram showing general point-to-point communication system [1]

While the information is transmitted it could encounter noise, which results in the

received signal looking different to the transmitted signal.

To provide an analogy for transmitting and receiving information, an example described
by Yeung [1] of a secretary sending a fax (i.e. trying to convey information from one
point to another by fitting as much information as possible on a sheet of paper) is used.
The page could have large fonts or smaller fonts to try to squeeze more characters on
the page, however the page has a finite resolution so if the font is made too small it
may not be readable by the receiver and also there may be noise through transmission
resulting in incorrect characters appearing at the receiver. Even though some characters
are not recognizable the receiver may still be able to determine the information on the
page based on the context. This brings on the idea of finding the maximum amount
of information that can fit on one page while the receiver can accurately determine
the information at the receiver. The concept described here illustrates a fundamental

question about communication systems.

The channel coding theorem was also presented in the work by Shannon [15], which
formed the basis for correlated source coding. Here the entropy is used to characterize
the minimum rate such that the source produces messages that are error free, hence the
entropy has been termed by Cover and Thomas [4] as the ultimate data compression.
The channel coding theorem was another result from this important paper by Shannon

[15].

The important concept of uncertainty (known as the entropy) was introduced in the
paper by Shannon [15] as pointed out by Yeung [1]; it shows that information is naturally
random and probability distributions are used to develop the theory of information.
There are various information measures that are developed from the entropy (and are

explained in greater detail in Chapter 3) for two sources.
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2.1 Correlated Sources

2.1.1 Correlated Source Compression

The Slepian-Wolf code has been defined by Lu et al. [16] as a code that uses incremental
transmission of coded bits to achieve multiple coding rates. It is built on using typical
set encoding and decoding, which has been described in Chapter 3. Slepian-Wolf [17], in
1973 initially described coding for correlated sources such that the Slepain-Wolf bound is
achieved, which ahowed the use of Slepian-Wolf codes for correlated sources. Thereafter,
there have been many applications of Slepain-Wolf codes. Two such examples are the
use of streaming codes, where the Slepian-Wolf bound is met for streaming data that
incorporates a random binning procedure [18] and the use of Slepian-Wolf codes for

storing fingerprint biometrics [19].

In work by Prabhakaran et al. [20] the rate regions for Slepian-Wolf have been analyzed
for a secrecy model where there is an eavesdropper present. For the models presented
herein the Slepian-Wolf theorem is employed to ensure accurate reconstruction of the

transmitted message at the receiver.

According to Wolf and Kurkoski [21], an important aspect of the Slepian-Wolf theorem
is that the encoders can achieve better compression rates by exploiting the correlation
in the transmitted data streams. The result is that Slepian-Wolf coding can achieve the
same compression rate as an optimal single encoder that has all correlated data streams
as inputs [21]. Thereafter, Slepian-Wolf coding has also been used in applications for
security [22][16], showing that security is indeed a concern. In the research contained
herein, security aspects are also explored, different to that already done as the informa-
tion leakage across links is quantified and minimized. The correlated source approach
contributes to information leakage as a source is able to provide common information
for every other source with which it is correlated. Correlated source coding, which in-
corporates the Slepian-Wolf theorem is a method to alleviate this issue as compressed

forms of the original messages are transmitted.
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2.1.2 Side Information and Multiple Correlated Sources

Any extra information that the eavesdropper has access to can be considered as side
information to assist with decoding. This side information can be viewed as a separate
source and when the side information is correlated then it can be generalized to represent
a correlated source. Villard et al. [23] have explored this side information concept further
where security using side information at the receiver and eavesdropper is investigated.
Side information is generally used to assist the decoder to determine the transmitted
message. An earlier work involving side information was done by Yang et al. [2]. In
Chapter 5, a specific model is introduced where there are data symbols transmitted

directly to the receiver; this is considered as correlated side information.

The common side information concept is extended when there are common random keys
available at the sender and the receiver. This is correlated side information available at

the terminals and has been investigated by Ahlswede and Csiszar [24].

In work done by Johnson et al. [25] the field of side information and compressed in-
formation was investigated. Side information was thereafter looked at by Villard and
Piantanida [26]: A source sends information to the receiver and an eavesdropper has
access to information correlated to the source, which is used as side information. There
is a second encoder that sends a compressed version of its own correlation observation of
the source privately to the receiver. Here, the authors show that the use of correlation

decreases the required communication rate and increases secrecy.

There has been work done by Maurer [27] that describes security aspects for common
information between multiple sources. This work entails building a cryptographic system
that satisfies perfect secrecy conditions with a key that has an entropy less than the

message entropy.

2.1.3 Feedback Applications

To show that correlated sources exist in a range of models, it is noted that correlated
sources have been implemented with feedback. Correlated sources with feedback are
investigated by Yang et al. [2] for the case of one and two encoders, as depicted in

Figure 2.2 and 2.3.
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The scheme proposes a block coding algorithm for the case in Figure 2.2. It is proven

that:
¢ — H(X|Y) (2.1)
XoX1X2Xs.... Xo X1 X0 X5
>
—_— Encoder « - - - - __ Decoder >
YoY1YoYs....
FIGURE 2.2: Feedback source network with one encoder [2]
X()X1X2X3 .....
——> Encoder 1 Ny
B~ (XoY0)(X1V7)(X2V2)(

> Decoder ——

—> Encoder 2 =

FIGURE 2.3: Feedback source network with two encoders [2]

where c¢ is the compression rate (i.e the number of bits transmitted from the encoder to
the decoder) and H(X|Y) is the conditional entropy of the source X given Y, both of
which are correlated. The authors also prove that the feedback rate approaches zero as
the number of transmissions become very large. For Figure 2.3 the same analysis results
are extended and the authors present a universal decoding algorithm for a feedback
scenario. More recently, Yang et al. [2] also considered feedback and presented a model
that uses typical set encoding and decoding to achieve the Slepian-Wolf bound for a

feedback scenario.

2.1.4 Security and Other Applications

The use of correlated sources has various applications, for example the field of network
coding (which is the use of coded data blocks during communication). Ho et al. [28] in-
troduced network coding for correlated sources. Thereafter, the flow of information that
incorporated multiple correlated sources was investigated by Barros and Servetto [29].
Other interesting work then dealt with the extraction of correlations between sources,

such that the joint distributions may be determined [30]. A few years later, building on
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the extraction of correlation was work by Bogdanov and Mossel [31], where common bits
are extracted without communication occurring. Thereafter some importance is placed
on the work conducted by Prasad et al. [32] where the use of correlated sources is made
for security needs. Here, the compression ability for correlated sources is exploited.
This research contained herein also used the compression ability for correlated sources

to provide security.

Dai et al. [33] point out that their correlated source approach can be used as an ap-
plication in broadcast channels. Since we present fundamental research for correlated
sources, it may be used with these applications as well. Research prior to Dai et al.
[33] that incorporate Slepian-Wolf coding and broadcast channels as an application are
those by Ahlswede and Korner [34] and Grokop et al. [35]. A network incorporating
wiretappers that access noisy information can be called a wiretap channel. A detailed
explanation of these channels is contained in Chapter 3. Villard and Piantanida [26]
have looked at correlated sources and wiretap networks. In their work, there is a second
encoder that sends a compressed version of its own correlated observation of the source
privately to the receiver. Here, the authors show that the use of correlation decreases

the required communication rate and increases secrecy.

Villard et al. [23] explore this side information concept further where security using
side information at the receiver and eavesdropper is investigated. Side information is
generally used to assist the decoder to determine the transmitted message. An earlier
work involving side information is that by Yang et al. [2]. The concept can be consid-
ered to be generalised in that the side information could represent a source. It is an
interesting problem when one source is more important and Hayashi and Yamamoto [36]
consider it in another scheme, where only X is secure against wiretappers and Y must
be transmitted to a legitimate receiver. They develop a security criterion based on the
number of correct guesses of a wiretapper to retrieve a message. In an extension of the
Shannon cipher system, Yamamoto [37] investigated the secret sharing communication

system.
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2.2 Shannon’s Cipher System and Wiretap Channels

2.2.1 Shannon’s Cipher System

Keeping information secure has become a major concern with the advancement in tech-
nology. This research incorporates some traditional ideas surrounding cryptography,
namely Shannon’s cipher system and adversarial attackers in the form of eavesdroppers.
In cryptographic systems, there is usually a message in plaintext that needs to be sent
to a receiver. In order to secure it, the plaintext is encrypted so as to prevent eavesdrop-
pers from reading its contents, and is termed the ciphertext. Shannon’s cipher system
(mentioned by Yamamoto [5]) incorporates this idea. Apart from the Shannon cipher
system, there is another well known cipher model i.e. the secret sharing communication

system described by Yamamoto [38], which is an extension of Shannon’s cipher system.

The definition of Shannon’s cipher system has been discussed by Hanawal and Sundare-
san [39]. In Yamamoto’s [5] development on this model, a correlated source approach
is introduced. This gives an interesting view of the problem, and is depicted in Fig-
ure 2.4. Correlated source coding incorporates the lossless compression of two or more
correlated data streams. Correlated sources have the ability to decrease the bandwidth
required to transmit and receive messages because a syndrome (compressed form of the
original message) is sent across the communication links instead of the original message.
A compressed message has more information per bit, and therefore has a higher entropy
because the transmitted information is more unpredictable. The unpredictability of the

compressed message is also beneficial in terms of securing the information.

Wi

Key Generator

XY 144 X
Source Encoder l Decoder ——»

Wiretapper

FIGURE 2.4: Yamamoto’s development of the Shannon Cipher System

With reference to Figure 2.4, the source sends information for the correlated sources, X
and Y along the main transmission channel. A key Wy, is produced and used by the

encoder when producing the ciphertext. The wiretapper has access to the transmitted
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codeword, W. The decoded codewords are represented by X and Y. In Yamamoto’s
scheme the security level was also focused on and found to be & H (X%, YK |[W) (i.e. the
joint entropy of X and Y given W, where K is the length of X and Y) when X and Y
have equal importance. This is in accordance with traditional Shannon systems where
the security is measured by the equivocation. When one source is more important than
the other then the security level is measured by the pair of the individual uncertainties
(FH(XK|W), 2H(YX|W)). An investigation into the rate distortion theory has been
conducted in more recent research by Yamamoto [40]. This research project also incor-
porates Shannon’s cipher system to determine the transmission rate for perfect secrecy
for two or more correlated sources that transmit information to a receiver via separate

links.

2.2.2 Wiretap Channels and Wiretap Channel 11

Whether many links are considered or a single link as Yamamoto [5] had, there may
be a wiretapper present that can access information across the link/s. The signals are
more susceptible to eavesdropping in wireless networks compared to the traditional wired
networks, as it is easier to attack the former. Other concerns in wireless communication
are path loss, interference and fading. Being able to keep messages secure and user
identities private thus becomes a concern. Furthermore, since eavesdropping is a major
security risk in wireless networks, it is in the interest of producing a secure system to
ensure that there is as less information as possible leaked to an eavesdropper. In work by
Aggarwal et al. [41] active eavesdroppers are described. These eavesdroppers are able to
erase/modify wiretapped bits. They develop a perfect secrecy model for this scenario.
The eavesdropper investigated in the work contained herein is a passive wiretapper, who

cannot modify information.

Since AMR (automatic meter reading) is an application of wireless networks, it has
the same concerns as that mentioned for wireless networks, namely eavesdropping. A
wiretap network is generally one that allows for eavesdropping across a noisy channel.
Wiretap networks have been presented by Cai and Yeung [42] and incorporate network
coding and information security. Bloch et al. [43] also develop research on wiretap
networks further. They show how the wiretap network is related to the client-server

architecture and thereafter implement wiretap codes on the network scenario. Wiretap
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networks have also been studied by Grokop et al. [35], where they incorporate source
coding, using the Slepian-Wolf rate on a broadcast channel that is wiretapped. It has
later been looked at via rank-metric codes for security [44]. Thereafter security of the

wiretap channel was investigated by Cai et al. [42].

An interesting development for the conventional wiretap network is the Wiretap Channel
I1, introduced by Ozarow and Wyner [45] with a coset coding scheme. A characteristic
that makes the Wiretap Channel II different from the original wiretap channel is that
the former is error-free, which is why it can be incorporated into the network layer in
the 7 layer ISO model. The mathematical model for this wiretap channel II has been
given by Rouayheb et al. [6], and can be explained as follows: the channel between
a transmitter and receiver is error-free and can transmit n symbols of which p can be
observed by the eavesdropper and the maximum secure rate can be shown to equal n— u
symbols. This wiretap channel can also be looked at from a Gaussian approach and a

variation of this Gaussian wiretap channel has been investigated by Mitrpant et al. [46].

Security for the wiretap channel II has been spurred on by research by Luo et al. [47],
where the equivocation for a wiretap channel II that leaks certain source data symbols to
an eavesdropper was investigated. There has also been some work done on the Wiretap
Channel IT that focuses on network coding, by Cai and Yeung [42] and Rouayheb et al.
[6]. Zhang [48] quantified the uncertainty of obtaining a source message after wiretapping
certain bits on a link in a Wiretap Channel II. Secrecy in the Wiretap Channel II was

looked at by Cheng et al. [49], where messages are encoded with some random key.

In an interesting application of the wiretap channel and wiretap channel of type II, Dai et
al. [50] presented a model that incorporates compromised encoded bits and wiretapped
bits from a noisy channel. The concept of a noiseless transmission gives rise to an ideal
situation in terms of noise when analyzing the model. In chapter 5, a scenario where
an eavesdropper has access to more than just the bits from the communication links is

considered.

Luo et al. [47], in some previous work, have described this sort of adversary as more
powerful because in addition to the eavesdropped bits from the communication links,
the eavesdropper also has access to some data symbols from the source. In other pre-

vious work [51], the information leakage for two correlated sources when some channel
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information from the communication links had been wiretapped was investigated. In-
tuitively from this work, it is seen that there is indeed more information gained by
the more powerful eavesdropper, not just in terms of the data symbols but in terms of
the alternate source, which results from the fact that the sources are correlated. This
concept is similar to that employed in the correlated source model developed Chapter
5. This makes it easier for the eavesdropper to determine the transmitted message and
information about another correlated source. Recently, security aspects of the wiretap
channel IT has been researched by Rouayheb et al. [6], emphasizing that this area of

security for the wiretap channel II has room for growth.

2.3 Coding and Security Aspects for Correlated Sources

In this research project information theory is primarily used, however the interesting
relation between information theory and coding theory has also been explored. There
has been work done on wiretap channels for a coding approach. The first was done
by Wei [7] who presented the generalized Hamming weight to describe the minimum
uncertainty that an eavesdropper has access to. This uncertainty has been termed the
equivocation. The generalized Hamming weight uses the parity matrix rank to determine
the equivocation when various transmitted bits are eavesdropped. An extension of this
work was performed by Ngai et al. [52] to describe generalized Hamming weights for a
network scenario. Thereafter characteristics on this channel were introduced by Luo et
al. [47]. The characteristics focused on were those pertaining to Hamming weights and
Hamming distances in order to determine the equivocation of a wiretapper. Thereafter,
the security aspect of wiretap networks has been looked at in various ways by Cheng et
al. [49], and Cai and Yeung [42], emphasizing that it is of concern to secure this type of

channel.

The concern in this research in terms of coding theory is to find a link to information
theory so as to quantify the information leakage across links in a practical manner. The

work by Luo et al. [47] assists in achieving this goal.



Chapter 2. Background 19

error vector

message codeword
— > codeword & error vector

»%—b codeword @ biometric
biometric

FIGURE 2.5: Vinck’s [3] equivalent wiretap model

2.3.1 Matrix Partitions

The transmission of messages needs to satisfy the Slepian-Wolf bound in order for correct
decoding to occur at the receiver. Slepian-Wolf coding enables the transmission of
separately encoded messages and the joint decoding of them. The coset codes that have
been used by Wyner (used in many applications, e.g. by Wei [7] and Luo et al. [47]) have
been used by Pradhan and Ramachandran [53]. In this research project, the analogy
for a generator matrix to represent the equivocation presented by Luo et al. [47] to
determine the amount of leaked information is used. There have been many practical
syndrome based schemes (Yang et al. [54], Pradhan and Ramchandran [55] and Liveris
et al. [56]), one such example is that by Ma and Cheng [57], where partitions of the
generator matrix is also employed. We use the method supplied by Stankovic et al. [58]
in order to partition the matrices to make use of the matrix partition method, which is

optimal for Slepian-Wolf coding.

2.3.2 Coding for Wiretap Channels

Wiretap networks/representations have been looked at by Ozarow and Wyner [45] where
a coset coding scheme is employed with a wiretap channel of type II. There has also
been work for coding along wiretap channels in other instances, for example by Vinck
[3]. Here, the connection between biometrics, information theory and coding techniques
is explored. A wiretap representation is used to consider two new situations for the

wiretap channel.

In Figure 2.5, the message is a random vector satisfying a fixed length that is generated
at enrollment, to construct the codeword. The fingerprint biometric study has also been
done by Draper et al. [19] where Slepian-Wolf codes are incorporated, which relates very
closely to Vinck’s [3]. A similar link between information theory and coding theory has

been provided by Luo et al. [47], which is also explored in this research.
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This chapter gives a background of the field that has been researched. The novel work
documented by Shannon starts the chapter and thereafter the concept of correlated
sources, Shannon’s cipher system and wiretapped networks are broadly focused on.
These are important aspects of this research project as the models developed incorporate
correlated sources and wiretappers, and one security aspect focused on is the Shannon’s
cipher system. The implementation based on coding techniques and the related research

have also been mentioned as it forms an aspect of this research project.



Chapter 3

Techniques

This chapter includes a description of the methodologies and techniques used for the
research project. The technical aspects of these techniques are contained here to show
how the models in the chapters that follow have been developed and analyzed. The
various techniques are also required to quantify the information leakage and incorporate
the Shannon cipher approach for the models. Techniques such as the Slepian-Wolf
theorem that describes transmission rates for correlated sources and typical set encoding
and decoding, which is used to prove the Slepian-Wolf theorem and gives a method to
encode and decode messages using very small typical subsets are among the necessary
techniques for this work. Wiretap networks and the associated method used to analyze
the wiretapped links are thereafter included. The coding approaches used that make use
of generalized Hamming weights and a matrix partition method are described towards
the end of the chapter, as these techniques are used to form the link between information
theory and coding theory. These techniques and various others are described in this

chapter.

For the alphabets X and ) we define the discrete random variables X and Y having
length k each, where the symbols that belong to X and ) are represented by = and y
respectively. The probability distribution is given by p(z) for X and p(y) for Y. For
a collective set of these random variables, we can represent them as X, Xo,..., Xg,
having probability distributions p(z1,x2,...,zx), and Y1, Ys, ..., Y), having probability
distributions p(y1,y2, - - ., Yk)-

21
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3.1 Shannon’s Information Measures

As mentioned in Chapter 2, the concept of entropy was introduced by Shannon [15].
Here, an explanation of the various Shannon information measures developed as a result

of Shannon’s work are provided.

Entropy: For a random variable X, the entropy is defined as

Zp ) log p(a (3.1)

where p(x) is the probability distribution of X.

The base of the logarithm can be chosen to be any convenient real number greater than
one [1]. The entropy represents the level of uncertainty in a message as it is a function of
the probability distribution of X, which is the average amount of uncertainty removed

when the outcome of X is revealed [1].

For pairs of random variables, there are information measures in terms of the joint and

conditional entropies.

Joint entropy: For a pair of random variables X and Y, the joint entropy is defined as

H(X)Y) Zp z,y)logp(x,y) (3.2)
Y

where p(x,y) is the joint probability distribution of X and Y.

Similarly, using the conditional probability distribution for two random variables X and

Y, i.e. p(z,y) the conditional entropy definition follows.

Conditional entropy: For a pair of random variables X and Y, the conditional entropy

is defined as

H(X|Y) ==Y plx,y)logp(x|y) (3.3)

T,y

An important relation between these information measures can be considered as follows:

H(X,Y)=H(Y)+HX|Y) or HX,Y) = H(X) + HY|X).
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The mutual information between sources is also of interest in determining the dependence

of sources and has been described in fundamental information theory literature [1][4].

Mutual information: For a pair of random variables X and Y, the mutual information

between X and Y is defined as

I(X;Y) =) pla,y) logm (3.4)

The relations between the joint entropies, conditional entropies and mutual information
is given as follows: I(X;Y) = H(X)+H(Y)—H(X,Y). Yeung [1] showed that all these
Shannon information measures are special cases of the conditional mutual information.
The Venn diagram in Figure 3.1 shows the visual representation of these information

measures.

H(X,Y)

H(X]Y) I(X;Y) H(Y[X)

FIGURE 3.1: Venn diagram illustrating Shannon’s information measures

After Shannon’s work, there has been research to find the transmission rates for various
other models. These techniques mentioned below and the information leakage bounds
result from the Slepian-Wolf coding scenario, which is a method of coding that utilizes

two compressed correlated sources.

3.1.1 I-Measure

The I-measure has been developed to assist in establishing a one-to-one correspondence

between Shannon’s information measures and set theory in full generality [1]. This allows
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for set operations to be used with certain forms of Shannon information measures, which

brings in some more diversity to the operations used in information theory.

Let X7 and X5 be random variables and X 1 and Xg be sets corresponding to X; and X,
respectively. An information diagram is used to represent these sets, which is actually
a conventional Venn diagram. The universal set, which is the union of X1 and X5, does
not need to be shown explicitly just as in a usual Venn diagram [1]. Writing A N B¢
(i.e. the complement of B) as A — B, Yeung [1] has defined a signed measure p* (the

I-measure) by

pi(X1 — Xa) = H(X1|Xo)
pi(Xy — X1) = H(Xs| X))

and p*(Xy N Xp) = I(X1; X>) (3.5)

The entropies of X and Y are given by pu*(X;) = H(X)) and p*(X3) = H(X3) respec-

tively.

The remaining set can be obtained via set-additivity, in order to achieve the Shannon

information measure of H(X,Y). This is done as follows:

(X1 U Xs)
P (X1 — Xo) + pt(Xz — X1) + p* (X1 N Xo)
= H(X1|X2) + H(Xo|X1) + I(X7; Xo)
= H(X1,X>) (3.6)
Hence, all Shannon information measures for this scenario for 2 sources can be repre-
sented by the I-measure. Upon realizing this I-measure the set operations may be used

in information theory.

3.1.2 Markov Model

The properties and concepts from Section 3.2 onward deal with i.i.d processes, however
when the processes are dependent then the Markov model concept may be used. More

specifically the Markov model focuses on processes that are stochastic where the random
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variables only depend on the variable preceding it and is conditionally independent of

all the other preceding random variables [4].

Markov Chain: A markov chain is one where, for the stochastic processes X1, Xs,..., X,

form=1,2,...,

Pr(Xn-‘rl = xn+1|Xn =Ty, Xp—1=Tp-1,...,X1 = xl)

= Pr(Xp41 = zpq1|Xn =2p) (3.7)

for all x1,xa,...,2pn, Tnt1 € X.

This means that if X — Y — Z form a Markov chain (as depicted in Figure 3.2) then
X and Y are dependent, and so are Y and Z, but there is no dependence between X

and Z.

FIGURE 3.2: Markov model for X,Y and Z

This technique is used to prove certain information theory relations: e.g. the data

processing theorem, the relation I(X;Y;7) > I(X;Y) [1] and Markov fields [4].

3.2 Correlated Source Coding

The messages from correlated sources have some similarity (measure of correlation)
between them. Correlated source coding incorporates the lossless compression of two
or more correlated data streams. Each of the correlated streams is encoded separately
and the compressed data from each of the encoders are jointly decoded by a single
decoder as shown in Figure 3.3, for two correlated streams. The work described in
this research project incorporates multiple correlated sources, however two sources are
illustrated here to show the concept. This idea of transmitting compressed information

came about as a result of the threat posed by correlated sources. Correlated sources
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are a security risk when the correlated bits are known as an eavesdropper is able to
gain additional information about the source. The correlated bits that have not been
transmitted become additional information that the eavesdropper has access to. Hence,

the need for correlated source coding.

X tq
E— Encoder
Decoder
E— Encoder
Y ta

FIGURE 3.3: Correlated data streams

Here, X and Y are the correlated sources and ¢; and ¢9 are the syndromes (compressed
form of the original message) transmitted by X and Y respectively. The correlation is an
advantage because less information needs to be transmitted across the channel (i.e. ¢;
and ty are shorter in length than the messages at X and Y respectively), as it is not nec-
essary to transmit the correlated information. Correlated sources thus have the ability to
decrease the bandwidth required to transmit and receive messages because a syndrome
is sent across the communication links instead of the original message. As mentioned
in Chapter 1, the compressed message has more information per bit and therefore has
a higher entropy. This is because the transmitted information is more unpredictable as
there is no redundancy in this case. The unpredictability of the compressed message is

also beneficial in terms of securing the information.

In order to encode correlated sources symbols, we need to ensure that the transmission
rates satisfy certain transmission bounds. This is done through the use of Slepian-Wolf
coding. In order to understand the Slepian-Wolf theorem the asymptotic equipartition
property through the concept of typical sequences needs to be described as the Slepian-

Wolf theorem uses it as a fundamental building block.

3.2.1 Typical Sequences

An e-typical set of X, AE”) (X) is a small subset of the set X’ having certain properties

that will be described in this section. It is seen that the size of the typical set when
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compared to the entire set approaches zero for large n [1]. The typical sequence is
important because even though it is insignificant in terms of size when compared to the

entire set it contains almost all the probability.

Typical sequences can either be strongly typical (difference between frequency of possi-
ble outcomes and corresponding probability is very small) or weakly typical (difference
between empirical entropy and true entropy is very small). Strong typicality can be used
for proving memoryless theorems, shown by Yeung [1] and is built on from the strong
AEP (asymptotic equipartition property). The limitation for strong typicality is that
it can only be used for random variables with finite alphabets, however there has been
recent work on making strong typicality work for instances of infinite alphabets [59].
When a sequence or set is strongly typical then it implies weak typicality [1]. Weak typ-
icality is commonly used in relation to the source coding theorem and is related to the
Shannon-McMillan-Breiman Theorem by Yeung [1]. The weak AEP is used to interpret

weakly typical sequences.

The weak AEP law specifies that the probability for a symbol z as it approaches H(X)

when n is large. This law is an application of the weak law of large numbers.

Weak AEP Law:
1
Pr{| — —logp(z) —H(X)| <e} >1—c¢ (3.8)
n
The quantity —% log p(x) is the empirical entropy of X, which is close to the true entropy
for a weakly typical sequence. If a sequence X = {1, 9, ...x,} is drawn the weak AEP
specifies that the probability of the sequence drawn is 27 "H X) with a high probability,

9—nH(X)

i.e. a weakly typical sequence has probability . For large n we can therefore

imagine x as been obtained directly from the weakly typical set.

Here, we use weakly typical sequences that are jointly typical. The concept of jointly
typical sequences extends from the joint AEP (proved by Cover and Thomas [4]). For
joint AEP we consider two variables (X", Y™) € X and Y respectively, having probabil-
ities (p(x),p(y)). The following properties exist:

e The probability that (X", Y"™) belong to the a typical set approaches one as n

becomes large
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e The size of the typicality set is 27(H(X.Y)+e)

e If there exists two independent variables (X', Y”’) that have the same probability
distribution as (p(z), p(y)), then the probability that (X', Y”’) are part of the typical

set is upper bounded by 27(/(X;Y)=3¢)

The first property is proven using the weak law of large numbers. For the second

property the probability is summed over the entire typical set, which has a probability of

9—n(H(X,Y)+e) (H(X.Y)+e)

by definition, resulting in a size of 2" . The third property results
from the fact that the probability distributions (p(z),p(y)) summed over the typical
sequence is upper bounded by 2H (X) and 2HY) gubtracted from 27HXY), Using
the Shannon’s information theoretic relation here, H(X,Y) — H(X) - H(Y) = I(X;Y)

and collection of the €, we obtain the result for the third property.

It is seen that in the jointly typical set there are 2H(X) and 277(Y) typical sequences
for X and Y respectively. However as pointed out by Cover and Thomas [4] there are

2nH(X.Y) jointly typical sequences so not all pairs of typical X” and typical Y™ are

only
also jointly typical; in fact there is a probability of 27/(X5¥) that any randomly chosen

pair is jointly typical.
For typical sequences, there are three important properties:

e the probability that a typical sequence belongs to the typical set approaches one

when n is large

e the probability distribution for a typical sequence is given by 27(H(S)%e)

e the size of the typical sequence is 271 (5)+2€)

Here the set of .S, AE") (S), which is a small subset of the set S is used. The first property
is a result of the law of large numbers. The second property follows from the definition

of a typical sequence, as we know the following:

- %log p(s) < H(S) — e (3.9)
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The third property follows from this second property where the probability distribution
is summed over all s € AE”), which has a result of 1. When we assume n is sufficiently
large we are able to use the probability distribution 2-™(5)=€) for the probability of

1 — ¢, thus providing both bounds.

For jointly typical sequences, there exists a set that is jointly typical to variables in X,
denoted by A (S) where S = (X1, X2). The joint probability distribution for (xi,z2)
can be approximated by H (X7, X2) when n is very large. Thus, the following property

for the conditional probability distribution for jointly typical sequences is developed:
ps1]sg) = 2n(HS1152)%2¢) (3.10)

for (S1,52) € {X1, Xo,..., X} where (s1,s2) € Agn)(Sl,Sg). To prove this property

the following relation is used:

p(s1,52)

(o) (3.11)

p(sals1) =

— 9-—n(H(S1,52)+e) — 9—n(H(S1)*e)

where p(s1, s2) and p(s1) Substituting these into
equation (3.11) and using the relation H(S1,S2) — H(S1) = H(S2|S1) we obtain the

desired result as shown in (3.10).

Just as joint typicality can be defined for typical sequences, so can conditional typicality.
This concept is not used for this work, however descriptions of such sequences can be

found in Cover and Thomas [4].

3.2.2 Slepian-Wolf Coding

The Slepian-Wolf theorem gives a bound on the minimum number of bits per character
required for the encoded message streams in order to ensure accurate reconstruction
(with an arbitrarily small error probability) at the decoder. The system efficiency is
measured by the rates that the encoder outputs the encoded bits per character. Slepian

and Wolf [17] produced the following result:

Slepian- Wolf Theorem: For two correlated sources X and Y transmitting messages to
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a destination node 7' (depicted in Figure 3.4), the transmission rates (Rx, Ry ) satisfy

the following inequalities:

Rx > H(X|Y)
Ry > H(Y|X)

Rx + Ry > H(X,Y) (3.12)

where Rx and Ry represent the rate allocation for the correlated sources X and Y
respectively. This means that X and Y need to have a rate allocation of H(X,Y") to

ensure that the received messages can be decoded correctly.

R, > H(X|Y) R, > H(Y|X)

FI1GURE 3.4: Diagram showing rate allocation for correlated sources X and Y

The Slepian-Wolf theorem is described using the concept of typical sequences and bin-
ning. Here, X is partitioned into 277 bins and Y is partitioned into 2"%2 bins. The
idea of random bins is that we choose a large random index for each source sequence and
since the typical sequence is small, there is a different index for different source sequences
with high probability. The code is generated by assigning all x € X and y € ) into one
of 2 bins for X and 2™ bins for Y. For X and Y the assignment to bins is inde-
pendent according to the uniform distribution on {1,2,...,2"%} and {1,2,..., 2"}

respectively.

The encoding and decoding is done as follows:
Encoding: For X, the index of the bin where X belongs is transmitted. For Y, the index
of the bin where Y belongs is transmitted.

Decoding: There are one of two options. Firstly, if there is only one typical sequence
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belonging to the bin then declare the typical sequence to be the result of X and Y, i.e.
if there is only one pair (z,y) such that fi(z) =g, fo(y) = jo and (x,y) € A" Here,
f1 and fo are the assignments to the bins for X and Y respectively. Otherwise, declare
an error. During decoding, the pair of indices that have been transmitted specifies a
product bin, as depicted in Figure 3.5. Here, we note that the binning scheme need
not be characterized at the transmitter, just at the receiver. According to Cover and

Thomas [4] it is this property that allows this code to function for distributed sources.

) v onR1 hing
[ ) [ ] [ ) [ [
[ ) [ ) [ ] [ ] [ )
onfa hing

: : .
: : “~

2 H(XY) Sointly typical pairs (2, %)

FIGURE 3.5: Slepian-Wolf encoding: the jointly typical pairs are described by the
product bins [4]

Proof of Slepian- Wolf theorem. In order to prove that the Slepian-Wolf theorem is achiev-
able, it is shown that the error probability is calculated to be bounded by 4¢. Four error
events are defined:

e P.y: the received sequence does not belong to the typical set

e P, : there exists another z, i.e. 2’ in the bin that is jointly typical with Y

e P.,: there exists another y, i.e. 9/ in the bin that is jointly typical with X

e P.3: there exists another (z,y) in the bin that belongs to the jointly typical set.
where (Peg, Pe1, Pea, Pe3) indicate the probabilities of the error events described above.

The union of these error event probabilities provide the upper bound for the error

probability.
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From the joint AEP, we know that the probability the sequence does not belong to the
jointly typical sequence is small, and as n becomes large this error is bounded by e.

Therefore P, < e.

For P,.1, we use the fact that the error probability is upper bounded by the joint prob-
ability distribution summed over all (x,y) (which is 1) and the probability that there
exists an 2’ in the same bin summed over the typical sequence (which is the size of the

typical sequence times 2"f*!). This is shown in equation form below:

> pley) Y, € AVP(h) = filx))

(z,y) (='y)

= D AdX[y)l2™
(='sy)
< oHXY)+e)g—nk (3.13)

We can see that if Ry > H(X|Y) then for sufficiently large n (3.13) tends to 0, hence
the error probability is upper bounded by e. This means P., < e. Similarly the third
and fourth events can be shown to be upper bounded by € each when Ry > H(Y|X)
and Ry + Ry > H(X,Y). The combination of these upper bounds results in an error
probability of 4e. This is shown by equations (3.14) and as follows.

> play) Y € AMP(f(y) = L))

(z,y) (z,y")

= Y |Aday)2
(zy')
< 2n(H(Y|X)+6)2—nR2 (314)

For P.s, the fact that the error probability is upper bounded by the joint probability
distribution summed over all (x,y) (which is 1) and the probability that there exists an
y' in the same bin summed over the typical sequence (which is the size of the typical
sequence times 2"72 is used to determine the probability. It is seen that as Ry >
H(Y|X) then for sufficiently large n (3.14) tends to 0, hence the error probability is

upper bounded by e. This implies that P., < e.
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For the remaining probability P, we use the following as a result for there existence of

another typical sequence in the same bin.

Y p(x.y) Y € AVP(faly) = fo(y)))
(zy) (zy)
= ) |Ad(X[y)[2 gk
(z,y)
< 2n(H(X,Y)+e)2—TLR1 2—nR2 (315)

From the result of (3.15) it is seen that as R; + Re > H(X,Y) then for sufficiently
large n, (3.15) tends to 0, hence the error probability is also upper bounded by e. This
implies that P., < e. The combination of probabilities for these four error events,
(Pey, Peyy Pey, Pey) is therefore upper bounded by 4e. This proof shows the achievability

of the Slepain-Wolf theorem, which has a major impact for correlated sources. O

There has been important work that makes use of the Slepian-Wolf theorem, for exam-
ple that by Yamamoto [5] and Villard et al. [60]. These schemes use the Slepian-Wolf
theorem to provide models for applications on broadcast channels, linking digital and
analogue schemes [61] and binary erasure channels [60]. These therefore form the build-
ing blocks for systems of such applications. This points out that the research presented
herein may also be used for these applications and in these ways to better the security

of the system.

Optimizing the transmission rate regions is an aspect of Slepian-Wolf coding. As the rate
increases the security decreases, which comes from the deduction that the error entropy
is proportional to the information rate. Thus, in order to achieve optimal security, the

rate should decrease.

Yang et al. [2] incorporate the Slepian-Wolf theorem into their study and give an indi-

cation of the achievable region for Slepian-Wolf codes (Figure 3.6).

The shaded region indicated in Figure 3.6 is that where the decoder can recover X and
Y with arbitrarily small error (i.e the achievable region). The compression rate in bits
is given by Rx and Ry to encode X and Y respectively. When transmission occurs in

this region then decoding can occur correctly.



Chapter 3. Techniques 34

oy
H(X,Y) |
\ v
\\ -
HY) |---
<
H(Y|X)%777‘F777/ / ///
I |
o .
HX)Y) m(X) HXY)  Rx

FIGURE 3.6: Diagram showing achievable region for the Slepian-Wolf theorem [2]

3.2.3 Shannon’s Cipher System

The Shannon cipher system was the first information-theoretically secure communication

system [42], and operates based on the following protocol:

For sources X and Y, sending a message m to the destination T

e Generate e (secret key)

e Send m+ e (mod p) over the public channel, where m is the message intended for

the receiver

e Send e over the private channel

After transmission, the receiver has access to both m+e and e and can therefore retrieve
m. The main idea is that the sender must randomize the message to protect it from the
wiretapper. However, it is important to note that randomization decreases throughput
as more bandwidth is necessary to transmit the various randomized versions of the source

message.

Yamamoto [5] used Shannon’s cipher system for correlated sources that transmit infor-
mation across a common link (depicted in Figure 3.7). A key is used at the encoder to
encode the messages and the same key is provided at the decoder in order to decode the
messages. The encoding and decoding functions therefore include a key. The security
of the system largely depends on the key security. The security levels are defined and

described by Yamamoto [5] to characterize the security for each source X and Y by
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(hx,hy) and their combined security hxy. Later in this work the same notation is
used for describing the security levels. The purpose of incorporating Shannon’s cipher
system for Yamamoto [5] was to determine the transmission and key rates necessary for

obtaining perfect secrecy.

Wiretapper

S=(X,Y)

Source Encoder Decoder —

Key Generator
Wi

FIGURE 3.7: Shannon cipher system [5]

In Figure 3.7, the correlated sources are represented by X and Y, W is the cryptogram
and Wy, is the key. In Yamamoto’s study in [5], the correlated sources are focused on
and the key rate for a certain level is defined. In the study in [40], certain parameters
(admissible region of cryptogram rate, key rate, legitimate receiver’s distortion, wiretap-
per’s uncertainty) for the Shannon cipher system with a noisy channel are determined.
In an extension of the Shannon cipher system, Yamamoto [37] investigated the secret

sharing communication system.

3.3 Wiretap Networks

The wiretapped network concept comes from the need to model a scenario where there
is an eavesdropper present. The concept of wiretap network is best explained as a com-
munication network and a collection of subsets of wiretap channels, where a wiretapper
can eavesdrop on the packets on a limited number of network edges of its choice. There
are models developed for the wiretap channel of type I and type II. The wiretap channel

type Il is an error-free version of the type I channel.

The mathematical model for Wiretap Channel II is given by Rouayheb et al. [6], and

can be explained as follows: the channel between a transmitter and receiver is error-free
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and can transmit n symbols Y = (y1,...,y,) from which u bits can be observed by the

eavesdropper and the maximum secure rate can be shown to equal n — u bits.

Here, u is therefore the upper bound of information that can be leaked. This Wiretap

Channel II concept is depicted diagrammatically in Figure 3.8.

Transmitter Receiver
m Y:(yh»yn)
. Encoder Decoder I——
1 bits
A4
Eavesdropper

FIGURE 3.8: Wiretap Channel II concept [6]

In Figure 3.8, m is the source output, Y = (y1,...,yn) are the transmitted codewords

and p is the wiretapped information. The components of a wiretap network are as
follows:
e Directed multigraph G = (V, E), where G is acyclic, V is a node set and FE is the
edge set for the directed multigraph
e Source node, S

e Collection of a set of wiretapped edges (A), which is a collection of the subsets
of edges, E (i.e. A C E). More than one element of A may be accessed by a

wiretapper

e Set of user nodes, U (i.e. the users that are meant to receive the message m)

The quadruple (G, S,U, A) is referred to as a wiretap network [42]. In terms of the
wiretap network, it is of concern to transmit messages across the network, while a

wiretapper can access any set of the edges in A.

The wiretapped concept is also used in the Shannon cipher system, which has been

investigated by Yamamoto [5] [40].
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3.3.1 Ozarow and Wyner’s Method

The method for information hiding across a wiretap channel was introduced by Ozarow
and Wyner [45], which hereafter is referred to as Ozarow’s and Wyner’s method. The
linear code is represented as a (n, n — K) code, where n > K. The wiretapper is able

to access their choice of p < n bits. The scheme involves coset coding.

Ozarow and Wyner [45] define the Wiretap Channel II as follows:

XK xn

—> Encoder »

Wiretapped information is part of X"

F1GURE 3.9: Diagram showing the set-up of the Wire-tap Channel 11

where XX is the source output and X" is the n bit binary transmitted sequence across

an error-free channel.

The uniqueness in this method lies in two considerations:

e a one to one relationship between the error patterns of length n and message of

length K, that is to be received by the decoder, and

e the difficulty in determining the required error pattern if only one link is wire-

tapped.

This scheme is able to transmit K bits of information, using n bits, and is defined for
a peer to peer scenario. Each message m is uniquely mapped to an error pattern e(m),

and the receiver is required to determine this e(m) in order to find m.

Here, x has length n and is randomly chosen from the generated codebook, based on the
codeword, and the transmitted sequence also has a length n. This sequence is a linear

representation of x and an error pattern as indicated in (3.16).
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x @ e(m) (3.16)

where e(m) is the error pattern corresponding to the information. This is illustrated

diagrammatically in Figure 3.10.

x ®e(m)

FIGURE 3.10: General representation of Ozarow’s method

There is a unique mapping between the 2% error patterns and messages that are to
be transmitted. The decoder, T' in Figure 3.10 receives = @ e(m) and at a later time
obtains/receives x. Thereafter, the exclusive-or of x & e(m) and z is performed, which
results in the error message, e(m) and due to the one to one mapping of the message
with the error patterns, the original message m can easily be obtained. Here, the value

of x acts as a mask in order to hide the error pattern that is being transmitted.

The advantage of this method in terms of secrecy is that if the link in Figure 3.10 is
wiretapped then it is not possible to determine the error pattern that corresponds to

the information being transmitted, hence the information remains secure.

This method is extended by Silva and Kschischang [44] where a proposed coset coding

scheme is defined over an extension field.

3.3.2 Generalized Hamming Weight

The generalized Hamming weight concept is illustrated initially using the Ozarow and
Wyner coding scheme presented above, by Wei [7]. Here, the generalized Hamming
weight concept is presented for linear codes that completely characterize the performance
of a linear code when it is used in a Wiretap Channel II. Based on using the minimum
Hamming weight as a certain minimum property of one-dimensional sub codes, the au-

thors obtain a generalized concept of higher-dimensional Hamming weights. A ‘security
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curve’ depicting the level of security for a (15,11) Hamming code is developed [7], and
this shows the variation in the amount of information a wiretapper gains when having
access to u = {0,1,...,15} bits of the message. The ‘security curve’ is shown below:

A Equivocation

4 bits

I
|
|
|
|
|
8 12 14

S
>

FIGURE 3.11: Security curve as developed by Wei [7]

The wiretapper is able to listen to any s bits, and the corresponding equivocation (i.e.
the wiretapper’s uncertainty in the message) is depicted in Figure 3.11. The equivocation

is calculated based on equation (3.17) as follows:

Min|f|—n—srank(< H; :i € I >) (3.17)

where n is the number of bits of the source message, s is the number of bits that are

wiretapped and H is the parity-check matrix for the codewords.

In order to determine the level of security, the minimum rank of the parity-check matrix
H (using the column vectors) is calculated for each possibility of the number of leaked
bits. This gives an indication of how much of uncertainty the wiretapper has in recon-
structing the source message; the more the uncertainty, the more secure the system. The
information leakage is therefore determined by the number of independent columns in
H, i.e. the rank of the parity-check matrix. The drops for the curve depicted in Figure

3.11 occur at the generalized Hamming weights of the codeword matrix [7].

An interesting study based on the equivocation of data symbols is done by Luo et
al. [47], where the user is split into multiple parties who are coordinated in coding
their data symbols by using the same encoder. The wiretapper is able to tap partial

transmitted symbols (i.e. Z#) and partial data symbols (i.e. Sa, as the source S is divided
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into two portions, S; and S3). The generalized Hamming weight concept explained
above is extended in the study, and shown to be useful for designing a perfect secrecy
coding scheme for many parties. Here, the equivocation is investigated by analysing the
difference between the ranks of a matrix (one that is constructed such that it can be

used to calculate the received data bits) and a sub matrix of it.

The idea of equivocation and matrix partitions are used to determine how much of
information the eavesdropper has access to. The generator matrix is split to represent
the data symbols and a sub matrix is subtracted from the generator matrix in order to

determine the equivocation. Luo et al. [47] proved the following:
rank G — rank Go = min[H (51, S2|Z*) — H(S2|Z")] (3.18)

where (G5 is the sub matrix of G, the generator matrix corresponding to the eavesdropped
data symbols. For Luo et al. [47] the G matrix is divided into two portions, G; and Ga.
Equation (3.18) shows that these ranks may be used to determine certain equivocations.
The overall result is the equivocation on Si, given Z* and S3. This result is essential
in providing the link between coding theory and information theory and has been used

accordingly for this research project.

3.4 Coding Techniques for Correlated Sources

The coding technique that this research uses to show the link between information theory

and coding theory is termed the matrix partition method and is described in this section.

This concept of matrix partition has been used to show practical implementation of
certain techniques or coding theories. Here, a method that incorporates a partitioned
generator matrix is described, and as mentioned in Chapter II there have been other
such techniques that partition generator matrices; namely those developed by Yang et

al. [54], Pradhan and Ramchandran [55], Liveris et al. [56] and Ma and Cheng [57].

Stankovic et al. [58] mention one of the basic techniques used for source correlation;
a matrix partition approach is adopted. The general Slepian-Wolf code pair (C,m) is
defined in [17], where C is an (n, k) linear code, which has a generator matrix G, and

m is a set of integers {mi,ma,...,mr}. Here, L is the number of partitions of the G
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matrix. The codebook C, which is the product of the message, m (of length k bits) and

the generator matrix is represented below:

c=mxG (3.19)

The two correlated sources are X and Y and can produce codewords ¢ (where ¢ € C) of
length n; x and y are the source messages. The correlated sources satisfy the Slepian-
Wolf theorem given in equation (3.19). Sub matrices for the generator and parity-check
matrices, G and H respectively, are initially constructed. Thereafter the syndromes
si = (s1,...,51) (where L is the number of partitions of the G matrix) are constructed
and transmitted. The decoder is then responsible for reconstructing the source messages

from the transmitted syndrome.

The partition of G and resultant partitions in H are calculated as per the partitions

specified by the matrix partition method [58]:

G=I ka(n—k)] (3.20)
Gi = |Ompsme Imi Omixmes P (3.21)
ImZ', Omi,Xmi Omi,Xm¢+ Omi_ x (n—k)
Hi= Omi+ XM — Omi+ Xmy; Imi+ Omi+><(n—k) (3'22)
O(n—k)><mzur Pnj;z O(n—k)><mi4r Ik

Where O; is a zero matrix, of size defined by the subscript ¢ and I; is an identity matrix,
of size defined by the subscript j. Here, Py and P; make up the Py (,—x) component of

a particular G matrix, as defined in equation (3.20).
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After these partitions are formed the syndromes are calculated by multiplying the source
message T; = [uz a; v; ¢;|» (which has length m;_, m;, m;y and n — k respectively)

with the parity-check matrix H to result in:

The source messages are compressed into syndromes of length n — m; bits in this step.
At the decoder, the first step is to decompress the syndromes. This is done as indicated

below:

t; = (3.24)

_qiT (&5 P»Ta;fr_

1

The results of t; & ta,...,®tr are calculated. The codeword satisfying the following is

found:

dmin(tl @ ta, C) (325)

where dp,;, is the minimum Hamming distance and ¢ € C, where C is the codebook.

For example, for a (7, 4) Hamming code where two rows of G are used to calculate the
subcode for each encoder, the G and H matrices take the following form (this also gives

an indication of matrix dimensions):

Glz[OQXQ IQ 02><2 P12><3 (326)
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Gy = [02><2 I, Oy P22X3] (3.27)
Iy Oax2 Ozx2 Oa2x3
Hy = {0942 Ozx2 I Oaxs (3.28)
Osxa Pl Osxa I3
Io  Oax2 Ozx2 Oax3
Hy = |O3yx9 O2x2 In Oaxs (3.29)
Osx2 P& Osxe I

In order to encode, the n length (in this case n = 7) vector z; = [uz a; v qi} is
multiplied by the parity-check matrix, H. In this way the syndromes are formed as

follows:

(3.30)

T
U

(3.31)

S9 =
T T T
4 © Py ay

In order to assist with decoding, n-length row vectors ¢; and to are defined as:

O2x1
h=| o (3.32)

qf @& Plal
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ug

43 ® Pfaj

Stankovic et al. [58] make the conclusion that z; @ t; = a;G; is a valid codeword of C;
(the codeword sub matrix) and thus C (the codeword matrix). At the decoder, both
syndromes are collected and t; @ ty is calculated. The decoder is then tasked with
finding a codeword that is closest (in Hamming distance) to the result of ¢; @ t9, as per

the representation in (3.25). The sources are recovered as:

r1 =a1G1® (3.34)
and

Ty = asGa @ty (3.35)

where a; and ao are the decoded systematic parts of the codeword. It is thus possible
to retrieve X and Y using the systematic part of the codeword, the generator matrix

and the received syndrome.

This method is one of the methods that partition the generator matrix in order to
transmit information effectively for correlated sources. In work by Ma and Cheng [57],
the generator matrix is also similarly split so that each portion can be used to determine
the resultant message for a particular source. There has also been similar partition
methods provided by Yang et al. [54], Pradhan and Ramchandran [55] and Liveris et

al. [56], where each examines a particular coding method for these partitions.

This chapter contained the descriptions of the techniques that have been used in this
research project. The techniques used to analyze the security aspects have been pre-

sented; namely Slepian-Wolf theorem and Shannon’s cipher system, together with the
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associated methodologies involved in proving these theorems or methods. Wiretap net-
works have also been explored followed by descriptions of the coding techniques involved

in analyzing the models that have been developed.



Chapter 4

Information Leakage for Multiple

Correlated Sources using

Slepian-Wolf Coding

This chapter initially details a generalized correlated source model, which is an extension
of the novel two correlated source model described later in this chapter and the corre-
lated source models described in the following chapters. One of the main contributions
is the development of the two correlated source model (there is reference made during
the chapter to the difference between this model and the others from the literature re-
viewed, emphasizing the novelty). There are initially two avenues explored to investigate
the information leakage in this chapter; one quantifying the information leakage for the
Slepian-Wolf scenario and the other incorporating Shannon’s cipher system where key
lengths are minimized and a masking method to save on keys is presented. The security
aspects of the two correlated source model is also a contribution. An important contri-
bution thereafter is the coding approach for the two correlated source model. There are
details describing the coding approach contained in this chapter, which show practical
implementation for the novel model developed and provides an important link between

the information theory and coding theory fields.

46
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4.1 A Generalized Model for Multiple Correlated Sources

Consider multiple correlated sources transmitting information to a single receiver. There
is common and private information transmitted along the links, which in the presence
of a wiretapper may be compromised. Here, the multiple correlated sources transmit
compressed information across multiple links, which are wiretapped. Figure 4.1 gives a
pictorial view of the model for multiple correlated sources. The notation used in this

figure is explained below.

Receiver

FIGURE 4.1: Extended generalized model

Consider a situation where there are many sources, which are part of the set S :

S ={51,52,...,5.}

where i represents the i*" source (i = 1,...,n) and there are n sources in total. Each
source may have some correlation with another source and all sources are part of a
binary alphabet. There is one receiver that is responsible for performing decoding. The
syndrome for a source S; is represented by Tg,, which is part of the same alphabet as
the sources. The entropy of a source is given by a combination of a specific conditional
entropy and mutual information. In order to present the entropy we first define the

following sets:

- The set, S that contains all sources: S = {51, S2,...,S,}.
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- The set, S; that contains ¢ unique elements from S and S; C S, S; € S;, S; U S¢
=Sand S =t

Here, H(S;) is obtained as follows:

n

H(S) = H(SIS\)+ S (-1 S0 I(8sp) (4.1)

t=2 all possible S

where n is the number of sources, H(S;[S\g,) denotes the conditional entropy of the
source S; given S; subtracted from the set S and I(S;|S¢) denotes the mutual information
between all sources in the subset S; given the complement of S;. It is possible to decode
the source message for source S; by receiving all components related to S;. This gives

rise to the following inequality for H(.S;) in terms of the sources:

n

H(Si|S\s,) + D (=Dt > I(Stsf)

t=2 all possible St
< H(S;)+0 (4.2)

In this type of model information from multiple links may need to be gathered in order
to determine the transmitted information for one source because common information
may be transmitted by other links. Here, the common information between sources is
represented by the I(S¢|S§) term. The portions of common information sent by each

source can be determined upfront and is arbitrarily allocated.
The information leakage for this multiple source model is indicated in (4.3) and (4.4).
Remark 1: The leaked information for a source S; given the transmitted codewords T,

is given by:

L%;Z. = 1(8i;Ts,) (4.3)

Since the notion that the information leakage is the conditional entropy of the source
given the transmitted information subtracted from the source’s uncertainty (i.e H(S;) —

H(S;|Ts,)), the proof for (4.3) is trivial. Here, the common information is the minimum
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amount of information leaked. Each source is responsible for transmitting its own private
information and there is a possibility that this private information may also be leaked.

The maximum leakage for this case is thus the uncertainty of the source itself, H(.S;).

We also consider the information leakage for a source S; when another source S; (G#0) has

transmitted information. This gives rise to Remark 2.

Remark 2: The leaked information for a source .5; given the transmitted codewords

Ts;, where i # j is:

Ly = H(S) - H(S|Ts,)
= H(S;) —[H(S;) — 1(S; Ts,)]

= (ST (4.4)

The information leakage for a source is determined based on the information transmitted
from any other channel using the common information between them. The private
information is not considered as it is transmitted by each source itself and can therefore
not be obtained from an alternate channel. Remark 2 therefore gives an indication of the
maximum amount of information leaked for source S;, with knowledge of the syndrome

Ts..

J

The common information provides information for more than one source and is therefore
important to secure as it leaks information about more than one source. This section

gives an indication of the information leakage for the multiple correlated sources model.

4.2 Two Correlated Source Model

A special case of multiple correlated sources is now investigated. The independent,
identically distributed (i.i.d.) sources X and Y are mutually correlated random variables,
depicted in Figure 4.2. The alphabet sets for sources X and Y are represented by X
and ) respectively. Assume that (X% Y*) are encoded into two syndromes (Tx and
Ty). The compressed representation is as follows: Tx = (Vx, Veox) and Ty = (Vy, Voy)
where T'x and Ty are the syndromes of X and Y. Here, Tx and Ty are characterized by

(Vx,Vex) and (Vy, Voy ) respectively. The Venn diagram in Figure 4.3 easily illustrates
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this idea where it is shown that Vx and Vy represent the private information of sources
XK and YE respectively and Vo x and Voy represent the common information between

XK and Y¥ generated by XX and YX respectively.

XK Y«
|
| l
Encoder Encoder
TX TY
Decoder
T
|
XK yK

FI1GURE 4.2: Correlated source coding for two sources

X Y

PX

Vex  Vey
Tx = (Vx,Vex) Ty = (W, Vey)

FIGURE 4.3: The relation between private and common information

The correlated sources X and Y transmit messages (in the form of syndromes) to the
receiver along wiretapped links. The decoder determines X and Y only after receiving all
of Tx and Ty. The common information between the sources are transmitted through
the portions Vox and Vioy. In order to determine a transmitted message, a source’s

private information and a common information portion are necessary.

Here, the Slepian-Wolf bound is reached. The lengths of Tx and Ty are not fixed as
it depends on the encoding process and nature of the Slepian-Wolf codes. The process
is therefore not ideally one-to-one and reversible and is another difference between this

model and Yamamoto’s [5] model.
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The code described in this section satisfies the following inequalities for § > 0 and

sufficiently large K.

Pr{X® £ G(Vx,Vox,Voy)} <6

PriYK +£ G(Vy,Vox, Voy)} <6

H(Vx,Vox) < HXE)+6

H(Wy,Voy) < HYE) 4+

H(Vx,Vy,Voy) < HXE YE) +6

H(XE\Vx, W) >HVex) -0

HXE\Vox,Voy) > HVx) =6

H(X®|Vox, Voy,Vy) = H(Vx) = 6

(4.8)

(4.9)

(4.10)

(4.11)

(4.12)
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H(Vox) +H(Vx) -6 < HXE |Voy, V)

< H(X"™) - H(Voy) +6 (4.13)

where G is a function to define the decoding process at the receiver. It can intuitively
be seen from (4.7) and (4.8) that X and Y are recovered from the corresponding private
information and the common information produced by X% and Y. Equations (4.7)
- (4.9) show that the private information and common information produced by each
source should contain no redundancy. It is also seen from (4.11) and (4.12) that Vy is
independent of X% asymptotically. Here, (Vx, V) and Vox or Vey are asymptotically

disjoint, which ensures that no redundant information is sent to the decoder.

Yamamoto [5] proved that a common information between X% and Y is represented
by the mutual information I(X;Y). Yamamoto [5] also defined two kinds of common
information. The first common information is defined as the rate of the attainable
minimum core by removing each private information, which is independent of the other
information, from (X%, Y¥) as much as possible. The second common information is
defined as the rate of the attainable maximum core such that if we lose this quantity then
the uncertainty of X and Y becomes the entropy of the common information between

the sources. Here, the common information that Vox and Viy represent is considered.

The relationship between the common information portions is now demonstrated by

constructing the prototype code (Wx, Wy, Wex, Wey) as per Lemma 1.

Lemma 1: For any e¢g > 0 and sufficiently large K, there exits a code Wx = Fx(XK),
Wy = Py (YE), Wex = Fox(XX), Wey = Foy (YE), X5, YK = G(Wx, Wy, Wex, Wey),
where Wx € Iy, Wy € Ingy, Wox € Tvey, Wey € Iy for Ing,, which is defined

as {0,1,..., M, — 1}, that satisfies,

PriX¥ YK £ XK yK} < (4.14)
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1 1

H(X|Y)—¢ < ?H(WX) < ElogMX <HX|Y)+eo (4.15)
1 1

HY|X)—¢ < EH(WY) < %log My <HY|X)+ € (4.16)

I(X;Y)—¢ < %(H(ch) + H(Wey))
< %(10{% Mcx +log Mcoy) < I(X;Y) + € (4.17)
EHXK W) > HX) ~ e (4.18)
LHYEW) > H(Y) - o (4.19)

We can see that (4.15) - (4.17) mean

H(X,Y) — 36 < %(H(WX) + H(Wy) + H(Wex)
+ HWcey))
<

H(X,Y) + 3¢ (4.20)

Hence from (4.14), (4.20) and the ordinary source coding theorem, (Wx, Wy, Wex,
Wey) have no redundancy for sufficiently small g > 0. It can also be seen that Wx

and Wy are independent of YX and X¥ respectively.

Proof of Lemma 1. As seen by Slepian and Wolf, mentioned by Yamamoto [5] there

exist My codes for the Py |x(y|z) DMC (discrete memoryless channel) and My codes
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for the Px|y (x|y) DMC. The codeword sets exist as C# and C]Y, where C5X is a subset
of the typical sequence of X* and C]Y is a subset of the typical sequence of Y%, The
encoding functions are similar, and here one decoding function has been created as there

is one decoder at the receiver:

fxi Ingex = CF (4.21)
fyj : IMCY — CJY (4.22)
g: XEYE = Iney x Ingey (4.23)

The relations for (Mx, My) and the common information remains the same as per

Yamamoto’s and will therefore not be proven here.

In this scheme, the average (Vox, Voy) transmitted is used for many codewords from X
and Y. Thus, at any time either Vo x or Voy is transmitted. Over time, the split between
which common information portion is transmitted is determined and the protocol is
prearranged accordingly. Therefore all the common information is either transmitted as

[ or m, and as such Yamamoto’s encoding and decoding method may be used.

As per Yamamoto’s method the code does exist and Wyx and Wy are asymptotically

independent of Y and X respectively, as shown by Yamamoto [5]. O

The common information is important in this model as the sum of Vox and Vey repre-
sent a common information between the sources. The following theorem holds for this
common information:

Theorem 1:

%[H(VCX) + H(Vey)] = I(X:Y) (4.24)
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where Vex is the common portion between XX and Y& produced by X K and Voy is
the common portion between X and Y¥ produced by Y. It is noted that the (4.24)
holds asymptotically, and does not hold with equality when K is finite. Here, we show
the approximation when K is infinitely large. The private portions for X% and Y
are represented as Vx and Vy respectively. As explained in Yamamoto’s [5] Theorem
1, two types of common information exist (the first is represented by I(X;Y) and the
second by min(H (XX), H(YX)). Here part of this idea is developed to show that the
sum of the common information portions produced by X% and Y¥ in this new model

is represented by the mutual information between the sources.

Proof of Theorem 1. The first part is to prove that H(Vox)+ H(Voy) > I(X;Y). The

conditions (4.5) and (4.6) are weakened to the following:

Pr { X5 Y £ Gxy (Vx, W, Vex, Vov}) < 61 (4.25)

For any (Vx,Vy, Vex, Voy) € C(3eg) (which can be seen from (4.20)), from (4.25) and

the ordinary source coding theorem that the following results:

1
HXE YK -6 < ?H(VXavYaVCXa‘/CY)

< lH) + HOK) + H(Vox)
+ H(Voy)] (4.26)

where 01 — 0 as 0 — 0. From Lemma 1,

LHV(XR) > CH(Vy) -~ 5 (4.27)
%H(VXWK) > %H(VX) 5 (4.28)
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From (4.26) - (4.28),
1 1
E[H(VCX) +H(Vey)] > H(X,Y) - EH(VX)
1
> H(XY) — R HVx[Y)
— %H(VY|XK) — 01— 26 (4.29)
On the other hand, we can see that
1
?H(XK7 W) < H(X,Y)+0 (4.30)
This implies that
%H(VY]XK) < H(Y|X) +6 (4.31)
and
1
EH(VX|YK) <HX|Y)4+6 (4.32)
From (4.29), (4.31) and (4.32) we get
1
H(Vox) + HVoy)] > H(X,Y) ~ H(X|Y) ~ H(Y|X)
— 01 —46
= I(X;Y)—01—46 (4.33)

It is possible to see from (4.17) that H(Vox) + H(Vey) < I(X;Y). From this result,

(4.23) and (4.33), and as 6; — 0 and § — 0 it can be seen that

ol (Vox + H(Voy)] = 1(X;Y)

(4.34)
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This model can cater for a scenario where a particular source, say X needs to be more
secure than Y (possibly because of eavesdropping on the X channel). In such a case,
the +H(Vex) term in (4.33) needs to be as high as possible. When this uncertainty is

increased then the security of X increases.

In order to determine the security of the system, a measure for the amount of information
leaked has been developed. This is a new notation and quantification, which contributes
to the novelty of this work. The obtained information and total uncertainty are used
to determine the leaked information. Information leakage is indicated by L%, where P
indicates the source/s for which information leakage is being quantified and Q indicates

the sequence that has been wiretapped.

The information leakage bounds for the following cases are indicated in (4.35) - (4.38):

e Leakage on X when (Vx, Vy) is wiretapped
e Leakage on X when (Vox, Veoy) is wiretapped

e Leakage on X when (Vox, Voy, Vy) is wiretapped

L¥cw, < H(XX) = H(Vox) — H(Voy) +9 (4.35)
Loy voy < H(X™) = H(Vx) = H(Voy) +0 (4.36)
L‘)/(C};»VCY7VY < H<XK) - H(VX) - H(VCY) +46 (4.37)

K
H(Voy) =6 < Ly ypy

< H(X™)—H(Vex)— H(Vx)+6 (4.38)
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Here, Vi is private information of source Y and is independent of X% and therefore
does not leak any information about X, shown in (4.36) and (4.37). Equation (4.38)
gives an indication of the minimum and maximum amount of leaked information for
the interesting case where a syndrome has been wiretapped and the information leakage
quantification on the alternate source is considered. The outstanding common infor-
mation component is the maximum information that can be leaked. For this case, the
common information Vox and Vioy can thus consist of added protection to reduce the
amount of information leaked. These bounds developed in (4.35) - (4.38) are proven in

the next section.

The proofs for the above mentioned information leakage inequalities are now detailed.
First, the inequalities in (4.10) - (4.13) will be proven, so as to prove that the informa-

tion leakage equations hold.

Proof for (4.10):

H(XE\vx, W)
[H(X®,Vx, W) — H(Vx, Vy)]

[H(X", V) — H(Vx, Vy)] (4.39)

S s e i

[H(X®|Vy) + I(X™; Vo) + H(W | X5)]
1

[H(Vx|Vy) + I(Vx; Vy) + H(Vy |Vx)]

K
_ %[H(XK\Vy) +HW X)) — H(Vx|[Wy)
—H(Wy|Vx)]
= O+ H(Vy) — H(Vx) ~ H(V) (1.40)
= [HOC) — H(Vy)
> LIH(V) + H(Vox) + H(Vey) — H(Vx)] -
= HVox) + H(Voy)) — 6 (4.41)

where (4.39) holds because Vy is a function of X and (4.40) holds because X is inde-

pendent of V3 asymptotically and Vx is independent of V3 asymptotically.
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For the proofs of (4.11) and (4.12), the following simplification for H(X |Vcy) is used:

HXE\Vey) = HXE,YE) - H(Vey)

= H(X™)+H(Vey) - I(X;Vey) — H(Vey)

= HX™)+H\Vey)—H(Vey) — H(Vey)

+ &
= HXE)—HVeoy)+6

(4.42)

(4.43)

where I(X; Vey) approximately equal to H(Vey ) in (4.42) can be seen intuitively from

the Venn diagram in Figure 4.3. Since it is an approximation, 1, which is smaller than

0 in the proofs below has been added to cater for the tolerance.

Proof for (4.11):

H(X®|Vex, Vey)
[H(X® Vox, Vey) — H(Vex, Voy)]

[H(X™,Vey) — H(Vex, Vey))

= =R == =R -

[H(X™) - H(Vey) + 1(X; Vey)
H(Voy X)) = 2 [H(Vox|Vey)
I(Vex; Voy) + H(Vey|Vox)] + 01

i[H(XK) —H(Vey)+H(Vey) — H(Vex)

=

H(Voy)] + 01

IH(XS) — H(Voy) — H(Vox)] + b1
%[H(Vx) + H(Vex) + H(Voy) — H(Veoy)

H(Vex)] =96

1
EH(V){) +61—0

(4.44)

(4.45)

(4.46)

where (4.44) holds because Voy is a function of X% and (4.45) holds because X is

independent of Voy asymptotically and Vox is independent of Vioy asymptotically.
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The proof for H(X |Vex, Voy, Vy) is similar to that for H(X|Vox, Voy), because Vy is

independent of X.

Proof for (4.12):

LH (XK Vo, Voy, V)
= %H(XK Vex, Vey) (4.47)
= H(XK Vox, Vo) — H(Vex, Vey)]
= %[H(XK, Voy) — H(Vex, Voy)] (4.48)
= H(XS) — H(Voy) + 1(X: Voy) + H(Vey | X*)

?[H(VCX“/CY) +I(Vex; Vey) + HVey|Vex)]

_
= LIHXF) - H(Vey) + H(Voy) ~ H(Vex)

- H(Vey)l+ 0 (4.49)
= IH(XS) — H(Voy) ~ H(Vex)] 49,

> L[H(V) + H(Vex) + H(Voy) — H(Vey)

- _H(VC’X)] — 0+ 0

= %H(Vx) — 6+ 01 (4.50)

where (4.48) holds because Voy is a function of X% and (4.49) holds because XX is

independent of Vy asymptotically and Vo x is independent of Viy asymptotically.

For the proof of (4.13), the following probabilities are considered:

PI‘{VX,VCX 75 G(Tx)} < 1) (4.51)

Pr{Vy,Voy # G(Ty)} <6 (4.52)
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CHXNTY)
< H(XS Voy, V)] +5 (4.53)
= X Voy, V) = H(Vey, V)] 49
- %[H(XK, Vy) — H(Voy, W)+ 0 (4.54)
= IO+ TOC V) + (X))
e H(Vey V) + 1(Voy: V) + H(Ve Vor)] +9
= H(XN) 4 H(Vy) ~ H(Voy) — H(W)] +9 (4.55)
_ %[H(XK) ~ H(Vey)] +6 (4.56)

where (4.53) holds from (4.52), (4.54) holds because Viy and Vy are asymptotically
independent. Furthermore, (4.55) holds because Viy and Vi are asymptotically inde-

pendent and X% and V4 are asymptotically independent.

Following a similar proof to those done above in this section, another bound for H(X ¥ |Vey, Vy)

can be found as follows:

LH(XE Voy, Vi)
_ %[H(XK, Vey, W) — H(Voy, )]
_ %[H(XK, V) — H(Voy, )] (4.57)
= XKV + T V) + H(V X))
e H(Vor[W) + I(Vey: W) + H(Vy [Voy)
= %[H(XK) +H(Wy) — HVey) — H(W)] (4.58)
— %[H(XK ) — H(Vey)]
> H(Vx) + H(Vox) + H(Vey) — H(Vey)] -
= H(Vx) + H(Vex)] - (4.59)

where (4.57) holds because Veoy and Vy are asymptotically independent and (4.58) holds

because Voy and Vy are asymptotically independent.
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Since the information leakage is considered as the total information obtained subtracted
from the total uncertainty, the following holds for the four cases considered in this

section:

K
L€/(X7VY = H(XK) - H(XK|VX7 VY)

< H(X¥)—H(Vox) —H(Voy) +6 (4.60)

which proves (4.35).
K
L‘)/(cx,ch = H<XK) - H(XK‘VCX7 VCY)

< H(X")-H(Vx)+9d (4.61)

which proves (4.36).
Li)/(CKXyVCY,VY = H(XK) - H(XK‘VCX7 Vev, Vy)

IN

HXEY-H(WVx)+6 (4.62)

which proves (4.37).

The two bounds for H(Vey, Vy) are given by (4.56) and (4.59). From (4.56):

XK
LVY,VCY

Y

H(X™) — [H(X) — H(Vey) + 9]

> H(Vey)—6 (4.63)

and from (4.59):

L, < HXK)— (H(Vx) + H(Vex) - 0)

IN

H(X®)—H(Vx)—HVex)+6 (4.64)
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Combining these results from (4.63) and (4.64) gives (4.38).

This section details one method for analyzing the security of the system. The Shannon
cipher system, which is used to determine transmission and key rate bounds for perfect

secrecy is another avenue explored and the approach follows in the next section.

4.3 Shannon’s Cipher System Approach For Multiple Cor-

related Sources

This section details a novel masking method to minimize the key length and thereafter

incorporates Shannon’s cipher system with the multiple correlated source model.

The masking method encompasses masking the conditional entropy portion with a mu-
tual information portion. By masking, certain information is hidden and it becomes
more difficult to obtain the information that has been masked. Masking can typically
be done using random numbers, however the need for random numbers that represent

keys is eliminated. Here a common information is used to mask with.

The following assumptions are made:

e The capacity of each link cannot be exhausted using this method.

e A common information is used to mask certain private information. Further,

private information that needs to be masked always exists in this method.

The allocation of common information for transmission is done on an arbitrary basis.
The objective of this subsection is to minimize the key lengths while achieving perfect

secrecy.

The private information for source i is given by H(S;|S\g,) according to (4.1), which
is called Wg, and the common information associated with source \S; is given by Wy, .
First, choose a common information with which to mask. Then take a part of Wg,, i.e.

ngl, that has entropy equal to H(W¢g,) and mask as follows:

W, & Wes, (4.65)
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When the exclusive-or of the two sequences is performed the result is a single sequence
that may look different to the original sequences. Thereafter the masked portion is
transmitted instead of the Wéﬁ portion when transmitting Wg, thus providing added
security. If Y is secure then this common information can be transmitted along Y’s
channel, which ensures the information is kept secure. The ability to mask using the
common information is a unique and interesting feature of this new model for multiple
correlated sources. The underlying principle is that the secure link should transmit more

common information after transmitting the private information.

The lower bound for the channel rate when the masking approach is used is given by:

RM > H(Sy,...,S,) — i > (t=1)I(SS) (4.66)

t=2 all possible S
where RZM is the ith channel rate when masking is used.

The method works theoretically but may result in some concern practically as there
may be a security compromise when common information is sent across non secure
links. If the W¢g, component used for masking has been compromised then the private
portion it masked will also be compromised. A method to overcome this involves using
two common information parts for masking. Equation (4.65) representing the masking

would become:

Wél ® Wes, © Wes; (4.67)

where ¢ # j and both W¢g, and chj are common information associated with source
S;. This way, if only Weg, is compromised then Wy, is not compromised as it is still
protected by Wcs,. Here, combinations of common information are used to increase the

security.

The Shannon’s cipher system for this multiple source model is now presented in order
to determine the rate regions for perfect secrecy. The multiple sources each have their

own encoder and there is a universal decoder. Each source has an encoder represented
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by:

Ei:SXIWSi — IWCSi :{0,1,...,W51,—1}

IWCSl- = {Oa L... 7WCSi - 1} (468)

where [ Ws, is the alphabet representing the private portion for source S; and IWcsi is
the alphabet representing the common information for source S;. The decoder at the

receiver is defined as:

D (IWSZ-7IWCSi) X IMk — S (469)

The encoder and decoder mappings are below:

Wi = Fg,(Si, Whi) (4.70)
S; = Fp, (Wi, Wi, W) (4.71)
where p=1,...,n, p# i and Wy, represents the set of common information required

to determine S;, and SA’Z is the decoded output.

The following conditions should be satisfied for the general cases:

1
I logWs, < R; +¢ (4.72)

1
id log My; < Ry; + ¢ (4.73)

Pr{S; # S;} < e (4.74)
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1
—H(Si|W;) < hi —¢ (4.75)
K
1
?H(Sj]Wi) <hj—e (4.76)

where R; is the the rate of source S;’s channel and Ry, is the key rate of S;. The
security levels, for source ¢ and any other source j are measured uncertainties h; and h;
respectively.

The general cases considered are:

Case 1: When Ty, is leaked and S; needs to be kept secret.

Case 2: When T, is leaked and Sj needs to be kept secret.

The admissible rate region for each case is defined as follows:

Definition 1a: (R;, Ry, h;) is admissible for case 1 if there exists a code (Fg,, Fp) such
that (4.72) - (4.75) hold for any ¢ — 0 and sufficiently large K.

Definition 1b: (R;, Ryi, Rj, Rij, hi, hj) is admissible for case 2 if there exists a code
(Fg,, Fp) such that (4.72) - (4.74) and (4.76) hold for any e — 0 and sufficiently large K.

Definition 2: The admissible rate regions are defined as:

R(hi) = {(Ri, Ri;) :

(R;, Ry, h;) is admissible for case 1} (4.77)

(Ri, Rii, Rj, Ry, hj) is admissible for case 2} (4.78)
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The admissible regions give an indication of the rate regions for this scenario. The regions
are derived for the more specific cases in Chapters 5-6, which are developed using this
method. The information leakage described in the Slepian-Wolf aspect indicates the

common information that should be secured to ensure less information leakage.

4.4 Shannon’s Cipher System Approach for Two Corre-

lated Sources

The Shannon’s cipher system approach for two independent correlated sources (depicted
in Figure 4.4) is detailed in this section. The source outputs are i.i.d random variables
X and Y, taking on values in the finite sets X and ). Both the transmitter and receiver
have access to the key, a random variable, independent of X and YX and taking values
in Ip, = {0,1,2,..., My — 1}. The sources X¥ and YX compute the ciphertexts W
and Wy, which are the result of specific encryption functions on the plaintext from X
and Y respectively. The encryption functions are invertible, thus knowing W7 and the

corresponding key kx, X can be retrieved. The key for Y is represented as ky.

The mutual information between the plaintext and ciphertext should be small so that
the wiretapper cannot gain much information about the plaintext. For perfect secrecy,
this mutual information should be zero, then the length of the key should be at least
the length of the plaintext.

The encoder functions for X and Y, (Fx and Ey respectively) are given as:

Ex X5 xIy, — Ly ={0,1,..., My — 1}

Ly, = {0,1,..., My — 1} (4.79)

By : Y% x Iy = Ly, ={0,1,..., My — 1}

Iy, =1{0,1,... . M{y — 1} (4.80)



Chapter 4. Information Leakage for Multiple Correlated Sources using Slepian- Wolf

Coding 68
XK YK
| |
| |
l l
an kY
Encoder Encoder T
Wl W2
kx, ky
—»  Decoder
T
l
|
XK yK
FIGURE 4.4: Shannon cipher system for two correlated sources
The decoder is defined as:
Dxy « Ingy s Inay s Inag o Inazy,) - %0 Ings Inyy
S N (4.81)
The encoder and decoder mappings are below:
Wi = Fp (X5 Wix) (4.82)
Wy = Fg, (YE, Wyy) (4.83)
XK = Fp (Wi, Wa, Wix) (4.84)
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YE = Fp (Wi, Wa, Wiy) (4.85)

or
(XK YE) = Fp ., (W1, Wa, Wix, Wiy) (4.86)

The following conditions should be satisfied for cases 1- 4:

1
?long < Rx+e (4.87)
1
? log My < Ry +¢ (4.88)
1
?longX < Rpx + € (4.89)
1
? log My < Rpy + € (4.90)
Pr{X® £ X5} <e (4.91)

Pr{Y® £vK} <e (4.92)
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;H(XK|W1) <hx+e (4.93)

Il(H(YK|W2) < hy+e (4.94)

H(X YR W) <y e (4.95)

where Rx is the rate of source X’s channel and Ry is the rate of source Y’s channel.
Here, (Ryx, Rry) is the rate of the key channel when allocating a key to X and Y. The
security level for X and Y are measured by the total and individual uncertainties, hxy

and (hy, hy) respectively.

The cases 1 - 3 that are considered are as follows:

Case 1: When (Wy, Ws) is leaked and (X¥,YX) needs to be kept secret. The security
level of concern is represented by %H (XK Y E|Wy, Wa).

Case 2: When (Wi, Ws) is leaked and (X%, YX) needs to be kept secret. The security
level of concern is represented by (& H (XX |Wy, Wa), = H (Y X|Wy, Wa)).

Case 3: When (W7, W5) is leaked and Y needs to be kept secret.The security level of
concern is represented by +H (Y X|Wy, Wy).

The admissible rate region for each case is defined as follows:

Definition 1a: (Rx, Ry, Rix, Rry, hxy) is admissible for case 1 if there exists a code
(Fry, Fpyy) and (Fg,, Fpy, ) such that (4.87) - (4.92) and (4.95) hold for any ¢ — 0
and sufficiently large K.

Definition 1b: (Rx, Ry, Rix, Rry, hx, hy) is admissible for case 2 if there exists a
code (Fgy, Fpy,) and (Fg,, Fp,, ) such that (4.87) - (4.94) hold for any ¢ — 0 and
sufficiently large K.

Definition 1c: (Rx, Ry, Rkx, Ry, hy) is admissible for case 3 if there exists a code
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(Fgy, Fpy, ) such that (4.87) - (4.92) and (4.94) hold for any ¢ — 0 and sufficiently
large K.

Definition 2: The admissible rate regions of R; for case j are defined as:

Ri(hxy) = {(Rx, Ry, Rix, Rry) :

(Rx, Ry, Rix, Rry, hxy) is admissible for case 1} (4.96)

Ra(hx,hy) = {(Rx, Ry, Rix, Rry) :

(Rx, Ry, Rix, Rry,hx,hy) is admissible for case 2} (4.97)

Rs(hy) = {(Rx, Ry, Rix, Rry) :

(Rx, Ry, Rix, Rry, hy) is admissible for case 3} (4.98)

Theorems for these regions have been developed:

Theorem 2: For 0 < hxy < H(X,Y),

Ri(hxy) = {(Rx, Ry, Rgx, Rry) :
Rx > H(X|Y),

Ry > H(Y|X),

Rx + Ry > H(X,Y)

Rix + Ryy > hxy} (4.99)
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Theorem 3: For 0 < hx < H(X) and 0 < hy < H(Y),

Ralhy) = {(Rx, Ry, Rix, i)
Rx > H(X|Y),

Ry > H(Y|X),

Rx + Ry > H(X,Y)

Rix + Rry > max(hx,hy)} (4.100)

When hx = 0 then case 3 can be reduced to that depicted in (4.100). Hence, Corollary
1 follows:

Corollary 1: For 0 < hy < H(Y), R3(hy) = R2(0, hy)

The direct and converse parts of the proofs for (4.99) and (4.100) are contained in

Appendix A.

4.5 Information Leakage for the System using Matrix Par-

titions

In this section the aim is to determine the equivocation (uncertainty) in retrieving a
message from the transmitted channel information. The convention used by Stankovic
et al. [58] is followed to present an example together with a method incorporating
generator matrix ranks put forth by Luo et al. [47] to determine the equivocation. The

Hamming distance is represented as follows: dy (X, YE) < 1.

The following generator matrix G is used:

100010 1]
0100110
G —
0010111
000101 1]

The matrix takes the form: G = [I; PT] and here I} is the identity matrix of order k

and PT is made up of two 2 x 3 matrices in this case.
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Suppose the messages to send across the channels for X and Y are given by: z =

[a1 v1 1] = [10 11 001] and y = [ug2 ag ¢2] = [10 11 011].

There is compression along X’s and Y’s channel. As per the matrix partition method

the syndrome for X and Y is comprised of:

Ty =

Pias @ ¢
where P] is the G matrix transpose of rows 1-2 and columns 5-7 and P is the G matrix

transpose of rows 3-4 and columns 5-7. The generator matrices used by X and Y to

achieve these syndromes are Gx and Gy respectively.

00101
00110
10000
Gx=10 100 0
00100
00010
000 0 1]
(1 0 0 0 0]
01000
00111
Gy=10 00 1 1
00100
00010
000 0 1]

This results in syndromes of [1 110 0] for X and [1 01 1 1] for Y.
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Here, the equivocation for these cases can be found using the G matrix specified above
and a sub matrix of G. This follows from Luo et al. [47], where the equivocation is given

by: Ayp, = rank(G) — rank(Gy ). Here, Ay g, is the equivocation on Y given Ty

Next, the information leakage for each of the following cases is analyzed:

e The equivocation on (XX, YX) when (Tx,Ty) is leaked
e The equivocation on (XX, YX) when T is leaked

e The equivocation on (X, V%) when Ty is leaked

In order to show the most representative results for each of the cases the scenarios

contributing to the minimum and maximum information leakage have been considered.

Before the information leakage method is described certain variables are introduced.
Here, p7, and pry, represent the number of wiretapped bits from T'x and Ty respectively.
The length of the information bits from each syndrome is represented as Z;X and ZZY for
X% and Y respectively. The length of parity bits with respect to X or YX is denoted
as lp, and the following can be developed: liX + ZZY + 21, is the overall length of Tx and

Ty. Hence we have: 0 < pr, <X +1, and 0 < pgy, < 1Y +1,,.

Note that the leakage is determined using a combination of the information bits, parity
bits and the parity matrix H rank. The H matrix rank is used to determine how much of
information is leaked from the wiretapped bits when the columns corresponding to the
wiretapped bits have been removed. Let H' denote the H matrix with the wiretapped

columns removed.

The case for the leakage on (X%, YX) when (Tx,Ty) is leaked is now considered. Ini-
tially the maximum leakage is described. When pr,, < l;-X and ppy, < llY, the maximum
leakage is pry + pry, + rank(H) — rank(H’). This considers when the information bits

(namely v; and wug) have been leaked only.

For this example the syndromes can leak a maximum of two information bits each, and
a combined leakage of four bits. For each information bit wiretapped there is one bit
of information leaked about X* and Y*. Since the rank of H’ remains as three for

when each of these bits are wiretapped, the information leakage is determined by the
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information bits entirely. This can be seen in the maximum case in Figure 4.6 for the

first four wiretapped bits.

Next, pry, > X and pg, > 1) is considered. This case considers when more than the
information bits are wiretapped. For this case min(ury, —I3%, ury, — 1)) parity bits can be
from the corresponding positions in P{af &¢! and P} al ®¢. Therefore, the maximum

leakage is as indicated in (4.101).

X+ 1Y + ppy +min(upy — 5, pry — 1) + rank(H) — rank(H') (4.101)

If ury > X and ppy, < 1Y the maximum leakage is upy, + X + rank(H) — rank(H'); if

pry <X and pgy, > 1Y, the maximum leakage is pry + 17 + rank(H) — rank(H').

The parity bits only leak information about X* and YX when the positions wiretapped
correspond. If the last parity bit in T is wiretapped and the last parity bit in Ty is
wiretapped then since these wiretapped bits are in corresponding positions there will be
one bit leaked about X and YX. As such, for the maximum leakage the parity bits
should be placed in corresponding positions, as indicated by the 'x’ positions in Figure
4.5. For this example the information leakage between 5 - 10 wiretapped bits increases
by one bit for every two bits wiretapped. This is because these are the parity bits of
concern and there is one bit of information leaked for every pair of corresponding parity
bits wiretapped. The rank of H' also increases by one for every two bits wiretapped for
these 5 - 10 wiretapped bits. Thus the information leakage increases by one for every
pair of parity bits and by a further one for every pair of parities as there is a change at

these points in the H’ matrix rank.

Now the minimum leakage is considered. When ur, <1, and pp, <1, the minimum
leakage is max (0, pry + pi1y — lp) +rank(H) —rank(H’). This considers when the parity
bits (namely PLal @q¢l and Pl al ®¢l) have been leaked only. Otherwise, the minimum

leakage is pr, + pry, — Il + rank(H) — rank(H’).

To achieve the minimum information leakage the wiretapped parity bits should not
correspond, which is shown by the o’ positions in Figure 4.5. This means that three

bits may be wiretapped (all parity and not corresponding bits, for example all of T'x’s
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vt Plaf &gl

O | X| ™

U Plal @ qf
O X|
|
Information bits | Parity bits

FI1GURE 4.5: Wiretapped parity bits for maximum and minimum information leakage

parity bits) before the information leakage starts. The fourth wiretapped bit could
match a corresponding parity bit or be an information bit; both of which will result in
one bit of information leakage. The same follows for the fifth to seventh wiretapped
bits. When the eighth bit is wiretapped the minimum case is where all the parity bits
correspond (i.e. 6 bits) and there are two information bits wiretapped; at this point
the information leakage rises by two bits. Until this point the rank of H' was three,
hence it would not affect the information leakage. An additional one bit of information
leakage when this eighth bit is wiretapped comes from the rank of H’ changing by one.
Thereafter there are two bits of information leakage for each wiretapped bit. This comes
from the one information bit leaked and the rank of H’ increasing by one for each of the

ninth and tenth wiretapped bits. This is depicted as the minimum case in Figure 4.6.

Next the information leakage for the second and third cases are determined. The leakage
for these cases reach the same limit for the minimum and maximum cases of information
leakage, however the information leakage peak occurs at different points depending on
which bits (information or parity) are leaked first. The leakage for the second and third
cases respectively are as follows: L?;’YK = liX and L%(YKXK = ZZY . Using the numerical
example for this section, the graphical representation is in Figure 4.7. If the parity bits
of either T'x or Ty are wiretapped, then there is no information leakage as there are no
corresponding parity bits to match with and to allow for information leakage. This is
shown in Figure 4.7 as the wiretapped bits 3-5 for the maximum case and the wiretapped
bits 1-3 for the minimum case. When the information bits are wiretapped there is one

bit of leakage for each information bit, thus resulting in two bits of leakage when both

information bits from T or Ty have been wiretapped. This is shown in Figure 4.7
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Leakage on (XX Y®) when (Tx,Ty) is wiretapped
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FIGURE 4.6: The information leakage on (X% YX) when (T, Ty) has been wire-
tapped

as the wiretapped bits 1-2 for the maximum case and the wiretapped bits 4-5 for the
minimum case. The maximum case depicted is when the information bits are initially

wiretapped and the minimum case is where the parity bits are initially wiretapped.

In this example certain bits have more equivocation than others and as such which bits
are wiretapped plays a role in making the system vulnerable at different times. For
instance, following from the third case if only Ty is wiretapped from the parity bits
then for the first 3 bits there is no information leakage due to Ty as the wiretapper
would have encountered the masked bits. The information leakage occurs after the third
bit, when wuo is wiretapped. This therefore shows an upper and lower bound on the
uncertainty, where the upper bound is given when bits wug is leaked first and the lower
bound is given when the masked portion is first leaked. The parity bits are masked and
are thus more difficult to be leaked to an adversary. Parity bits from both sources need

to be wiretapped and in the same positions in order to leak information.

In general, for a systematic code the columns that have a weight of one would contribute
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Leakage on (X% YX) when Tx /Ty is wiretapped
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FIGURE 4.7: The information leakage on (XK7YK) when T'x or Ty has been wire-
tapped

one bit to the information leakage entirely. With use of the matrix partition approach,
if the parity bits of both T'x and Ty are wiretapped (and these bits are from the same
columns in each generator matrix) then for every two parity bits wiretapped there is one
bit of information leaked. The parity bits and the information bits can also be used to
solve the parity matrix to determine the information leakage. If the wiretapped parity
bits do not belong to the same columns then there is no information leakage at that

point.

This chapter introduces a multiple correlated source model followed by a novel two
correlated source model. The security aspects of the two correlated source model has
been analyzed and a masking method to reduce on the length of keys required has been
presented. The security aspects make use of existing techniques using the Slepian-Wolf
scenario and Shannon’s cipher system approach to show the information leakage bounds
for the novel model and rate regions required to achieve perfect secrecy respectively. The
chapter ends with an aspect showing the coding approach that demonstrates practical

implementation for such a model.



Chapter 5

Information Leakage of
Slepian-Wolf Encoded Sequences
for Two Correlated Sources with
Partially Predetermined

Information

This chapter describes a novel two correlated source model where some source infor-
mation has been leaked to a wiretapper. It caters for applications used in degraded
broadcast channels and scenarios where there is pre-existing information available to an
eavesdropper. This model is a variation of the two correlated source model investigated
in the previous chapter. Here a main contribution is the development of the two corre-
lated source model. The two approaches explored to investigate the information leakage
have been used here; one quantifying the information leakage for the Slepian-Wolf sce-
nario and the other incorporating Shannon’s cipher system. These security aspects of
the two correlated source model is also a contribution. The chapter again ends with a
section showing the coding implementation for this model, which is an important contri-
bution as it shows practical implementation for the novel model developed and provides

an important link between the information theory and coding theory fields.

79
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5.1 Two Correlated Source Model with Partially Prede-

termined Information

The independent, identically distributed (i.i.d.) sources X and Y are mutually correlated
random variables, depicted in Figure 5.1. The alphabet sets for sources X and Y are
represented by X and ) respectively. Assume that (X, YX) are encoded into two
syndromes (T'x and Ty ). The compressed representation is as follows: Tx = (Vx, Vox)
and Ty = (Vy, Voy) where Tx and Ty are the syndromes of X and Y. Here, Tx and Ty
are characterized by (Vx, Vox) and (Vy, Voy) respectively. The Venn diagram in Figure
4.3 may again be used to illustrate this idea where it is shown that Vx and Vy represent
the private information of sources X and Y respectively and Vox and Voy represent
the common information between XX and YX generated by X% and Y¥ respectively.
Each source is composed of two components; X% and X %2 for XX and Y and Y2
for Y& of which one component is leaked to the eavesdropper. Here, the lengths K;
and K5 are related to K as follows: K1 4+ Ko = K. Due to the stationary nature of the
sources, if Y2 is known by the wiretapper then it corresponds to X2 known about

XK as the wiretapper has access to certain common information between the sources.

XK YK
XK1 X K2 YK y K2
: : : :ﬁrb\?\/iretapper
I I | I
Encoder Encoder
TX TY
Decoder
T
|
XK yK

FI1GURE 5.1: Correlated source coding for two sources with a more powerful adversary

In the same way as was described for the two correlated source model presented in Chap-
ter 4, the correlated sources X and Y transmit messages (in the form of syndromes) to

the receiver along the wiretapped links. The decoder determines X and Y only after
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receiving all of T'x and Ty . The eavesdropper has access to either the common or private
portion represented by (Tx,Ty) and some data symbols from the corresponding source
(YH2), The effect is that the eavesdropper has access to some compressed information
(that is transmitted across the communication link after encoding) and some uncom-
pressed information (i.e. the source’s data symbols). There is a mapping/function that
describes the relation between the uncompressed information and the compressed in-
formation. This implies that certain source bits correspond to certain compressed bits
transmitted as channel information. It is valuable to determine how much of informa-
tion the eavesdropper has access to when wiretapping the private or common information

portions (this is described in the next section).

Here, typical set encoding and decoding is used. We are able to determine bin indices
for the jointly typical sequence from the indices passed over the communication channel.
When common or private information from a particular link is wiretapped it gives an
indication of which rows/columns in the specific look up table the sequence is contained
within. With additional information the uncertainty of which row/column to look to for
the codeword is reduced as it helps to narrow the number of possible codewords. In this
way, all the codewords having the same sequence as the wiretapped source bits will be

shortlisted codewords.

The code described in this section satisfies the following inequalities for § > 0 and

sufficiently large K.

Pr{X # G(Vx,Vox,Vov)} <6 (5.1)

Pri{Y # G(Wy,Vex,Voy)} <6 (5.2)

H(Vx,Vex,Voy) < H(X)+9 (5.3)
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H(W,Vex,Voy) <HY)+4 (5.4)

H(Vx, Vv, Vox,Voy) < H(X,Y)+0 (5.5)

H(X®|Vx, W) > H(Vex) +HVey) =6 (5.6)

H(X®Vex,Vey) > H(Vx) + H(Vey) — 6 (5.7)

H(XXVex,Voy, W) > H(Vx) + H(Vey) =8 (5.8)

H(Vex) +H(Vy) =6 < HXE|Vay, W)

<HXEY-HVoy)+9 (5.9)

where G is a function to define the decoding process at the receiver. It can intuitively
be seen from (5.3) and (5.4) that X and Y are recovered from the corresponding private
information and the common information produced by X% and Y¥. Equations (5.3),
(5.4) and (5.5) show that the private information and common information produced by

each source should contain no redundancy.

The prototype code described in Lemma 1 in Section 4.2 and the encoding and decoding

methods are also applied in this section.
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In order to determine the security of the system, the measure introduced in Section 4.2
for the amount of information leaked is used. The obtained information subtracted from

the total uncertainty is used to determine the information leakage.

The information leakage bounds for the following cases are provided in (5.10) - (5.12):

e Leakage on Y when (14, Y2) is wiretapped
e Leakage on Y when (Voy, Y 52) is wiretapped

e Leakage on X when (Voy, Y 52) is wiretapped

e < HYE|XE) = H(W) + I(Vy; YE)

Vy,YK2
+ HY"™2 W) +06 (5.10)
Lchy,yKQ < HYE|XE) - H(W) +I(Voy; YE)
+ H(YK2|VCY)+(5 (5.11)
K
LY vk, < HXMYE) - H(Vy)

+ I(XE YR Voy) + I(Voy; XE)

+

b (5.12)

As indicated in Figure 5.1, Y2 is used to represent the source bits that have been
wiretapped. This could be common information that relates to X* or private infor-
mation of X®. Equation (5.12) gives an indication of the minimum and maximum
amount of leaked information for the interesting case where the channel information
and data symbols have been wiretapped and its information leakage on the alternate

source is quantified. This is interesting because intuitively it is known that there is some
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information that may be leaked by an alternate source. For this case, the common infor-
mation Vox and Vioy can thus be secured to reduce the amount of information leaked.
The bounds developed in (5.10) - (5.12) are proven below. These are also described in
[62].

The code (Vx, Vex, Voy, Vi) that has been defined in Chapter 4 describing the model
exists, and (5.1) - (5.5) satisfy (5.6) - (5.9), which have already been proven in Chapter
4, then the information leakage bounds for this scenario with a more powerful adversary

is given by (5.10) - (5.12).

Proof for (5.10): First, H(YX|Vy,Y%2) is determined.

H(YE|Wy, YE2)

I
e

YE Vy, YE2) — H(Vy,Y5?)

|
T

Vy, YE2) (5.13)

(
(
= HY®)+ HW|YE)+ HYE Y E W)
(
= H(

YE) 4 H(Vy) = I(; YY) + H(YR?)

— LYY R W) = 1Y 2 V) — H(Vy [YE2)
— I(W;Y"2) — H(Y™|1y)

= HY"™)+H(W)—I(Vy;Y™)+ HY"?)
— HY™|W) - I(Y™;Vy) - H(Wy)

+ I(Wy; YE2) — T(Wy; YE2) — H(YE?)

_l_
o

Y2 1)

I
=

YEY - IV YE) — I(YE2, v E 1)

- H

(
(
> H(Vy)+H(Vex) + H(Voy) — IV YE)
(Y2 Vy) =6 (5.14)
(

= HW)+I(XEvE) -1 YE) — HYE2|Wy)

|
>,

(5.15)

where (5.13) holds from the entropy chain rule, (5.14) holds from (5.4), and (5.15) holds

from Theorem 1.
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The information leakage is thus:

YK
LVy,YKQ

|
=

YY) — HYE |1y, YE?)

IA
=

YE) - HWy) = I(X®V5) + I(Vas V)

_l_
T

I
e

YE| XK - H(W) + I(Vy; YE)

+
T

(
(
(YR Wy) +6
(
(

YR2|Vy) + 6 (5.16)

which proves (5.10).

Proof for (5.11):

HYE|Voy, YE2)
= HYE Voy,YE2) — H(Vpy, YE?)
= HY®)+ HVey|YE) + HYE2 YK Viy)
— [H(Vey|YE2) + I(Voy; YE?)
+ H(Y™|Voy)] (5.17)
= HY®)+ HVey) — I(Voy; YE) + H(YE2)
— I(YE2YE|Vey) — (Y2, Vey)

— H(Voy) + I(Voy; YE2) — I(Voy; YE?)

I
=

(
— HY®) 4 I(Voy; YE?)
(YEY — I(Voy; YE) — HY 52| Vey)
> H(W)+ HVex) + HVey)
— I(Vey: YE) - HYE2|Vey) — 6 (5.18)
= H(W)+I(XEYE) - I(Voy; YE)

— HY®2|Voy) -0 (5.19)

where (5.17) holds from the entropy chain rule, (5.18) holds from (5.4) and (5.19) holds

from Theorem 1.
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The information leakage is thus:

LY

Voy,Y K2

which proves (5.11).

= HY®) - HY X |Veoy, YE?)

< HYX) - H(W) - I(X575)

+ I(Voy; YE)+ HY ™ |Voy) + 6

= HY®|XE)-HW)+I(Voy; YY)

+ HY®2|Voy) 46 (5.20)

Following a similar proof to those done above in this section, a bound for H (X |Vey, V4)

can be found as follows:

H(XE|Voy,YE?)

T

XK Voy,Y) — H(Voy, Y52)

=

(
(
H(X™) + H(Voy|X®) + HY ™| Voy, X7)
(Vey, Y*2) (5.21)
(X

H(X™)+ H(Vey) — I(Voy; X&) + H(Y™)

I(XE YR \Voy) — I(YE2 Vi)

H(Vey |YE2) — I(Voy; YE?)

H(Y %2 |Vey) (5.22)
HXEY+ HVey) — I1(Voy; X5) + H(Y 5?)

I(XE YR Vey) — I(YE2, Vey) — H(Vey)

I(Voy; YE2) — H(Y52) 4 I(Voy; YE?)

I(Veoy; YE?)

H(XE) - (X5, YE2\Vpy) — I(Voy:; XE)

H(Vx)+ H(Vex) + H(Vey)

I(XE YR \Voy) — I(Voy; XB) =6 (5.23)
H(Vx) 4+ I(X5YE) - (X5, vE2|Vay)

I(Voy; X&) =6 (5.24)
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where (5.21) and (5.22) results from the chain rule, (5.24) holds from Theorem 1, and
(5.23) holds from (5.3).

The information leakage is thus:

X" = H(X®) - HXX|Vey,YE?)

Voy,Y K2

IN

H(XX) - H(Vx) - I(X";YF)
+ I(XE YR Vo) + I(Vey; XE) + 6
= HXE|YE) - HWVy) + (XK YE|Vey)

+ I(Voy; X%) 44 (5.25)

which proves (5.12).

This section shows the information leakage when various portions of the channel infor-
mation and some source data symbols are leaked. It is evident that the eavesdropper
has more information about a particular source as shown in (5.20)-(5.25), than if only
the channel information was wiretapped. This can be drawn from a comparison with
the previous chapter. The interesting case explored for (5.12) demonstrates that there
is common information leaked about X from the wiretapped Y’s source symbols or the

syndrome Ty, due to the correlation between the sources.

Equation (5.10) in effect means that the information leakage is upper bounded by
the common information between V3 and the eavesdropped source data symbols and
H(Y®2|V4). The security level is therefore dependent on these portions. If these are

secured then the information leakage will be less.

For (5.11), the common portion between Vpy and the eavesdropped source data symbols
together with H (Y %2|Vgy) form the upper bound for the information leakage. In the
same way as (5.10), increasing the security for these information portions ensures more

information can remain secure.

Again, in (5.12) Veoy and the eavesdropped source data symbols, together with H (X |Vey)
play a role in leaking information. Since Vioy is a common information portion it leaks

at least some information but no more than I(X;Y’) about X.

Equations (5.10) - (5.12) can be verified graphically using Figure 4.3. The wiretapped

information from the link may be redundant information if the source data symbols



Chapter 5. Information Leakage of Slepian- Wolf Encoded Sequences for Two
Correlated Sources with Partially Predetermined Information 88

correspond to the same information, which could be less information leaked than if the

source bits and the channel information corresponded to different information.

5.2 Shannon Cipher System Approach for Two Correlated

Sources with Partially Predetermined Information

The independent, identically distributed (i.i.d.) sources X and Y are mutually correlated
random variables, depicted in Figure 5.2. The alphabet sets for sources X and Y are
represented by X and ) respectively. As in the previous section, assume that (XX,
Y &) are encoded into two syndromes (Tx and Ty'). The compressed representation is as
follows: Tx = (Vx, Veox) and Ty = (Vy, Voy) where Tx and Ty are the syndromes of X
and Y. The characterization of the syndromes remains the same as specified above. Both
the transmitter and receiver have access to the key, a random variable, independent of
XK and Y& and taking values in Ijs, = {0,1,2,..., Mg —1}. The sources X* and V¥
compute the ciphertexts X " and Y/, which are the result of specific encryption functions
on the plaintext from X and Y respectively. As described in Chapter 4, the encryption

functions are invertible, thus knowing X  and the key, XX can be retrieved.

The eavesdropper has access to either the common or private portions given by Ty
and/or Tx and some data symbols from the corresponding source (Y%2). There is a
mapping/function that describes the relation between the uncompressed information and
the compressed information. This implies that certain source bits correspond to certain
compressed bits transmitted as channel information. It is valuable to determine how
much of information to transmit at a time such that the eavesdropper cannot retrieve

the message (this is described in the next section).

The encoder functions for X and Y, (Ex and Ey respectively) are given as:

Ex : (X5 X52) x Iy — Dy ={0,1,..., My — 1}
Ly, ={0,1,...,

Mgx — 1} (5.26)
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XK YK
XK1 XK2 YK1 YK2

: : 77777777 'S Wiretapper
| | |
|

Encoder Encoder : kx,ky

|
1

—»  Decoder

T
|
|
|

XK vE

FIGURE 5.2: Shannon cipher system for two correlated sources with wiretapped source
symbols

By : (VM V5) x Iy, = Lygg ={0,1,..., M3 — 1}
Iy, = {0,1,..., (5.27)
Mgy — 1} (5.28)
The decoder is defined as:
Dxy : (I Inay Ina, > Iz, ) %0 I s Ingy
— XF YK (5.29)
The encoder and decoder mappings are below:

(5.30)

Wy = Fr, (X5 X52 W)
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Wy = F, (Y51 YE2 Wpy) (5.31)
XK = Fp (W1, Wa, Wix) (5.32)
Y& = Fp, (W1, Wa, Wiy) (5.33)

or
(XK, YE) = Fpy, (Wi, Wa, Wix, Wiy) (5.34)

The following conditions should be satisfied for cases 1- 4:

1
e logMx < Rx +¢ (5.35)
1
E log My < Ry +¢ (536)
1
? logMirx < Rx +¢€ (5.37)

1
7 log My < Ry +€ (5.38)
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Pr{X% £ XK1 < ¢ (5.39)

Pr{VX £YK} <e (5.40)

%H(XKH/VL Wa) < hx +¢ (5.41)

%H(YKywl, W) < hy +e (5.42)

%H(XK,YK]Wb W) < hxy +¢€ (5.43)

where Rx is the rate of source X’s channel and Ry is the rate of source Y’s channel.
Here, (Ryx, Rry) is the rate of the key channel when allocating a key to X and Y.
The security level for X and Y are measured by the total and individual uncertainties,

(hx,hy).

The cases 1 - 3 are:

Case 1: When (W, Wy, Y52) is leaked and (XX, YX) needs to be kept secret. The
security level of concern is represented by &H (XX, YK|Wy, Wy, Y52).

Case 2: When (W7, Wy, Y2) is leaked and (XX, Y¥) needs to be kept secret. The secu-
rity level of concern is represented by (%H(XK]Wb Wa, YK2), %H(YK\WI, Wo, YK2)),
Case 3: When (W7, W, Y52) is leaked and Y® needs to be kept secret.The security
level of concern is represented by +H (Y5 |Wy, W, Y2).
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The admissible rate region for each case is defined as follows:

Definition 1a: (Rx, Ry, Rrx, Rry, hxy) is admissible for case 1 if there exists a code
(FEy, Fpyy) such that (5.35) - (5.40) and (5.43) hold for any e — 0 and sufficiently
large K.

Definition 1b: (Rx, Ry, Rix, Rry, hx, hy) is admissible for case 2 if there exists a
code (Fgy, Fp,, ) such that (5.35) - (5.42) hold for any ¢ — 0 and sufficiently large K.
Definition 1c: (Rx, Ry, Rrx, Ry, hy) is admissible for case 3 if there exists a code
(Fry, Fpyy) and (Fg,, Fpy, ) such that (5.35) - (5.40) and (5.42) hold for any ¢ — 0
and sufficiently large K.

Definition 2: The admissible rate regions of R; for case j are defined as:

Ri(hxy) ={(Rx, Ry, Rrx,Rry) :

(Rx, Ry, Rix, Rry, hxy) is admissible for case 1} (5.44)

Ra(hx,hy) = {(Rx, Ry, Rix, Rry) :

(Rx, Ry, Rix, Rry,hx,hy) is admissible for case 2} (5.45)

Rs(hy) = {(Rx, Ry, Rrx, Rry) :

(Rx, Ry, Rix, Rry, hy) is admissible for case 3} (5.46)

Theorems for these regions have been developed:
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Theorem 4: For 0 < hxy < H(X,Y) — pc — py and

Ri(hxy) = {(Rx, Ry, Rgx, Rry) :
Rx > H(X|Y),

Ry > H(Y[X),

Rx + Ry > H(X,Y) and

Rpx + Ry > hxy} (5.47)

Theorem 5: For 0 < hxy < H(X) —pc and 0 < hy < H(Y) — pc — py,

Ro(hx,hy) = {(Rx, Ry, Rgx, Rry) :
Rx > H(X|Y),

Ry > H(Y|X),

Rx +Ry > H(X,Y) and

Rix + Rry > max(hx,hy)} (5.48)

where R1 and Ry are the regions for cases 1 and 2 respectively.

Here, the wiretapped source symbols are indicated by the following entropy: %H (YH2) =
ue + py, where puo and py are the common and private portions of the i.i.d source Y
that are contained in Y2 per symbol. Here, Y, is proportional to K. When hx = 0
then case 3 can be reduced to that in (5.48). Hence Corollary 2 follows:

Corollary 2: For 0 < hy < H(Y) — pc — py, R3(hy) = Ra(0, hy)

The code achieving these bounds for case 2 allows for the key length of hy to be achieved
across Y'’s channel in case 3. The security levels, which are measured by the individ-
ual uncertainties (hx,hy) and total uncertainty hxy give an indication of the level of
uncertainty in knowing certain information. When the uncertainty increases then less
information is known to an eavesdropper and there is a higher level of security. The
direct and converse parts of the proofs for Theorem 4 (5.47) and Theorem 5 (5.48) are

contained within Appendix B.
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5.3 Information Leakage for the System using Matrix Par-

titions

The setup (G matrix, H matrix and syndromes) for this section is the same as that for
the implementation for the two correlated source model presented in Section 4.5. Here
K> has a length specified as Ko < K. The Hamming distance is represented as follows:
dg (XK, YE) < 1.

The method specified in Section 4.5 is applied here. The leakage due to (T’x, Ty ) has been
detailed in Section 4.5 and here the leaked Y2 portion may be considered separately

thereby forming a solution for the following cases:

e The equivocation on (X, Y¥) when (Tx, Ty, Y *2) is leaked

e The equivocation on (XX, YX) when (Tx, Y ?2) is leaked

e The equivocation on (X, Y®) when (Ty, Y *2) is leaked
The information leakage on (X%, Y X ) when K3 bits of source Y is leaked is considered.
First, since dy (X, YX) < 1, if there are 0 < Ky < K bits, the number of possible
sequences including repeated sequences is 2% %2 (K +1). For each K bits wiretapped,

there are K9+ 1 possible combinations that have a Hamming distance of one. Therefore,

the information leakage due to Y2 with respect to X* is detailed in (5.49).

K>
K—-Ky+1 K—-Ky+1 1 1
Lk = Ky — - 1 5.49
y K2 2 K1l 0g9 K1 ;K+1Og2K+1 ( )
where K = 7.

The results obtained for this scenario in (5.49) are presented in Figure 5.3. It is seen
that the maximum information leakage of Yx, on XX is the four bits representing the

common information between X% and YX.

For the leakage of Y2 with respect to Y it is given by Ky. This is depicted in Figure
5.4. The combination of this quantity (eliminating the common information) and that in

(5.49) result in the information leakage on (X%, Y ) when Y2 has been leaked. With
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; Leakage on X® when Y% is wiretapped

Leakage on X%
\

FIGURE 5.3: The information leakage on X when Y %2 has been wiretapped

use of the Venn diagram above it is seen that the information leakage on (XX, V)
reduces to Y2, This means that for example, if Y2 is two bits then there are two bits

known about (X%, Y¥). Figure 5.5 shows the numerical results.

The information leakage represented here may be used in the cases specified in this

section to separately determine the information leakage of Y52 on XX and YX.

The chapter described a novel two correlated source model where some source informa-
tion has been leaked to a wiretapper. The security aspects for this model have been
analyzed in terms of the Slepian-Wolf scenario and Shannon’s cipher system. The infor-
mation leakage bounds and rate regions for perfect secrecy have been provided based on
the analysis of the security aspects. The chapter ends with the coding implementation
for the novel model presented here, which is an important contribution as highlighted

at the beginning of this chapter.
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Leakage on YX when Y/ is wiretapped

Leakage on Y X

T T T T T T VZ

FIGURE 5.4:

Leakage on (X%, V)
w IN o1

N

FIGURE 5.5: The information leakage on (X%, Y %) when Y %2 has been wiretapped

The information leakage on Y when Y %2 has been wiretapped

Leakage on (XX YX) when Y% is wiretapped




Chapter 6

Information Leakage for
Correlated Sources using

Heterogeneous Encoding Method

This chapter describes a novel correlated source scenario in which two encoding methods
are investigated; the novel model is referred to as a model with a heterogeneous encoded
method. It caters for applications where a source has been leaked to a wiretapper. A
main contribution is the development of the heterogeneous encoding correlated source
model. The two approaches explored to investigate the information leakage have been
used here; one quantifying the information leakage for the Slepian-Wolf scenario and
the other incorporating Shannon’s cipher system. These security aspects of the two
correlated source model is also a contribution. The chapter again ends with a section
showing the coding implementation for this model, which is an important contribution
as it shows practical implementation for the novel model developed and provides an

important link between the information theory and coding theory fields.

6.1 Correlated Source Model for Heterogeneous Encoding

Method

The scenario has also been presented in terms of this model description and the imple-
mentation below [63]. The independent, identically distributed (i.i.d.) sources X, Y and
97
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Z are mutually correlated random variables, depicted in Figure 6.1. The alphabet sets
for sources X, Y and Z are represented by X, Y and Z respectively. Assume that X%
and Y are encoded into two channel information portions represented by their common
and private information portions. Here, Tx = (Vox, Vx) and Ty = (Voy, Vy) where
Tx and Ty are the channel information of X and Y respectively. The Venn diagram in
Figure 6.2 illustrates this idea. Each source is composed of K bits, and for source Z¥,
w of these symbols are considered as the wiretapped information and is leaked to the

wiretapper (u < K).

ZK XK YK

Encoder Encoder

Decoder

T
|
XK vK

F1GURE 6.1: Correlated source coding for three sources with X and Y transmitting
compressed information

FIGURE 6.2: The relation between private and common information

The correlated sources X, Y and Z transmit messages (in the form of some channel
information) to the receiver along the wiretapped links. The eavesdropper has access
to either the common or private portions given by Tx and Ty and the predetermined
information from the source Z, i.e. Z*. As with the model in Chapter 5, the effect is

that the eavesdropper has access to some compressed information (that is transmitted
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across the communication link after encoding) and some uncompressed information (i.e.

the data symbols from source Z).

Here, for X% and YX the typical set encoding and decoding described in Chapter 4 is
used. As a summary, it is possible to determine bin indices for the typical sequence from
the indices passed over the communication channel. When common or private informa-
tion from the syndromes are wiretapped it gives an indication of which row/column in

the specific look up table the sequence is contained within.

The code described in this section satisfies the following inequalities for § > 0 and

sufficiently large K.

P?‘{X 75 G(Vx,VCx)} S (5 (6.1)

Pr{Y # G(Wy,Vey)} <6 (6.2)

From the Venn diagram we see the private information and common information pro-
duced by each source should contain almost no redundancy. Here, (Vox, Vx, Vy, Voy)
are asymptotically disjoint, which ensures that there is almost no redundant information

sent to the decoder.

Here, the nature of codes when there are three correlated sources is explored. The
correlation occurs as follows: dp (XX, Y¥) <1 and dy(YX,Z%) < 1. This means X
and Y have a Hamming distance of one and Y and Z have a Hamming distance of one.
There is therefore some sort of correlation between X and Z as they are both correlated

toY.

The prototype code is initially defined: for any ¢y > 0 and sufficiently large K, there exits
a code Wox = Fox(XK), Weoy = Foy (YE), )/(\'K,}/}K, where Wx € Iy, Wy € Iy,
Wex € Iy, and Wey € Iy, for Iy, which is defined as {0,1,..., M, — 1}, that

satisfies,
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PriXK YK 7K 2 XK vK 7K1 <¢ (6.3)

1
H(XY,Z) — e < - log Mx < H(X[Y, Z) + e (6.4)

1 1
H(Y‘X, Z) — €0 < EH(Wy) < ?logMY
< HY|X) + e (6.5)
1
H(Z|X,Y) = e < 2zlog Mz < H(Z|X,Y) + €0 (6.6)

I(X:Y) ~ 0 < o loglH(We X) + H(Woy)

< I(X5Y) +e (6.7)
%H(XKWy, Vz) > H(X) - o (6.8)
%H(YK\VX, Vz) > H(Y) - e (6.9)

EH(ZK‘VZ,VY) > H(Z) -« (6.10)



Chapter 6. Information Leakage for Correlated Sources using Heterogeneous Encoding
Method 101

We can see that (6.3) - (6.7) mean

H(X,Y) =3¢ < %(H(VX) +H(Vex) + H(Wy)
+ H(Wey)) < H(X,Y) + 3e

+ 3¢ (6.11)

Hence from (6.3), (6.11) and the ordinary source coding theorem, (Wx, Wy, Wex
and Wey ) have almost no redundancy for sufficiently small ¢y > 0. The encoding and
decoding defined by the existence of the prototype code provided by (6.3) - (6.11) have

been proven in Chapter 4 for two sources.

This model can cater for a scenario where a particular source, say Y needs to be more
secure than X (possibly because of more eavesdropping on the Y channel); we would
need to secure the information that could be compromised. This masking approach is

described in Chapter 4.

In order to determine the security of the system, a measure for the amount of information
leaked has been developed. The obtained information and total uncertainty are used
to determine the leaked information. Information leakage is indicated using the Lg

notation described in Chapter 4.

The information leakage bound for the following two cases are considered:
Case 1: Leakage on Y when (Tx, Ty, Z") are wiretapped.
Case 2: Leakage on X when (Tx, Ty, Z") are wiretapped.

The information leakage for these cases is as follows:

LY py on < I(Ty; YE) 4+ I(Tx: YE)
+ I(Ty;Tx|Y) + I(YE; 2 + [(Ty; ZM Y E)
+ I(Tx; zMYE, Ty) - I(Tx; Ty) — I(Tx; Z")

— I(Ty; ZMTx) + 26 (6.12)



Chapter 6. Information Leakage for Correlated Sources using Heterogeneous Encoding
Method 102

IN

LTx,Ty,Z” I(Ty; X)+ I(X;Tx)

+ o+

(
I(Ty; Tx|X) + 1(X; 2%) + I(Ty; 2" X)
I(Tx; ZMY, Ty) — I(Tx; Ty) — (7" Tx)
(

— I(Ty; Z"Tx) + 26 (6.13)

Here, T'x and Ty are the compressed sequences and in terms of the information quantity
they include either the private or common portion. Thus, we can see the above bound
as a generalized result for wiretapping X’s or Y'’s links, when p bits of the source Z is

leaked. The portion Z* could be leaked with respect to source X or Y.

This bound developed in (6.12) is proven below.

Proof for (6.12): First, H(YX|Ty,Tx,Z") is determined as the information leakage
is found using H(Y') — H(Y |Ty, Tx, Z").
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H(Y|Ty,Tx,Z")
= HY,Ty,Tx,Z")— H(Ty,Tx,Z")

= HY™)+HTv|Y)+ H(Tx|Ty,Y)

+
=

(
(
(
(ZMYE Ty, Tx) — [H(Ty) + H(Tx|Ty)
H(Z"|Ty, Tx)]

HY®)+ [H(Ty) = I(Ty; Y)] + [H(Tx — I(Y; Tx)
= I(Tyv;Tx|Y)] + [H(Z") - 1(Y; 2")

— I(Ty; Z"Y) — I(Tx; Z2"Y, Ty)] — H(Ty)

— [H(Tx) - I(Ix;Ty)] — [H(Z")

- I(Z"Tx) - I(Ty; 2"|Tx)]

= HY)+H(Ty) - I(Tyv;Y) + H(Tx) - I(Y;Tx))
— I(Tyv;Tx|Y)+ H(Z") - I(Y; ZH)

— I(Ty; Z"Y) = I(Tx; Z"|Y,Ty) — H(Ty)

— H(Tx)+I(Tx;Ty) — H(Z") + 1(Z2"; Tx)

+ I(Ty; Z"|Tx)

= H(Y™) - I(Ty;Y) ~ I(Y; Tx)

- I(Ty;Ix|Y) = I(Y; Z2") — I(Ty; Z'|Y)

— I(Tx; ZMY,Ty) + 1(Tx; Ty)

+ I(ZMTx)+ I(Ty; Z"Tx) (6.14)

where (a) results from the chain rule expansion for H(Y, Ty, Tx, Z*) and H (Ty, Tx, Z")
and (b) results from the property that the conditional entropy is the same as the mutual
information subtracted from the total uncertainty, i.e. H(X|Y) = H(X) — I(X;Y).
Here, (c) is arithmetic, where the terms H(Ty), H(Tx) and H(Z") cancel.
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The information leakage is thus:

LTY7TX’ZM

IN

H(Y) - H(Y"|Ty, Tx, 2")

H(Y®) - H(Vy) - H(Voy) — H(Vex)
H(Voz) — HY™)+ I(Ty;Y) + I(Y; Tx)
Ty, Tx|Y)+ I(Y; Z") + I(Ty; ZH|Y)
I(Tx; ZHY,Ty) — [I1(Tx; Ty)

I(Z*; Tx) + I(Ty, Z“‘Tx)] + 4 (6.15)

I(Y52%) + I(Ty; Z0)Y ) + 1(Tx; Z9Y, Ty )

(
(
(
(Ty;Y)+ I(Y;Tx)+ I(Ty; Tx|Y)
(
I(Tx;Ty) — 1(2" Tx)

(

I(Ty; Z*|Tx) + 26 (6.16)

which proves (6.12). Here, (6.15) results from (6.2).
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Proof for (6.13):

H(X|Ty,Tx,Z")
= H(X,Ty,Tx,Z")— H(Ty,Tx,Z")

= H(X)+ H(Ty|X®)+ H(Tx|Ty, X)

+
=

(
(
(
(ZM XK Ty, Tx) — [H(Ty) + H(Tx|Ty)
H(Z"|Ty, Tx))

H(X

)+ [H(Ty) = I(Ty; X)] + [H(Tx — I(X;Tx)

— I(Ty; ZH|X

(

— I(Ty;Tx|X)] + [H(Z2") — I(X; Z")
) = I(Tx; 29| X, Ty)] — H(Ty)
I(

- [H(Tx) -
- (2" Tx) - I(Ty; 2"|Tx)]

Tx;Ty)] — [H(Z2")

= HX)+H(Ty)—-I(Ty; X))+ H(Tx) — I(X;Tx))
— I(Ty;Tx|X)+ H(Z*) — 1(X; Z")

- I(Ty; 2"\ X) = I(Tx; 2" X, Ty) — H(Ty)

— H(Tx)+I1(Tx;Ty)— H(ZM)+1(Z";Tx)

+ I(Ty; Z2"|Tx)

= HX")-I(Ty; X) - I(X; Tx)

- 1Ty Tx|X) - I(X; 2") — I(Ty; 2" X)

- I(Tx; Z"|X,Ty) + I(Tx; Ty)

+ I(Z”;Tx) —|—I(Ty;Zu‘Tx) (617)

where (d) results from the chain rule expansion for H (X, Ty, Tx, Z*) and H (Ty, Tx, Z")
and (e) results from the property that the conditional entropy is the same as the mutual
information subtracted from the total uncertainty, i.e. H(X|Y) = H(X) — I(X;Y).
Here, (f) is arithmetic, where the terms H(7Ty ), H(Tx) and H(Z") cancel.
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The information leakage is thus:

LTXY,TX,Z” = H(X) - H(X|TY7TX7 Z'LL)
-~ H(Vx)—-H(Vey) — H(Vex)

— H(Veoz) - H(X)+I(Ty; X) + 1(X; Tx)

A
=
=

+ I(Ty; Tx|X) + I(X; Z") + I(Ty; 2" X)
+ I Tx,Zu‘X Ty) [I(Tx;Ty)

+ I(Z" Tx)—}—I(Ty,Z“‘Tx)] + 6 (6.18)

(
(
(
= I(Ty; X) + I(X; Tx) + I(Ty; Tx | X)
+ I(X;28) + I(Ty; 28 X) + I(Tx; 24|, Ty )
- I(Tx;Ty) — I(Z";Tx)

(

— I(Ty; ZMTx) + 26 (6.19)

which proves (6.13). Here, (6.18) results from (6.1).

This section shows the information leakage for when various portions of the channel
information and source data symbols from one source are leaked. The interesting cases
explored for (6.12) and (6.13) demonstrate that the source Z contributes to leakage for

X and Y; this is due to the common information shared between them.

Equations (6.12) and (6.13) indicate that the information leakage is upper bounded
by the common information portions indicated. The information leakage in (6.12) and
(6.13) can be reduced if the common information portions are secured. Equations (6.12)

and (6.13) can be verified using the Venn diagram in Figure 6.2.

6.2 Shannon Cipher Approach for Correlated Sources us-
ing Heterogeneous Encoding Method

Here, Shannon’s cipher system for the heterogeneous encoding method (depicted in
Figure 6.3) is presented. The two source outputs are i.i.d random variables X and Y,
taking on values in the finite sets X and ). Both the transmitter and receiver have
access to the key, a random variable, independent of X% and Y¥ and taking values in

Ing, =1{0,1,2,..., My —1}. As before, the sources X* and Y compute the ciphertexts
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W1 and Ws, which are the result of specific encryption functions on the plaintext from
X and Y respectively. The encryption functions are invertible, thus knowing W7 and

the key, kx for X then X can be retrieved. The key for Y is represented as ky.

ZK XK YK
l l

kx,ky

Encoder Encoder

kx,ky

Decoder

T
|
XK yK

FIGURE 6.3: Shannon cipher system for three correlated sources

The encoder functions for X and Y, (Ex and Ey respectively) are given as:

Ex : X% x Iy — Iy ={0,1,..., My — 1}

Iy, ={0.1,..., M{x — 1} (6.20)

By : Y% x Iy — Iy, ={0,1,..., My — 1}

I, ={0,1,..., Méy — 1} (6.21)

The decoder is defined as:

DXY;(IMS{’IM;”IMICX’IM/Y) X IMkX7IMkY

C
- XK Yk (6.22)
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The encoder and decoder mappings are below:
Wy = Fp (XX Wix) (6.23)
Wy = Fg, (Y, Wiy) (6.24)
XK = Fp (Wi, Wa, Wix) (6.25)
YE = Fp, (Wi, Wa, Wiy) (6.26)
or
(XK YE) = Fp . (W1, Wa, Wix, Wiy) (6.27)
The following conditions should be satisfied for cases 1- 4:
1
ElogMX <Rx+e (6.28)
1
E log My < Ry +¢ (6.29)
1
?longX < Rix +e€ (6.30)
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1
e log My < Ry + € (6.31)
Pr{X® £ X5} <e (6.32)
Pr{YX £vE} < (6.33)
1 K
HXEW) < by + e (6.34)
1 K
EH(Y |[Wa) < hy +¢€ (6.35)
1
?H(XK,YK]Wh Wa) < hxy +¢€ (6.36)

where Rx is the rate of source X’s channel and Ry is the rate of source Y’s channel.
Here, (Ryx, Rry) is the rate of the key channel when allocating a key to X and Y.
The security level for X and Y are measured by the total and individual uncertainties,

(hx,hy) and hxy respectively.

The cases 1 - 3 that are considered are as follows:
Case 1: When (W7, W, ZH) is leaked and (X, Y¥) needs to be kept secret. The se-
curity level of concern is represented by %H (XK YE|W, Wy, ZM).
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Case 2: When (W1, W, ZH) is leaked and (X, Y¥) needs to be kept secret. The se-
curity level of concern is represented by (+H (XKW, Wa, ZH), £ H(Y X |W1, Wa, ZH)).
Case 3: When (W7, Wa, Z*) is leaked and Y needs to be kept secret. The security level
of concern is represented by +H (YX|Wy, Wa, ZH).

The admissible rate region for each case is defined as follows:

Definition 1a: (Rx, Ry, Rrx, Rry, hxy) is admissible for case 1 if there exists a code
(Fgy, Fpyy) and (Fg,, Fpy, ) such that (6.28) - (6.33) and (6.36) hold for any ¢ — 0
and sufficiently large K.

Definition 1b: (Rx, Ry, Rrx, Rry, hx, hy) is admissible for case 2 if there exists a
code (Fgy, Fpy,) and (Fg,, Fp,, ) such that (6.28) - (6.35) hold for any ¢ — 0 and
sufficiently large K.

Definition 1c: (Rx, Ry, Rkx, Ry, hy) is admissible for case 3 if there exists a code
(Fg,, Fp,,) such that (6.28) - (6.33) and (6.35) hold for any ¢ — 0 and sufficiently
large K.

Definition 2: The admissible rate regions of R; for case j are defined as:

Ri(hxy) ={(Rx,Ry,Rrx,Rry) :

(Rx, Ry, Rix, Ry, hxy) is admissible for case 1} (6.37)

Ra(hx,hy) ={(Rx, Ry, Rix, Rry) :
(Rx, Ry, Rix, Rry,hx,hy) is admissible for case 2} (6.38)

Rs(hy) = {(Rx, Ry, Rix, Rry) :

(Rx, Ry, Rix, Rry, hy) is admissible for case 3} (6.39)

Theorems for these regions have been developed:
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Theorem 6: For 0 < hxy < H(X,Y) —acx —acy + [(X;Y; Z),

Ri(hxy) = {(Rx, Ry, Rkx, Rry) :
Rx > H(X|Y),

Ry > H(Y|X),

Rx + Ry > H(X,Y)

Rpx + Ry > hxy} (6.40)

Theorem 7: For 0 < hx < H(X) —acx and 0 < hy < H(Y) — acy,

Ra(hy) = {(Rx, Ry, Rix, Riy) :
Rx > H(X|Y),

Ry > H(Y|X),

Rx + Ry > H(X,Y)

Rix + Rry > max(hx,hy)} (6.41)

where R and R are the regions for cases 1 and 2 respectively. Here, acx and agy are
the common portions (i.e. the correlated information) of the i.i.d source Z (for I(X; Z)

and I(Y; Z) respectively) that are contained in Z* per symbol.

When hx = 0 then case 3 can be reduced to that depicted in (6.41). Hence, Corollary
3 follows:

Corollary 3: For 0 < hy < H(Y) — acy, R3(hy) = Ra(0, hy)

The proofs and converses of Theorems 6-7 are contained within Appendix C.

6.3 Information Leakage for the System using Matrix Par-

titions

The same setup (G matrix, H matrix and syndromes) as per the implementation in
Section 4.5 is applied to implement this model. Using the method already specified,

the information leakage for each of the following cases may be found. The leakage due
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to (T'x,Ty) has been detailed in Section 4.5 and here the leaked Z* portion may be

considered separately, thereby forming a solution for the following cases:

e The equivocation on (X%, YX) when (Tx, Ty, Z") is leaked
e The equivocation on (X%, YX) when (Tx, Z*) is leaked

e The equivocation on (X%, Y X) when (Ty, Z*) is leaked

The information leakage on (XX, Y ) when p bits of source Z is leaked is considered,
which is done in two steps. First, since dg (Y5, Z%) < 1, if there are 0 < u < K bits
(1 = 0 has been considered in Section 4.5), the number of possible sequences including
repeated sequences is 25 7#(K+1). However, there are 2 ~# different sequences repeated

K — i+ 1 times and there are p2%—# different sequences that possibly occur once.

Second, from every possible Y& there are eight possible sequences for X* with identical
possibilities. Therefore, the information leakage due to Z# with respect to X* and Y ¥

is detailed in (6.42).

XK yK K—p+1 K—p+1
Ly, = HXK YE)+ Kfl“ log, 2K_H(“;+1)

+/L2K_M 2K—#%K+1) 10g2 2K_“%K+1) - H(XK’YK) (642)

where H( XX YE) =10, HXK|YX)=3 and K = 7.

The numerical results retrieved using (6.42) are presented in Figure 6.4. It is seen that
the information leakage on (X K yk ) increases as more p bits are wiretapped and this
is because of the correlation between the sources. The maximum information that Z#

leaks about (X, Y®) is four bits.

The information leakage represented in (6.42) may be used in the cases explored in this
section to separately determine the information leakage of Z# on X* and Y. The Z*
bits also contribute to the information leakage and the correlation between X, Y and

Z" plays a role in determining the overall leakage.

This section shows the information leakage for the model described in this chapter where

various portions of the channel information and some source data symbols from Z are
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Leakage on (X% Y®) when Z* is wiretapped
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FIGURE 6.4: The information leakage on (X Y %) when Z* has been wiretapped

leaked. Again it is noted that the message bits given by u; and vy also contribute to
information leakage as they are not masked in any way. If these are hidden in some way
then the information leakage will be less. In addition, due to the correlation that exists

between X%, Y& and Z* there is leakage on X and YX when Z* has been leaked.

The chapter described a novel heterogeneous encoded correlated source model where
some source information has been leaked to a wiretapper. The security aspects for this
model have been analyzed in terms of the Slepian-Wolf scenario and Shannon’s cipher
system. The information leakage bounds and rate regions for perfect secrecy have been
provided based on the analysis of the security aspects. The chapter ends with the coding
implementation for the novel model presented here, which is an important contribution

as highlighted at the beginning of this chapter.



Chapter 7

Conclusion

This chapter concludes the thesis by initially comparing the novel correlated source
models presented in Chapters 4-6 with existing models, and detailing the future work
for this research project. Further, the contributions have been listed followed by a

description of the contents of the thesis.

7.1 Comparison to other Models

The two correlated source model across a channel with an eavesdropper is a more gen-
eralised approach of Yamamoto’s [5] model. If the links were combined into one link,
the same situation as per Yamamoto’s [5] would result. As described in the two cor-
related source model in Chapter 4 this specific model can be implemented for multiple
sources with Shannon’s cipher system. Due to the unique scenario incorporating mul-
tiple sources and multiple links, the models presented above are more secure as private

information and common information from other link/s are required for decoding.

Further, information at the sources may be more secure in the two correlated source
model presented in Chapter 4 because if one source is compromised then only one source’s
information is known. In Yamamoto’s [5] method both source’s information is contained
at one station and when that source is compromised then information about both sources
are known. The information transmitted along the channels (i.e. the syndromes) in

these models presented in Chapters 4-6 do not have a fixed length as per Yamamoto’s

114
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[5] method. Here, the syndrome length may vary depending on the encoding procedure

and nature of Slepian-Wolf codes.

In these novel models, information from more than one link may be required in order
to determine the information for one source. This gives rise to added security as even if
one link is wiretapped it may not be possible to determine the contents of a particular
source. This is attributed to the fact that this model transmits common information

portions from different links, which is different to Yamamoto’s model.

At first glance, Yamamoto’s model may seem to be a generalisation of the Luo et al. [47]
model, however Luo et al. [47] incorporate a wiretapper at the source that has access
to some source data symbols. In this work, Chapter 5 incorporates this concept in that

the information known to the eavesdropper is Y2 source symbols of source YX.

Another major feature is that private information can be hidden using common informa-
tion. Here, common information produced by a source may be used to mask its private
codeword thus saving on key length. The key allocation is specified by the general rules
presented in Chapter 4. The multiple correlated sources model presents a combination
masking scheme where more than one common information is used to protect a private
information, which is a practical approach. This is an added feature developed in or-
der to protect the system. This approach has not been considered in the other models

mentioned in this section.

The work by Yang et al. [2] uses the concept of side information to assist the decoder in
determining the transmitted message. The side information could be considered to be
a source and is related to this research when the side information is considered as cor-
related information. Similar work with side information that incorporates wiretappers,
by Villard and Piantanida [26] and Villard et al. [23] may be generalised in the sense
that side information can be considered to be a source, however these models are distin-
guishable as syndromes, which are independent of one another are transmitted across
an error free channel. Further, to the author’s knowledge Shannon’s cipher system has
not been incorporated into these models by Villard and Piantanida [26] and Villard et
al. [23].

It is noted that the models presented in this thesis reduce to Yamamoto’s model. Here,

when the variations in the models presented in Chapters 5 and 6 (two correlated sources
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with some source information wiretapped and the heterogeneous model respectively) are
removed it reduces to the two correlated source model presented in Chapter 4. When the
two correlated sources become one source transmitting information across a single link
then the model further reduces to that of Yamamoto’s. This thesis therefore incorporates

models that build on Yamamoto’s model.

7.2 Future Work

This research project has room future work. It would be interesting to consider the
case where the channel capacity has certain constraints (according to the assumptions
in Chapter 4 the channel capacity is enough at all times). In the two correlated source
models, the channels are either protected by keys or not however this is limited and a
real case scenario where there are varying security levels for the channels is an avenue

for future work.

7.3 Contributions

This thesis contributes the following:
e Information leakage quantification for two correlated source models (Sections 4.2
and 5.1)
e Shannon cipher approach for two correlated source models (Sections 4.4 annd 5.2)

e Information leakage quantification for heterogeneous encoding method correlated

source model (Section 6.1)

e Shannon cipher approach for heterogeneous encoding method correlated source

model (Section 6.2)

e Coding implementation for the various correlated source models developed (Sec-

tions 4.5, 5.3 and 6.3).

The contributions listed above are to the author’s knowledge novel. There has been much

work conducted in this field of security for correlated sources, which has been detailed in
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the literature review. The field of information theory took off with Shannon’s model for a
communication system [15], where the concept of entropy was introduced. The research
after this important paper related to correlated sources and security aspects of wiretap
networks has been described in Chapter 2. The techniques and methodologies presented
in Chapter 3 gave an overview of the concepts, theorems and techniques utilized for
the research. These include those developed for use by the Slepian-Wolf theorem, the
wiretap channel and coding implementation for correlated sources. Initially a generalized
model for correlated sources is presented where the information leakage is described and
thereafter the Shannon cipher system approach is presented. These security aspects are
presented for each of the correlated source models thereafter; In Chapters 4-5, where two
correlated source models are presented and in Chapter 6 where a heterogeneous encoding
method correlated source model is presented. The implementation for these models are
also presented. The implementation uses a matrix partition method and is significant
because it provides a link between information theory and coding theory. The correlated
source models contained herein are for applications where there is existence of common
information in communication networks (two correlated source model), there exists some
predetermined information (two correlated source model with some source data symbols
wiretapped), where a source is more prone to wiretapper access (heterogeneous encoding

method correlated source model).

The use of correlated sources in communication networks is major as can be seen by the
applications detailed in Chapters 1-2. Based on this research significant steps can be
taken to advance in the field of security for correlated sources (in the broader field of
information theory). The literature survey provides evidence that this research has not

been conducted before and to the author’s knowledge the contributions are novel.

This chapter presents a conclusion for the research project. The novel models presented
have been compared to existing models and the future work has been described. This

is followed by a list of the contributions and a summary of the details of the thesis.
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Proof of Theorems 2-3

This section proves the direct parts of Theorems 2 - 3 and thereafter the converse
parts. Before the theorems are proved it is necessary to develop the prototype code
(Wx, Wy, Wex, Wey). Proofs of Theorems 4-7 covered in Appendix B and C also

make use of this code.

All the channel rates in the theorems above are in accordance with Slepian-Wolf’s the-
orem, hence there is no need to prove them. A code based on the prototype code
(Wx, Wy, Wex, Wey) in Lemma 1 is constructed. In order to include a key in the

prototype code, Wy is divided into two parts as per the method used by Yamamoto [5]:

Wx1=Wx mOdMXléfMXl:{0,1,2,...,MXl—1} (Al)
Wx —W

Wxo=—— 2 ey ={0,1,2,..., Myy — 1} (A.2)
My

where Mx1 is a given integer and Mxs is the ceiling of Mx/Mxi. The Mx/Mx is
considered an integer for simplicity, because the difference between the ceiling value and
the actual value can be ignored when K is sufficiently large. In the same way, Wy is

divided:
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Wy1 = Wy mod My € IMYI = {0, 1,2,..., My — 1} (A3)
Wy — W
Wyo = —— L ey, ={0,1,2,..., Myy — 1} (A.4)
My

The common information components Wox and Wey are already portions and are not
divided further. In this scenario Weox + Wey lie between 0 and I(X;Y). It can be
represented by X and Y, X only or Y only. It can be shown that when some of the

codewords are wiretapped the uncertainties of X and Y¥ are bounded as follows:

1 1 ,
EH(XKyWXQ, Wy) > I(X;Y) + i log Mx1 — €, (A.5)
1 K 1 /
?H(Y W, Wya) > I(X;Y) + = log My — € (A.6)
1 ,
EH(XKH/VX, Wys) > I(X;Y) — ¢ (A7)
1 K 1 !
?H(X |Wx, Wy, ch) > ? log Mox — € (A.S)

1 1 ,
EH(YK|WX, Wy, Wey) > i log Mcx — € (A.9)
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1 1 ,
?H(XKWVy,WCy) > H(X|Y) + 2 log Mox — € (A.10)

1 1 ,
KH(YK\Wy, Wey) > % log Mcx — € (A.11)

where ¢, — 0 as ¢g — 0. The proofs for (A.5) - (A.11) are the same as per Yamamoto’s [5]
proof in Lemma Al. The difference is that Wex, Wey, Mox and Mgy are described
as We1, Wee, Mco1 and Mgy respectively by Yamamoto. Here, Weox and Wey is
considered to be represented by Yamamoto’s W1 and Weeo respectively. In addition

there are some more inequalities considered here:

1 1
EH(YK|WX7WCX7WC’Y7WY2) > 1o log My
— & (A.12)
iH(YKyW Wex, Wey) > L rog s
K X, WCxX,VvCcy = KOg Y1
1 .
+ g logMyz—¢ (A.13)
iH(XKyW Wey) > L roe M
K x2,Wcy) =2 K g MX1
1 ,
+ —logMeox — ¢ (A.14)
K
iH(YK\W Wey) > ERISY:
K x2,Wgcy) =2 K g My1
1 1
+ EIOgMyg—I-EIOgMCX

’

€0 (A.15)
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The inequalities (A.12) and (A.13) can be proven in the same way as per Yamamoto’s[5]
Lemma A2, and (A.14) and (A.15) can be proven in the same way as per Yamamoto’s[5]

Lemma Al.

A.1 Direct parts

Proof of Theorem 2. Suppose that (Rx, Ry, Rxx, Rrxy) € Ri for hxy < H(X,Y).

Then, Theorem 2 is as follows:

Ry > H(XX|YK)
Ry > H(Y K| xK)

Rx + Ry > H(XX v¥) (A.16)

Ripx + Rry = hxy (A.17)

Here the keys are uniform random numbers. For the first case, consider the following:

hxy > I(X;Y).

My, = min(2KH(X|Y), 2K(hXY—I(X;Y))) (A.18)

My = oK (hxy —I(X;Y)) (A.19)

The codewords Wy and Wy and the key Wi yand Wiy are now defined:

Wi = (Wx1 & Wiy, Wxa, Wox © Wiex) (A.20)
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Wy = (Wy1 & Wiy, Wy2, Wey & Wicy) (A.21)
Wix = Wiex (A.22)
Wiy = (Wiy1, Wiey) (A.23)

where W, € I, = {0,1,..., M, — 1}. The wiretapper will not know Wx;, Wex Wy

and Wey as these are protected by keys.

In this case, Rx, Ry, Rirx and Ry satisfy from (4.15) - (4.17) and (A.16) - (A.23),
that

1 1 1

—log Mx + —=log My = ?(longl—i_lOgMXQ
1

log MCX) + ?(log My

log My + log Mcy)

N+ +

H(X|Y) + H(Y|X)

_|_

I(X;Y) + 3eo

H(X,Y) + 3¢

IN

Rx + Ry + 3¢ (A.24)
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1
?[log My.x + log Myy]

1
%!

< I(X3Y)+hxy —I(X;Y) — €

= hxy —¢€o

IA

Rix + Ryy — €0

where (A.25) results from (A.19).

The security levels thus result:

v

1
?H(XK, Y E|Wy, Wh)

1

Wy1 & Wiy, Wya, Woy @ Wiey)
1
EH(XK7YK\WX1, Wixo,

Wy1 ® Wiy1, Wy2) — €
LH(XK YW, Wya)
I(X;Y)-F%lOgMYl —66—68
I(X;Y) + hxy — I(X;Y) — g — €

"

!
hXY - 60 - 60

log Mox + log Moy + log My ]

?H(XK, YE|[Wx1 @ Wiy, Wxa, Wox © Wiox

(A.25)

(A.26)

(A.27)

(A.28)

where (A.27) holds because Wex and Wey are covered by uniform random keys and

the result of Yamamoto’s Lemma A2.

Therefore (Rx, Ry, Rrx, Rry, hxy) is admissible from (A.24) - (A.28).

Next the case where: hxy < I(X;Y) is considered. The codewords and keys are now

defined:

Wy = (Wx1, Wxa, Wox @ Wiex)

(A.29)
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Wy = (Wy1, Wy2, Wey) (A.30)
Wix = (Wiex) (A.31)
Moy = 28hxy (A.32)

where W, € I, = {0,1,..., M, — 1}. The wiretapper will not know the Wx and Wy

that are covered with keys.

In this case, Rx, Ry, Rirx and Ry satisfy that

1 1
E[log Myx + log Myy] = [7d log Mcx
= hxy
< Rix + Rpy (A.33)
where (A.33) results from (A.32).
The security level thus results:
1 1
HXE YR W, Wa) = ZH(XE, YWy, Wxo, Wox & Wiex,

Wy, Wya, Wey)

1 /
> e log Mex — €
= hxy —¢ (A.34)
> hxy — € (A.35)

where (A.34) holds from (A.32).
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Therefore (Rx, Ry, Rrx, Rry, hxy) is admissible from (A.29) - (A.71).

Theorem 3 proof. In the same way as Theorem 2, suppose that (Rx, Ry, Rix, Rry)
€ Ry for hy < H(X) and hy < H(Y). Without loss of generality, we assume that

hx < hy. Then resulting from Theorem 3,

Rx > H(XK|YK)
Ry > H(Y | xK)

Rx + Ry > H(XX YE) (A.36)

Rix + Rry > max(hx,hy) (A.37)

Consider the following: hx > I(X;Y).

My = min(2KHXY) oK (hy =1(X5¥))) (A.38)

My = 2K =1(X:Y) (A.39)

The codeword W5 and the key Wyy is now defined:

Wi = (Wx1 @& Wiy, Wxa, Wox @ Wiex) (A.40)

Wy = (Wy1 @ Wiy, Wya, Woy @ Wiey) (A.41)
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Wix = Wiex (A.42)

Wiy = Wiy, Wiey) (A.43)

In this case, Rx, Ry, Rirx and Ryy satisfy from (4.15) - (4.17) and (A.38) - (A.43),
that

1 1 1
Elong—i—ElogMY ?(longl—i_lOgMXQ

1
log MCX) + ?(log My

log My + log Mcy)

N+ +

H(X|Y) + H(Y|X)

_|_

I(X;Y) + 3eo

= H(X,Y)+ 3¢

IN

Rx + Ry + 3¢ (A.44)

1

E[IOngX =+ IOngy]
1
E[log Meox + log Moy + 10g MYI]

< I(X;Y)+hy —I(X;Y) — e (A.45)

= hy —¢

< Rpx + Ry — € (A.46)
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The security levels thus result:

1
—H(XxX

K( W1, W2)
1

= EH(XK!WM & Wiy, Wxa, Wex @ Wiex

Wy1 @ Wiy, Wya, Wey @ Wiey)

1
EH(XK, YE|[Wx1 & Wiy, Wxz, Wy1 & Wiyt (A.47)
Wyg) — 63

Y

1 12
= ?H(XK,YK]WXQ,WW) —€

v

1 ”
I(X,Y) +E10gMX1 — €

17

I(X;Y) + min(2KHEXY) ghy 1Y)y _

"

hy—€0

vl

v

hx (A.48)

1 1

—H{YE = —H(YKX
Wxo, Wox @ Wiex
Wy1 @ Wiy, Wya
Wey @ Wiey)

1 "
—logMy1+[(X;Y)—eo

=K
= I(X;Y) +min(H(X|Y),

hy —I(X;Y)) — ¢ (A.49)
> hy (A.50)

where (A.49) comes from (A.39).
Therefore (Rx, Ry, Rrx, Rry, hx, hy) is admissible from (A.44) - (A.50).

Next the case where hx < I(X;Y) is considered. If hy > I(X;Y") the following results.
The codewords W7 and W5 and their keys Wi x and Wy are now defined:
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Wi = (Wx1, Wxa, Wex © Wieox) (A.51)

Wa = (Wy1 @ Wiy, Wya, Woy © Wicy) (A.52)
Wix = Wiox (A.53)

Wiy = Wiy1, Wiey) (A.54)

My, — 2Ky —I(X¥) (A.55)

where W, € Iy, = {0,1,..., M, — 1}. The wiretapper will not know the Wx and Wy

that are covered with keys.

In this case, Rx, Ry, Rpx and Ryy satisfy that

log My x +log Myy| = log Mo x + log My1 + log Mcy]

1

K
1

< [(X;Y)+E10gMy1 — €0

1
%!

= I(X;Y)+hy —I(X;Y) =€ (A.56)
= hy — ¢
< Rix + Riy + ¢ (A.57)

where (A.56) results from (A.55).
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The security levels thus result:

1
—H(XxX
K( W1, W2)

1
= EH@“W@th

Wex @ Wiex, Wy1 @ Wiy, Wya,

Wey @ Wiey)
> I(X;Y) — e (A.58)
= I(X;Y)—¢ (A.59)
> hx — 62) (A.60)

where (A.59) results from (A.55).

1
—H((YK
% (Y7 W, Wa)

1
= —HYXWx, W
7 (YR [Wx1, Wxo
Wex ®@ Wiex, Wyt © Wiy,

Wy, Wey @ Wiey)

1
> I(X,Y) + ?IOgMYl — € (A61)
= I(X;Y)+hy —I(X;Y) — ¢ (A.62)
> hy — ¢ (A.63)

where (A.62) holds from (A.55).

Next the case where hy < I(X;Y) is considered. The codewords W7 and W5 and their

keys Wix and Wiy are now defined:

Wi = (Wx1, Wxo, Wox @ Wiex) (A.64)
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Wy = (Wy 1, Wy, Wey) (A.65)
Wix = Wieox (A.66)
Mex = 25Khy (A.67)

where W, € I, = {0,1,..., M, — 1}. The wiretapper will not know the Wx and Wy

that are covered with keys.

In this case, Rx, Ry, Rirx and Ry satisfy that

1 1

E[log Myx +1log Myy| = 174 log M¢x
— hy (A.68)
< Rpx + Riy (A.69)

where (A.68) results from (A.67).

The security levels thus result:

1
—H(XKE
e (X W, Wa)

1
= ?H(XKWXM Wxa

Wex @ Wiex, Wy, Wya, Wey)

1
- K log Mcy
> hy (A.70)
> hx (A.71)
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where (A.70) results from (A.67).

1 1
—H({YK = —HYX 0%
Wex @ Wiex, Wy, Wya, Wey)
1
= ? log MC’Y (A72)
> hy (A.73)

where (A.72) holds from (A.67).

Therefore (Rx, Ry, Rkx, Rky, hx, hy) is admissible for min(hx, hy) (A.64) - (A.73).
0

A.2 Converse parts

From Slepian-Wolf’s theorem it is known that the channel rate must satisfy Rx >
H(X|Y), Ry > HY|X) and Rx + Ry > H(X,Y) to achieve a low error probability
when decoding. Hence, only the key rates are considered in this subsection.

Converse part of Theorem 2:

> %longX —€

%H(ka) —€

%H(kawl) —€

- %[H(ka) — I(Wyx; W1)] — €

- %H(WkﬂXK,YK,Wl) + I(Wix; Wh)

+ I(Wix; X|Y, W) + I(X,Y, Wix |[W1)

Rix

v

Y

+ (Y, Wix|X, W) = I(Wyx; Wh) — €

1
= E[H(XKJ/K’WD — H(X®, YR |[W1, Wix)] — €
1
Z hXY — ?H(X,Y|W1, WkX) — 26 (A74)

= hxy —H(Vey) — 2¢

= hxy —2e (A.75)
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where (A.74) results from equation % H (XX, YWy, W) < hxy + € as described in
Chapter 4. Here, the extremes of H(Vy) are considered in order to determine the limit
for Rixx. When this quantity is minimum then the maximum bound of hxy can be

achieved.

%log My — €

%H(ka) —€

%H(Wkwwﬁ —€

- %[H(ka) — I(Wyy; Wa)] — €

— %H(WkY\XK,YK, Wa) + I(Wyy; Wa)

=+ I(Wk‘Ya X|Y7 WZ) + I(X7 Ya WkY|W2)

Rry

(AVARRNAV]

Vv

+ (Y, Wiy | X, W) — I(Wyy; Wa) — €

1
= g[H(XKaYK’WE) — HXE Y E|Wy, Wiy )] — €

1
> hxy — =H(XE, YE|Wy, Wiy) — 2¢ (A.76)

K
= hxy — HVox) — 2e

= hxy —2€ (A.77)

where (A.76) results from equation &H (X, YX|W;,W5) < hxy + € as described in
Chapter 4. Here, the extremes of H (Vi x) are considered in order to determine the limit

for Rgy. When this quantity is minimum the maximum bound of hxy can be achieved.
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Converse part of Theorem 3:

Ry x

Y

v

Vv

1

?IOngX — €

1

1

EH(WI@X|W1) —€

1

E[H(WM) —I(Wix; Wh)| — €
1
K
I(X, Wix|[W1) = I(Wix; W1) — €

1
EI(XK,WkX\Wl) —€
1

H(Wix | X, W1) + T(Wix; Wh)

K
hx — H(Voy) — 2¢

hx — 2¢

—[H(XE W) — HXE|W, Wix)] — €

(A.78)

(A.79)

where (A.78) results from +H (XX |W;) < hx + e described in Chapter 4. Here, the

extremes of H(Vy ) are considered in order to determine the limit for Ryyx. When this

quantity is minimum the maximum bound of hx can be achieved.

Ryy

v

v

Y

1
?longy —€

1

1
?H(WkY\Wz) —€

%[H(Ww) — I(Wiy; W2)] — €

1
EH(WMAYK, Wa) + I(Wyy; Wa)
I(X, ka‘Wg) — I(ka; WQ) — €
1

EI(Yl’(,wmvw) — €

1
K

hy — H(Vex) — 2e

hy — 2¢

—[HYE|Wy) — HYE|Wa, Wiy)] — €

(A.80)
(A.81)
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where (A.80) results from +H(Y®|W5) < hy + € described in Chapter 4. Here, the
extremes of H (Vo x) are considered in order to determine the limit for Ryy. When this

quantity is minimum then the maximum bound of hy can be achieved.



Appendix B

Proof of Theorems 4-5

B.1 Direct parts

The prototype code (Wx, Wy, Wex, Wey that has been described in Chapter 4 and

Appendix A is applied here.

Proof of Theorem /. Suppose that (Rx, Ry, Ripx, Rry) € Ry for hxy < H(X,Y) —

ue — py . Without loss of generality, hxy < Rpx + Rpy is assumed. Then, from (5.47)

Ry > H(XEK|yK)
Ry > H(YK|xK)

Rx + Ry > H(X¥ YK) (B.1)

Ripx + Ry > hxy (B.2)

Here the keys are uniform random numbers. For the first case, consider the following:

hxy > I(X,Y)

My = min(2KHXY) oK (hxy —1(X5Y))y (B.3)

135
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My = 2K (hxy—1(X;Y) (B.4)

The codewords W7 and Wy and the key Wy x and Wyy are now defined:
Wi = (Wx1 & Wiy1, Wx2, Wox & Wiex) (B.5)
Wy = (Wy1 © Wiy, Wya, Wey © Wiey) (B.6)
Wix = Wiex (B.7)
Wiy = (Wky1, Wiey) (B.8)

where W, € Iy, = {0,1,..., M, — 1}. The wiretapper will not know Wx1, Wex, Wy

and Wey as these are protected by keys.

In this case, Rx, Ry, Rrx and Ryy satisfy from (B.1) - (B.8), that
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1
E(log Mx1 + log Mxo

1
log Mcx) + ?(log My

1 1
glogMXﬁL?logMy

log My + log Mcy)

N+ +

H(X|Y)+ H(Y|X)

+

I(X;Y)+360

= H(X,Y)+ 3¢

IN

Rx + Ry + 3¢g (B.Q)

1
?[log My.x + log Myy]

= %[log Mex +log Moy + log My ]

< I(X5Y)+hxy —I(X3Y) — e (B.10)
= hxy —¢

< Rix + Riy — o (B.11)

where (B.30) results from (B.4).
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The security levels thus result:

Y

1
?H(XK, YE|W, Wy, YE?)

%H(XKa YEWx1 & Wiy, Wx2, Wex @ Wiex,
Wyt & Wiy1, Wys, Wey @ Wiy, Y5?)
%H(XK, YE| W1, Wo,
Wy1 @ Wiyt, Wy, Y2) — ¢ (B.12)

1

1

?H(XK, YE Wy, Wy, YE2) — ¢
1

I(X;Y)+§logMy1

pe — py — 260 — €

I(X:Y)+hxy — I(X;Y) — pc — py

"

/
2¢5 — €

1"

hxy — jo — py — 260 — € (B.13)

where (B.12) holds because Weox and Wey are covered by uniform random keys and

the result of Yamamoto’s Lemma A2.

Therefore (Rx, Ry, Rrx, Rry, hxy) is admissible from (B.9) - (B.13).

Next the case where: hxy < I(X;Y) is considered. The codewords and keys are now

defined:

Wi = (Wx1, Wxo, Wox @ Wiex) (B.14)

Wy = (Wy1, Wya, Wey) (B.15)

Wix = (Wkex) (B.16)



Appendix B. Proof of Theorem 4 - 5 139

Mcx = 28hxy (B.17)

where W, € I, = {0,1,..., M, — 1}. The wiretapper will not know the Wx and Wy

that are covered with keys.

In this case, Rx, Ry, Rirx and Ry satisfy that

1 1
E(log Mypx +log Myy) = |74 log Mo x
= hxy
< Rix + Ry (B.18)
where (B.18) results from (B.17).
The security level thus results:
1 1
?H(XK,YK|W17W27YK2) = ?H(XKaYK‘WXhWXQ?
Wex @ Wiex,

Wy, Wya, Wey, Y 52)

1 /
Z logMox — po — 26
= hxy — pe — 2¢ (B.19)
> hxy — 2¢ (B.20)

where (B.44) holds from (B.17).

Therefore (Rx, Ry, Rrx, Rry, hxy) is admissible from (B.14) - (B.20).

Proof of Theorem 5. In the same way as Theorem 4, suppose that (Rx, Ry, Rrx, Rry)
€ Ry for hx < H(X) — pec and hy < H(Y) — po — py. Without loss of generality,
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hx < hy and hx + hy < Rpx + Ryy are assumed. Then, from (5.48)
Ry > H(XEK|yK)
Ry > H(YK|xK)
Rx + Ry > H(X¥ YK) (B.21)
max((hx,hy) < Rpx + Rry (B.22)
Consider the following: hx > I(X;Y).
My = min(2KHXY) oK (hy =I(X5Y))) (B.23)
My = 2Ky —1(X3Y)) (B.24)
The codeword W5 and the key Wiy is now defined:
Wi = (Wx1 & Wiy, Wxa, Wex © Wiex) (B.25)
Wa = (Wy1 & Wiy1, Wya, Wey © Wiey) (B.26)

Wix = Wieox

(B.27)
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Wiy = Wiy, Wikey) (B.28)

In this case, Rx, Ry, Rrx and Ryy satisfy from (B.23) - (B.28), that

1 1 1
?bgMX —|—?logMY = ?(logMXl + log Mx2

1
log Mcx) + ?(log My

log My + log Mcy)

N+ +

H(X|Y)+ H(Y|X)+I(X;Y) + 3¢

H(X,Y)+ 3¢

IN

Rx + Ry + 3¢y (B.29)

1
?[log M x + log Myy]

1
= ?[log Mex + log Moy + log My]
< I(X;Y)+hy —I(X;Y) — e (B.30)
= hy — €0

< Rpx + Ry — € (B.?)l)
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The security levels thus result:

1
EH(XK|W1,WQ,YIQ)
1
= EH(XK!WM & Wiy, Wxa, Wex @ Wiex

Wy1 @& Wiy, Wya, Woy © Wiy, YE?)
1
EH(XK, YE|Wx1 @ Wiy, Wxa, Wyt @ Wiyt (B.32)
Wya, YE2) — ¢,

Y

"

1
— ?H(XK,YK]WXQ,WY%YK?)—%
1 ! 1"
> I(X;Y)—{—?logMXl—uc—%o—eo

= I(X;Y) + min(2KHEN) ghy=1(X;Y))

/ "
— pe — 26— €

"

> hy — e — 265 — €

> hy (B.33)
iH(YK|W W) = iH(YK\W oW,
K 1,VV2 — K X1 kX1,

Wxo, Wox @ Wiex
Wy1 @ Wiy, Wya

Wey © Wiy, Y52)

> %longJrI(X;Y)—uc—uy—eé
= I(X;Y) 4+ min(H(X|Y),hy — I(X;Y))
— po - py — € (B.34)
> hy — € (B.35)

where (B.34) comes from (B.24).
Therefore (Rx, Ry, Rrx, Rry, hx, hy) is admissible from (B.29) - (B.35).

Next the case where hx < I(X;Y) is considered. If hy > I(X;Y") the following results.
The codewords W; and Wy and their keys Wi x and Wyy are now defined:
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Wi = (Wx1, Wxa, Wex © Wieox) (B.36)

Wy = (Wy1 @ Wiy, Wy2, Wey © Wiey) (B.37)
Wix = (Wkex) (B.38)

Wiy = Wiy1, Wiey) (B.39)

My, — 2Ky —I(X3Y)) (B.40)

where W, € Iy, = {0,1,..., M, — 1}. The wiretapper will not know the Wx and Wy

that are covered with keys.

In this case, Rx, Ry, Rpx and Ryy satisfy that

log My x +log Myy| = log Mo x + log My1 + log Mcy]

1

K
1

< [(X;Y)+E10gMy1 — €0

1
%!

= I(X;Y) +hy —I(X;Y) — e (B.41)
= hy —¢
< Rpx + Riy +eo (B.42)

where (B.41) results from (B.40).
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The security levels thus result:

1
—H(XxX
CHOX W, W)
1
= —HXK
% (X* [ Wx1, Wxo
Wex @ Wiex, Wy1 @ Wiy, Wya,

Wey @ Wiey, Y52)

> I(X;Y) = po — € (B.43)
= I(X;Y) - pe — ¢ (B.44)
> hx —e (B.45)

where (B.44) results from (B.40).

1
—H((YK
% (Y7 W, Wa)

1
= —HYXWx, W
7 (YR [Wx1, Wxo
Wex ®@ Wiex, Wyt © Wiy,

Wya, Wey @ Wicy, YE2)

> I(X;Y)+ %long

— pe — Hy — € (B.46)
= I(X;Y)+hy — I(X;Y)

— pe - py — € (B.47)
> hy — ¢ (B.48)

where (B.47) holds from (B.40).

Next the case where hy < I(X;Y) is considered. The codewords W) and Wy and their

keys Wyx and Wy are now defined:

Wi = (Wx1, Wxa, Wex @ Wiox) (B.49)



Appendix B. Proof of Theorem 4 - 5 145

Wy = (Wy 1, Wy, Wey) (B.50)
Wix = Wieox (B.51)
Mex = 25hy (B.52)

where W, € I, = {0,1,..., M, — 1}. The wiretapper will not know the Wx and Wy

that are covered with keys.

In this case, Rx, Ry, Rirx and Ry satisfy that

1 1

E[log Myx +1log Myy| = 174 log M¢x
— hy (B.53)
< Rpx + Riy (B.54)

where (B.53) results from (B.52).

The security levels thus result:

1
—H(XKE
% (X7 W7, Wa)

1
= ?H<XK|WX1, W

Wex @ Wiex, Wy, Wy,

Wey, Y2)
> hy — pc — € (B.55)
> hx — e (B.56)
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where (B.55) results from (B.52).

%H(YK|W1,W2) = %H(YK]WXLWXQ
Wex © Wiex, Wy, Wy,
Wey,Y?)
> hy — pc — py — € (B.57)
> hy — ¢ (B.58)

where (B.57) holds from (B.52).

Therefore (Rx, Ry, Rrx, Rry, hx, hy) is admissible for min(hx, hy) from (B.49) -
(B.58). O

B.2 Converse parts

From Slepian-Wolf’s theorem it is known that the channel rate must satisfy Rx >
H(X|Y), Ry > HY|X) and Rx + Ry > H(X,Y) to achieve a low error probability

when decoding. Hence, only the key rates are considered in this subsection.
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Converse part of Theorem 4:

Ry x

(AVARRNV]

v

A\

%longX —€

%H(ka) —€

S H(Wix|IV) ¢
%[H(ka) —I(Wyx; W)] — €
%H(WkXp(K,YK,W) +I(Wix; W)

IWex; XY, W) + I(X,Y, Wix|W)

I(Y, ka‘X, W) — I(ka,W) — €

1
E[H(XK,YKWV) — HXE YEIW, Wyx)] — e
1
hxy — EH(XK, YEIW, Wix) — € (B.59)
1 1"
hxy — ?H(YK]XK) — e —€— ¢
hXY — Uc — € — Gg (B.GO)

where W = (Wy, W, Y52) are the wiretapped portions, (B.59) results from equation

(5.43). Here, the extremes of H(Y|X) and H(Wy) are considered in order to determine

the limit for Rix. When this quantity is minimum then the maximum bound of hxy

can be achieved.
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Ry

(AVARRNV]

v

A\

%log Mpy — €

%H(Ww) —€

%H(WkHW) —€

%[H(ka) —I(Wiy; W) — e
%H(me, Y, W) + 1(Wiys W)

I(Wey; XIY, W) + I[(X,Y, Wiy |[W)

I(Y, ka‘X, W) — I(ka; W)] — €

%[H(XK, YEW) - HXE YE|W, Wiy)] — €

hxy — %H(XK, YEIW, Wyy) — € (B.61)
ooy — HOXKIYS) e~y — e — ¢

hxy — pic — py — € — € (B.62)

where (B.61) results from equation (5.43). Here, the extremes of H(X|Y') are considered

in order to determine the limit for Rgy. When this quantity is minimum then the

maximum bound of Axy can be achieved.

Converse part of Theorem 5:

Ry x

%longX —€

%H(ka) —€

%H(Wk)dW) e

— %[H(ka) —I(Wx; W)] — €

- %H((WkX]XK,W)—l—I(ka;W)

+ I(X, Wix|[W) = I(Wix; W) — €

1
?[(XK, Wix|W) — €

1
= ?[H(XK|W) — HX®|W, Wix)] — ¢

hx —HWey) —pc —€—¢ (B.63)

Y

Y

\Y]

v

\Y]

1"

hx —pc —€—¢g (B.64)

v
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where W = (Wy, W3), (B.63) results from (5.41). Here, the extremes of H(Wcy) are

considered in order to determine the limit for Rgx. When this quantity is minimum

then the maximum bound of hx can be achieved.

Ryy

v

AV

AV v

Y

1

?bngy —€

1

1

EH(W]CY‘W) — €

1

E[H(ka) —I(Wiy; W) — €

1
EH(WkY\YK, W) + I(Wyy; W)

I(X, Wiy [W) = I(Wyy; W) — €

1
EI(YK, Wiy |[W) — €
1
K

hy — HWex) — po — py — € — €

"

hy —poc —py —€—¢€

< HY W) — HY S |W, Wiy)] €

(B.65)
(B.66)

where (B.65) results from (5.42). The same consideration as above for H(Y%2) is pre-

sented here. Here, the extremes of H(Wcx) are considered in order to determine the

limit for Riy. When this quantity is minimum the maximum bound of hy can be

achieved.
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Proof of Theorems 6-7

This section initially proves the direct parts of Theorems 6 - 7 and thereafter the converse

parts.

C.1 Direct parts

The prototype code (Wx, Wy, Wex, Wey) described in Chapter 4 and Appendix A is

applied here.

Proof of Theorem 6. Suppose that (Rx, Ry, Rxx, Rxy) € Ry for hxy < H(X,Y) —
acx —acy + 1(X;Y; Z). Then, from (6.40)

Ry > H(XE|yK)

Ry > H(YK|xK)

Rx + Ry > H(XE YE) (C.1)

Ripx + Ry > hxy (C.2)

Here the keys are uniform random numbers. For the first case, consider the following:

hxy > I(X,Y)

150
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Mxq = min(QKH(XIY)7QK(hxy—I(X;Y))) (C.3)

My = 2K (hxy —1(X;Y)) (C.4)

The codewords W; and Wy and the key Wi xyand Wiy are now defined:

Wi = (Wx1 @ Wiy, Wxa, Wox © Wiex) (C.5)
Wy = (Wy1 @ Wiy, Wya, Woy © Wiey) (C.6)
Wix = Wiex (C.7)

Wiy = Wiy, Wiey) (C.8)

where W, € I, = {0,1,..., M, — 1}. The wiretapper will not know Wx, Wex Wy

and Wy as these are protected by keys.

In this case, Rx, Ry, Rrx and Ryy satisfy from (C.1) - (C.8), that
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1
E(log Mx1 + log Mxo

1
log Mcx) + ?(log My

1 1
glogMXﬁL?logMy

log My + log Mcy)

N+ +

H(X|Y)+ H(Y|X)

+

I(X;Y)+360

= H(X,Y)+ 3e

IN

Rx + Ry + 3e0 (C.9)

1
?[log My.x + log Myy]

= %[log Mcx + log Moy + log My+]

< I(X;Y)+hxy = I(X;Y) =€ (C.10)
= hxy —¢€o

< Rpx +Rpy — o (C.11)

where (C.10) results from (C.4).
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The security levels thus result:

Y

1
EH(XK, YWy, Wy, ZH)

1
EH(XKa YEWx1 @ Wiyt, Wxe, Wox @ Wiex,
Wy1 @ Wiy, Wyo, Wey @ Wiey, ZV)

1
2 H (X YR Wiy, W,

Wy1 @ Wiyt, Wyz2) — € (C.12)
1 1
?H(XK, YWy, Wyo, ZH) — ¢,

1
I(X;Y)+§logMy1
acx—acy—i-I(X;Y;Z)—%,O—eg
I(X;Y)—i—hxy—I(X;Y) —acx—acy—l—I(X;Y;Z)

"

’
2¢5 — €

"

hxy —acx —acy + 1(X;Y;2Z) — 2, — € (C.13)

where (C.12) holds because Wox and Wey are covered by uniform random keys and

the result of Yamamoto’s Lemma A2.

Therefore (Rx, Ry, Rrx, Rry, hxy) is admissible from (C.9) - (C.13).

Next the case where: hxy < I(X;Y) is considered. The codewords and keys are now

defined:

Wi = (Wx1, Wxa, Wex @ Wiex) (C.14)

Wy = (Wy1, Wya, Wey) (C.15)

Wix = (Wkex) (C.16)
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Moy = 25hxy (C.17)

where W, € I, = {0,1,..., M, — 1}. The wiretapper will not know the Wx and Wy

that are covered with keys.

In this case, Rx, Ry, Rirx and Ry satisfy that

1 1
E[IOngX +log Myy] = ElogMCX
= hxy

< Rix + Ry (C.18)

where (C.18) results from (C.17).
The security level thus results:

1 1
?H(XK>YK!W1,W2,Z“) = ?H(XK,YK|WX1,WX27

Wex @ Wiex,

Wy 1, Wyo, Wey, ZH)

v

1

Elog Mcx —acx —acy

+ I(X;Y:Z)—¢

= hxy —acx —acy +I1(X;Y;2)

!

- € (C.19)

where (C.19) holds from (C.17).

Therefore (Rx, Ry, Rrx, Rry, hxy) is admissible from (C.14) - (C.19).

Theorem 7 proof. In the same way as Theorem 6, suppose that (Ry, Ry, Rix, Rry) €
Rofor hx < HX)—acx—acy+I(X;Y;Z)and hy < H(YY)—acx—acy +1(X;Y; Z).
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Without loss of generality, we assume that hx < hy. Then, from (6.41)

Ry > H(XE|yK)
Ry > H(YK|xK)

Rx + Ry > H(X¥ YK) (C.20)

Rix + Rry > max(hx,hy) (C.21)

Consider the following: hx > I(X;Y).

My = min(28HXY) oK (hy =I(X5Y))) (C.22)

My = 2Ky —1(X3Y)) (C.23)

The codeword Wy and the key Wiy is now defined:

Wi = (Wx1 & Wiy, Wxa, Wex © Wiex) (C.24)

Wy = (Wy1 @ Wiy, Wyo, Wey @ Wiey) (C.25)

Wix = Wiox (C.26)
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In this case, Rx, Ry, Rrx and Ryy satisfy from (C.22) - (C.27), that

Wiy = Wiy, Wikey)

1 1 1
?10gMX + —=logMy = ?(logMXl + log Mx2

K
1
log Mcx) + 7K (log My

log Mys + log Mcy)

N+ +

H(X|Y)+ H(Y|X)

_l’_

I(X;Y) + 3¢

H(X,Y) + 36

IN

Rx + Ry + 3¢g

1
—[log Myx + log Mjy]

=

1
?[108; Mcx +log Moy + log My+]
I(XGY) + hy — I(X;Y) — e
hy — €

Ripx + Ry — €

(C.27)

(C.28)

(C.29)

(C.30)
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The security levels thus result:

1
— H(XE|Wy, Wy, Z1)
K
1
= EH(XK|WX1 & Wiy, Wxo, Wex @ Wieox,

Wy1 ® Wiy, Wyo, Woy © Wiy, Z")
1
gH(XKv YX[Wx1 @ Wiy, Wxa, Wy1 @ Wiyt (C.31)

Wya, ZM) — ¢

Y

1 "
= ?H(XK,YK|WX2,WY2>Z“) — €

v

1
I(X;Y)—k?logMXl —acx —acy +1(X;Y;2)

(C.32)

— 266 — eg
= I(X;Y) + min(2KHXIY) ghy —1(X:Y)y

"

— acx —acy +I(X;Y;Z) — 265 — ¢

"

hy—acx—aoy—l-I(X;Y;Z)—Zeg—eo

v

v

hx (C.33)

?H(YK’WL Wa) = %H(YK’WXl ® Wix1, Wx2, Wex © Wiex,
Wy1 & Wiy, Wya, Woy ® Wiy, Z%)
> %long +I1(X;Y) —acx
— acy +I(X;Y;2) — ¢
— I(X:Y) + min(H(X|Y), hy — I[(X;Y))
— aox —acy +1(X;Y: Z) — ¢ (C.34)

hy — € (C.35)

v

where (C.34) comes from (C.23).
Therefore (Rx, Ry, Rrx, Rry, hx, hy) is admissible from (C.28) - (C.35).

Next the case where hx < I(X;Y) is considered. If hy > I(X;Y) the following results.
The codewords W7 and Wy and their keys Wi x and Wyy are now defined:
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Wi = (Wx1, Wxa, Wox @ Wiex) (C.36)

Wy = (Wy1 @ Wiy, Wy2, Wey © Wiey) (C.37)
Wix = (Wkex) (C.38)

Wiy = Wiy, Weoy) (C.39)

My = 2Ky =1(X5Y)) (C.40)

where W, € Iy, = {0,1,..., M, — 1}. The wiretapper will not know the Wx and Wy

that are covered with keys.

In this case, Rx, Ry, Rpx and Rpy satisfy that

log My x +log Myy| = log Mo x + log My1 + log Mcy]

1

K
1

< [(X;Y)+E10gMy1 — €0

1
%!

= I(X;Y)+hy —I(X;Y)—e€ (C.A41)
= hy — ¢
< Ripx + Ry + €0 (C.42)

where (C.41) results from (C.40).
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The security levels thus result:

1
—H(XXwy, W
1
= —H(XXWx, W
K ( ‘ X1, X2
Wex @ Wiex, Wy1 @ Wiy, Wyo,

Wey @ Wiey, Z4)

> I(X;Y) - acx —acy + I(X;Y;Z) — ¢ (C.43)
= I(X;Y)—acx —acy + I(X;Y; Z) — ¢ (C.44)
> hx —e (C.45)

where (C.44) results from (C.40).

1
—H(YX
% (Y5 W, Wa)

1
= —HYXWx1, W
% (Y® [ Wx1, Wxo
Wex @ Wiex, Wyt @ Wiy,

Wy, Wey @ Wiey, ZH)

> I(X;Y)+%logMy1

— acx —acy +I(X;Y;7Z) — e (C.46)
= I(X;Y)+hy — I(X;Y)

— acx —acy +I(X;Y: Z) — ¢ (C.47)
> hy — € (C.48)

where (C.47) holds from (C.40).

Next the case where hy < I(X;Y) is considered. The codewords W) and W5 and their

keys Wyx and Wy are now defined:

Wy = (Wx1, Wxa, Wex @ Wiex) (C.49)
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Wy = (Wy 1, Wy, Wey) (C.50)
Wix = Wieox (C.51)
Mex = 25hy (C.52)

where W, € I, = {0,1,..., M, — 1}. The wiretapper will not know the Wx and Wy

that are covered with keys.

In this case, Rx, Ry, Rirx and Ry satisfy that

1 1

E[log Myx +1log Myy| = 174 log M¢x
= hy (C.53)
< Rix + Riy (C.54)

where (C.53) results from (C.52).

The security levels thus result:

1
— H(XE|Wy, Wy, ZH)
K
1
= —H(XE Wy, W
I (X | Wx1, Wxo
Wex & Wiex, Wy, Wye, Wey, ZH)

hy —acx —acy + 1(X;Y;2Z) — e (C.55)

Vv

hx — € (C.56)

v

where (C.55) results from (C.52).
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1 1
—H(YE W, Wy, 28 = ZHYE|[Wx1, Wxe
K K
Wex © Wiex, Wy, Wy,
Wey, Z")
1
> T log Mcy — acx — acy
+ I(X;Y:2)—¢ (C.57)
> hy —acx —oacy +I1(X;Y;2) (C.58)

where (C.57) holds from (C.52).

Therefore (Rx, Ry, Rrx, Rry, hx, hy) is admissible for min(hx, hy) from (C.49) -
(C.58). O

C.2 Converse parts

From Slepian-Wolf’s theorem it is known that the channel rate must satisfy Ry >
H(X|Y), Ry > H(Y|X) and Rx + Ry > H(X,Y) to achieve a low error probability

when decoding. Hence, only the key rates are considered in this subsection.
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Converse part of Theorem 6:
Rx > —log Myx —e
K

> %H(ka) e

> H(Wix|W) — e

= %[H(ka) —I(Wix; W)] — €

— %H(WkX|XK,YK,W)+I(WkX;W)

+ I(Wix; X|Y, W) 4+ I(X,Y, Wix|W)

+ I(Y,Wix| X, W) = I(Wyx; W) — ¢

= %[H(XK,YKWV) — HXE YEIW, Wy.x)] — €

> hxy — %H(XKvYKWVa Wix) — € (C.59)

= hxy — %H(YK]XK) —acx — acy

+ I(X;Y;Z)—e—¢

> hxy —acx —oacy + I(X;Y;Z) —e—¢ (C.60)

where W = (Wy, Wy, Z#) are the wiretapped portions, (C.59) results from equation

(6.36). Here, the extremes of H(Y|X) and H(Wy) are considered in order to determine

the limit for Ripx. When this quantity is minimum then the maximum bound of hxy

can be achieved.
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%longY —€

%H(Ww) —€

%H(WkHW) —€

- %[H(ka) —I(Wiy; W) — €

_ %H(kap(, Y, W) 4+ I(Wyy; W)

+ I(Wiy; XY, W) + I(X,Y, Wiy |W)

Ry

Y

\Y)

v

+ IY Wiy | X, W) = I(Wyy; W) — €

1
= E[H(XK, YEIW) — H(XE YE|W, Wiy)] — e
1
> hxy — EH(XK, YEIW, Wyy) — € (C.61)
1
= hxy — ?H(XK|YK) —acx — acy

1"

+ I(X;Y;2)—e—¢

hxy—Ozox—acy—i-I(X;Y;Z)—e—eg (C.62)

v

where (C.61) results from equation (6.36). Here, the extremes of H(Vx) are considered
in order to determine the limit for Rry. When this quantity is minimum then the

maximum bound of Axy can be achieved.
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Converse part of Theorem 7:

%longX—e

%H(ka)—‘f
%H(WkX‘W)—G

— %[H(ka)—I(ka;W)]—e
- %H((WkX|XK,W)—I—I(ka;W)

+ (X, Wix W) = I(Wyx; W) — €
1
EI(XK,W,{X\W) —€

_ %[H(XK]W) — H(XK|W, Wix)] — ¢

hx —HWey) —acx —acy + I(X;Y; 2)

Ryx

(AVARENAY]

v

v

Y

"

— €—¢ (C.63)

v

hx —acx —acy + I(X;Y:Z) —e—e (C.64)

where W = (W, Ws, Z#), (C.63) results from (6.34). Here, the extremes of H(Wey)
are considered in order to determine the limit for Rxy. When this quantity is minimum

then the maximum bound of hx can be achieved.



Appendix C. Proof of Theorems 6 - 7 165

Ryy

(AVARRNAY]

v

Vv

Vv

v

%log My — €

L H(Wey) e

LHWiy|W) -«
%[H(Ww) —I(Wiy; W)] — €
%H(WkY‘YK7W) + I(Wyys W)

I(X, Wiy W) = I(Wiy; W) — €
1
?I(YK, Wiy |[W) — €

LW — YK, Wiy )] -

hy — HWex) —acx —acy +I(X;Y; 2)

€ — € (C.65)

hy—acx—acy—i-I(X;Y;Z)—e—eg (C.66)

where (C.65) results from (6.35). The same consideration as above for H(Z*) is pre-

sented here. Here, the extremes of H(Wcx) are considered in order to determine the

limit for Rgy. When this quantity is minimum then the maximum bound of hy can be

achieved.
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