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_Abstract . | o
R Advances in digﬂal computmg technology miake it posslble to impmve the design IR
- of the Man Machine Interface (MMI), SCADA snd AL ARM muodules ased in -
" electrical utility contral centres, to avercome the problem of control staff data.
.. overloading. A passible §plution Is prnposed based om-an explicit repmsantaﬁun
. ofa d;sturbed power system state in addatlanto quiascant mndliinns L :

data need to change ta salve 1he data over!oading problem

Suggasﬂons are made as tn the sofiware functtons naeded a} the RTIJ and the

T data.

© S.July, 1995

rre )
ne

-The structure of modern SCADA mstallatwns wanalysed m terms of the
“tomputing power of full graphic workstations, the quantities of element data -

- deliverad to the control reom and the capabilities of intelligent temote terminat . -
- units. This analysis indicates that existing designs for the Pfesantat:on af SCADA S

h The pmposed phnlnsophy moves the focus of attanl!on from the element Ievei up o
" to the device fevel by grouping and dividing a!! efements into categories atthe - - - -
- RTU and linking them to their parent device. Control staff are nofified graphically
- ofrthe one-line displays, next to the device in question, of the existence of =~
- abnormat slements by categoty, The elément sta(p details for the device are only
- dispiayed on demand resultlng ing 95% redw"tioql of aiarm text messages. -

 ‘workstation to assist with the display of system data, Lastly récomimendations are
- offered to reduce mamtenance hy standardislng and preaordenng device etement :
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1. NTRODUCT!ON

1.4 Overvlew

- This chapter if.droduces the problem of data and alarm message overloading experienced

‘by staff in electiical utility control centres and examines the factors {hiat make it g serious
problem that requires an unmadlata solutmn it also prowdes a peclnﬂai map of fhe. entme .
pmject reporf. _ '

1.2 Problem Background

§ The supervisory Ccmtml and Daia Acquisttlon systems (SCADA} used to monﬂer
. Etectrical Power Networks are designed fo provide the control staff with up to date _
information on the cirrent state of the hower netwar % as rapldly as possible, Thisisto .-

" 'ensure thai problems detected In the power network are comected as fast as possable to R

- _ pre\rent further degradailon of!he power suppiy to consumers

. Cm'ranﬂy, contro! staff are noﬂﬂed of neiwork problems via taxt messages generaily
' 'mferrad fo as alarms or slann messages, sent to them by 1he alarm system" soﬂware

' '13 AlamMessages S '- Ly

Alarm. messages indicate thata power syc:tem elemant has changed state or has crossed T
-a limit boiindary. They are generated by the MHost computer following the defection efthe -~ -
. change bythe SCADA syster. The fext for the alann message is Inherent inthe
" defition of the element in the Host data base. Non-intelligent Remote Tenninal Uniis
- (RTUs} are responsible for the collection and delivery of the cuirent element states

. following a request for data from the host. Tharafore the RTU is ul!imately maponslble far _ L

- the ganeraﬁon of the alamm messagas _

B Eaeh I'ITIBSSaga saan by the cwntroi staff Is actually ve:y prlmiwe The current design af
" SCADA and ALARM softwara applicaﬁons me aiiows for messages ﬁxat rafer toa single
_ element athe RTU. _ _

An aiarm message is noumally made up of& basic ﬁe!ds as can bi! seen m Table 1 e.gd.

4. Time at which the event boourred -~
- 2. Priority of the message from 1 fo 6 with 1 hngh
3. Station inRiating the alam o
4. Name of the device or element to whlch the message be!ongs
§. Element 1D in alarm if the device has more than one efement ' -
8. Alarm state, Low, High, Normal or Alarm. For analogue alarms the message also '
includes the vafue and Fmit boundary crossed _ _
1 2 3 4 5 )
15:23:29 *5 MERSEY 1/275B KV 280 2?8 LOW
F15:31:23 6 AVON STANG1_GROUP1 _ ALARM :
-} 15:31:25 *6 UMFOLOZI NORRXI_GROUPY - -~ NORMAL
15:31 31 5 MERSEY GORPR1 O MVA Tt NORMAL

Tab!e 1 Typical fonnat of aiarm messagas

1.4 SGADA and MME Demgn

© A quiesoent system ls one in which the alanm rate, is roughly. less than 10 atarm |
~ messages per minute. These alarm messages, each of which has to be read, - o
undersfood, acknowledged and then deleted, are routinsly hardled by the co_rrtrot' staff, -

5Juy, 4985 L Ty



" Litle or 1o effective provisioa Is inade for dealing with excessive alarm data, nor with its
presentation during & power system disturbance. it is durmg disturbances that the control
siaff suf{ar from data. wariaadmg in its. e)drema farm :

1 5 Data Overlmding B&ﬁnﬂmn

Data avanoadmg isa situatton that nccurs ‘when the numbar of alarm messages arriving
at operamrﬁomsﬁt-\ons exceeds me abilfty of the contml staff to use, process or react ta
-ihﬁm o . O

k)
1 "

'Duﬁng a dlsturiq‘ance, the control staff tend o ignore most of the aiarm messages singe.
09% of these mpssuges: represent the effect of & primary cause and not a definition of
the problem, 4 dix ¥ oot " is a sample listing from & dlsturbanoe on the ESKOM
netmrk By ol ewabnn it ¢an be seen that the primary event was a fault at the Tuluka

er station a} 15h23:27, the cause was unknown. The effects of the fault are the
_subaequem 430) odd alarms as seen by the controf staff, who have to detarmine the
cause ofthe pmblem from the multiplfc}ty of the effects. _

Associatad with the sudcsen surge pf ; alanm data. isd nurresnoudmg demand for ST
explanations as to what has gone wrong, hoth from staff and management. To add 10 the .
’ oonfusian, some: messages ﬂash and have audible tones as.wmated witlt themn, ' =

_aetwagn 2510 36 alarm messages ean be viawed at any one t;me, usuaily R
‘shronologically with the newest message at the top. Cantrol staff page or scroil through
the lisfing using a mouse or key sirokes td review the messages, \Whan a new message
s added fo the top.of the list, the display is re-output starting at the fop. This mekesit = -
almost Impossible fo read each message or do anything until the messages actually stop-
arriving. An aftemative js to pause the screen outpul or generate a hand copy ofthe =~
messages in the window. During & disturhance this cart be d!fﬁcuit todoor dangewus as o
the controf staff need to see what else is going wrong. ' :

The struoture and format of the messages are deslgned fora qufesoent power sysle-m y
state and not for a disturbance conditions. This can be seen by examining Appendix 1,
each of the messages refers to a single fact or state change. Many messages referto
skmliar things at the same substation at the same time, sucl as the frequency indications
from Lethabo power station. No provision is made to compensate for conditions that are
already known by the control staff , nor things that will always take place under given

" panditions such as the voltage of a unit drapping to zero if the genevator breaker is
opened. In general the design of the alarm messages, their structure and.content is
based on each dsvice réporting its own state chianges with no regard to what is

- happening around it. There is no method yet, of combining messages at the source fo
reduce the number of inessages sent. to the confrol staff. The post disturbance evaluation
techniques are manual, laborious and it is very difficult to determine what aciualiy
happened without accurate timé stamped data

All messages have to be acknowledged individually or by page before they can be :
deleted. Audible alanms have to be acknowledged each time they are triggered. Added to
this, is the pressurs fo perform and make the cosrect decision as fast as poss{ble soasto

* arrast further degradation of the electrical network. _

© Currently, the only concession made for disturbance conditions is the size of alamm
message buffers. These buifers are usually big enough to handle the maximum number
of potential alarm messages expected dunng a disturbanoe panc'

1. 6 Gontmi Staff Dlsturbance Activity.

initlal activity focuses on establishing the extent of the dlsturbance and the potentlal _
knock-on effects, Caontrol staff monitor the system disturbance behavidur initially from
_alarmrmessages and seconidly by watching the system frequency meter, which
gruphically and digitally indicates that the system is suffering from a disiurbance,



B eB

" Onica control staff have a mentak pickure of e puwdr system foltowing a distubance, the
~ genaration of additional slarm messages is highly. annoying. Controf staff. kmm thay !aave
: a problem and the repei‘mon ofe:dstmg messages is unnecessary o

. 'Cﬂntml stasf have twn majer lssues to deal with duﬁng & dssmrhanoe -
. a) Understanding the nature of the disturbance anﬁ its. putential coneequeneee
_' _b) mrrec:'cmg ihe prnblem as fast as possrble _

u._ o

' Their pnormee are: ' ' o ' '
B Firyd-out haw seeurec ihe femamder of the netwnrk ls and camr out any neaess&ry

switching. .

- Determing the generattms needed to resicre the frequency to #ts normal state
. Find out how it wili take'$u repalr the fault gnd restore the supply to tiormal,”
'Request the pawers slations to increase or decrease genaration if neeessary
ﬂeqmaet mglons 10 shed iﬂad i necessary o

o ln eﬁ'act thejob ofthe aontwtstaff resemb!as ihe assembly of & jlgsaw puzzle fmm an
* gverabundance of pisces, nek alf of which are relevant tr the puzzle at Hand, but include =

. spme pieces that he!ong to a&ifferent puzzle that must he assembled and understoad '
-_-",simu!taneously _ _ _ _

“The' speed with wh!ch 1he puwe is put togathar determmes the spaed of solutmn n tm_s
- anslogy the fosaw pieees neva to be e.;tracted from the elarm message te;ds and the
__d‘lsplays s N o :

inthe proc-ess of solving the problem. Iame quanlihes of alarm text and diSpiay data have
" {0 be processed and discardad in cider fo understand the basic problem and the correct

the fault. During Serious dlsturbances. additional help is often required from ﬂeld staff io

o :obtafn conﬁrmaiion of the aeﬁumptmns made from the neportad eﬁ‘ects

it should be remembered that the format aqd stm;eiure of an alamm message iebased cm

2 quiescent power system state £t & distuibed ofi, and as such only simple state’
_-change messages are ever aflowéd far. There has been no acknowledgement of the .

.~ need, for ths contro} staff to have-a different aiarm message formaa o struclure to caiar
fora d;sturbed power syslern state. - : _ S

1 g Impertance Oof The Research

. The consequence of a disturbance is usuai[y the Iass afsupply to consumers by

reducing the time required to restore supply, the ulility veduces the hss of inceme,

'_ . prestige and decraases the imitation to its eustomers

3 _By pm\dding the contml staff w”&h the ahﬂi’ty to rapﬁdly oblain a creﬂr picture of the faalt
~ - and iis efiects, the power system can be restorad sooney. The samngs 1o the utifity are
. extremely valt.able and can be measumd in mlllions of Rand. .

. On page 18 of the Det. 1894 EPR[ joumal " B} the comment i made . researchets at
- the University of Washington concluded that the problem in power system appﬁcatlons is
. no longer computation time.-~itis oumprehenslon t:rne o

1 8 Sulution Qpheﬁa
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A pre-reqmelta i‘orthe solution to ihe problem of control staff data overioading, isthe-

realisation that the existing data presentation and delivary phillosophy are no longer

R . adequate for the control of large electric pawer systems. This is particularly relevart it

the tight of the additional data dernands on the SGADA system from both Inside and

- '-outsuie the control room.

" There appear to b two possible Solution options | .
.- » - The use of expert systems to process alarm messages sent tg the eentroi staff and to .

: pmduee dlagnosﬁc messages to expla-n the network behaviour



:a The imrodwcuon ofa naw Man Machine lnterfaue and data aoqulsrunn phalosuphy |

~ making use of Full gmphic workstations

“The use of Expart Systerns has been tried on & numbar afaccasiona but dows not seem
1o he widely acospted or Implemeatad, [see ¥, 10, 12, 15]. Expert systems running in .

. paraliel to the existing alan system, provide control staff with 2 list of potential

explanations or postible diagnostics of the problem, but not the exact causé: The 'mﬁtml -
siaff it have to wade through the incoming mass of messages in order to validate the. '

| _ ES élifput 9]. Expert systems are slso very expensive {o bui!d and maidham particularly
. for a dyndmic system such s an Etectﬁoal Utlﬁnf . _ o

- Fundamentally the so!uﬂnn (4] the data overload pmbtam lies In understand‘ng ang -
- . changing the way alarm information is acquired, delivered and presented to the cantrol
- staff, 1tls important to recopnise ihe needs of the conteol staff under different operating -
- goniditions and to support their requirements by using a fulf graphlcs man machlne S

interfaoa to the fullest extent before expert Systems are instalied.

* Expert systems have & largé paitto ptly in the moaitaring and contol of power systems. o

*_but their integration hat ta be reconsidered in terms of avaliable input data, computer -
“power and onmmunmatmns Whes‘ as well as the value of poiegilad citny) that can be
provided, - T T

1 .9 solution ijectwe '

* The objective 'nf the so!uﬁon proposed irt {his report s to reduoe the tlme It iakas the -

control staff to undarstand & problem on the power system and increase speed of faut -
- oorraction without forcing the coritrol staff o pmcess unneoessary ami unwantad data, ar -
delavlngmedehwry ofomcialdata o SR

1 10 Pnctorial map of the pm;ect report

C Bduiy 1988

. Flgurs 1+t illustrates the different Stages mwolved inthe deve!opmam of the new alarm -

philosophy to improve visualisation of the power system state by control staff whem each_ -
- hlack represems one or more sactmns v the prolect report ' _

- [Catmant she andaiw | | posenptign ofthe F - Fhﬂusuphiea 3
] fnfrastruotum. o _ '.au_rrsn_t__M. I : suppnrllng ihe ﬂesian

- [Curront nparatlng

' Baquraund lhanry_

| proceedures . : ) ¢ . _wn | SUpDBHing 7
b EAe——— \\ Why e uu:re?mltuatfnn A”/ L assam _
]_Taaksnaigﬁnu I-—-—-"""” e ‘\ﬁ.‘_

| Reviow of |

i - " * - — . srmllar work '
e v Pmpnaad chanjes te tha Irirraatrunt'um | - .
‘3?’::?:3: e and why o new MM design ls nosded | - Dparetnr mamaf

- + T W Modsls

Jusﬂﬂcatinn in lerms of )
0 Tasks

& Mental Madeal
o Infrastruclure

T

| Eveiuation of new philosophy |-

Figure 1 -1 : Pictd_rial map of the project mﬁort :



1 11 overviewoftha project report |

,qmm;w'ﬁa

Chapter 1Is an ntroductén {0 the probiem of data overloadify.

o Chapter 2 dlscuséaes the bac[gground and reviews all the factors affectlng the daza
B oveﬁoading prublem _ - _ .

R 'Chapteri’.cuvans 1he task analysis and ctmtrm staff raquurements used to desagn themaw
'__.MMI S _ _ . _ -

. Chiapter 4 ls an analyfsss of the assoctated lIteratha reiatlng to data uvenaadmg and (? o
3 exlstmg so!utlons o : : :

- chaptar 5 analyses ihe existing data pracessing pmlosophy and cantrol PO acsrvitg in .
" order to identily the prob!ﬁms and needs of ESKOM's National Gontrol staff _

. Chapters proposes a posslb!g solution tu the data overload pmblem and deﬁnea the "

basic. requlrements needed to implement it, The three dreas are a) Host data basa

" stm::ture, b} Man Wachine lnterface and ¢} Remnte'ranninal changes,

o 'C:hapter 7 explaing. tow the chan‘gas defined in chapter B can be implemented in the Man |
o Machlne interface and how the control staff use the new MMI faoliities. - '

L chapier 8 discusses hnw me “secretary mode" functions refermed to in chapter 6 are used o .
" to control dlsplayad data and the how the ERTU supplements ounventmnai te}emetered
: daia o _ . L

o '-Chapter 0 examines the ongoing clrangas taking plage’in SCADA systems andthe -
 consequences If nothing is done to change e exXisting melhods of dusplaymg !arge

quantrtiés of telemetered data

L Chapter 10is the concluding chapter and ﬁﬂrﬂluates the propesad snrutlon i tanms ofthe '
- inittal problem dofinition. The costs of implefienting the proposed solution are examined
 along with an implementatmn plan This nhelpter also Inciudas 4 c.ntmal revnew of the L

. project fePOfi B R S . -

- Thera are sevan appendices

-‘.3

Exampﬁas of an ESKOM disturbanca log ' ' '
- G copy of the 1994 ESKOM Teiaoontml Standaml uaed WIre up Remote Termlnal
nits.
Task analysis of ESKOM's Natlonal control Staff,
" Man Machine Interface functionality comments and requnrements.
Phise 2 protecuon elemert data for a Slatic Voltage compensator
Glossary, _ :
References. -

1 12 Summary

' This chapter defined data aver loadlng and reviewsts tha actions of controi staff during a

. disturbance In the powersystem. Of the two possible options examined, the Expert .
 System one was tejected sinco it was unable o solve the basic problem ofdata -
: oveﬂnadmg Last!y there isa plctorial map of pmjacl mpo:t - -



21 Introductlon

“This secﬂon discusses tt-e relovant stages that make up {he' paih taken by lhe raw data -
- asit travels fram the plant ina substation ta tba final autput on the dlspiays in the control

- -F;gure 11 shows the majcir stagas making up the data path from the momtored plant to
. the control room. The substation RTU sends the date.via microwave radlo fo the control
centre where the front end hardware combines all the tadio signals stores themt inths -

- hast data base. The MM) software uses the plant data to updats ihe displays used by lhe " _

control staff at the workstations to mbnﬂortha plant state within two seconds ofthe .
y elements belng snanned by the RTU T _

. Substation . - Remots Terminal  Microwavelink . - - . Gonirol
(Steisfon o umit@RTY) | toConoiGonre s

"Host comphiferand
‘daia basa. |

| Gontyol staffwork etation .- . ProntEnd

and CRT monitor with one-line
display of the _subs_i'al!_n_n _

' Figura 21 Pictorial view of the data path from the RTU to the controi room

22 Telemetered Data

8 July, 1095

The transfer of mforrnatlon between the RTU and the cnntml staff involves a numher of
fransformations. _

~ Initiafly the dats is na more thin signals in the éubstah‘on In the process of. telemafering o
or moving data to the control centre and ummately prmntmg it tb the oontml staff, the -
- foliowing changes take place: S

1, Basic signals are supplisd to the R‘I‘U from. the subetatinn swﬁchmg yard S

2. These signals in the RTU are telemetered to tha Contml Centre \wero they are stored

" inthe Most data base, -

3. The Host converts the data into information by adding taxl and presentmg the
information to the contml staff allher as an alatm massage or a8 changes onthe
displays



o j4 As the d&ntml staff lmemret the m messages of the changes onthe dlspiays ihe

infonnatmk bacumas knowledge of the currani pmaer system state, -

R’ is this knowwge tharl Is useci fo undersland the behamoumf the puwer syslem and to _
. cuntrdlit. Understanding the exact nature of the different stages In the data path and '
© . mMatehing the mentdi\imagas the control staff have of the power system, with the plant - - = -
- data, will reduce the tine needed to make decisiuns asto how to cemact prohlams in ths o

. pmar system

2 3 Plant structure

. _Figun_;. 2-'2'. 'Electri'cﬂ network sfructure -

n general terms, the eleutncal equipme'rt at a substation is raferred to by dlfferent names

* . depending upon the level pf detall under discussion, These different levels as indicated in - -

Figura 2-2 ha\m deﬁnde dn:isions, nd fit neatly into a pyramid structure as fOI!OWS

.. Al the lnwest Ievei are the lndwlﬁual data

- . points, analogs, cuntrollabte points {ap
.+ posttions, ete, = -

" When the efements are gmuped together
-« theyform devicas such as braakers and .
' -.. tinks. L S
= \When the devicas are groupad together they B

. - form electrical objects such as feedérs, <
bushars, reactors, capacitors and
- “transformers, ete, | _
- ' Grouping objects fogether creates the
1 substation or power station. '
e Grouping the substations iugethar forms 1he
elecmcal network. S

2 4 Mental Models

S Discusslons with the onmrol and the ﬂlstrlhmmu staff involved \mth tlre physlcal plam at
~ the sybstations and power stations revealed that they support and use the pyramid
~ structure shown in Figure 2.2, They confimn that it Is a cowvact mterpmtatlon nfthe

cnnoept moda! used m drscusslons 0f powar system pmbtems among thamseives

Observing the working behauiour ot $he control staff, they aunstantly trave:se the d:fferent .

~ levels of the pyramid. The structure of the alarm inessages match the lower four levels of

the pyramid. However the electrical abject name is'not implicitly defined out'can be -

" determined from the device name. For example, In the aldrm message below, the station
" Is HYDRA, the electrical object is TR_2 or transformer 2, the device is the 4UUKV MAL_2

or the humber 2 motor operated iink on the 400&\1 busbar and the. elamant mate mdlcatas :
that it is now closed. - - _

|152431 HYDRA i T&z-&mm&m T _"CI-.-osE' B |

8 July, 1895

: onoe the device and elemant details are sorted out in thls case the Iink has been ciosed :

the focus then moves upwarnds again to oblect iu\rel i, the transformer, where the next
decision Is made. This can he verified by listing to the communications between the
distribution field staff and the control staff. The focus of aitention is initially directed to'a
given problem area by referring to the network snd station, followst! by the electrical

- phjent under raview follnwad by the deuica and elemants vnth the problem,

#t should be ramembered that anly the element data at the lowest Ievel of lhe pyrarmd is

- physically connected orwired into the Remoto Terminal Urits,

eléments such 48 single or double bit Stafis - -



The rest of the data ln the other Ievels in Flgum 2215 purely absimet and ls assernblad
manually, based on the element states from the element level, foe :

R 25 Remote Termmal Unit (RTU)

. The RTU has two girtthary functions: ' '
1. Receives scan requests and supervisory commands fromthe hosl_ _
2 _'I‘ransmlts ths requested scanned element data back 'lu tha host .

N 'Nnrmally, each element in the station has its own unlqua location in the RTU However,

" due to hardware and communlcation restrictions, not all the element states canbe
. connected Individually to the RTU. The restrictions forcs a large number of elements o
- . be gathered info separateé groups. If one efement In a group Is abnormal, then the whole -

. group i§ considered ta be abnormal. Control staff have fo call out distribution Staff to visit -

- . the site and determine which one of the elements caused the groupto be abnormal wh:ch
. increases the time lttakes before the problem can be solved

| ‘The first generation of RTUS Instafied at the substatmns and power statlans were usacl L
. pusely to forward the plant data values to the host computer system, These-alder RTUs -

- are conskdersd piimitive in comparison with the current generation. New RTUs are being S

B 'r_[eﬂverad wlth enhanced famlities antl are called Enhanced RTUs or slmply ERTUS

: 2 6 Enhanced Remom Temunal Umt

In practioe the ERTU s & centrallsatl stand alone data caplure uml thatcanact - .
- independently of any host computer system. i-has its own onboard computer and data
.. base which allows it 10 act as host devicéto a nnmberof smaller R‘l’l 'a or bay pmnessars
-'_'whucharelntumconuectad directlytotheplant B T '

Wm

' Fiéura 2-3 subsmﬁo_n and ERTl_l_ intet'fa'clng- structure .

- An ERTU is designed not only to act &s the interface between the control staff and the .
piant but also to provide genaeral aiterfacing faclities to the plant as a whole and the

substation cantrol room, as indicated in: Flyure 2-3, The need to have multiple hostusers .~ :

connecting their own wiring fo the plant is raplaoed by a smgle o polm to the entire
* substation via the ERTU. _



'rhe usem afthe ERTU are. S
« Local substution control room MEAI nammner '
- l0cal bay RTUs-or PLCS controlling & single faedder o tmnsformgr panel
Addifional host SCADA systems supporﬁng reguonal control caentres :
. National soritrol SCADA Systerri -
' f{,:c!aﬂlimaintenanea autivily to the. bay prooassurs or ERTllﬁaia basa and softwam '
cllitied.

L e v-t:ﬁ-'

"% The désig of the néw ERTEJs pmwdes major advaniages wer the older com
RTUs,eg8. _

Abiiity 1o siocess & far lérger humber of alemsnt daib polnts #the substatlun

Provide millisecond sesolution sequence of event logging on al! siatus po‘ms

' Parform softwaia functions o pulliple inputs, ~ © R

 Gommunicate with multiple hosts and slave RTUs.
. Provide pre-prooessing of data gror i sendiag the msults to iha host
Remnva! of gmuped data points L

. Bince the ERTU tadlities cannotbe supported By #ié éxisting CONITEL pmtééﬁi usedly
- Ig:e ;{ger RTUs, a new protoml cal!sﬂ ESTEL has been deve!oped to supporl the ERTY

2 7 ESTEL Protocoi

. sinoe 1968 ESKOM has bggu developlng its: own standard communications protowi

" caligd ESTEL [19]. This p 11s based ori the Open Systems Inferconnect Refana; o

L Model (OSIRIV. ESKOM'_Sloped ESTEL 6 avold bemg locked into pmpnetaey
"¢ . yendor cumnﬁunlcatlon hardware and sofiware.

A

- ESTELIS. designed 1o suive many of the pmblems ancounierad wﬂh the vanous Wndor~ L

' specific communications protoools. ESTEL was alse doveloped fo meet ESKOM's fulure
E {obe compatible with intamatlonal telecommumcation siandards.

28 HOStC‘omputarSystem | e

“The sxisting coriputet syStatr; consists of up»tu-date — VAx nardwara uunua-:x;ad o
via DECnet using two Eﬂlemet backbnnes a5 indicated i Flgune 2-4 : e

" Eront Ends

© DAQ Ethemet -

| HM'I._'Ethgmet' R

 Figure 24 Host hardware configuration

ool s for e HUe variel of et GBI by e VRIS ot Sompiters and o



29 Data Base

 Tago saparaw Ethemet atruults 81 used w twuae ma rlsle f slngwm—lhiluw. As
- lndrcated gach Ethemat baakborta is used far dlffensnt pumnsas. .

 Trig prisiary 6t S6GuSHION Sofwars tiodlGs. 16, SCADA, Al &nd thé M Maching

‘Interface. software are all relatively old snd are based on a 1986 release of the original

~ vérdors product. They have since been modified te communicate with the ERTUs using ~

the ESTEL protocol. The SCADA system was initially oustomised o communicate wilh

- _ the existing Leeds and Northrop RTUs uslng COMITEL prnioool davalopad by L&N ancl _; . a

mmm]g{sloned for ESKOM in 1976

/} b

As indibated in Frgum 24 the host computers receive the telemetered ﬂata fmm the

B RTUs and store it In intemaf data bases. The data is then extracted by the MM software e :
. - when mquimd and displayed graphically on wnrkstatibn videt dssplay unl:s for use by the
o oorﬂml stafl’ _ )

The exlstlng i’tost data base structuras are well de\ loped and have refiable support -

3 - software 1o meet-the nesds of the alder RTUs. the instaliatio: of the ERTUs and the o
- ESTEL pratocol, far more data elements tan be actessed and telemterad {a the host -
X 'data bass Gmuped element points can now be ungroupad and alannéd tndlvldually

o The ungnouping of the approxlmaiely 0 clsfferent sels of gmup elements ‘has pmmptad

the SCADA staff io list all the expanded daia elements requured fmm each elec'.ncal -

| '_ :de\ace ln F:3 documam called 1he Telecontrol Standard

2 10 T‘elecontml Standard

ESKOM I8 pianmng w it
L ﬁva yeers. :

The wiring standam lists 3l the input stutus and measurement elements mqumed f;om

- pach device scanned by an\ﬁ \ERTU Appsndix 2 Is & copy of the Telecontrol Standard. - © -
ERTUs at all“lts imerconnected substsltluns durlng the next :

lmplamantmg the riew Telaountrol Standard at alt SubStations wlll éause tlié total ﬁufﬁbat N

'y, of glements processad by the SCADA system to increase by a dauntlag 250%. The
3 details of thiz grow!h ate cﬁvered ] chapter 9 , _

. &them has not been any changes in the host data pmcassing phllosophy, these S
' at

ditional data points will be treated in the same manner as the cuirent methods of data
age and displdy. Thé MMI and host daia base are not currently able to usethe -~
adck onal facilities offered by the ERTUS and no conskleration has yet been givén as to -

~ how ‘lhe euntml staff o tlrla MM will handte the addltlonal data and dssplay toad.

211 Man illlachme lnterraae |

§auly, 1098

b
\\

The exﬁtlng Man Machine Interface uses DEC Workstahons to run & software emulatlon L
of the (3ONLOG characier graphics hardware. The original CONLOG display units -~

. | allowex} one display per screen, with multiple scresns combined 1o form an operating
- conscly. The DEC Workstations have been configured to have four dlflerent ﬂisplay

Wlﬂdﬂ"ﬂ“ vsslhla»_nn onescreen at the same tlme

Each dwspiay window uses elght colours, 64 pre-deﬁned graphic symbols and 84
QWERTY characters defined for CONLOG displays. Each display window is a fixed 80 X
G4 Charaﬂ{el' drea, Them Bre usually ﬂﬁlﬁ worksra:luﬂ stredns péll' ﬂuﬂgﬂlﬁ HY indlﬁﬁt&ﬂ ltl
FIQUN 2-8, . .

- Each oﬁnslx\le TS 6 riouse &R deﬁltsatad kaybuard to Intaram wllll the dlsplay hardware —
and cail up dlsplays in any one of the of the wlndows '

0



» DISplay YeSP0NSE i 1§ UGudlty withinl 2 S86naS dxaept in the 6A8& 6F dlinh Gatd, whish .
- cantakeup to 20 seconds from the time of request to display de;aandm t!pon ths up: the o

numhar of IHI‘HTS in lhB uuffer find the HO [Oﬁd nn !hﬁ CPU

Flgum 2-5 MMI harﬂware conﬂguratlon

'A new Ful! graphlcs dispiay fadlity is avaulabia that car furt side by side with charatter
~ uraphics the on the same Workstations, but as the fulf graptics software is still inthe S
.. developrhant stags, there are & large number of desu'ad functions not yet availabia whlch o
= prevant ;I;s on-line rmplementat[on ' . : _ S

S Based on tha needs of the contrsl staff dur]ng a distulﬁance and the aase o? use of the
- GRAradtar graphics, tere ars Sericus ressrvations as to the abilty of the Full graphics.
_ --padcage (in fts ourrent form), to prouide additional value over and abayve the character
: gfaphwe padkdge. -

AS 48 Full Graphics package % aes;gned 16 work dirdetly witl{ #he Hest data base and et

. ‘with the ERTUs there has to he- a senaus eva[uatlon ofits’ ab!lny to replace the Character
. graphics package e Lo :

: 2 12 Summary

- This chapter mmewed the physical cornpunents of the SCADA system, the nstwork R
‘structure and the mental models used by the control staff to maonitor the power system,”

- Datalls of the few RTUS and 41 communication pmweul werg ﬂiscusseu altmg Wlth thé _
Telamntru!*standard and the physlca! design ofthe MMI. o o

Bapases oy



'_This chapter revtews an investigation undertaken to detemine 1he practncal Man Mac;mne

Interface problems expérienced by controf staff while oarvying out their daily tasks. The.

 objective of the investigation was to establish a conposite MM\ view of the control rdont
- enviropment in terms of the tasks camied out by the control starf as & whoie and then to
o e;camme the extemal iaemrs mﬂuqncmg the be otfhe control staff

The rasearch covers the following aspects:

. Controf room task analysis

.- Control staffinterviews ©

. Regional Controf requirements

. Nénioyal Gandrot manager's naads

. SCAJA vendors comments -

X Ren; ,Me Terminal Unit changes _
. Data cominginication ohanges o
. Talacontroi standard ‘

. Each ot’the &!lems mvesﬁgated are l|sted undar headings 311 to 3.1.8 bemw --

31.1 cantromcnmmmmysis S S P

sJnty, 1008

O Thé mvestlgatian staned off wrth a task analysss of each nf the four working pusﬂions m '
.- the gontrol rdom, 1.e.: . 7
- 1. Shift Supervisor m"i{éad afsml’t
2. Generation control -
-8, Network voltage contngi S
5 Transmsssion or network s!am#rly contmi

!fﬂ

o Figure 31 shows the armngement of the desks In me mn{rot room: Stafrare seatedin -
. an.aic facing the dynamtic mapboard or mimic. There are 5 shifts working in rMation. S
e 'hetween 8 and 12 hours a day dependlng upon the day in the week .

" DywamicMepboard

- Generatn ~ Voage Trensmission

Bxisting Character Gt’aphic MMI facliities

Flgure 31 Arrangement oi‘ consoles in Natlonal control

“The task analysis was aimed at determining the basic problems expenenoed bythe L

members of National Control while engaged in canymg out their daily tasks usmg the

1



“The detalls of the task analysrs are documented in Appendi: 3. The results nfthe
analysis w;ere usecl to gau:le the mtamiaﬂs descﬁbed in secﬁon 3 1. 2. :

- 3. 1 2 control S”iaff Iieqmrsments

" Each of the shifls ot Nattonal COntrol were lmemewed with discussmns basett on ibe
- task analsis described In Appendix 3. Each of their MMI-actions was listed, discue‘.sed
- ‘and analysed with respect to the existing Man Machine Iriterface both for quiescent
“behaviour and dnsturbanca uondrtions The quastnons usacl for the dnscumons are llstac.
in Tabie 2 . o _

_ .What are the majar fmsirations w!m the MM in generat
| \What-agn. “onat data is needed on the dispiay
Navigation problems experiented - R
15 mapboard information sufficient oris’ adottional data nneded S
‘| Methods of cal!ing up displays and associated probie:ns
[ Primary displays used rnost often and why o

: Examples ofwell desngned MME .
[ Functionality ieeded to make the WM easier to use L
-1 Problems associated with alarm processmg__genaml s
| Quiescent alamm. pmoass_mmblems P
-1 Disturbed state alarm processing problems -
Symibolised alarm data compared to the text form o
Advanced data pmr:.essmg neads at the RTU and the workstation
Polential of 30 grapihics as a ysefuitool
' Probiems involving operating ermors and |deas 1o mduee them
{ Use of vector or Kiviat diagrams [8]
I Use of Venn diagrams 1¢ indicate protéction infonnatlon
| Need for additional protection data and dlsplay methods -
' Use of $equence of eventdata = -
-| Need for hypermedia and hypertext faclllﬁ&G )
Grouped alarm data detalls on demand '
'To what extent are f4i5¢ glarms a problem - :
Are there a Iarge number of incorrect values on. ﬁ'ie dlSplay

o Table 2 MMI Quastlon toplcs _
The responaes to the questlons are d;scussed and tabulated in Appendlx g

© The resufts of the mterviev.fs prwlded overail comments and highilghted many problems

~ experienced by the national sontrot staff and provided the opporiunity to test a numberof -
altemative methods and philosophies for the presentation of SCADA data using: Full
graphnc works*.atlons. espacially dunug disturbances o

a1, 3 Reglonal COntrol consuierataon

The data ovarlnad problem was discussed with the control staft from the t've regnorial :
- confrol centres in ESKOM during a series of meeting to establish a standand MM
philosophy for building displays using full graphic software. The regionsl controi staff .
. confirmed the need for a method of reducing date overjoad conditions experienced by the
distribution and rsticulation conirol centres. They smphasised that they required a foew
* additional facilifies over and above the basic design specified in chapters 8,7 & 8, In
general they supported the proposed. nhilosuphy and wanted 10 be invalved in is.
_ develOpmem.

34 4 Natlonal Ctmtrol Manager

The National Control managerwas lmsmewed in orderta determme his neads‘ both for
current and future changes In the power system. The discussions revealed problem
aress and possible solution directions. He highlighted the fact that ESKOM is expanding !

Buly 005 S



- " poth Ioca!iy and intemattonally The expansion: activities are going 1o add an actd;ﬂona!

work joad to the National Control Staffin the near future. He suppotted the nead o
axﬂmtne attematwe methnds to dtsplay disturbance data ke the mntml staff S

K

34 5 SGAEA Vmﬁat‘ Ct:mmgm

- Discussions were aiso held with the staff of" tumpaan and Ameﬁcan vandors -
.~ {Westinghouse and Siemens) who are deh\mring Enemy Management Systams In Snuth S
B Afnea antt va nurnber of nvamaas muntﬁes

. :.. The nb;ectwa was to estah!ish whether thene hava heen any change on-either the.
- Vendors' side or by thair development staff with respect to new ideas for alarm R
-~ processing and data visualisation philosophy. Both vendor representatives indicated that

~ .~ ‘they had ot really thought ahout the problem and did not have shurt term ptansto S
B change thelr- exlstmg dlsplay and data dalwery faci!itles I _ M

1 B Enhanoeﬁ Remﬁte Tet‘mmal Umﬁs

o

-3, 1 7 ESTEL Protocul

: ~ wers available and what the restrictions were, [20}. The p
Tecognised that some.changes wolild be naeded to 1rnplement the mw phﬁn@hphy and

" The ERTU hatﬂwram stmctura and software fanilities were lnvesttgated to see what

_ _functionaﬁty was available and 1o-ensure that the needs of the control staff could be yiet.
- inierviews wene conducted with ESKOM design tearns that spacified the ERTL - -~ .
- functionalily P181. They Indlcated that tie initiaf design of the ERTU was based an the -
+ < -préfise that Jocal RTU procassing could and would be supported, however, at the time, .

thay did not know what shape ff would take, The design team mmpletely suppurted the o

' "'samtam mgde" functions suggested in chapters 7 & 8..

_\Jgatedtuseewhat faciies
idesion leams -

"The phtlosophy and behaviour of the e protocol were i

supportad tt;e tdeas tn chapters 6,7&8 tn pnnctpte

31 8 't'etecantrol semdard

©8.July, 1998

"'45”!-":“9’!“.-"

The element data mqutmments spacsﬁed for aach de\nce in the standam were studled to.
determine if there were ary logical groupings that the slements. could be divided into.

- Discussions were: heki with the individua) shift managers to obtain their feelings and
" nieeds in respact of the data in the new standard in terms of quiescent and dlsturhad

_net-.vork condltions

| SBthon 7 of e standa,ru (sae Appendix 2) is structured hy equipmant type ie.

Generators
Feeders -
Bus coupler and section f transfonner breakers
Transformers
‘Shunt Reactors
Shunt Capavitors
. Seties Capacitors

8. Static Vollage Compénsatars

9. Station Level .
10.Physical Security

h! 1ntegrated Values

From an- examtnatmn of the element data per device and dnscussions wlm the shift

- managers and the Natioral Control Manager, the element data Jor each device, can be -
 divided into three hroad categories called Heaith, Protactaon and Infonnatton

For example, the elements betonging tu Transfon'ner Breakels {see pages 8. and 10 of

Appendix 2) have be divided inta the three categortes as shown in Tabte 3,

Cw



ealth o

Pﬂ)teﬂ_ﬁbn

— _:- 'lnfarmatmn

- | Air Pressuse’Urgent - | Pole Discrepancy =~ | Broaker state {opert?closed)
| Air Pressure-Non urgent | Bus zone - | Breaker Charged - 7
“TManiDCfal = |Bussip. Breaker conirol - !ocalfremate
{Main2DCTall - | M1 protection tnp Supsrvisory Control - OnfOR -
o _ContmIDCfaﬂ NI HV mstanfanepus over current .-} Main 1 protection on/off -
-} Close DC fail- - M1 HV backup over cuerent - | Main 2 protection on/off .
-] Spring re remndfall 3 - M1 HV earth fault operated - DR
[lsolatorDCTail - | M1 MV instanianeous over cun‘ent
| AC/DC Converter falf | M1 MV backup aver current )
S T Nt MV Earth fault operated . .
| M1 Tediary instantaneous owemument- -
- i M1 TertlarleMTovercum‘nt Tl
- | MZprotectiontrip. - L
| M2 AV Instantaneous over. cun'ent '
. ¢ M2 HV backup overcurrent - -
.| W2 HV Earth fault operated s
-} M2 MV instantaneous overourrent R
M2 MV backup overcurrent
M2 MV Earth fault operated -

| M2 T edtiary instantaneous over currént

T2 Tertiary IOMT over current

3.2 Summary

. Rduy, 1988

R anciMamZurBaclmppmtectmn s R

O‘-‘(n-h-ta-m-.a

Table 3 "”r&f)sformar bresker elemems dlvidnd by categoly'

'Aflerfurthardlscussaons wnh the National Gontrol manager and pmectlgn it ‘,e:as R
i pu.;{ection R

decided to subdivide the pmte.ctlon category into two groups Mam 1.or

| Thereisa sigmﬁcant difference behveen the fwo proiacﬂon categories Generai!y, Mam 1 .
" protects the devige from local faults, where as Maln 2, (or backup) provides pmtaotlon L

fromt remote faults. During a dsstumanca the ability to clifferentiate between the two -

- categories at a glance wil allow control staff to quickly identify aquipment that has fautted '
_ to protect ikself and‘lhat whlch has aperatad o stop a t:ascaded fault. ' .

- Separahng the two categones can stgntﬁcantly reduce the tlme rttakesto restore supply [
* o consumers and assist Controi staff to understand the nature and source of the fault.

The subdivision of the proiection element data aiso makes it possible to provide

- additional graphical feedback of the system siate in ferms of actual device protection
- activity end assist with dynamic faungnos;s Figure 7.4 has examples of how the _
. protection element data can be used th\display graphicaliy the zones In which protec.tlon
’ aquipment has operated. _

_ u _ . .
This chapter established the MMI view of {he control room enwmnment in terms of iha

 tasks carried out by the coniro: staff, The topics covered were :

. Control room task analysis

. Control staff interviews ;

.- Reglonal Gontro) requimments .

. Nationat Control manager's neads

. SCADA vendors comments o
. Remote Terminaj Linil changes -

-_ _ 7* Data communication changes.
_8 Teleoontm] standard.

| The chapter aisu lists the needs and opmwns of all interest groups and factors extemal to
the control centre inﬂuencmg the new MMI design.. '




4. THE PROBLEM OF DATA wsﬂmm o

a1 lntroduceim

2 '_--4 2 Dasly Tasks

The mmute by rmmzta managemant ofa Qower utiiity is mncerned w:th
- »  Keeping thevoﬂage and frequency within limits -
» » Ensuring that power is defivered to the consumer _ _

. mentmg the overloading of lines and transformer.) -

» Adapting & seasonal and climatic changes in consnmardemand

Tms cha}ﬁer reviews mntm Toom aﬁmy and anaﬂsms sﬂng data pmmssmﬁ- _
phﬂosoph? which eausas data overiaading i power syste ntrof foores, .

o Planned outages of generating plant and power jines

RS Menaging the systerm in the most economic manner avallame
- e, Fhdblems causad by thunder storms, wind, iightning, ﬂoods fog, etc
L. Et;ulpment failure causing genemtor or Iine tﬂps o

s Operaing efvors -

o Primary protection: eqmpment faliure and ccnsequsnt secondary protecilon oparauen
© s Grass or forest fires causing line trips
- »  Pollution depostts on the insulators causmg Hne trips
"o False alamms from the RTU - - S
-« Netwark changes in the form of new equment and new !ransm\bslnn 1|nas R
e Intewtﬂity power transactions o

Lo

- From the abeve list, rt is obvious that the work of tha controk staff is vanacl and requims a
 great deal of background knowledge and.skill to meet contingously alt the consumers'
~ expectations. A large number and many ditferent iypeﬁaf;zwﬁ{sms have to be solved or
2 daily basns _ : '

: -The pnmary sou}ce of informatmn on the state of the pawar igty«ork is the catput from
- computer system. The output of the existing systemt is in thie form of alarm messages

and changes to the ane-line sdisplays. Since the computer system does riot provide the -
control staff with all the required infarmation, the control staff have to work closely withy
the distributiph and power station sir” 1 order {0 keep the power system operating -~

efficiently. The transmission and distninirion staff have to be avallabie to travel to the -

~ suybstations to provide the control staff with additional information as and when nequ;red
" Substation$ are nit permanently manned and it can take staff many hours. to reach a
‘substation. }t is this. reason which has prompled the exfstmg ala'm phnlosi W

43 Alarm Phllosophy

© Bauly, 1905

. The philosophy behind the generat!on nf aian'n messages In ESKOM and in virtually .
- every other eleciric utility, is based on the assumption of a gquiescent network state. Tuis

meai hat whenever any measured value arosses a limit boundary or any singte -
slement changes state without authority, an alarm message Is produced. The atarm
message is used to alert the cuntrul stafftn respnnd 10 the event and take mmectlve

_acuon where needed o

' There is a problem with this-éppmach, bacaisé each dévica in’ a suastatiqn 'is o
independent of ali other devices and regpensible for its own protection. As a result, each

device will produce-an alarm message of a fault, detected by its sensing equipment, at

~ the same ime as the same fault Is detected and reparled by all other devnces Th:s s the" '

orlgin of the data overinad pmhlem

To make matters wmse, me daéngners of power system control fo0ms: tend to follow th& '
rule, "Give the control staff all the data you can and they will make the corect decision

‘mote easily And faster!” [13]. The underlying assumption Is that the additional data will =
provide pmnf of the problem and heip prevent furthar problams The effect of this .~



: approach Is to axacarbate an alraﬁdy uifﬁcult srruatron wmch aggravatesp tha dala
overload prablem Pragress massages sea tase in polnt :

4 4 Pragress Messages o
- " The SCADA system %s ﬂwigned nut generate alayms when eguipment reachies the final

B '_ state foliowing a commanded state change. However if & device, such as a hydro

- generator, Is requested-lo shange state, the intermediate state changes are alammed

_sincs they are not the final state, but change state as part of the progress of the device
- {rom one state to another. Thare is no way curcenily to suppress these messages wﬁhuut

- adding code at the RTU ot st the hoéMo suppness ihe massagas under speciﬁc '

© condhions.

B _state

3 ~ “Table 4 Jists 14 messages Trom a smgle hydro generatlng unlt as It moves fmm one’ state
to annther These messagas are génaratad each fime any of 12 hydm units change

" The messages indicate the various pra-pmgrammeﬁ stages that the hydm unit tokes as it

* moves from a generating mode to stendstil, In tha messages. GIM refers to
' _generatorfmotor. The stages are, _ _

1:-' . Automatic power faator ragn}aiian i5 sw:tchad on
2. The curent GEN. state is no longer true - '

. 8, 'Theunitis not able fo move directly to purnplhg

4. KV unit breakeris open {tripped)

.5 Unit output voltage drops-to 1 KV {}t must as lhe i has stoppad ganeratlng and as L

~ not connested ta the network)
6. The axciter voltage becomes 0.
7.. Unit excifer voltage becdmes high (note tna iime)

8. Unit exciter voltage goes 1o 0 voits 10 seconds Iater
-9, -Automatic powsr factor regulation is switched off

10. Unit shutdown state is reached afier 4 minutes :
- H, Minutes later the pony motor breaker tloses fo allow 1he unit to start up again if

- reguired

' 09:20'51-.7' " DRAKN

09:20:17 *6 DRAKN

-09:20:17 *6 DRAKN

09:22;20 *4 DRAKN
08:22:28 *5 DRAKN
085:22:26 *5 DRAKN
09:22:26 *5 DRAKN

09:22:38 *5 DRAKN

00:22:38 *8 DRAKN
00:24:38. *6 DRAKN
09:26:04 *4 DRAKN

G ARPR.A

-Gfm 400 BKR
GM_4

ON_OFF . ON
G/M_GEN_4 YES NO  .NO _
PMP_START_NOT. READ 4 YESNO -~ NO
TRIP

Kv 9 1 Low o
EXCITER_VOLTS_4  VOLT 0 -58 LOW
DK_EXC DLT_VOLTS 4 VOLT 1 HIGH
DK_EXGC_DLT_VOLTS 4 VOLT ¢ 0 LOW

GIM_ARPR.4  ON_OFF ' OFF
GIM_SHUTDOWN_4 YES NO  YES
G/M_4PM_BKR — CLOSE |

§ July, 1986

‘Table 4 Hydro umt state change messages

The messages afe generated on the assumphon that the control staff can sput a potenﬁal
problem with the unkt in question, and react to it by noticing when a specific message

. does NOT appear, These messages do not appesr neaﬂy a4 gmup but are -
interspersed with other messages. _

1 there is a problem in the network these same 11 messagas (and mnre, depending on -
the number of units in use) get in the way of more important messsgas. The control staff
do hot need these hydro unit data messages, whish are not refated fo a disturbanice and
they become extremely annoyed, slnce these messages do not asslst them at al. Asa
resuit thay are ignored and deleted out of hand,

Duting a disturbance these messages just clutter the aiarm page and iny the process of
being deleted, useful valid messages can also be mistakenly deisted,

£




4‘5 The Fira Hose syndfome

©"Currently, working iﬁfﬁ onnirol roain is equivatentdo tying the control roor opératorto &
- garden chair and direcling'a Jet of water at him{ with the jet of water representing the rate
- of alarm data, See Figtire 4-1, The quantity and frequency 6f the alarm data changes
_ wﬁh the state of the power systemand matches the quanlity. and pressuie of the water
~ from the hose pipe. Wien a disturbance tocurs the hoss pips is replaced by a fire hose,
- {The quantity anet type of alarms being reporied increaves significantly.) Remember, the
' control roamn aperat.r is wtable te get out of the garden chair or avoid the water, ~

e 9unamnt -

" Disﬁn’rhé&

Figure 4-1 Tha fire lmse analngy h

Dunng 8 disturbanoe the condrol staff have two basic pmblams, _' o

1. They can never stop alart messages belng gererated. S

2. Alf alarms have to be acknowledged befare they can be delatad othenvise the alarm .

" bufférs oveiflow oausing messages, mme new and neoessary, to ba lost and potantia! .
computar system pmblem* . o o y '

‘This situaﬂbn i5 exanamaied wiién the anmrot staﬂ‘ know what oaused the condilian, but
they are unable to tell the computer they know. This Is demonstrated in Appendix 1, =
which lists part of the first 3 rainutes of alarm méssages frotm & minor dlsturbance in the
ESKOM :mamonnected nstwnrk during Aprit 19‘94 o _

The distumanoe was gaused by the openlng of an enemised husbar isolator (ltnk) in
error. The protectlon schemes 4t Tutuka power station detected this as g fault onthe -
bushars anGiripped all 5 generator breskers with consequential loss of 1750 Megawatls -

of generatlon. This minor event generated 433 alams ln 10 minutes, wrlh 79 ln the ﬁ:st

30 seconds as Indlcated In Figure 4-2. - S

Atarmis rate per minte ™

1&5“1”‘-&15&3 1_&'25” g 1529 1681 1533 1636
o Tlmalnona minute ntorvals ~.>
~ Figure w2 'alariﬁ rate following a mirior disturbance

5""'}(,1“5 : .,m..:,- .



4.5 The Fire Hose S!imdmme | | .
3 Currentl;r. working in 2 Gontrof mom 13 equwatent to ty!ng ihe oantml room operator to a RNt

- garden chale and directing a Jet of water ai himn, with the Jet of water rapresenting the rate L

ot ufarm data. See Figurs 4-1, The quantity and frequenty of the alamm dale changes
with the stete of the power systém and matches the guantity and pressure of the watar
from the hosE pipe, When a disturbance occurs the hose pipe is replaced by a fire hose,
{The quantity and type of alasras being reported increases significantty.) Remerber, the
controf roam uparator is unable iﬂ get out ufthe gnrdan cnalr of, avond the water o

- 'quiaiseaeﬁt“- |

Figure 4-1 The ﬁm ﬁuse analogy .

_ During 8 dlsturbance the controk staff have two basic problems; |
1. ‘They can never stop alam messages heing generated.
- 2_All alarms have to be acknowledgéd before they can be.delsted otherwnse the alarm o
#puffers overflow causing messages, soma Hew and necessary. to ba. kxsi arld mtentiai_ o
computersystem problems ) S . _ .

This. si‘luaﬁnms exacerbated when the nontrnl staff know whatoaus;ad the condition, but N
~ thay are unable to teli the computer they know, This Is demonstrated in Appendix 1, )
 which lists part of the first 3 minutes of alarm mesages from a minor dlsturbang;e inthe

ESKOM interconnected natwork during Aprit 1904, _ o

- The distur@mca vgas caused b:.' the opening of an energised busbar isolalor (iink) i

- error. The protection schemes at Tutuks power station detected this as a fault on the - '
busbars and iripped: all § genersior hreakers with consequential loss 0F. 1750 Mogawatis = .+

~ of generation. This'minor avent genaratad 433 alanms in10 minuies, witrt " 1113 fitst

. 30 secnnds Aa8. Indncated in Figure 4.2, :

c58828838

Alamns ratepermimte

oo ‘5‘33 ’5'?5 1827 e 1531 15;aa 1535
S " Time In ona minute Intercals L

_ 'F*Ql'!fé 4*3_ A!am ratg foliw.-ing a 'min_mr dis‘““-‘aﬂ@ﬁ.. - E

R . o w



4% Summary

O Sy aeeE

Tha remm Susﬁainaet low fmquamy r:aused sutomatic load shodﬂing te take place
ghwm r:t»;med the system frequency to normal seme four mimnes lateras Iuﬁiaﬁted
igure '

" 50'00 . T T i e 3 T l - revememony .I I i
te m1~.7ﬁ .
| B <
E et0l. '*'*T,_ J SmrtTimeres
J i Sl Al laied B i et fadatd tak _;--“I"--r“-r'_"j
§_ P s B CRE SE RN SRR et DRY EO S ERD D
b ABE0 L L. !.;...._l.;....i..'.-..J..-_.-_t-..-L..-...J...;_L._;...r...,..l;_.;.'.
: I v f [ [ [ | 1 i [
0 4BM0 L [ l — ] } IR | w I ] S _
| 2328 2844 2400 24116 2432 24048 25:04 2020 237 2662 26:05 2824 240
Thne In 16 second Itervals
: starﬂngat‘lsl-m.u

anure 43 Power gystem frequency respdnse

cumparlng ﬁgures 42 and 43 dine tan see how ttie atarm rate chanqes & the frequanw e
changes. The fime intervals on the two graphs are not identioal bt at the start of the faut .-
S1 gt i85:23, the alarm rate Is at its highest, with-inassages still coming it after the frequengy '

* . has metumed 1o homal 15:27, Examining the messages In Appendix 4, Dustratés how ~
- ~many duplicated messages are generated, If this number can be reduced-without the loss
. of eritical information, a major step waukd have besn taken In veducing the-duta’overdoad

pmbiam

Curcently no structures exist to pravent unnecessary message generation. The designers
of SCADA systems doot repugnise that different network conditions require different
alarm handiing and display tools, As a consequence the tontrol staff suffer fromthe .
Uncontrofled generation of alanm messages when more than a hanﬂfut of eleotrical

: de\;i'.ées change state at the same time,

't dantherefore bo. argue;l that the necessity for the currant alarm m-essaqe phil”osophy is

* primarily éue to poor Man Mamna Interface functianality. if beiter ways can bl Yound of
indicating the cuivent state, then a!arm Jext messages san be removed, ~ & vlaw )
supported by ABB: [1 5] : .

A possibla aliernative to alarm massagea Is disbussed in chapter B, but befera that. itis
important to review the lﬂeratura an the subject on Man Machine Interfaces used In

pnvwer system cuntml

e



5.1 lntroduotion

This chaptor examines the literature relating to ala:m data presemation and me faclors

| Aaffecting the design of the Mar Maohine interface used by rontrol staﬁof Eleotﬁo Powar o

’Systems

* The available litaraturo on Alarm Processmg. Data \fisuaﬁsatlon and MM dovalopments |
.. was-analysed. The primary focus was on articles retsted fo Expert Systems ancl Human
= Computer Interactinn connected with pmamr system oontrol

5.2 Generai Fhllusaphy

. gad EPRY

& July, 1998

: Tl;:e Initlal doﬁnmve reforenoe work o the entire subject of alarm pmcessing was

IR NS

““Papers covering the philosophy used in the monstoﬂng and control of ailclrica!
. networks since 1978 were stuljed. An overail impression is that there has been no real -
- change in thinking with respect to the presantation or processing of alarm data for control

aff by mianagement o vendors. The methods of data presentation used today are still
thé same as those definad In the proposals tald down in the EPRI report on Human -

' Fa&tom Raview of Eleciric Power Control Centi 8s [4] in 1981, Max Faxér said the same
- thing in 1985 [8) in the. sootlon cafled the "Too»much Too-cluick syndrome‘ on page 139 .
of his paper. e S T

cossiplled hy\tho American based Electric Power Research Instiute (EPRI) In 1881. The
report {1] s in $ix volumes, three detailad dnd thiee management summaries, covering all
GSPBGIS of SCADAsystem I'mplementatlon and pranﬁﬂes for Elactrlc Pmuor Bystems,

The EFR report [} pg. 2~1 08 Idemiﬂod the problems ass:acuatad wdh alarm pmessing
In eleotrlcar utifites as being

Inoonsistent signiﬂcanoe

Recurring alarms '
Alarm overdoad during a disturbance -
Alaim threshold too sensitive
Laos, of alarms on key parameters
“Too many alarms .
. Need far more detall from substations
' Alarm displiay problems with paging
Bottom line changes tao fast

From interviews conducted with ESKOM's controt staff, three other scADA users in
ESKOM and the Johannesburg Municipality, it would seem that these problems are the
same now as they were in 1981, These findings are supported by papers published up to
and including 1385, The prablems identlfied It the EPRI report have heen the starting
peint for many of the papers covered in this review and indicate that many paoplo have
tried lo so!ve the data overload prob!em since 1981 wlth Iittle suctess,

One of the papors in the EPRI Joumnal [18] (DEG 1994) commenis on the use of star plots

and Kiviat diagrams o facilitats the visualisation of power system varie™’ s. The biggest -
problem with this idea is that currently the vendors of fuli graphic software tools do not
seem able to offer the recommiended features to the utilities. : o

EPRI [18] is currently sponsoring proiects to devaiop advanced \nsuahsaﬁon rnelhods
that can shorten the time needed bv power system operators to parform functions suoh
as system restoration. _



| 622 GIGRE

823 CDC

n.a.n‘ti.

Atthé CIGRE COnferance in Japan in 1987 14, Van Son &t al. acknowledged the problem
in the growth of alarmn data amving at control centres reaciing.upwards of 3000 algrms
per mintite during a disturbance. The paper identified 3D graphic 1ools as a possible
solution for displaying some of the data, It does not offer any allemative deastothe . -
fundamental question of how alarm daia should he procﬂ..ssed or pnesented 10 the contmi -
3taff - : _ .

ln a similar leport [9] on tha Hydro«Quebec puwar system the number of alarm massages
enerated during a disturbance ranges fron 20 to 76 alarms per second. | |s surprising
{hat the number of alam messages generated by a SCADA system can be allowed to.

- réach such high fumbers, \mthout anyona stopping to examine what me baslc pmbiem ls
' i the first place. - -

~ The japer by the staff of the Controi Daia Gcrporatlun [1 2] (1 989) called “Con{rolling

S inar Systems During Emergencles; The role of Expert Systams” explainsthedats -
. varmd problem very weli, The authiors acknmiadge that the primary probiarns faced by

nontmla\\ﬁtaff a“tcl herice by axpen systems are' .

SOﬂﬁ“ alarm messages do not contain enough information.
Somee alarm messages contain too much infonnatlon

- Someyalarms are needigssly repeated ' C
Multipks messages are generated for the same mnditinn .:-
The number of alarms is sometimés omrwhelming

. Appendix 1 has examples of these pmhtems from the. ESKOM netwark.

Sduly, 1908 -

- ch hlghl:ght the hasic requimments of system control duﬂng disturbances as helnq

« Kzep the operator aware of the most urgent maiters.

o « - Keep the operator aware of problems as they occur.

« Reduce alarm loading and present strategic stuations.

. Pruvida tha abliity to perform deepey analysls

' -_-The proposed CDC solution 10 solve the data uverload problem s the mslallatmn ofan
intelligent Alarm Protiessor or (AP The JAP takes thy incoming a!arm rnessages. ﬂlters

them and then dividas them into four categories:
1. Those that need to be displayed immadiately
2. Those that can be permanently igrored

3, Those that car: be temporarlly ignored

‘4, Those that nead daapsr analysls,

An axpart systam Is not needed to dynamically !lller alarms lnto four categories. lntlial
analysig of the alarm data stiows that alarms belong permanently to one of the four
groups. Assigning the different category to each element at data base generation time,
gllows each alarm slement to be sorted a it amrives. By providing the control staff with
four pre-defined: alarm categories, one for each graup, {hat can be called up on demand
removes the need for IAP. As for the messages that can be permatently lanored why not
leave thern at RTU or leave ihem undisptayed and access them when requlnad? -

Duting & disturbance 1 Is the rapetition of known states that causes the data uverlaading -
as indlcated by examining Appendix 1. An JAP tloss offer some rélief by preventing

duplication of sirmiflar messages but the medium of communlcation ketween the RTU and - |

the control staff is still via alarm text messages and the potential power of the full graphin =

TAMI harctware is nefthar uonsidered nor addresssad.



5.2 4 Dept. of Electrical Engmaering, Washington Universﬂy

The paper "Envisioning Power System Daia” puhﬁshed In 1943 [6] by the staff of the :

o depariment of Electrisal Engineering of Washirigton University discusses the use of full. -
: graphic faciiitios: tu understand pmr systems. They make tha eornment, o

: "'rhe aasier it Is 1o obtain insight from a r:ornputationai tool the more useful the tool," and '

soknowledge that "power system data does not consist of high levels of abstraction.of the
‘type ihat people use i the migntai problam-sdmng proces& instead the data cuns!sts

_almost em!usi\:ely of numbers" _

) This is the only paperthal mentions menia! madels and data vsaual:sﬁtion wlth respaot fo.
- power system control but they do not pursue the relationship between the physical model -

~ and the data model and seem to be locked into the display of the lowest lsvel of tie .

. indicate the limit positions of the value, the memory demands on the controf stafftokeep o
“{rack of alf values wouid be completely unreasenable. For each value, there are at least 4

- source data, They use full uraphics for display of load flow data but ignors deviee state
.'_'data SR _

Their mmment that power sysi.em data ", consisis almast e‘xcluswely of numbers s
© - patently false. Al electrical devices have pumerical components, but the ratio of binary =~
states fo numbers is nearly 20 to 1. Also, It is the attributes of the numerical data that

indicate the seriousnese of the valug, rot the valug itself if the attributes are nof used fo-

¢ 1o 10 attribute flags that the computationat tools can use 1o set the context of the value
.- noth looaily and remotely. When the valuss and the device status flags are combined,.

greater use can bé made of fult graphics 1o match the abstraction ievel. cumently used by

" the control staff, dunng the prublem saluilon phase ofa dlsturbance

i 'The paper pmuidas ideas fo display SCADA numeﬂcal values uslng dynamlc fail graphic -
o nbjaots hut points out that the exisung methads of dlsplaying numarlc data are inefficlent.

: The authors toucm cm a numher of valld aspents with regard fo the presentatmn and :
~ visualisation of power system data, hightighting the need to find an altemative methad of

525 IEEE

5,26 Hetander .

§duly, 1995

displaying data. They shampion the benefits of human pattern recognition skills to solve

the problem of numerical data display but do not offer any ideas on the presentation of

: - _ a!arrn data. This paper is not a very sat:sfacta_ry report on the use of full graphics, =

A similar paper on "Modem User literfaces" (Jan 1684) [14] refers 1o the 1981 IEEE
tutorial on the Fundamentals of Supervisary Control systems 4], which amphasises the
lack of new thought on the practical (not theoretlcal) aspects of displaying powers systern

‘data to mpet the thinking needs of the tontrol staff. The papar commernds the use of full

graphic workstations using the functions of Metif and X-Windows 1o display power system |
data in an enhanced raanner comnpared with the past, They do not consider the use fulf
graphics for alarm data. presentation, whtch s the prlma raason whytha control cen#re

was mated in 1ha ﬂrst plaoe

In Chaapters 1 through 8 of his "Handbook of Human-Cohlpuier interaction® [71, Helander
takes an In depth look at ail aspeots of the MM, He points the way fo an alfemnative ~
method of modelling data using Metaphars and tcons. The question is ralsed about the

‘mental models used by Control Staif and others invoived In Human Computer interaction,
-among many other aspects of the MM, Thare are a lot of goocl ideas but unfortunate!y he
does net deal wlth aiarm pmcassing per se



5.3 Expart Systems c

531 EOF . . B
L  “The French electﬁcity supply utiity; EDF. uses an expert system called ALOUETTE in an |

.~ gttempt 10 shield the candrol staff from data overioading. The objeciive of thell Expert.
- System is "to solve the problem caused by the massive arrival of alarms related to fautls :

5 3,2 Pnrtuguase

A great deal of theoretical work has been done on the petanﬂai benaﬁls of irﬂp!ementinq

- Expart Systems to assist with the processing of “alarm messages”. These specific ex‘pert .
- systems are referced to as inteligent Alarm Processors or IAPs. This type of expert -

system has been proposed for a number of years [11 and 12] as the solution to the data

éverload problen. There appear to be otily three documented Intelligent Alarm - &
~'Processing systems in operation in the Electric Power Industry which are those of E.DF
~ {of France) {10}, Portugal [171 and Hydru—ctuahac (hf Canada) [9] These systems ana

_ dlscuased below,

occuning inthe power System"

' However the EOK axpert system has to wan 30 seoonds 1o alinw all alarms to be grouped -

into & coheréni Whole before ded;wtive processing can begin. The ieference engine
the "facts™ using a nile base and provides the diagnosis of the problem via an -

' WdeaP list of alarm toxt messages. Gontrol staff however are nat prepared to wait 30

saconds before they do anything. The nesd to take corrective action during the

~ disturbance is of absolute impor!ance and can fiot ba dalayed due to expart system
' 5equ|rel11ents ' Dl . L .

The Ponuguese SPARSE Intelllgent Alarm Pmcess::r is expautad o pmduca an - |

o axplanation of a serious incident within § minutes of the disturbance starting. The inphf
- data to SPARSE is SCADA alarm messages with the objective of converting the flood of

messages into a simple éxplanation of what happenad. From the paper, i appears that

~ they have sucoseded, b the time delay before the explanation is avmtable is not -
' pmmlcal _

5 3.3 Hvdro-ﬁuebec

: -“[f“ua LANGAGE expet system has been useu by HydroaQuebec since 1992, lt isan

alarm diagnosis package atiached to the main computer system and uses the same f

 SCADA slarm text data that Is sent to the control staff, LANGAGE does niot reduce the

number of alarm ressages but does attempt to provide explanations based on them. The
explanations are available to the control staff on the same screen as the incoming, a!arm '
messages are dlspiayad on. '

One of the justifications used by Hydro-cwebec to mstail LANGAGE is tne prevention nf
damage caused by the inadvertent re-energising of faulted transformers; A different

-+ protection scheme at the transformer, requiting manual intervention before a trainsformer
- - can be energised, would be-more appropriate. The authors also note that messages get

lost during a disturbance. A possible solution is to create alarm categorles basedon .
device type ratherthan on a station basis. This will alipw alt transformer messages to be
mllec_ted In one alarm bin rather than have them spit among all the statlons. e

5.3.4 strathc!yde Universlty

8 July, 1996

- Staff at the Strathclyde Unwmslty in Glasgow in 1962 [1 5] publtshed an article on the

potential of Expert systems to solve the data overload problem using the APEX (Alarm
Processing Expert System) and RESPONDR (Rule hasad Expert Syslam for PO’-‘JE[' _' O
Network Disturbance Diagnosis) programs. o '

In thelr opinion * the Expert System acts as buffer between fhe control systern and the
operator, which digests the vast quantities of SCADA data and supports cantrol staff in
their analysis of the system disturbance”. The Strathclyde staff suggest that the CPU. -



R pawar at the RTU is used to parfcm lucat diagnoais amhe output ufthe protaaiion. ihen
* use the indioations fo “infinencs the transmission of alatm messages fromthe '
“.substation”. This solution they indicate would "ackie the problem of voluminous data at
- {he alarm generation side.” The axamples given in thé paper are related-to ow voltage -
‘sysfetns where disturbance aclivity is restricted to smali local networks: The ideas offersd.
do.nat sppesr fo have been tested In interconnecied systems with voltages above 2?5
g aniuh muse far mure massagas fobe generated than at law wuaqas T

The mbst signiﬁeam mmment macle by the stramclydestamstu acknuwledge : :
- availablity of the snused GPU puwer of the suhstattnn eemputeaa which o date RG ather :
' authnr has done. . _

&ammarwfﬁxmrtsvmems

* The most signiﬂcant aspect of all the E:xpest System pmposals (Pnriuguesa, EDFE, Hydro-- -

. Quebsc and Stratholyde) is the retention of alarm text messages fiom SCADA, asthe - )

input to thelr expest systerns, They nelther examine nor question the basic reason for the'_ ’
installation of the Expert Systom in the first place, which mntiauy ls io mduae the quanmy o
of aiarm texl data dellvared to control staff: - .

- '_ By uhanging the type of data, the ‘point uf measursment n makmg more inteligent use

of text descriptions to convey information to the control staff, the need fora eentralised _
ex::ert system atthe host cumputerto ﬂﬂer aiarm data cen ba reconsldered o

Rule-based expart systams can provide some assistanoe o the oontm! s’taﬁ in !Imitad

-domains. However the number of rules needed t¢ cover alf possible sceniatios in & Iarga B

‘power system is so farge, that it would be mpossible to make an expert system onst
effectwa ln a gmwing environment :

Howe»ver Ioca! expert systems situated at the RTU whinh dairver explanaﬁuns of

- electrical protection operations are possible and form part vfthe RTU secreiasy mode

acthnty recommendsd In chapters ofthis- report

'}t shouid be rememmbered that, coupted to the alarm text dats fs the need for an efficient,
method of presentation that facilitatés the rapid visualisatioi of the information, which is

~ ., an essentlal requirement during & disturbancs. At no stage, in any of the papers on

‘expert systems, is this addressed. The instaliation of a centralised expert system to-

prooess glarm riessages is not the answer to the data overload problem, They do- ha\ie § '_ o

role to play at the RTU where they can be used for many applications including alarm -
_ processing. However, the output would be a text message built up by the Expert System
zhnd sent directly to the control staff via the RTU. Th!s Is discussed in more detai! n -

apter 8, - _

5.4 Full Graphics

Buuly, 1995 -

. Sirice full graphic dusplays are vary recent innovations In ocntrol rooms, there has -mt

tieen much experience with them nor with their limitations. ABB. [16] have noted the

- problems associated with using fulf graphic hardware and identify the primary MM} ueed'

of the control staff as belng "...ta show the aperator the: preclse :nformation nsquured a
any parucufar time - and no more v

The quesﬁon of what the Operator actually needs dunng this daily work routme is then

asked. The answer s not provided, but the ABS authors define the two major aspects of |
MMI desim as being “‘nformation selet:tmn“ and "dispiay form

* The authors recommend solutions based on the anangement of “windows" at ghe

::rkslaﬁon and the use of "ﬂsh-eye“ graphics o allow grester vlsiblliiy of specific neiwork .
m .

They also. reonmmenr.l the expedient use of expart systems and approprlate and c[aar o
summaw information derived from ihe Iarge volume of data arrlvlug This ' _



. racommendatior s questiorible in Iight of the quaRties.of dats generated during &

5..5 Summary

5 July, 1486

: However, it seems tht the cument designs of SGADA systems aré ba

© disturbance and indicates that e auihms have fle !tnawledga c:mhat the installation of
- an expert system entalls, S

Tt 1“ ber poses the question of 'mma: ought fo b&disp}ayed and what = e ophmum o

' outpui in terms of husper englnearing? The authors do not provides mﬂm solutions i
 butdo promde uuidshnas for display staffto keep in mind when ds&tgmng dispiays

The staff at EDF R&I‘J divisinn {1 1] noted that future higher perfonﬂaaea computers and L
visual displays would allow "...a Hetier MM1, well adapted to the needs of the operaters,.
- nol ofily In the normal but also in the emsergency state and for restoration”. This isthe
_ only Instanoe noted Mﬂm fecognised that the MM has to cater jor diﬁemnt operatung S

stales,

: From a re\dew of the literature.} is apparent that a lot of research and work has bern
. sdone in an atterript to improve the worklng environment of t‘:nntrol Stage by :

3}  Reduocing data overloading .
By . Using fult graphic facilities and

0. Racommendm;; ma uss.of expert sYstems o pmvﬁa summé\q infotsnation

that the-power systemn is quiescent. Nearly avery paper complains about the data -

- oyerioad probler but the effort 1o soive the problem is concentrated at the recewmg end '
- flow controi at the source is the crucial requlmment 10 soiVe the data ovsﬂoad pmblem

In generat them does wot appearto have bean any cnange I the: theory of pfac:tme in tha o
" presentation of aldrm data for use by Control Staff (or a6 Inpiut to:on Expedt Systewy ™
- slm:e the initial desigm g,uidelinea farmntatad inthe 1951 EPRI rapnrl [1 ,2 3]

3 Solutlons have been dssigned and. implemardad it an attempt 10 filter the: data or huffer o

the user from the results. No attempt has been madeds-sxiimine the root cause of the

 data overload problem nor what-effeot the state of ﬂw power system has on the oparaung g
 peeds of he Control Staff. _ - -

- “Three expert systams hava heanﬁasignaﬂ ami hmlt irx an attemptto help the contml staff
to understang alaim messages, but there I8 no general move by the industry to embrace
- them becayse of the Iimrtatlons 1mposed by retain.ng the old philosripﬁy of using text '
_ 'messages

: '_'Qnﬂtepmmﬁe



6. 1 lntroductiori

- This mapler pmposes an altematwe appmﬁch totha data wertoad prnhlem and deﬁnes
the shuctums on whmh the new philosophy IS huﬂt o _ -

52 Disturbedstate o

_ Histnrically the MM and ALARM systems were dasxgnad on the assumptlan ihatthe
. - power network is quisscent 9% of the time with imited facifties for disturbed state

conditions. In fact, the facliities for disturbad state operation are the same as those for-

- quiesceint operation, the size of the alarm buffers being the only concession: promded for
. disturbanse conditlans. Alarm messages are generated for each and every non- _
- camimanded stata change in the network and whenever an analog exceeds a Ilmit or L
. returns to normal. The alarm messiges are used as the primary method of notifying the
. control staff of network elemant state changes. Therefore the root cause of the data
~~ overloading is the uncontrolied delivery of alarm text massagas and the lack of & 1y
- attematm rneans of neiwork nohﬁcatlon e :

Any solution to the data oveﬂoading prob!em has tobe baseci on the aedumion of aiarm

" messages delivered {0 the controf staff, but without the Joss of critical information to

enable them to do thelr job efficiently. The Solution paramgters for the mducbun af data |

o over!badlnq can be defined in terms of a desngn bnef

6 3 Desugn Brlef

_ "Communicaie the uurrent ancl putentlal state of the electrical pnwar network to' me _

control staff as fast as possible and in such a manner that they are able to appreciate the R
_problems. and potentlal prohlems without 1he need for renaated or unneoessary alarmied '
.messagas" o e o

Tha solutlon assumes two dnstmm beha\nour states of ma power system, dnsturhed and

* - guiescent, and that the SCADA, ALARM and MMI modules of the cormputer system can -

be changed to support these two different modes bf operation, The solution is designed .
fo solve a distarbed state data overload condition first, with qulescent operaﬂon tools _
added once the dtsturbed state foundailon Is It placa )

6.4 Solution Mechanics

Bduly, 1995

tn chapter 2, the mental and concept rqotiels used by the control staff were deﬁned asa - B

- pyramid as per Figure 8-1 A and B, With respect to this pyramid structure, it was found

that 9% of the alamm messagesmaking up the data oveﬁoad problem are produced from
ghanges that take placs at the element ’avel ' _

" Figure 6-1 Existing and new focus levels



L ﬁa«axamlmng the oontm{ staff behavmur and theur mental models :l was found that they S
L awrsre focused at element fevel and had to use element data to detamlne the overali state ..
| -'adthe device when, |n sffect, they needed to be fosused at the déevics level, with the- o
_ -a&i!ity w examma a speclﬁc element when required 3ee Flgure 3-1 A and B :

o The same anaIySIs m\zealed that 2 device can have a number of different states, _
- depending upon the operational mode and si~te of the power network. Examining the *
. elerments belonging to each device revealed that the division into the three categories
- . matched the inilial mental models of the possible network attivitios referred to in the task = -
. Bnalygis, see Appendix 3. A further division of the eiemsnts into four oategnrtes pmwded .
oA baﬁer s{moh.lre on which to hangthe dewce sta‘{e ahnurmalﬂm ' -

[EE The ﬂmmsedmhﬁionls

' 1 Mmre_ fe control staff fodus from the etement !evel up to the davfca Ievel asin Figure -
g, -
_ ./E’iﬂ‘ﬁe ail element data for avem\demce i Appandixz mto fourcategones callad
- Health, Protection Main, ProtecBan Backup and Information : '
3,- Count the number of abnormal ents, for each of the four categoﬂes and store ihe
. result at the device level. W o
4. Indicite the existente of abnormal \1amems ina category, uslrlg fcans next m the
. dévice on the onevline display. o
5. Notify the parent level afthe extsten&a of abnonnai states m ti'le wmant level, as per
'the data pyramid. - -
_ 6 Allaw the cortrol staff to tra\reme the dmyramid and ﬁltarand suppress data
. " dyhamically, to sukt their requirements. :
7. Limit %ext a%arms to Breaker iﬁps, Busbar and Transrozmer pmteetlon messages only.’

he next faw pamgraphs expand on these topics and pmvide axamp!as of thelr
implememailon T _ _ '

6.6 Categonas

o _The elements belunglng toa de\nce are divided into four categaries as indicated in Table
. 5. Theinformation in Table § is taken from page 9 & 10 of the Telecontral standard in
- Appendix 2. Each element state change tauses lhe category counter fo be updated on
- the parent device. There is a separate counter for each category along with space to -
store the time at which the last element hecame SET and RESET This r&quire changes -

{o the data base structure,
Heaith T Wiain Protection Backup Protection | Informaon_
| SF6 - Urgent “Pole disorepaney M2 protection frip .~ | Breaker state  Inidiosed)
5F6 - Non urgent | Bus zone M2HV Inst. o/c -~ . | Breaker Charysd
‘Main1DCtalf | Bus ship ' M2 HV backup ofe | Breaker contra) - logs:
Maln 2DCfaif | M1 protection trip | M2 HV EIF operated - | Supervigory Control - OnfOff
Control DG fait___ | M1 HV inst, o/c T M2V Inst. ol Main 1 protection orfoft
. Closa DC fail { M1 HY backup ofc M2 MV backup a/c Maln 2 protection onfoif
“Spring rewind fall_| M1 HV EFF operated | M2 MV E/F operated | MW jitter
_;sulator DC fail M1 MV Inst ol M2 Tertlary inst. ofc ' MV Jitter
| AGIDC Conv, fall | M1 MV backup ofc - | M2 Tertiary [OMT o/ | KV jitter
MVA 70 deg. Limit | M1 MV E/F operated | Neutral Earthing Comp. | Hz jiiter .
| MVA 90 deg. Limit. | M1 Tertiaty Inst, o/c Nautrel Earthlng Reaat. | ERTU Message
KV fitmit M1 Tertlary IDMT ofc

"Table & Transfomar alements divided into caiegor!es :

The bottorm of Figure 8-3 B indicates the Iogieal amngement needed ta track the
changes in the elements.




5,6.1 MM indicaﬁon of ahnormal alemant stam

-A;ths fucus is moved fo the deume Ievel the control staff have to.be notified of the.
- exictence of ahnormal elements related to;the device. This is achieved by assigring,,
" different coloured icons 16 each category tvat bacome visible the mament there Is a
" posiiive abnun‘nal munt mtha ry ﬁeld This toma is discussed in more tieiai! !aier S
Dn L . -

6. 7 Abnonhal counts

The abnormal counis are not Jimited to the device level but are propagated right up tothe .
top of the data pyramid. See Figure 8-2. Each level has a set of category counters and -
time stamp fields, The counts at each level reflect the number of abnormal states inthe
- level below, not the summated count of all the clerments owned by the level. The station.
- .. level counters indicate how many electrical objects have abrormal statés, the ataclﬂnal L
7 object aounte;s Indlcata how many devices hava categones wrl:h abmrmai snun:s S

- Substation counts
- nHealth .
6. E. nMain F'rot vl

nSubstahons o, _nlnfo Iian

"1 Oblect counbs

3 nMainProt. e
L nBado.errnt '
.~ ninformaiien-

, Devicecounts .
> L. 1 Main me. -
. | nBackup Prot.

. =n Inforrnaﬁon

e  Element . | te  Eiement
. counts . \ _, - counts
ndeath . - » - 1 Health

B - nMainProt |
n— =~ nBackup Prot. "nBackupProt. -
y - nlnformaﬁon

_ nlnfomlatl

_Elementdatabysategory . Elementdataby oategoly

Figure 6-2 Graphical model of the proposed data structure

B R



68 Temt aiammmagea

- AS m‘anﬂanad in chapiar 1 oumanuy, Bvery time an slement nhanues state, it causas an

* planm texd messége to be oreated and deliversd. Contral staff still nead to be notified hy
texk mussage and-audible tone of the existance of specifie devive state changes that |
eﬁqﬁ'the stats of the netierk, but not gach and avary minee slement uhanga I

‘t‘hﬁ phapaaad malutinn lirsits tha automatic prnduoilon oftext alarm messages o just
thrpe-types |

1. Al braaker Hips

2. AlBusbar zone protectic oparations '

63. NI transfonnar pmtacllon Opemtlons

Thts suhm cfalamn messages represent the trigqerthat warns. tha nontml smﬁnf s
potentially serious network probleme and draws thelr attention to the site in guestion, All
Hiher aiamn abnormal s.ates are indloated by the category fcons next Yo the rslevant
‘devioe at the devioe level, Since the axisfence of abnormal stries s provided at each
lovet af the data pyramid, the control staff are able o see whe '@ $hey have problems and
i whish category, This allows thent to selectively evamine the problamiwhentime
permits, knowlng that they mﬂl be wamed audlbly lfthene are sny dlsturhanoe mlated
.massages o .

: Raslﬂcﬁng the text messages requinng manual acknnwledgament and delaiion _
fepresents & rrajor reduction In the potential data overloading during a dlsturbanae _
without the loss of abitity to get information: when raquirer.i '

. Lists of alarm actions are st vitally Important and they Gan be pmduné_d on demand via
“the MM secretary rmode tools on the warkstation. Cantrol staff have the ability to fiter the

- - alarm lists to sult thelr nesds depending spon the netwark activity and the demands fiom . - -

R managemant This facility puls them In oontrol of the data they need when they need it.

6,9 mmcmm changes o

in the existing htammh!ealﬂata base a psaudo-model of the network Is supportad as
indicated in Figure 6.3 A, However provision is only made for elerent data modelling.
The shanges nesded to support new phitosaphy. are Indicated in Figure -3 B which

) matchies the pyravtid data structure mentioned In Figure §-1. The entire tres structura i,
ﬂaﬁnad in Figure -2, Note how the abnarmal counts are accumulated at each lovel.

- Region ..jp ‘Region siate and oount
racords

1 of abnoml alalions
o oL 1 Station stafs wid countof
. o Statont _ - | Stetion racord - | ubnormoal eleolrioa) chiscts
| { oioe ~ ' | Etestricat abjact este
Oauke ypmrocond - | T2 P - Electrical shjeol reeard —p- mmmﬁmm
e Devics 1o . Devics stath and counts of '
{ Payent dovice recond wih ———p~ | =T ] Patont device recard wilh —~——— | ahnormal elaments by cotegory
Mo overakdevios sigly - ¢ lpom | | dovicestaloand setegory courds |akmor clamertsby _"” :
 Elomont bttt rocorts ——= ¢ | Msoa || e e [
: _ Conirot ' o
| —— Elaments divided und grouped
» : lnbmanlfourcaheguisr. -
- -A-classlca!'_hustdnt_a basastructure - B Propoud hoctdmhmulmctum

" Figure 63 Cowparison of the classical 'and- propossd data _s'tr.uctqras

L Bdelyaees L S .



.10 communicaﬁon &yclas '

5.10 1 commumnation natwnrk Iaadmg

‘Divkding the deta acquisition into two mades, allows the uluanﬂy nesded Class 1 device
* ‘state data-to be delivered {o the control staff without the communications Tietwork being

Bauly, 1908

Ta support the 4wo modes _,pfﬁamoﬂ( hehaviour (disturbed and. qu!esoant) and fo allow
the foous of atfention to be movet! to the tevice level, requires chenges in the data =
acquisition philosophy as well, The changes amaunt to creating two different data - )
acquisition cycles called Class1 and Class2, where Classt 15 used 16 acquire device Jevel
and category count data, and Class 2 is used to fetch and deliver element data, Class 1
data messages not only deliver devico isvel data but Includs the devica category counts

and associaied time starps s indicated in Figune 8-4

. Figure 64 Modet ofthe two r;ycle data acqmsitlon mode

_ Keeping n mind e disturbed state design phllosophy, the caiegory caunts in class 1

messages are used In two ways; one to advise the data acquisition sottware to solicit the
associated category dats and secondly by the MM to Indicate the existence of abrormal
elements by category on the dISplays These two aspects am dlsnussed I more datail in
the na;ﬁtwn sections, - -

1"

slowed down by the cluter of Glass 2 element data uniil actually required. Changes in the
category counts sent #s part of the Cirss 1 device ieval data are used by the front end
data acquisition aoftware at the histio raquest the delivery of all the element data for tha .
davioa .

The changed alements are not transﬁarred an thelr own, the entire catagory setls sant as
a Class 2 single packet since the averhead to send a single packet is the same as tis to
send an entire-category. There are also maintenance reasons why catagary tata shouid

be transferred as a whole, This is discussed in more detall in sectlon 6. 15

An example of the two DAG r:ycles is shown in thure M

:s'

- Usling two differant DAQ oycles, efactively delays the dellvery of element state changes
- to the host, but as the ERTU stores bicth set and reset fimes for each element, therejs
- no need to move the element data to the host immediately, The eloment change time ..~
- stamping is cared aut &t tha ERTU, not at the host, Class 2 element data remains atthe
- ERTU untll requested hy the host. The host uses the category count changas inthe

Class 1 message 1o post Class 2 requests,

30



8 Juty, 1968.

- The host Mues Class 2 raqueats whaneverthem are na more Class 1 ohanges, orwhen
- control staff specifically réquest the Class 2 catsgoty set. There will of course be  short
time delay following a damanded request for a category set, but this delay is accaptable . -
- as distutbance Class 1 devite state information is noilg o
-~ needs. Class 2data is transferfed aimost wnmadiataly Itthare are no outstanding Class1
. messagas’ ] . -

11 MW Icons

ald up by quissosnt system

The second use of the category counts Is to indicate the exdstence of abnormal elements..
The MM uses the positive caiegory counts to display coloured loons next to the device
as Indicated in Figure 8-5, The existence of one or more category icons riofifies the
control staff of the existence of one or more elements In the abnormal state, Device and

element lavel tategory data is then displayed on demand by selecting sither the category -

jcan or seiecthg the’ devioe which will hﬂng up all the elements dimded by category. -

Duﬂng a disturhanoa when there would bea !ame nurnher of ioons on dtsplay. the mntrol' - '

staff make use of the secretary mode togls to filter and suppress the leons on the one-
line dispiays to suit thelr needs, Since the axistencs of abriormal states i known at each.
level of the dais pyramid, Contyol staff da not have to sxamine sach station to see what
devices have abnormal states, The abliity exists 10 create selected lists of elements in tha
abnonmai state. The secretary mode. acﬁoﬁs fre explained ful!y In Chaphar 8.

- Popup window
- showing elements
divided by _cat_egur[esi o

 Figure 85 Category itons and associatad popup window
An slement In the abnormal state Is inkdicated by the backgrothd text defining the

element heiug inveited, This Is'indicated In the elemant éalled *Main 1 DEC fail* in Health

category stiown Ih Figure 8-5. Once the element state Is acknowledged the packground

- colour will slowly become gray. They quantis of grey Is & funotion of the time slnca th& S

element was acknowladged This match the loon dumtlun next to the device

"o



6 11 A lcon duraﬁon

One ofthe main aspacts of the proposed soiut:on is tha storage of the ﬁmegnrhen the

* slement of device stata £ehanged. This provides the key for the Control s;gﬁ 1o know thé :

age of an event and aliow ﬁme based functions to be usad to control the d%splay of data _

‘oh the one-line displays, __ | |
..The MMI is designied on the assumpﬂon of & d!sturbed slate and each icon il

automatically disappear after a gre-set time. The visibilily periodt cén be changed by the B
confrol staff when rieeded via tha secretary mode tools. The quiescent setting foran -

3 abriarmal icon is 16 minutes and after the time has elapsed t?e iuon disappears.

Contro) staff can ragenerate lhe category icons by replaylng the icons actimty via the MMI o
. secretary mode tools, Ts tequires changing the display motle femporarily and using
_ -scrotl bars to reptay the state nhange actinns using ihe stored tme dats.

It is possible to have & non disappearing mada, i o an inﬁnily time out. acilvatad on
demand when the need arises - _ .

6112 Flashmgmns o B T T T, .

o Tne Icon witl stop ﬂashing usider three. mndihons . o
= ifthe category or device is acknowlsdged via the aaknrmlec.'qa buttan (Figut\e &-5 j
s ifthe flashing option is deselected on the display.™ - - : o
e if the auto acknowtecige opiion Is selected with & gwan tlme out paﬂod

- . .In order to ensure the control staﬂ‘ notlca a new icon. the lnﬂial output mode wi'j be .
~ flashing, The use of sdvanced MM! facilities can have the size of the icon and *ha flash’

rafe chiange over time, with the initiat size being farger and bacoming smaffer as time

- progresses until it eventualiy dasappaar& The. ﬂash rate and the size can be. nombined to

mdicate different conditions.

w
IR

- "This sqlution’ guas 2 lorig way to sulving the data overbad pmbiem by mducmg the R
- quantity of messages sent to tha control siaff and allowing 1hem tu mntrol the data they

nead,

' The implamentaﬁm‘t of the solution raquires changes 1o both the host andERTU.The .~

* hist changes invalve the creation and Inclusion of two new record fypes called REGION
- and ELECTRICAL OBJECT to be inserted as per Figure 6+1. Sincé DEVICE records do - -
- not exist at the ERTU, thay need to ba cneated and added o the ERTU data model.,

6.12 Addlticnal Fields

BJuly, 1856

- Additional data flelds are needed on all the records In the data pyramid ln the host data
“base. These changes enable the tracking of category changes as they octur at the
- ERTU which requifes simllar changes to e!ament and device records. -

By moving the focus up to the DEVIGE leval, the exuct behaviour of the element$ wiil he _

-+ jost unfess provision-is made at the ERTU and the host to stom the time and state
o ohangas as and whén, thie monitored elament eham,ad

 This Is similar to seqiance-of-event recording, ghich is handied by & separate taskinthe -
" ERTG, in that thaie iz a limited buffer for each digment that has space for 8 state and

time starps. if the Huffer ovarilaws the most recent & state changes are availabl,
Analog elements use the time stamp calls to store the time when the analog valug
exceaded the bigh limit and when it relumed 1o normal; The historica: state and time
stamp fields are nol stored as part of the device only the qurrent state is kept there, the ,
rest of the data is kept ln a relatinnai data hase thek is aucessad on demand hy tha MMI»

| _The dataiss of the addmonal flolds are deﬂnad in the next paragrapna

2



6.1 2.1 Add‘tléﬁﬂ ﬂmﬁs

5_&@. 1996

' aﬂﬂiﬁbnal ﬁeids aﬂdaﬂ in ’the host data base reconds are Indlcated in Table 6

a.. ,Mlms stame fisld o storo i
. (REBET of retumed to 1o
_;ﬁx (A "présence " or sctivebit

tlma and date whan the mnnltorecl state ohanged to '

' t deﬁnﬂs whamer or not the reoord Is oonmssmnad at

the RTU, This applies matniib to eloments. butt Is applicable to.all records including the :

- :station vesord.
4, A'bit indioating if the muord is the haad of a caiegow (norrﬁ}ally cmly applicabla tcr an.
elarsent recard ).

B ‘A pointer to the Tocation in thame{aﬁonal data base for the_ Ias_t_ 15 mlnutes of eiernént

 history | rrﬂnuises or ta the iast 1& elamant staie cnanges

. 0

[Wiontorsd | SHH 58T ﬁésef Thraseres | Caegony | Fonr 6

historicaldata |

| state. | time stamp thnestamp b | indication hit.
N ?ables Addltmnal f'elds needed on ali hbst am base records

: Gn me deﬁce, ohjeat statlon am! region reansd four category mtager counter fields ancl

#

. & ¢iste field are reguired, Bach of the categosy ﬁelds requim mﬁm stamp mourds o | )

- tfaok the tlma at whinh uounters changed. D

s that have

ors and SVCs. The counters for these objects are updated as thé élements change:

E and used by the control staffia determine the alectncal equipment with pmblems and "

il‘l whlch categones‘

Ttwmuss mference countels are dlsplayad in the "A&soclated Ievel category onurrls" B
5 deld as specified al the top of Figure 7-1. The values i the counts change as tha.control =~
staf.r mave up and down the data pyramid and track thﬁg oounts.in the teve! dynamlcaily .

. The time stamp flelds for ench dewce category are used to traoe times when the

category count was set and whon the count is aventuany mset to zer0 as indicated in

' Table? cawgow field Iayeut.

- Table 7
Rarmbr oF sbraral” I RGBT oF SEpa Number of ahnormal " -Number o §
| elements In thie Health | elements inthe Main - | elements i the Backup - abriormal elements
.| category - Protection category ;prptecﬁon uatqgory In the Information
' _ . ' .| tategoty '
{ Time when the : 'I'Ime whan thé | Time when tha cxatfgory ~| Time when The
categery’ bevame category bacame - | beeame abnormql catégory beoame
| abnormig] 1_abriormal o gbnormal .~
- | Time when the count | Time whieh the count . “Time when the uount _ TIme whehithe =
| resetto zere N resettozaro o ' resettnzero : | count reSet toz;_ern o o

Figuu &6 shows a pu{sa frace of a selected riumber of elernents Thls Is one of tha

happened amengst selected elemen

- seoretary mode tools that allow the contra! staff to obtain a very quick ploture of what
- or devices. Multiple state changes are kept in the

assotiated relational data base and fire accessed on demund when pulse datals -
required. Only a iatost set and reset times aré stored in the SCADA data base with the -
hlstorlca! ﬂaia stored jn the relational data base, o

S ln addrtmn to the catagory counters on the statlon, region afd nahvork reoords there ana o
. alsb oross reference object counters that track the total number object: o

- slements In the abniormal state by category for each pyramid level: There are 9 basic ™~
o objeot types 1.o., busbars, couplers, lings, transformers, loads, genarators, Gapacitors;,



. 'The yenieration of the pulse trace is a Secrelsry mode function used ta deterting -
- sequence-of-event behaviour after the avent and Is performed in an offllng mnde, .

 Gategery " Cotegory.

SETtme  RESETtme S
i L i Elementsiats
-glement [ | - 10 S
- fraces ! . Elemendt state
B I Ot Blementstate |
[ 3 Q\(él"all'calaéﬁutystate_._m.
'.'l.‘.l'l.m'a' '

- -ﬁigurb 66 Example of pulse trace behaviour

E 122 Addltienal ERTU fields

Ths addltional ﬂe!ds needad at the ER‘I'LI are

" 1,"Atimerstamp fekd o store the time and date when the state oftie element or device.

“changed jv SET orexcesded a high alarm limit.

2. Atime stamp fleki to store the time and date whah the state of the aloment ofdevice

. thanged to RE.SET or retumed to notmal.
. A 'presance " or acﬁve bitthat defines whether o not the element or deviua IS
. commissioned,

. growth must be caterad for and at least-4 more categores should be available.
. Fointer to the location in the data base where the last 8 state changas and tlma
stamps are stored, ) _

3
| 4, Four category lrrlegar counter fields are required initially on each. deuioa Future |
8

6.13 Host changes

B July, 1988

Once the extra records and ﬂe!ds have been added the changes neaded in ihe host
SCADAdastabaseais:

'« All eloments and analogs are moved and w,akad to tha_lr parent deviue

« Elements are divitied and grouped into categories. !
« The'ejectrical object, station and reglon records are linked to their child mmrds as pP[‘
the physical structure at the station as indicated in,

: 5--_ Code Is added to frack and update the counters for each catagcry on the davioe

tecord. (Initially this code tan ba &dded to the host but eventuzlly it would be Instalied
-at the ERTU). Sienildr code will update the courters at the object station and region
fecords to reflect g tolals balow each record.

« Codé'Is added to $fore the last 18 element and analog channes reeeiwd from the .
ERTU in a relational data base accessible by the MMI,

» The full graphics displays are modified to have a different jcon for each aatagory

 displayed next to the device, object, statlon and regitm if them are eloments In the

abnormal state in the souroe catagary -



e Tools are creawd and added o the full graphics dlsplays to-allaw the oantrol staffio

display the contents of a nategnry iw selecting the lc;on ot the de\riaa to see ihe emﬁw . )

- ‘olemantset. . -y

" Eqoh MMl workstation has "secrstery mode” taols 1o suitifie need of the Control staff

and state of the powersystem Thﬂ changas lothe MM! are axpialnad indetait m
chapter ﬁ. _

614 ERTUchangeS S ' P
Onae the davice racmd and the extra ﬁalds have baan cmated the shuoture and
- software. needed at the ERTU must be changed as follows : _
 » Element and analog data is divided, grouped into caiegoties and wtred up aooordlng
~tothe osder In the Telecontrpl Standard. If specified elements are not available,
- spaces are left for them and the presence bit is set o zer. This is & crucial polnt in
~~ ihe design as regards dual host access and on-line mgintenance. . .
- o Bodéis added to track and count the number of elernents In the abnormal s{ate in

-~ 'snch category for each device In the ERTLU. The counls and fime stamps sre updsted

-whenever an elament changés state, This change tracking code s initiatly lnstaﬂad at
- the host and moved {0 the EFETU onoa the cnmmnnicahons pmtccoi has been o
. ‘updated. o
» The data acquisu!on pwceSsing is modrﬁed ia transfer the categary counts and time
-0 gtamps with the device state whenever the device state Is scanned or polled.
1+« Codeis added to save the time state and time stamp whett each element am‘.t analag g
- - ohanged In a buffer that holds the fast 8 changes. - o
* » The ERTU has "secralary mode” software programs fo provide additional Services te '
" the controt staff during quiescunt periods and advise them of- pntential pmblems
durlng dis;ufbam}es This is discussed in chapaer S :

3.15 Mamtenance

“aintenance Is one of the blggast areas of cancam In iarge Enengy Managament
. Systems. The ESKQM ERTUs are accessed by more than one control centre, which
- .causes serioys problems when new paints have to be commissioned, The problems start
with the neéd to ensure that the plant data is correctly wired up to the ERTU for access -
" by multiple host computers at the same time. How are new conﬁgumﬂons of 1he ERTU
' synchmnlsed for alt usars at the same fima? L _ _

. The proposed soiution recognlses the need for pamllel nommisslonlng activity and allows
- multiple host data bases to commission new points at their own pace. The first
requirernent is that sach device has the célegory data built In the sarne way in afl the
- . islevant data bases including the ERTU before any element is oommissioned at 1ha
I ERTU, _

'me daslnnig aimnad at neducing tha maintenance load at the differeni host computers by
using 4 standard layout for all elemenits wired to similar devices, All missing or fulure -
elements must be wired to the ERTLL Parallel {o eaci slement state Is a presence bit,
These presence bits are applicable taihe device ancl alement raomds at both the ERTLJ
and the host. s«ae Figure 67, :

= The benafits of standartlising the elemant name urder ih the ERTU and the host are:

- s There is no need o have a separate MMI display iD for each element. .
+ Al eloments have the game pm-daﬁned posititm in the category which is the same fur _'

. all similar devices. - '

» There is no fised for. major data base update to commlssion anew element because

- the element already Bxlsts in the data base once the device racord has bagn dat‘ned

To commilssion an element, all that is requinad Is that the element is w!rad up anti tested
Iocaliy and the preeerme‘ bit s set to the active state at tha ERTU
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: '_ At first glance the advantage of not nesding to have separate MM IDs for each element .

-Is not appreciated untit one considers the space required to display element data and the
“fime it fakes o add new paints ta the-daia base. By grouping the element datainfo pre
 defined categories at the ERTU and the host allows the mapping of the Indiwdual

a elemems to be pre-tefined ID text dlsplays

As s;:ecaﬁed the order of the eiements s the same in. each caiegory for slmnar davioes.
Thus, at dispiay time, the elements for.a given device can be displayed in the same

. Tormat using pre-defined text windows. There has to be an identical copy of popup -

- windows for each category, device, object, statlon and ragtun on each workstation with "
the pre-deﬁned text orsymbolsinit. . _ Lo

At run time, when the categmy elements arg dnsplayed the element order, staie and o
~+presence bits are used 1o tailor the popup. 1o match the state of the data and dmsplay it
. con‘eclly '

* Pre-defined st

.of the element

: - ofelementiDtext . ShteBit
Presphos bit = - I apopupwindewr cantrols the
.- | controlsthe D ~ . ‘colour gnd text
“greyout

" Hesith Gategary popup window lluatrating .
the use of the preserice bit and state bit

| figuré 67 Ex_amp'ie _b'ftlia_pfe_sgno’e bit in use

_'control staff know that the order of elament infannatxon i always the same ior Similar

- devices. Nor commissioned gléments are left out and élements in the atnormal s@ie

“have the background cotour behind the toxt inveried as indlcated in Figura 8-7.

Wheq new equipmamt Is added atthe subatatlen a data base updats has to ba doneat
the host to add equivalent davice records. The elaments, category detalls are added

~ automatically when the device is audes. The presence bits on the device and individual

alemoants are used 1o o, ot how these ftems are displayed on'the screen at runtime, If

 the presence bit is inactive, the MM will display the relevant device or slement s grey

out mode. When elsments get commissioned at the substation the ‘presence’ bit is set to
active at the ERTU making the device or element potentialiy visible-on the screen, Sefling
‘the matching presence bit &t the host to active, completes the data path and the relevant
alement or device bacomes vislble and usable by the control staff of the diffemnt mmrol
centres. '



o Tms technique silows the different control cerntres to activate new elamams devices or -
- electrical objeocts at their lelsure providing thasthe relevant record is active at the ERTU - -
- and that the host data base hias been updated. For this philosophy te work, itis essential . -
BEE ha\ﬂa an dgreed wiring standard in plac-e and used by all ERTUs, o

6.15.:1 Fiant cdmnﬂssmmng

- The plant mmmwssiening stage of new equlpment can also be a'eduned hy negotlating
© ... with the vendor of the equipmenit to have the interface cables from his équipment to the
bay processor match a Standard wiring sode. This will allow plug compatibility tobhe =
. instituted across all equipment of the same type. The saving in commissloning time and
. jabourcharges will be enormous as theis is no rieed to wire out sach element state from -
" the plant cable to the ERTU. The vendors cable Js plugged In westily to the bay
- prncessor and tested auleomaﬁcally from the ERTU usmg soﬁware programs.

5 15 Example

Usung the mnditmns ln Appendix 1 tu demonstrate what the oonirol staff wouid see dslng
* the new philosophy, the alam daia senttothe dontral staff wowct he comhmad by th&
ERTU to form ihe followlng messages, S _

_ 142327 *4 TIITUKA MMUB'I BKR A7 .*ESEC'I &2 UNIT2 400 BUSZONE
. -Jois B, 6, TRIPPED ON R .VERSE POWER - :

R 1s=23 31 P MAJUBA TUTUK1_BKR TRIPPED - CARRIER REGEIVED

B Retuming to Appendix 1 the fraquency analugs on the ana«tlne disnlays would ali ba i

- . red indicating a low frequency, but there would nat have been any alarmtext messages . .
. sent o the contro! staff, They would always be a member of the control staff momloﬁng__ ot

I o the frequenc-y who would react adcordingiy and notify the rest of the shift. -

 The next three Breaker close ‘messages wiad be logged with explanat}ons uslng the.

" element detalis (f they were available). Hawever In the exampls there are no indication

: 1'_.

~ ssto what cau&ed the devices fo cmse Tx 3 toxt woufd be tha same asitisin Appendlx -

[Ty TRIDENT RUSGM,__EKR T .--_."t_:;l-.oss-

15:23:35 *4 MAJUBA ~ TUTUK1BKR - . . .~ CLOSE
15:23:41 4 HYDRA svca_cxs BKR o c:.ose

© The next phase of the dlslurbance mvolves automat:c Ioad shedding causlng the
folidwmg mes‘.sages to be Ioggad

15:23: 42 4 AF‘QLLQ CNVRT FILTRZ_,BKR TRIPPEI'.'I on Under frequency

158:23:42 *4 AVON UMGEN 1 & 2 BKRs  TRIPPED on Under fraquency

16:23:42 *4 AVON STANG 1 & 2_BKRs. TRIPPED on Under frequency

156:23:45 *4 HYDRA - = SVC2_CX3_BKR TRIPPEL on Under frequency

[15:29:47 *4 KOMAT[POORT INFLN BKR TRIPPED on Under frequency
{15:24:29 *4 IMPALA PONGL & HILLVE BKRs TRIPPED ot Under frequency o
15:24:31 *4 MULDERSVLEI TRFR 4 & 5 (86 Kv) BKRs TRIPPED on Under frequency

-Effscﬂvsly the ﬁrst 108. messagas from Appendix 1 would be raducsd: io12 toxt -
‘messages. They provided the control staff will the necessary level of detall without -
unnecessary ciutter. Ther icons next to the relevant devices would ke displayed and
automatically cleared as the system stabilised. The control staff wouid be sble to
generate the various message Jistings, similar to Appendix 1, depending upon what they -
- needed, in general the critical information was provided in the form of messages and lhe o
" existence of abnarmal stements in the form of ices, providlng the oontml staft wrth the
abiiity to see the deta:l when requirad




6 17 Summary

By ees

~““This chapter hes pmposed a samﬂori 1o tha data over loading pmhtem Thelsuhaﬁo%fs B
~ based onthe mentat madol of the power system drta pyramid and requires 4 earta

amount of restructuring.of the host and ERTU data bases. Onoe the host data bage has -

e ehanged sothat there sre distingt levels, the focus of altention i moved romthe ™
© element level upte the device level. The solution siso requires the standardisation ofthe

elemertt ;an_!ar for eaah dewiée andrthelr gmupm inte. eatagaﬁess het#r at ihe ERW aﬂd

the Host.

The davice racord at both the host and ERTU s ahanged t6 include the numberoi‘ E
alements. per category in the abnormal state. The date acquisition retrieves the dewae

. state and the Gategory details as ope pass and uses changes In the vategary counis to
- solicit the Slemént data when time/is avalisble in the DAQ cygle. The doncapt of devioe
- ipons and presence bits is introduded 2ad axampies are given of their MMI use. Lastly
© - the logyged messages in Appendix 1 were used 1o demonstiate how the nurnber of - .
- mecsages are reduced, The ERTU comblnes the element information from the devioe fo
constiuct a tex me'ssage with addltlonal Information and send it to ih,e host.

o



_ 7.1 Intrndustinn

. " lnthe prei:laus nhap!er det:-l%s wers glven of tha data stmcture at the ERTU and the host,
- “Misntion was made of pyramid struciure and how the category counis are propagated fo

 thelvetalnve. This chapler explains how these category counts are used by the MMI
‘sl How the MM is used by the control staff to control the data diSplayad and the: oplmns

L m Wﬂl scm& systems tha behaviour of one-line displays ‘cannot ba controlied or
‘modited by the user at run time, However; in line with the philosophy of giving the user
aontml of the data sent io him, facilities are provided to change the display and:the data
“fo sult hls needs and the state of the power system. The differentce between the classical
d&alay philw:sphy and the proposed solut.an is deﬁnad in Table 8, - '

1 network Sonnectivity or r topology.
{ Displays are ¢ompiled off-line offfine and stored
1 on the host, At run firie the display is
| down Ipaded to the host and updated

o mmﬁabledunag thetwodisﬁnctnatwomnpamtm;; medes, =

CIassicai MMI

New MM philosophy

Dtsplays are built from the SGADA daté
" base with no knowledge of the aetual

Thete Is an addiional piant model between |
the displays and the SCADA data base that |

_ | Supports network conneciivity

overy 4 seconds

Displays are bullt ofi-line but propagated 10

| all workstations. At run time all SCADA data |
1is transfened to the workstation, The

changes cause the MMI to display the iconé .

fnext ta the appropriate devices. -

: Alarm mssaqes are huirt for every state
--change and. analoglimﬂ excursion . o

“loons are used to indicate element changes. .
- Control staf{genamte alarm lists on demand.

All Biarm messages havetobe -~
acknowledged ﬁ*‘om the alarm list- :

‘Alarms are automatically acknowledged after |
' @ pre-set interval or manually hy selecling |

the lcon ar device,

{No abiity to _chanqe tha dispjay
_ beha\miur :

“Eiliors are avalahis 1o Ths Contral ST o~

dynamically alter the displays, The fiiters are |

| basad on the data pyramid levels, the
- | categaries and busbar voltages v;slbia on the
| display at run time.

o fime Tne facies

| Adevice event time line (snmilarto alarm Ilst) |

- | s visible that allows the tracking of the
- 1 devics changes over a time patiod reiative to |
| the contents of the display. The range of the

time line and its content are selected and
based on the time stamp data stored inthe”
relational data base on the workstation,

Thete are query faciitigs

Algrm Tists can be generated by query based |
on the contents of the display, the data
pmmlﬂ levels. ant the categories

7.3 Now MM phnlosophy

Classically the ORT Is usad to display data from the host with no abﬂity fo act 3
Independently of the hast, The dynamioc needs of the control staff are not congidyrad and
the best common denominator is used to define the contents of each one-iing/ display,
which tended 1o add fuel to the data overioad fire during atisturbance, An alternstive
method of data display Is needed to asslst the control stafl wlimhe mionitoring of the

BJuly, 1098

power system,

'rable 8 COmparison of the dlffez\encas betwean classical and the new MMI.




. The pl*ﬁlosaphy prapbses a diffarent appmaah that regards the waﬂ:staﬂon window as &

“whikhenth consistip~ of a niimber of input and output areas. In the centre s tie primary

. iigsline dispiay outp. - area and around the perphery are the refited and asspolated
Wmareas as indioated I F{gure 7-1.

-;Tma_-éssam‘atea outpm viow areas are;

7w, Cuwand category counts for the pyramld leva! vlsihle on'the one ltne dlsp!ay area
. Network navigation window

* Region navigation window e

~ List.of the previous 20 one-line displays mfaranoed

Time line window - -

Alanﬁ Birt notiﬂcalion area

'y .t-“t- - 9?

'"f.mzmvw

The input view areas are ;.

« Category filter salectim o :
-+ Alarm message guery and secretary mode functions .
‘e Display comtrols.. - -
« "Time Hine controls N

. Suparwsory cnﬂiro} am;i data enhy input mmmw .

G

o F.igm 7-1 MMI Work bench tayout

The vlaw areas are updated when svera new one-line dlSp}ay is placed In tha ona»line
output, window. .

7.4 MM Dataﬂnw

As lndlcated iy Table &, there Is a Cmmpleta nodal based plant model of SCRDA system
batween the scADA daia base and the one-line displays on each wortatatmn as shown
in Flgure 7-2.



o Element data, device state and calegory cadnts are sent from the Scwﬂ ditta base to

. sach workstation connected to the host whenaver there Is an elemetit oliange, itisthe o
respansibility of the MM sofiware pn each workstation to update the catennw Courite ai—w’_' e

each level inits piant modei to match lhe network bahavioﬂr :

changes inthe plant modsl cause the gmphlcal mudal 1o by updated based on "i‘f- : A
change® logic in the plant model. Each one-line display has a list of display. aitribule& it _

- retain the state of the display when it was jasi called up on the workstation. These .

. atribules settings are restored to the m!evant oulpm waws when me dlspla, ls called up _

Figure 7-2 Logncal data base strun:tures at tha hns*m'td woﬂsstatmns o
. - frr’ . N L

7.5 Output behaviuur on display call-up

* Wiffien & diSpIay is Joaded Into the ona-line wp*k area. 1ha mrkstaﬁnﬂ .‘.‘!‘,‘ll has o

tetermine the state of the agsodisted ouiput viaws and update them acy h!’dingly aa

Indicated in Figura 7-8: - _ _ I o

- Each view is updated in paravel when the unﬂ-lma disp!ay is mguestad The uutput views
are changed 1o refiect the previous stored satﬁngs !ast uged and ihe cutrent vaiues of the
dynamlc valu&s, L B

« New vategory counts o the assoclated level helng disr.'layea -
s Grey put of all the e!actﬁtzal objects buttons nat mpneaemed by the current on—Hne
© lisplay - :
~ « Time line events accardlng 1o the time ranga and catagory selaction flags associated
.- withithe currenf one-line display .
"o Update the navigatnon windows fo naﬂecl the pomtion in the network that Is on dzsplay

K Once tth output areas have been updated tha usar oan altar the d!splay by changing the
input Vtéw values, . - :

78 lnput view areas

The input view areas are:
o Categary filter selection



‘'« Alann message query and sacretary mode area
. » - Display controls :
e Time {ine mntrols

' The content of thess iew areas aflow the conteol aimo affect the banaviour oftna_ o
output views. The view funutions ane detalled below; - e

L L R L L I ey

--------

© g A e P A ke AT e

Figure 7~3 Data flow when a dISplay in called n to the work area

1. 6.1 cmaory Filter - _ : . .
The huttans aliuw tha userto either dlsplay ur hide categow icons on tha displ&y

7.6. 2 Alanrn query

This v%awaliows the ountrol staff to genarate a :Istlng of aiarm taxt messages basad on

selected criteria. The last 18 state changes of each element are stored in a !elatlanal

. data hase that Is used to satisfy time based querles Thie opt:nns are . o
ByTime(In lhe range spacined) R

By eleoirica! Object type

. By Voltage level - : '

By region, or station , or object or device

¥

‘-ﬂ'l.

I reldition the user can set up pra-deﬂnad sats of conditions and save theri by name, -
- Saved querins ars activated by selecting the saved name from the alarm bin output viegw
gt the bottom of the Soreen, T Yo output fram the quary is a display contalnlng the &
selected alarm message text data whtch can be printad as raquired ' o

783 Sem,taw mode

This activity aliows the control staff tG set up a serles of functlons o be parfonned on the
~ plant mode) data so as io advise them of states In the network, region, station, object or -
~ devica that he requires. This activity is covared In more detall in the next chapter.

Saaymes S “



s A Display t:ontrols

These funailons allow the mntml staff to change the data on the display by ustng
conditions in the plant model. The options avaliable are : '
« _ Indioate the ranje-of protection operation on an elecical objeut or staﬁon or network

« Conpectivity tracing of a selectud object

+* Groy aid (er reduos the visikilly) of dovioes, objécts or slaticns amrding tothe
-gelention ciiteda.

"¢ Declutter the dispiay by removing te_mt analog and caiegory maicatlons.

» “Tum off il iashing indications
Before the effects of tha display cbntmls can be clernanstfated tis namssary o déﬁna B

the laynui of & one-line dlsplay

7 7 Ona-llne dsspiay reprasantatl;m

~ Flgure 7-4 & an pxample; At the one-line diagram of a substé. .« a8 seen by thiv' control
- stad® The disgram conzists of iwo sets of busbars, each with a busbar coupler and two
- fransformers coupling the busbars together. There are three foeders cunnaoled to aac.h -
bus with & bus section couplar on the lowemno KV busbﬁr o “

§ July. 1998

Figure 74 Exaraple of a oneliria display with grey out and fcon Inications

The disgram represants a situation where there has been a fawit oh the 400 KV -husba'r
and the bus zone protection has operaied causing the fesder, the transformer and the

- bus saction breakers to trip. As & consequence of the transformer tripping, the loed

Boross the secand transformer has exceeded the high Himit, resuiting in the analog value

© being displayad in yeliow. The eoonsaquentlal tategory iouns ave dlsplayed next to tha

relevant devices,



7.7.1 \fnlﬂlﬂ& %IW

Baoh elotiiva) abjpnt, devine and analgg are defined-for display purposes using unique -

mﬁhfnﬁisymﬁbls aiitd @o'.nuts‘

» Braaker. - - Reolangle (Red 2 olosed, Gieen = open)

’ Llﬁkmisaoauantniamond (Red = ojosed, Ghwen Open)

» Ling 86 “Lines ( solid = on load, dut:adwtawnﬂe
Narrow rentangles coloured sccording to ol
‘Numbers (Blue in lmits, red = exceeded Iimﬂs

Eﬂﬁﬁ ﬁlﬁm‘l‘lcal GQjBul Iassoviated with a busbar and voltsoe. The busbars are coloured
actorting tothe voltage s follows; *

TEERV - Magenta. -

400KV  Green
2TSRAVRY Orangs
__ mw Giyan o

L.*sf’ag ﬂlﬁ vlawlng tooiﬁhe oantfol siaff oan ahange the detaﬂs af 1ha ona‘ﬂna dtsplay as
-raqnirad

7‘8 Wmﬁmﬁ

7 9 Summary

§July 1008

' The advantages of the plant mode! allows the control staff to examine the effects of the
aonnactivity between the different alectrioal objects. Without the plant model, it weuld be

imipossible to detormine thie effect of protaction operation on the powar network, nor row -
g parioular transmissiok line is sonnected in a station or & region. The plant model allows
the vontrol staff to sew the protetion operation effects graphically by changing the o
.glummund hahlnd a feedar or transfnnnar ;lynamioally on demand as indWwd in Figure L

By ohanging: the baa!eground bsh!nd iha alaotﬂﬂal objec;s allows the contml staffto ohtaln' o
& very quick undarstanding of the protection opsration "in-context” with the stale of the
- retwork and not hhva to wacle through miles of text messages to deferming the ourrent

_ state. ) S .

‘This chapter expiamed the layout and strycture of the workstation and tow the contrel

staff have different Input and outpyt windows through which they control the data on

display by maniputating the-different options available in the Input views, Details are. .
provided of the tools the used to contyol the one-ine dispiay to matoh the operating ™~
needs of the system. An example Is provided of how the one-ling display would be ngtput -
following & busbar strip using thie protection information to shange the dlsplay .

-'.haokground around the' aﬁacted slectrical objects on viaw. .



31 lntroductmn o s | S
T This chaptar eaeamlnas the ola of an Inlellagent system Ioca!ed at the ERTU and the type
of functions that such a sysiem can perlorm and how they interact wlth ther contml staff 8
_ - theconioj centre. _ o :
8.2 Secmtary asztiam

in most imsinass urganisations lhe manager has asg@etaty who‘s task itis, to pro\ﬂde a _' L
nuritrer ofssrvlues such as: -

s 0 0% c'_- .

: ahleld the manager from un!mportant phone t:alls '
“Take messages for delivery later on ' o
Make appointments E
‘Adivise the manager of meetings and evants :
Type letters and reports -~ e
" Db searches for specificthings
Construct Gross nefefences of varlous documents

e For example a manager, one cafl assume has mquesied the secretaw to "hold all calls" :
under glven clrcumstances o § - '

It van also be assumed that the secretary "Knows" that cal!s from certain people hava
more welght than others or provided the caller usssthe correct "passwords” suchas -
“very urgent”, *fire" or "life and death”. Under tifese cancitions, the secretary has implicit

- permlssron to Intemlpi the managar and put the phone-call lhrough to him

i sitile could be taken a bit further. ifthe ERTU is eqmpped with suﬂwaw that can
~ detect when the rate-of-change of a particular value is about to exceed a previously set

fimit, causing a breaker to trip. The ERTU can use this information o formulate and send :
a text message to the Host admsn,.g the controf staff of the impendlng event, :

The first point io mmember is the ERTU would Intitally have raised a Health flag agamst '
the device n question. If thére is no change within a given time period the ERTU has the

-ability to ralse the state of the alarm to a higher level, which it can do, by setting a station.

leve! atarm slement, The last stage is to formutate and send a complete "text” message
which can, if neaded an audible atarm ¢an be attached to It, it would be up ta the control
staff to take the necessary action to prevent the breaker fonn tripping lf posslbla

"Sacratary Mode" actlv{ty is the result of intelllgent system software installed at the ERTU '
and the host .The results frem the Inteliigent Syster at the ERTU are passed to the-
controt staff via the SCADA, the ALARM and the Man Machine lnterface

8.3 Tha role of lntelllgent sysl:ems

8 Judy, 1995

A lot of time and money has been Spem Implementlng E:q:rert Systems for use ln alarm
processing with the Experl System centrally situated at the Host, For any Electricity Utitity
alarm processing Expert System to function corractly, the Host must have ALL the
réquirad data and be able o deliver a solution ini real ime. This Is riof really possible

sinca the Expert Systetn requires a valid network state in order for the nules to work
correctly, During & disturbance, the coherent network state needed for topology
processing usually takes between 10 to 20 seconds to achieve from the time the last
braaker tripped. Thus & disturbance lasting minutes, effectively disables the axpert
systern using topology software, untl the last Breaker trip inessage has been delivered
and & sean of all the analogues has heen completed,

Since RTUs now have more CPU pewer, there is every reason o spiit up the Intelligent

- System loglc between the ERTL and the Host. This provides far more opportunities to



"~ irnpiement simple ruls basaed a!gunthms at both the Host and the ERTU hpast fmm the o
- GPU power available, the ERTL has its own data hase which is updated with live fata

* between 1 and 5 mitll-seconds. Adding code at the ERTU 1o prooeSS the live ﬁata wl!i '

- _allow tocal algarithms fo perfo:m such activities as ;- -

e Locai slmp}e“ State Estimatlon ot Power ba!ancmn

" For example, apply Ohm's and KirohofPs faws to all slectrical cbjects for axarnple, -
feeders, fransformers and busbars at the station, The benefits are indication of bad

 anabogue and status indication more rapidly, clean input data to the Host State
- Esilmator, more precise data for control staff, reduction of false alarms, There are

| many more advamaaes that affect the Power Applicatmn software than the SCADA

! . Grose checked breaker Indtcaﬂans S |
 For axample. ifthe ERTU has 1o send a message {hat o Breaker has trlppad but 1herei' e

. Is stlll power en the Iine then this fact tan be added to the mported mltlal trip
massaga. - . .

S _-me ERTU monltorlng oftime based elements

For example. transfonner wmdlng :amperatureu monlto*ed the ERTU can pariorm
~rate calculations and predict when the transformer protection will operate. if nothing is
- dene fo relieve the situation. A message indicating potential trip can be sent o the

" Control staff, Informing them of the prabler. This will allow the conirol staff to the.-

power systent i i advanae andd not wait for tne device to tip before doing anythlng

Y .PmleGhOil flags can ba used to pruvide additional detai!s of what has tnppad and why _ -

' For examnple, applying slmple rules using the eiemaﬂt data belonging to an elecirical

- object it is possibls to determine the cause of the protection aperation. The fault

- diagnostic text message can be sent o tha non!rol staff under the infmnaiian

_ category of the ohject. _ _ _
o Addltlonal fault diagnosls algamhms oan be used+o offer a number of pussibie

reasons causing the event. When the fault is between substation, bath ERTUS send |

" thelistof possible reasons 1o the host, If the host finds matching suggestions these - -

_can be forwarded to the control staff. in the event of no matehing suggestions; this
~ 1ou; can be used to allow the controt staff to examine the offered suggestions and =
make decisions. it is easiar, cheaper and more maintainable to set up a‘intelligent.
System located at the ERTU, that interacts with the Host as and when requined than
It is 0 huild a complete Expert system at the Host alone. E

The bengfits of using the CPU power avallable at the RTU are substantial and

Inexpensive compared to using the Host 1o supply element data to an Intelligent syétem 3

The gomplexity of the ERTU fault diagnostic software doas not have to be very involved -

or expensiva as the number of inputs avallable for processing are not that large butthe -

potential beneﬁis dunng quiesaent and dlsturbad states are enormous

84 ERTUactivities - o

© §uly, 1995

The. ERTU secretary mode aclwrly m\m{vas the nommal actlons of auppu[tmn and .
propagating pymmid data changes and perfomﬂng thie algorithmic aclivities as requured. -_

- These Invgive:

s . Category abnormat elemant countlng and time fracking -
Critical device state message formulation and delivery

* Status and analogue ewor notification tu mamtenanoe staff .
Falsg alarm detection

Power Balancing and mlsmatch arror repartmg :

!.ﬂl.



Thas& revolve araund the MM needs of e oontrol staff and iniﬂally lw the fo;m of
g‘i&&&h dkeutor stalien summaries of Speoific devics states, for examp
. Changing the display to indigate only those: deviws’with the consl S 88 specif Ed by
-, ik splacion giteria currently active.

jgi@l;lw of specific devios types ouprent state . _
)t eipments in & given alanm state siace & gwen timo, '
m auﬁible alarms ifa seleatad numher of analagues exoeed spamﬂc limms at -

;. 4 :aiecm@miokmg alarming
Rﬂmﬂﬁg and aaspanding to Emu sacretasy msults

Bige mme.ri sysism snﬁware is mtmo'med a Iarge nuritber of, additional station spedific
rinns manbelmplamanted N

- "This qﬁamer cl od the, -congept of seqmtary widde functions using Jimited Yersiong/of
intelligent systa#
Bamﬂesignad ta assist the control staff jr everooming the problem of data overioading by
- “making use of tew technology siuated<t the workstation and the BRTY, - .

Cmdaptes g

oftware that can be installeﬂ &t the BRTU and the host. The functions - B



7 ".ngha;mr axamines the curent upgradas mm%placa at the ERTUs and examines
ma -diSplay of data.

_ BEKG SQADA ﬁystem it its current form has 28 000 element points insialied with -
‘g pimdmund, of 45000 allowed for. Withs the replacement of the 140 RTUs by ERTUs
dliifing the next 4 years and plans to wire up each device according to e Telecontrol
wiing standard, the number of slements being telemetered and modelled inthe SCADA
“igta hase is going fo increase by 71000 elements. The consequences of this action will -
ated enormous problems during a disturbe. «re, un!ess sometHng {s done to changm :
method of datd aoqulsﬂion amd dispiay _

‘fable 8 lists the nuimber of elements pgr eaker device for the frevious and curreft
‘Telecontrol standards. The table ists ths - . ver of breakers in such of the differest
-glectrical-object types i tie ESKOM Intarcs....iectad power system which covers voitages -
fmm 18210 765 KV The enmbined number of bmakers aevioes for all objects is 2578,

S ' Ganaratom Faeder Cnuplers Transformer Shunt
¥ Breakers e 21 1 1069 | 8 | 868 113 1.
1990 Elemenis/BKR | _ S 8 '+ 47 1. 86 1 8 |
| "S54 Elements/BkR | 8 " 185 "l a7 1 738 '_ T
Difference - - 2 ol 2T 1 23 88 34
Extra Elemants T 242 | 2888 9614 : 286?7 ' 3842

Table s Element differences betwee' 1990 and 1904 Teiecontml standards |

‘rhe addniional aiements B ?1238 it all these additional elemsnts are Jmp!ememed. hens
wﬂl ha a putentlal lncrease of 250% in the data badlng of ’[he conirol staff N

o 9 3 lnstalling new elementa

~ Assuming it takes 5 minutes to add each of the 71 nun new recorrlé it will take neaﬂy 3

" man years just to atk the data inta the SCADA data base, This excludes time needad for
dispiay bulkiing, testing and sommissioning, Crice new records have been addad adata.
base update ia mqulred before ihe new elements can be scanned,

lmplernanting a standan:l where the elemants of each device are pre-ordared and pre- :
defined for identical devicas and wired up with presence bits set acomdmgly, wltl raduc:e _
the time needed to add new element slgniﬁcanﬁy

Generators _-Féeeﬁér: Couplers | f-.-ansfanper' T Shunt | Senes |
PR ST - i Capacitor | Capacitor

{Brédker | Groaker | Broaker | Breaker | _Breaker | Breaker
_ - Links - I.li‘lk# 'Lirlks . __Links' - Links - '} . . Links
{_Genemator | D Transformer _ Reacztor _Cap

'!'abie 10 I.mt of devices par elactrical ob;ect

Bnsaquencss if nothing is done tc ahanga the e;dsﬂng method of data acquismon - . '



. Amurding to the: Talemntmi standafd there are eight a!ectncal object tsxpes and athree

station related objects. Each electrical objedt cansists of one or more devices as deflned.

“1n Tablé 10 and Table 11. Bach device raquires fis own pre-defined and pre-ofdered.

glement structuce. Thus there have to ba twelve unlque pré-defined sets of elament

. tables. These tables have In-um {0 b divided to four cetogories. .

Shlmt 5enes -Stat:t:VAR — _Statinn _ Security sant 0ut

- '{ Reacto Mc.ﬂr_u : compensators . _
_'--.Tﬁteyakar 1-Breaker Breaker . . | Bus-z_qna Sacuﬂ_ty _ | Sent 0utva1ues~ E
- Y Litks . . | Links Links o PC Supply | L .
'"ﬁea@gr --_ﬁeactor VAR Unil 1 Comms

Tabla " List of de\nces per electr‘iea! nbjem (contmued)

To aqtivata a "naw" elament in the date base Is limitad to setting e presenne brtto 1 in
- the relevant device and ensuring that the ERTU commissioning staff have wired the -
 glement to the correct "pro-defined” index. Thers is no need for data base updates fo - :
.. commission new elements as the space is already reserved. The data base staff slrnply -
- ‘change the presenae ﬂag to active and the aiemant is in seMee - _ L

s I’otalty new demoes stuli mqurre a data base and display updale

Sinoe the nonmisslonmg of new elemeants is caried out oi-ine the nead far large mter ’

coniral room planning by data hase and RTUfeld staffto syncivoriss the cammissiomng- -
Uaf new elements |argely faus away. _ _ _

9.4 CPLL Loadmg consequencas

An [ncrease from 20 600 to 71060 elements may requlre additionai GPU p&wer i the
axisting 2 and 4 seaond response time is to-be maintalned : h

Thé proposed soluﬂon Is based on the cusrent trends in the compuﬁng indusuy. the .
neads nfoontroi staff and the demands for addltional infonnation in the oontml rooth,

BA:% Expactecl changes in the cnmputmg and electm:al mdustrg

§ July, 1995

The charges in the munﬂonnq and aontrol of the electncal utility Industry am expected to

. bE'
o Host computar power w‘li Increase by be{waen 10 and 100 fold ln and around tha

control room during the next five years,

o Full graphics workstations wilt be delivered and Instauad wrth very supe;ior MMI

faciities in comparison to the classic characiér graphic display devices of the past,

P Power systam protection schemes will move lowards gigital protection equipment.

This protection equipment will interface directly to the RTU, providing useful additional
data to the control staff. The protection Infarmation, Uinked to expert systems at the
RTU wili provide for ihe rapid understanding of conditions in the power system during
- and following a disturbance.
» Remote terminal Linits wu!l ba teplaced by !ntelllgent versions equnpped wﬂh mmaased
cornputer power.

o The introdiction of wide area networks providlng more seoupe data communlcations

and wider handwidths, :
» The need for the SCADA system to pro\nde high value iow prIority dats outside the _
control room, e.g, hourly consumer metering data and sequence of went data for
protection and fault analysis. -
» Muitiple control centres will access the same ERTU at the same time. L
» Phuse three protection will provide additlona; sierent data point as ind!cated -
Appendix 5, which lists the elements for a Static Var. Compensator. This Appendix
completely changes the values in Table 11 where only a fraction of the information is
" used.. The consequences-of adding the additionat data elements will place addrﬁanal
" burdens on the Control staff if the eadstmg methads of dispiay are usad




“uiy'im K

"-This 1%5“3 of, mmurmnt amsws of the same BRTY by different uSers oauses seyare.

diffesart hosts soaening the BRTU need to have their ddta usdataﬁ at thé«éame

K ﬁmaﬂmnﬁsa there could be overdltloss of data untit the ERTU and the hast are -

bt into line. The proposed solution pravides a passible solntio.1o the mikiple host

 paoss prablesn by ki meienencs e s e b e ERTua,nd the Gost
' dasabases S o DR .

" Yhe-alen of this paper Is the disoission of ways and mesns to remove or cutall dats
- overioading suffered by the sontrol $taff during disturbances. In addition théve Is- alsa the

need to spaed up the uma It takes o obtain a nlear plcture nf the currerrt power sgs&em :

_"netaming the e:ést‘ing rrethods of data storage and DAQY funclimalily aiid impiamantlng .
- the adlional lement data a5 per ihe 1804 Telocontal sl:anclam, the pa!ential o
; consaquarrqgs to be ﬁenslderad arg;

» . '.Masslﬁe data avaﬂoadmg nfme uontmls staff durmg disturbanues e R
» Additional data base and display staff will ba retiired to keep up with systam growth -
~ s Additional comunmatlnns hanﬂwidth will be required to cater for the. Increase h?data o

. acquisition needs. -
« The ability to access phase three pmtaatian iﬁdicaﬁons wﬂl be testrioted,

- GPU lnading will have to be Inoreased to support the additional MM} aeﬁvity :
. The { ftmdueﬂun of Expart systems will be defaye:f and thesr &mot!analﬂy reduoed

" Onhe other hand If the propused ERTU, communieation philosophy and MM#design ;s' o
- implernented in ‘eonjunction wnh ma 1994 "reiecantml Standam there are.a numhar ofa .
- - acvantages; - R - |

" e Theneed for lauge nuimbers of data base updatas i radunad
~ e Onvline commissioning of new elements is possible

s Clearer understanding n? the total eleatﬂﬁa% state more easﬁy acmeved ané in a" '

. shottertime -
o ‘Expert systems (botfi central and ﬂistributed) can be adﬁeﬂ at the RTLI and the Host :

. to provide real tire asslstanoe tn the uontml staff "
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10.1 lntroductlon . _ _
T This chapter evaluates tha pmposad solttion and offers a cﬁtical review of the

- whole. Lastly, the developmant pla,wffor the implemantation of the new L phimsophy is

cungidered,

| 10 2 Evaluataon of the new MMI

Eech of the probisms 1:;rlmlly defined in t:hapier 1, are re~exam!neti in Tabla 12, In tha
hgm af the proposed new MMl philosophy.

| Solutmn T

Problem
la lnc»onsfstent s@mﬁc&nce !n Carrected by matching the data on dlsplay 1o the mentai
. a!a;m messages madel required by the Control staff. They are no longer at -
the metey of the text in the message but are able 10 see
o L what-they-want-when-they-want-to. - -
1 'Recuning a.*mns | Apari from the thies “required” text alarm messanes types,
. Lo e thers is very lithe chance of recumng aiarms being sent to |
the controt staff direct(y - -
- Secretary mode functuons at the RTU and the Host wnuld
© { detect them andi it would then be up to the rruaintenance S
| . | staff to correct the problam at the ERTU, . - E
- {6} Tou many alarms. . - | Thess problems are no longer relevaot i the propnse:l -
d) Alamm overload during a solution is implemented. The tontrol staff will not have
| disturbance. - | unwarted.ext massages sent to them directly, lcons next to |
&) The number of elarms Js the de vicerhm indicate the presenca of abnormnal states,
___sometimes overwhelming,
"5~ Alarm threshold foo sensitive, .Assaming that this refers to analog alarme, secretary mode |
' = | functions can be used to ensure that in-context limit =~
- checking is within bounds to provide sore relief, The initial
_ | cause of ihe problem Is usually the inflexibility of the limits or |
: the width of the dead band, Simple pattern recognition and
! I N - lmeofdaychacqugcanprevant‘ihis _ -
{9 Lackofaiarms onkey - | it appears as it these problems relate to the needs ofthe 1
parameters. - . -~ | Cortrol staff when attempting to construct 2 mental modet of | -
h). Need for more Jetail from a particular situation. Irmplamenting the 1994 Telecontrol .. |
© substations. standard should correct these problems as well as pmvﬂdi'ag
1) Some alanm messages do not | Control staff with the ability to ascess ali the element data
: contain enough irformation. kelonging to a device on demand.
| ) Some alarm messages
.- contaln too much informetion.
K) Alarm display problems with Apart from the exlremely {|mitad number of Bneakertext
: paging. ) S messages, this problem no longer exists as ajl "alarm® data
1 1) - Bottom line changes foo fast { | is visible as icons en the display. However the inherent
. this Is the current alarm lis). problems with any data list stlll remain, particularly where
et | new messages ars being insened and deleted on demand,
m) Some alarms are neadigssly | By implernenting the pmposed solution the slemsnt change
‘repealed. . . ~will only ba seen if the control staff examing the device in full
n) Wultipla massages are via & popup window. Seoretary mode software would notify
: gsnmrfad for tha sama - the contml staff if somatmng did not happan as axpented
condition. .

& July, -ms_ .

Table 12 Evaluatlon of Imual prohlem in terms of the new MMI

From the reviaw of the defined problams, the proposed solution, it Is baileved will provlda
a solution to the data ovetioad prohlem, Only careful testing under controlled sonditions
will provide ¢onarete proof of the theories in chapters 6, 7.8 and 8.

o

naporiasa- S



10,3 Concept model M1

 Thie ldeas in this report were used to build 3 cuncept modet of the pmposed MMI usmg :

- Miorosoft Acoess and demonstrated o control staff and management. The concept '
~modalds primitive but doss contaln anough dynamlc heha\ﬂour to d&munatl’ata ’tha
viabilty of the thaonas _

104 Prototype

Based on the concept madel ESKOM management have authorised the davelopment of
.. & prototype 10 be used by the cantrol staff under controfled conditions to prove the _
- functionality of the niew philosophy, The prototype wiil be connected to a power system -
- siimufatortt provide disturbance data, will be used to cheok the pracise requlmments and
o determtne thie fuﬂ funclionality of all MM} actions and tools, S

S The Bmmtype will provide & complete environrent in which the control staff will have the
- opportunily totest all possible network scenarios using controlled network gctivity, The
~ prototype will also provide the basis for controlled MMI usability enginsering studies to -
 4g5ess performance accurately and for the accurate oampaﬂson of the emstlng arld
a propusad Man Machine Interfaces. -~ _

Before the prototypa can be devalopad a number of areas naad attention. S
. Wh%t Is the best hatdware and: softwana emumnment fo be used to develop the tast -
" bed - _
» Is an object modsl the best way to represent a power network? o
¢ How easy is i fo build an object orented plant and graphical modal and get them to :
.- talkto sach otfier and to the data source?
‘o -How easy will it bs io 8585 the Control staff act‘-eptanoe and the efﬁmency of the
hew phllosophy? _ _

10.5 Fmanclal consequences

it Is not easy to aocuralely estimate the full impact of the praposal soiui:on in ﬁnancia!
termis. However it is important to examingthe cost 10-12SKOM and the country durlng a.
disturbance, if the exlst!ng alarm phllannphy is retalnad. : _

Tha ialtial costs are in the design of 1he new MM amj ths c.hanges to tha ERTle and tha '
- cosnemunication protocol. The ost of shanging the host data base and adding the
sategoty munt changes is far smaller -

The lnitial astimatas of tha ﬂnanc&ai costs are. -

10.5 1 ERTU costs

- The Estiméted costs to devalop tha ERTU to mest the raqulraments Is appro)dmately
R500,600 andinvolve:

Deﬂvecl valug code

- Data Base changes

" ERTU sacretary mode furmtlans

Category counting. -'

Text message fore ,llation and transmission

l’.‘.‘

10 8.2 Host costs

The esﬂm&*ed ﬁost to dewtap the changes neaded at the host to suppart the workstaiion
is approximately R300,000 and Include : :
s PData Base changes '
_ & Category count propagation up the pyramid
. ERTU texl message reseipt -



10.5 3 Protocol costs

0. 8.4 MME costs

- The estumatec' ‘costs to upgrada the protocol to support to changes needed forths host
“and ERTU communications are approximately R500,000. and lnclude ' o
. Transmission of mced data inéssages

“» Inclusion of the time stamp dala

e Texi message transmissIOn

‘Once the test bed intelface has bear deve%oped and tested usmg ive data by aII the
interested users, it can be used as a living speciiication fer the production version of the
MM, The estimated costs for its developraent by & vendor is R 300,000 and assumes
that tha protoiypa sﬂﬁware is not mused

10,6 Responsiblhties

_ Once the mposed changes afe. !n p!aoe, ESKOM wcul;; have to ensure ihat tha pre-

_ordering uf the data elements atthe RTU are adhered to in all Installations

Tralmng will have 1o be provlded for the contml staff and & mamtenanca staff involwed

’ wlth the oparatiun of the control system.

Al amstmg mtelhgent ERTUS wnli ha\fe to have changes made tethelrwﬁmg wad mtemal
data bases to match the Telecontrol standard. It is possibie to phase in the changas B

gradually, with a hybnd system .,1 place during the implemantatm G

10.7 lmplementation Plan

- % * 8

 Ohoe the profotypé hes been bulld and approved by al potentlai users, a jolnt |

gavelopment team should be Set up to plan and install the proposed changes: with'tﬁe :
original SCADA equipment system vendor The mmp.ata pmject would take abnut 24
months tocomplete, . _ _ .

' Soﬁware and hardwara staff aré required in 1 the following dfscipﬂnes to assist in the

imiplementation of the philosaphy;

« Data Base mainienance - 7 '
Application Software to ensure that SCADA functious shll uperate cbrrectly o
Dala Acquisitlon staff to develop the RTU and DAQ interfaces at the RTUs and Host.

Man Machine staff to bulld the supporttools. - . S
Powst Application Software staff investigate and maxirmse the ERTU optmns

. available to Power Engmeenng faclﬁhas ' _

There dre a numiber of additional areas that still need fo be investigated

» ‘The ability of the communications protocol to support the requirements.

~« ‘More work nee-s to bs done using simulatois and hands on evaluation of the

_proposed solution before a full acceptance by managemes. .
» - it s difficult to do a full cost benefit analysis as there are stifi & number of uuknawns

» No work has been done on th Impact on any of the Power Appiication Software such

- as Contingency Analysls, Short Circult Analysis or State Estimation, Thase mndules
may need changes to benaﬁt from the ERTU secretary rnode optlons

10.8 Gntical Review Of ThlS Report

§-uly, 1908

‘While it Is believed that the propnsals outliner in thls report are, in genarai new and

untrisd, they should meet what is considered a critical and growing probler facing not
oply ESKOM, but all major Utilitles, 1t is, however, conceded that the proposed solution i is

- unfikely maka the work of control staff easier during quiescent network conditions. In -

addition the nigthads of monitoting the power system state in the control room will need

{0 be examined © see if changes must be made to patar for the propnsed dlsp*ay of
- abng.mal element mdlcatlons



" However, the enthusiasm demonstrated by 1he tonteul stalf duting th demonstrations of

~ the concept mode}s indicate that they are more than resdy for the offered tunctionality.
- They are iso more than rsady 1o suggest ways anﬂ means to improve the facllities that '

'-'they bad{y fneed,

- One of tha foreseeable pmbiam areas will be cantrol staff relfanca ol tha ERTU o
- aligorifims 1o advise them of problems at the substation, In the event that the amorﬂhmlc

. output igincosract, the confrol stef will blame the new philosophy. The protatypewh! - =
have 10 be used to evalusted thase 21gorithms in mors detail with ihe mtenﬁon of mak:ng__ '

tham more robust and testhg the bailt-in Seifdiagnosmﬁmctrons

| Tha foliuwing sectlons hlghlight Spaciﬂc ureas ot‘ conoam

o 084 ’ﬂantalmodels o -
SR . The concept of A rontal madel ls stlll apen to debateas there is no unanimity as to whai :

@ roental model is of how it Is formed. To quote fram Staggers and Norgio [18] "Mental

- -madels are oreated by the users as they interact with the target system images and ma)r-_-.\_::

. not be squivalent to the tonceptual modeis. These are what paop!e really have In thefa -

. 'heads 1o guide thalr use ot‘ things."

e mental madels used in the §tudy are stlll very uch based on group di-’»ﬂﬂss‘t’ﬂs smd '
-~ not on exhaustive studiss of the'individual Control steff members. Moreworkls = °

" necessary, as the tools to determine whai constitutes an accurate mndel of a phystcal'

. - gystem, are not avaitable ai pnesent

082 NWknowIedna e T s

1&.8 3 Support

10.8.4 Acadaaric vmw o
_ Froman acadamic ;foint of viaw. tha suggestions in this report aﬂd to iha veakth of.

Oy ﬁmeBtiun of the prototype the metrics used to avaluate the- con!ral staff behaviour g
will ba avallable for use in other dir nfines using: znﬁ.*.trial Man Maching Intecfaces, - -

~ Stafffroma aun * ar of disciplines n ESKOM hw’}e ;uen exnwﬁsi 10 thess ideas and
" have welcomed them. There are many areas thixt nesx additi¢

) work, especislly inthe
ares-of non-standard efemenz, Dcisions will banesded on tke best methods af grouplua

‘the slements and s—:lectlng the categony that thew sh;mld belbng to.

More details could by required in the arsa of MM! secretary mode tools, howewr as this s

- s stit & concept, more time is needed to davelop the funcuonalﬂy

w

coments on MM in general, but do- provide useful input from a practicsl point of view,
based on first hand experience of MM design. From an industrial aspect, they offer a-
possible sofution that could be implemented in similar disciplines such as oll reﬁniﬁg. -
ships, alroraft, mining and steel mills, to pame afew., - .~ -

- Once Implemented, there will also be & majur ehange I ihe role of this Man Machlne

Interface as it will be able to respond to awider range of user dem.ﬂs to meet the
neiwork changes

- Ifthe Iduas are Implemanted, there wilt be serous de. xupmsnts in *SecAary mncie“

tools to satisfy the'heeds of the control staff awi protection engineers, These :
developments wilt offer many oppartunities for the use of Expert and mteiligent Syster B,

10.8.5 Advantages

 Guiy, 1995

The banafhs of m-ﬂementing the pmposad st don ane
. Redudm of cantrol sta!’f stress duﬁng a disturbance. -



‘e Qantro! staff have more control over the daia they nead rathar ‘han being at the maray

_ of the SCADA system.

: s Deveioprent ang kitmdudiori of low cust "vaiua addad saftwam“ at tlzp_g_R‘!_‘U and Hast

‘as an alternative to the very expensive centralised expert systams

" .»" Retuction in data bass.and display malntenance tine, -
-« Enhanoed matcmng of tha mental models used by ths: mmmi staff to the physlaal

. gystent, -

e - Very rapid vlsualisaﬂon nf the pawer systam state haoomes passible

« ‘Beftensse of the full graphic workstations.

'+ Provido ve data via standard one-ine displays users outslde the cnntmi room,

- anng the msponé’ibimy far the acouracv of fae SCADA dafa to lha RTU wm speed up
_ -the abiitly of the 4 “Intenance staff to correct problems in the field. Since ﬁ&aheckmg ar

per balancing Software exe be Kinkad to the substation bay computers. Accuracy

o r.h caf be run "offline® with résults avallable to the RTU commissioning staff . '
independently of the State Estimation softyare at the Host, which up urnitil now was the B

only way of completelrcheckmg the analog values na statwn _

10 8 b Disadvamages

" The main disadvantage of these suggestmns are ihe number of changas needed to th_e -

~ existing facilities, specifioally the. Host data base, the ERTU software andi the -~
oommunmaﬁons pmioc:ot Howewar, thare doss not appearto ha any athar artemative .
avaalable S . : _ . '

10 9 cancl’uslons

. Bduly, 1995

R

o After exéminlng the problems and the beneﬁ:s offemd by the propossd sohuton lhe
.hiarﬂights of the phllosophy are; :

. Control stafi are not subjacted to iarge wlumes of unsclicated data

3 Eloment data belangs to the devios and hence fo the object.

- Al data for a given device or object can be viewed in the sam&tifne oantaact

‘o Controf staff oblaln an instantanecus feel for the systemn and the element stateln

- question from a single window, unciuitered by unwanted data,”

e lcons displayed next fo a dewos indicate the exfistance of one or niore chc!d e!ements
_in the abnormal state, - '
.« Staif using the new MMI datenmne the tevel of absttactlon that they useio view the

. network data and control the data is displayed-on the ong-lifre displays. -
Cross references of individual device states are indiGated by Object and Device 'rym -
allowing the control staﬁtu mpidly find infurmatlon relaied ta the probfam thay are
cworkingon.,

.= Control staff no Jonger have io wade thmugh pages of iext hsts to “sea" what the o

oustant state oftha power nat\mk ts

1t belie: 2 that s important So buld & prototype MAM! and test the proposed solutian

using live data and demonstrate the results to control stalf and management. Gnly then

- 'wﬂl ltba possibla to gei support 10 ﬁnanca the instalfatlon ofthese ideas
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Introduction
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15:21:51 -

15:21:47

- 15:21:48

- 15:22:23

-15:23:16 .
 15:23:20.
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16:23:27

15:23:27

L 15:23:27
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15:23;27
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. 1%:23:29.
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15:23:32

15:23:32"
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.15:23:232
18:23:32

15:23:33

15:23:33
15:33:33
15:23:33
15:23¢33
15:23:33
15:223:33
15:23:33
15:23:33
15:23:33

15:23:33

15:23:33
15:23:33
15:23:34
15:23:35

15:23:35
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%5 MERSEY

4 TUTUKA

© #5 MERSEY

APPENDIX 1 COF‘Y ")F THE ALARM LOG

Example of FSKOM dlsturbame Iog

o Example of an event on the ESKOM natwork w"hich genarated 431 of alarms 16 .
. minutes, with 79 in the first 30 seconds. There was a BUSZONE operation at TUTUKA.'_ -
gaused by the opening of the Tutuka_Majuba KV line links under load conditions. This -

© gaused the foss of 1755 MW of generation and 776 MW foad by under fréquency load
,,mmmmmwmwmmwmmmmmwmmmmmwmem
: Ioad shaddmg and retumed to normai 4 minutes rater -

%4 KRONOS .
%5 UMPOLOZI
*4 UMFOLOZI

*6 KRONOS
%6 TRIDENT

' %4 VERWOERDBURG
%4 PUTUKA

*4 TUTURA
*4 TUTURA
*4 TUTUKA

*4 TUTURA

*5 TUTUKA

*5. TUTURA
*4 MAJUBA
*5° LETHABO
*5 LETHABO
*5 LETHABO
*5 LETHABO
*5 APOLLO

*5 DALMIET
*5 GRASSRIDGE
*4 TUTUKA
*4 "TOTTKA
*4 TUTURR

*4 TUTUKA

+6 TUTUKA

#6 TUTUKA

*5 TUTUKA

*5 TUTUKA

*6 TUTUKA

*5 TUTUKA

*5 TUTURA

*5 POSEIDON
*5 DUVHA

*5 MATLA

*5 HIGHVELD

' %5 ARNOT

*5 ARNOT

*5 GRODTVLEI
*5 HENDRINA
*5 MULDERSVLET
*5 MULDERSVLEI
#5 MULDERSVLET
*5 DRAKENSBERG
*5 SALT RIVER
*4 TRIDENT
*4 MAJUBA

*5 KENDAL

400CPLRA BKR
NORRX1. BKR
NORin _FKR -

--1{2755 _ .
' 400CPLRA_GROUL

' RUSCM CROUPL
VERWR_TRIP_ALRM

MRJUBL BKR

" DNITZ_400 BKR
UNIT3I] 22 an

1/4008EC1_BRR

' 1)4008BC2_BKR
- - UNIT&_ 22 BRR-

1/2753 e

UNIT 3

UNIT 6

.TGTUKI BRKH -

2/275-1.
17275-1
1/27546

.. 2/275-4
- 2/400 -
- 1pLja00
if13z
- MAJUB1_MOLL

UNITS 22 MAL

un:ms 22 . MAL

UNIT2 400 | MAL'

 TRIP:CONTROL '

KV

UNITZ IELQNDE ALRM

UNIT_5
UNIT 1.

- UNIT 2

UNIT 3
UNIT &

' BATTERY CDMMO

17400
1/4p0N
'1/400N
1/2758
1/400N
17278
1/400N
1/4000
SYNCH3
17400
2/400
17400

¥/33
RUSCM__ BRR
TUTUK1_BKR
2/400-1

281
Xv 280 -~ 278
RV 19 0
. RV .- 19 D
B2 49 . 49
BZ 49 49
HZ 49 49
HZ 49 .49
HZ 49 49
RV 135 134
ON_OFF
ON_OFF
ON_OFF
ON_OFF
ON_OFF
HZ 49 49
HZ 49 49
HZ 49 49
HZ 49 49
HZ . 49 49
HZ a9 - 49
HZ 49 . 49
HZ 49 a8
" MVAR 72 82
RV 380 37%
KV 380 379
-HE 49 49
H2 .49 49
uz 49 49
Appentiix 1 - Alarin ioy

CLOSE

- SUCCESS
 WRIP

" NORMAL -
- NORMAL
. NORMAL -
 ALBRM
_PRYP-

TRIP
TRIP
TRIP

" TRIP -

jarp
LOW

CLOW
. PRIP
"LOW_f

LOW

- LOW

TOW
oW -

Low

OPER
OPEN
OPEN -
OPEN

on-
OFF
OFF
OFF
OFF
ALARM

. LOW

Low
LOW
Low
LOW
LOwW
Low
LOW
HIGH
LOW

oW

Low
LOW
CLOSE -
CLOSE -



15:23:35 ©

15:23:39.
"15:23:39
15:23:4%

15:23:42

15:23:42

15:23542 .

15:23:42

J15:23:42
15;23542
15:23:42

" 15:23:42

C15:23:42°
15:23:42
15:123:42

"15:23:42
15323143
15:23:43

- 15:23:43

- 185:23:43

15:23:44

15-73:44
15:23:45

15:23:45
15:23:45

15:23:47

15:23547

15:23:48
15:23:49

15:23:53
15:23:53
15:23:53

15:23:58

15:24:02
15:24:03

15:24:03
15:24:11

15:24:13

15:24:24.

15:24:29
15:24:29

15:24:29

15:24:33
15:24:31
15:24:32

" 153124132

15:24:32
15:24:31

15:24:31

15:24: 3L

15:24:33
15:24:45°

185:24:458
18:24:43
16:24:43

APPENDIX 1- COPY OF THE ALARM LOG

*5 KRIEL

*5 VERWOEKDAURGE
*4 VERWOBRDBURG
*5 VERWOERDBURG

*4 MULDERSVLEI
*4 MULDERSVLEI
*E hULDERSVLEl
%5 THESEUS

*5 VD KLOOF

- *5 HF VERWORRD

*#§ VD KLOOF
*6 VD KLOOP

- SJuly, 1995

© GEN/COND_STAR_2

220V SUPPL! FIL-
VERWR TRIP BLRH
22OV SH?PLY FIL -

CTR 4 66 BKR

TR 5__ 66 BKR
TRFR_8_GROUP2
TR_3 - TAaP - 3

GEN/COND_STAR....1  GEN CONTROL

'BRAKES...........lon OFF
INITIATE suumown 1ou OFF

Appendix 1 - Alarmlog |

GEN CONTROL

Tu

tow

LOW
LOW

. CLOSE .
_TRIP . -
a0 -

LOW
TRIP -
TRIP .

. TRIP
O OPRIP
. Higm - .

HIGH -

INITD

-3 :

ALBRMI

" ALARM

CLOW L

LW ©
oW

ALARM ©

AN

. fRIF
. NORMAL-

nmIp

. BANA
" NORMAL .
.. NORMAL

- NORMAL

- 1/4oon . . BE . 49 FT)
*5 KOEBERG “1/400B. 0 HE D 49 4% -
%5 DRAKENSBERG ¢/M 3 .. . HZ - 49 49
#4 HYDRA - 'BVCZ_CX3 BRR - R A
%4 APOLLO CNVRT FILTR2 BKR - . ./ - -
*5 ACACIA . 1/400 - HE . 749 49
*5 ACACIA S1/132 - . HZ . 49 49
*4 AVON - ._ungmni aRR .
*4 AVON - . UMGEN2 BKR B
(*4-AVON ' §TANGZ. BKR
%4 AVON - STANG1 _BER . - S
k5 MAJUBA . . . 2/400= 1 .o RY . 420 - 425
*5 MPJUBA . o 1/ago-1. .. KV 420 428 .
AR MAJUBA - | TUTEKL_BKR . ... BIRAINIT RESET
*5 AVON TZUBRRIER UpPsS FIL - -
*5 BVON - -BATTERY LOW VLTAGE
.*5 MAJUBA _ BATTER! caumo A -
%5 PORT REX . UNIT 1 - HE . L 49a A9
¥5 PORT REX  UNIT: 2 CBZ 4% 4o
*5 PORY REX . . UNIT 3. . HZ 49 49
%6 APOLLD CNVRT FILTRZ GROUPZ . o :
*5 ALPHE ' MBATTER! coMMo - o o
%5 AURORA . rja00- oo Hz -~ 49 49
*4 ERONOS =~ PERTUREOGRAPH | B
- %4 HYDRA -~ . .SVC2_CX3 BKR
#5- CROYDON ~ TREFR_3_1 GROUP1
‘%4 KOMATIPOORT INFLN BKR . . -
*4 ARIBS 3.'PEREURBOGBAPHZ B .
%5 MERSBY J - - 172758 - RV 282
*5 MULDSRSVLET - SYNCH3 . _'MVAR ©..20
*5 MULDERSVLEI 1/400 - =~ .~ KV - 393 _
*5 MULDERSVLEIL . 2/400 o RV 396
*§ HYDRA' . BVO2_CX3_BKR_NOP ° o
*§ MAJUBA . TUTURI_BKR ESIR/INIT REBET
*5 AVON: CARRTER UPS_FIL =
*5 AVON ' BATTERY LOW_VLTAGE
#5 BOUNDARY - - CARRIER UPS_FIL _ -
*5 THESEUS TR 3 . TAP 1 0
*6 KRIEL UNIT 2 . ON_OFF -
*4 IMPALA PONGL,__BKR o
*4 IMPALA HILLV_BKR
*6& IMBALA HILLV__GROUPL N
*5 VD KLOOP - GEN/COND_STAR....1 GEN CONTROL
*4 HYDRA | TR_2_.400 MALZ2

ALARM
RESET

. NORMAL
- NORMAL -

LOW
OFF

. TRID

TRIB -
ALARM
SUCCESS
CLOSE
NORMAL
NORMAY,
ALARM
YRIP

“PRIP

ALBRM .
NORMAL
SUCCESS

SUCCESS

oFp

Lo
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DETAILED DEFINITION OF TELECONTROL DATA REQUIREMENTS FOR .

| EMS SYSTEMS AT MAIN TRANSMISSION STATIONS
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-Removed requirements for Group 1, Group 2-and Secondary Protecﬂon combmation alarms,
Clarification of single/doubie bit mdlca‘aon alamms. .
Added requirement for baitery backup of imeasurement transducers
| Added security contrals and alarms,
| Added station emtss!on data for coal fired power statlans (Section 7. 10)
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EMS TELEmNTRot REQUIREMENTS ~OPSB0Z6/23.5 _ DEC 1254 528, |

"'L

10

20

T

I’URPOSE
 Tospecify the EMS wlecontml requuements for both Trmmnwsibn Operahom aﬂﬂ Dlsmbutmn i

ataﬂM.TS smt:ons
- _SCOPE " | . S e
o Telecontrolfuncum:sataltmwMTs smnonsaratobennplementzdmaceordancethhthm

‘document.
‘The functions mthis docitm.nt re rcmnrednnlylftheymst 8.8 acamarab-ﬁmal alnrm xs

-'nntrﬂqmredunlessnmtsforﬂmparﬂ manelconcemed

NOTE Items havebaen added to this db:émm fo indicate fnm:re reqlurements (as i‘oreeeen}

© . so'that the necedsary telemetcy canbem place whenroqmred

L3

REFERENCES

OPS 50104225 - Staudard deﬁnmg ter‘mmulugy mlacm% o ﬂ_ze direction ofpower flow |

OPS§ 5001/22-5  Standard relating to AGC power. supplies

- "OPS 5016/22-5 - Standard relating fo Interlocking,

OPS 5015[22—5 Standard mlatmg to Power Statmn Spaed Govarmng

Durban sttriburor Telccontrol Reqmrements P
Cape Distributor Teiecontrol Requirements :
Joharneshurg Distributor Telecoutrol Raqmremems

LCape Distributor (East) Teleqnmml Standmd

DEFINITIONS

M

o PawerStauons - Allcoalﬁredpowarstatlons. e _ _
o Speclal Power Statmns AN power stamm_g which can 1,., operated remntely by S“p Mm,- S

. “gontrol whﬂeunattendedandnmvpower stations which are not
intended for Automatic Generation Control (AGC) operation.

- Currently these Staﬂnnsarethehydro gas. turbine  and nuclear' '_ S

- (Kocberg) stauons

- Distribution thtiuhs ' AHIPS staﬁons \mthnut genexation

Abbrevlanons uSed in thxs docmnent

: AGC_' - Automatic Generanon Comrol

ARC -~ Auto Re-Close
AVR = - Automatic Voltage chulator ' -
ECS - Energy Control System Sectiorfat System Operations, Simmerpan, -
BMS - Energy Management System - computer located atNCC Sunmerpan
EMSCP - - - Energy Manggement System CommlPaneL _ _
EOD -  Electrical Operaors Desk. - R . S
ERTU - - Enhanced Remoie Terminal Unit, . - A e o
ICS. - -~  Integrated Control System,” -
IDF . - = Intermediate Distribytion Frame. Thls is the mte:facehetwaen the R’I‘Uand

T ” station telecontrol fiinctions or telemeienng S

- IPS - Interconnected Bower Sysiemn .

. IRB/IRP - Tntetposing Relay Board/Panel -

IRC. - - Interposing Relay Connector - -
LBy - Line Protection Unit o

- MTS ~  ‘Mgin Transmisgion System =~
NCC- - Natioual Control-Centre. =
RLO -  ResetLockOunt = -
R -« _.anoteTemunalUmt..

IR - nise Initiak ay
~ SSB - Siqgle SideBand _
' E%) » - Unit Control Desk.:

.Umnterruptﬂﬂe Power Supply
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RESPONSIBIIJTIES

EMS TELEGGNTROL REQU!REMENTS gpissoga;gz.s_; " DEG 1994 326

.Engmeermg, Transwiission P’I’Iv‘ and Dlstribnﬁnn Mntemnce depanments shall ensure that'{ o e

the requuembnts oftlus standard are oomphed with at all now Power and D:smbuuon Slatmns CL

: _'I‘ransmissmn Operanons shall spec:fy telecomrul reqmrements for speclal Power Stat:ans on an_
. mdiwdual bssis, £ telecontrol facﬂines depend on statum designt. -

A& ezdsﬁngstaﬂonswhere :mpmved telaeontml lseSsentla] nmaybenecessaxymprmde L

+ fumctions nof existing presently at the station concerned.  Some new stations will require

- facilities not specified in' this documenL Spemal requests will e made by Transnussmn e

= Operauons or the Distribitor in such cases.

Al nbn-dsmawated IPS gquipment, ie eqmpment wﬂhm 'I'ransrmssmn boundanes wﬂl be s - .
~managed add comtrolled by facilities af the National Comrol Centre a\fCC) and Standby' P

_Naﬂonal Controi Centre (STABNAC)..

: -Whare Distribtmon facilities are non-&:istent, Transmlssmn Operauon.a wﬂl attempt to

B aqmmmodate supewlsory np_niml_ for_ __nnnf]_:l_’_s_ eqmpmrmt at IPS muqns m the_I_)xs_tribl__:tiq__n_ _ T

".'Whelesm’buunnandTmnm*:icu shareanER’I'U any opemhononor changes totheBR’I‘U
- -zust be done in accordance with the respective Standards docurnents and with the o sent of
.- hoth parties. When the ERTU i in 5 MTS atation, allﬁperahmsonand changes to quR'I’U-._: .

» st be anthorised by System Operatlona _
_'__s 1 Standards o N

Wirmg  standards shall enmp’fy with the reqmrements of Set:tlon 9 (‘I‘elecontrol ermg" |

. Reqtiirements), Megawatt and Megavar dxraction of flow shall oomply with ESKOM Standard -

OPS 5010&"!2-5

e, 2 Alarm groupmg

-'InIPS stations wherean ERTU is mstaned, a]armgrouping lfmqmredmllbecamed tmtby-'

softwate in the ERTU, There will be no hardwired commoning of alarms in the IDF. The

 groupings, GROUPI, GROUPZ, and SECONDARY PROTECTION, will e maintained a3

software gmupmgs in the same form as when the)r were hardvmred. o
6.3 Timetag r.iata |
© Time tagging must be lmplemented at a1l IPS stations whr.re an ERTU it installei The pomts

© 10 be marked will be specified by Symm Operatmns These pmnts will be defined in the ERTU_ -

at configuration time.

6. 4 Telemetry Indication (Status) State Conventmns

Section 80 speclﬂes the mconunended normal "Statés" of Telemetared IndxcatmnsiAlarms for = -
CONITEL RTUs. The cnnventlon is that a State 0, ot. clnsed oomact, mdlcates the desired

: condiuon .

o Secnon 8.1 refers fo the ERTU sind the convemiun for double bit mdicaﬂons when used w;th the o |

ERTU.

“This tabla should be adhered 1o when RTU maintenance and EM% databasa—angineenng slaﬂ" ol

respectlvely commission and deﬁn.e new stations,
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.7 GENERAT()RS
| AT
‘C()AL FIREI) POWER STATI()NS

CONTROLS

ok

fredebduiiincy

L e e R I

cpawatis senvont Tl per generator i
-Mwmgié@m B per genenitor
WaLs sent-out i ivenang PET SETiETALOT
ngoits e per generator.
Voltage
o W . L. .
._.._..ué.fs,.q ...... ng Limits et generator
._%t:ﬂ’o nt Mepawatts Per generator
Jigh Remilating Limit | - - pe: pengrator.
I.:Q“E.B?.S!E.?!!?ﬂ&!:&m.!t B pet generator,
BREAKER INDICATIONS

. | Opened/Closed -~ j'only req'd for 132kV+ifall links ata -
' A— : B sationpervoliage levelcanbe shown .
_ ggggagmph Pole dxscregancy : _A]@_!mJNmal

Unit Conixol Mode " O Rea/Maman]
Hiﬁ!!.é... n«t . A]@“ﬂnﬁ Notimal
“Low Limii, Alarm/Normal

SJuly, 1988 S © Appendix2 TelscontraiStandard - 4



. [EMS TELECONTROL REQUIREMENTS _ OPS60267725  DEGT9sA &6 |
| 72 GENERATORS |

- contROLS

hsd D mralh ceaipd

manink

---------- awan,

aneam i s ak ks

VR SerPomE T

[ YL Bt

| Megawalts generated DEr generator
 Mogawatts senteout | pet. generator

- [.Megavars generated . IR generator,
[Megavarssentont | - oo DELASICIAION
| Stetor Volts | ’ : o

G/M Governing Auto/Manual e 0t0/MaIIAL

| G/M Remote Control ot YeNo

_G/M Machine generate ' ol Yes/No

- G/M Machine Mot ' Yes/No

.......... Synchronise | - o Manual/Auto

| G/M Generate to Pump Sequence YesfNo !

G Generate to SCO Sequence Yes/No

[ GAMSCO to Generaie Sequence .Xes(Ng

(/M STG 1o Painp Sequence Yes/No

G/M Pump to Generate Sequence Yes/No

| G/ Bump to SCO Sequence Yes/No
/M Siandstill Ves/No

G/M Pump, Yes/No
i G/M Generate Yes/No

. GM SCO ) : Yes/Ng

. G/M Emergency Shutdown /0n

G/M Sequence ; Auig Remote Auio Remote

[ Generaor Siari not Ready Yes/No
| Pump Start not Ready Yeo/No

8.y, 1008 ' o . Appendix2 Telecontol Standard 6
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7 3 FEEDEREJ

g_nngRaﬁigd T Rewind . !ifappiicable N
+TRLO .. . ) o J - 1 [ £ )| =]
._ “'.Slqw«»ff@,s;ﬂﬂ-c SOOI § N T S
CURARG. sty QTR e AEAPRHCAE s
o A.gac Semeﬁog:% e On oo o 13O0nly 1 of 3possible modes allowed i
_@Cﬁaiwﬁen{’+3 S X W & T =

parp &:Derbusbarsecuun Lfappﬁcat!le —

5 egaggglgte} A pei s bar secion . i applicable” -
i : .,_Phﬂw &per.bus._bm:.mgn- ' s
RSSO R }ﬂm.!al.l;s..‘.:'_a.rgecy_g&at.@%ﬁ@gmmmw g
INDICA’I‘IONS

Hokrrthredabeter

*Zﬁreai?é}mnmgdm GIRT T Tnit/Resef '-:-._.;ﬁabvlicab,l.g

B Ty

Breaker shargt
SF‘orAsrPressureAlaml

R e T et T

oﬂ-mgent . Alarm/Normal

Rn g Ran s n bR FE A R

L_.I

Sanaim i iien AR AR,

......

........

a4 8 TR

e T e ek

rrAr o

Bduly. 198 . Appendix2 TelecontroiStandeid 6
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73 FEEDERS

 BREAKER & DEVICE INDICATIONS (contioned) .~

feaanruiyayaumiing:

log

P et AR =iy

-\ Pantograph Pole discrepancy " 1 Alatm/Normal

e ; * AP AR P T 4 Rea ba Rt T

R P Ay

g e oot T



- CONTROLS *

JReset e iiApplicable o

"' BUS COUPLER & SECTION/TRANSFER BREAKER INDICATIONS

b e s e

e e

AEA gk A

mhanes b am,

apa iR AR

Cirta—r

------

ity

Chreiind

T Tt R e

Tyt e

¥ Pl

amagann

Cmsgwss - 7 Append? Tolecontrol Standard -
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o 7u5TRANSFRI\{[ERS N

. CONIROLS -

MV-/LY, Couphing only, not on tertiary | [0.2
7TV LY, Coupling onfy, not on tertiary  [0.3%) "
VLY, Conpling orly, nofon vertiary [0.3%] "~

o - Bt & b ety

npansiean:

Sttty

L L e P T I T F e R e et

byt

- I Bus zone — Alarm/Normal per level
Bus strip s ‘Alarm/Normal per level
________ i 1 protetlon T OO " .- : vl
Main 2 protection On/Off
M1 protectionfrip - Alacm/Normal
M2 protection fip o - Alarm/Normal
| M1 HV instantaneous overcurrent Alarm/Normal
| M1 MYV instantansous overcurrent | Atarm/Normal
M2 MYV instantaneous oyercurrent Alarmy/Normal
M] MYV backup overcurrent Alarm/Normal
MYgﬂ'asl.s'sp..wr_current ' arm/Normai
| M1 HY backup gvercusrent Alatm/Normal
M2 HV backup overcurrent i Alirm/Normal

CSauiydes ' Appendix2 Telecontrol Standard . . 8



[ EMS TELECONTROL REQUIREMENTS __OPS5026/225 _ BEG 1993 10/28 |

7.5 TRANSFORMERS

M2 Tertiary IDMT oy ercarrent \arm/Normal _
Neutral Earthing Compensator. . 1 Alsrm/Mormal f applicable

| Neutral Harthing Reator ™ 1 Alarm/Normal if applicable”

Link

------ v

Pantogiaph Polé'd“i:screpancy p

.Ml Buchholz protection operated

4 taner AREryEgn

M2 Buchhalz protection operated

CITErE STtk e

b By Pl Frdrict e

| Restricted Barthiauit ~
| Master trip relay operated - :
:’[V indin te%_tweﬂarm. "

P =T PR

Pyt pboi e ST Bty

Lhe e A e b ik ek B

xhR A R A b e TR L b g B L e L

anpTLinaannnsirs JeqCraqiinaianininsar i in

Frtsr ey

0 .

.......

 Tap chaniger avercurrent Alarm/]
CLECsurge - - alarm/Normal
|, Tap changer Locked Out Yes/No

| Tap changer DC Fail ... Alarm/Normal

| Tap chanper AC Fail i Alarm/Normal

5.July, 1895 o . _ ' Appendix 2 Telecontrol Standard - 10
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SN 1 o e— )

kD

L e LT
A
eyl

A o L
on-tgent
- .
ant -
¥l w b

zmnlummqnmn-}-un AT Ty fee

. Set

c,able

Ty

“KiarmNormal ._;"a cabie_

uuuuu mrAI AN AL e ] Frrp-frh e
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' . 6 SHUNT REACTORS

BRFAI{ER{NDICATIONS (cuniin'i;éd)

i li’m-f}-n&-md-anuu S
15 .
mo

o

E

U agd{-mm.. .
Alarm?ﬁormal ;

W r L

v -

Sadywss .. . Appendw2 TokcontrolStandad 12



EMS TELEGONTROL REQUIREMENTS 0PS‘5026/22-5

DEC 1994 13126

7.7 SHUNT CAPACITORS .

CONTROLS

 Breaker Opened/Closed
| Pole discrepancy Alarm/Norial
 Breaker charged SRR '
§.§§..‘E’.E..é"?&°§§“£§.ﬂ..§m Nop-urgent | | Alarm/Normal if applicable
S¥8 or Alr Pressure Alarm Urgei Afarm/Nors ..Jiiapphcaﬁle'
%reé'ﬁ‘e; closmg mh1b1 fee . _
| Superyisory . :
Brealker Confrof i
. Main 1 D.C, Fail S
| Maln 2D.C Fail. - 1
856 or Alr Pregenre AL ASTEVNOTIAL, 2 aiatms
| Bns zong . ﬂgrnp_lﬁomal n..z.,%.,...;
B“‘s rl . waredany MQLMI ps!':-«»- iy
Mﬂﬁ.l Jﬁtg.tecﬁon On/Oft |
On/OF
aryNorin
igrm/]
m Cnscadma.eymrs;qat - Alarm/Norial
(M2 Chgcadiig overcurrent AlarmyNormal
"Ml Breakerty Alarm/Normal
| M2 Breaker faii Alarm/Normal
M,L.Ms;:»:.ts.r_.t.@ip  xelay operated Yes/No
Masteg‘;gprelayomt _ ‘fggfhn' _
-~ LINKINDICATIONS

J.beg phase

: _L_g_l!f : N - )
Fantograph Pole discrepaticy

AT -«wgnsme-(!u-mnmuﬁm
Alar/Notmal :

8 duty, 185 |

Appendix 2 Telecontzol $tardard '




- [ EMS TELECONTROL REQUIREMENTS _ OPSB026/22-6 _ DEC 1904 14/26 |
.~ .3 SERIES CAPACITORS
CoNTROLS

10.2%)
e phas

" BREAKERINDICATIONS

Joatiim S e b Pkt MY A L bR i asani Tt}

[ SH8 or Alr Pressute Alamm Ursent ™V Alarm/Normal

| Breaker closing inhibited

)
A

[t

apat iRl gk

\ir Pressire

AU e e I Tt i i et ey 2

Bus zone - R

LTl e

| Cascadig overenrient.
[ Subharmonic protection

{ xansinission channel faifure
| Opttonic muxilliary powe Taflure

MR R PN .

| M1 Tow set unbaiance overcarrent -
| M3 Tow set unbalaice overcirrent | Alnr

"M el set nnbafance overcurrent”

| M2 high set unbalarice overcurren

T

| M1 spark gap protecion '

i e ey

M piaiform overcutrent profechion”

Yrrlrya TR (9

| M2 platform overcutrent protection. . ¢ Alarm/Normal

0

_ LINKINDICATIONS .

- plink - cmon wnpDpened/Closed ... L per pliase
{ Pantograph Pole discrepancy | Alarm/Normal [ ™

sJuty._m;. o ' - ) S . Appeidix 2 ‘lj‘e!gﬁoni_mlsm’ﬁdam L 14 .
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EMS TELE"‘ONTROL REQUIREMENTS

K DEC1994 15]26 |

‘7 9 STATIC VOLTAGE COMPENSATORS

feresy eanriapbbzuRg

Stop Seg_.uence

phot

'?i'é‘actorsl)n Awio

S{op ¢ automatic cox o
- EnablEslisabTes compensator ccmtrol oF

all selested reach

sanumLsia RitgRuRsR AN R LS P AR

fFepaciior O Ao

_"-?ﬁim

b by
On/OF Fnables/Disables compensatox conl:rulbf
H - aila.e.lsozssl..mst.grs .
Raise/LOWEL .o ;_ fﬂt*.@.li«'.i s, ..,",“._,_,-.,.m,,_ N
saiot Wods _-Vc.nage MndefQ Moda oltage.andﬁeacu P
e PowerControl 1
. que)]&wer - For"i"{g_g@ge modc o ety
Ra!.:;s&&ﬂ;wer ' D
. -H’IDICATIONS_.- _

Trs eyt

e

Megavars

Compensator Mode : _ ! T 'goltag? Contrst o Reactwe Puwer
) v . aniro
',M«ster Trp Relzgr Operated o Yes/No -
" Static Compepsators in paraiiel Vea/No A5
ors On Auto - "Yes/No ' Indxcauon that Featiors selecied
: _ e SOMpoASALOr cONtrol are onamto . .. |
Capacitorq G Auto Yes/No "T"Indication that capacitors sele
S mmuensa.t.or commlﬁs.e..mau&, G
| Siart Sequence in p,mgmss es/No
. Siop Sequenics If pogress Yesfh
| Referenioy Voltage I(RBn,acre
| Supervisory Tsolated - Siatus of remm@.cs.’.slmwmp.eg.w O e
éompensator Control Isolated Status of compansator control of
1 reactive devices :
Group 1 Commoned dlarms assomated with lhe
- gompensaor breakers
Giroap 2 Commoned alarms assosiate with the
L .1 transformer reactor, capacitor and '
' ‘control equipment ¥ that make upa stahc
CD‘QEE.%%?.@* :
ANALOGS

'Vultage

T

feplace the Bushir voliage af & Simion With COmpensators |

Refarcnca antége _

. point vol jiich i 3
“The set votagew c
Alter the targel control yollage o

akanaidudirinpanal

- Thgvplue ofthe S"lope segamnt

nsted by snpetviaory control {0
fa qampensatog .

e e e

-8 July, _159_&--

A
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o l ENS TELECONTR@L REQUFREMENTS 0P§B’028£22-6
: 10 o

“STATION LEVEL

BUS ZONE ]N‘DICATIONS R

| Yoliags supply to Check meter

| Batiery Common m/Nor :
" | Battery Unhealthy b Alarm/Normal o inid
| Baitery Urgent o Alarmy/Norma S
{ BatteryFail - o1 Alarm/Normal
Battery Chargerfail * . .. -7 | Alarm/Normal o
“Battery Cliarger Unhieaity o 1 Alarm/Notmal .
 Boftory Earth Fauit | Alarm/Normai
" .50 Volt Chmggg_glean .| Alarm/Normal
130 Vot Charger Dirty Alarm/Normal - .
130 Volt Supply il . - ; Alarm/Norrisl &
1220 Volt Charger Common Alarm/MNormal
220 Volt Charger Unhealthy - Alarm/Nornal
220 Voit Churper fail Alarm/Normal
220 Volt MI/M2 Charger Alarm/Normal ;
~ 1220 Volt Supply Fail T Alarm/Normal
| Voltage supply to Main mefer Alarm/Nogmal ....LX .EEPPEBR!&.MMMWW@M}
Alatm/Normal if agpﬁlcable (IT™ requirement)

| Person in Substation
Ei;.r.g;l tremor detecied YesNo - .1 per station,
| Under Muency Lond Sheddmg MC if applicable
B uuly, 1988 Appendix? Telocontrol Standrd ¥



. [ EMG TELECORTROL REQUREMENTS __ OPS8028/255

T DECHeeA T |

710 STATIﬂN LEVEL

COMMUNICATIONS CONTROES

commvicaTIONs DICATIONS

Alarm/Normal 3

|- Alatm/Nopmal - - -

Alternate/Normal”

Alarm/Normal .

Alamxmmmﬂ i

| AlarmyNormal

1 Alaem/Normal -

if appﬁgablé :

PRI

' Alatm!NormaI

. FIRED PGWER_- s'r_AéI:ti}iiw EMISSION INDICATIONS

indf applicable

Termperature

 WEATHER MICATIONS

degrees C

Wind Speed

Km/Hoor

‘Wind Direction

1 Direction

&% bumidity

Relative humidity

| | Ralnfall

T

5 July, 1996

Appendix2 Telmnmlsmdard h




l EMSJ TELECONTROL REQUIREMENTS _ 0985056!22— T DBECTee4 BB |

7 11 SECURI’I‘Y

| comox,{

: AlarmRﬂset _ B Reset . .. _ j‘_

| TNDICATIONS

Perimetor Unoont o it/ ol

- | Transformer Conf - 0 - ot AlwemNopmal o ef L -

.| Transformer Udeonf - - - . Alarm/Normal 3 o 5

{ Cabinettamper .-~ . - . |. Alarm/Nomal -
{Systemfaibre 1 Aleym/Nonmal
[Panicatamm e o 7V Algrm/MNormal
B Gateo;:enﬁmnout oo AlarmNotmeal - - S Te
Teihial mode, i LOMORE i

- | Non lethal mode Lo - | OnfOfE

I Switchmode A - . . - 1 On/OfF
Switch mode B~ L S OnfOff -
Switch mode C C e OO

’7 12 INTEGRATED VALUES

 SENT DUTS PER GENERATOR AND PER TRANSMISSIOI\ LINE B

Muk b e b i n by R A R A whabR AL

makdaA i I

Guly895 . ., Ayenx? TelronrolStundard 18



[ EMS TELEGQNTROL REQUIREMENTS ostoéskzz'-s" DEC 1994 19[26 ]
| s 9 ALARM STATE CONVENTION o

:_CONITEL RTUs -

In the table balaw, S'I‘A'I‘E "a" indlcates the nomal State for devlces and md.ieatlonss and ﬂ:e slarm
state for ALARMS,. The CONTACTS columir gives the state of the contacts when ﬁns state is selected.
The camnﬂon zs that a closed contact mdk;ates the uesnac‘i state. . . .

_ _See SOCthll 8, 1 for ERTU and dtmble bit mdlcatlons

CONTACTS CLOSE FOR ALARM COND!TION _
CONTA"TS OPEN FOR BREAKERILINK OPEN CONDITiON

| Links - ' Closed = Opened Closed » R
' BreakerClomgﬂnhﬂaxted -8 Ve S T L | Closet: R
Breaker Auto Sync (SI_R) o fmit. - " 1Reset ‘|l Closed e
Generator Islanding - e Al | Normal it Closed | - -
Gwenﬁn,g(FrqumsJ e {Dn y L OFE Closed @
AVR, - - - VRN 1.2 W L ~ tCloged . -
Reactorf‘capdcltorﬂnAuto oo FAme o - o iManual o {Coged
| Static Compensators InParallel = - | Yes o iNg_ .| Cloged
| Start Sequence InProgress . -1Yes S ifNe o - oo | Closed. -
-StopSeQuenceInPtogress Yes ' Na - 1 Closed -
. | Reference Voltage: = . .-~ ... 1Local Remote S Closed
t Supervisory Isolated R R ¢ R 1 Off : _ Closed.
“Comipeneator Conteol Isolated i ¥es No I Closed
! Sinelo Phase ARG, - CAlan  TNormal | Cloged
AR.C, (InALARMcategaur)' C 1 Off : i 0On oo - FCloged
SlowFast ARC. . -~ . Slow . | Past . — Closed
Tap Changer -~ - oo hame - . i Maoual Closed
Master'IhpRnlayO;matad .' Yes T Re " Closed
Breaker Alarms - o FAlarm : -1 Nogmal riid Closed -
Trf/Cap/Reactor Alarms - Alarm - Normal ] Closed
Secondary Protection Alarms - Alaom o o MNomal . f Closed
Bus.Zone Qperated ok Klapm 1 Normal - 1 Closed -
_ | Bus Zone OF o Alarm : Normal . Closed
| Bus Strip Opetated (Brenker Fall) Alarin -} Normal Closed
Bus Zone Disagreement - Alarm Normaf - Closed
Bus Zone D, C, Fail 7 Alarm "1 Normal ek Closed
Carrier UPS. Fall 1 Alanm " ¥ Normal 1 Cloged
Carrier S.SBFail ' Atann " Normal J Closed
Battery Comimon - o Alarm - i Normal Clased
Battery Low Voltage . Alarm Normal Closed
S.F.6 Urgent L : Alarm i Normal ’ Closed
 8.F.6 Non-Urgent Alarm i Normal ' 1.€Closed
RL.O : 1 Lockout ' -1 Reset - Closed
| Comitel Indication : .} Normai Alarm | Closed
IRB/ARCARP, - { Normal -} Alarm : - | Closed

Comms, Chanml Indication Alternats Normal Closed

§ July, 1995 '. " Appendix2 TolecontrotStandyd W
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8. 1 ALARM STI&TE CONVENTION FOR ERTUs

h:ﬂmcaseoftlﬁaﬁkw themdlcatiomsthemverseoﬂhe CDNTI'ELR’I’U Column4of Sect.u.
8.0 gives the tel
ERTU theSTA'I'E “O“andSTATE “I” refemneas mq:tbareversed.

DOUBLE BIT INDICATION CONVENTION

._In the case of dorbié- it mdicahons, the following convennons should be followed_

DEC 19&& oz |

t contact statss for devicas and indications on CONI’IEI,RTUS, when aPPhe‘lW the |

Thetwob:tsmthetab!ebelawm’ﬂlbercfumdmasﬂmxmmqﬂ’s:t,whe«rethe)ibrtistheMost_ ’

Slgmﬁcant Bit &nd the S bxt i the Least Significant Bit. -

'st_rAmmLE;

INDICATION CONVENTION

| Open / Closed

Yes/No .

. Closed -

Tnit / Reset

Closed

Alarm/ Normal .

- Closed

On /O

| Closed

Anato / Manual -

S

i Closed -

‘Local / Rethote

1 Closed

ARC (o Alarm Categdw)

Closed

§ July, 1998

- Appendi2 Telecontrol Standard
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9.0 TELECONTROL W]RING REQU]REMENTS

SCOPE

Telecontrol wmng js the elecmaal oonnecﬁon of the teleconu-ol funcb betwaen tmg contacts o
" or supervisory relay coils, sapervisory mterposmgpanelsandﬂmmF or bay i outpmmts(to' -
Unit). lacated W!ﬂlm orin close pmmmty to piant control protection and alarm panel aqmpmem. _

9.1.1 There shall be o staﬂon—lewfel-mterlochng on NLC or STABNAC EMS control faclhtzes by I
" Iniegrated Cnntrol System: (ICS) equipment. Interlockmg shaIi comply mth BSI{GM Standard' .
N OPS 5016!22 5, .

: 9_-.'1_.2 The teleoontrol ﬁmotxons aredwignatedtlms

R ::ﬁ; Commands or Controls S
BRI Fleeungormomentarychangedetectmdwahons S
o 'S"  Stams oralatm indications . I
Lo - BCD tap omtlonmd.lcatmns S S SR _
" -"A" Analog‘tlemetering quantities - ke
.__-“U" Energy Counters Umts ofpower 1mpoﬂedfexportcd mtermsof MWO: MVar perheur

913 "c" The relayfbon ir momentanly operated (50- mooms) fmm the Master Statlon via the R’I‘U‘s o
. own 50 volt DC power supply or plant Control-panel power $upplies, . Thus the coil should be. . =
- “totally isolated on both sides and . potentiul free. Each trip and close coil must be wired outto -~ .-
- - the IDF or bay 10 Umtonatmstedpazr oftcj;ph:me type cable Auyspnngrewmd mnstbe -
.au:omaﬂc N ',;* - ) _ o
914 -"M" "S" or W9 pre bmary mput mdmtmno or alarms ﬁ-om condmons at the srahou for L
 transmission via the RTU to the Mester. Staries{, Thesé indications muslbeprovldadmﬂleform I
of normally open contdcts, which close when - the breaket/isolator is ciosed, or close whenan -
© alarm has been activited ¢.g. 2 closed contact, referred to in Section 8.0 as Stafe O, indicates the
. desired signal for the CONITEL RTU. This will be a State 1 for the ERTU. Each individually
referenced alarm: or status isto be wiredout on an individual twisted pair of telephone pe
" cable to the IDF or bay IO units. In puwerstahonsitmll be necessary o use streemed fype. . - -
* cable to  eliminate noise. ‘In no case is there o be any commoning of individually referenced =~
_statns or alarms; All contacts must be potential free and able to tolerate 50V DC interrogation,.
: .+ Indications are currently only rcmnted tobe smgle bn, but where double Int mdlcaﬁons are
' ava;lable hoﬂi khould bewed in.- _ o

9.5 A" Analog aof Telemetenng 'I'he connection batween the transduoer and. the IDF or bay IO
- Units must b on a twisted peir of sorecned telephoneype cable. All analogs to be0- Sma orQ .
«20ma sxgnal rangs. New stations will be standardzsed as0~5ma.. - _

9.1.6 U Energy Counters. This funcuon must be prmrxded on a potential ﬁee, Form "C“ type - .
* change-over contact, It is éssential that the relay coil operanng the potential free comtact is. . =
DC driven with surge suppression. ¥£:iié originanng contact is connected to an  AC supply -
then the share relay must be motiied, using a bridge rectitier, for DC operation apd with
- syrge suppresion, WhmeaCONITELRTUlsmmHedtheomputp\ﬂseratemustnoi ﬂceed '
4096 pulses per hour this restriction does not apply to the ERTU

 dauytes . pppendix2 TolecontrolStandard 21
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10 o AUT%’&MATIC GENERA‘I‘ION CONTROL REQUIREMENTS

dnfwcsaﬁmcuonaloutﬁneofAGC mrementsandm}nedetaﬂsoftheeqm -
with specific functons. -Before proceeding with the interface- fm-

connecungtheAﬁCtothe units, piéase refer to d'ramng064!134971 aontamedanpaga%‘of .

~ this docinment. This drawing shows all the signals carrenily required by temOpmuonsfurAGQ _

- _-Thegeneraloutlinaofmeﬁjigdlﬁmﬁnmthmhmebeenmademmmwmﬁ%owﬂsmmmshﬂwn---_

" in this diagram. - Furthermfarmahoncanbeubtamed l‘rom SystemoperaubnsandfortheBMSm- :
: ordmaioratSmmrpan N

- This section should be read in comunction Wlﬁl the ESKDM Standard on Paw:r Statlon spagd’
Goverming (OPS 301522 S Rev. 1)

Setpomt Megawatts analug, spemﬁad in the A.nalog table of . Sechon 71 and Secuon 7 2 must: he'

| '_ptowdedforallstauonsthatafareqmmdtobeonA.GC toenablese!pmntcontmltobepe:ﬁ;rmed.
Thafoﬂmngnomenclamﬁmusedmthmschadule-f e T o

AGC iy Automam: Generatmn Contml as camed out by ﬂw Nauonal EMS fac:hlles, au Nauonal_

" Control, Slmmerme S o

EMS AGC CONTROLLER is a self;eontamedummnudsystematmestanon it contmbnicates

" ‘with the EMS romputer via the EMS RmnuteTermnalUmtatﬂmstanonandfomspart of the o

EMS: eqmpmm adjacent to the RTU in the Comtunication and Metéring ronm

'EMS CP - EMS Cuntrol Panel (Prcmded.as pmtofthe EMS eqmpment) lacated on theEOD mthe

o mmncontralmomnrunitoummlroom : o

: 'RTU - EMS Reate “Tertingl Unit at the starion (Pmded a8 pmt of the EMS ;{qument)

- locatedint}mCmnnnum}auouandMedpnngmm R

" uch . < 8 Uit (mrbme-gezmator) Control Panel. or reiay panel, 1ocated ntthe relay-pnua:mm
U e Umt Control Desk, located mtheUmt cmml Rodm. e
FUNCTIONS TO BE PROVIDED BY POWER STATIGN DESIGN S

: 101

' _10 1. 1 SU'PERVISORY ISOLATION SWITCH

10, 1 2 SUPER.VISORY INDICATION L_

- Asthe National EMS is of the Superwmxy funcnou, it is. necessary that each uen (Unrt
Control Desk) EMgtowded with a sopervisory isolation switch. The switch must provide
-isolation of the AGC controlier raise and lower s gnals from the Ioadcontroller of turbo-

* generator control equipment. When the switch is "ON" the unit is available for EMS control.
: mlggg“ the nnit is not avmlnble amd the external tnp cucmt must be opem See :iramg

: {'I}gsmdlcamm Iampsofdlfferant ocl_ ' asperPowerﬁta‘ronStanﬁqrds afe tequired at the

~ - Govemar Control-AGC "RED" @:‘vfaferably)
Gmrenmr Control-UCP “UREEN" (preferably)

L

Seedmmng0£4313497 R S L oo

" At the UCD, the suggested lm:ab.on i aq;aoem to the emstlng load d.tspatch ONIOFF___'-"
mdlcanans e _ S

Csdagwes U0 Appendis TelecontrjStanderd




10 1 3 ANALOG INDICATIONS

--GENERATGR MEGAWATTS

ﬁm analog mdmuon(preferably o- SmA transducers, 0 ~ 20mA are aeceplable)cfgenerator_"'
' ;megawattsns reqmred. esngnalnms*bepmdedoveramdstegipmr the IDF, -

SETPOINT MEGAWA’ITS

10 1 4 DESIGN CONSII](ERATIONS

mNVERSIONCONS'iANPS D

o Atan early stage in the desngn work, the conversion ennstants of the transducer output mxllmmps
_ agamsr megawatts are. reqmred to enable the correct scalmgrwstors fo he orderecl

-' NA’IIQNALM "ON[OFF" comox.

'Potemial free change-over cont&cts within ile AGC controller give an, mdlcauan to the staﬁon

.. .. that AGC is "OFF" or "ON". H is op by pash buttons on the EMS Contro] Panel, If power.
o i removed from the AGC eentro , the' coni:act will fail over to the "OFF" posmon. Ses
- drawing 0.64 /13497 - -

The supervisory isolation switch on the VCD sh oyld isolate the picel controller rise/lower

NOTE: - ' B
The AGC cofitroller can nn]y be seiected to "AGT ON“ 1f ex:emal trip is not activated (1 g
machine healthy), and snpemsery lsolatmn switched o "ON" (Contacts on ﬂns swilch are m R

o - series with EXTTRIP), - L_

§July, 1895

RMSMOWER CONTROL INPUTS _ : S
& raise and lower control mput connecuon is reqmred by means of which the mrhme govesnor -

‘set point (or target load) setting can be increased or decreased by the Natiq ] EMS AGC
- controlier, This control icput conpection could: be convected to the same coturol input used -
- by power Station operator to_effect load changes. It shall not be possible, however to  *

‘sisultaneously perform control from bath Nat, EMS and the UCP or Mimic, Since the EME
will make regular and precise load changes it.'s essential that o intermediate contactors ar’

‘relays be present between the AGC coniroller outpus and the governor set pomt control circuits. * -
- Otherwise this will result in distortion of, and delay of, oon:rol pulses from the ACC
- controher. However, control of the turbine unit. at the unit can be affected in the normal way.

EM‘S TELECONTROLF. ‘QU!REMENTS opssoze:zze ___DEC 1994 23/26

i

'_-&n analog mdmatmn (preferabl 0 « 5mA, 0~ 20mA- av.:ceptable) of genemmr set-point-' e
_megamtm nsreqmred Thls mustbeprowded aver a mstedpa:r i -

i mmWREGULATmeLMT L x o

' An analog indication (preferably 0 - SmA, 0 - 20mA acoeptable) of maimut: and mmmum' -
; pernﬁssible MW‘s for ntrol of the machine i required if available and apphcable L

- function connectionsrom the load controller of the rmbo-generamr contml equipment, towards P
' 'thc (lmvy cunent) M])F See drawmg 0.64 113491 _ R

When the unit is controlled in this manner, a "set point" operated contact, tnbe pmv:ded, opens - |

and efifects external trlp to theEMS AGC soﬁware

- In the case of governor ‘control bem ‘with sefectable ramp rates. the. maxzmum or annther

defined ramp. rate shall be automatically selected when the unit is selected to AGC, - Thlpsr:-s".
necessary because the AGC control system tuning will be based on the set vamp mte. There is -
no danger that AGC will cause the unit to excoed the maxinmm pesmissible. ramp rate due o

extensive ramp rate’ protection pm\dded in Ihe oomputaras well as the AGC eontmller of -

the mdwidual generatmg vnits.

- Appendix 2 Telegontrol Standard - -

Cowm



""ﬁn&ﬁnnismauowﬂaemﬁanmmgmn contral of the maghine in % event
10f the tismchine. The trip will bé caused by an abnormat gonditior on the -
1‘2 i!ha tmhms driver opemted the unit, or a unit oapahnity x:esh-ichon '

“@ AGC conirolle;to trip :tself‘(xe changa ﬁ'om AGC "ON"‘to "OFF") This
lemeterid tothe Natlonal EMS compnter, by the Nationsl EMS RTU.
jess sorles notmally closed contacts are to be operated: vise aad fower
BB miwic to Initiate a trip.” Genetator islanding should al ate this trip.

s for ﬂrtnre use, where it may be niecassary fo Iaemporarily inhibit the AGCH
i _' pulsing. wlulst other smpon operations are in pmgress . B

mam& program allows thg powat staﬁon upamtor w raise or lower the machme .
Hmits set on the EMS Contibl Panel. Use of this fiiaction is teletnetered to the Nat. EMS &
kefipitety. The BMS Control Pansl push batton QN/OFF imust be "OFF" befors a local ralse or lower
" program - is- inifated, however when'the Iooal reise or lower progmn is iniﬁated, for the duration _
.":(ﬂ"pu&sé&anmdicsﬁoms suttntheUC:D that AGC is "ON". T

: 5‘]“[,._15'_ G ' ' - R Appahﬁixﬁ Talraoritrol Si}nndard
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. | 311.!3 POWER REQU!BEMENTS

‘ill

e National EMS Remots Terminal Unit (RTU) together with the ‘EMS Automatic Generation” - -
Control System (AGC controller) and EMS Control Panel (EMS CP) require thres {3) separately fed -~
50 %olt DC_power supplies devived from a battery and charger system wlﬁch cap mammm supphas for

RTUIERTU AND RELATED EQITIPMENT

S mimmmnpenodof 8homatthefollowingmtes

| - NewRTU mstallatxons will be supphed with s E'.RTU which requzres a Bllpply a8 shownbelow

1 CONTI’EL "Claan“ 50VDC Gamps. shnu_rs)

| )e.5. 150 A/
. ERTU 'Cleun SGVDC 10 amps, Slmurs) '
20 "Clém" S0VDC gmps, Shours;,
| -“Dirty" sovnc 3.amps, 8 hours;

*The "all of* voltage should it be lss than 35 volis a the end ofthe 8 hour pennd I follows that 1 & .

~ can be from the same system,

.- - .Supply No.l pmrs the RTU logic :md modems
_ _Supply No 2 puwars tha AGC logie. '

: Supply No.3 powers the opﬁcnl isolatmg equipmnt usad to transmit hxdicatnons from the H V yard.

112

The ahove requirements are lﬂld down in OPS 5001!22»5
‘The ERTU sanbe supphed with # numher of difforent mput voltagas GH imiicatad below .
L 110VDCSA

2. 20VAC25A
3 mvDCaK

TRANSDUCERS

'I'he measurament transducers must be fed by pwﬂr supplies dertved fmm ] buttery and charger
system wluch can maittain ampplms for 8 mitimum period of 8 huurs ' _

1
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Appendlx 3

Introduction

APPENDIX 3. CONTROL STAFF TASK ANALYSIS

Natlonal Control staff Task analysis

‘The tiethods of working and thtt bahaviuur of memhers of Nat:onal Control were

- analysed for both gulescent and disturbed network Jonditions, The task analysis took the N

. form of observation followed by group question and answer sessions with each shift. The

- questions were divided Into two basic groups , one for quisscent conditions and one for

.+ disturbied network conditions, The responses from the five shifts were almost idantical

with some of the shifts expanding on one or twa areas based on the Indlvldual membem

a experiences in other utllities,

Overview of the National Control Raam

ESKOM's National Control has & four control desks one fnr the shift supervlsor and

- three forthe controllers who are tesponsible for ;
* « System frequency and generatnr lnadlng

+ System voltages . -
'y Transmsslon network stale R -_re'

" The primary task of sach shiftIs fo matntain the haalth of the namrk oo aby?

O

Display Facilitles

o .'

which the system staia is delermined ara v

_ BystermyFrequency -
- Valtage profile across the natwork
~ Total system losses :
Automatic Geperation contml parformanoe o
‘Ovarall slectricat securﬂy of tha nelwork '

“

The Instantanaous state af the power sy n ts determmad frorn the dibplays and atarm |
: __messagas sent to the. controllers from e RTUst \ .

Each desk is equipped with two or three 425 mm (or 17 inch) htgh- aoiutlru aclour

) monitms. a Qwerly Iteyboard dedicated station seiection keybnaud and a mouse,

o An audlble tone ls triggered when ever & Breaker trlps ‘rms audlbta alarm has to ba -
~ Silenced manuatty by the control staff gach lime it s triggered. o

Each controtlar hasa dedicated telephone link to gach regional contrdl'room. powsr-

- station and distributior station. Ha is thus able to contact all his customers directly andto .

CRT Displays

ba contacted by staff In the field,

Alang one wall of the contral reom is mimic or Mag soard, The Magpoam Indl::ates the

stata of all powet Iines belonging fo National Control dynamically via light emitling:

dio;tfs F?‘ach ling has an embeddatt meler dlsplaylng the lnstantaneous rnagawatt Ioad
and lts dirattion, _ §

The state of the power system Is daterminecl from the follawlng dtsptays avaltabte at
eanh workstation, -

1. Statlon one-line displays

2, Station alarms pages .

3.  Syster alarm message pages

4, System voltage page :

-8, Tieling overviews .

& Joly, 1998

' 3. "~ Generation status dtsplay

Pppeodixd Taskanaysls 4
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PPENDIX 3 CONTROL STAFF TASK ANALYSIS

These operator dismeys are hird'e—eye model of the actual physical structure and 1ayeut '

cofa smg{e power etetlon or distrlbutlen statlan

© The oneuﬂne repre&entauon suppmts the abstrat:t v!ew and lhe buttem Ieyer of the B
- . mental nrode! ;ﬁed vy the contt) staff during daily operadons. The order of the electrical = . -
L equlnrnent on d T _

ISpIay matches the physical arrangementet the station

 The graphical data on Hie one-llne dispiay is limited by charaoter graphics funct!onaiily to -
_ devloe states (bneaker and link) and analog values. See f‘g 1in appendlx A L

ﬁeﬁm marm page

" This Is a tabular list of the status elements and their cun'ent state atthe siatmn as |

. Cemmunicatlon Alarms .
« Station Alarms
= Pang Alarms

. _The elements are displayed as 4 list since there Is no ether suitable means of
tepresentation on the one-lme displays. The relaﬂenship of the atan‘n or status element R

data is usuelly alphabetlcal

s Impertant to note that ugene isno pOSitIon reletlonship between the aiann elements -

and the points on the one-line displays other than by the hame of the alarm will match

: ene of the elentrlaal ebjecte on the one-lme dtsp!ey

Alafm messages S

A.lam.i Bins

5 July, 1995

SO0 0Q0

When evat thiere s an unauthorised change of state ln the network, the data aequlsmon _
‘systein or SCADA software notifies the control staff via message otherwise known asan

"alarm message™. This can be seen in Figure 3:of Appendix 7, At the same time the

-Gorresponiing elernent will reﬂect ihe new staie with a change of oo!nur gnd shape or. '
~ text on the displays.. _ _

_ -'Eaeh a!arm message ronsists of at |éast five fi elde,

.- T.me indicating when the event occurred

Priority of the message '
. Name of the station at which the state change eecurred
 Mame of the point changlng state o
. 'the current state of the point -

5

At nationatl control all elements are assoetated with a devlce alarm bln This ls In eontrast

to the classioal manner of dlsplaylng aiarms by statlon.

Alarm bins are deﬂned by the name of the devlce type, For examp!e, _

Breakers (1 national and 3 reglonal) -

Generator Unit Breakers -

National andiog limit Infringements

‘Raglonal analog limit Infringements (we have three set of rec‘onal alerm hins)
Feader hrv or panel alarm bins (1 national and 3 reglonal}

AGC alams _

KV and frequency Iimits

[ S TR R

There ara approximately 40 alarrn bins in use on the ESKOM system at National Control.
The alarm bins are displayed in the two lines at the hoftom of evary display and are &
oharactezs in iength, A maximum of 20 bins can he viewed at any one time.

'_ _Appee.m_:.wmm I 2

| Infdioatee in Figurs 3 o‘!{\ppendix 7. The alarm pomts are dlspiayed under the headmgs o
o g |



System Vq!tage

o Figure 4 of Appendlx 7.

Tla-hne ovarview

. APP'-Eme' 3 - CONTROL STAFF TASK ANALYSIS

Each desk is set up to.recejve a specific sub-sef of the alarm massages. It is 1he o

- responsibility of the controfler manining the desk to taks the necessary aotion fnilowing

- the an-lva{ of 1he message Each messagas has 1hen to be acknowlsdged and deleted

This display provides the control staff with & oomplete Hst of all busbar Voltages from
* gvely station under national's control. Each statlon Is listed vertically and the assoclated
: _voltagas at the station are placed horizontally next to the station fame. ' :

The stations on display are grouped by ragion rather than alphabeﬂcaliy as shown in
' J

. These digplays and the Mapbuarﬁ are the top Iayers ofthe memal model Jsad by // é -

- control staff to establish position relationships between the different stations inth

: network, Sea figure & 1n Appendix 7.
B The infarmaﬂon o the tis-line dlsplays is a subset of the data from all ihe e (nes '

- within the view area. The factors determining the size of the one-line subset (/A display s -

: Shpervisér

8y, 1698

o diqPIayed per statlon '

A funation of the space alluoated to each station The smaller the spacy sS data o =

The control staff influence the design of the ti&lina displays based on / evel of

absiraction needed for disturbance control and restoration, ) /8

' The various Man Machine mterface tasks canied out by the 5 mar/,(( ft (faur active and o
one spare) for each of the Tour work areas are Ilsted below; /> _

. X
_/.“/.._ .

' Bach shift has rve thiembers - faur acﬂve and one spare TJ’,.J actual tasks carrlad outhy
each staff member depends upon which desk he Is.on. Ea desk has its own - -

- tesponsibllities. The scope of this task analysls s llmited it the MIMI actions related to -

the use of the National Control cornputers and not to- W foll range of responsibilifies,.
Details are mcluded where appltcabla to MMI interao'.dn of other activities, -

'Tha indwldual tasks for each of the four desks ly,dsr quuescent conditions are ;)

| conﬂnuous!y monitor the overall state of ;*,e powr netwark and the psrformance of shift .
members uslng the systam dlsplays Off';f guldanca and asuistance to the shift members S
~when required, .. s _ _

The prlmary outputs for the Shift supervisor are;
» Sufficient generation o _
Valid [oad flow

Optirnised loading - :

Acceptable voltage profile

Short ferm contingenay plan

Accurite Morning report -

Seture powar systam

& * = > & 9

During dlsturbances make decisions on systern nastoratlnn, ligise with managemanf on’
the state of the power system. Once the. dlsturbance has started and after tha system has
settled down he has to;

« Determine the cause of tha disturbance

T e Inform managemen{ of the event and the scupa of the damage _

Appendix 3 Task analysis s



APPEMnm 3- cm‘mou_ STAFF TASK ANALYSIS
- ﬁﬁtatmine the ssquence 0f evenis o S '

» Nlteupﬁiainﬁidewtreport R o
"_“n:; find oul th ﬂ t§ gfthpfault hls only source of informaﬂon is tha alairm logs andthe

* one-line displays  Digtussigns with field staff assist In isol_atlng ths exact probiem hut this e

' usuallytakes fe:te aﬂertha systam has settled down

Frequamy Gnntmi

This_ta_si; Invaryas ths fmquanny of the powar system The pﬂmary d;splay uaad to
momwme ﬂﬁmﬂﬁn s i AGG display shown in Figura § of Appendix 7

. e . . -1

o THE W mirmaaxxuimemasas arer L if. .
- Ensue-ihekdhessystem frequency s Kept at 50 uo Hertz . ' o

E ist Fig pse of coal reserves at the various power stations to achteva tha.IOWest- S

edtially using the economic dispateh program - :

erd Is suffiolent spinning reserve for the Automatic Gengration Control S

1 rige In the event of an unexpected losses of generation. :

& is alwavs sufficlent: plant available for the text 24 - 48 hours, -

o hiead of oontro! and the rest of the shiit on the current state of the

- gupply af the power stations. '

o?f“risknof-tnp" activities oh 8 generating unlt or feeder,

K intfol\fes gattlng the powar from tha power staﬂon io the dlstrlbution statlons
ifiute by minuie quiescent tasks are;~

“-bgtween the differsnt stations in the power network.

- Authofise the tianding over equipment o the reglons for mainenance. '

'+ Do-the necessary switching of fines in accordance with daily maintenance scnedule
».. Where possible ensure that the system voliages are at there corract levels,

- Read, understand, acknowiedge and delete 2il the alarms sent to work station CRT,

& Call out maintenance staff to investigate and correct pmb!ems hlgh!fghted by the
T alam‘l messagas _ _ o S

d%’ttage Cuntrol : : : . .
- “The primary task Is to ensure that the system voltages are kept at there correct values:
following any network switching or any chanige In generation, This is particularly refevant
when the transmission desk Is very busy or there has been a sudden loss of generation.
- The rolle of the voltage controlier considered 1o be tha mast cruclal of all the tasks in tha.
- control room. _

Thﬂ qulascent activities are;

» Monltor all the system voltages. '

» Monitor the state of voltage contral equipment such as reactors and capamtms and
switch theim in and out as required.

K Munitor the tap pa-srtlons of all transformers and change ihem if requlred

SCADA Desfgn

in principle SCADA Is designed tc report the changa of state of avery poird monrtored by :
the system. This theory of operaﬂon is based on the assurnption nead to be Informed of '
what is happemng _ L

"'_SJuIy.'lﬂﬂs_ - . e .Apl_:.andfx's.-‘[‘askai_na&m o 4-.._ '

with the power statlons on actual and potential loss of generation partlculariy n

sk after the seourity of the network by ensuring that thera ara muiﬂple connections |



B

IFES- a;mmrent, two, phases of aotivity take place. on. -
iy ky--annl on ﬂia other is hehaviaur and actimty of the



APPENB[X 4 MMI FUNGTIONALETY GOMMENTS

Appendix 4 MMI fun@t‘ sﬂaliiv r:bmments

Introductian

-Thls appands: é;sntalns tha somments mads by lhe euntrnl staff on toplcs rslated tp their

< daily activity white tsing the Character Graphics Man Maching Interface. These
S .7 cammems are ir} resmnss to me quast:onnaim sent to ali tha shifts, - :

Tap:c T

C’bments by Natlonal control staff

T Alarming 7 genoral. Alarmi

':ﬁe‘ffsr a t’ﬁllbver, all the 120 comms BIarms are re-putput, both in alarm and L

| P_age lay_nut and no:}tenl. _

{.retarn to norma! - Question.- why cant the exceptions be reported? _

"Néed 1o be able to mark or reserve alarms to prevent them frum belng

. ..léﬁlateﬂ by aocident.

ing fayout of alarm' data is not eaSy for read

niglinoation and audible alarm If the alarms FC logger fails

l.a be able to move directly to the station name mentioned In thé
Hoaessage. Not have 1o use the system meny,

18 dBlay between the audible alafn and the dlsplay éf tha Breaker
1 messages s fartoofong

TF Arth inany unnecessary alarms, each ofwhlch h_as _tc be acknowledged

#ind deleted - partioularly during a disturbance.

iy ars alamm massagas sent ta Natmnal Gonlrol fmrﬁ manned stations '

g, j; Drakensburg).

hy 6ant the Hydro and Gas station P sent to e Loadmg oF

_ Fr%qyenw desk instead of the Transmission desk

{.There is a copstant number of nuisance alarms generated bytha Hydro

 and (as stations - can these not be sliminated?

_ There are an enormous number of false alamls- need to prevent them a

tha RTU.

' Geperal prbblems with the transformer alarms fmm ln_g_gane

Need sequence of event data it possnble from the RTus.

T o6 mich T s spent acknowledglng and deleting alarms msssages than

fixing the problem during disturbances.

Pages and pages of frequenoy alapms are Q:enerated 2ach time the
frequency maves in and out of limits during a disturbance. -

| Following a disturbance; once the basic cause of the problem has been

found the remalning alarms are ignored and deleted. The probiem with

' doing this Is that an important alarm messagée may be missed in the heat |
L ofthe moment, Need a better ! way to display alarm data in general

e

"TNesd o 5% ab1e 1o move 1o Thé stalion one-ine display Trom any piace i
| which the station name Is displayed. :

When traversing a menu - preference Is for automatic wrap around at the
top and bottom

" .| Definite need for corgless, mice to drve the dlsplay call-up.

On dual headed consoles wouid like the cursof to move fro_m CRT to CRT

| automaticatly when moving off the screen boundary.

- | Need geographic map indicating physlcal layout of stations and lines

Need global indication map - on- demand to lndlcale cuirent view ln
system overview dlsplay. . _ _ .

- [Altomatic Generation Gontrol

"Need to bt able to base Ioad a whole power station at the same time and

{ to cancel the request during a law frequency incident.

8 July, 1905

-] Qn standby display need colour change in the sent-out-megawatt values if

the value changes by more than 5%

Very big need for capability d@Mms of all anneratlgg units

 Appendixd - MMiFunctonally - - 1




 [Tiecling or Svarview displays |

APPENDIX 4 MMI FUNCTIONALITY COMMENTS

- Mapbeard Need ie lndu:ate on the Mapboard thet Iwe Ime mamtenanee ls in
' | progress.. -~ .
T Nead to bé able to indivate spli! busbam Bt a stailon

Like direct access to station one line d:splaye from dedicated push buﬁons
rather than fmm a CRT manu, R

[ o Ty, Wi the Sxieting & page B3] Svamvien TR

e

Would prefer to have system overview display match the Mapbeard layeut _
“Have four orfive display pages horizontally mther than 2 by 3 that dont

) .ﬁ | ine upwith the Mapboard, ~ -
I Need to indicate Hve line work on the Tielines

.} Need to Indicate when a feeder is not-in-service

o . _Need to imilcate helueopter Iine spravig. -

_ fee __gww;th the vottage pagf.- IayOUt and stmoture. R .

0 '_de glabal Indication that a dev:ce In under superv:sory contml so all
e, pamcufaw the head of Shift can see what Is happening.

Naed rneans to praVent oontlnuous tone from the audlb!e alarm during a

1 disturbance, 4s each time a new Breaker message comes in an addutlonal '

}mtton depression js required,

"i1 Need fa indicate the different Breaker audlble tones, need a dlfferent tone '
| far Generator Breekers Transmlsﬂun Breakers and BUSZONE protection

g braa;gers.-._ i

“THesd t6 have e abﬂity o demand soan a pameular area of group of 1
| stations _

| Would like to hava eoiour ooding of the diffarem Jgroup alarms

Nead detailed breakdown of group alarms

Efrom the RYU

Need o8 abia fo A6065s AJaHONA] Gota on damand from the RTU abeut'
the state of the protection and group alarm detalls foliowing Breakers, |
Transformers SVC ete problems. _ _ .

Y. Tage, W,

Provlde intelllgent and louk ahead spelling checks when entering statlon '
-name data to avold text entry problems i} -

Get consistency for all data entry activlty (Tag and NIS have are not
_consistent.)

Need 1o move the nianually entered date for the regions o..‘o separate Iisls
to reduce the time It takes to find national data.

- Be able to enter taxt or information against a polnt'and to fiave an

?dicaﬂon of the message oh demand and prior to issuing a control to the
evice

Provide indication of live-line work and helicopter washing on the overview
displays -

Pravide the ability to hibit all the P eloments at a device and an

| entire slactrical ohject, e.g. & feeder, generator or transfonmer etc.

| Indicate that the Supervisory Inhibit State of a device on the one-line

- | Lﬂlpervisory Control

Buiy, 1985 -

| Before allowing a control 1o be sent to a device, display any opsrator

entered notes in a popup window

Pravide the abliity to cross check paraliel ines prior 10 issuing a control, if

1 ona fine is already open warn the controlter

Warn the controller if he is tripping the wrong breaker of a set of double

| lings after opening one end.

Appendix 4 - MM Functionality . 2




APPENDIX 5- STATIC VAR COMPENSATOR

| Appendrx 5 Statlc VAR compensator

lntmdm:tmn - | . S o o
: Sample of Status and Analog element data avallable from a Static VAR. Compensatar,

. This device is a good example of the phase three protection scheme that uses digital

~ Inputs fed directly to the ERTU from the protection equipment that monitors and protects

~ the whole Compensator _ _

. ﬁTU Pin No;

Signal Descnptmn RTU
|Digital inputs - | - |Plug
LT _ . |No, .

 |SVC OFF (COMMAND 1) e IPB1__|ca2
CJSVCON(@OMMANDY - . - -~~~ . {PB1 fc31

SVC OFF (STATUS ) - HIGH L 3 —|PB1 3o

SVC ON (STATUS)-LOW -~ - _- _IPB1__ |c29
ISVC TRIF (COMMAND D) . - - I O T
RAISE VOLTAGE SET POINT (CQMMAND 1) B IPB1 lc27
JLOWERVOLTAGE SETPOINT (COMMAND 1y -~~~ 1PB1_ [c26
" |RAISE REACTIVE OUTPUT.(COMMAND 1)~ R - IPB1_ Jc2s
[LOWER REACTIVE QUTPUT (COMMAND 1) . et Ic2a
"[MANUAL CONTROL SELECTION (GOMMAND 1) - - lpBt jc23
[AUTOMATIC CONTROL SELECTION {COMMAND 1) - IpB1 _ lc22
IMANUAL CONTROL SELECTION (STATUS) -~ PR1 . ezt
- JAUTOMATIC CONTROL SELECTION (STATUS) o iPB1 Ic20

- [MASTER TRIP MAIN (-KO) e I_PB‘I_ €7
"~ MASTER TRIP BACK-UF (-K19) _ e o PB1  c6

- |Tns 8WlTCH(-S1) IN TEST FoslTlON o PB1 _|c5
N T . _ 23
1SPARE ' - -

[CONTROL SYSTEM SLOPE RA!SE (COMMAND 1 PB4 |C30
[CONTROL SYSTEM SLOPE { OWER (COMMAND 1) . PB4 [c2e

- JCAPACITIVE DYNAMIC RANGE (STATUS)- - [PR4  jC28
g '&E_AOTIVE DYNAMIC RANGE (STATUS) - . PB4 fc27
. JAUXILIARY AC SUPPLY ESKOM (STATUS) - ' PB4 |C26

UXILIARY AC SUPPLY AUX, TRANSFORMER (STATUS) —_IrB4 25

MM CONTROL SYSTEM HEALTHY " IPB4  |C24
[MMif CONTROL SYSTEM FAILURE A — PB4 |c23
|AUXILIARY AC SUPPLY UNHEALTHY - ' _ PB4 |c22

AUXILIARY AC SUPPLY FAILURE TRIP - lpB4_le21

 |EXPANSION UNIT FAILURE . _ . PB4 [C20
[HVVINCBSTRIPPED — — ~— T C19_

VALVE ROOM 1 AIRCON (ALARM) T - IRy, ci8

VALVE ROOM 2 AIRCON (ALARM) ' ' IPB« Ci7

CHARGER 1 FAILUREAC ' R T T

CHARGER 2 FAILURE AC I L o (PB4~ ci5
~ [CHARGER 1 FAILURE DG —___ _ PB4 jc14

CHARGER 2 FAILURE DG - T PB4 |C13

CHARGER 1 DC SYSTEM ABNORMAL . ' PB4 [c12
|CHARGER 2 DC SYSTEM ABNORMAL N PB4 |c1i
{DC BOARD 1 DC FAIL. _ R ~ PB4 IC10
IDCBOARD 2DC FAIL - ] _ PB4 |co
|IDC BOARD 1 DC ABNORMAL i T - PB4 (c8

IDCBOARD 2DC ABNORMAL _ . Y¥B4 o7

& July, 1995 ' ' R * Appendix 5 Static VAR compensatar T



RE 'a@gn‘mamm-

B3

ez —

OR-P1 CLOSE (COMMAND 1) - IeB3 - jest
'r@ D2 OPEN (COMMAND 1) PR3 [ci0
_ OR D2 CLOSE (COMMAND 1) _fPB3__lc2o
S 'O' c:r OR D1 OPEN (STATUS) - ' _|PB3 - jc28 -

1 DISCONNECTOR D1 CLOSE (STATUS) PB3 g7
 |HV DISCONNECTOR D2 OPEN (STATUS) PB3  jC26 .
HY DISCONNECTOR D2 CLOSE (STATUS) - IEBa “Jczs -

|HV DISCONNECTOR D3 RED PHASE OPEN (GTATUS) IPB3 . jc24 .
" {HV DISCONNEGTOR D3 RED PHASE CLOSED (STATUS) I3 Jc23
HV DISCONNECTOR D3 WHITE PHASE OPEN (STATUSY ~ _ JPB3  [c22
HV DISCONNECTOR D3 WHITE PHASE CLOSED (STATUS)  1PB3 lo21
- {HV DISCONNECTOR D3 BLUE PHASE OPEN.(STATUS) . PB3 |CeD .
- [HV.DISCONNECTOR D3 BLUE PHASE CLOSED (STATUS) lPE3  lcis
. |HV DISCONNECTOR D4 RED PHASE OPEN (STATUS) . iPB3  {C18
~ |MV DISCONNECTOR D4 RED PHASE CLOSED (STATUS). __[pE3 _ [c17
- |HV DISCONNECTOR D4 WHITE PHASE OPEN (STATUS) PR3 [ci6
- 'V DISCOMNECTOR D4 WHITE PHASE CLOSED (STATUS) PB3  [C15
- [HV DISCONMECTOR D4 BLUE PHASE OPEN (STATUS) ~ PB3 T |14
© ]HV DISCONh :CTOR[MBLUE PHASE CLOSED (STATUS) T leBs T Je1s
- ]_PARE .- o o i S
" BJuly, 1955 . Appendix § -Static VAR compensator .~



AF’PEM«D!X 5 STA“‘I’IC VAR COMPEN$ATOR

R'ru
. |Plug

o, |

RTU Pia Na.

' '-|1=,A1 -

c@am | ¢

- BELVVOLT T

o s-"M .

' |031-A31

I VR o

.- [BVECURREN

{C26-A29

i

_PPAL_
AT

1C2B-AZ8

_{PAl

[cieAtE |

—T

IPAT

[63aAza

TTIPAT

~lG27AZT . Yo

N Y

CAs 1

IPAT

JC25-A25

“[PAT

—|ca3-A23

{PA1

CI5-ATST

~JFAT

PA1

.T22~Azz 1

lC8-A8

—{PA

_|CT-AT

PAat__ |ce-A8

R WATER TP

PA1  IC5-A5

[ TCR2 WATER TEMP,

—PAT

“cahd

{PAT

TloztAzt

C26-AZ0

s B

PAT [cie-ATD

1PAT

JC18-A18

~IBAT

a7 1

[PAT

jc3-A3

EEE

[PAT_

IPAT

1A1-C1

PHASE

“IPAT

ICAATd

. GURRENT WHITE AND BLUE PHASE.

{c13-A13

'P‘:’ 1 CURRENT BLUE AND RED PHASE

.."_P!"\'
APA

je12-A12

- [TCR 2 CURRENT RED AND WHITE PHASE

IPA1

“1c11-A11

_{PA1

1C10-A10 "

’ |:‘rca 2 GURRENT WHITE AND BLUE PHASE
TCR 2 CURRENT BLUE AND RED F‘HASE.

IPA1

|Ce-Ag"

PEARE —

SJﬁPy. 198 3 L
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APPENDIX 6 -GLOSSARY

Appendlx 8 Glbssary

The fol!owing are axpla’natlons of words and abhreviations used in the document

Alarm pmcgssihg' . Thiaas the sarvlca provicied by the ALARM program toall other suﬂware -

* modules in the computer system, Applications needing to alert the control staff

* of spécific alarm conditions, send the ALARM program the neressary values as

parameters In a messagp packet. The ALARM program unpacks the values,
builds up the ASCI text accarding to prsdeﬂned structures and places the. text .
mossage in the appropriate buffer -

_ | The MM detects the axisiencen of hew messages in the buffers and re-displays
the ALARM butfer name in the bottom fine of all displays. To see the alarm text, .

o the contre! staff select the buffer name and.the appropriate alarm message- -

. Bay Processor

| ._ BKRar -Breakér

- display is sent to the screen. The control staff then aclmowledga and delete the. '

alarms once thay have read them.

: ln hlgh voltage substatlons there are su many signais 1l1a1 it requires a

dedicated computer to handle and racond all the changes taking place for: sach

" electrical object such as a feeder, ransformer, etc, Figure 2.3 show.the . -

relationship betwsen the individual Bay Processars and the ERTU,

The word "hay" comes from the physloal structure and location at the substation

In which the feeder Is installed, Thus the prot sssor assoclated with a particular

- feeder, Is referved to as the "bay prucessol"

A large swltch used 16 tum on and off the e!eotrtclty at the power stations and

' -dtstrlbution stations,.

~ 'The genaral terms used to Indlcata the state of tha breaker are trlpped (opan) o
-~ and closed (pn). A breaker is operated either manually, ramotely from a control . -

. room or automatically by protection squipment.

Gomiumication
Line loading

Communication
processing

BJuly, 1896

‘The averall communication Itne 1oadlng fara slngla comms fine or uhannel }6 a

function of 1 i
The number of RTts on tha communications line ST

- The number of group gddresses per RTU - ’

The rate at which sach group s scannad

. The number of data bits per group - -

“The numbar of interlaced contro} requests sent to the RTle

". D'.

The communlcaﬂé.t fine loading shauld rot exceed 80% of the maximumi line
carrying capanity I any one tycle period, The period I$ determined by the scan
interval of the gpdp with the lowest priority, The 80% limit is important ifthe.
quality.of the comimunications lines are poor and there are a farge number of
retries needed to cater for missing or lost data, Later varsions of software
incorporate algorithms to meximise the data acquisition rata 50 as to avoid
inactive periods while kyaping the line load below 80%,

- Due to'the limited bandwidth in the cornmunications ks, thana are usually & to
8 RTUs per cirouit, set up In a party line fashlon, .

" Each communleations Unk also provides altemata communlc.atlons paths to

another 6 to 8 RTUs should the primary communications Unk fall, The
maximum humber of RTUS per party line was determined by the vendor and

- the data Ipading, J.e, the data quantities at sach remote required to-be scanned,
- Each RTU, dependig upen the RTU vendor, would have up o 84 unigue group
_ addresSas whlch wauld aliow between 300 and 400 bits of data per group -

.' .mwuhﬁﬁﬂw L 1 =

SR
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APPENDIX 6 -GLOSSARY

o adtiress 16 be sent back 1o the Host per scan. The hlstorical restnctions beln_g a4

nombination of the baud rate the Host cornputer functionallty and puwer

“The cuirrent SCADA systérms make use of fibre optic communication links and
‘witit the latest computer hardware the CPU power is not & problem for data -

aoquisition but Is for the control staff, due to the guantitias of data presented to
them. Historically, there wsra in-bulit restristions in both communications ability
arxl GPL resources, that limited the quantity of data that could be sentto tha

Host for processing from the RTUs. S

These restrictions. acted as a physical ﬂlter both to the data that could be

. transmitted and the speed at which it anived. Thase delays gave the control

staff time to breath and take stock of the sitiation during a disturbance. Wiih
the faster and more powerful CPUs and better communications (via satellite
and fibre _optlcs) the probiern nf data overloadlng becomes a very serlous

L lndead

Data Acquis:tion Tha prouess of moving data from the RTU to the Host

A storage area in the form of a tablas ufad to hold thw all tha data neaded by

~ the computer programs

| .Tha data bmught back by tha SCADA modute is stared na centrai data base. |
" The type and structure of the data base 1s vendor spacific, The market does

tend to drive the design but curvently it i$ determined by the needs of the tasks

~ that interface toit.

Since SCADA autivity has to run In real time, alf /O to the SCADA data base

- hag to be as fast ab possible. Thus, the design of the data pase i around the

storing of the latest data from the RTUs and nt the ease of maintenance. In &

. large real fime process control systen, there are many different data bases

usyally one per application. The vendar provides means of oross linking data
etween the data bases to avold dupilcatlon '

- It b the responslblllty of the SCADA software to defermine what has changed at

the RTU by comparing the current scanned data with the previvus soan and
Issuing the appropriate text message fo the ALARM program for any changes
detected, The text messages are usually hard coded and thera is little or no way

" the control staff oan verify the acouracy of the majority of the messages, short

of sending a someone out to the station to get confirmation that the messageis

valid.

The data coming back from the RTU can anly be identified by lts group address

~and an associated index, Currently there is no addilional processing done to

confirm the validity 4.7 the message received from the SCADA system.
Depending upon what has changed, it is somatimes possible to venfy the
reported action by obsarvad shanges In associated slements of the power
netwotk _

Energy Management system. The dbbrevlatlon used In the Elactricat Industry

. to refer to the complete supervisory and control computer system usacl inthe

monitoring and contral of an Integrated power system,

. Enhancad Ramota Terminal Unit, 1t is similar to the standard RTU but contains -

%n goard computers that provide addliional functionality over and above the
T,

ESKOM Standard Talacommunleations Protnnol This protocol was daslgnad
and specifled by ESKOM to avaid the problems of being locked into proprletary

Appendis 6. Glossary N
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APPENDIX 6 aGLOSSARY

vandnr ..0m11'1umcaﬁon hardwara and software; The ESTEL Pr ocol Is based

-+ on'the Open Bystems Intercotinest Reference Model (O81-R , developed by -
- the iIntemation Btandards Organisation, (8¢ and CCITT, ‘rhe protocal uses
- the current mlreraatfnnal Telecontrol standams pmposed by the (EC.. :

o Intemgem Alam Prot:essor A soﬁware program used to summaﬂse ihe o

© - resuls of multiple alarm messages and reduce the number of messages sentto

e

conirol staff, They ars usually "rule” based whlch makes them vety axpensive

%o mﬂimain ina nhanging envlronmant

Elacstrfauy 14 transmitled i’rom pcwer statlons to distributlon stations andto

amBdmers at different voitages. The National Control Centre is only concerned . |

weitti th distriution of power above 182 KV. Vnitages_ hefow 132 KV are the o

' -';é**ﬁsﬁmsibiﬁty of tha reglonal disirlbution statlons.

The povar network above 132 KV Is referred to as me Imrcﬁnnected Power
" s'mam o Mein Transmlaslon System, -~ -

" This oovers both the hgrﬂwara and soﬂware used by cantrol staff to monitor and

. gontrol the integrated power System. ih general terms it refers to the method
~ gnd maans of axchanging information betwsen a person and & machine, it

' ﬁﬁm\amy encompasaes tha method uf displaying data on a computer soreen,

" Trie primary reason why data is brought back from the RTU Is to allow Control
- staff to “see” what Is happeni:}_g atthe remote site. This is done via the Man

i Maoling Interfeca (MM,

- Periodic Data
Acquisition

Protection

C Bduly,es

. b?eéllna'di_’splay B

S 'The MMI up. untit qulte mcantly was Hmlted to charactar graphic. cRTs that -
, .g;ovlded ahout-98 possible shapes-apart from the norms! alphabet i 7 or8

lours, THY ejectrieal industry (s In the process of moving towards what is know
as Fujl &raphlcs. Tn which the conventional CRT Is replaced by a desktop -

: woﬁcstatlun offering Pan. ZODm, Declutter. Pupup windows and Pull down

MBHUS

| Tha dlsplays bullt with thesa tools have up to 32 000 colours and the user

croates the shapes requlred from the simple prlmitives of Circle, Box, Polyling
ete.

AL prasent the davelr.ipment of the Full Graphlcs WMI is still it its infancz.r and it

- will be & number of years bafore formal trends and needs have baen }dsnﬂﬂéd

and Incorporatad into the control rooms.

A blrcl‘s eye view of & single substatlnn drawn symhallcally Figure 7-4 is an

axnmp!a ofa une—llne diagram.
Durlng "vetiodic’ data acquisitlon the Host requests spacific pra-deﬂned data

- Sets or groups of data from the RTU pre-set Intervals.
* All groups at the RTU are scanned at different rates depending upon the data

type and the rate at which data changes. Dbviously the faster the better! The
data in each group is transferred to the Host irespective of what jias changed
at the RTU, This is an overkilfin one way but during a disturbanee the
somimunicaiion Ilne Joading does not thange where as the Host provessing

 does,

Alt eiectrical aquipment usad by utillt!es is protected against faults that can’
potentially destray It. A protection scheme has two pars, the detectlon

¢ gouipment and the physical method of interrupting the slectric™y, Thy detactldh

equipment uses the rate shangs in voliage and curreat to detarmine where the
fault [s located and acts to tripthe breakem nearest to the fault, -

| Appendixt.Glosery 3



PhaSaf 3 protection

Polted exception
‘reporting

: Power Appllcat;on

Software o
_ _PLQ -

Prototype
RTU

_ Remote Terminal
Unit

- _ -changes" message, specifylng the ¢ategory of d,ata it is expecting,

" 'APPENDIX GzéGLOSSAf&Y o

Electronla rather than phys;cal protectton sens!ng equlpment used by ESKOM o

o protect the power systam from fauits, This forn of protection does not rely on-
. methanical relays to determiine the existence of a fault, The PHASES
| alectmnic pmtectmn equlpment Interfacas dirently to the Bay prncessor m‘u

“The data &t the RTL is dwided In to a aumber of catagones (between 2 and &),

The Host initiates data transfer from the RTU by sending a "request for

- ifthe RTU has any changes 1o report for the selpoied category, then the

chiange, identified by its group address and ingi&x into the group is dispatched,

This same ~ddressing structure Is matched at the Host which decodes the

> %o a e

change message and- pmducas the appnopriate canned message for the MM

I no e[ernenis have_ changed in the requested category the RTU ratums a "nc B

data” response,

Once alf ffre RTUS have been "polled" for the current category the next
category Is pmoessed until it ls ﬂme to start over agaln _

The R‘I‘Us are polled at least oncé a- second depending on the baud rate énd
the amount of data retumed to the Host,. It becomes abvious that: -he line -
‘loading will change conslderably dur!ng a distumanca for "except!an rapurﬁng _

s wIIl the Host processlng

Softwars used to carry out "what-lt" studias of diffarent states of the electncal
nahvork as we]! 1he automatlc nc-ntrol of gsneratur outpug, :

' Progmmmabie Log!c contmller, a device In whilch 4 series of rrogrammed -
. commands can be Inserted. The device is used to control Industrial plant. in the R
- case of a feeder, all the functions that would have required physical relays are: -

replacad by fogical relays in the PLC, The PLC outputs afe used fo drive the * |

 physioal plant to match Tunctions sent to the PLE from the ERTLi

A model of the real thingi mamly used to testing Idens

- ARemote Terminat Uni, Is an slectronic devices situsted at & powar stationor *
~distribution station, This davloa acts as 4 link between the plant and the SCADA

system, It Is the interface batwesn the plant and the Energy Control computer |
system situated at the control centre. An RTU Is connected to the eleotrical .

- ..equipment via optlcaily isolated wirlng, (The optical isolation Is to prevent fault

aurrents and induced high voltages dastroymg htghly sensitive low voltage RTU
aqulpment) '

The Host nommunicaﬂms tc: and from tha RTU are pravldad by varlous means |
8.9, Microwave links, Power fine carriers and Telephone daca circuits, :

“The older R'_I‘Us are made up of & number of standard hardware components "

such as; _

» Host requesl address dacodlng and requesied data axport .
~ Status Inputs (from 1 fo 8 bitvalueg) _ _
Analogue Inputs (8 to 18 kit itplues) L T o
Hastgpmputer control réquaat execution -

-“Acpafnulated power measuremants (12 1o 32 bit values) - PP
Communicatlons channel se!ectlon hardware . : T
PC /O connactions .

« Power supply - ' ' '
Electrical equlpment status lnputs ara Interfaoad 10 the RTU at vadous valtaga _
and current levals such as 20 mllll amp current loops. (Flaldbus pmiocol s .

Appendix 8 » Glossary I
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pag i rake an appaarance though 1here appears to be a neluctance by

Wér RTMs, Measurement or "Analogue" inputs are cnnverted to dig‘tal
wsghy.a shared Analopus to Digital eonverter in the RTU just pﬂarto the -
yilietsing talametared to the Host cnmpufer T -

lmha latest RTU deslgns‘ the RTU s not Iongar a hard wired lnantive deviue

[y

Cbutls actuaﬂy a powarfui micro processar with nnnsiderabte facltltles -

o "f‘ha;a facfitles aliow It to provide a nurriber of additionai functions and to add

. -, velys to the data sent to the Host. It Is this, so faf, unuséd capability thatcan o
B greatly change the way SCADA systems operat in the future : o :

= Ror example the latest generation of RTUS process alt Input data from the yard e

avery mifil-second. They have thelr own data base into which all status and -

analogue values are stored in digital form, This allows the RTU fo do limit
-ghecking on the anatogues dhd advise the Host of the fact when an Analogu& U

v ‘has-exoeeded limits oris in an afarm statel

~Simulator

_' ’_rfle_AL'i'n_é _Dispiaygs. _

" ‘The general name that refers 10 the process of obtaining data from an RTU or
. ERTU, Electrical Utilitles (such'ss ESKOM) are monitorad and controlled via

computer based Supervisory comml am:l Data Acquisntion (SCADA) Tacllities

- _frarn a central control room.

_ The Subslaiions and Power Statlans tmmprlsmg the power network are linkad 1o SRR
= - {he control room via a network of communications cirults in & radial mode. Tha -
.. Staté of equipment in the power network is retrieved ape dellvered to the centrai :
- somputer v!a the "Data Aoquisition” part of the. SCAD modula R o

" Whan the control staff need to alter the state of dn electrinal element, such a0
- Brenker, they send & cantro! signal to the Breaker instructing K to change state, -
. The ortral message is deilvered to the device by the "Supewisory COntrOI" '
part of the scADAmodure _ _

Thus there are wo distint parts to SCADA, firstly the aoquir}ng of network deta

- #nd the subsequent supen;isory control of the neiwork objects.

A device’ used to. emulata ane acﬁve industrlal procass w’thout the rlsk of

- damaging raal plant.

" Simitarto one-line displays but showing inter-station connactlon data from
*many stations. The tie line data includes gowsr flows, voltages and. breaker

states for all siatlons on display There are ﬂe—lma disylays for all regions in the :
powernahvork o L

SR
B
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'APPENDIX 7 - COPIES OF DISPLAYS
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" The top of the display indicates the elestrical configuration and the state diagram at the

1 One-lina display of the Drakensburg pump storage station,
~ . bottom show the currert modes of the four units,

L avor-pinv il

- NO—HJuV T

LON d4TuIEIE

. REI N1l

avor=-oLny: Nl .
: ‘HO-HJUVIE -
L. ON SIuMiIaAIN

T gee

. z'3x ece . _
o : SHILNMNLE THLNLES

alna]

T

i3

. ”mﬂ ﬂ.   “#.:

L, - avoI-~oravil

| Mo-gduyil

oM SINLIR

= opi

004

=%

‘ZRTOS 99k A

& 508 @ar_

|EEERERN G

TSIEE10T SESF~TINF-SD

o wxm

_Eaﬁaewmummzuxmm

s@HMZMJzOuﬁﬂﬂﬁmiﬁxﬁmﬂ

DAN

(L1
R i

-Appendi.x'? Copies of displays from the ESKOM control system "

~ Figure!

Appenix 7 + Ona fine displays

By 1985



gesl ‘Anpr g

z anby

sgdsip au UG » 2 xipuaddy

| DRAKHN., SCADACONLINELO, -1 S Eka . . QE-JUL-189E 10:34:82 |

.- o mwn e L ar B zo
DEAKENSEBERG T v.i Ei“-_ 3
NEC - . < T o - e
|"f'r1r1f|r~lll"'ﬁi"_'!l‘3 .-uLJ-.Ff.u- : T _ : . _g-_&,
NOR BATTERY-COMMON o . NOR. ﬂ SEARER_LPU REC_.FL E‘g‘j
NORE [E BEARER.LFLU tzT_FL S NOR. CHRRIER-SESB.REC.._FL. TR e
N caanxzk.sss_xu:T_FL _ . HOR - | CARFRIER_DPS_FAIL ch
HGR = CONIYEL-i_-IND.FAL : : HOR = COMITEL.2_IND_FAIL " 17§
HOR -~ COMITEL-3.I D_Fntm : - NOR .gcowxrsL_q_:Hn_Fn:L C R
NOR GOHITEL.CHARGER-FASEL = © o NOR . PRAKN_IT_URGENT .. cﬁiﬁ
as
aa
. o o
: T LY ik
ST AT LON ALARMEE _ o . oo . . §g
NOoR - _Bus_sm:P_oPERﬁrE o L BUS_ znus_ne_nul. ' CFoge
NOR -su _ZDNE-DISﬁGREEHNT : - HoR EUS;ZOME,GPERATED B
NOR TROL_COMHON : - ' : - »g
- ' S T MoR -'-"-I'QB_IHTER_SUPPLY_FAIL : g;;
NOR . AUTo_uzF_csuTRnL_FntL _ - NOft DRELF..D Tﬁ-Ee/Fsa_FﬁtL L
MOR DRKLF_MATER_LOH_TRI : ALKI - FIRE._ALARM ey 55
HOR HEAD "RAGE.ETE_ﬁMT_FAIL . . NOR RLBEN.DAT&_E®R/FSE_FAIL ”E%a
ALR KLBRH_HATER_LOH-TR S MNOR KLBRN_HATER~HIGH_ALARN g
HOR MOF_ZERG. U . .. NOR . SER.START_DC_FaIL 5 &
NOR STﬁTIﬁN_EﬂERGENG? : = - o _ ¥
=i . _ : - S : 3
 HoR _”4aacPLR_GRoup - S T NDR 4@ _sF-B_URGEMT_ALEH =
‘HOR - YBG_SF—-C-NOH.URGEMT : NoR & G/MiI_GENERAL _aALARH @
" .NOR G HL_U/F_PMP.TO_STND: = e MOR G/Hi_U/FﬂSQ&_Tb_GEN e
THOR . G/ LU/F_STNLD_ TG_GEN - . - MoR B G/M2_.GENERA&L_ALARM K o
NOR  G/MZ.U/F_PHP_TO_STND . HOR T G/HZL uzP_sca_ro_GEN- g
HOE G/HEU/F_STRD_TO_GEN = - ' NoR [HE 6/M3-GENERAL-aALARM o -
. NOR GAME_U/E_FHP_TO_STHDO : MOR . . G/MELU/FP_SCD_TO_GEN - . S | &
NOR  GAME_U/E _STHD_TO_GEN HNOR E.G/ﬂ%_GENERﬁLnALARH . o B
NOR S/ME_U/F _FMP_TO_STHD - o NGR G/MY AT SCO_TO.GEN -7
NOR G U/F-STHND_ TO..GEN . NoR FEGES .. GROUPL o A
' MOR . PEGSS__SFG_DI1FF: PROT R ALR S~ TAFR.1.-GROUPI S o :
ﬁoﬁ " TRER_I_GROUPZ : No&ﬁk“' RFR_.2-GROUPL _ : o
HOFR TREREGROUE2 NOR

L WEHUE . GROUFL
S HOR UEHUS__SFS_QIFF_PRﬁT_ o _ :

B
Iv

- LXIONZddY

ot
s

SAVTSIA 40 S3IdOD



S66L AN S

_ t.zs-r. ALARMLONLINEI®.® BE=JUL—1998 1634140

EXa
ﬁLﬂBAL ALhRHS -—.r
RIGRITY STATES

¢ ambiy

]
'R

'sﬁnjdslp.gfu]] 3up~ £ vpueddy: -

SURRENT FAGE 3 e Tu REFRESH. THE “DISPLAY . RECELRNEN Y =E§nm
._‘ro'mL NO OF ALARMS 130 BaLhSEE 3 -_cuu‘rRaL "IAUDIBLE, : REAQ "INOCHECK _
o . e ; ) E% <1 [ s - - 5 3 H . .k
S S _ SSEL iTo URDATE PERHI%&P _ .‘M T
18:20: D% #2 RTU . GRTVLM | I ONLINE T CHANGED STATE 10
' 10r20:02Z. :k:ij'_l..rus E:kF»:B«-cTRL_DHF—nA.Tanct; ONLINE = CHANGED STATE TO. )
| ter2s- .5 %8 sIMPAN LobaL Lo_buvna_Slo.u B CHIGH MVUA 3456 3487
10:01:30 #5 WATERSHED ER BaTTERY .OOMHON  ararM - s
los:15:246 P2 YU ariEm FAILED - GHANGED STATE TO
t eg:0z:1dz -Pz".em'-bzu:cm Np--rroum_..mamm . PAILED  (BFM CONSOLE 1 HEA
83:ES:24 PS THESEUS cARR:ER-LPu._REe__PL ALARM S e
':‘6‘3_1.-‘{{!.2"!9 PE ﬁ"'HEHE ERTU BﬁRRIER-LﬁU#BEﬁRER ﬁLARH :
©7132:56 PE RYGI cﬁamen_wuﬂxnrr..rﬂ_ ALARM

E O L‘F' HLP{F!"‘ L.IHT ==

- *BINONNS 0SB BIEP

_ yavos o Aq pasodul xe) ,peuuen, sy} Aq peshes §i si, ‘le seBesseLl el apdiio

i

MDY SION “HEIS (01100 24} 0 Juos saliessaly 1xa} uefe Jo adAy eyt Jo Bulisy B v

SAVIdSIA 40 STIHOD - L XIONTdAY



gg6) ‘Alor § -

shedsip Sul UG- L mpuaddy

pamnbiy

VOLT-SUH, SOADALONLINETID. . O _ ’ EX#& oo R HE—-JUL~1 888 {B:35r168 -

fo C REPpKY : o o wmogRY
‘HAME |TeBKY Ygaoky 275Ky {ZF2KV - _HﬁHE TEBKVY Y4BAKY 275KU-132K¢_
. L] g g — Y — -
HERSY ’ Bt 0 2850 13W t . HARTH T o . 2851 139
IHFaL I -3 B 8= = TR o CPRAIR &, - o ; ]
INUUE L oyes - 28l . . , o . : _ o
UMFL.Z MREZ e . BEEL” o MERNS . ) L1 Ras 138
HORMM =8& . 135 89 ) HITEP -~ - THAE F 287 F 3% F -
GRGOL o REeS 137 . B2 . . MATHEB = . - 43 . B -
CVENUSS - nwgee 28w o I 5 - 13
DEAEN . 1-T- T . HMERCR 396 - -

{1 inonNs - 0 dew 138 . . BEUTG ' .. #61  wB&
' KLRUT _ T 22 T TRIDN. . - Z7e
TUTEK ' ' ' ' '
ALPHA 754 -
BEETA 7BS .
NDER

i)

K

]

-

W

M

N

i
NN

"

W

[T,

A

o

&
r
11}
[
o
W
n
¥
I
[y
[
=4
i ]
u}
a
o
)
w
T
3
'}
|

Loz

AWReN
L
N
W
¥

DRAKN —ig8l - =8 .. =—@ .
GARFE . —&- - S - RN - N

b d
o
W
oJiigl}
R
. B
WWy Wy

]
c
f
[T
3 It
T
o
>
r
o
b |
|
o
i
o]

=z
[
™
o)
na
(o
I

K-
o
n
i
W
-+
=

{D
m
L
&
1
2
m
[
W
Q

KoMAT T zez o ... 1 & 3 % .  suos . suoz .

13 inEsTR T 1 oo ileerss - w2 . =z F
_ . F i EF’ O#F. [|HYORA —95 . 88
. . - P

A
.

: ‘ilﬁns‘énh'; U} SUOREIS. aly wp.lj fnetusie) Jo ssolauy .
pajuoa sy Ag pasn abied abenoa eyl st SL

R— sa a0 U “GoiBe) A POIARIO ae SUONEIS SUL HIOMIEU BIMUS ol SS00E
‘SAVIdSIA 40 SAHOD - L XIONTddY

‘a1 Sebeljon WeloHIP BU JBYM 985 O3 IS |




_-..QD'IX-- 7 - GOPIES OF DISPLAYS

+ This Is a typleal régicnal Tie-line dispidy indicating the MW lirie flows a
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voltages of the stations,
 thatthe b_l"eal__(ar_is open. .
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