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Abstract

This thesis addresses many of the unique spectrum management chal-
lenges in CR networks for the first time. These challenges have a vital
effect on the network performance and are particularly difficult to solve
due to the unique characteristics of CR networks. Specifically, this thesis
proposes and investigates three intelligent spectrum management tech-
niques for CR networks. The issues investigated in this thesis have a
fundamental impact on the establishment, functionality and security of

CR networks.

First, an intelligent primary receiver-aware message exchange protocol
for CR ad hoc networks is proposed. It considers the problem of alleviat-
ing the interference collision risk to primary user communication, explic-
itly to protect primary receivers that are not detected during spectrum
sensing. The proposed protocol achieves a higher measure of safeguard-
ing. A practical scenario is considered where no global network topology

is known and no common control channel is assumed to exist.

Second, a novel CR broadcast protocol (CRBP) to reliably disseminate
the broadcast messages to all or most of the possible CR nodes in the
network is proposed. The CRBP formulates the broadcast problem as a
bipartite-graph problem. Thus, CRBP achieves a significant successful
delivery ratio by connecting different local topologies, which is a unique

feature in CR ad hoc networks.

Finally, a new defence strategy to defend against spectrum sensing data
falsification attacks in CR networks is proposed. In order to identify
malicious users, the proposed scheme performs multiple verifications of

sensory data with the assistance of trusted nodes.
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Chapter 1

Introduction

The demand for wireless traffic has been substantially increased in the last decade
due to the proliferation of wireless technology and the globalisation of smart phones,
Internet-based applications and services [1]. However, according to the Federal Com-
munications Commission (FCC), the limited natural spectrum resources do not sat-
isfy the dramatic spectrum demand, as most of the radio spectrum for wireless com-
munications has already been allocated. Recent spectrum measurements reveal that
the allocated spectrum is underutilized by up to 85% [2]. Hence, the FCC highlights
that the current spectrum scarcity problem is explained by inefficient and inflexi-
ble regulations rather than the physical spectrum shortage. In order to overcome
the incompatibility between the spectrum underutilization and the increase in the
wireless spectrum demand, the FCC has suggested a new paradigm for dynamically
accessing the assigned spectrum bands, known as cognitive radio technology.
Cognitive Radio (CR) has emerged as a revolutionary technology to deal with the
disparity between the continuously increasing demand for wireless radio spectrum
and the spectrum underutilization by licensed users based on Dynamic Spectrum
Access (DSA) [3]. There are two types of users in the CR networks: 1) licensed user
(usually referred to as primary user (PU)) who can operate in a certain range of
frequencies at any time within a geographical area and 2) unlicensed user (usually
referred to as cognitive radio user (CR)) who can opportunistically use the vacant
licensed spectrum bands assigned to licensed users. Unlike conventional spectrum
policy in which designated parts of the spectrum are allocated specifically for exclu-
sive use to licensed users, CR technology permits unlicensed users to opportunisti-

cally and dynamically take advantage of the licensed spectrum resources that might



1.1 CR Fundamental Functionalities

be available at a certain time and location [4]. These resources can potentially be

deployed in several bands of different bandwidth. Furthermore, the availability of

this spectrum might dynamically change over time, as the primary users occupy or

free up a given band. However, the operations of any CR user should not affect the

communications of primary users.

1.1 CR Fundamental Functionalities

The idea of CR technology is to enable CR users to opportunistically use the va-

cant licensed spectrum. Therefore, new and essential functionalities are needed to

support this adaptivity in CR networks [5]. The fundamental functionalities for CR

networks can be summarized as follows:

(i)

(iii)

Spectrum sensing: Spectrum sensing technology is considered a fundamental
functionality of Cognitive Radio Networks (CRNs). CR nodes sense primary
user activity and determine channel availability in order to allow CR users
access to vacant licensed bands in an opportunistic manner [6]. Hence, the
accuracy of this sensory information is very important for cognitive radio net-
work communications. Otherwise, CR traffic may cause interference to the

licensed users.

Spectrum management: CR users select the best available spectrum band
which meets their communication requirements. The captured spectrum should
not cause negative interference to PUs. Amongst all available spectrum bands,
CR users choose the best spectrum channel to meet the different Quality-of-
Service (QoS) requirements. The spectrum management functions are so im-
portant for the CR network operation [7]. These management functions may

be labelled as: 1) spectrum analysis and 2) spectrum decision.

Spectrum mobility: CR technology allows CR users to access the licensed
spectrum in a dynamic and opportunistic manner. Therefore, based on the
radio spectrum environment, CR users can change the frequency channel to
operate in the most suitable available channel. The transition to a better
spectrum band should respect the outlined requirements in order to achieve

seamless communication. In addition, CR users should vacate the spectrum
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Signal A Spectrum
Transmission I Availability
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Capacity ~ Request
3: Decision

Figure 1.1: A typical cognitive radio cycle

when a licensed user is detected to be active on the same channel. This is a new
and unique feature in CR networks, where CR users determine, identify and
hop to new available spectrum bands in order to continue their transmissions

when the current spectrum band is not available.

(iv) Spectrum sharing: CR nodes need to coordinate access to available channels
in order to fairly share the spectrum through scheduling methods. The main
objective of the spectrum sharing is to improve spectrum efficiency by jointly

allocates the available resources among different CR, users.

A typical cognitive cycle that states the major functionalities of CR and is rele-

vant to reconfigurability and capability is illustrated in Figure 1.1.

1.2 Overview of the Proposed Intelligent Spec-
trum Techniques

In the last decade, several important studies have been carried out in the field of
CR Networks. These works have mainly focused on spectrum sensing and spectrum
sharing [5]. However, spectrum management of CR technology remains underde-
veloped due to a lack of sufficient research efforts. In this research, the design of
intelligent spectrum management techniques for wireless CR networks is investi-
gated. In order to form an operative framework for CR networks, it is essential
to interconnect most of the fundamental CR functionalities (i.e., spectrum sensing,

spectrum sharing, and spectrum decision). Figure 1.2 illustrates the overview of the

3
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proposed intelligent techniques for spectrum management. The issues investigated
in this research have crucial impact on the establishment, functionality, performance
and security of CR networks. They are fundamental for laying the foundations of
CR networks and operating networking protocols for reliable communications in CR
networks.

First of all, we propose a fully-distributed control information exchange protocol
for CR ad hoc networks that makes the following contributions: i) alleviates risk of
collision in PU communications; ii) guarantees protection for PU-receivers and iii)
provides a highly successful broadcast ratio. We consider several practical scenarios
in our design: 1) limited knowledge of the network environment; 2) no common con-
trol channel is assumed to exist and 3) the sets of available channels of neighbouring
CR nodes are not assumed to be the same. To the best of our knowledge, this is the
first work that investigates the design of broadcasting protocol under a PU-receiver
protection scenario for CR ad hoc networks. The main performance metrics for our
proposed protocol are: PU-receivers protection from harmful interference (i.e., the
interference collision risk of CR broadcast packets with PU communications) and
the successful packet delivery ratio (i.e., the average number of packets successfully
delivered in the network).

Furthermore, a distributed reliable Cognitive Radio Broadcast Protocol (CRBP)
for cognitive radio ad hoc networks is proposed that addresses the problems of net-
work connectivity and reliable data dissemination. The proposed protocol focuses
on multi-hop CR ad hoc networks without specific network topology assumptions,
where each user is equipped with a single transceiver and has limited knowledge
of the network environment. A key novelty of the proposed CRBP is the formu-
lation of the broadcast problem from the viewpoint of connecting different local
topologies, which is a unique feature in cognitive radio networks. We map the net-
work topologies and the spectrum observations as a bipartite graph, which allows
the channel selection undertaken at each node to capture the spectrum information
and the environmental topologies of all the neighbouring nodes. In addition, we
believe that the consideration of different topologies in the same neighbourhood,
transmitter-receiver synchronization and the coordination of the broadcast process
without a common channel uniquely distinguishes CRBP from the other works in
the literature.

Finally, a novel security scheme is proposed to fight against Spectrum Sensing

4
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Research work
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Figure 1.2: Illustration of the proposed intelligent techniques for spectrum manage-
ment.

Data Falsification (SSDF) attacks and identify malicious CR users whom report
fraudulent sensing data in CR networks. Multi-levels of defence are used to maintain
an adequate level of protection. First, we employ a secure authentication protocol
between the Fusion Centre (FC) and the collaborative nodes. Second, three tiers of
verification, the unique signature of the node, the cell-mates signatures and the seal
of the trusted nodes have to be checked by the FC to validate the received sensory
data. Finally, an efficient reputation-based fusion scheme is used as a third level of
defence, which enables the FC to select trusted nodes with the objective of ensuring

the reliability of the received sensory information.

1.3 Thesis Outline

This thesis is organized as follows: Chapter 2 presents the technical background,
broadcasting challenges, spectrum sensing and security threats in CR networks. This
chapter also reviews the related work on broadcasting protocols and security schemes

in CR networks. In Chapters 3, 4 and 5, we propose, analyse and evaluate three spec-
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trum management techniques for CR networks. In particular, Chapter 3 presents
a distributed control information exchange protocol for CR ad hoc networks. Two
broadcasting schemes, mazimize PU protection (MPUP) and mazimize CR connec-
tiwity (MCRC) are proposed in this chapter. Chapter 4 elaborates the novel design
of a distributed reliable cognitive radio broadcast protocol (CRBP) for cognitive ra-
dio ad hoc networks. The proposed CRBP formulates the broadcast problem from
the viewpoint of connecting different local topologies, which is a unique feature in
cognitive radio networks. Chapter 5 describes a novel defeating scheme based on
multi-layer security and reputation evaluation that can defeat and identify SSDF
attackers trying to inject false sensory information into the central learning engine.

In Chapter 6, we conclude the thesis contributions and discuss future research.

1.4 Research Publications

The outcome of this thesis has resulted in the following publications:

e Y. Al-Mathehaji, S. Boussakta, M. Johnston and H. Fakhrey, “CRBP: A
broadcast protocol for cognitive radio ad hoc networks”, in IEEE Interna-

tional Conference on Communications (ICC), pp. 7540-7545, June 2015.

e Y. Al-Mathehayji, S. Boussakta, M. Johnston and J. Hussein, “Primary receiver-
aware opportunistic broadcasting in cognitive radio ad hoc networks”, in I[EEE
FEighth International Conference on Ubiquitous and Future Networks (ICUFN),
pp. 30-35, July 2016.

e Y. Al-Mathehaji, S. Boussakta and M. Johnston, “Reliable broadcast over
cognitive radio networks: a bipartite graph-based algorithm”, Cognitive Ra-
dio, Dr. Tonu Trump (Ed.), InTech, DOI: 10.5772/intechopen.69216, 2017.
Available from: https://www.intechopen.com/books/cognitive-radio/reliable-

broadcast-over-cognitive-radio-networks-a-bipartite-graph-based-algorithm

e Y. Al-Mathehaji, S. Boussakta, M. Johnston and H. Fakhrey, “Defeating SSDF
attacks with trusted nodes assistance in cognitive radio networks”, in IEFE

Sensors Letters, 2017 (Accepted).

e Y. Al-Mathehaji, S. Boussakta, M. Johnston and H. Fakhrey, “Reliable col-

laborative spectrum sensing for cognitive radio networks in malicious environ-
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ments”, submitted for IEEE Transactions on Cognitive Communications and

Networking, 2017.



Chapter 2

Background and Related Work

This chapter discusses the operation of broadcasting in CR ad hoc networks and the
security issues in CR networks. It reviews existing research related to broadcasting
protocols and defending schemes against SSDF attacks.

This chapter is organized as follows. The background on CR networks are first
introduced in Section 2.1. CR Network standards are listed in Section 2.2. The
broadcasting problems in CR ad hoc networks are presented in Section 2.3. The
unique challenges of broadcasting in CR ad hoc networks are reviewed in Section
2.4. The state-of-the-art technologies used in broadcasting are discussed in 2.5.
Local and cooperative spectrum sensing in CR networks are covered in Section 2.6.
The security threats in CR networks are presented in Section 2.7. Current defending
schemes against SSDF attacks are reviewed in Section 2.8. We conclude this chapter

with a summary in Section 2.9.

2.1 Background on CR Networks

In 1999, J. Mitola and G. Maguire invented the term cognitive radio [8]. However,
depending on the focus of research and the applications, people have different under-
standing and expectations of CR. Therefore, there is no definition of CR commonly
accepted [9], [10], [11]. For example, the FCC views CR as a radio that can change
its transmitter parameters based on interactions with the environment in which it
operates. The majority of cognitive radios will probably be SDRs (Software Defined
Radios), but possessing software and being field programmable are not requirements
of a cognitive radio [12]. Other definitions stress the importance of learning capabil-

ity, while some may emphasise the importance of radio flexibility. CR is significantly

8



2.2 CR Network Standards

important for addressing the spectrum scarcity problem and spectrum conservation.
Since it is able to share the licensed spectrum with the primary users and guarantee
that interference is kept to a minimum, CR may be considered as an environmentally
friendly radio solution [13].

According to the deployment scenario, CR networks can be classified into two
basic types of networks, one is the infrastructure-based CR networks and the second
is the infrastructure-less CR networks. In the infrastructure-based CR networks, all
CR nodes directly communicate with the central network entity, which is responsible
for managing the network operations, for instance, spectrum sensing and spectrum
assignment. On the other hand, in the infrastructure-less CR networks, also known
as CR ad hoc network, no central entity is present. Hence, CR nodes have to rely on
themselves for spectrum sensing, assignment and management. CR networks can be
useful if applied in demanding environments, such as public safety, civil emergencies,

natural disasters and military operations.

2.2 CR Network Standards

The rapid growth of research in the field of CR technology has motivated standard-
isation institutes, such as FCC, Institute of Electrical and Electronics Engineers
(IEEE), and Office of Communications (Ofcom) to develop standards for CR net-

works.

e IEEFE 802.22: The first complete CR-base standards that support oppor-
tunistical communication in the TV bands is the IEEE 802.22 wireless region
area network (WRAN) [14]. This technology is developed as an infrastructure-
based CR network and initially presumed to work in rural areas or areas suf-
fering from limited communications infrastructure. It is expected to operate
in the TV bands 54-862 MHz with up to 47 channels. These spectrum bands
permit a typical transmission range from 17-30 km with a maximum commu-

nication range of 100 km.

e SCC41: Standards Coordinating Committee 41 (SCC41) (formerly known as
P1900) addresses techniques of dynamic spectrum access [15]. This technology
considers software defined radio as the key enabler for DSA among 3G /4G,
WiFi, and WiMax networks [16].



2.3 Broadcasting in CR ad hoc Networks

e IEEE 802.11af: 1EEE 802.11af [17] is a technology developed for oppor-
tunistic utilization of the TV white space (TVWS) portion of the spectrum.
This standard is developed for ad hoc configuration. It is expected to uti-
lize the TV bands 54-790 MHz with a total of 39 channels. In addition, this
standard permits bond/aggregate up to 4 channels and allows a maximum

transmission communication of 5 km.

e CogNeA: CogNeA(Cognitive Networking Alliances) standard is an open in-
dustry alliance that proposes a new wireless communication paradigm for low
power personal /portable application on the TVWS [18]. Philips, HP, Samsung
Electro-Mechanics and ETRI ( Electronics and Telecommunications Research
Institute) form the board of directors of CogNeA. CogNeA’s promising appli-
cations include: in-home high definition multi-media networking, tele-health,
Internet access for communities, campuses using ad hoc mesh networking, and

home automation and control.

2.3 Broadcasting in CR ad hoc Networks

When a wireless ad hoc network is deployed and before exchanging any control in-
formation, each user initially only acquires its own local network information and
is unaware of other users network information. However, the realization of most
network protocols in the ad hoc network depends on exchanging control information
among neighbouring nodes. This fundamental information is usually sent out as a
network-wide broadcast messages (i.e. messages that are sent out to all users in a
network). Broadcasting is one of the most classical operations in wireless networks,
as well as in distributed CR networks [19]. In CR networks, several specific func-
tionalities such as spectrum sensing, channel assignment and routing information are
achieved through local or global broadcast messages. In addition, some important
data such as alarm signals and emergency messages are also delivered via network
wide broadcasts [20]. In traditional single-channel or multi-channel ad hoc networks,
all nodes follow the rules of a precise wireless standard. Due to uniform channel
availability, broadcast is easily implemented as all nodes can be tuned to a single
common channel. Thus, the source node only needs to transmit over one channel

to let all its neighbouring nodes receive the broadcast message. However, broad-
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casting in cognitive radio ad hoc networks is a much more challenging task. The
complexity emerges from the fact that harmful interference with the transmissions
of primary users must be avoided. Furthermore, different CR users might acquire
different channels at different times depending on their locations and the activity of
primary users. Therefore, the CR source node may have to broadcast the message
using different channels in order to deliver the broadcast message to all neighbours.
Indeed, the successful delivery of the broadcast message to neighbouring nodes in
CR ad hoc networks relies on connecting different local topologies. The broadcast
channel(s) should be carefully selected and dynamically allocated to guarantee the
network operation.

In the literature, numerous works have extensively studied the broadcasting issue
in traditional ad hoc networks, Mobile Ad-Hoc Networks (MANETS), Wireless Mesh
Networks (WMNs), Vehicular Ad-Hoc Networks (VANETS) and Wireless Sensor
Networks (WSNs) [21], [22], [23], [24], [25], [26], [27], [28], [29], [30]. All these
schemes assume that the channel availability is uniform for all nodes, hence only
single channel is used for broadcasting. Therefore, extending traditional broadcast
protocols to CR ad hoc networks is not feasible as they cannot guarantee optimal

performance.

2.4 Challenges of Broadcasting in CR ad hoc Net-
works

Designing a reliable broadcast protocol for wireless CR ad hoc networks is a very
challenging task in practical scenarios, where avoiding collisions with primary com-
munications and achieving a high successful broadcast delivery ratio are essential.
In traditional ad hoc networks, all nodes can tune to the same channel due to the
uniformity of channel availability. However, in CR ad hoc networks, the opportunity
of a common channel available for all CR nodes may not exist. In addition, differ-
ent CR users might acquire different channels at different times. This difference in
channel availability leads to unique challenges when considering the performance of

broadcasting protocols under practical scenarios in CR ad hoc networks.

e Most importantly, different from traditional ad hoc networks, single-hop broad-

casting in CR ad hoc networks is not always successful in an error-free envi-
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ronment. This is because in traditional ad hoc networks, when the source node
transmits the broadcast message, all its single-hop neighbouring nodes receive
the broadcast message when they tune to the same channel. However, the
availability of a common channel for all neighbouring nodes in CR ad hoc net-
works may not exist [31], [32], [33], [34], [35]. Correspondingly, the broadcast
operation may fail. Furthermore, even if a common channel is available, the
source CR node and its neighbours may not be able to tune to the common

channel at the same time, which will also result in an unsuccessful broadcast.

Secondly, in traditional ad hoc networks, the respective locations of a pair
of nodes do not have an effect on the successful delivery of the broadcast
message as long as they are within the communication range of each other.
However, in CR ad hoc networks, the successful delivery of a broadcast message
is influenced by the sender and the receiver’s corresponding locations. This
is because the channels availability of a CR node is acquired based on the
sensing measurements in its vicinity. Accordingly, CR nodes that are in the
same proximity have a similar set of available channels and they may have
better delivery ratio, compared to CR nodes that are far away from each other

as their available channels are usually less similar.

Furthermore, in the case of CR ad hoc networks, where no centralized entity
is presented, broadcasting is much complicated, due to CR nodes have to
locally analyse the collected information to select the best available channel
for data dissemination. Intelligent channel selection may lead to higher data
dissemination reachability. In addition, considering PU activity during channel

selection can reduce the successful delivery ratio of the broadcast messages.

Finally, in traditional ad hoc networks, the single-hop broadcast delay is often
one time slot in an error-free environment. As the source node only requires
one time slot to deliver the broadcast message to all its neighbouring nodes.
On the other hand, in CR ad hoc networks, it is always more than one time slot.
This is due to the variance in the channel availability at different times and
different locations. Therefore, the source node may have to broadcast over
multiple channels, hence it may need more than one time slot to finish the

broadcasting. The number of neighbouring nodes and the channel availability
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are considered as the main factors that influence the single-hop broadcast delay

in CR ad hoc networks.

2.5 Existing Broadcast Protocols in CR ad hoc
Networks

In the last decade, several important studies have been carried out in the field of
CR networks. These works have mainly focused on infrastructure-based networks
that rely on the existence of a centralized coordinator [36]. In these single-hop ar-
chitectures, each CR node directly communicates with the central entity as the end
destination. Furthermore, this entity is responsible for managing the network opera-
tions for all CR users within its coverage, like spectrum sensing, channel assignment,
etc. Recently, CR ad hoc networks have attracted considerable research attention
due to several open challenges [5]. However, the application of CR technology in
distributed scenarios is still in its infancy. In the literature, there are certain papers
that address the issue of broadcasting in CR ad hoc networks that operate in mul-
tichannel environments [37], [38], [39], [40], [41], [42], [43] [27], [28], [33], [44]. These
works are designed to achieve different performance goals, for instance, optimiza-
tion of throughput, data delivery, delay, etc. However, most of these papers adopt
impractical assumptions which make them unrealistic for use in practical scenarios.

Related work on broadcasting in CR ad hoc networks currently falls into two
categories: (i) works that have been undertaken for general CR ad hoc networks
and (ii) works that have been undertaken for CR ad hoc networks with specific

assumptions, as follows:

2.5.1 General CR ad hoc Networks

Recently, many solutions have been proposed for exchanging the control messages
in CR networks. One of these solutions is to use unlicensed bands such as ISM
(Industrial, Scientific and Medical) or UWB (Ultra-Wideband) for carrying these
messages [45]. The reliability cannot be guaranteed in this case due to the fact
that these unlicensed bands are already shared among various wireless devices that
can operate in the same radio frequency, which may lead to harmful interference

and result in significant performance degradation. One of the simplest solutions
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to enable broadcasting in multichannel networks is the use of a dedicated control
channel [46,47] usually called Common Control Channel (CCC). In this case, all
the CR users must switch to the CCC' in order to transmit or receive broadcast
messages. However, due to the lack of availability of a constant idle channel, this
approach is not feasible in CR networks. A collaborative message dissemination
is proposed in [44]. Instead of the source node transmitting the message to every
channel, neighbours will collaborate in the message dissemination. Upon receiving
the broadcast message, each node will transmit the received message randomly on
one of the available channels. Due to the random nature of channel selection, the
performance of this mechanism cannot be guaranteed.

Different schemes have been proposed for local establishing a CCC' [48], [49],
[50], [41]. Since these channels can be used to exchange control information mes-
sages in CR ad hoc networks, the proposed schemes could also be considered as
broadcasting protocols. However, these proposals need prior information about the
channel availability of all the CR nodes. Moreover, there are some proposals on
channel hopping that can be used to find a CCC between CR nodes [42], [51], [52].
However, these schemes suffer from various limitations and cannot guarantee reli-
able broadcasting. For instance, the CR nodes need to obey robust channel hopping
sequences in order to guarantee both CR sender and receiver hopping within a fi-
nite time on the same channel. In [42], CR users hop across the channels according
to a random channel-hopping sequence for packet broadcasting. However, this ap-
proach cannot guarantee successful broadcasting even if they have common available
channels. Furthermore, it works only when two CR nodes have the same number
of available channels. Therefore, these channel hopping schemes [42], [51] are of
limited value for practical broadcast scenarios where the channel availability of CR
nodes in CR ad hoc networks is usually non-uniform. The channel hopping algo-
rithm proposed in [53] requests tight time synchronization. This scheme is also not
feasible without exchanging the control information. A Quality-of-Service (QoS)-
based broadcast scheme under blind information is proposed in [54]. The proposed
approaches in [43] assume that the CRs should have time-synchronization and sym-
metric spectrum to operate. Two data dissemination protocols are proposed in [55]
for multi-channel wireless networks. The first protocol aims to reduce the amount
of time to propagate large data across the network. While the second protocol de-

signed to locally disseminate information in the cluster. In [56], the authors studied
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the issue of broadcasting on multiple access channels using deterministic distributed
protocols. A packet latency comparison of deterministic protocols and back-off ran-
domized protocols is provided in this work. The authors in [57] proposed a strategy
to broadcast in the presence of adversaries for multi-channel wireless networks. They
derived the ideal number of channels that have to be accessed by nodes in order to
minimize the reception delay. In addition, they used network coding to reduce the
impact of attackers on the performance of data dissemination. A power-saving data
dissemination model for mobile units is proposed in [58]. The proposed technique is
suitable for any dissemination-based architectural model in multi-channel environ-
ments. The proposed scheduling algorithm in [59] calculates the average expected
delay of multiple channels while considering access frequency, variable length and
bandwidth of each channel. The strategy proposed in [37] classifies the channels
on the basis of PR unoccupancy and CR occupancy, then selects the best channel
for transmission. The non-uniform channel availability makes it hard to use a sin-
gle channel for CRNs to broadcast. Broadcasting using multiple transceivers has
been proposed as an alternative solution [38], where each CR node should have a
number of transceivers equal to the number of channels. The utilization of multi-
ple transceivers increases the complexity and the operational cost of the CR device
which makes this choice undesirable. In [60], the authors investigated latency, speed
and limits of the data dissemination in mobile CR networks. In [61], the perfor-
mance limits of data dissemination in multi-channels single radio is analysed under
random packet loss. The authors proved that, for any arbitrary topology, the prob-
lem of minimizing the expected delay of data dissemination can be formulated as a
stochastic shortest path problem. However, it is likely that the number of available

channels is not fixed, which leads to variable communication links.

2.5.2 CR ad hoc Networks with Specific Assumptions

Several existing works assume knowledge of the global network topology and the
spectrum availability information at each node [62,63]. Based on this information,
the authors in [62] propose a time-efficient broadcast algorithm that selects a set of
nodes and channels to transmit a message from the source node to all other nodes
in a multi-hop CR network. A simple heuristic solution to broadcast the messages

in multi-hop cognitive radio networks is proposed in [63], where CR nodes need
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to be either equipped with multiple radios or use a single transceiver to transmit
over multiple channels. In the second case, neighbours require a synchronization
mechanism in order to successfully exchange control information. Additionally, a
dedicated control channel for the whole network is employed in [39], which is not
feasible in CR networks. In [64], the authors propose a unified channel allocation
to handle both unicast and broadcast traffic. The channels are weighted according
to their relative interference and connectivity parameters depending on the propor-
tions of broadcast and unicast traffic in the network. Chraiti et al. [65], propose a
secondary broadcast network composed of one multi-antenna secondary transmitter
(ST) and a set of single-antenna secondary receivers (SRs). The ST is responsible
for broadcasting the data to all the SRs in the presence of primary communication.
By using orthogonal beamforming techniques, the secondary network is allowed to
access the spectrum without affecting the primary transmission.

Most of the aforementioned studies consider impractical scenarios in their de-
sign where global network topology is known, predefined CCC' is assumed to be in
existence, information about available channels of all CR nodes are assumed to be
known and multiple transceivers are used. In addition, in all the aforementioned
papers, the CR users select the channel with the least PU activity for its communi-
cation. However, this approach only guarantees protection to the PU-transmitters.
The probable harmful interference that may affect the PU-receivers within the trans-
mission range of the CR devices is not accounted for in these approaches. This can
seriously undermine the performance of PU communication. To the best of our
knowledge, there is no existing broadcast protocol for CR ad hoc networks that
considers these limitations.

In this research, we therefore propose two broadcasting protocols for CR ad hoc
networks by considering the assumptions and limitations of works in the related

literature. They are:

1) a primary receiver-aware opportunistic broadcasting protocol that makes the
following contributions: i) alleviates the interference collision risk to PU com-
munications; ii) guarantees protection to the PU-receivers and iii) provides
a high successful broadcast ratio. To the best of our knowledge, this is the
first work that considers the broadcasting challenges specifically in CR ad hoc

networks under a PU-receiver protection scenario.
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2) a distributed reliable broadcast protocol (CRBP) for cognitive radio ad hoc
networks that addresses the problems of network connectivity, reliable data
dissemination over multi-hops and the issue of securing PR communications.
A key novelty of the proposed CRBP is the formulation of the broadcast
problem from the viewpoint of connecting different local topologies, which is

a unique feature in cognitive radio networks.

Unlike the limitations of related work in the literature, we consider practical sce-
narios in our design where limited knowledge of the network environment is assumed
to be known, no CCC' is assumed to exist and the sets of the available channels of

neighbouring CR nodes are not assumed to be the same.

2.6 Spectrum Sensing

Spectrum sensing technology is considered as a fundamental functionality of CR net-
works. CR nodes sense primary user activity and determine the channel availability
in order to access the vacant licensed bands in an opportunistic manner [6]. Hence,
the accuracy of this sensory information is very important for CR communications.
Otherwise, CR traffic may cause interference to the licensed users. Spectrum sensing
techniques can be classified into two types: local spectrum sensing and collaborative

spectrum sensing (CSS). Next, an overview of both sensing techniques is provided.

2.6.1 Local Spectrum Sensing

The existing local spectrum sensing techniques include energy detection, cyclosta-

tionary feature detection and matched filter detection.

e Energy Detection: The energy detection is considered as the simplest tech-
nique for local spectrum sensing. In this sensing technique, an energy de-
tector is used to infer the existence of a PU on a specific channel based on
the measured energy level. In order to measure the energy level accurately,
first a bandpass filter processes the received signal, then the processed signal
is passed to the integrator which squares and integrates the measured signal
over the observation time interval. Finally, a predefined threshold is compared
with the output signal to decide whether a PU is being active or not on the

corresponding band. Based on the channel conditions, the threshold value is

17



2.6 Spectrum Sensing

set to be fixed or variable [66]. The energy detector technique is optimal when
a CR receiver does not have enough information about PU’s signal, such as the
the power of the Gaussian noise and the characteristics of the PU’ signal [67].
Furthermore, the energy detection is the most popular spectrum sensing tech-

nique because it requires no priori information about the PU signal [68], [69].

Matched Filter Detection: The matched filter technique requires prior in-
formation about the PU signals to reliably detect spectrum holes. The required
PU information includes modulation type, preambles, pulse shape, synchro-
nization codes, etc. The matched filter is a linear filter designed to maximize
the received signal-to-noise ratio (SNR) in stationary Gaussian noise. Hence,
it is considered as the best detector in this case [13], [70]. There are some
advantages of the matched filter over the energy detector. For instance, fewer
samples are required compared to the energy detector, consequently it needs
less detection time. In addition, different signal types in the spectrum band
can be distinguished in this technique. In contrast, the performance of the
match filter technique mainly depends on the accuracy of the prior knowledge

about the PU signal, which is considered a disadvantage of this technique [70].

Cyclostationary Feature Detection: The cyclostationary feature tech-
nique detects PU signals by utilizing the cyclic feature of these signals. For
instance, both the cyclic spectrum density (CSD) and the cyclic autocorrela-
tion function (CAF) can be used to detect the features of PU signals [71], [66].
The main advantages of the cyclostationary feature technique are its capabil-
ity to identify different types of signals in the spectrum band and its ability
to detect PU signals in the case of a stationary noise with unknown vari-
ance [72]. On the other hand, the complex computation and the required long
observation interval are considered the main disadvantages of this detection

technique [71].

2.6.2 Collaborative Spectrum Sensing

Spectrum sensing that is individually performed by a single CR user based on lo-

cal sensing information might lead to poor sensing measurements due to several

reasons (e.g., potential signal degradation, hidden terminal problems, energy level
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constraints, etc.) [73] [74]. Collaborative Spectrum sensing (CSS) overcomes these
destructive effects by exploiting multiple CR nodes spatial diversity which results
in enhancing the performance of the sensing operation. Consequently, most of the
existing standards and proposals (i.e., IEEE 802.22, IEEE 802.11af and CogNeA)
have adopted collaborative spectrum sensing [75], [76], [18]. In CSS, each CR user
is represented as a sensing workstation that conveys local sensing. The local mea-
surements are collected by the fusion centre (or data collector), which determines
the final decisions regarding spectrum band availability [77]. CSS can be classi-
fied into two main categories: centralized coordinated technique and decentralized

coordinated technique.

e Centralized Coordinated Technique: In an infrastructure-based CR net-
work, CSS can be carried out in a straightforward way: the CR users serve as
sensing stations while the base station acts as the data collector. In this tech-
nique, once a sensing terminal detects the presence of a PU on the spectrum
band, it informs the central entity which can be a single-hop or multi-hop
distance. Then, using a broadcast control message, the Fusion Centre (FC)

notifies all the CR users about the unavailability of the corresponding band.

e Decentralized Coordinated Technique: In CR ad hoc networks, due to
the absence of a central administrator, CR nodes cooperate to organize the net-
work’s functionalities. In such network deployment, each CR node is equipped
with a CR engine, which enables the CR node to serve simultaneously as a fu-
sion centre and a sensing terminal. Neighbouring CR nodes usually exchange
their local sensing results in this type of collaborative sensing. Based on the
local sensing measurements received from other neighbours, each CR user de-
termines the final spectrum sensing measurements [78]. Different algorithms
have been used to improve the decentralized sensing technique. For exam-
ple, clustering protocols [79] and gossiping schemes [80] are proposed for CR
ad hoc networks to enable CR users to gather clusters and auto coordinate

themselves.

Although collaborative sensing alleviates channel fading problems and consumes
less resources at individual CR nodes, its application faces several challenges. The

presence of attackers may considerably degrade its performance, leading to harmful
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interference with the PU communications and/or a significant loss of the free spec-
trum. Therefore, robust and reliable collaborative sensing is critical in cognitive

radio networks and justifies its place in current empirical research.

2.7 Security Threats in CR Networks

Recent literature identifies several CR approaches, for example, spectrum sensing,
channel negotiation, spectrum hand-off, optimization and spectrum management.
Unfortunately, most of these works underestimate the security issue. In CR net-
works, the technical area of wireless security generally and spectrum sensing in
particular have received little attention. Like all other wireless networks, CR net-
works also inherit various security vulnerabilities. However, due to their unique
characteristics, CR networks face new security challenges and threats. The collabo-
rative spectrum sensing process is not an exception. Two major attacks that target
the sensing process, as defined in [81] are: 1) Primary User Emulator (PUE) attacks
and 2) Spectrum Sensing Data Falsification (SSDF) attacks. In PUE attacks, a
malicious CR node emulates the characteristics of PU transmission signals in order
to prevent other users from accessing the free band for selfish or malicious purposes.
The presence of PUE malicious CR nodes makes the FC believe that the spectrum
band is under PU activity; this gives PUE attackers unrivalled access to the spec-
trum gaps. On the other hand, under SSDF attacks a malicious CR node injects
false sensory information into the central data collector during the fusion process.
This may cause the FC to make wrong spectrum sensing decisions, as illustrated
in Figure 2.1. Furthermore, an intermediate malicious CR node could manipulate
the received message before forwarding it to the FC. Recent research shows that
SSDF attacks are so severe that they might seriously exacerbate the spectrum ac-
cess probability. The Fusion centre needs to use a robust data fusion technique to
maintain an adequate level of accuracy in the presence of malicious users that fraud
local spectrum measurements.

In this research, we consider only SSDF attacks that target the sensing learning
cycle. In a CR network, the realization of most networking protocols relies on the
channel availability information (e.g., routing protocols [82] and channel rendezvous
protocols [83], [84], [85]). When a malicious node shares false channel information

with the central entity or with its neighbouring nodes, an incorrect decision may
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Figure 2.1: Hlustration of malicious SSDF attackers who try to inject tampered data
and degrade the performance of cognitive radio networks.

be made about the channel availability of other nodes and this will affect the op-
eration of the networking protocols. For example, if a channel is free to use but a
malicious CR node claimed it is occupied by PU, this channel cannot be used by
the victim CR nodes for their communications. Consequently, the performance of
CR networks may experience significant degradation. In contrast, if a channel is
occupied by PU but a malicious CR node claimed it is free to use, transmitting
on this channel may lead to harmful interference to the PU communications. The
SSDF attacks will not only significantly degrade the performance of CR networks,
but also cause remarkable difficulties to defend against them. As mentioned above,
although failed data transmissions may indicate that there is an interference with PU
communications, it is really difficult to realize the waste in the available channels.
Recently, a more dangerous SSDF attack has been revealed, in which the malicious
node anticipates which spectrum band will be used by CR users and attacks those
specific bands [86]. Hence, a reliable scheme is needed to fight this type of attack

and identify the malicious CR users.
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2.8 Existing Security Schemes to Defend SSDF

Attacks in CR Networks

Within the literature, certain studies have tried to analyse and justify SSDF attacks.
Wei et al. [87] propose a distributed spectrum sensing algorithm to thwart SSDF
attacks. In their system they characterize the distributed sensing algorithm as an
M-ary hypotheses problem instead of a binary one. They assume the detection
made by the CR nodes is mutually exclusive. Relay nodes are assumed to act
as a bridge between CR nodes and the FC which makes the final decision. In
[88], the authors document reported histories of secondary users and analyse the
Hamming distance between them to calculate the accumulated suspicion level and
distinguish between honest users and attackers. Sodagari et al. [89] use a utility
based mechanism to tackle SSDF attacks through minimizing the surplus utility
of misreporting nodes, leaving minimal motivation for malicious nodes. Rawat et
al. [86] present a reputation-based method to identify SSDF attackers based on how
their transmissions compare with those expected from honest nodes. Based on their
results, this approach is not reliable in the presence of a large number of attackers.
In the presence of 50% independent malicious CR nodes, the FC becomes blind and
unable to differentiate between honest users and malicious users. However, for a
collaborative attack, this ratio decreases to 35%.

A reputation-based collaborative scheme suggested by Zeng et al. [90] is employed
to identify misbehaving nodes. The sensing information from other CR nodes is in-
corporated into the collaborative decision only when their reputation is verified.
In contrast, adversary nodes do not always misreport, thus, the authors adopt a
different approach. Therefore, a new defence scheme that considers this limitation
should to be developed. The authors in [91] propose a dynamic threshold-based
strategy to defend against the SSDF attacks. The proposed scheme updates the
dynamic threshold according to the upper and lower bounds of the fusion value.
Recently, an adaptive reputation based clustering scheme has been proposed to de-
fend SSDF attacks [92]. In their study, a bi-level voting algorithm including of
intra-cluster and inter-cluster is used to make the final decision. In [93], the au-
thors present a detection technique called cooperative neighbouring cognitive radio
nodes (COOPON), whereby legitimate CR neighbours cooperate to detect malicious

users. However, this technique becomes ineffective when the number of malicious
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nodes is significantly high. Some other models apply the multi-armed bandits to
CR network problems. A distributed protocol based on a competitive multi-armed
bandit is applied by Lai et al. [94]. Furthermore, a defence strategy based on non-
stochastic bandits model is present by Wang et al. [95]. In this strategy, transmitter
and receiver adaptively switch their arms without exchanging control information.
Nevertheless, none of the above mentioned papers are able to combat SSDF attacks.
In addition, they assume a distributed policy used individually by each CR node.

A decentralised detection scheme is proposed by [96] to detect malicious SSDF
users. The scheme utilizes a robust outlier-detection technique for the spatial corre-
lation of the received measurements from CR users in close proximity. Neighbours
majority voting strategy is used for CR users to decide whether a specific CR user is
malicious. This scheme requires prior knowledge of the maximum number of mali-
cious CR users. Our scheme does not require prior knowledge of the reliability status
of CR nodes. In [97], the authors suggest a defeating clustering scheme based on an
adaptive reputation algorithm to detect both independent and collaborative SSDF
attackers. However, several issues were not specified by the authors, for example,
how to set the initial threshold for reputation and how the cluster is updated. In
order to secure data authenticity, two localization-based defence schemes are pro-
posed in [98] and [99]. It is assumed that any sensing report that is not endorsed by
at least a threshold number of CR nodes should be dropped by the FC. However,
compromising the threshold number of endorsing nodes will compromise the entire
cell, which is the main drawback of these schemes. In addition, fake sensing reports
can be easily generated by that cell and will be accepted by the FC as a legitimate
report.

However, to the best of our knowledge, there is no specific protocol that considers
both SSDF attack and end-to-end secure sensing in CR networks. With this moti-
vation and to overcome drawbacks found in the aforementioned works, we propose
a new robust security mechanism to protect sensory information in an adversarial

CR network environment.

e In our proposed scheme, an efficient reputation-based algorithm has been em-
ployed to analyse the behaviour of each CR node. According to its historical
and recent behaviour, the reputation of each CR user is updated. This enables

the FC to select trusted nodes with the objective of eliminating the effects of
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adversaries on the reliability of spectrum sensing data.

Location information for generating security credentials has been used in many
works. However, unlike other works, our proposed scheme adopts a three-tier
verification process as additional security to decrease the probability of forging
fake sensory data. Hence, to compromise a particular cell, the adversary needs
to control the threshold number of nodes in the cell alongside the trusted nodes

to successfully legitimise the sensory reports.

The proposed defence scheme considers end-to-end security instead of hop-to-
hop security. The proposed scheme encrypts the sensory data of each node
using a unique secret key in order to protect the confidentiality and the in-
tegrity of sensory messages. Furthermore, we employ a secure authentication
protocol between the FC and the collaborative nodes. Therefore, controlling
intermediate nodes would not result in multiple gain and does not allow the

adversary to break the confidentiality or the integrity of other cells.

In our proposed algorithm, malicious nodes can be detected very quickly. Thus,
the adversaries and their negative effects can be removed from sensing deci-
sions in a few iterations. This can significantly improve the reliability of the

spectrum sensing decisions.

Due to its elegant framework, the proposed scheme is flexible for simplification
and modification. For instance, the proposed scheme can be easily expanded

to detect several kinds of attacks beyond the SSDF attack.

2.9 Conclusion

Although broadcasting protocols and defending schemes are active areas of research,

relevant challenges have yet to be studied. The realization of the networking pro-

tocols and the security aspects of CR networks need to be addressed before the

advantages of CR technology can be fully harvested. In this chapter, an overview of

the technical background and a review of the literature underpinning this research

has been provided. We started by discussing the broadcast issue and the challenges

associated with it in cognitive radio ad hoc networks. Additionally, we highlighted

the security threats in CR networks, specifically the SSDF attacks and its effect on
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the performance of the CR network. Furthermore, a survey of existing research re-
lated to the broadcasting protocols and the defending schemes against SSDF attacks
is provided.

In the next chapters, we will present our contributions in the field of spectrum

management techniques for wireless CR networks.
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Chapter 3

Primary Receiver-Aware

Opportunistic Broadcasting in

Cognitive Radio Ad Hoc Networks

In the previous chapter, we have comprehensively studied the state-of-the-art on
broadcasting protocol for CR ad hoc networks. However, very less effort has been
done so far. The main challenge of broadcasting in CR ad hoc networks is how to
prevent CR transmission signals from causing harmful interference to PU communi-
cations. The most common known technique that can be used to address the above
challenge is spectrum sensing, under which a CR user can access the spectrum band
of interest only if the PU activity is measured to be off on the corresponding band.
With the assistant of spectrum sensing, CR users opportunistically exploit unused
frequency bands within radio spectrum. Various spectrum detection approaches
have been proposed, such as primary transmitter detection through energy detec-
tion, matched filter detection, and cyclostationary feature detection [68], [69], [71].
In this chapter, our goal is to investigate the challenge from a different angle. Due to
the complex implementation of spectrum sensing and non-zero probability of false
detection leads us to ask the question: is there an alternative method to spectrum
sensing that enhances the broadcasting goal of CR networks? Our investigation
concludes an alternative technique of achieving the above mentioned objective of
alleviating harmful interference by CR transmission signals to PU communications,
specially PU receivers within the transmission range of CR devices. To achieve this

goal, we examine a location-aware spectrum sharing scenario, where CR users pro-
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Figure 3.1: A spectrum sharing scenario of considering PU receiver in CR ad hoc
networks

pose to operate over the same frequency band which is dedicated to the licensed PU
users. The goal is to maximise the CR users transmission region, while at the same
time minimising interference to PU communications. Selecting CR broadcasting
channels is very important in order to guarantee the quality of CR and PU com-
munications. To achieve this goal, we examine a location-aware spectrum sharing
scenario, where CR users propose to operate over the same frequency band which is
dedicated to the licenses PU users. Figure 3.1 illustrates a spectrum sharing scenario
of considering PU receivers and the scenario of not considering PU communications
when broadcasting in ad hoc CR networks. Figure 3.1(a) demonstrates that with
the consideration of PU receivers, when a PU receiver is within the transmission
range of a CR, simultaneous transmissions become possible by selecting the proper
frequency band ensuring non-interference to the PU receivers for the CR broadcast-
ing. However, without considering protection to PU communications, concurrent
transmissions are not feasible when a PU receiver is within the interference range of
a CR transmitter as shown in Figure 3.1(b). In this chapter, we define the concur-
rent transmission region as the transmission circle of CR user within which the CR
broadcasting can be carried out without interfering PU receivers.

The main contributions of this chapter are: 1) The broadcasting channel selection
and its impact on PU receivers is mathematically modelled for the first time. 2) The
trade-off between CR successful broadcasting as well as average CR collision risk
with PU receivers is investigated for the first time which takes into consideration the
PU protected zone and the impact of PU activity on the broadcasting process. 3)

Two optimal broadcasting protocols based on the modelled trade-off are proposed for
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CR ad hoc networks. 4) The Network Simulator NS-2 is developed to include the PU
activity model. To the best of our knowledge, this is the first work that investigates
the optimal design of broadcasting protocol under a PU-receiver protection scenario
for CR ad hoc networks.

The rest of this chapter is organized as follows. We discuss the network model
and assumptions in Section 3.1. We review the broadcast design for CR networks
in Section 3.2. We give detailed description of the proposed broadcast protocol for
CR ad hoc networks in Section 3.3. Performance evaluation is conducted in Section

3.4. Finally, Section 3.5 summarizes the chapter.

3.1 Network Model

The probable harmful interference that may affect the PU receivers within the trans-
mission range of the CR devices is considered in this work. Thus, as shown in Figure
3.2, PU receivers might be affected by neighbouring CR users’ transmissions and this
can seriously undermine the performance of PU communication. In this work, we
consider a spectrum sharing scenario in which a CR ad hoc network co-exist with a
licensed network. We consider a CR ad hoc network with no centralized coordinator.
In this type of network setting, we assume that the network environment tasks like
spectrum sensing, neighbour discovery, channel selection decision, etc., are accom-
plished by the CR nodes individually. N CR users and M PU transmitters co-exist
in an L z L area, where CR nodes opportunistically access K licensed channels. The
transmission range of a CR; on the k" channel is represented by a circle with a ra-
dius of R(CRY). Any CR node within the transmission range of the source CR node
is considered as a neighbouring node of the corresponding CR. A CR receiver within
the transmission range of a CR transmitter is considered as a neighbour only when
the signal-to-noise ratio (SN R) at the CR receiver is considered to be convenient for
reliable communications. Furthermore, the CR node is able to detect any PU who is
currently active on the spectrum and within the sensing range of the corresponding
CR. Since different CRs have different local sensing ranges, which include different
PUs, their acquired available channels may be different.

In addition, in this chapter, the PU channel activity is modelled as an ON/OFF
process, where the length of the ON period is the length of a PU occupying a channel
and the length of the OFF period is the length of a channel free from PU activity.
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Figure 3.2: PU receiver protection in CR ad hoc networks.

We assume that PU can randomly select any channel from the spectrum band for
its communications. Furthermore, in this work, the PU transmitters and receivers
are geographically fixed.

If a PU is currently active within the transmitting range of a corresponding
CR, then the CR user is able to detect its presence. Different CR users sense
different PU signals at different locations, hence their acquired available channels
may be different [23][87]. In addition, as the channel availability of each CR is
obtained based on the sensing measurements within its sensing range, a CR user
is not allowed to communicate with CR users outside its sensing range because it
may mistakenly use an active channel and cause an interference toward on-going PU-
communications. Our work focuses on CR ad hoc networks without specific network
topology assumptions, where each user is equipped with a single transceiver and has
limited knowledge of the network environment. Furthermore, we consider practical
scenarios in our design where no global network topology is known and no common
control channel is assumed to exist. The main notations used in the chapter are

summarized in Table 3.1 for easy reference.
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Table 3.1: Symbols used for describing the proposed protocols

Symbols Descriptions
N Set of CR nodes
M Set of PU nodes
K Set of licensed channels
N; Set of single-hop neighbours of C'R;
T, Spectrum sensing time for CR users
T: Transmission time for CR users
D dte The available channel set
Z(PU) The PU protected zone
R(CR) Transmission range of CR user
v The Euclidean distance

3.1.1 Spectrum Sensing

Spectrum sensing aim to identify the available spectrum and prevent any harmful
interference to the primary users. We assume the cognitive radio nodes undertake
spectrum sensing periodically in order to detect any PU activity and ensure up-to-
date information regarding the spectrum occupancy. Furthermore, we assume all
CR users are synchronized to the same sensing cycles. During the sensing duration,
all CR users must be silent and no transmission is allowed. Consequently, the time
needed to disseminate a message in the network will be affected when the CR users
are unable to transmit owing to the enforcement of the silent zone. The spectrum
sensing and the transmission times for any CR user are T and 7; respectively.
Where T; is the effective duration of time for which transmission is allowed for any
CR node on any choice of free spectrum, while Ty is the duration of time that all
CR nodes must be silent for the purpose of sensing. T + T} gives the frame time for

each user when considered together.

3.1.2 Neighbour Discovery

In order to successfully deliver the broadcast messages to all the CR nodes in each
neighbourhood, CRs must discover the network topology and the common idle chan-
nels that can be used to communicate among neighbours, these tasks typically ac-
complished during the neighbour discovery. In the absence of a common control
channel, discovering neighbours in CR ad hoc networks is undoubtedly a challeng-
ing task, we propose a neighbour discovery mechanism to address this issue. Initially,

we assume that individual nodes are tuned to different channels and have no prior
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knowledge of their neighbours and the network topology. Furthermore, each CR
node maintains the local idle channel list based on the information received from
the spectrum sensing. At the beginning of constructing the network, every CR node
has to broadcast its information (node’s id and its available channels) on all the
locally available channels, one-by-one. As a result, all single hop neighbours that
are tuned to any idle channel could receive a copy of this message. Each CR node
receives this beacon message and records the transmitter’s CR node information in
its single-hop neighbours list N;. After forming and configuring the network, the
CR nodes do not have to beacon messages unless there is a change in their channel

availability.

3.2 Reviewing Broadcast Design in CR ad hoc
Networks

In order to investigate the broadcast design in CR ad hoc networks without a com-
mon control channel, two straightforward schemes of broadcasting in CR ad hoc
networks, random broadcasting strategy and full broadcasting strategy are explored.
Understanding their mechanism and identifying their limitations will serve as an
important first step toward proposing a new broadcasting protocol for CR ad hoc
networks. It has been noticed that both broadcasting strategies have some draw-
backs which make them infeasible to be used in multi-hop CR ad hoc networks. In
the rest of this chapter, the term sender is used to indicate a CR source node that
broadcasts messages. In addition, the term receiver is used to indicate a CR who
has just received the broadcast packet and will rebroadcast it to its neighbouring

CR nodes.

3.2.1 Random Broadcasting Strategy

The first broadcasting scheme we investigate is called the random broadcasting
strategy. Due to the absence of other CR nodes’ channel availability information
before issuing the broadcast process, a CR sender takes a straightforward action by
randomly selecting a channel from the set of available channels as the broadcast-
ing channel. Correspondingly, because CR receivers are unaware of senders channel

availability information, it is difficult to constantly stay on a single channel through-
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out the broadcast process. This channel may not be available for the receiver, which
can lead to failures in the broadcast procedure. Therefore, the only reasonable action
for the CR receiver is to randomly pick up an available channel for message reception
in each time slot. If by somehow the receiver selects the same channel as the sender,
the broadcast messages can be successfully delivered. Under blind information CR
ad hoc networks, this broadcast strategy can be easily implemented. Nevertheless,
this scheme cannot promise protection to PU communications or channel rendezvous
(i.e., the receiver and the sender tune onto the same channel at the same time and
set up a communication link). In other words, the sender tries its best to deliver
the broadcast message to its neighbouring CR nodes in each time slot. When the
number of available channels is large, the probability of matching channel selection
between the sender and receiver is low, thus the probability of successful broadcast
using the random broadcasting strategy is fairly low. In Figure 3.3, we show the
simulation results of the random broadcasting strategy using different numbers of
available channels and PU activity. We define the packet delivery ratio as the prob-
ability that all CR nodes in the network receive the broadcast message successfully.
It is clear from Figure 3.3 that when the number of channels is large, the random
broadcasting strategy leads to a very low successful delivery rate. In addition, we
define the interference risk for PU as the total number of times CR messages collide
with PU messages. It is shown in Figure 3.4 that the random broadcasting scheme
causes harmful interference to PU communications specially when the PU activity
on the channels is high, which is not well suited to be used in multi-hop CR ad hoc

networks when the number of available channels is large.

3.2.2 Full Broadcasting Strategy

The second broadcasting scheme we investigate is called the full broadcasting strat-
egy under which each CR node broadcasts to all the available channels in the spec-
trum. Different from the random broadcasting strategy where the channel is ran-
domly selected by a CR in each time slot, in the full broadcasting strategy, a CR
sender transmits to all the available channels by broadcasting the message sequen-
tially to all its available set of channels. Indistinguishably, a CR receiver listens
sequentially to its available channels. Furthermore, we use two different channel

hopping schemes for the full broadcast strategy: i) the random channel hopping se-
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quence in which each CR node randomly visits all the available channels (denoted as
Full Broadcasting I); and ii) the sequential channel hopping sequence in which each
CR node sequentially visits all the available channels (denoted as Full Broadcasting
II).

In Figure 3.3, we show the simulation results of the full broadcasting strategy
using different channel hopping schemes under different numbers of available chan-
nels. Similar to the random broadcasting strategy, the full broadcasting strategy
also suffers a low packet delivery ratio when the number of channels is large for both
channel hopping sequence schemes. This is because these channel hopping schemes
in the full broadcasting strategy can not guarantee reliable channel rendezvous.
In addition, compared to the Full broadcasting I strategy, the Full broadcasting II
strategy leads to a significant low packet delivery ratio when the number of available
channels is large. On the other hand, it is shown in Figure 3.4 that the full broad-
casting strategies lead to very high interference collision rate when the channels are
under high PU activities. Furthermore, the Full broadcasting II strategy leads to an
extremely high collision rate when the probability of finding an idle channel is low,
compared to the Full broadcasting I strategy. Hence, it is not suitable for broadcast

in CR ad hoc networks where successful broadcast messages is often required.

3.2.3 Observations

It is clear from the aforementioned discussion that these straightforward broadcast-
ing strategies cannot be used in multi-hop CR ad hoc networks due to the discussed
limitations. We obtain two important insights for designing an efficient broadcast-
ing protocol for CR ad hoc networks based on the outcomes of investigating these
broadcasting strategies. Firstly, it is obvious that the three strategies (random
broadcasting, full broadcasting I and full broadcasting II) cannot achieve high de-
livery rates when the number of available channels is large. This is because these
strategies cannot assure channel rendezvous as shown in Figure 3.3. Therefore, the
channel availability information of other CR nodes is required for channel hopping
sequences in order to guarantee channel rendezvous which results in very successful
delivery rates. Secondly, all these broadcasting strategies are quite costly when the
number of channels is large in terms of the negative interference collision risk on the

PU communications generally and on PU receivers specifically, which is not advan-
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Figure 3.3: Packet delivery ratio of the random and full broadcast strategies using
different numbers of channels.

tageous for efficient broadcast. This is because CR nodes need to broadcast blindly
on all the available channels in the spectrum. In the case of using only a subset
from the available channels for broadcasting, the successful delivery rate may de-
creased considerably. Furthermore, as fewer channels are used for broadcasting, the
harmful interference with PU communications may reduced accordingly. Moreover,
if CR nodes select the tuning channels randomly, there are very less chances that the
neighbouring CR transmitters also use the same channel for broadcasting. Thus,
an intelligent channel selection scheme is essential for broadcasting protocol that
reduces the interference to PU receivers and maximizes the message dissemination
reachability.

Considering the aforementioned observations, hereafter we list the key character-

istics required for a robust control channel selection scheme in CR ad hoc networks:

1) Primary Users restrictions: The broadcasting scheme should guarantee that

CR users transmissions do not cause negative interference to PUs.
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2)

CR neighbour connectivity: A good channel selection protocol should increase
the probability of successful message delivery to single-hop CR neighbouring

nodes.

Distributed decision: In decentralized CR ad hoc networks, CR nodes have
to make decisions autonomously. Hence, channel selection decision should
be made based on locally inferred information and without the help of any

centralized authority.

CR sender and receiver rendezvous: The broadcasting scheme must ensure
that both transmitter and receiver tune with high probability on the same

channel.
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3.3 The Proposed Broadcast Protocol

In this section, we introduce our intelligent distributed broadcasting protocol for effi-
cient broadcast in ad hoc CR networks. The straightforward broadcasting strategies
are not adequate for CR ad hoc networks, as mentioned in Section 3.2. Accord-
ingly, based on the realizations that we obtained from these broadcasting schemes,
a broadcasting protocol should be able to intelligently select the broadcast channel
according to the current network characteristics which guarantees successful broad-
cast operation without causing interference to the PU communications. In addition,
it should support a channel hopping scheme for both the CR sender and the CR
receiver in order to guarantee channel rendezvous.

We propose an intelligent and distributed protocol for efficient broadcasting in
ad hoc cognitive radio networks. The problem is formulated by investigating the
trade-off between maximizing successful CR broadcast and maximizing PU receiver
protection. The proposed protocol picks the broadcast channel carefully and adapts
itself according to the current network characteristics in order to guarantee successful
broadcast operation without interfering with the PU communications. To guarantee
the protection of PU receivers, it is also important to ensure that a CR transmission
signal does not affect the PU transmissions area. Indeed, selecting a channel that
overlaps with PU receivers may undermine the performance of PU nodes. The
key for achieving an efficient broadcast that enables the coexistence of both PU
and CR transmissions within a specified vicinity is to apply strict control over the
channel selection. With the proposed protocol, every CR node individually classifies
the available channels based on local observations of the primary activities over the
primary channels and the channels connectivity. This classification is then refined by
deciding which channel will be used for broadcasting as it has the minimum overlap
with the PU protected zones. In addition, a CR node with no data to transmit uses
the same criteria to select the tuning channel that offers best connectivity for data
reception. Moreover, it is likely that CR users in the transmitter’s vicinity share the
same channel availability, hence, adopting the same classification by all CR nodes
in the network allows the nodes within a close geographic area to choose with high
probability the same channel. Once a CR receives a packet, it undergoes the same
procedure again to convey the data to its CR neighbours. The proposed protocol

ensures perfect protection for the PU communication and guarantees a high packet
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broadcast ratio.

We next describe the detailed operation of the proposed protocol and different
metrics that influence the choice of broadcasting and channel selection. The CR-
specific metrics considered during channel selection are (i) propagation characteris-
tics of the wireless spectrum, (ii) primary users protected zone, (iii) average degree

of overlap, (iv) probability of spectrum availability and (v) CR users’ connectivity.

3.3.1 Propagation Characteristics of Wireless Spectrum

Since not all wireless spectra have the same propagation characteristics, frequency
has a significant effect on radio communication. At the low-band spectrum, ra-
dio waves tend to have better propagation and penetration characteristics than the
high-band spectrum. Using the same level of transmission power, a lower frequency
signal goes further than higher frequency. Thus, the lower frequencies of the ra-
dio spectrum are often considered quite valuable. Comparatively speaking, lower
frequency spectrum requires fewer transmitters to cover an equivalent area than a
higher frequency. The spectrum propagation characteristics of low frequencies help
in enhancing the end-to-end latency and improving the per-hop coverage distance.
Hence, allowing the network to be covered by fewer intermediate transmitters. In
addition, lower bands can result in lower energy consumption compared to higher
bands. This is a particularly useful advantage for CR users of battery-powered
devices such as laptops, sensors, smart-phones, etc.

The CR node’s transmission coverage depends on the propagation characteristics
of the selected channel. As radio signals propagate out from the i CR node’s
antenna, its intensity decreases with distance, d. Assuming the simple path loss
propagation model, we obtain the maximum propagation distance R(CRF) of the
CR node at which the received power is above the system-dependant threshold,

given as:

R(CRY) =

power

94 L1
CRE, °
‘power c 7 (3 1)
CR‘; 47Tfk

where f is the frequency of the & channel, CR!? . is the CR user transmission

)

Power

power, C'R is the CR receiver threshold, ¢ is the speed of light and « is an at-

tenuation factor. The CR node’s transmission coverage is proportional to the square
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of the operational frequency, therefore a lower frequency will have a better propa-
gation distance. CR networks should prefer spectrum band with better propagation

characteristics when considering coverage, power consumption or latency.

3.3.2 Primary Users Protected Zone

Based on the concept of coverage range, the performance of a PU receiver can be
modelled as a function of its distance from the PU transmitter. Therefore, the
coverage area of the PU transmitter must be protected from any CR transmissions
to prevent any interference from the unlicensed users affecting the licensed users.
The coverage range of a Primary User Base Station (PUBS) transmitter can be
defined in many ways. For instance, once a target signal-to-noise ratio (SNR) is
fixed, the maximum distance from the PU transmitter which guarantees that a PU
receiver is able to decode the signal and achieve the targeted SNR is known as

the coverage area. Assuming flat Rayleigh fading for the PUs and the maximum

transmission power of the PUBS transmitter is fixed and equal to PU};,,, the SNR
at distance d from the PU transmitter is given by,
PUZ o
SNR(d) = % d=" |hf?, (3.2)
0

where Ny is the noise power, [ is the path loss exponent, ¢ is the attenuation
factor considered as constant due to shadowing effects and A is the channel fading
gain distributed as a complex Gaussian random variable with zero mean and unit
variance. The PU’s protected zone (the radius of the protected contour) of a primary
user j using channel £ is defined as the distance at which the average SNR at the

PU receiver is equal to a given value . Therefore,
PR o\ %
Z(PU*) = (L)ﬁ (3.3)

The CR broadcast protocol must provide protection to the PU receivers by re-

ducing the possibility of interference within the PU protected area.

3.3.3 Average Overlapping Degree

The potential interference to the existing PU receivers can be mapped as the size

of the intersection region between the coverage areas of a PU and the CR transmit-
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Figure 3.5: General overlap case between PU transmitter and a CR node.

ters. Reducing this vulnerable region will minimize interference to primary radio
communications. Figure 3.5 shows two nodes PU; and C'R; represented by two cir-
cles of radii equal to the PU; and the C'R; transmission ranges Z(PU;) and R(CR;),
respectively. We start by calculating the expected area of intersection between the
two nodes. Practically, the CR user can use the radio resources if no PU receivers
exist within its transmission area.

Let ¥ be the Euclidean distance between C'R; and PU;.

\I}Z}j = \/("L‘CT - :L‘pu)z + (ycr - ypu)2- (34)

CR; and PU; completely overlap if ¥ = 0, and there is no overlapping if
U > R(CR;) + Z(PU;). To obtain the average intersection area between C'R; and

PU;, assume that the two circles intersect in some area I(CR;, PU;). Then the in-
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tersection area I(C'R;, PU;) can be obtained based on geometrical calculations [36],

I(CR;, PU;) = R(CR¥)? cos™ R(CRY)? — Z(PU¥)? + 02

20 R(CRF)
ma 1 | Z(PU})? = R(CR)* + W2
+ Z(PU;')" cos S0 Z(P0T)
- %\/W(W — 2R(CRF))(W — Z(PUF))(W — 21), (3.5)

R(CRY) is obtained from equation (3.1), Z(PUJ) is the radius of the protected
contour of the primary user transmitting on the k' channel obtained from equation
(3.3), ¥ is the distance between the CR and PU nodes as shown in Figure 2 and
W = (V+R(CR})+Z(PUy)). If both PU and CR users have the same transmission

range (R), the average intersection area can be simplified to,

o 1
I(CR;, PU;) = 2R*cos™* {ﬁ} — 5\1/\/432 — 2 (3.6)

Using these results, the average overlapping degree (AOD) can be calculated as:

I(CRy, PUY)

ko _

(3.7)

In a scenario where multiple PU transmitters occupy the k' channel, the CR
user’s transmission might affect a set of PU protected zones according to their
positions in the plane. In order to exploit the spectrum efficiently and guarantee
the performance of the PU communication, we need to calculate the total average

overlapping degree of the channel before using it.
N
AOD!; =) AOD;; . (3.8)
j=1

The overlapping region represents the area where PU receivers may be presented.
In order to protect these PU receivers, each CR node must choose the channel that
has the minimum overlap with the PU’s protected zone for its transmission. The
average overlapping degree is a valuable input metric which must be considered

when developing a protocol for cognitive radio networks.

40



3.3 The Proposed Broadcast Protocol

3.3.4 Probability of Spectrum Availability

The performance of CR networks is closely related to the activities of the primary
users over licensed channels. Therefore, the estimation of these activities plays an
essential role in the performance of any cognitive radio protocol. The PU activity
model has been used very widely in the literature [36], [100], [101], [102], [103], [104],
[105]. The primary user traffic can be modelled as an alternating renewal process
consisting of ON (busy) and OFF (idle) periods. In this model, both ON and
OFF periods of the primary users are assumed to be independent and identically
distributed (i.i.d.), where the alternating renewal process is modelled as a two state
birth-death process with death rate \,s¢ and birth rate A, [65], [103], [104]..

Let ﬁ and ﬁ be the average ON and OFF times of the k' channel. The

probability of the k' channel being busy is given by:

A
Pk — of f )
busy )\on + )\off ) (3 9)

where 1 < k£ < K (the total number of channels). Therefore, the probability
of utilizing the k' channel (i.e., the channel being idle) without causing harmful

interference to the primary users is:

)\O’I’L

]Di]zllezl_Pbkus -3 .\
v )\on+)\off

(3.10)
Let ® represent the set of channels that meet the user requirements, i.e. channels
that have a probability of availability equal to or greater than the threshold proba-
bility Py,. From equation (3.10), for each CR node the set of channels ® is chosen
such that:

®F. > Py Vked:1<k<K. (3.11)

3.3.5 CR User Connectivity

Successful packet delivery in CR networks depends on a good channel selection algo-
rithm. In fact, selecting a channel that connects a larger number of CR neighbours
as a broadcast channel will result in a high level of network connectivity and con-
sequently increase the packet delivery of the broadcast packets [106], [100]. The
CR connectivity (CRC') reflects the ratio of CR neighbours having the same chan-

nel used by the transmitter in their unoccupied channel list. For a particular CR
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user ¢ broadcasting on channel k, the CR users’ connectivity of the &% channel is

calculated as follows:

CRCF = £, (3.12)

o)

where ¢ is the total number of neighbours who share the same channel &k in their
free channel list @, and (2 is the total number of single-hop neighbours of CR user .

As connecting most of the CR users is important, each CR node must choose
the channel that has maximum connectivity with its single-hop CR neighbours for
its transmission. The CR users’ connectivity is an important input metric when
developing a broadcast protocol for cognitive radio networks.

In order to calculate the CR user connectivity, each CR user needs to acquire
information regarding neighbouring nodes and their channel availability. This in-
formation can be obtained through the neighbour discovery mechanism as in [106].
In addition, our proposed protocol can jointly work with any neighbour discovery

mechanism.

3.3.6 Broadcast Channel Selection Optimization

The CR node autonomously identifies the best channel locally available for broad-
casting based on combining the above described metrics for the preferred objective.
In order to better investigate the trade-off between maximizing the successful broad-
cast ratio as well as maximizing the protection to PU communications. We formu-
late two optimization functions, maximize PU protection (MPUP) and maximize
CR connectivity (MCRC). They achieve two different broadcast goals, along with

the constraints as given below:

To find: Channel k € K, (3.13)

MPUP : To Minimize: = AODY; R(CRY), (3.14)

(or)
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MCRC : To Maximize: = CRC} R(CR}), (3.15)
Subject to:

Plye > Pu, (3.16)

Eo 1
CRC; > —, (3.17)

Q

k

AOD;; <&. (3.18)

1)

MPUP broadcast: The major objective of this function is the protection of
the primary users, particularly the undetected PU receivers. The interference
between the i CR transmitter and the primary receivers in the j* PU pro-
tected zone is mapped as a function of average overlap, AODﬁj. Since the
primary users communication protection is considered more important than
CR connectivity in this type of broadcast, our optimization function tries to
minimize the product term of the CR propagation distance, R(C'R;), and the
average overlap between cognitive-primary transmission coverages. Minimiz-
ing the value of the metric AODﬁ ;» will result in improving the PU receivers’
protection. Moreover, smaller distances for CR propagation cause a smaller
probability of interference to PU users. The optimization function chooses
the best channel £ which has the minimum overlap with the PU protected

zone. Algorithm 3.1 represents the details of our proposed distributed channel

selection for this objective.

MCRC' broadcast: For this broadcast class, the priority is to increase the
packet delivery reliability by increasing the CR network connectivity. The
propagation distance for a given transmission power and the CR connectivity
are composed in one product term MCRC. Hence, MCRC is maximized to
enhance the transmission coverage of CR users so that the highest number
of CR nodes can receive the transmitted packets over the largest possible
transmission distance. The optimization function selects the most efficient

channel that maximizes the CR network connectivity. Algorithm 3.2 represents
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the details of our proposed distributed channel selection for this objective.

The choice of the channel must meet the user-specified constraints (equations

3.16, 3.17 and 3.18):

(i) The channel availability at each CR node must meet the user-assigned con-
straint in equation (3.16). In this work, we assume that ® is the set of channels

that probabilistically meets the constraint of channel availability, P,.

(ii) The ¢* in the CR users’ connectivity formula (CRCF) reflects the number
of CR neighbours who might be using the k" channel for communication. If
none of the neighbours share this channel with the sender (i.e., ¢* =0 ), then

broadcasting over this channel will result in a disconnected CR network.

iii) Finally, the average overlapping degree AO D must not exceed the maximum
(iif) v, g pping deg ;

threshold of interference, &, which is specified by the user in equation (3.18).

The pseudo-codes for selecting the broadcasting channels are shown in Algorithm

3.1 and 3.2.

3.3.7 Protocol Flow Chart

This section summarizes the procedure of the proposed broadcasting schemes. In
Figure 3.6, we illustrate the flow chart of the proposed broadcast protocol. As
shown in the flow chart, before the starting of the broadcast process, every CR
node first classifies its locally available set of channels and discovers its single-hop
neighbouring nodes using the neighbour discovery scheme proposed in [106]. If the
main goal of broadcasting is to protect primary receivers, each CR node calculates
the overlapping degree of all the available channels with the PU protected zones and
selects the broadcasting channel based on Algorithm 3.1. On the other hand, if the
priority is to maximize data dissemination, CR node uses the best channel that offers
best connectivity with its single-hop neighbouring nodes and broadcasts message
based on Algorithm 3.2. Every CR node uses either Algorithm 3.1 or Algorithm 3.2
according to the broadcast goal, whether it is the source or the receiver node. Since
all nodes in the close vicinity are more likely to share the same channel availability,
and as all nodes use the same metrics to select the broadcasting channel, there is

high probability to guarantee channel rendezvous.
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3.3 The Proposed Broadcast Protocol

Algorithm 3.1 Selecting the broadcast channel BC; for a CR node i, priority to
PU receivers protection

10:

11:

12:

INPUT: (I)idlea Ql, R(CR)“ AODl

OUTPUT: BC;

u <1

min < R(CR)'.AOD!

for u=1to K do

if R(CR)".AOD" < min then

min < R(CR)".AOD"

end if

end for

return BC;
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3.3 The Proposed Broadcast Protocol

Algorithm 3.2 Selecting the broadcast channel BC; for a CR node i, priority to
CR connectivity

10:

11:

12:

INPUT: (I)idlea Ql, R(CR)“ AODl

OUTPUT: BC;

u <1

maz < R(CR)'.CRC"

for u=1to K do

if R(CR)".CRC" > max then

maz < R(CR)*.CRC"

end if

end for

return BC;
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3.3 The Proposed Broadcast Protocol

Broadcast channel selection

Input:
-set of available channels
-list of single-hop neighbours

Compute PU protected zone area

PU-receiver protection
is
important

MPUP- Maximize protection to PU
communication
Select broadcast channel based on
Algorithm-1

MCRC- Maximize CR connectivity
Select broadcast channel based on
Algorithm-2

True Source node?

False
Packet received

Broadcast packet

) wait till packet received
Rebroadcast received packet !

Figure 3.6: Proposed broadcast protocol flow chart
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3.4 Performance Evaluat