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Excessive Internet Use by Young Europeans: Psychological Vulnerability and 

Digital Literacy?   

Abstract 

This paper combines clinical-psychological and digital literacy frameworks to 

shed new light on explanations for excessive Internet use (EIU). The combination 

of these opposing approaches leads to a more comprehensive explanation of 

intense use with negative outcomes. A survey with a random sample of 18,709 

Internet-using children between 11 and 16 years old was carried out in 25 

European countries. The study shows that there are interactional and indirect 

relationships between psychological and digital literacy variables and EIU. 

Psychologically vulnerable children with higher levels of digital engagement have 

the most negative outcomes while the least at risk are non-vulnerable children 

with high levels of literacy (interactional relationship). In reality, psychologically 

vulnerable children’s risk of negative outcomes is exacerbated by their tendency 

to spend more time online but countered by their lower literacy levels 

(contradicting direct and indirect relationships). Among those who are not 

vulnerable, digital literacy is weakly related to negative outcomes. The 

implications of these results for future research are that explanations for EIU 

should incorporate psychological and digital literacy indicators. Practical 

implications are that clinical psychologists working with EIU should consider 

digital literacy in developing interventions and that digital inclusion interventions 

should consider the potential negative impact of increased Internet use on 

vulnerable young people. This paper’s original contribution lies in showing that 

whether intense Internet use is related to negative outcomes depends on the 

psychological characteristics of the child. 

 

Excessive Internet Use by Young Europeans: Psychological Vulnerability 

and Digital Literacy?   

 

Introduction 

The use of information and communication technologies (ICTs) increased exponentially 

amongst young people over the last decades, in terms of the number of devices used to 
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access services and in terms of the actual time that children spend online. There is a 

duality in how this development is perceived. When discussed within a psychological 

and psychiatric framework, intense engagement is often associated with addiction and 

thus psychological problems. Most concern is directed at those children and young 

people who are seen to be at risk of excessive use (i.e. intense use that leads to negative 

outcomes) (Authors, 2009). However, within a digital literacy framework, broad ICT 

access, skills and high engagement levels are seen as an indicator of literacy, and thus as 

mostly positive. Research in this area shows that digital literacy is unequally distributed; 

socially vulnerable children are disadvantaged as regards their ability to take up the 

opportunities and avoid the risks available online (Paus-Hasebrink, Sinner & Prochazka, 

2014).   

The two approaches come with different languages to describe the phenomenon 

of intense Internet use. The clinical-psychological approach describes the drivers 

underlying excessive use as needs based and link it to psychological vulnerability (Cao 

& Su, 2007), while digital literacy frameworks have associated vulnerabilities based on 

socio-economic and demographic backgrounds with lower levels of digital skills and, 

subsequently, lower engagement with the Internet, preventing these young people from 

taking up the benefits of Internet use (Authors, 2013; Paus-Hasebrink et al., 2014; 

Sonck, Livingstone, Kuiper & de Haan, 2011).  

Thus, digital literacy theories generally consider intense use favorably because it 

indicates an increased uptake of services and learning opportunities (Authors, 2017), 

and the clinical-psychological framework is more negatively framed since it discusses 

intense use as an indicator of emotional or personal problems in a child’s life (Cheng & 

Peng, 2008). The aim of this paper is, therefore, to combine the clinical-psychological 

and digital literacy frameworks to shed new light on the complexity of the explanations 

for the negative outcomes of intense Internet use by children. In this discussion, it is 
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important to distinguish intense and excessive Internet use because intense use is not 

always excessive, but it can instead be an indicator of high levels of literacy that allow 

the child to take up the myriad of opportunities available online. This paper uses the 

term excessive use to refer to intense use of the Internet that leads to negative outcomes.  

This paper asks which combinations of socio-demographic, psychological, and 

digital literacy factors are most associated with excessive Internet use (EIU) amongst 

children. It hypothesizes that psychological deficits and digital literacy may have 

interactional, direct and indirect relationships with EIU that need to be included in 

analyses that aim to understand why some children experience negative outcomes from 

their intense engagement with the Internet and others are less likely to do so.  

A Psychological Framework for Excessive Use 

Under the clinical-psychological framework, the term excessive Internet use is often 

associated with pathologically intense Internet use and is, therefore, referred to as online 

addiction (Widyanto & Griffiths, 2007), pathological Internet use (Morahan-Martin & 

Schumacker, 2000), or Internet addiction disorder (Chou, Condron & Belland, 2005). 

Such intense engagement with the Internet is usually defined through indicators 

originally designed to measure other types of addictive behavior (Widyanto & Griffiths, 

2007). Most studies of excessive use take a traditional psychological approach (i.e. 

Juvonen & Gross, 2008) and relate it to social, mental, and physical impairments 

(Author, 2016).  

The six components of excessive Internet use were developed and labelled 

Internet addiction to determine pathological intensive Internet use by Widyanto and 

Griffiths (2007). Based on Brown’s (1993) concept of behavioral addictions, they 

argued that an Internet user is addicted if he or she experiences all the following 

aspects: salience, when the activity becomes the most important thing in an individual’s 

life; mood change, or euphoria, when subjective experiences of the individual are 
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significantly affected by the activity; tolerance, the process of requiring continually 

higher doses of the activity to achieve the original sensations; withdrawal symptoms, 

negative feelings which occur when unable to perform the activity or after termination 

of the activity; conflict, usually with the individual’s closest social surroundings 

(family), but also accompanied with a significant decrease in school (or work) results or 

dropping out; relapse and reinstatement, the tendency to return to the damaging activity 

even after periods of relative control. Several different scales and factors have been 

proposed to measure EIU by other authors (e.g. Ko,. Yen, Chen, Chen & Yen, 2005) but 

their basic premise is similar. While societal concern about addiction often lies with 

children, clinical-psychological research into this area often discusses these phenomena 

in older adolescents or adults (Festl, Scharkow & Quand, 2013), college student 

samples in particular (Authors, 2015). This paper focusses on children from 11 to 16. 

This is important because while policy makers’ and parental concern focuses on this age 

group there is little evidence on factors explaining negative outcomes of intense use that 

might inform policies or parental mediation for these young people (O’Neill et al., 

2013). 

Researchers critiqued the clinical psychological approach to describing 

outcomes of intense Internet use. Charlton and Danforth (2004) critique the broad brush 

approach often used in this area and argue that high engagement and addiction should 

be distinguished. The current practice in the field does not really allow for this, 

especially because, for many young people, high engagement with ICTs has become 

embedded in everyday life (Kardefelt-Winther, 2014b).   

Under this clinical-psychological paradigm the outcome of intense use is seen as 

negative and is explained mostly through psychological vulnerabilities or deficits and 

the psychological characteristics of individuals (Cheng & Peng, 2008). Cao and Su’s 

(2007) research related Internet addiction to higher scores in neuroticism, psychosis, 
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lying, emotional symptoms, and conduct problems. Ko, Yen, Yen, Lin and Yang (2007) 

have associated it with novelty or sensation seeking and with other offline behaviors, 

such as substance abuse, that are considered problematic (see also Yoo et al., 2004). On 

the other hand, Davis (2001) shows that individuals with lower self-efficacy can use the 

Internet to regain a positive evaluation of their own abilities. In research that focuses on 

young people, these psychological characteristics have in turn been related to socio-

demographic characteristics.  

Based on the existing longitudinal research (Buglass, Binder, Betts & 

Underwood, 2017; Ko et al., 2009), this paper assumes that psychological 

characteristics are formed before young people start using the Internet and that, 

therefore, the causal relationship should be thought of with psychological characteristics 

leading to certain ways of engaging with the Internet leading to negative outcomes (i.e. 

excessive use). However, the causal direction of the relationships between 

psychological vulnerability, digital literacy and the negative and positive outcomes of 

Internet use can only truly be tested through longitudinal panel research or randomized 

controlled trials. Future research should test whether there is a feedback loop with 

psychological vulnerability leading to a reliance on the Internet to compensate for these 

deficits, thus leading to intense use with negative outcomes which might subsequently 

lead to more psychological problems. Or whether intense use in itself leads to negative 

outcomes and psychological vulnerability amongst children who did not have these 

before. 

Digital Literacy Frameworks for Intense Use 

In contrast with psychological studies, in studies of digital literacy, higher intensities of 

use are seen as a positive indicator because they indicate digital embeddedness and 

confidence in engaging with the opportunities available online (Authors, 2017). Digital 

literacy has been defined as relating to skills and different levels of engagement with the 
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Internet and other ICTs (Authors, 2014; Van Dijk, 2005; Sonck et al., 2011). This 

framework explains intense use through the level of digital skills, the breadth of 

engagement (i.e. time spent online and number of activities undertaken), and the 

ubiquity of opportunities to connect (Van Deursen, 2010). 

Here discussions about vulnerability in relation to intense Internet use are 

framed differently; individuals who are disadvantaged in a socio-economic or socio-

cultural sense are generally less skilled and have fewer opportunities to connect to the 

Internet in a meaningful way, which in turn leads to lower levels of engagement 

(Authors, 2012). Thus, vulnerabilities relate to less intense Internet use under this 

framework while personal vulnerabilities relate to a higher likelihood of intense use 

under the psychological framework.  

The digital literacy framework explains different levels of engagement by 

linking things like educational background, gender, and ethnicity to differences in 

literacy levels. The link between socio-economic disadvantage and low engagement 

with ICTs is well established in the digital inclusion literature (Authors, 2012). The 

strongest predictors of high digital literacy are occupation, education, gender, and age 

(Authors, 2015; Witte & Mannon, 2010). The digital literacy framework assumes that 

socio-demographic and socio-cultural factors are directly related to higher skills and 

more frequent engagement and that they are, through these mediators, indirectly related 

to intense engagement with a range of activities that can be found on the Internet 

(Authors, 2012). However, research shows that while skilled teenagers take up more 

opportunities than lower skilled teenagers, they are also more likely to be exposed to 

risks online (Authors, 2007). Recent research argues that more skilled youngsters with 

supportive parents take these risks but avoid the harm that might come from them 

(Paus-Hasebrink et al., 2014).  
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Bringing the Two Frameworks Together 

The previous discussion suggests a link between the clinical-psychological and digital 

literacy frameworks. While they offer different emphases in their explanations, both 

approaches focus on intense Internet use. Further similarities are that socio-

demographic factors are part of both the clinical-psychological and the digital literacy 

approaches to intense use; under the first they are associated with particular 

psychological characteristics of the individual, and under the second they are related to 

the digital literacy levels of the individual. The clinical-psychological framework 

largely ignores how psychological characteristics interact with digital literacy and 

instead makes a direct link between psychological characteristics and intense and 

excessive use. While there is literature that looks at the link between literacy and risks 

(Blinka et al., 2015) and literacy and addiction (Leung & Lee, 2012), this does not 

incorporate the psychological variables. The digital literacy framework, on the other 

hand, rarely incorporates clinical-psychological characteristics as an explanation of 

intense use and mostly ignores the fact that intense use could have negative implications 

for some children.  

In Figure 1 models an integration of the two frameworks: socio-demographic 

characteristics are included as part of both the clinical-psychological and digital literacy 

approaches to intense Internet use. The factors commonly associated with intense use 

across these studies (i.e. gender, age, and education) are used to operationalize socio-

demographic characteristics. In the model, self-efficacy, emotional problems, and 

sensation seeking were included because they are most consistently associated with 

excessive use in the clinical-psychological approach. The operationalization of the link 

between socio-demographic and digital literacy characteristics is derived from research 

on digital inclusion, where the most common definitions of high engagement 

encompass skills and breadth of use. As indicated earlier, age, gender, and education are 
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most commonly (and directly) associated with higher levels of digital literacy under this 

framework.  

[Figure 1] 

Digital literacy research has argued that children with higher literacy levels 

should be able to take up the opportunities but avoid the negative outcomes that might 

result from the risks encountered during intense Internet use (Sonck et al., 2011), while 

the clinical psychological literature has argued that children with emotional problems 

are more at risk of negative outcomes of Internet use (i.e. excessive use).  

Combining these two assumptions, Hypothesis 1 is that digital literacy and 

psychological problems interact so that children with high literacy levels and less 

psychological problems are least at risk of negative outcomes from intense Internet use, 

that is, excessive Internet use.  

In addition, the literature suggests that disadvantaged children are more likely to 

have psychological problems but also that they have lower digital literacy levels in 

contrast to the addiction literature which argues that (psychologically) vulnerable 

children engage more intensely. It is unclear whether children who are psychologically 

vulnerable have higher or lower digital literacy levels under the broader definition of 

digital literacy applied in the literature on digital inclusion. We expect that in practice 

digital literacy has complex interaction effects in relation to offline vulnerability. 

Hypothesis 2 is, therefore, tentatively that in reality children with psychological 

problems are more digitally engaged (to escape their real life problems) and that this 

exacerbates the effect of psychological vulnerability on negative outcomes of EIU. 
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Materials and Methods 

Sample 

The data of the EU Kids Online II study were used to test the hypotheses. This survey 

randomly sampled 1,000 Internet-using children in 25 European countries. This study 

was conducted in April/October 2010 across these countries and included 25,142 

children (50% girls) between 9 and 16 years old. Data were collected through face-to-

face, in-home surveys of participants, after initial pilot tests to ensure understanding. In 

each household, a child and one of his/her parents were asked about the child´s online 

experiences. Following ESOMAR guidelines, informed consent from both parents and 

children was required for participation, and participants were assured of both 

confidentiality as well as anonymity. Only the data from the 11- to 16-year olds (N = 

18,709) are analyzed in this paper, since younger children completed a shorter 

questionnaire that did not include questions about excessive Internet use.  

Measures 

Socio-demographic Characteristics 

Gender (50% boys/50% girls) and Age (M = 13.54, SD = 1.68): indicated by the child’s 

parent.  

Education. The ISCED classification of four educational categories (derived from 

parents’ level of education) was used to create a 3 point scale: 1 ‘primary or less’ 

(15%), 2 ‘lower secondary or upper and post-secondary’ (62.5%), and 3 ’tertiary 

education’ (22.5%). 

Psychological Characteristics 

All of the psychological characteristic items were answered using the following answer 

scale: 1 ‘not true’, 2 ‘a bit true’, and 3 ‘very true’. Scale scores were computed by 
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averaging the items. To make sure that the operationalization of the different concepts 

and the answer scales were valid and reliable, and subject to the least possible social-

desirability bias, all of the items in the questionnaire were pilot tested through cognitive 

interviews with a representative subset of European children (see EUKidsOnline.net). 

Researchers from the EU and Global Kids Online networks have used these variables as 

scale variables and they have subsequently been used and tested in peer reviewed 

published research in this form by others (e.g. Blinka et al., 2015; Kardefelt-Winther, 

2014b). 

Sensation seeking (M=0.68; SD=1.03; α = .79). To assess the extent of sensation 

seeking, the items suggested by Stephenson et al. (2003) were adopted. Participants 

were asked: “How true is this of you?” with two items: ‘I do dangerous things for fun’ 

and ’I do exciting things, even if they are dangerous’.  

Emotional problems (M=1.44; SD=.38; α= .69). Six items were used to capture 

participants’ emotional problems. The items were adapted from the Strength and 

Difficulties Questionnaire (SDQ) (Goodman, 1999). Respondents were asked “How 

true is this of you?” with response alternatives (a) ‘having a lot of headaches, stomach-

aches or sickness’; (b) ‘being very angry and often losing their temper’; (c) ‘often 

feeling unhappy, sad or tearful’; (d) ‘being nervous in new situations and easily losing 

confidence’; (e) ‘being easily distracted and finding it difficult to concentrate’ and (f) 

‘having many fears, being easily scared’.   

Self-efficacy (M=1.79; SD=.47; α=.65). The self-efficacy scale was adapted by taking 

the following four highest loading items from the Schwarzer and Jerusalem (1995) 

scale: a) ‘It’s easy for me to stick to my aims and achieve my goals’; b) ‘I am confident 

that I can deal with unexpected problems’; c) ‘f I am in trouble I can usually think of 

something to do’; and d) ‘I can generally work out how to handle new situations’.   
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Digital Literacy and Engagement 

Skills. Internet skills were measured by summing the things that the child indicated 

being able to do on the Internet out of the following eight (M = 4.16, SD = 2.67): a) 

‘Compare different websites to decide if information is true’; b) ‘Change filter 

preferences’; c) ‘Bookmark a website (add to Favourites)’; d) ‘Block unwanted adverts 

or junk mail/spam’; e) ‘Delete the record of which sites which you visited’; f) ‘Change 

privacy settings on a social networking profile’; g) ‘Block messages from someone who 

you don’t want to hear from’; and h) ‘Find information on how to use the Internet 

safely’.  

Internet self-confidence. Confidence was measured by asking children whether they 

thought that the statement ‘I know lots of things about using the Internet’ was 1 ‘not 

true’, 2 ‘a bit true’, or 3 ‘very true’ (M = 2.27, SD = .66). This was the only item 

capturing the more qualitative element of skills related to confidence. 

Time online. Time online operationalizes high levels of engagement, used in digital 

literacy studies, and measures intense use as is common in the Internet addiction 

literature. This purposefully separates intensity of use from negative outcomes of use. 

This was measured through two questions “About how long do you spend using the 

Internet in a normal non-school day/in a normal school day?” The answer categories for 

both questions were categorical, ranging from 1 ’just a few minutes’ to 10 ‘more than 

four hours’.  The score for average school-day use was multiplied by 5 and added to the 

score for average non-school-day use, which was multiplied by 2. The resulting scores 

(ranging between 0 and 76) were recategorized into a scale from 1 ‘none at all’, 2 ‘less 

than 3.5 hrs a week’ to 6 ‘more than 21 hrs a week’ (M = 3.87, SD = 1.15).  

Breadth of engagement. This was measured by calculating the number of activities that 

young people undertook online out of 17 activities they had undertaken in the past 
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month (M = 7.02, SD = 3.02) (Hasebrink, 2012). Sample activities included ‘watched 

video clips’, ‘downloaded a movie’, or ‘used a webcam.’ 

Excessive Internet Use (EIU) 

The five questions used in the present study were derived from the 10-item version of 

Widyanto and Griffiths’ (2007) 6 factor scale measuring symptoms of problematic 

Internet use (Authors, 2009; Authors, 2011). One question capturing mood changes 

addressed two factors: euphoria and withdrawal symptoms. Participants answered how 

often, in the previous 12 months, they had gone without eating or sleeping because of 

the Internet (salience); how often they felt bothered when they could not be online 

(euphoria and withdrawal symptoms); how often they caught themselves surfing when 

they had not really been interested (tolerance); whether they dedicated less time to their 

family, friends, or schoolwork because of the time spent on the Internet (conflict); and 

whether they tried to spend less time on the Internet without success (relapse and 

reinstatement). Four-point response scales were offered: 1 ‘never/almost never’, 2 ‘not 

very often’, 3 ‘fairly often’, and 4 ‘very often’. Scale scores consisted of the average 

score out of five items; a higher score indicated more problematic Internet use (M=1.66; 

SD=1.61; α= .78). 

Analytical Approach 

A two-fold analysis of Internet use tested the interaction effects and indirect 

relationships between psychological characteristics and digital literacy and EIU.  First, a 

linear regression of EIU was conducted whereby the relevance of socio-demographic 

explanations (part of both the psychological and digital inclusion frameworks), clinical-

psychological approaches, and digital literacy frameworks were tested. The linear 

regressions allow for testing of interactions between the psychological and digital 

literacy indicators in relation to EIU (H1). This was done to understand whether, for 
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example, digital literacy has different implications for those who are psychologically 

vulnerable than for those who are psychologically stronger. The linear regressions 

tested for interaction relationships with skills only because these are considered the key 

element within digital literacy theory and are what most digital inclusion interventions 

focus on. Skills allow individuals to avoid negative outcomes while simultaneously 

being able to take up the opportunities afforded by intense use. 

The second part of the analysis consisted of a path analysis which examined the 

direct and indirect relationships between psychological and digital inclusion indicators 

and EIUi. This looked into whether in reality digital literacy is unequally distributed 

amongst the psychologically vulnerable and non-vulnerable (H2). This analysis allows 

for an understanding of where interventions might be best placed, since the path 

analysis tests how digital literacy is distributed in reality and whether it exacerbates or 

weakens negative outcomes of Internet use, presuming the causal sequence based on the 

literature and related empirical research (see Figure 1). 

Results 

Independent and Interaction Effects 

The linear regression of EIU showed significant contributions of socio-demographic, 

psychological characteristics and digital literacy characteristics. The interaction terms 

between psychological characteristics and digital literacy were also significant (see 

Table 1).  

 [Table 1] 

Amongst the socio-demographic variables, education was the only significant 

predictor; children from lower educated households were more at risk of excessive 

Internet use. All psychological characteristics and digital literacy characteristics, with 

the exception of the number of platforms the child uses, were significantly related to 
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EIU. Standardized effect sizes were largest for digital skills (negatively related to EIU), 

time spent online, the interactions between emotional problems and Internet skills, and 

between self-efficacy and Internet skills.  

Figure 2 shows the predicted values of EIU for children with different skill 

levels by the level of emotional problems and self-efficacy; the two interactions were 

significant in the linear regression. Since the interaction between sensation-seeking and 

skills was not significant, this is not depicted graphically. 

Those most at risk of negative outcomes are those with high levels of emotional 

problems or low self-esteem and high skill sets. Those least at risk of negative outcomes 

are those with low levels of emotional problems and a high skill set, and those with a 

high skill set and high self-efficacy.   

[Figure 2] 

Direct and Indirect Effects 

The linear regressions do not indicate whether digital literacy is unequally 

distributed between young people with psychological vulnerabilities and those without. 

They only indicate the direct relationship between skills and psychological 

vulnerabilities and outcomes and the level of negative outcomes children with different 

combinations of skills and vulnerabilities experience. That is, interactions in linear 

regressions show what the level of negative outcomes of intense use is for children with 

different levels of skills but not whether children with certain characteristics are actually 

more likely to have certain skill levels and whether this currently leads to higher or 

lower excessive Internet use amongst those with psychological vulnerabilities.  

Therefore, a path analysis was conducted using the model as presented in Figure 1. 

Since the EU Kids Online II data were derived from a cohort study, this order was based 

on the theoretical assumptions reflected in Figure 1 and on the longitudinal research 

which shows that psychological characteristics come before Internet use (e.g. Buglass, 
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Binder, Betts and Underwood, 2017; Ko et al., 2009) and, similarly, from longitudinal 

research that shows that skills and literacy are stronger predictions of engagement than 

engagement is of skills and literacy (Authors, 2016). 

The model as tested in Table 2 has a good fit (see Hu & Bentler, 1995, 1999) 

under all indicators for complex models (χ2(5)=46.94, p.= .00; CFI=.999; RMSEA= .02 

(c.i.=.01-.02), p=1; AIC= 166.94;); 23% of the variance in EIU is explained by the 

model as presented in Table 2.  

A model that excludes the psychological variables is a slightly worse fit 

(χ2(5)=71.796, p.= .00; CFI=.997; RMSEA= .02 (c.i.=.02-.03), p=1; AIC = 131.796; 

R2=.17) as is a model that excludes the Internet use variables (χ2(4)=69.195, p.= .00; 

CFI=.992; RMSEA= .03 (c.i.=.02-.03), p=1; AIC = 131.195; R2= .15).  

In most cases, the path model shows similar results to the linear regression but 

there were some interesting differences. While in the linear regression model household 

education levels were independently and significantly related to excessive use at the 

p<.05 level, the effect of education on EIU was shown in the path model to be 

completely indirect and mostly mediated through its relationship with self-efficacy. 

Gender, not significant in the linear regression, was directly and significantly, if weakly, 

related to EIU. Age, also not significant in the linear regressions, was strongly but 

mostly indirectly related to EIU. Emotional problems and time spent online had the 

strongest total relationships with EIU after age. In what follows, the direct and indirect 

paths from the different socio-demographic and the psychological indicators to EIU are 

discussed, followed by the direct paths from digital inclusion variables to EIU (see 

Tables 2 & 3). 
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[Tables 2 & 3] 

Socio-Demographic Characteristics 

Gender was significantly related to all psychological variables; boys were higher on 

sensation seeking and self-efficacy and reported less emotional problems. Similarly, 

boys indicated spending more time online and higher Internet skill levels even if their 

use of the Internet was not broader. The direct relationship between gender and EIU is 

quite weak (b=.06; ẞ=.02) and since the indirect relationships are similarly small 

(b=.08; ẞ=.02) compared to that of other socio-demographic variables, the total effects 

of gender on EIU are also small (b=.13; ẞ=.04). 

Age has direct positive relationships with the psychological variables; older 

children are better off psychologically than younger children. Strong positive 

relationships were also found with digital literacy; age is related to the Internet being 

more embedded in everyday life. The direct relationship between age and EIU was not 

as strong (b=.05; ẞ=.07). The strong mediating effects of other variables make age the 

variable with one of the strongest total effects on EIU (b=.19; ẞ=.26).  

The educational level of the household of the child has positive but weak 

relationships with all psychological and digital literacy characteristics. Children in 

households with higher education are better off psychologically and the Internet is more 

embedded in their everyday lives. Education’s strongest relationship is with self-

efficacy. Education was not significantly directly related to EIU and thus the total 

effects were amongst the weakest (b=.05; ẞ=.02).  

Psychological Characteristics  

Children with higher self-efficacy levels had lower levels of EIU (b= -.13; ẞ= -.04), 

while children who had more emotional problems (b=.84; ẞ= .19) and were higher in 

sensation seeking (b=.20; ẞ= .13) had higher levels of EIU. In addition to these direct 
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effects, the relationships between psychological characteristics and EIU were mediated 

by digital literacy characteristics. The indirect relationships between sensation seeking 

(b=.07; ẞ=.04), self-efficacy (b=.13; ẞ=.04), and emotional problems (b=.04; ẞ=.01) 

and EIU are all positive.  Self-efficacy and sensation seeking were both positively 

related to time spent online, skills, and breadth of engagement, while emotional 

problems were positively related to time spent online and breadth of engagement but 

negatively to Internet skills. That is, children who are high in self-efficacy and sensation 

seeking use the Internet more and are more skilled, while children who have more 

emotional problems use the Internet more but have fewer skills.  

The combination of direct and indirect relationships makes emotional problems 

one of the strongest predictors of EIU (b=.88; ẞ=.20). Most of this relationship is direct. 

Sensation seeking also has a relatively large total effect on EIU (b=.27; ẞ=.17) but a 

quarter of this effect is indirect. Self-efficacy has an insignificant total effect (b=.002; 

ẞ=.001) because the indirect and direct effects cancel each other out. 

Digital Literacy Characteristics 

All digital literacy and engagement variables were positively related to EIU. That is, 

children who indicated having more Internet skills (b = .06; ẞ = .10), those who spend 

more time online (b=.26; ẞ=.19) and those used the Internet more broadly (b = .06; ẞ = 

.12), were more likely to experience negative outcomes of Internet use.   

Comparing Indirect and Direct Effects  

Age was the strongest predictor of EIU but this was mostly indirect, mediated by 

its strong relationship with sensation seeking, more time spent online, and broader 

engagement with the Internet. The direct and indirect relationships between gender, 

education and EIU were relatively weak after controlling for the relationships between 

psychological characteristics, digital literacy and EIU. For education levels, in 
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particular, it is interesting to note how the positive relationships with the different 

psychological characteristics counter the positive relationships with literacy. 

The results show that emotional problems are a direct concern for EIU. The 

relationship between higher emotional problems and EIU is mostly direct. Nevertheless, 

the indirect relationships are interesting because they cancel each other out; those with 

more emotional problems are less skilled and less at risk of EIU but also spend more 

time online and through this more at risk of EIU.  

Sensation seeking is directly and indirectly related to higher EIU. A large part of 

this relationship is mediated by higher levels of literacy, exacerbating the higher levels 

of EIU of those who have higher levels of sensation seeking.  

Low levels of psychological self-efficacy were directly related to higher levels 

of EIU. However, lower levels of self-efficacy were also related to lower levels of 

Internet embeddedness which subsequently was related to lower EIU. The magnitudes 

of these countervailing direct and indirect effects were similar, balancing each other out 

and leading to a neutral total relationship between self-efficacy and EIU. 

Discussion  

This paper shows a combination of digital literacy and psychological 

vulnerability frameworks is necessary to explain negative outcomes of intense use (i.e. 

excessive Internet use – EIU). Clinical-psychological studies often ignore how digital 

literacy interacts with and augments psychological deficits in relation to EIU. Equally 

problematic is that digital literacy studies mostly ignore psychological vulnerabilities of 

children in relation to potentially negative outcomes of intense engagement. The three 

strongest predictors of EIU fall in different categories: amongst the socio-demographic 

variables this is age; amongst the psychological variables this is emotional problems; 

and amongst the digital literacy variables this is, unsurprisingly, the time spent online 

though, surprisingly, skills also had this effect for vulnerable young people. It is thus 
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not enough to see these frameworks merely as different explanations of excessive 

Internet use, it is in their combination and interaction that their strength comes to the 

fore.   

Combining Psychological and Digital Literacy Frameworks 

H1 was that digital literacy and psychological problems interact so that children 

with high literacy levels and less psychological problems are least at risk of EIU. This 

was largely supported. However, unexpectedly children with high literacy levels and 

psychological problems were more at risk of EIU. When controlling for everything else, 

including the interactions, those with higher skill levels had fewer negative outcomes. 

Thus, in accordance with the predictions from our research on digital literacy, digital 

skills on their own are related to the ability to avoid negative outcomes. However, when 

digital skills are placed in interaction with indicators of vulnerability, such as emotional 

problems, higher literacy levels were related to more negative outcomes. 

H2 asked whether in reality offline vulnerability is directly as well as indirectly 

(through digital literacy) related to EIU. That is, whether children who have 

psychological problems have higher engagement levels which exacerbate the negative 

outcomes they experience. This was supported for all psychological variables 

considered (i.e. sensation seeking, self-efficacy, and emotional problems) but some of 

the effects were contradictory where lower skill levels amongst psychologically 

vulnerable young people were related to lower, and more time spent online was related 

to higher levels of EIU. 

This paper revealed that age and education are strongly related to EIU but that 

this relationship is not direct as assumed in other studies conducted with adults (see also 

Authors, 2011). Understanding which factors associated with sensation seeking put 

older children more at risk of EIU could help these young people avoid negative 

outcomes while still enabling them to take up online opportunities. 



Excessive Internet Use: Psychological Vulnerability and Digital Literacy 23 
 

This paper further showed that children who are high sensation seekers might be 

better able to fulfill their needs online when they have sufficient skills and are, 

therefore, more at risk of EIU. Children with lower levels of digital literacy might be 

unable to fulfill their sensation seeking needs online and undertake risky activities 

offline instead. This suggests that compensation needs might have positive effects, as 

shown in Valkenburg and Peter’s (2007) study, but also negative effects as brought up 

in this study.  

This paper puts previously found associations between emotional problems and 

EIU (Ko et al, 2007; Cheng & Peng, 2008) into context. Emotional problems are most 

important because they have both direct and indirect relationships with EIU. While in 

regression analyses skills interacted with emotional problems so that higher skills 

amongst children with emotional problems related to higher EIU, the path analysis 

showed that children with emotional problems are less digitally skilled. Controversially, 

this could mean that interventions that increase digital skills amongst young people with 

high levels of emotional problems could put these children at high risk of EIU, 

especially since they tend to spend more time online.  

Caution is needed when drawing causal conclusions about indirect effects. Most 

of the EIU data available at the moment, including that used for this study, are cohort 

based and thus do not allow for causal conclusions. To study this in detail, more 

longitudinal research with children is needed to understand the temporality, causality 

and cyclical nature of processes in the relationship between digital literacy and the 

negative and positive outcomes of this use. The question remains whether intense 

Internet use leads to psychological problems or whether, as is assumed here, it is the 

psychological problems that come first, get exacerbated by increased Internet use and 

skills, and eventually lead to negative outcomes which might then lead to more 
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psychological problems. The suggestion is that emotional problems should be 

recognized and be dealt with to prevent increased literacy from having this effect. 

Digital Literacy 

Those working under the digital literacy paradigm are advised to consider the effects of 

psychological characteristics. For those coming from a digital literacy perspective it 

would otherwise be hard to understand why digital literacy characteristics were 

positively related to EIU. That children who are more skilled are also more likely to 

encounter negative outcomes can be explained by referring back to the interactions with 

the psychological characteristics found in the linear regressions and the additive 

relationships from the path analyses presented in this paper.    

The positive relationships of time online and breadth of engagement with EIU 

indicate that the digital literacy approaches should be considering negative outcomes of 

intense use as well as opportunities. Researchers should aim to clarify why higher 

literacy amongst vulnerable children is linked to negative outcomes and whether, 

through longitudinal and causal research with this particular group, there is a negative 

spiral between high intensity of use, negative outcomes, and well-being.  Incorporating 

psychological vulnerabilities allows digital literacy researchers and practitioners to draw 

conclusions about the optimal levels of engagement with the technology and move 

away from a model that has looked at more intense engagement and higher skills as a 

mostly positive phenomenon (e.g. Van Deursen, 2010; Van Dijk, 2005). By 

contextualizing it in the offline realities of the individuals, they strengthen their 

argument and effectiveness of training by including offline vulnerabilities that go 

beyond variations between individuals with different socio-demographic backgrounds 

(see also Authors, 2012). Important is that this study confirms that children who have 

more positive engagement with the Internet are also more likely to have negative 
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experiences (Authors, 2010), but that the latter is especially the case for emotionally 

vulnerable young people.  

Psychological Frameworks 

The results presented in this paper suggest that for researchers working within the 

clinical-psychological frameworks it is useful to take into account the digital literacy 

approach which allows for a more complete explanation of EIU. These researchers and 

practitioners focusing on addiction often do not include more complex Internet use 

characteristics. Internet use characteristics are controlled for but not seen in conjunction 

with psychological characteristics. The role that Internet skills play in interaction with 

the psychological variables points towards the need to adjust the clinical-psychological 

model even when the psychological characteristics of the child play a significant 

independent role as well.  In a clinical setting, treating psychological deficits on their 

own will not be sufficient, nor will a focus on limiting engagement with the Internet. 

Understanding which types of digital literacy are likely to amplify specific types of 

psychological vulnerabilities when it comes to Internet use, can lead to a more nuanced 

theorization and avoid the idea that intense use in itself is always negative (Kardefelt-

Winther, 2014b). 

Conclusions 

This paper contributes to the clinical-psychological approach to understanding 

intense Internet use by arguing that Internet use and skills characteristics of the child 

should be taken into consideration to understand why some children are more at risk of 

experiencing negative outcomes of Internet use. Including these factors increases the 

level to which excessive use, that is, intense Internet use with negative outcomes, can be 

explained significantly. On the other hand, the digital literacy approach, which 

considers intense Internet use as a mostly positive phenomenon, should take the 
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findings from clinical-psychological research into consideration. A contribution of this 

paper in combining these frameworks, is to show that increasing digital literacy 

amongst psychologically vulnerable young people, who tend to have lower skill levels  

but higher intensities of use, might put them at a higher risk of negative outcomes of 

this intense use. Interventions and researchers need to keep this interaction in mind and 

be aware of child’s context when designing digital literacy training around taking up the 

opportunities and avoiding the risks of being online.   

A discussion is needed about what optimal levels of use and acceptable levels of 

risk are, instead of assuming that all negatively perceived consequences should be 

avoided. Some risks need to be run for children to develop coping strategies or to 

develop themselves as resilient, independent individuals during their teenage years. In 

this paper, the choice was made to see skills and the time spent online as explanations of 

excessive Internet use. But this relationship might be reversed – those who have run 

more risks and have had problems in the past have developed the skills to deal with 

them later on and engage more intensely with the Internet. Similarly, this paper did not 

look at motivations for spending more time online or for engaging with the Internet in 

broader ways. Kardefelt-Winther (2014a) has argued that it is only people who have 

certain types of (compensatory) motivations in combination with certain types of 

psychological vulnerabilities that intense use will turn into persistent excessive use (i.e. 

leading to negative offline outcomes). 

Future Research 

Skills questions have improved since the EU Kids Online survey was done and the 

project partners have proposed a revision which allows for testing of the relationships of 

different types of literacy with EIU, which was not possible with the current dataset 

(Authors, 2014).  
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Future research should incorporate a more nuanced, theoretically grounded, 

broader set of questions around digital literacy to understand whether certain types of 

literacy and engagement are more likely to lead to negative outcomes for the 

psychologically vulnerable. 

Future research should focus on separately studying children at risk of 

temporary excessive Internet use and those suffering from more extreme, enduring 

forms of addiction. The development of a verified clinical scale of excessive Internet 

use or online addiction is needed to be able to differentiate the levels of excessive 

Internet use and its consequences. This is especially important in light of this study’s 

findings of a strong relationship between Internet skills and excessive use, which 

suggests that there is a confounding of concepts which might be partly explained by the 

non-inclusion of motivations for use in this model and the temporality of compensatory 

behaviors. This paper cannot confirm this, but it can be argued that the indicators on the 

excessive use scale measure temporary intense, embedded use and not pathological use 

or Internet addiction. Future research should incorporate different compensatory 

motives to understand which types of intense use for which types of young people 

converts temporary excessive use into a more problematic, long-term negative 

engagement with the Internet.   
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Table 1 Linear regression of excessive Internet use (indicator number of negative 

outcomes out of 5) 

 
b SE(b) β T Sig. 

Gender (Boy) -.02 .02 -.01 -.76 .45 

Age .00 .01 .00 -.12 .91 

Education (1-3) -.08** .02 -.08 -4.37 .00 

Sensation seeking .20** .02 .11 8.16 .00 

Self-efficacy a -.24** .04 -.19 -6.12 .00 

Emotional problems .28** .05 .18 5.42 .00 

Internet skills -.20** .02 -.45 -10.64 .00 

Internet confidence .05** .02 .05 2.48 .01 

Time online .25** .01 .45 24.11 .00 

Breadth of engagement .06** .00 .19 13.83 .00 

Self-efficacya *Skill .06** .01 .24 7.23 .00 

Sensation seeking*Skill .00 .00 .01 .69 .49 

Emotional problems*Skill .10** .01 .34 9.61 .00 

Base: All Children, aged 11-16 

a Self-efficacy scale is reversed; a higher score indicates lower self-efficacy. 

* p<.05 **P<.01 
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Table 2 Coefficients path model negative outcomes of excessive Internet use (EIU) 

      b SE(b) β 
Age --> Sensation seeking 0.08 0.00 0.17 
Age --> Self-efficacy 0.05 0.00 0.23 
Age --> Emotional problems -0.01 0.00 -0.04 
Age --> Skills 0.60 0.01 0.49 
Age --> Time online 0.19 0.00 0.36 
Age --> Breadth of engagement 0.70 0.01 0.45 
Age --> EIU 0.05 0.01 0.07 
Gender (boys) --> Sensation seeking 0.37 0.01 0.18 
Gender (boys) --> Self-efficacy 0.05 0.01 0.05 
Gender (boys) --> Emotional problems -0.06 0.01 -0.08 
Gender (boys) --> Skills 0.10 0.03 0.02 
Gender (boys) --> Time online 0.09 0.01 0.04 
Gender (boys) --> Breadth of engagement 0 0 0 
Gender (boys) --> EIU 0.06 0.02 0.02 
Education --> Sensation seeking 0.07 0.01 0.04 
Education --> Self-efficacy 0.10 0.01 0.12 
Education --> Emotional problems -0.04 0.00 -0.07 
Education --> Time online 0.11 0.01 0.05 
Education --> Skills 0.37 0.03 0.08 
Education --> Breadth of engagement 0.35 0.03 0.06 
Education --> EIU 0 0 0 
Self-efficacy --> Time online 0.10 0.02 0.04 
Self-efficacy --> Skills 1.02 0.04 0.17 
Self-efficacy --> Breadth of engagement 0.75 0.04 0.10 
Self-efficacy --> EIU -0.13 0.02 -0.04 
Emotional problems --> Time online 0.13 0.02 0.04 
Emotional problems --> Skills -0.19 0.05 -0.03 
Emotional problems --> Breadth of engagement 0.28 0.05 0.03 
Emotional problems --> EIU 0.84 0.03 0.19 
Sensation seeking --> Time online 0.09 0.01 0.08 
Sensation seeking --> Skills 0.27 0.02 0.10 
Sensation seeking --> Breadth of engagement 0.46 0.02 0.13 
Sensation seeking --> EIU 0.20 0.01 0.13 
Skills --> EIU 0.06 0.01 0.10 
Time Online --> EIU 0.27 0.01 0.19 
Engagement --> EIU 0.06 0.00 0.12 

Note: All coefficients significant at p<.01.  

Coefficients that were not significant were fixed to zero. 
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Table 3 Standardized explanatory power of different variables in path models on 
excessive Internet use  
 

 

Note: All coefficients significant at p<.01.  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  R2 Total Direct Indirect 
Age   0.26 0.07 0.19 
Gender   0.04 0.02 0.02 
Education   0.02  0.02 
Self-efficacy 0.07 0.00 -0.04 0.04 
Emotional problems 0.01 0.20 0.19 0.01 
Sensation seeking 0.06 0.17 0.13 0.04 
Time online 0.16 0.19 0.19  
Skills 0.35 0.10 0.10   
Breadth of engagement 0.28 0.12 0.12  
Excessive Internet Use 0.23       



Excessive Internet Use: Psychological Vulnerability and Digital Literacy 35 
 

Figure 1 Model combining socio-demographic and psychological explanations of EIU 
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Figure 2 Predicted values of excessive Internet use for different levels of significant 
interaction effects between skills, emotional problems (EMP) and self-efficacy (SE).  

 

* Graph based on predicted negative outcomes and lowest value fixed to zero. All other 
variables held constant (0).  

Note: Values for emotional problems (EMP) and self-efficacy (SE) were 1, 2, and 3. 
Values for skill were 1, 4, and 8. 
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i Path modeling assesses the relative strength of direct and indirect relationships of variables 

with the dependent variables. It can determine whether a model such as the one shown in 

Figure 1 can explain the pattern of correlations in the data, since it allows the researcher to 

fix certain relationships to zero and others to vary. The direction of the paths proposed in the 

model is determined by theoretical assumptions; significance of the coefficients and model 

fit do not indicate causality. The statistical program SPSS AMOS21 was used to test the 

hypothesized paths from skills to engagement. 

 

 

 

 

 

 


