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Secure Communications in Three-step Two-way
Energy Harvesting DF Relaying

Furgan Jameel, Shurjeel Wyne, and Zhiguo Ding

Abstract

Energy harvesting relaying is predicted to play a pivotal role in large scale energy constrained networks. This
letter evaluates the secrecy performance of a system that employs a three-step two-way decode-and-forward relay
with the energy harvesting capability. More specifically, we derive a closed-form expression for the eavesdropping
probability when the main and wiretap links experience independent x — u shadowed fading. We evaluate the impact
of the fading parameters, and the power splitting factor at the relay, on the secrecy performance. Our results indicate
that for a small relay reception interval, secrecy can be enhanced by allocating more power for information decoding.
Numerical results are provided to validate the derived results.

Index Terms

Three-step two-way decode-and-forward relay, Intercept probability, Power splitting.

I. INTRODUCTION

Cooperative systems that employ relays can extend the radio coverage significantly compared to non-cooperative
systems. The application of the simultaneous wireless information and power transfer (SWIPT) strategy to re-
laying can maximize the lifetime of energy constrained relays [1]. The authors in [1] considered a system with
multiple energy-harvesting (EH) decode-and-forward (DF) relays. They proposed three relay selection methods
and demonstrated that when the DF relays are clustered close to the source, the same diversity gain as that with
conventional self-powered relays can be achieved. In [2], the authors compared the secrecy performance of DF
and amplify-and-forward (AF) relays equipped with a power-splitting architecture for EH. They showed that the
DF relaying outperforms AF relaying by achieving a smaller secrecy outage probability for different values of the
power-splitting factor. The two-way relaying (TWR), which describes the information exchange between two nodes
sharing a common relay, can alleviate the spectral efficiency constraints of one-way relaying with half-duplex (HD)
nodes. The TWR can be performed either in 2 steps, i.e., the relay receives signals from both source nodes in step
one and transmits to both nodes in step two; or in 3 steps, i.e., the relay receives signals from both source nodes
in two orthogonal channel uses and transmits to both nodes in the third channel use [3]. The increased spectral
efficiency of the 2-step scheme comes at the price of multiple-access interference suffered by the relay when both
source nodes use the same transmission frequency. On the other hand, the 3-step scheme trades-off the spectral
efficiency against lesser interference and allows for a simpler relay design [3]. Secure communications in two-way
DF relaying networks has been studied extensively [4], [5]. In [4] an optimal relay selection scheme was proposed to
increase the secrecy capacity of a two-way DF relaying network. In [5], the authors proposed a secure transmission
scheme in the presence of an untrusted DF relay. They provided a secure key exchange method and showed that
the secrecy performance can be enhanced by increasing the buffer size of the secret key queue. Recently in [3],
the authors investigated 3-step two-way DF (TT-DF) relaying with EH capability at the relay. They derived an
analytical expression for the throughput and showed that the TT-DF relaying achieves a higher throughput than the
two-way multiplicative relaying scheme.

The x — p shadowed fading distribution accurately models the fading in practical scenarios such as device-
to-device communications under human shadowing [6] and land mobile satellite communications [7]. The x — u
shadowed distribution is a clustered multipath model that also includes shadow fading [8]. The « parameter is a ratio
between the sum powers of the dominant cluster paths and the diffuse cluster paths, x4 is the number of clusters. The
distribution parameter m represents shadowing variance with an increasing m corresponding to a smaller shadowing
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variance. This distribution includes other conventional models such as Nakagami-m and Shadowed Rician as its
special cases [8]. This work aims to investigate the secrecy performance of a TT-DF EH relaying system, Our novel
contributions are listed as follows:

e A closed-form expression for the intercept probability of a TT-DF EH relaying system is derived.

o The impact of x — p shadowed fading parameters on the secrecy performance of the system is evaluated.

To the authors’ best knowledge, this is the first work to evaluate the secrecy performance of TT-DF EH relaying
for k — p shadowed fading links. The remainder of this paper is organized as follows. In Sec. II the system model
is given, followed by Sec. III that contains derivation of the intercept probability. In Sec. IV numerical results are
provided. Finally, Sec. V concludes this work.

II. SYSTEM MODEL

Consider nodes A and B exchange information through a shared relay node R in the presence of a single
eavesdropper E, as shown in Fig. 1. Assume all nodes operate in the HD mode and are equipped with single
antennas. The direct link between A and B is considered in deep fade such that these nodes cannot communicate
directly. Let h;; V i,j € {A, B, E, R} and i # j denote the x — ;1 shadowed channel gains between the respective
nodes in a quasi-static fading model. Furthermore, channel reciprocity is assumed such that h;; = hj;. We consider R
to be pre-selected based on its ability to successfully decode the corresponding messages of A and B [9]. Moreover,
A, B, E, and R are assumed to have the channel state information (CSI) for their respective links. The eavesdropper
itself is assumed to be a legitimate receiver in the network for some signals and acts as an eavesdropper for others
as in a multicast and unicast scenario so that its CSI is available in the system [10]. Each quasi-static fading
block of time duration 7" units is sub-divided into three intervals as shown in Fig. 1. During the first two intervals
Ty =T, =Ta, 0 < a < 0.5, the relay operates in reception mode while for the remaining time 75 = T'(1 — 2a),
it broadcasts its received information. During the reception mode, the radio-frequency (RF) signal received at R is
power-split into two streams: one stream with power ratio 0 < p < 1, is used for EH while the other stream with
fractional power (1 — p) is used for information decoding (ID). Consider the relayed transmission between the links

Ty=Ta ————>
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A Ty=T(1—2a) —>
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Fig. 1. System Model.

A—R—B. During T, A transmits the message s4 with power P4 and the signal received at R is given by

P
YAR = dTAhARSA + nAR, (D
\ dar

where d4p is the separation distance between A and R, 7 is the pathloss exponent, and n4pr is the zero-mean
additive white Gaussian noise (AWGN) with variance Ny due to the receiver electronics at R. Without loss of
generality we assume P4, = Pp = P throughout this work. The EH relay uses a fixed power-splitting factor p

to split the received RF power into two parts: /1 — p <, / %h ARSA + N4 R) is used for ID, while the fractional

power \/p ( (ﬁ—f;h ARSA + 1A R) is used for EH. The fixed-value p at R affords a simple and inexpensive hardware

|harl? |hrB|?

architecture [3]. The amount of harvested energy during 77 and 15 is E = 2pa(T P ( Nod”, + N ), where drp

is the separation distance between R and B, and 0 < ¢ < 1 denotes the energy harvesting efficiency of R.



The signals received at R, from A and B, are decoded and then re-encoded using an appropriate network coding
scheme [11]. In the third time slot 73, R uses P the power harvested during 7 and 75 to broadcast the signal
s = %, where $4 and $p are the decoded signals from A and B during the first two time slots. Since B already
knows its own transmitted signal, it can detect the signal of A by using an appropriate self-interference cancellation
scheme [3]. The signal received at B can be written as

P v
= h —+n , 2
YRB = \/d%B RBﬂ RB (2)

~ Ul 2 n 2
where P = (g’ioéz ) (dBR‘hARJ Z?,ARMBR‘ ) From (1) and (2), the instantaneous signal to noise ratios (SNR)s at

ARYBR

R and B are yar = % and Yrp = §C|ln npl , respectively. Due to the broadcast nature of the wireless
transmission from A—>R—>B the RF signal is also 1ntercepted twice by a nearby eavesdropper; the instantaneous

SNR at the eavesdropper during T} is Yap = };Lh“f,‘ and during 73 it is Ygg = }, 7\‘,0
AE

ITI. INTERCEPT PROBABILITY ANALYSIS

An intercept event occurs when the secrecy capacity becomes negative (Cs.. < 0), i.e., the channel capacity of the
main link becomes less than that of the wiretap link and the eavesdropper can successfully decode the source message
[12]. A smaller probability of the intercept event, i.e., intercept probability is desirable for secure transmission against

eavesdropping. Now, for the relayed transmission A—R—B, Cyc.1 = log, {1117711 }, where v = min{y4gr, YrB}

and ve1 = vag + Yre. The eavesdropper’s SNR follows from the eavesdropper combining its observations over
two hops to create a virtual single-input multiple-output channel for decoding A’s message [13]. Similarly, the

+'72

achievable secrecy capacity for the relayed transmission B—R—A can be written as Cse.2 = log, , where

v2 = min{ygr,YrA} and ve2 = YBr + YrE. The end-to-end intercept probability for the transmlssmn A<—>R<—>B
(ol
is
Pint - Pr{min(csec,la Csec,Q) < O}
» _ Y(3BR,7e2) Y (TrA, Fe2) (V)] (7BR) (FRA)?

= V(YR Ye1) Y (YRB, Ye1) TrB) (5 3
(YAR: Ye1)¥ (YRB, Ye1)(YRB)" (YAR)" X (u(1 + k)™ ’ )
Bm3m (14.)30T (2u—2m); (2m m—+l1 —u(l+k i
where ¥(a,b) = r(1+3Z)F(m)(Ln+731)3"‘((/fz)u(b = X Dm0 D0 Dalm0 (f+2u)l+5 (u)+l§z' "l') ( N(b )>
— K)m J K K L 1
fx ( b/(*lsll;n)l) ) ("WS:”))?> (k) = F(lﬁ)l) is the Pochhammer symbol [15, Eq. (1.1.3)] and T'(.) is the Gamma
unction.

Proof. The proof is given in Appendix. |

IV. NUMERICAL RESULTS

This section provides some numerical examples for the analytical results derived in Sec. III. Unless stated
otherwise, the parameter values used in plotting the results are as follows: Yar = YrB = YBR = YRA = Ym = O
dB, Ye1 = Y2 =% =-5dB,m =20, k =5, u =2, n=2, p=0.1, « = 0.25, and ¢ = 0.9.

Fig. 2 plots the intercept probability against increasing values of 7,, for several values of the x — u shadowed
fading parameters. It can be observed from Fig. 2 that an increase in the parameter p, which corresponds to an
increase in number of multipath clusters in the model, rapidly decreases the intercept probability. Similarly, the
intercept probability decreases with an increase in x which corresponds to a larger sum power of the dominant
cluster paths. More specifically, for x = 10, 4 = 2 and 7%, = 14 dB, the figure shows that by increasing the
parameter m from 5 to 20, which corresponds to lesser shadowing variance in the x — p shadowed model, the
intercept probability is reduced from 0.1 to 0.003. This shows that the parameter m has a prominent role in
determining the intercept probability of the considered TT-DF relaying system.

!The worst-case scenario and thus a lower bound on the secrecy performance is considered here by assuming that the eavesdropper can
decode the message of one user and performs backward decoding to decode the other user’s message [14].
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Fig. 3 plots P, against ; dAR to depict the effect of the distance ratio on the intercept probability. It can be
observed that an increase in dAR or 7., increases the intercept probability. More importantly, we note that for any
constant values of u, the intercept probability curves come closer when ZAR > 1. This shows that the impact of
fading on intercept probability diminishes when either source is placed far away from relay or eavesdropper is
placed very near to the source. In addition, for any particular values of d;‘—g, Ym»> Ve and p, we can see that the
gap of the curves of intercept probability reduces when « decreases from 0.2 to 0.1. Similar observations made for
node B are not illustrated here for brevity.
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Fig. 4 emphasizes on the impact of p on the intercept probability. It can be seen that a large p increases the
message intercept probability; for instance at gj—g = 0.9 and p = 0.01, the intercept probability increases from 0.4
to 0.7 when « is decreased from 0.2 to 0.1. In particular, for small values of p and flﬁ, the intercept probability
decreases and the gap between the graphs of both a = 0.1 and o = 0.2 considerably increases. This indicates that
the secrecy at smaller values of « can be ensured by allocating more power for ID at the relay.

V. CONCLUSION

This work analyzed the secrecy performance of a TT-DF relay with energy harvesting capability. We derived a
closed-form expression for the intercept probability under x — i shadowed fading and evaluated the impact of the
fading distribution parameters and the node locations on the intercept probability. The impact of the power-splitting
factor p, at the relay, on the intercept probability was also quantified and it was shown that more power is required
for ID at the relay to improve the secrecy performance. Our results are useful for analyzing the intercept probability
of energy harvesting TT-DF relays with x — u shadowed fading links.
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APPENDIX
PROOF OF (3)

The intercept probability can be written as
Pint = Pr{min(csec,b Csec,2) < O}
=1—[(1 = Pinya,r,B))(1 = Pinyn,R,4))] 4)
where P44, p) 18 the intercept probability for the link A—R—B which is given by

Pini(a,r,By = Pr{min{yar, yre} < 7ve1}

=1—Pr{Var > Ye1,YRB > Ve1}. &)
By exploiting the independence of v4r and yrp, we get
-Pint(A,R,B) =1- (1 - P’YAR(ryel))(]‘ - P’YRB (761))' (6)
Similarly, the intercept probability P, g 4) for the link B+R—A can be written as
Pint(B,R,A) =1- (1 - P’YBR(’YG2))(1 - P’YRA (’762))' (7N
Now, the probability P.,, (7e1) can be derived as
Py, (Y1) =1-7, (8)
where
oo
T = / Eyi(VAR) fran (VAR) AV AR )
0

The probability density function of the x — p shadowed distribution is expressed as [8, Eq.(4)]

™14 R)H <7Z>“1 (_,u(1+/€)7z>
fZ(Z) - F(U)ﬁ/z(ﬁm + m)m Yz P Yz
2
%1 Fy (m;u; ““(””‘”) , (10)
pK+m 5.

where 1 Fi(.) is the Kummer confluent hypergeometric function [16] and 7, represents the mean value. The
cumulative distribution function of the sum of two x — p shadowed variates is written as [8, Eq.(11)]

1 22 (14 k)2 1\
Fy(z) = H ( 2) — 2R
P+ Mp)  (ps4+m)*™  \ 7.
1
x Oy (2;& —2m,2m; 1 4 2u; —w,
Vz

Y. prtm)’



where ®o(.) is the bivariate confluent hypergeometric function [16]. Substituting (10), (11) into (9) we obtain
wHm3m (1 + k)3HQ
T(1+ 3p) (s + m)Pma2 54

o 1
X / Yir | exp (—W) s <2u — 2m,
0

YAR
1 —u(1
omi 1+ 2u: (—f—"&)’YAR w1+ kK)yar m >
’Yel 761 Mﬂ"i_m
Qulk(1 4+ K) 4
x1 Fy (m;u; Ll ”R>d7AR (12)
uk+m Yar

where 2 = 2040511220 ‘gimplifying and using the identities [16, Eqs. (3.326),(9.14),(9.261)] in (12) and replacing
the same in (8), we get

[e.9]

. P (14 k)T ()

VAR (761) =1- L;Q I‘(l + BM)F(m)(MH + m)gm(ﬁAR)M

T(A\)(Far)* 2 — 2m);(2m)iT(m + 1)
(Fe1) =22 (p(1 4 R)ML 4 2p0)i44T (e + 1)il510!
—u(L+ &)\ [(—p(+r)m\ [ Qu*s(1 + k) !
X( Fel > <%1(;m+m)> <(m+m)vAR> ’ (13)

where A = 3+ ¢ + j + . Similarly, we can obtain

o0

P (14 )T (1))

P (Yer) =1 = Z;O T(1+ 3p)T (m)(us + m)3™(Yrp )"

TN (FrB) 20 — 2m);(2m);T(m + 1)
(Fer) =2 (p(L + £)AML + 2p0)i5T (1 + 1)l 1

(L) () ()

To obtain the intercept probability for the link B—+R—A, we have to first evaluate the terms P, (7.2) and
P, (Ve2) in (7). By following the approach of (13) and (14), we get
?Wm (14 7))
Z I'(1+ 3p)I'(m) (s + m)*™ (YpRr)*
FO‘)('YBR) (21— 2m);(2m);T'(m + 1)
(Fe2) 2 (1 + R)AL + 20)i45 T (e + Dl !

P’YBR ’762

—u(+ &)\ [ —p(+r)m\ [ 2e+r)Q
X < Ve2 ) (’_782(/M<a+m)> <(u/<;—|—m)f‘yBR> ’ (15)
Pr(re2) =1- p3Em3™ (1 + k)3T (1))

Pyl (1 + 3u)D(m) (ps + m)3m (Yra )4

D(N) (Gr4) (20 — 2m),(2m). T (m + 1)
(e2) 2 (u(L+ R)M (1 + 2y Dt + il

y <u(1+m)>i<u(1+m)m>j <Q,u2/<(1+/<;)>l 6
Ve2 Ye2(pk + m) (uk +m)yra)
Substituting (13), (14) into (6) and (15), (16) into (7) and replacing (6), (7) in (4) yields the intercept probability
in (3).
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