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Abstract—Communication Center  (Puskom)  as a
management of information and communication systems of the
Ministry of Foreign Affairs and the Indonesia Representative,
places Information and Communications Technology (ICT) as the
most strategic sector to support the implementation of Indonesia
foreign policy. Many problems faced by the Ministry of Foreign
Affairs relates to IT governance such as, reliability, availability
and lack of I'T infrastructure management which causes problem
such as hackers, natural disasters, and others. This research aims
to implement IT service for improving the quality of service in
Puskom Ministry of Foreign Affairs. ITIL and COBIT are
applied with qualitative approach and case study method. The
results of this research includes the result of analyses condition of
26 process in fifth Services Lifecycle in the ITIL and level
capability assessment of 18 I'T Process in COBIT in relation with
IT services. The gap analysis and prioritization of I'T process in
COBIT are used as a recommendation to give the Key
Performance Indicator (KPI) for Puskom.

Keywords— IT Governance, COBIT, , ITIL, ministry of foreign
affairs, IT services.

L. INTRODUCTION

As stated in the regulation of the Minister of Foreign
Affairs
07 of 2011 on the Organization and Working Procedures of
the Ministry of Foreign Affairs, the Communication Center
(Puskom) performs the tasks in the implementation, guidance
and security of news and information and communication
systems management of the Ministry of Foreign Affairs and
the Indonesia Representative. In an effort to carry out the task,
Puskom placed Information and Communication Technology
(ICT) as the most strategic sector to support the
implementation of Indonesian foreign policy.

Many of the problems faced by the Ministry of Foreign
Affairs related to IT governance, among them is the reliability
of IT infrastructure that is less good against various attacks
such as hackers. natural disasters, and others that cause the
portal down and can not be accessed by the user. Many
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informatics facilities and infrastructure are less well managed
and on the other hand human resources working in the field of
IT has a lot of educational background of IT, but its
deployment many less appropriate with the needs in the
organization, so that human resources are placed into not
maximize its utilization.
In general there are some fundamental issues that make
IT governance less influential on the performance of IT
organizations. First, it is a matter of inadequate management
and management of IT infrastructure. Many events such as the
lack of smooth video conference connection between the
Headquarter and the Indonesia Representative office abroad
and the absence of monitoring mechanisms of all existing
infrastructure equipment, resulting in the level of availability
of IT services is not adequate. This will affect the quality of
services Puskom to its stakeholders. Although every year
internet  bandwitdh in  Ministry always experience
improvement, but still the existing internet service is still
considered slow by the users, this happened because of lack of
bandwidth management and has not implemented IT policy
management in Kemenlu.
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Fig 1. Achievement of Strategic Target of Puskom Year 2011-2015
(Source: Performance Report of Puskom 2015)

Based on the performance calculation of the
implementation of the predetermined activity plan, an average




achievement rate of 95.01% is calculated using the
Manual document. This achievement shows the success rate of
the Communication Center in achieving strategic objectives,
with various obstacles and obstacles that emerged in 2015. The
achievement of 2015 targets increased by 12.92 points from the
previous year's achievement, from 82.09% (2014) to 95 , 01%
(2015). However, if seen achievements during the last 5 years
can also be seen indication of performance degradation in
2012,2013 and 2014 [1]-

Every vyear, officials in the Ministry make Key
Performance Indicator (KPI) or Main Performance Indicator
(IKU) for one year ahead. Later this KPI will be used by
employees to determine the performance of each field in
providing IT services. Currently, KPI is still referring to the
previous year's KPI as the basis for its reference although KPI
is sometimes not appropriate with the demands of the
organization. The weakness of the KPI is the lack of attention
to service strategies and employee input in improving the
quality of IT services.

In order to improve the performance of the Puskom it is
necessary to evaluate thoroughly and periodically the products
and services provided to the user and the lack of control over
the procedures, policies, processes and changes made in
relation to the service to the user. To find out how far the level
of IT management processes in the organization is required
measurement capability level. By setting capability level target
and doing gap analysis got prioritization of process
improvement and activities that must be done for improvement.

This research has several limitations, the methodology
applied in this research using ITIL and COBIT (this study uses
ITIL version 3 and COBIT version 3) framework and the
author limits the discussion on the evaluation of IT services at
the Puskom Ministry of Foreign Affairs, assessment of
capability level of IT processes in COBIT gap analysis between
present conditions and future conditions, prioritizing IT
processes in COBIT 5 in improving IT services, and
determining KPIs in future improvements to IT services.

II. RELATED WORK

A, ITIL

ITIL (Information Technology Infrastructure Library) is
a common framework that describes best practice for IT
Service Management (ITSM). ITIL provides guidance for
service providers to support the provision of quality IT services
and the processes, functions and other capabilities required.
ITIL has been used by hundreds of organizations worldwide
and offers best practice guidelines that are generally accepted
for all organizations providing services. ITIL is not a standard
to follow, but a guide that must be read and understood and
used to create value for service providers and also their
customers [2]. ITIL also provides "wrapping" services and
focuses on continuous measurement and improvement of the
quality of IT services provided, from both a business
perspective and a customer perspective [2].

The ITIL framework provides a structure that describes
IT services in the form of a lifecycle. The making of structure
in the form of life cycle is to facilitate undestanding stage of I'T
process and function that exist in ITIL. ITIL divides services in
5 (five) service lifecycle ie Service Strategy, Service Design,

formulation specified in the Key Performance Indicator

Service Transition, Service Operation and Continual Service
Improvement. The five stages of the service lifecycle. as shown
in Figure 3, use a 'hub-and-spoke' design where Service
Strategy is a 'hub' and Service Design, Service Transition. And
Service Operation as the ongoing service lifecycle stages or
'spokes'. While Continual Service Improvement surrounds and
supports all stages of service lifecycle [2].

Integration of the service lifecycle stages with some key
connecting, input and output paths of each stage look like
Figure 4. Service portfolio becomes the backbone ('the spine')
of all service lifecycle. Service lifecycle starts from the
existence of business needs (business requirements). Business
needs are identified and agreed upon at the Service Strategy
stage. The next stage is Service Design where the service
solution is created together in the Service Design Package
which contains the things that will be used in the next stage.

ITIL is a set of good practice structured as multiple
processes communicating with each other. Each has its own
role so that, at the end, both can respond to the two issues
which are: the continuous improvement and customer
satisfaction. ITIL is not a standard because it does not provide
criteria or a requiremen set defined internationally and
certifying the organizations. ITIL is not a methodology or
method. It provides and uses methods to better explore the
good practice [3].

B. COBIT

COBIT (Control Objective for Information and Related
Technology) is an IT governance framework that is a generally
accepted set of measurements for I'T management processes
issued by the ISACA Information Systems Audit and Control
Association) - an international professional organization in
governance Manage IT.  Capability of each process is
expressed in process level 0 (Incomplete) up to 5 (Optimizing)
as shown in Table 1 Each level of process capability is aligned
with the process situation in the organization. Processes with
level capability 0 do not have atiributes.

Table 1. Process Capability Level (source

Capability

Process
Level
D (incomplete)

The process is implemented or fails to achieve its
process purpose. At this level, there is little or no
evidence of any systematic achievement of the
process purpose

The implemented process achieves
purposes

The performed process is now implemented in a
managed fashion (planned, monitored and adjusted)
and its work products are appropriately established,
controlled and maintained

The managed process is now implemented using a
defined process that is capable of achieving its
process outcomes

The established process now operates within defined
limits to achieve its process oulcomes

The predictable process is continuously improved to
meet relevant current and project business goals.

1 (performed) its  process

E (Managed)

(established)

H (predictable)

B (optimizing)

Capability level 0 reflects the process not being




implemented or the process has failed at least to achieve some
of the expected result. COBIT helps managers, auditors and IT
users to bridge the gap between control requirements, technical
issues and business risks and help in developing IT
governance. In general it can be stated that COBIT focuses
more on control over an I'T management [4].

C. ITIL Related to COBIT

The strength within ITIL is the way processes are
described with different activities and flowcharts to use for
target implementation. Cost/Benefit and implementation issues
are also described. There are also guidelines for reviews and
Critical Success Factors, but these issues are better described in
COBIT. First of all COBIT is defined by the IT-audit
community as a framework highly suitable for authority.
COBIT is also stronger when it comes to management issues
where “Management Guidelines” provides the implementer
with a reference where Critical Success Factors are described
together with Key Goal Indicators, Key Performance Indicators
and Capability Maturity Models (CMM) [5].

COBIT is better structured to address issues related to
IT auditing, being widely used and appropriate for this purpose.
With striking features when it comes to issues related to
management, COBIT references the Critical Success Factors
along with Performance Indicators and maturity models of
capacity. COBIT will support the strategic interest of IT in
organization and also COBIT will recognized to have better
governance structures [6].

D. Relationship between ITIL V3 2011 Framework with

COBIT 5

When the ITIL V3 2011 framework compared to
COBIT 35, found the fact that they correspond to each other at
high levels. Although different words are used, but they cover
the same issues, COBIT focuses on what to do to ensure good
governance of all related IT processes, including the process of
managing information services. COBIT provides guidance,
structure and tools to achieve the desired levels of conformance
and performance for IT processes needed to meet business
needs while ITIL provides best practices that explain how to
plan. design and implement effective service management
capabilities.

COBIT helps to guide what to do, and ITIL provides
guidance on how to achieve improvements supported by the
control objectives and practices of COBIT. The relationship
between ITIL V3 2011 and COBIT 5 is very close and
complementary to each other, the IT Governance Institute
(ITGI) as the organization that sets standards for COBIT makes
a mapping between ITIL V3 2011 and COBIT 5. COBIT 5
coverage with the ITIL V3 framework 2011 and ISO / EIC
20000 standards are on the part of the DSS. BAIL and APO
domains. The relationship between ITIL V3 2011 and COBIT
5 can be explained in Figure 3.

Figure 2%COBIT & Goversge of Other Stancdaress and Frameworks
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Fig 3. Relationship between ITIL W3 2011 and other framework [7]

II. ANaLYSIS RESULT

A. Analysis of Service Lifecycle Service Conditions in ITIL
V3 2011 Framework in Puskom Kemenlu

The ITIL V3 2011 framework was selected in this study as a
guide to create an activity guide that should be available in
Kemenlu. The Service Lifecycle required for this analysis is
Service Strategy. Service Design, Service Transition, Service
Operation and Continual Service Improvement.
Al Service Strategy

Table 2. Analysis of Process Condition Strategy Manag For IT Services

Service Lifecyele
Service Strategy
Pracess : Strategy Moaageoent For 1T Services
Dheseription
WE
To anticulate bow service providers assist organizations i achieving the ir organizational

oucomss, and esuablish criteria & mechanisms for deciding where appropriate services
are in achieving resubts and the most effective and efficiont way to muanage their services.

Process, Activity, Methods and Technical ;

Stacgy MSsissmWal. SUOMSEY @encration, SUMERY exocution. measurcement and
evaluation, and strategic management for IT service provader nternal

Tnput :
Existing plans, rescarch on environmental aspects, vendor strategy and product service
roadmags, customer miervews and simtegic plans, senace porifolios, service reports,
and service report asdis

Ouiput ;

Strategic plas, tactics] plans, schedule review and documentation srcgies, vision and
miission statements, service policies, and strategic needs for new services

Analyshc

Currenily Puskom already has a strategic plan contained in Remsira Kemenby 2015.2020,
strategic objective of Increaging Management and Technical Support through
Infoemation and Comaunication System of Minisiry of Foreign AfFairs is 1o imprave e
quality of information and communication technology services provided by the
Communicatson Center %o support the adtivitics of stakichalders in Ministry of Forciga
Afffairs. T it o b Main Performance Index of ICT Service Quality Index which
has several inds namely: Problem solved [CT which i 94,8% and Infrastnucture
Availability o cowork oqaal 10 95%, while SLA bevween Puskom with ISP s
#9.5% more than index indicator. Up 1o now, ICT Services Smtistaction schicvement is
still 025 because there has never boon am assessment of satisfaction level of ICT services
1o users in Kemenlu

But management strategy for T servicesnya not complete and optimal
implementation because service providers have ot been able to meet the SLA
Therefore, the service provider must create # new siraiegy management palicy for IT
Services in managing its services in onder 1o achieve the expected results.

After getting guidance on ITIL V3 2011 input, activities,
output, and objectives, then the steps taken are analyzed by
comparing the ITIL V3 2011 framework guidance with actual
condition that happened in Kemenlu. Actual data retrieval
process is done by interview in Puskom. The result of the




analysis process is suggestion of improvement that need to be
done by Puskom with reference to ITIL V3 2011. Based on
ITIL V3 2011, example lifecycle anlaysis framework for
Puskom can be seen in Table 2 which is The results of a
comparison analysis between the conditions governed by ITIL
V3 2011 with the actual conditions.

A2 Service Design

Cabinet Office divides the processes included in Service
Design on ITIL V3 2011 consisting of Design Coordination,
Service Catalog Management, Service Level Management,
Availability Management, Capacity Management, IT Service
Continuity Management, Information Security Management
and Supplier Management, example lifecycle anlaysis
framework for Puskom can be seen in Table 3 which is The
results of a comparison analysis between the conditions
governed by ITIL V3 2011 with the actual conditions.

Table 3. Analysis of Process Condition Service Portfolio Management
Service Lifecyole

Purpose

To explain the objectives and objectivity of serviee design stages achieved by providing
and maintaining a point of coordination and control of all activities and processes with
stages in service lifeeyele.

Pracess, Acivity, Methods and Tcehnical ;

Defining and maintaining policies and mothods, designing resource plans and
capabalities, coordinating design activities, managing risks anad design isswes, and
improving service design
lpud :
Service charters, demand changes from several stages of service lifeeycle, change
documents and change authorization, business information from 1T sirategy and
organization  business, business impact analysis, service pontfolio, [T stmiegy,
governance needs, organization policy needs, laws and regulations, And project
schedules, change schedules, configuration management syitems, feedback from all
es,  information  technology  architectures,  management  systems,  metrics
ment and methods, and design processes.

A comprehensive and consistent set of Service Designs, revisions 1o infonnation
gy ar system revigions, revisions of metrics and metrics
methods, process revisions, service portfolio updates, updaies 1o change documents,

Analysis :

At present all relevant documents conceming serviee design are in the Term of
Reference (TOR) and the Terms of Reference which cover all resource design and
capabalities. For the IT service, there are several competent human resources in their
respective  flebds  mamely  Infrastructure,  Information Systems,  Diplomatic
Communication and Informestion Sccurity System.
Currently for the design of services such as the internet and applications are made based
won the request from the Satker through the official note. There 15 oflen a change in
network opology due 10 changes in service structure of the 18P but Puskom docs not
have complete network wpology documen tation so that when roubleshoating accurs it is
difficult te troubleshoot. This is what explains the design cocrdination in Puskom dees
ot exist yet.

A3 Service Transition

Cabinet Office divides the processes included in Service
Transition on ITIL V3 2011 comprising Transition Planning
and Support, Change Management, Service Asset and
Configuration Management, Release and Deployment
Management, Service Validation and Testing, Change
Evaluation, and Knowledge Management. Example lifecycle
anlaysis framework for Puskom can be seen in Table 4 which is
The results of a comparison analysis between the conditions
governed by ITIL V3 2011 with the actual conditions.

Table 4. Analysis of Process Condition Transition Planning and Support

Service Lifecycle
Service Transition
Process : Fransition Planning and Suppert
Description

je———————————————|

Adm:

To provide overall planning for the service transition and 1o coordinste the resources

they need.

Process, Activity, Methods and Technical ©

Transitson strategy, service transition lfecyele stages, preparation for service transition,
planning and coordination of sorvice wansition, and provision of transitional process
support.

Tnput :

Froposal perubahan; oiorisasi perubahan; dan Serviee Design Package berupa Relbease
package definition and design specification, Test plans, Deployment plans, dan Service
acceptance eriteria (SAC)

Output :

Transitson strategy and budget, as well as indcgration of service transition plan

Analiss Kondisi :

Dring this process of wansition planning and support either for new services or service
changes in Puskom has never been managed properly. As part of the planning and
support for service transstion, the implementation of this process will minimize the
impact and failure of the service tramsitwon. From the data history during this big
problems anise at the time of service transition occurs when there i a change from the
old system 1o a new system such as the tamsition of email kemlu, portal kembu, and
many problems that occur that many officials and emplayess who can mot access old
email due i migration peocess not perfect. Therefore, Puskom in the future can apply
ansitson well for planning and suppost has resources cither.

the service tra

A4 Service Operation

Cabinet Office divides the processes included in Service
Operation in ITIL V3 2011 consisting of incident management,
event management, request fulfillment, problem management,
and access management, example lifecycle anlaysis
framework for Puskom can be seen in Table 5 which is The
results of a comparison analysis between the conditions
govermned by ITIL V3 2011 with the actual conditions.

Table 5. Analysis of Process Condition Event Management
Service Lifecycle

Sewvice {peration
Process : Event Management
Description

Aim
To manage events that oceur in the lifeeycle
Procoss, A Mlethads and Technical

Eventz, notiflestions, detection, un-l Event logs: HN level ovent eorelations and
fillering, significant events, second-level event t action needs,
response selection, review of action, and eveni closure.

Tmput :

Operational and service level requirements relating 1o events and setions; Alnms,
wamnings and thresholds 10 recognize evenis; Event correlation tables, rules, event codes
and automated mqum solutions that will support cvent management events; Roles and

hili events -md ating them to people who must
address. them: And for 1 logging, escalating and
communicaling events
Trutput :

Events that have been communicated and escalated to the responsible panty for follow-
et logs describe evenis occuming and some escalotion and communicalion
= performed to support other foremsic, disgnostic, and CSI actions; Events tht
imdicate an incident has eccurred: Events that indicate potential branch of SLA or DLA
ohjectively; Events and warnings indicating the completion of the status of deployment,
operational and support activities; And SKMS populstions with information and event
history
Analysh

Currently the event mansgement process has been applied w0 some infrastruciure
compeanents 1o monitor events that occur. The standard used is SNMP message. The
Infrastruciure sub-sector has implemented SNMP messages across all IT infrastructures
to monktor cvents Curremly an d in system s being
developed to record all evs ocsur. The goal is to be o chearly measure how
many cvent exceplions nonth, so that steps ea improved iF necessary.
Currently under comstruct f MO and SOC for event and log monitoring of all
existing IT infrastrctune devices.

A5 Continual Service Improvement

The Cabinet Office divides the processes included in the
Continual Service Improvement in ITIL V3 2011 just one
process namely The Seven Step Improvement Process. The




creation of each process framework in the Continual Service
Improvement uses the same method as the framework created
in the previous chapter. Continual Service Improvement
framework for Puskom can be seen in Table 6 which is the
result of comparison analysis between the conditions governed
by ITIL V3 2011 with the actual conditions.

B. Selection of IT Processes COBIT 5

Based on mapping on Table 1, next is grouping the IT
processes in COBIT 5 to eliminate duplicate data. This
grouping is done to all Service Management Process in the
lifecycle of Service Strategy, Service Design, Service
Transition, Service Operation and Continual Service
Improvement. The result of grouping which is IT Process
mapping in COBIT 5 with the five Service Lifecycle at ITIL
V3 2011, can be seen in Table 7 below.

Service Lifecycle
Countiinural Service Tmproventent
Process @ Tine Seven Stap Fmprovement
Deeskripsi
———7

Alm :

To define and manage the steps needed to identify, definition, gather, process. analyze,
present, und implement improvements

Pracess, Activity, Methods and Technical

Identify improvement strategics, define what is measwred, dats collection, data
processing. information and data onalysis, presentation and use of information, and
improvement implementation.

Tnpaut ¢

Service catalog; SLIG Review of service meetings; Visson and mission statcmicnt;
Ohjectives and ohjectivity of companies, divisions and deparmments; islative needs,
povermance needs; Budget cycle; customer stisfaction surveys Overall IT strutegy,
market expectations; Encoursgement of new lechnology: And flexible commercial
models,

Analysss :

Currenily the process of continual service improvement refers o the ITMP document
and roadmap on the arategic plan 2016-3030, but should always be dane review on the
achievement of ITMP and the roadmap is how far its achievement and do the adjustment
in ITMP document for the process of mmprovenient in the future, For example. i 2016,
the constrution of th first stage command cemier and sepporting infrastracturs in which
the infrustnactisre development process based on the previous ITMP should have boen
completed but due to no review of the implementation of [TMP so that the planning and
development process in the future is less than optimal

Table 6. Analysis of Process Seven Step Improvement
Table 7. Grouping IT Processes in COBIT 5 With ITIL V3 2011

1| APOOI Manage the IT r framework | 31 4.1 Thee S I P
2| APOO2 Manage strategy | $54.1 Swraregy Mamagement for IT Services
3 | APOOS Manage budget and costy | 55 4.3 Financial Management for IT Sevvices
4 | APOOS Momage relationships | 554.5 Buriness Relanionshep Manapemens
5 | APOOS manage service agreements | 55 4.3 Service Pornojolio management
| 55 4.4 Demand Management
5D 4.7 service catalogue Management
| 5D 4.4 ervice level managemens
6 _| Bl0) manage programmes and projects | 8D 4.1 design coordimation
7 | BANM manage avaslabifery and capaciy | SD 4.4 aveilabediny management
| | 8D 4.5 capacity management
§ | BAlS manage chamges | 5T 4.} charge management
s | mator b d 5D 4.1 de
ST 4.1 transition piarming and support
ST 4 4 relwase and deployment manapement
ST 4.3 service validarion and tesring
| ST 4.6 chamge evaluation
10 | BAIOS manage bncmledge | 5T 4.7 krvledige managesmens
11 | BAIOS manage assers | T 4.3 service azsets and
12 | BAIO manage configuration | 5T 4.3 service assety and configuration management
13 | DSS0L manage operanons | 50 4.1 avent)
| $08.2.1 3 IT aperarion management

1]

DSS07 manage service requerts and incidents 50 4.2 incident management
| | 50 4.3 roquest fulfillment

13| 05503 manage probless |50 4.4 problem management

16 | 5504 manpe contimizy | 5D 4.6 IT service continuity management
17| [DSS05 manage security services | 8D 4.7 inflrmation securiry managemert
18 | DES08 manmpe buginess process comtrals S0 4.5 aecess management

The result of grouping in Table 7 has produced 18
(eighteen) IT processes in COBIT 5 that have been mapped
into the five Service Lifecycle.

C. Rating of I'T Processes Capability Level in COBIT 5

One of the objectives in this research is the development of
IT service evaluation framework for Kemenlu. The above
mapping results in 18 (eighteen) IT processes in COBIT 5 to be
used in the process of determining capability level on the nine
attributes. The creation of a framework relating to the
application of these nine attributes begins with an explanation
of the conditions of each attribute obtained from COBIT 3.

This explanation is useful to provide understanding for
Puskom about the IT processes in COBIT 5. After getting an
explanation of each attribute then the step is to analyze by
comparing the attributes COBIT 5 with the actual conditions
that occurred in Kemenlu. Actual data retrieval process
conducted discussion with interviews and questionnaires to
leaders or officials associated with the management of ICT in
Puskom. The summary of the results of the current process
capability level rating to 18 COBIT 5 processes can be seen in
Table 8.

Table 8. Results Assessment Capability Level Process "Current Conditions”

Process Assesment Result

Prases Capahility Level ey
T Kapahilitas

Ko, | Proves COBIT

1PENZ Manage strafogs . Praformcd
3 | APO0S Manaps budaed andd ooty . Perfoninad
|4 | APOWS Manage relationships - Pestonmad
5 [APOW maraye service agroements o Pesformal
|76 |BAIO manage programees and projeets v | Pesfonmed
| 7| BARM manape avaifabiity and capacity =1 | incompicted |
| & |61 manage changes I L | Teaformal
| 9 [BA07 manape changes acoptance and tromsitioning | | Peaforma
10 | BTN manaye knondedpe . Pesformad
U IT | BARY manage wsers | Pesformal
BATIT masage configranion T T T | ompessd |
D501 munage eperufions ¥ | Perfomad
| 14 [ DSS0F manage service rogwests amd incideats B Peafommcd
15| D503 manage problems v Pezformed
| 16 |55 manage contiwaity ¥] Peaformcd
| 77 [DS80F manage secarity services | Teafonmad
| 00| D08 manage buriness process controls ¥ Terformed

The next process is to set a target or a measure that the
organization wants to achieve within a certain period of time.
Targeting methods can be done in several ways but in this
study the target is determined by questionnaire technique based
on the expectations of officials or leaders related to IT
govemnance. The summary of the results of the target process
capability level rating to 18 COBIT 5 processes can be seen in
Table 9.

Table 9. Results Assessment Capability Level Process "Target”

Process Assesment Resali

Pruses Capability Level

Ko | Proses COBITS ]
| I 4| g | WKepabilitss
[APENH Manage the 1T sxamagensons fraumerrk Managed

| 2 | 4P002 Manage strategy M |
3 AP Manaps budi! and oty Established

| 4| APOE Manaye rolationshis - Managed |
|3 [APOW marage service agrocments ¥ Mansged
6| BAIO manage programmes and projects v Managed
{77 [RATM macunape avcafublay awd capariiy T T | [ | Performed
{76 | B manage chasges U 11 1| | anaged
| 9 [RATO7 manage changes acevptance an d tram: | Mansged
| 10 |08 manage knowtedge L Managed
I | BAJP? msanape arsets o Mansped
|BAXI manaye configuration I
|13 | DERO] munage eperatioe: | Managed
| 14 | D302 manage service regwests amd incidents | Managed
3| v Mansged
LA | Managed
LA L | Ly
| 15 | D508 manage business process controls L] Maniged




D. Gap Analysis IT Processes COBIT 5 at Puskom

Gap Analysis (Gap Analysis) is conducted to find out the
extent of the gap between the current condition with the
expected conditions and what efforts can be done to minimize
the gap. The gap (Gap) is obtained through the comparison
between the level of governance capability in Puskom,
Kemenlu on the current condition with the level of target
capability to be achieved. With the help of a spider chart or
radar chart like Figure 4, clearly visible gaps in every process.

Current condition

—pm=i evel Koncis Saat Ini

—@=yovel Target

Level Target

i"ig 8. Radar Chart Gap Analysis Capability Level
Fig.4 Radar Chart Gap Analysis Capability level

Priority of IT Processes COBIT 5 at Puskom

Here are the strategies that are of concern in determining the

achievement of capabilities:

1. The improvement is done gradually in accordance with
the priority scale where attributes with lower capability
value, get higher priority for improvement.

2. Referring to the first grain above, the process area with
the current level of capabiility is “0” (incomplete), gets
the main priority to be done remedial steps to reach the
level of capability “1” (performed) first. Some of the
process areas in question are BAIO4 and BAILO,
respectively.

3. Conditions where the balance level capability is reached
then all process areas are at the current level “17.
Simultaneously with the process area that has reached
the level of capability of 17 that is APO01, APO06,
APOO08, APO09, BAIOI, BAIO6, BAIO7, BAIOS,
BAI09. DSSO01. DSS02. DSS03. DSS04, DSS05.
DSS06 will be done remedial step towards condition
level capability Target, ie level 2 capability.

Recommendations for achieving level 1 capabilities are

given in the form of specific activities in each process
according to indicators PA.1.1 Process Performance (Process
Performance). To achieve level 2 capability in general must
implement indicators of process capability as follows:

1. PA 2.1 Performance Management (Performance
Management) :

A. Identify and define performance goals for the process;
B. Plan and monitor process performance;
C. Adjust and align process performance to meet

predetermined plans;

D. Define, define, and communicate responsibilities and
authority to carry out the process;

E. Identify, provide. allocate, and utilize the resources and
information necessary to carry out the process;

F. Manage the means by which the parties are involved, to
ensure effective communication and clarity of
delegation of responsibilities.

2. PA 22 Work Management
Product Management) :

A.  Define the need for the work of the process:

B. Define the need for documentation and control of the
work of the process;

C. Identify, document and control the work well;

D. Review the work according to plan and align the work
to meet the needs.

Management (Work

I'V.CONCLUSION
All ITIL V3 2011 processes mapped to the COBIT 5

framework have measured level capability on 18 (eighteen) IT
processes in COBIT 5 whose average level capability is at "0"
and "1" levels. The next step is to analyze the level capability
of TI COBIT processes between the "as-is" condition and the
"to-be" condition which is majority in level 2 and the rest at
level 3. After that, the prioritization of IT processes in COBIT
5 with The way all IT processes on the "0" level are prioritized
to increase its capability level to level "1" and then "1" level
can be upgraded to "2" level.

KPI (Key Performance Indicator) as an indicator of the
success of the process obtained from the document COBIT 5
which then made the selection of KPI relevant to the problems
at the Puskom. The relevant KPI selection process resulted in
52 KPIs from 66 KPI obtained from the COBIT
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