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Abstract:

This study focus on the perspective of cybersecurity in the financial services industry
namely the Banking & Capital Markets, Insurance and Wealth & Asset Management
sectors. Suffering the highest costs of cybersecurity and dealing with increasing
sophisticated attacks, organizations within this industry must consider cyberattacks in

their strategic planning.

The comparison analysis suggests that the main vulnerability appointed by the three
sectors are careless employees, their lack of training as well budget constraints and minor
executive support. Moreover, the Board should acknowledge itself about information
security in order to establish effective preventive and reactive measures. At last, cyber

insurance interest is improving within the three sectors.

Keywords: Cybersecurity; Financial services; Careless Employees; Cybersecurity
Budget.
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1. Introduction

Today’s technological world is impacting businesses, people’s lives and the way
cybersecurity evolves (OECD, 2017). In the past decades, technologies have been facing
a tremendous growth so as the relevance of information security. A large-scale breach of
cybersecurity was included in the top five of the most serious risks facing the world today
by the World Economic Forum (2017). Furthermore, according to Cybersecurity
Ventures (2017), over the next five years, global spending on cybersecurity will exceed
$ 1 trillion cumulatively. The permanent mobile connectivity and the exponential growth
of computing power boosted the development and innovation in many sectors, however,
it increased their exposure to cyberattacks. Sophistication on these attacks allowed
cybercriminals to exploit vulnerabilities of many organizations and governments (Walls,
2014) (See Appendix 2.1-2.3). By 2021, cybersecurity damages are expected to double,
costing the world approximately 6€ trillion annually (Cybersecurity Ventures, 2017).
Although these cyberattacks have damaged various industries already, the financial
services sector is the one that suffers more harm. Indeed, according to Europol (2017), it

is the sector with the highest cost of cybercrime.

There are some studies about cybersecurity concepts and ways to protect and expand
awareness (Craigen, Diakun-Thibault and Purse, 2014; Fernandes, 2013; Porche,
Sollinger and McKay, 2011), as well as a systematic review of literature regarding cyber
situational awareness (Franke and Brynielsson, 2014). However, there are some gaps in
understanding organizations’ vulnerabilities in the technological society which should be
addressed. Moreover, a perspective of financial services regarding cybersecurity and an
explanation of the hiring gap was given, e.g how organizations should hire and retain a

cybersecurity professionals (Pierce, 2016). The relevance of insurance coverage to protect
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from liability losses is also very discussed (Zureich and William Graebe, 2015). Some
articles regarding cyberwar and cyberterrorism are increasing their expression in the
literature as well as cybersecurity’s governance (Amaral, 2014; Singer and Friedman,

2013; Perez, 2010; Chang and Grabsky, 2017).

The aim of this paper is to perform a comparative analysis regarding cybersecurity
awareness within the financial industry, by understanding how the Banking & Capital
Markets, Insurance and Wealth & Asset Management sectors have been dealing with the
recent evolution of cyberattacks and how budget decisions evolved. Moreover, this study
will extend the analysis of the cybersecurity topic mentioning some of the main threats

and vulnerabilities encountered by these organizations.

The rest of the paper is structured as follows: first, it reviews the extant literature relevant
to cybersecurity and its consciousness within organizations. The second section explains
the methodology adopted and presents a brief explanation of the data used in this research.
Next, an analysis of the results is presented and discussed. The last section concludes on

the topic.

3. Literature Review

In May of 2017, all continents and thousands of enterprises were affected by the
WannaCry hack, a cyberattack based on ransomware. It was required a payment of
redemptions to unlock the affected systems. The attack affected initially
telecommunications companies spreading subsequently to energy firms, financial
institutions and paralyzing the National Health System in the UK which compromised the
normal flow of the economy and society in that period (Petit, 2017; Hern, 2017). The
countries affected were Portugal, Russia, Spain, UK, Japan, among others. The most

common attacks occurring are based on ransomware, phishing via e-mail and the zero-
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days attacks. The latter shuts down every system infected while the first two are easily
expanded through e-mail accounts and social networks. According to the “Cost of Cyber
Crime Study” information theft remains the most expensive consequence of a cybercrime
(Europol, 2017). Many attacks are successful simply because people click on a button
disregarding the content or the potential threat. Increasing awareness for cyberattacks is
preventing their success (Cybersecurity Ventures, 2017). Human performance was
considered the key to the success of development and operation of cybersecurity
processes (Boyce et al. 2011). However, Robert Herjavec, founder and CEO at Herjavec
Group, stated that employees tend to be the weakest link in an organization. In fact,
employees put their organization vulnerable by not being aware of the risks. According
to the Global Risks Report, teaching employees to identify, defend and react to
“cyberattacks is the most underspent sector of the cybersecurity industry” (World
Economic Forum, 2017). Actually, in 2014 the global spending on security awareness
training for employees was $1 billion. For 2027, this expenditure is expected to reach $10

billion (Cybersecurity Ventures, 2017).

As cybersecurity becomes more relevant, the market labor for this sector suffer some
changes. Although some authors defend that the shortage on cybersecurity professionals
has been solved throughout the years due to the efforts in education awareness and the
arising of new job classifications (Libicki, Senty and Pollak, 2014), it is still an issue
affecting organizations which are suffering losses due to this skill gap. In fact, there are,
at least, thousands of cyber-related jobs openings due to lack of skilled candidates (Pierce,
2016). Additionally, it is noted the need for more women within cybersecurity industry
as only 11% of cybersecurity positions belong to them, according to the Women’s Society
of Cyberjutsu (Miller, 2017). John Reed Stark, former Chief of the SEC’s Office of

Internet Enforcement, emphasized the cybersecurity labor issue, once he considers the
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greatest threat not to be state-sponsored cyberattacks, but the severe cybersecurity labor

shortage which is expected to reach 1.5 million job openings by 2019.

In the beginning of this decade, Chang (2012) debated about cybersecurity’s
interdisciplinary nature “(...) Humans must defend machines that are attacked by other
humans using machines (...)”. Two years later Craigen, Diakeun-Thiab and Purse (2014)
developed a compilation of all the available literature regarding cybersecurity with the
purpose of achieving a concise and inclusive definition: “Cybersecurity is the
organization and collection of resources, processes, and structures used to protect
cyberspace and cyberspace-enabled systems from occurrences that misalign de jure form
de facto property rights” (p.13). In order to better understand the term “Cybersecurity”
a partition was made to clearly define each component: Cyber and Security. According to
Oxford (2014), “Cyber” refers to electronic communications networks and the virtual
reality. Wiener (1948) had already developed the term “cybernetics ” and Gibson’s (1984)
enhanced and popularized the term “cyberspace”. The year before, Public Safety Canada
(2010) provided a definition of cyberspace “the electronic world created by
interconnected networks of information technology and the information on those
networks” which was complemented by Deibert & Rohozinski (2010) who stated that it
is a dynamic and multilevel system that represent human intentions. Baldwin (1997)
suggested the reformulations of each individual’ conceptions of security “as clearly and
precisely as possible”. Furthermore, Oxford (2014) concluded that the principal

presumption of security is to be safe from potential threats or dangers.

Recently, the literature was enriched with an heuristic model for cybersecurity to depict
the challenges organizations face to minimize the costs resulted from insecurity evolving
cyberspace (Libicki, Ablon, & Webb, 2015). By creating a framework for how

cybersecurity choices are established within an organization, the authors studied variables
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such as size, diligence, use of tools and training. They concluded that both training and
use of tools increase as a function of size of the organization and value at risk. The
diligence factor turns out to be insensitive to these factors given that high-diligence
organizations typically obtain greater value on the first tools acquired so that the potential

losses to a cyberattack fall rapidly.

There is a consensus that cybersecurity and issues involving cyber threats are evolving
with no turning back. Despite the fact that Rid (2011) considers the conflicts in the cyber
domain permanent, he states that none pure cyberwar will exist because that will never
be sufficient to win on its own. The same applies in the case of a field war as “No battle
will be won without the cyberspace”. Governments have been tightened regulations and
adopted cyber security strategies. Among others, we can observe as an example the
Government of Canada, the National Information Security Center from Japan and The
Federation Council from Russia. The regulations differ from each other (Giles and
Hagestad, 2013) but have significant priorities in common such as developing their
situational awareness. Furthermore, European Commission created the General Data
Protection Regulation (GDPR) which establish rules to ensure information security,
namely, personal data. Companies not complying with the rules will be fined up to 20
million euros or 4% of their annual revenue (The European Parliament, 2016). Several
recommendations are given for enterprises in order to prepare them to the new regulation
such as preparation for data breaches, a special aware for cross-border data transfers as
well as organizations' transparent practices (Allen & Overy, 2017). Recognizing
cybersecurity as a potential concerning issue at a national level, Fernandes (2013)
predicted that an adaptation of GNR (Guarda Nacional Republicana/ Republican
National Guard) to the new reality would be crucial following six goals, namely the

development, standardization and certification, training and awareness, incident alert and
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response, combating cybercrime and critical infrastructure protection. Additionally, the
author recommended the development of "Special Police Programs" related to Cyber-
Policing in order to raise awareness among citizens and public-private sectors as well as

to teach how to recover from a disaster and to keep a resilient business.

The increasing difficulty of defending cyberspace was documented by Porche, Sollinger
and McKay (2011) who attributed several causes such as the absence of virtual cyber
boundaries, the need of transition between private and public networks, either at a national
level or abroad and the fact that cyberspace became a “global commons” which is open

to everyone.

By performing a systematic review of the literature on cybersecurity situational
awareness, Franke and Brynielsson (2014) identified that more research could be devoted
on information exchange as they consider it a driver to expand cyber situational awareness
an important for national strategies. Additionally, Hennin (2008) suggested a model for
information exchange regarding suspicious IP addresses and two years later, Klump and
Kwiatkowski (2010) recommended a model for information exchange about incidents in

the power system.

4. Methodology and Data

For the aim of this paper, the author performed a comparison of results of the Global
Information Security Survey (GISS) launched by EY Global within 3 sectors: Banking &
Capital Markets, Insurance and Wealth & Asset Management sectors. The main goal is
to depict trends of cybersecurity awareness within these sectors and understand how

evolution of cyberattacks is associated to an increase concern with information security.

Since the data considered for this analysis was obtained from the latest edition of GISS,

it should be classified as secondary data. The data collected consists on the results of a
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questionnaire launched at a global scale in 2017 which was taken by multiple companies
from different sectors all over the world. The choice to perform the study using data that
was already collected was mainly due to feasibility issues. It would be extremely difficult
to collect data in the same conditions as the authors of the survey did since EY is present
in more than 150 countries and has multiple contacts with clients. This year research
occurred between June and September of 2017 and included around 1200 respondents
from 72 countries. They are typically information security and IT executive or managers
and C- level executives. The majority of respondents come from EMEIA (Europe, Middle
East, India and Africa) and Americas. There is a diversity of sectors covered by this
survey. As one can observe on the figure 1, respondents are coming from firms related

to Oil & Gas, Telecommunications, Technology, Banking among others.

Primary Industry of Respondents 2017, in %

Other

Wealth & Asset Management
Telecommunications
Technology

Real Estate

Professional Firms & Services
Power & Utilities

Oil & Gas

Mining & Metals

Media & Entertainment

Life Sciences

Insurance

Health

Government & Public Sector
Diversified Industrial Products
Consumer Products & Retail
Chemicals

Banking & Capital Markets
Automotive & Transportation
Aerospace & Defense

0% 2% 4% 6% 8% 10% 12% 14% 16%

Figure 1 — Primary Industry of Respondents Source (GISS 17-18)

In order to develop a more industry specified comparison, the author of the study decided

to strict the sample to a maximum of 3 sectors. Firstly, the author verified that the majority
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of the respondents belonged to Banking & Capital Markets, Consumer Products & Retail,
Wealth & Asset Management and Insurance (Figure 1). Given the relevance that
cybersecurity has in Banking & Capital Markets sector, the Insurance one and the Wealth
& Asset Management industry and the fact that these sectors suffer the greatest costs
concerning information security (Europol, 2017), the analysis of comparison focused on

them.

As a result, the sample of this study comprises responses from the sectors mentioned
above, totalizing 268 respondents: 160 from Banking & Capital Markets, 75 from
Insurance and 33 from Wealth & Asset Management sector. It was not possible to depict

all respondents by gender and age range.

The author performed a descriptive analysis of the sample using some statistic methods
such as identifying the mode and calculating the arithmetic mean within intervals as the

formula below:

Y (Xa * Xm)

X =55

(1

Where Xa is the absolute frequency and Xm is the midpoint of the specific class of

interval.

The GISS survey is performed every year to assess the awareness that companies have
regarding cybersecurity and their efforts to make their organization more resilient to face
cyberattacks. The 20" edition of this questionnaire have 5 sections where a different topic
is developed in each section. The first section is a mere description of the organization’s
profile. The second section concerns strategy, innovation and growth and the following
one is about risk. Then, questions relate to technology, people and organization. In the

final section, finance and legal topics are approached. In general, the questionnaire relates

10
Ana Rita Fernandes | Nova SBE & EY



to the security budget and investments of the organization, security effectiveness and

risks, among others (See Section A, Appendix 1).

As an example, the last survey asked respondents “What is your organization’s total
annual spend on cybersecurity in US$?” and to identify variation from last 12 months of
the organization’s total security budget as well as the change expected for the next 12
months. Regarding risk, the survey provide respondents with a list of different type of
information and asked them to classify all which they “believe to be the most valuable to
cyber criminals”. Possible options are customer personal and passwords, R&D
information, company financial data, information exchanged during M&A activities

among others.

5. Presentation and Discussion of Results

Through an analysis of respondent results, it was possible to compare each sector points
of view in various topics: past and future variations on cybersecurity budget, additional
funding needed to protect the company, main threats and vulnerabilities identified, among
others. As mentioned before, three sectors were considered for this analysis: Banking &

Capital Markets, Insurance and Wealth & Asset Management.

In order to understand the importance organizations from these sectors give to
cybersecurity issues, an analysis on organization’s total annual spend on cybersecurity
was performed. The latter includes all costs related to process, technology and people.
Having these in mind, it was observed that approximately 24% of respondents from the
Banking and Capital Markets (BCM) sector spend annually between $1 and $2 million
on cybersecurity. Organization’s annual expenditures rise up to $50 million for

approximately 21% of respondents. On average, organizations' total annual spend on
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information security in the Banking and Capital Markets (BCM) sector is approximately

$12.9 million, including technology, people and process costs.

Roughly one half of respondents from Insurance sector admitted that their organizations'
total annual spend on information security was less than 2§ million. It was observed that,
on average, organizations' total annual spend on information security in the Insurance
sector is approximately $11.9 million. Approximately 28% of organizations in Wealth
and Asset Management (WAM) sector are spending, per year, between $1million and $2
million on cybersecurity. On average, cybersecurity’ annual spent in the WAM sector is

approximately $4.75 million.

Aiming to evaluate the variation of organization’s total budget in cybersecurity matters
and how cybersecurity is associated with budget’s decisions, respondents had to define
an interval that reflected the variation of cybersecurity’s budget compared to the last 12
months. For the Banking sector, institutions faced, on average, an increase on their
organizations' total cybersecurity budget over the last 12 months of approximately 10%.
Indeed, approximately 33% of respondents said that cybersecurity budget increased up to
25%. However, 1% of respondents admitted having decreased their cybersecurity budget

in the last 12 months.

Nearly a quarter of Insurance respondents admitted an increase up to 25% on their
organization’s total cybersecurity budget during the last 12 months. Approximately one
third of organizations kept the same level on the cybersecurity budget. As a result, on
average, insurance sector faced an increase on their organizations' total cybersecurity

budget over the last 12 months of approximately 7%.

In the previous year, approximately 40% of organizations from WAM sector faced a

decrease up to 25% on total cybersecurity budget. Only 3% of organizations expect a
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negative variation between 15% and 25% on cybersecurity budget. Overall, on average,
wealth management companies faced a decrease on their organizations' total

cybersecurity budget over the last 12 months of approximately 7%.

Moreover, respondents delimited an interval that reflected the variation in organization’s
total cybersecurity budget for the following 12 months. Expectations for this period
revealed an increased awareness of impacts and costs cybersecurity can impose to
organizations mainly for the banking and insurance sectors. For the first sector,
approximately 42% of respondents plan to increase their organization’s total
cybersecurity budget between 5% and 15%, while approximately 25% admitted to
increase it up to 25%. Only 3% considered an increase greater than 25% and almost one
third expected no variation in the cybersecurity budget. We can conclude that, on average,
financial institutions expect an increase of approximately 9% on their organizations' total
cybersecurity budget in the following 12 months. Regarding the Insurance sector,
approximately 55% of organizations plan to increase their total cybersecurity budget up
to 25% in the next 12 months. Only 2% of respondents admitted to decrease their budget
in more than 25%. On average, insurance companies expect an increase of approximately
11% on their organizations' total cybersecurity budget in the following 12 months.
Against author expectations, wealth and asset management’ organizations are decreasing
their attention of cybersecurity. In fact, 68% of respondents admitted a decrease on the
cybersecurity budget up to 25%, while approximately 18% believed it would stay in the
same level. On average, these companies expect a decrease of approximately 12% on

their organizations' total cybersecurity budget in the following 12 months.

In fact, one would expect these positive variations in organizations' total cybersecurity
budget either from the past 12 months or the next ones to be associated with the increasing

concern of cybersecurity issues. One of the reasons is the harm that cyberattacks cause in
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organizations, namely in financial services which suffer the highest costs related to cyber
(Europol, 2017). Although with less representability, the negative variation on
organizations' total cybersecurity budget in WAM sector was not expected neither its
intensification in the following 12 months. Indeed, these results corroborate part of the
literature once there are increasing concerns with information security and the probability

of attack attempts (Accenture, 2016; Cybersecurity Ventures, 2017; Castelli et al, 2017).

A further question regarding how much additional funding organizations would need to
protect the company had similar results within the sectors in analysis. Firstly,
approximately 73% of respondents from Banking & Capital Markets sector believe their
organization would need up to 25% of additional funding to protect the company and to
be aligned with management risk tolerance while 14% consider that 50% of additional
funding would be enough to protect the company. On average, institutions within banking
and capital markets sector would need approximately 24% of additional funding to be
aligned with management's risk tolerance. The result is the same in the insurance sector.
Actually, only 5% of respondents admitted needing between 75% and 100% of additional

funding to protect the company and to keep in line with management's risk tolerance.

Approximately 80% of wealth and asset management firms believe they would need up
to 25% of additional funding in order to protect their companies while only 3% admitted
needing between 76% and 100% of additional funding. On average, financial institutions
would need approximately 19% of additional funding to be aligned with management's
risk tolerance. The Table n° 2 below summarizes the comparison of average results

within the three sectors.
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Summary of Cybersecurity’s Budget Variation and Additional Funding Needed

(Table 2)
Cybersecuity's Budget Variation Additional
Comparison between sectors | From the last 12 For the next 12 | funding needed
months months
Banking & Capital Markets 10,3% 9,4% 24%
Insurance 7% 11% 24%
Wealth & Asset Management -1% -12% 19%

An interesting point mentioned before is that WAM sector has been decreasing funds in
their budget for cybersecurity, however, respondents from this sector consider that they
would need, on average, approximately 19% of additional funding to fully protect the

company.

There are many threats that may affect organizations, either directly or indirectly. That is
one of the main reasons why organizations are increasing their attention in cybersecurity
matters. Indeed, these threats may lead to a loss of productivity, damage in organization’s
reputation and consequently, credibility. In larger scale, if these threats turn into an
executed cyberattack, it may affect the normal flow of economic activities, just like the

WannaCry attack did, through ransomware (National Audit Office, 2017).

Additionally, phishing attacks are real and most of the times they are successful because
employees are not properly trained on how to defend and react in these cases. Most of
attacks tempted are successfully done because someone clicks on the button. Therefore,
attempts from the literature to enhance the importance of training and preparing
employees is consonant with results which suggest that training and raising awareness
within organization’s employees is crucial to prevent and mitigate these risks
(Cybersecurity Ventures, 2017; Libicki, Ablon, & Webb, 2015). Further vulnerabilities
identified by organizations and classified as high priority were malware, fraud, outdated

information security systems are out-of- date and the use of cloud computing.
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In the graphic bellow, one can observe a comparison of the most likely sources of an
attack between BCM, Insurance and WAM sectors. Moreover, the graphic includes the

overall results which covers all sectors included in this questionnaire.
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Figure 2 — Most Likely Sources of an Attack

At a first sight, careless employee is considered unanimously the most likely source of an
attack. As explained before, training employees and increasing their awareness to
potential threats as well as giving good examples and motivating with good practical
behaviors is fundamental to decrease the risk organizations face. The second most likely
source of an attack, nominated with unanimity are the criminal syndicates. The latter are
real and so their revenues. Many criminal syndicates act on the purpose of developing
their business either by earning money with stolen data or by creating and selling
software. In the second trimester of the current year, an international cybercrime group
who designed, developed and sold sophisticated software tools was dismantled due to
efforts from Spanish and British law enforcements authorities (Europol, 2017). Other
reports’ results highlight the increase of incidents attributed to insiders instead of third

parties and external hackers. (Castelli et al, 2017).
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Hacktivists and Lone Wolf hackers also concerns organizations even though in a smaller
scale. State sponsored attacks are more significant for wealth and asset management
sector. However, there is a general concern regarding these type of attacks that have been
growing in the past years despite some authors undervalued them (Stark and Fontaine
2015). For example, the media insinuate the possibility of the Russians interfering in the
last American elections (Lipton et al, 2016) leading to the elaboration of studies on how

cyberpower might have interfered. (Intelligence Community Assessment, 2017).

When asked to identify the main challenges that IoT brings to information security,
organizations vary too little. They consider that it is harder to know all the assets of the
organization, to keep all systems updated in terms of security and to identify suspicious
traffic occurring in the network. A further challenge mentioned is the ability to track the
access to data within organizations. Moreover, organizations considered that the shortage
of skilled resources together with lack of executive support and budget constraints are the
main barriers to a broader adoption of IoT devices. Nevertheless, according to

Cybersecurity Ventures, [oT will be the main technology driver in 2018.

The top4 priorities regarding information security identified by these sectors are the
protection of Intellectual Property, the security of interconnected devices, the automation

of robotic process as well as to ensure the security of cryptocurrencies.

It is common on organizations to outsource some information security services. Indeed,
according to sector’ respondents, the most outsourced information security functions are
security monitoring, assessment of vulnerabilities and specific consultancy activities.
Further outsourced functions are self-phishing to verify its impact on the organization and

one time exercises.
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With the purpose of properly protecting the company against cyberattacks, it is crucial
that not only employees are trained but also that the Board understand the issue and define

a strategy plan according to that scenario.

A Board that is aware Board Knowledge of Information

. ) Securit
of the risks is more y

prepared to deal with Other

them and to establish The board does not have sufficient
knowledge which lead to incorrect
decision-making.

]
|
|
The board does not have sufficient ‘
knowledge but there has been an

effective  measures

that prevent attacks evolution,

The board does not have sufficient
targeted to knowledge to evaluate risks and
establish measures.

organizations. The board has sufficient knowledge
to evaluate risks and establish
practises.
Moreover, as
0% 10% 20% 30% 40% 50% 60%
mentioned before, it E Qverall B Wealth & Asset Management
o Insurance Banking & Capital Markets
is important that good
practical behavior is Figure 3 — Board Knowledge of Information Security.

encouraged and demonstrated by executives and the Board. As one can observe in Figure
3, approximately 40% of respondents recognized that boards have sufficient knowledge
of information security to properly evaluate the risks and threats their organization is
facing as well as create actions to react. Less than 5% of respondents from the three
sectors declared the Board not to have sufficient knowledge on information security with
negative consequences on decision-making process. Boards that don’t have enough
knowledge but are improving their skills are also representative within respondents. As
Stark and Fountaine (2015) studied, the cybersecurity topic must receive much attention
from boards of directors who should become “actively involved in properly addressing

cybersecurity”. Furthermore, both authors defend a similar approach as an audit
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committee for financial statement and reports, characterized by its rigor, skeptically and

methodical inquiry.

A high percentage of respondents of the sectors in analysis believe that their organization
is likely to detect a sophisticated cyberattack (BCM: 55%, Insurance 41%; WAM 58%).
From one fifth to one third of respondents considered unlikely a detection of a
sophisticated cyberattack by the company. According to 6-10% of respondents, it is

highly unlikely that the organization detect a sophisticated cyberattack (Appendix 3).

In the previous year, organizations faced significant cyber breaches that can be attributed
to either process or primary controls failures. Outdated systems, insufficient employee
awareness exploited via phishing were the most appointed failure. Although with less
representability, poorly secured internet-facing systems were determinant to originate

significant cyber breaches.

Organizations from the three sectors considered the information security maturity of peer
organizations by sector and the effectiveness of technologies more important and useful
rather than knowing about the threat intelligence sources effectiveness or allocation of
funds in security. In the middle, one can observe that internal reporting structure is also

practical but not that relevant for these companies.

As mentioned before, cyberattacks may impact the productivity, raise problems with
regulatory institutions and affect reputation of companies. These inevitably influence the
revenue of the firm. An estimation of total financial damage related to information
security incident over the past year was asked. This estimation covered productivity
losses and regulatory fines but excluded costs caused by brand damage. Having these in
mind, it was observed that approximately 76% of banking institutions faced a loss
between $0 and $100.000 while only 6% suffered a loss greater than $2.5 million. On
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average, BAM sector estimation of the total financial damage resulted from information
security incidents in the previous year was approximately $253K. In the insurance sector,
78% estimated their financial damages up to $250K and roughly 9% were above $2,5
million. As a result, on average, the predicted financial harm in this sector was
approximately $396K. Last but not least, it was verified that nearly two thirds of
respondents from wealth and asset management sector faced losses up to $100K and no

loss above  $500K Current Level of Interest in Cyber

was estimated over Insurance
the  last  year. other [
Consequently, there We have never considered cyber -
insurance
1S an average
We do not have cyber insurance and
estimated financial we have no plans to adopt it --
We do not have cyber insurance and
damage on this ar actively looking for appropriate --

cover

We currently have cyber insurance,
but it does not meet our I
organization’s needs

approximately, We currently have cyber insurance -_
that meets our organization’s needs

$117K. Considering

sector equivalent to,

0% 20% 40% 60% 80% 100% 120%

the undeniable BCM mInsurance ®WAM

INCreasing 1mportance  gjoyre 4 — Current Level of Interest in Cyber Insurance.

of cybersecurity in these years, organizations must recognize this issue and put in place
measures that effectively defend the organization in case of an attack. Not only reacting
practices are needed but also preventive ones. On that purpose, respondents from the three
sectors were asked to classify their interest in Cyber Insurance. Above, there is Figure 4
that summarizes the level of interest in cyber insurance within these sectors. In Banking
and Capital Markets sector, nearly 28% of respondents confirm to have cyber insurance

that meets all requirements and needs of the organization. Around 50% of respondents
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don’t have any cyber insurance plan from which approximately 27% have no intention to
adopt one and the remaining are looking for an effective cover. Actually, 15% of
respondents admitted not to even consider a cybersecurity insurance. The path is very
similar for both Insurance sector and Wealth & Asset Management sector. The fact that
many organizations don’t consider the hypothesis of having a cyber insurance is
worrisome in the sense that those could suffer damages and they are neither partial nor
fully protected with an insurance and, according to Zureich and Graebe (2015), “4 law
firm that operates without a specialized cyber liability insurance policy is at risk for

significant uncovered exposure in the event of a cyber claim”.

6. Conclusion

The aim of this research was to analyze perspectives of Banking & Capital Markets,
Insurance and Wealth & Asset Management sectors to find how these organizations are
facing the rise of cybersecurity importance and which vulnerabilities and threats firms
had to deal with. Moreover, this study highlights an important point regarding
organizations employees. The results showed that the greatest vulnerability come from
either careless or malicious employee and, at the same time, nearly half of respondents
admit the board not to have sufficient knowledge of information security. These outputs
justify in part the insistence in literature to the importance of training employees and
acknowledge all members of an organization including the Board (Boyce et al. 2011),
(World Economic Forum, 2017) once “Cybersecurity threats are universal, and board
members have to take ownership of these risks. The topic should be discussed regularly
in all board rooms, regardless of industry, region, or company size” (Cheng and
Groysberg, 2017). The level of board’s information security knowledge might lead to a

decreasing willingness to recognize the issue and to provide support, resulting on a

21
Ana Rita Fernandes | Nova SBE & EY



smaller portion for the cybersecurity budget. The latter is a crucial factor to stimulate and

promote good practices culminating in the resilience of the firm.

This descriptive analysis allow the readers to understand how sectors within financial
services industry are looking at the cybersecurity topic and how prepared they are to face
a cyberattack. The undeniable reality is that cyberattacks are here to stay and each time
they are more sophisticated. Moreover, there are new concerns related to the use of

cryptocurrencies which enhances the importance of having a strong cyber protection.

Regarding the limitations of the sample, once the data was already collected, the author
could not infer gender and age within the population. This study is not aiming for a
generalization to a larger population but instead a study of how organizations see, react
and prevent problems regarding cybersecurity. In fact, the main goal of this research was
to bring a new perspective, a more directed view, from financial services industry and
how its sectors are addressing cyber issues and preparing their organizations for this new
reality. A significant point of this analysis is that a portion of respondents and one third
of information security responsible belongs to the board of directors, meaning that they
can influence decisions, promote awareness within the organization and establish good
practices that may impact positively the firm. The author considers that an analysis with
a younger target population within the organization and also out of it would be valuable
to depict the perspectives and the evolution of the awareness within that population.
Further limitations concern to the reduction occurred and expected in total cybersecurity’s
budget in the WAM sector. Further research could analyze if there are divergence factors
that could lead to this result. Another suggestion of further research is to measure the

impact of blockchains in cybersecurity.

Throughout the study, it seems to be a link between funding and cybersecurity

effectiveness. For that reason, another avenue for further research would be studying

22
Ana Rita Fernandes | Nova SBE & EY



deeper the relationship between finance and organizations’ funding and the level of
cybersecurity practices implemented in these organizations. Perhaps, analyzing the
relationship of government expenditures in this sensitive area and organizations’

cybersecurity resilience would also be a relevant point.

The majority of cybersecurity-related decisions are based on a specific budget which is
essential to ensure the protection of organizations and the increase of awareness practices.
Budget constraints might have negative impact in the future of the organization. By
allocating more funds in cybersecurity, more preventive actions might be taken.

Consequently, the executive support could be improved leading to a more robust security.

Last but not least, the labor shortage in cybersecurity remains the big challenge for the
next years. Skilled professionals demand is huge compared to its supply. Indeed, by 2021,
it is predicted that there will be 3.5 million unfilled cybersecurity jobs and that
cybersecurity unemployment rate will remain at zero percent (Cybersecurity Ventures,
2017). Therefore, the author would suggest a research measuring the impact of education
and government incentives to this particular area in the dynamics of the labor market and

perhaps a study to understand the role of human resources in cybersecurity.
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8. Appendix

Appendix 1 — Example of questions elaborated in the Global Information Security Survey 17-

18.

last 12 months? (Select one)

ncraased by S0%

ncreased bebwoen 454 and S0%
Incrasiad belweon 40% and 45%
Increased between 35% and 40%
increased between 30% and 35%
Incroasod Detwoen 25% and 30%
Incrassad betwesn 20% and 25h
Increased betwean 15% and 20%
Incroasad Detwion 10% and 15%
Incraated betwesn Shoand 10%
Increased betwean ON and 5%

Siayed the same

Which of the following describes the change in your organization’s total cybersecurity budget In the

Decreased by OhandS% [ ]
Decreased batwoen 5% and 10%

Decreased batiweedy L% a0 15%
Decreased between 15% and 20%
Decreased between 20% and 254
Decreased batwo o 25% and 30%
Deciegsed belwaan 30% and 35%
Decreased between 35% and 40%
Decreased batwo o 40% and 45%
Decreased helivest 5% and S0%

Decreased by 50%

9 ‘Who or what do you consider the most likely source of an attack? (Select all that apply)

Malicious employee

Careless employee

External contractor working on our site

Customer

Supplier

Other business partner
Criminal syndicates
State-sponsored attacker
Hacktivists

Lone Wolf hacker

Other (please specify)

miimi{mlin

Oo|a

110|0|0

Appendix 2 — Most Valuable Information to Cyber criminals:

2.1. Banking & Capital Markets:

BCM - Most Valuable information to Cybercriminals

Corporate strategic plans
Supplier/vendor passwords
Supplier/vendor identifiable information
Company financial information

Senior executive/Board member personal...

Non-patented IP
Patented Intellectual Property (IP)

Information exchanged during mergers and...

Research and development (R&D) information
Customer passwords
Customer personal, identifiable information

M Rank1l mRank2 mRank3
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2.2. Insurance sector:

Insurance - Most Valuable Information to
Cybercriminials

Corporate strategic plans
Supplier/vendor passwords
Supplier/vendor identifiable information
Company financial information

Senior executive/Board member personal...

Non-patented IP
Patented Intellectual Property (IP)

Information exchanged during mergers and...

Research and development (R&D) information
Customer passwords
Customer personal, identifiable information

0%

20% 40% 60% 80% 100%

HRank1l MRank2 ®Rank3 mRank4 MBRank5

2.3. Wealth & Asset Management:

WAM - Most Valuable Information to Cyberciminals

Corporate strategic plans
Supplier/vendor passwords
Supplier/vendor identifiable information

Company financial information

Senior executive/Board member personal...

Non-patented IP

Patented Intellectual Property (IP)

Information exchanged during mergers and...

Research and development (R&D) information
Customer passwords

Customer personal, identifiable information

120%

0% 20% 40% 60% 80% 100%  120%

MRank1l ®MRank2 m®mRank3 mRank4 MRank5
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Appendix 3 — Likelihood of Detecting a Sophisticated Cyberattack

Likelyhood of Detecting a sophisticated
Cyberattack

BCM Insurance WAM

M Very Likely (80-100% likelihood) ™ Likely (50-80% likelihood)
m Unlikely (20-50% likelihood) 1 Highly unlikely (0-20% likelihood)
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