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Abstract—The trustworthiness of peers is very important for ~ commonly used in JXTA-based applications and provides
safe communication in P2P system. In this paper, we propose g set of primitives that can be used by other applications,

a fuzzy-based reliability system for P2P Communications in : ; . ;
JXTA-Overlay. We use three input parameters: Number of which will be built on top of the overlay, with complete

Interactions (NOI), Amount of Data Exchanged ADE), and ipdep_e_ndenc_e._‘?XTA-_OverIay provides a set of basic func-
Reputation (R) and the output is Peer Reliability (PR). We  tionalities, primitives, intended to be as complete as possible
evaluate the proposed system by computer simulations. The to satisfy the needs of most JXTA-based applications.
simulation results show that the proposed system have a good  |n P2P systems, each peer has to obtain information of
behaviour can be used successfully to evaluate the scale of giher peers and propagate the information to other peers
reliability of the new peer connected in JXTA-Overlay. - . o
through neighboring peers. Thus, it is important for each

Keywords-P2P, Fuzzy System, JXTA-Overlay, reliability. peer to have some number of neighbor peers. Moreover,
it is more significant to discuss if each peer has reliable
neighbor peers. In reality, each peer might be faulty or

P2P architectures will be very important for future dis- might send obsolete, even incorrect information to the other
tributed systems and applications. In such systems, the conpeers. If a peer is faulty, other peers which receive incorrect
putational burden of the system can be distributed to peenformation on the faulty peer might reach a wrong decision.
nodes of the system. Therefore, in decentralized systemBherefore, it is critical to discuss how a peer can trust each
users become themselves actors by sharing, contributing amd its neighbor peers [3], [4].
controlling the resources of the system. This characteristic The trustworthiness of peers is very important for safe
makes P2P systems very interesting for the development @fommunication in P2P system. The trustworthiness of a peer
decentralized applications [1], [2]. can be evaluated based on the reputation and actual behavior

In [1], it is proposed a JXTA-based P2P system. JXTA-of peers to provide services to other peers. However, in
Overlay is a middleware built on top of the JXTA speci- order to decide the peer trustworthiness are needed many
fication, which defines a set of protocols that standardiz@arameters, which make the problem NP-hard.
how different devices may communicate and collaborate Fuzzy Logic (FL) is the logic underlying modes of
among them. It abstracts a new layer on the top of JXTAreasoning which are approximate rather then exact. The
through a set of primitive operations and services that arénportance of FL derives from the fact that most modes of

I. INTRODUCTION
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Figure 1: Structure of JXTA-Overlay system. Figure 2: Internal Architecture of JXTA-Overlay.

human reasoning and especially common sense reasoning?X /A iS an interesting alternative for developing P2P
are approximate in nature. FL uses linguistic variables t>/Stems and groupware tools to support online teams of
describe the control parameters. By using relatively simpl Students in virtual campuses. In particular, it is apprateri
linguistic expressions it is possible to describe and grasf®" file sharing given that the protocols allow to develop

very complex problems. A very important property of the eithe_r pure or mixed. P2P networks. This last property is
linguistic variables is the capability of describing impie ~ C€rtainly important since pure P2P systems need not the
parameters. presence of a server for managing the network.

The fuzzy set theory uses the membership function tg  jxTA-Overlay

encode a preference among the possible interpretations of ) N
the corresponding label. A fuzzy set can be defined by exg JXTA-Overlay projectis an effort to use JXTA technology

e . ) . . or building an overlay on top of JXTA offering a set of basic
amplification, ranking elements according to their tygigal - : -
. : primitives (functionalities) that are most commonly nedde
with respect to the concept underlying the fuzzy set [5]. in JIXTA-based applications [14]-[16]. The proposed overla
In this paper, we present a fuzzy-based peer reliability sys '

tems for JXTA-Overlay P2P platform considering Number SCMPI1S€s Fhe following primitives:
of Interactions KOI), Amount of Data ExchangedA\DE), ¢ peer,d|scovery, .
and ReputationR). « peer's resources discovery,

The structure of this paper is as follows. In Section II, we * resource allocation, _
introduce JXTA technology and JXTA-Overlay. In Section * task submission and execution, o
Ill, we introduce FL used for control. In Section IV, we ¢ file/data sharing, discovery and transmission,
present our fuzzy-based peer reliability system. In sactio * nStant communication,

V, we show the simulation results. Finally, conclusions and * peer group functionalities (groups, rooms etc.),
future work are given in Section VI. « monitoring of peers, groups and tasks.

This set of basic functionalities is intended to be as
Il. JXTA TECHNOLOGY AND JXTA-OVERLAY complete as possible to satisfy the needs of JXTA-based
A. JXTA Technology applications. The overlay is built on top of JXTA layer

JXTA technology is a generalized group of protocols@nd provides a set of primitives that can be used by other
that allow different devices to communicate and collaberat @pplications, which on their hand, will be built on top
among them. JXTA offers a platform covering basic need®f the overlay, with complete independence. The JXTA-
in developing P2P networks [13]. Overlay project has been developed using the ver-2.3 JXTA

By using the JXTA framework, it is possible that a peerlibraries. In fact, the project offers several improvensent
in a private network can be connected to a peer in théf the original JXTA protocols/services in order to increas
Internet by overcoming existing firewalls. In this figureeth the reliability of JXTA-based distributed applicationsdao
most important entity is the router peer. A router peer isSupport group management and file sharing.
any peer which Supports the peer endpoint protoco| and The architecture of the P2P distributed platform we have
routing messages between peer in the JXTA networks. Theleveloped using JXTA technology has two main peers:
procedure to overcome the firewall is as follows. Broker and Client. Altogether these two peers form a new

« Inthe Router Peer is stored the private address of PeefdVeray on top of JXTA. The structrure of JXTA-Overlay

by using the HTTP protocol to pass the firewall from SyStém is shown in Fig 1.
Peerl. C. Internal Architecture of JXTA-Overlay

o The Router Peer receives the data from Peer2 and Except Broker and Client peers, the JXTA-Overlay has

access the Private address of Peer1 to transmit the dat@lso SimpleClient peers as shown in Fig. 2. The control



layer interacts with the JXTA layer, and is divided into two . it is more general;
parts: a lower part with functionality common to any kind of  « it mimics the way in which humans interpret linguistic

peer, and a higher part with functionality specific to Braker values;
and Clients. « the transition from one linguistic value to a contiguous
« The common part provides functionality for doing linguistic value is gradual rather than abrupt, resulting
JXTA messaging, discovery and advertisement. in continuity and robustness.

« The Broker specific part provides functionality for man-
aging groups of Brokers and keeping broker statisticsC- FC Rules
o The Client specific part provides functionality for FC describes the algorithm for process control as a
managing groups of Clients, keeping client statistics,fuzzy relation between information about the conditions of
managing its shareable files, managing the user confighe process to be controlled, x and y, and the output for
uration and creating the connection with a Broker.  the process z. The control algorithm is given in “if-then”
The lower part enqueues the JXTA messages to be sergxpression, such as:
Whenever a message arrives, the JXTA layer fires an event If x is small and y is big, then z is medium;
to the lower layer, which in turn fires a notifications to the If x is big and y is medium, then z is big.

upper layers. .
These rules are calleBC rules The “if” clause of the

I11. APPLICATION OFFuzzy LoGic FORCONTROL rules is called the antecedent and the “then” clause isctalle

The ability of fuzzy sets and possibility theory to model consequent. In general, variables x and y are called the inpu
gradual properties or soft constraints whose satisfadon and z the output. The “small” and "big” are fuzzy values for
matter of degree, as well as information pervaded withx and y, and they are expressed by fuzzy sets.
imprecision and uncertainty, makes them useful in a great Fuzzy controllers are constructed of groups of these FC
variety of applications. rules, and when an actual input is given, the output is

The most popular area of application is Fuzzy Controlcalculated by means of fuzzy inference.

(FC), since the appearance, especially in Japan, of industr

applications in domestic appliances, process control, an

automotive systems, among many other fields. There are two main tasks in designing the control knowl-
edge base. First, a set of linguistic variables must be tselec

A. FC which describe the values of the main control parameters of

In the FC systems, expert knowledge is encoded in thghe process. Both the input and output parameters must be
form of fuzzy rules, which describe recommended actionsinguistically defined in this stage using proper term sets.
for different classes of situations represented by fuz2y.se The selection of the level of granularity of a term set for an

In fact, any kind of control law can be modeled by the input variable or an output variable plays an important role
FC methodology, provided that this law is expressible injn the smoothness of control. Second, a control knowledge
terms of “if ... then ...” rules, just like in the case of exper pase must be developed which uses the above linguistic
systems. However, FL diverges from the standard expemescription of the input and output parameters. Four method

system approach by providing an interpolation mechanisn7]-[10] have been suggested for doing this:
from several rules. In the contents of complex processes, it . expert's experience and knowledge;

may turn out to be more practical to get knowledge from an . modelling the operator's control action:
expert operator than to calculate an optimal control, due to : )

dell b del i ¢ h « modelling a process;
modeling costs or because a model is out of reach. . self organization.

B. Linguistic Variables Among the above methods, the first one is the most

A concept that plays a central role in the application ofWidely used. In the modeling of the human expert operator’s
FL is that of a linguistic variable. The linguistic variable knowledge, fuzzy rules of the form "If Error is small and
may be viewed as a form of data Compression_ One |inphange-in'err0r is small then the Force is small” have been
guistic variable may represent many numerical variables. |Used in several studies [11], [12]. This method is effective
is suggestive to refer to this form of data compression ag/hen expert human operators can express the heuristics or
granulation [6]. the knowledge that they use in controlling a process in terms

The same effect can be achieved by conventional quantiz&f rules of the above form.
tion, but in the case of quantization, the values are intsyva e
whereas in the case of granulation the values are overlgppir{z' Defuzzification Methods
fuzzy sets. The advantages of granulation over quantizatio The defuzzification operation produces a non-FC action
are as follows: that best represent the membership function of an inferred

p- Control Knowledge Base
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FC action. Several defuzzification methods have been sug-
gested in literature. Among them, four methods which have

been applied most often are: \
o H(R) B G Eg
« Tsukamoto's Defuzzification Method,; 1
« The Center of Area (COA) Method;
o The Mean of Maximum (MOM) Method;
« Defuzzification when Output of Rules are Function of
Their Inputs.
IV. PROPOSEDFUZZY-BASED PEER RELIABILITY o R
SYSTEM o 1 2 3 4 5 6 7 8 9 10

To complete a certain task in JXTA-Overlay network,
peers often have to interact with unknown peers. Thus, it
is important that peers must select reliable peers to iotera MOPRI WL v L M H VH  VVH
The number of interactions that a peer has with other peers
in JXTA-Overlay P2P network is a very important factor
that affects the peer reliability. Another important paeten
that is connected with peer reliability is the amount of
data exchanged. Selfish peers that benefits from the system
without contributing any resources to the network have a PR
low reliability. We use the past experiences of the peers
that are saved in the database to select the most reliable
candidate peer. Reputation is a peer's belief in another
peer’'s capability based on recommendations received from
other peers. Having reliable reputation information akibat
peers, our system can guide peers in their decision makinggR)_ The term sets ofNOI, ADE, and R are defined
to find other peers with good reputation. respectively as:

Every time a peer joins JXTA-Overlay, parameters are
fuzzified using fuzzy system, and based on the decision of
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Figure 5: Membership functions.

fuzzy system a reliable peer is selected. After peer selecti W(NOI) = {Few, Average, Many}
the data for this peer are saved in the database as shown in ={F, Av, Ma};
Fig. 3. wW(ADE) = {Small, Medium, Many}
In our proposed system, we use three input parameters: ={S, Md, Mn};
Number of InteractionsNOI), Amount of Data Exchanged u(R) = {Bad, Good, Extremely good}

(ADE), and ReputationR) and the output is Peer Reliability ={B, G, Eg}.



Table I: FRB. NOI=1

[Rule [ NOI [ ADE [ R | PR | ADE=1 —4—
1 F S [ B | WL 09 1 AeeTs e
2 F S [ G [ WL 08
3 F S [Eg| T 07
7 F [ Md [ B [ VL e ————
5 F [ Md [ G [ T 06
6 F [ Md [Eg| M T os
7 F | Mn | B C 04
8 F | M [ G| M s
9 F Mn | Eg | H 03 Ve
0 | A S [ B [ WL 0.2
1 | A S | G C 01 /
2 | A S [Eg| M .
13 AV Md B L o 1 2 3 4 5 6 7 8 9 10
& |~ | Md |G| M R
5 | AV | Md |[Eg| H
16 | AV [ Mn | B M Figure 6: Simulation results for NOI=1.
7 | AV | Mn | G H
18 Av Mn Eg | VH NOI=5
9 [ Ma | S [ B[ VL 1 .
20 [ Ma | S | G C ADE=1 —+—
21 [ Ma | S |Eg| ™ 09 I \DE=10 ——
22 [ Ma | Md | B | M 08 =
23 | Ma | Md | G H 07
24 | Ma | Md | Eg | VH st
25 | Ma | Mn | B H 0.6 x—u—x—u—v/
26 | Ma | Mn_| G | VVH T os ~
27 | Ma | Mn | Eg | VVH 04 o
0.3
and the term set for the outpuPR) is defined as: 02 e
0.1
u(PR) = {Very Very Low, Very Low, Low, Middle, High, T . 3 4 5 & v s o 10
Very High, Very Very High} R

={VVL, VL, L, M, H, VH, VVH}. Figure 7: Simulation results for NOI=5.

NOI=10

As shown in Fig. 4, as membership functions we use  vear— —
triangular and trapezoidal membership functions. Then 0 A e w
I 0.8

f(x) is the center of triangular functiomy(z1) in g(z) is

the left (right) edge of trapezoidal function, angla,) is the R S
left (right) width of the triangular or trapezoidal funatio Lo

The membership functions for this system are shown in  * zi A
Fig. 5. In Table I, we show the Fuzzy Rule Base (FRB) of 0'3
our system, which consists of 27 rules. 0:2 -

V. SIMULATION RESULTS 0.1

In this section, we present the simulation results for our 0 1 2 3 4 5 6 7 8 9 10
proposed system. In our system, we decided the number of R
term sets by carrying out many simulations in MATLAB. In Figure 8: Simulation results for NOI=10.

Fig. 6, Fig. 7 and Fig. 8 are shown the simulation results of

PR vs. R for different values of NOI and ADE. In Fig. 6 with the increase of NOI. In Zone II, PR is increased when
NOI is constant (1 unit) and ADE and R are increased. I'NOI and ADE between peers is increased. In Zone Ill, PR

Fig. 8, we show the simulation results NOI=10 units. Injs almost constant, but it is increased with the increasing o
Fig. 7 we increase the NOI to 5 units. Also in this case NOIADE and NOI.

is constant while ADE and R are increased. In this three

figures, we can distinguish three zones: VI. CONCLUSIONS ANDFUTURE WORK
e Zone |, for R from 0 to 4 uni'FS, In this work, we proposed a fuzzy-based peer reliability
e Zone ll, for R from 4 to 6 untts, systems for JXTA-Overlay P2P system. We considered as
o Zone lll, for R from 6 to 10 units. input parameters: NOI, ADE and R and as output PR. We

In Zone I, when R is increased, PR is almost constantevaluate the performance of our proposed fuzzy system by
but after it is increased for all values of ADE. PR increasescomputer simulations. From our MATLAB simulations, we



found the following results.

When the amount of exchanged date is small, the selfish
peer benefits from the system without contributing any
resources to the network and the PR is very low.

With the increasing of R, ADE and NOI, PR is in-
creased.

Peer reliability is high when the peer have a good
reputation and interacts with other peers exchanging
its resources.

[4]

[5]

(6]
[7]

The proposed system have a good behavior and can be
used successfully to evaluate the reliability of the newrpee [8l
connected in JXTA-Overlay. In the future, we would like to
consider other parameters and make extensive simulation$?]
to evaluate the proposed system.

(10]
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