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1 Introduction

The supply chain risk management is emerging to be a
new research area, as the market place is becoming more
and more globalized and the business is increasingly sus-
ceptible to various vulnerabilities, which range from supply
chain disruption, organized crime, to terrorists attack. This
paper addresses the problem of risk management in supply
chain operations from the perspectives of the business and
the government, and proposes a research road-map.

On the business perspective, supply chain company is usu-
ally affected by the operation of other related organizations
in its business network, as its business model has to be built
on cooperation with the other organizations. The cooperation
is bolstered by economy reciprocity, i.e. for all the economy
value or value object (service or product) that one organiza-
tion provide to another, the former organization should get
in return an object of equal value (Weigand et al., 2006).
Otherwise, at least one party in the exchange run the risk of
economy losses and the cooperation is then in-sustainable.
This gives rise to the requirements of controlling the value
exchange and monitoring the operations in the related orga-
nization for managing the operational risks (Kartseva, 2008).
Moreover, business operations have to comply with the le-
gal regulations enforced by the government authorities (the
change of regulation may also imply business disruption).

On the government perspective, the supply chain-related
authorities (like customs, police, and quality inspection
agencies) have their specific responsibilities of risk control-
ling and monitoring by means of inspection and supervision,
so as to minimize the potential hazards in the border-crossing
supply chain and to ensure the public safety. Meanwhile,
they need to maximize the detection hit rate with minimum
inspection activities, so that both the inspection costs and the
interruption to the normal supply chain operations are mini-
mized.

The distinction in these two objectives of risk manage-
ment is obvious, but still it would be beneficial to integrate
them into the same risk management framework: in that, in

either the business-to-business relationship or the business-
to-government relationship, one party can have confidence
in the counter-party when it is able to monitor the counter-
party’s operation according to the norm of economy reci-
procity and to control (or to coordinate) the counter-party’s
relevant behavior.

In the case of regulation compliance, mutual trust between
the government and the business can be established, when the
government has more confidence in the information quality
of the declaration from the business, and when its risk assess-
ment behavior is (to certain extend) transparent to the busi-
ness. In this way, the business would have better cooperation
with its business partner and with the government, while the
government could be more effective in the inspection tasks.

The risk assessment framework, proposed in this paper,
aims at developing such an integrated risk management pro-
tocol. We take the viewpoint of value modeling. As the first
step, we try to identify the risk sources from a “map” of the
supply chain system with the value constellation, value ex-
change events and processes, and the control mechanism in
the system. The risk level of these sources can be further
evaluated with certain computation method, like Dempster-
Shafer theory and Bayesian Belief Function.

2 Risk Assessment Problem

Given the complexness of the supply chain operations,
there has not been an generally agreed definition of supply
chain risk management (Sodhi et al., 2011), yet we consider
that effective management is based on proper assessment.
Supply chain risk management is for the moment interpreted
as a control problem in this paper (Leeuw, 1979).

The term risk is generally defined as “the effect of uncer-
tainty on an organization’s objectives” in the standard ISO
31000:2009. In supply chain operations, risk arises when
physical or human factors make it hard to expect whether the
execution of activities in transaction cycles deviates from the
operation plan.

For analyzing risks in the supply chain system, we are in-
terested in the risk level (or “trustworthiness”) of an orga-
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nization, i.e. whether the organization under question has
enough capability in controlling its operations so that the un-
certainty of deviation is contained within certain level. This
approach can be used for assessing either an individual or-
ganization for itself (internal control) or the supply chain
system as a whole (inter-organization control). It is worth
noticing that the assessment on the system level may not be
as simple as adding up the assessments on those individuals.

We therefore apply auditing theory to the problem, assess-
ing the risk level on three tiers:

1. Primary tier: final conclusion of risk level of the con-
trolled system

2. Secondary tier: the information system and inter-
organization system (or, more generally, the controlling sys-
tem) that provide documentation for the final conclusion

3. Tertiary tier: the value model (or the core business
model) that underlies the operation and inter-operation of the
information systems in business network
The foundation of the risk assessment is on the tertiary tier,
because there lies the value constellation and value flow in
the system, which are the objectives we want to protect from
risks.

Following the control theory (Hulstijn & Gordijn, 2010)
and auditing theory, we consider the risk analysis to consist
of two situations: 1) the ideal situation in which the system
should execute, the “7To Be” mode; 2) the situation in which
the system has actually executed or can potentially execute,
the “As Is” mode. The differences between these two modes
are the sources of risk.

3 Value-based Method

ISO 31000:2009 gives a guideline of risk management
process: risk identification, analysis, evaluation, and treat-
ment. The risk assessment framework discussed in Section 1
shall follow the guideline and adjust it for the application in
the supply chain management context (see Figure 1).

The four steps in the framework form the risk manage-
ment cycle.

Value Modeling step (corresponding to the tertiary tier as-
sessment in Section 2) analyze the value proposition of and
the value exchange between the member organizations in a
supply chain. The value exchange transactions should be
properly documented (see e.g. Hall, 2008). REA (McCarthy,
1982) and e3-value(Gordijn & Akkermans, 2003) are two
languages for the modeling.

In the second step, Process Analysis, we analyze the “To
Be” and “As Is” modes of the transaction processes (sec-
ondary tier assessment). For analyzing the human factors
like frauds or operating errors, the computation auditing ap-
proach (Elsas, 1996) is applied to discover the scenarios of
value leakage, in which value can be extracted from the sys-
tem without being documented. For analyzing the cause and
effect, we apply the Event/Fault Tree Analysis in combina-
tion with Event-Process Chain (Davis & Brabnder, 2007) to
assess the risk impact and its propaganda in the system.

The third step Uncertainty Estimation estimates the like-
lihood of a specific risk to take effect and forms the final
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Figure 1.

opinion of the risk level (primary tier assessment). The esti-
mation can be derived either objectively from statistics of a
set of sample data, or subjectively from opinions of domain
expert, or both. Here, Dempster-Shafer theory is applicable
for synthesizing the objective and subjective estimations.

The last step Multi-Criteria Decision Making is a decision
making and treatment process that designs a risk mitigation
solution, given the risk models derived from the above anal-
ysis. As the supply chain risk management problem consid-
ers multi-parties operations with uncertainty, methods like
multi-objective stochastic programming are needed to coor-
dinate different interests and to optimize the system perfor-
mance. In case that the mitigation solution re-engineers the
value model, it triggers a new round of the risk management
cycle.

4 Conclusion

This paper proposes a road-map of future research in risk
assessment in supply chain. Supply chain companies and the
supervising government authorities have different perspec-
tives of risk assessment, and it is expected that an integrated
risk assessment method bears collateral benefits. We inter-
pret the risk level of an organization with its capability in
controlling its operations against uncertainty, and propose to
assess the risk level on three tiers with a framework of meth-
ods in four steps. The framework is still a general conceptual
road-map, serving as a guideline for future research. Much
work has to be done to make it practically applicable to real
world business.
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