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Abstract:

As agile methodologies advance in process maturity we find that most of their practices
such as Test-Driven Development, refactoring, and pair programming (specifically for
Extreme Programming) are becoming the order of the day in a number of organizations
that were traditionally sceptical about agile development. Without implying that Microsoft
has ever been against agile development it is interesting to note that they now have a
very comprehensive set of tools for agile development under the MSF for Agile set.
Published literature has a lot of empirical evidence on the gains of using pair
programming for development teams and even for teaching programming. However, the
remaining challenges relate to the use of pair programming in distributed development
environments. Hence, a gap still exists in determining the feasibility (especially with
regards to data security) of doing pair programming for virtual teams and also
developing appropriate tools for such practices. | suppose the lack of appropriate tools
for such activities could have delayed the comprehensive adoption of this kind of
practice. In today’s globally connected world where the world network can be traversed
on a hand-held device in a split of a second, it is worth investigating what sort of tools
could be securely used for virtual pair programming. Such an investigation becomes
more valuable especially if we consider the ever growing complexities of all sorts of viral
attacks on our data and the apparent growth of other evils such as terrorism. This paper
investigates the prevalence, effectiveness and security issues of using online
collaboration tools such as NetBeans, VNC, Google docs, and some open source tools
such as RSS Dashboard and many others to implement virtual pair programming.
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1. Introduction

One of the major claims of agile development is simplicity in both design and implementation. It
is therefore a virtue in agile development to employ simple tools during design and
implementation. The result of such efforts is seen in the vast number of tools used by agile
developers at different stages of development. The more tools we use the easier it is for any
developers to find their comfort zone. Paradoxically however, to novice developers the
abundance of tools can appear to be a complexity and an impediment to the learning process. It
is not the intention of this paper to investigate the pros and cons of virtual pair programming but
rather to reveal the abundance of online tools that can be used for virtual pair programming
though initially intended for other kinds of online collaborative work. The common tools that
come to mind are online coliaboration tools such NetBeans, VNC, Google docs, and some open
source tools such as RSS Dashboard and many others that can be used to implement virtual
pair programming. The major challenge of doing virtual pair programming is that while the code
may be shared and jointly developed and edited the means of communication will not be face-
to-face which happens to be a value in agile development. You may argue that skyping and the
use of webcams could alleviate the problem but the benefits of face-to-face communication are
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hard to replace or even emulate. Collaborative online tools have been used mainly for more
social activities where data security may not be of as much value as in the development of
private applications for clients.

A survey of the use of online collaborative tools for the purposes of virtual pair programming
was carried out and the results are discussed in the sections that follow. The rest of the paper
presents in the next section a brief background of virtual pair programming and online
collaboration tools. Then the results of the survey are discussed. A discussion follows and a
conclusion closes the presentation.

2. Background

This section reviews the backgrounds of virtual pair programming, and online collaboration
toaols.

2.1 Virtual pair programming

Pair programming is an agile practice where two programmers take turns to write the
same code on one computer. While one programmer is writing the other prograrnmer
reviews the code. This practice has for many years been used by Extreme
Programming (XP) practitioners. In the early days of XP this practice was surrounded
with a lot of controversy as to its effectiveness and productivity. After almost a decade
of research in XP practices there is published empirical evidence of benefits resulting
from the use of this practice. The following references have details on the value of pair
programming (Bryant et al, 2006; Canfora et al, 2005: 92-99; Cockburn and Williams,
2001: 223- 248; Wiliams et al, 2000: 19- 25). The practice of pair programming
becomes a challenge in environments where the teams are not collocated and this
brings us to the concept of virtual pair programming.

Virtual pair programming is applicable in distributed project environments. In order for
teams to practice pair programming in distributed environments the use of collaboration
tools is inevitable. Gould (2000) defines virtual teams by combining the common
aspects of different definitions and these mutual characteristics are: they should be a
team, they should be physically separated by time and /or space, and they usually
interact electronically. If virtual teams apply pair programming it means that besides
taking turns to work on the same piece of code these team members who are separated
geographically and by time need to communicate ‘face-to-face’. You may ask why face-
to-face? Well, because pair programming is an XP practice and XP is an agile
methodology and agile methodologies value face-to-face communication more than
other forms of communication. It is in fact very hard to replace face-to-face
communication. In agile development teams are supposed to be small i.e. less than ten
developers per team in order for face-to-face communication to be effective. Of course
a methodology is only a guideline or at least it should be. So if you are faced with
distributed teams or large teams that have more than ten members (which is very
common) then you may need to tailor the methodology to your project environment, and
any reasonable methodology would allow such a practice. Hence in order tailor the
face-to-face communication practice there is need to go back to the principle from which
this practice is derived. Face-to-face communication brings with it accountability and
physical presence. So the organisation should find a way of communicating such that
accountability and physical presence are not compromised.
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The benefits of virtual pair programming include not only applying agile practices
despite the distributed nature of the teams, but also some benefits of virtual
collaboration such as: telecommuting, the ability to work with people in spite of their
physical location, and no need to deal with other operational logistics that are normally
associated with physical presence of employees.

2.2 Online collaboration tools

A number of online collaboration tools exist today but the ones discussed here are the
most commonly used in IT whether for programming or other use. The focus of this
research though is to consider the use for programming purposes. The benefits of pair
programming as shown in (Baheti et al, 2002; Foley, 2000; Hanks, 2004; Last, 1999; Schummer and
Schummer, 2001) build a case for use of collaboration tools beyond levels that can be
ignored.

RSS Dashboard: is an open source online collaboration tool that is mainly used to monitor
online conversations across the board from RSS-based to Yahoo pipes. There are several
online discussions that have raised concerns about the security issues around RSS Dashboard
as people especially publishers find more use of this tool the hackers are also taking opportunity
to see what they can prey upon. When RSS was still used by technical people security issues
were not necessarily a problem, but now that the general public has expanded RSS to include
all sort of communication and file attachments security dangers are looming.

Netbeans: is basically a platform that was used to develop an IDE (integrated development
environment) for Java. Because of the flexibility of this IDE which allows collaborative
development, modular development etc it is being used for collaborative team work. The value
of Netbeans comes from the ability of modules to be developed independently which means
that different developers can extend (collaborate) to the modules. Hence its applicability to
virtual pair programming since the developers do not have to be collocated in order for them to
collaborate. In terms of security issues Netbeans actually allows the developer to set the
security features which dispels most security fears.

VNC: stands for virtual network computing. VNC is a protocol that allows a view of any
computer's desktop through the use of a VNC server which is platform independent. It is
therefore possible for VNC users to share any kind of data including code because the system
cross-communicates all keyboard and mouse events. Security is generally a weakness of VNC
due to a lack of password encryption in its protocol. However, security can be beefed up if VNC
is sent over SSH (Secure Shell) or VPN (Virtual Private Network)

Google Docs: this includes a number of useful collaborative tools such as Google Documents
List Data API which allows users to put their documents on Google docs and collaboratively edit
them. Some developers have used Google Documents List Data API for coding in different
environments. However, the most common use is with word documents and other office
applications. The security of Google Documents List Data API like any other Google Docs
application is based on the confidentiality of passwords which lies with the user.

Skype: is an application that allows users to make voice calls and video calls through the
Internet. It also provides integrated communication with cellular phones and fixed lines. Hence it
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serves as a telephone communication system and does not amount to a code sharing
environment. This means that it has to be used with other tools.

VOIP: is a protocol for sending voice calls using the IP protocol. It makes it cheaper to call
distant numbers than on ordinary fixed lines for all users connected to the Internet. Like Skype it
can only be used in conjunction with another tool that allows code to be shared. lts advantage is
that it uses the computer which is where the developer could be working.

3. A comprehensive evaluation of online collaboration tools

As the adoption of agile methodologies continues to grow their application has
expanded to all types and sizes of organisations from small to large and from single to
distributed teams. The challenges of applying agile practices have therefore exceeded
the initial intentions of the authors of agile methodologies. This research work involved
carrying out a survey to determine the extent of virtual team usage with agile
development. A questionnaire was sent out mainly to agile practitioners to find out
among other things the variables shown in table 1 and table 2.

3.1 Overview of collaboration tools
Table 1 shows the general opinions of practitioners who use the tools by considering
issues such as the frequency of use, the effectiveness and security of use.

Table 1: Analysing online collaboration tools

Tool Prevalence Effectiveness Security
RSS Dashboard | 2% 80% 40%
Netbeans 70% 90% 95%

VNC 2% 85% 5%
Google docs 10% 95% Not known
Skype 2% 20% 50%

VOIP 7% 85% 50%
Telephone 2% 81% Not known
Email 5% 87% Not known

The results shown on table 1 are based on a survey of ten developer organizations that use
some form of virtual pair programming for some projects.
* Prevalence: measures the percentage of the people surveyed who use/used the tool.
» Effectiveness: measures the success (achieving what was intended) of using the tool.
e Security: reveals the user’s apinion or understanding of the security of their data when
using the tool.
¢ Not known: means that people were not sure of the security of the tool.

The data reveals that:
* Prevalence: the most frequently used tool is Netbeans
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o Effectiveness: most between (80% and 90%) found their tools effective. But the results
do not mention that some users actually combined their tool with other tools e.g.
Netbeans used together with VOIP communication.

e Security: serious security concerns are shown for tools like VNC.

3.2 Choice of collaboration tools

Table 2 shows the results of online tool choice and usage. The percentages shown here
indicate the level of usage as shown by which tools people prefer to use. The results also show
what users think about the security of their data when using the tools. The issue of the need for
training also appears. There are fewer people who however failed to use the tools effectively.

Table 2: Online tool choice and usage

Topic Strongly | Agree | Disagree | Strongly
Agree Disagree
I prefer to use: RSS Dashboard | 2%
Netbeans 60% 10% | 0.5%
VNC 1% 1%
Google docs 10%
Skype 20%
VOIP 25%
Telephone 40%
Email 35%
Other tools 20%
Use of these tools may pose security problems 20% 30%
More information or training on the tools is | 1% 50%
needed
Have tried using one of the tools without success | 0.5% 1% 20%

The percentages will not add to a hundred for each row because other respondents
used the columns to indicate their partial agreements or disagreements with the use of
certain tools.

4, Discussion

The results of the survey show that most organisation who actually need virtual pair
programming by nature of their business do not necessarily use virtual pair programming due to
the hesitancy of using online collaboration tools. Some do not really know what tools are out
there and others need some education as to the effectiveness of the tools. Some have failed to
manage the use of the tools. Analysing the security issues for most of these tools reveals that
the developers of tools need to improve security of the tools in view of the generally extended
use. Most of the tools are not being used for what they were originally designed to do. In most
cases it is these innovative applications of the tools that have resulted in security holes.
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5. Conclusion

This paper gave an overview of online collaboration tools that are used or can be used in virtual
programming environments. Particular focus was put on virtual pair programming which is an
XP practice and would stand to benefit from online collaboration since it was originally intended
for collocated teams. The general conclusion is that there are many tools out there but people
do not use them due to among other reasons la ack of knowledge about the tools, a lack of
security confidence on the tools, and bad experience from previous failure to effectively use
some of the tools. Those who are involved in online collaborative work are finding more and
more innovative ways of adding value to their business. Virtual collaboration tools are therefore
worth trying rather than avoiding.
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