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ABSTRACT

Internet has become a major tool for communication, training, fundraising,
media operations, and recruitment, and these processes often use web forums.
This paper intended to find suitable technique for analysing selected web forums
that included radical content by presenting a comparison between SentiWordNet
and SentiStrength. SentiWordNet is a lexical resource for supporting opinion
mining by assigning a positivity score and a negativity score to each WordNet.
SentiStrength is a technique that was developed from comments on MySpace. It
uses human-designed lexical and emotional terms with a set of amplification,
diminishing and negation rules. The results have been presented and discussed.
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1 INTRODUCTION

Web forums have become important places for social communication and
discussion on the internet. Some radical groups also use them for
communication and disseminating their ideologies to the public [1]. These kinds
of forums can be referred to as part of the Dark Web. The Dark Web includes
websites that are used by terrorists, radicals and extremist groups [2]. This paper
presents the two system approach of two web forums in the area of sentiment
and affects analysis. Their content is related to radicalization. The sections of
this paper are structured as follows: section 2 provides some discussion on work
related to sentiment analysis, SentiWordNet and SentiStrength. SentiWordNet is
a lexical resource for supporting opinion mining by assigning a positivity score
and a negativity score to each WordNet. SentiStrength is a sentiment analysis
technique that was developed from comments on MySpace. It uses human-
designed lexical and emotional terms [3]. Section 3 discusses the research
question and this is followed by details of the data collection in section 4.
System techniques were developed to assign and measure the effect of and
sentiment found in the communication of web forums, as described in section 5.
Finally, the analyses of the results are presented in section 6.



2 RELATED WORK

The term ‘sentiment’ was used by [4] and [5] in reference to the automatic
analysis of evaluative text and tracking of predictive judgements, as well as
analysing market sentiment [6]. Afterwards, the term ‘opinion mining’ was used
at a WWW conference by [7]. They mentioned that the ideal opinion mining
tools would press a set of search results for a given item, generating a list of
product attributes and aggregation opinions about each of them [6]. Sentiment
analysis has been used in many research fields, such as [8] who used sentiment
analysis to analyse video comments and user profiles. [9] used the structure of
lexical contextual sentences to classify sentiment from online customer reviews.
Moreover, there are some researches that have used SentiWordNet and
SentiStrength for classifying content, whether positive or negative. For instance,
SentiWordNet was used for determining the polarity of reviews within the
English and German languages by [10], and to classify movie reviews by [11].
[12] used SentiStrength to detect comments on MySpace. Also, SentiStrength
was used for classifying emotions within reviews and analysing the content of
Twitter by [3] and [13], respectively.

3 RESEARCH QUESTIONS

Web forums have become the main tool for communicating with others as
they can be accessed anywhere. Sometimes they are used by a group of people
who have radical ideologies for research, communication, training, fundraising,
media operations, radicalisation and recruitment [14]. This paper presents our
research on sentiment analysis and detection of radical content. In particular,
this research attempts to answer the research question ‘which technique of
sentiment analysis can be used for classifying radical contents on web forums?’

4 DATA

Two forums have been selected for using in the research: Montada and
Qawem. Both of them use the Arabic language. They have been selected by
using research 21 people who are Arabic speaker by asking them that which
websites they think that might have the contents related to radical Islamic
ideologies. The results showed that Qawem and Montada are in the highest
range.

5 METHODS

Data has been collected from the two web forums and classification of
polarity has taken place using two techniques of sentiment analysis:
SentiWordNet and SentiStrength. The model building phase when using
SentiWordNet was started by splitting sentences into words and reducing the
high-frequency text (stopwords) in sentences. Words were stored in a bag of
words (BOW) and part of speech (POS) was used for tagging words and
knowing the position of each word in the sentence. Lexicon, WordNet and
SentiWordNet were used for assigning positive and negative scores for each
synset in each word [8]. The formulas for calculating positive and negative
scores were taken from [15]. The final scores of sentences were calculated using
a formula taken from [9]. The scores of sentences were applied using the rule



that if the sentence had a positive score more than or equal to its negative score,
then the sentence would be classified as positive. Otherwise, it would be
negative. An objective (neutral) score was not used. The sum of positive,
negative and objective was equal to 1.0. After that, the technique SentiStrength
was applied for classifying the data on a scale from 1 to 5: 1 meant that there
was no sentiment and 5 meant that there was a very strong positive or negative
sentiment [12]. The overall results from SentiStrength were based on the
formula shown in (1).

if positive > negative; Positive Sentiment
if positive < negative; Negative Sentiment €Y)
if positive = negative; Neutrality Sentiment

6 RESULTS

Model building of sentiment was applied to the web forums Montada and
Qawem so as to analyse the results. After removing stopwords, the rest of the
sentences were used for analysis using the technique SentiWordNet, while the
full sentences were used for analyse using SentiStrength without removing any
words. The results show that the Montada forum has less negative postings than
the Qawem forum. In particular, the radical effect is quite strong in the
communication found in the Qawem forum. Nearly 35% of the postings in
Qawem were found to have a negative score between 0.050 and 0.100, while
Montada had less than 15% of postings in the same score range when using
SentiWordNet. When using SentiStrength it was found that nearly 50% of the
postings in Qawem had a negative score at 2, while only 30% of the postings in
Montada had the same score. On the other hand, using SentiWordNet it was
found that the positive scores of postings in the Montada forum were higher than
those in the Qawem forum, except in the range from 0.100 to 0.150. Using
SentiStrength it was found that the positive scores of postings in Montada were
higher than in Qawem in every range from 1 to 5. From the overall results it can
be seen that both techniques seem to work well for classifying the content of
web forums. However, there are some problems if checking the score of
sentences one by one.

7 CONCLUSION

In this paper we have presented an analysis of two web forums, Montada
and Qawem. They were chosen because their content relates to radicalization.
The results of a comparison between SentiWordNet and SentiStrength were
presented. The overall results of both techniques showed that Qawem had a
higher percentage of postings with negative sentences than Montada. This said,
both techniques could be used for classifying the content of web forums.
However, when checking scores of each sentence, there were incorrect scores in
some sentences. The reason might be that, when using SentiWordNet, stopwords
were removed from sentences and some words with negative meanings did not
have a strong negative score, such as traitor and kill. This might have affected
the meaning and the score of the sentence. For example, “My avenger” gives a
different meaning to the sentence than “Avenger”, removing the stopword



“My”. “My avenger” would have had a higher negative score than “Avenger”.
Another sentence, “God cleans Syria from the traitors”, should have had a
negative score instead of a positive score. The sentence aims to encourage
people to fight in Syria, which is obviously radical in nature. Therefore, it would
be better if SentiWordNet were to score stopwords and it should review the
scores of some words that are negative. On the other hand, some incorrect scores
occur when using SentiStrength, such as “Shiites”. “Shiites” should get a
positive score instead of a negative score because the word refers to a group of
people who believe in Islam and Ali [16,17 and 18]. This could be the reason
why the sentence “God blesses Shiites everywhere” got a negative score instead
of a positive score. Also, in the second sentence “armed” and “liberate” are
negative in sentiment but SentiStrength showed that they were neutral. The
reason for them getting a neutrality score might be that the words are not in their
database. The methodology of SentiStrength was developed from comments on
MySpace and such words may not have appeared in the comments. Therefore,
there is a possibility of using SentiStrength as a model for developing another
methodology for classifying and detecting the content of web forums, which will
be part of our future work.
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