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Wireless Secrecy in Large-Scale Networks

Pedro C. PintoMember, IEEE Jodo BarrosMember, IEEE
and Moe Z. Win,Fellow, IEEE

Abstract—The ability to exchange secret information is critical A comprehensive treatment of physical-layer security can b
to many commercial, governmental, and military networks. The  found in [29]. A fundamental limitation of the literaturetisat
intrinsically secure communications graph (iS-graph) is a random i o1y considers scenarios with a small number of nodes. To

graph which describes the connections that can be securely tfor | | t K d of ltioletileqi
established over a large-scale network, by exploiting thehysical ~accOUNt1or ilarge-scale networks composea of mullipletieg

properties of the wireless medium. This paper provides an Mate and eavesdropper nodsscrecy graphsvere introduced
overview of the main properties of this new class of random in [30] from a geometrical perspective, and in][31] from an

graphs. We first analyze thelocal properties of the :S-graph, information-theoretic perspective. The local connettivof
namely the degree distributions and their dependence on fadg, secrecy graphs was extensively characterized in [32] enthé

target secrecy rate, and eavesdropper collusion. To mitiga . .
the effect of the eavesdroppers, we propose two techniquesscallng laws of the secrecy capacity were presented_in [33],

that improve secure connectivity. Then, we analyze theglobal [34]. The feasibility of long-range secure communicaticasw
properties of the iS-graph, namely percolation on the infinite proved in [35], in the context of continuum percolation.
plar]e, and full connectivity on a finite region. These res_uk help In this paper, we present an overview of secure communi-
clarify how the presence of eavesdroppers can compromisecee . .

cation over large-scale networks, in terms of the propexie

communication in a large-scale network. . ) N
) _ _ the underlying random graph. The main contributions are as
Index Terms—Physical-layer security, wireless networks, follows:

stochastic geometry, secrecy capacity, connectivity, peslation.
o Framework for intrinsic security in stochastic networks:
We introduce an information-theoretic definition of the
[. INTRODUCTION intrinsically secure communications graphS{graph),

Contemporary security systems for wireless networks are based on the notion of strong secrecy.
based on cryptographic primitives that generally ignore tw e Local connectivity in théS-graph: We provide a proba-
key factors: (a) the physical properties of the wirelessionag bilistic characterization of both in-degree and out-degre
and (b) the spatial configuration of both the legitimate and of a typical node.
malicious nodes. These two factors are important since theys Techniques for communication with enhanced secrecy:
affect the communication channels between the nodes, which We propose sectorized transmission and eavesdropper
in turn determine the fundamental secrecy limits of a wegle ~ neutralization as two techniques for enhancing the secrecy
network. In fact, the inherent randomness of the wireless ©Of communication.
medium and the spatial location of the nodes can be leveraged Maximum secrecy rate (MSR) in thi&-graph: We pro-
to provideintrinsic securityof the communications infrastruc- vide a probabilistic characterization of the MSR between
ture at the physical-layer lev@l. a typical legitimate node and each of its neighbors.

The basis for information-theoretic security, which baild « The case of colluding eavesdroppeie quantify the
on the notion of perfect secredyl [1], was laid [in [2] and later ~degradation in secure connectivity arising from eaves-
in [3], [4]. More recently, there has been a renewed interest droppers collusion.
in information-theoretic security over wireless chanpéiism  « Percolation in theiS-graph: We prove the existence
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the perspective of space-time communicatidiis [5], mutipl ~ of a phase transition in the Poissé-graph, showing
input multiple-output communications][6]=[10], eavegujper that long-range communication is still possible when a
collusion [11], [12], cooperative relay networks [13], fiad secrecy constraint is present.

channels[[14][18], strong secre€y [19],[20], secret kgrea- « Full connectivity in theiS-graph: We characterize se-

ment [21]-]25], code design_[26]=[28], among other topics. cure full connectivity on a finite region of the Poisson
iS-graph.
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Il. SYSTEM MODEL e !
: ® |egitimate node ! X
A. Wireless Propagation Characteristics | X Eavesdropper node |
|
In a wireless environment, the received pow&:(z;,x;)
associated with the IinEia:} can modeled as

Prx(xiaxj) =P .g(xi7xj7ZCl)i7Ij)7 (1)

where P, is the (common) transmit power of the legiti-Figure 1. Example of anS-graph onR2.

mate nodes; ang(xz;,;, Z;, ;) iS the power gain of the

link gT:v} where the random variable (R, ., represents . o

the random propagation effects (such as multipath fading € maximum secrecy ratMSR) of the linkz;z, given by

shadowing) associated with link;z;. We consider that the Pox(z4,25)

Zy.2,,%; # x; are independent identically distributed (11D) Rs (i, w5) = {1032 (1 + o2 )

RVs with common probability density function (PDF)(z), Pz ot +

and thatZ,, ., = Z,, ., due to channel reciprocity. The chan- —log, (1 + %’e))} (3)
e

nel gaing(x;, r;, Z,, »,;) is considered constant (quasi-static)
throughout the use of the communications channel, whiah bits per complex dimension, whefle]* = max{z,0};
corresponds to channels with a large coherence time. The gaf, 02 are the noise powers of the legitimate users and
function is assumed to satisfy the following conditions: eavesdroppers, respectively; a#id= argmax P,y (x;, ek)E

. .. e €1l
1) Q_(Ii,Ijvzzi.,zj) depend_s om; andz; only through the  This definition presupposes that the eavesdroppers are not
link length |z; — x;|; with abuse of notation, we canajlowed to collude (i.e., they cannot exchange or combine

write Q(Taz) é.g(xiaxjaz)||mifzj|~>rlg o information), and therefore only the eavesdropper with the
2) g(r, =) is continuous and strictly decreasingsin strongest received signal from determines the MSR between
3) limy o0 g(r,2) = 0. z; andz;.

The proposed model is general enough to account for commorThe iS-graph admits an outage interpretation, in the sense
choices ofg. One example is the unbounded model wheit@at legitimate nodes set a target secrecy pa which they
g(r,z) = . The term—L; accounts for the far-field path transmit without knowing the channel state information (CS
loss with distance, where the amplitude loss exporteis of the legitimate nodes and eavesdroppers. In this context,
environment-dependent and can approximately range fr@n edge between two nodes signifies that the corresponding
0.8 (e.g., hallways inside buildings) t¢ (e.g., dense urban channel is not in secrecy outage.
environments), withb = 1 corresponding to free space Consider now the particular scenario where the following
propagation. Another example is the bounded model whegenditions hold: (a) the infimum desired secrecy rate is,zero
9(r, z) = 5=, Which eliminates the singularity at the originj.e., 0 = 0; (b) the wireless environment introduces only path
but often leads to intractable analytical results| [36].tRer- loss, i.e.,Z,, ., = 1 in (@); and (c) the noise powers of
more, by appropriately choosing of the distributionf, ,,;, the legitimate users and eavesdroppers are equalgf.es
both models can account for various random propagatiod = 0. Note that by setting = 0, we are considering the
effects, including Nakagami: fading, Rayleigh fading, and existenceof secure links, in the sense that an edge; is
log-normal shadowind[37]. present if and only ifRs(z;,z;) > 0. Under these special
conditions, the edge set ial(2) simplifies to

B. iS-Graph &= {a:i:cj s — x| < |z, —e*|, € =argmin|z; —ek|},
e €lle
Consider a wireless network where legitimate nodes and (4)

potential eavesdroppers are randomly scattered in spaee,vehich corresponds the geometrical model proposed_in [30].
cording to some point process. Th§-graph is a convenient Fig.[l shows an example of such as-graph onR>.
representation of the information-theoretically secimed that ~ The spatial location of the legitimate and eavesdropper
can be established on such network, and is defined as followedes can be modeled either deterministically or stooteibti

Definition 2.1 (S-Graph [31]): Let I, = {z;} < R¢ Inmany cases, the node positions are unknown to the network
denote the set of legitimate nodes, afid = {¢;} c R? designer a priori, so they may be treated as uniformly random
denote the set of eavesdroppers. THegraphis the directed according to a Poisson point process| [37]3-[40].

graphG = {II,, £} with vertex sefll, and edge set Definition 2.2 (PoissoriS-graph): The Poisson iS-graph
N is aniS-graph wherdl,, Il ¢ R? are mutually independent,
& ={zizj : Rs(wi, ;) > o}, (2) homogeneous Poisson point processes with densitiesnd

. . . . .. e, respectively.
where ¢ is a threshold representing the prescribed infimurm In the remainder of the paper (unless otherwise indicated),

secrecy rate for each communication link; aRd(zi,z;) iS4 tocus on PoissonS-graphs inR2.

2For notational simplicity, wherZ = 1, we omit the second argument of 3This definition usesstrong secrecyas the condition for information-
the functiong(r, z) and simply usey(r). theoretic security. Se€ TL9]. [B2] for more details.
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Figure 2. In-degree of a node. In this example, the node abtigin can
receive messages with information-theoretic securitynfid;,, = 2 nodes.
The RV A is the area of a typical Voronoi cell, induced by the eavespleo
Poisson procesHe with density Ae.

Figure 3. Out-degree of a node. In this example, the nodeeabtiigin can
transmit messages with information-theoretic security\tq, = 3 nodes.

lIl. L OCAL CONNECTIVITY IN THE POISSONiS-GRapH ~ WhereS(n,k), 1 < k < n, are the Stirling numbers of the
, _ _second kind[[44, Ch. 24].

The iS-graph is a random graph, and therefore the in- igre 2 illustrates the in-degree of a legitimate node.
and out-degrees of the legitimate nodes are RVs. In trﬁﬁuaﬂon [(6) expresses the moments/éf. in terms of the
section, we provide a probabilistic characterization ofhbo ,oments of4. In generam{gk} cannot be obtained in closed
in-degreeN;, and out-degreeV.., of a typical node in the o m except in the case d¢f= 1 whereE{A} = 1. Fork = 2
PmssomS-grgpi‘E We first cor_ls|der the simplest case OBndk =3, ]E{ﬁ’“} can be expressed as multiple integrals and
0 =0 (the eQX|sten2(:eof secure links),Z, -, = 1 (path 10Ss then computed numerically[42]. Alternatively, the monseot
only), andog = o7 (equal noise powers) in Sectiobs III-A, 7' can be determined using Monte Carlo simulation of random
MT-E] and [-Cl This scenario leads to aif-graph with a pgisson.-voronoi tessellations [43].
simple geometric description, thus providing various ghss The above theorem can be used to obtain other in-
that are useful in understanding more complex cases. La{'%nnectivity ; : : :

) . properties, as given in the following corojla
in Sectiond T-D and 1I-E, we separately ana_lyze how the Corollary 3.1: The average in-degree of a typical node in
node degrees are affected by wireless propagation efféwts o

the Poi ) S- hi
than path loss (e.g., multipath fading), a non-zero secraiey € Foissono=graph 1s

. 5 A
thresholdp, and unequal noise powesg, o7. E{Ni} = )\_fz @)

e
A. In-Degree Characterization and the probability that a typical node cannot receive from

. - . anyone with positive secrecy rate (in-isolation) is
The following theorem uncovers a surprising connection

bet_ween a node_’s in-degr_ee and the area of a typical cell in a Pin—icol = E {e—%g} _ 8)
Poisson-Voronoi tessellation.

Theorem 3.1 [[31]): The in-degreeN,, of a typical node o
in the PoissonS-graph has the following moment generatindgg. Out-Degree Characterization

function (MGF) Theorem 3.2 [[30],[[31]): The out-degreéV,; of a typical

o ~ node in the PoissoriS-graph has the following geometric
My, (s) =E {exp (/\—EA(eS - 1)) } : (5)  probability mass function (PMF)

where A is the area of a typical Voronoi cell induced by a DNoue (M) = ( al ) ( De ) , n>0. (9)
unit-density Poisson process. Furthermore, all the mosneint A+ Ae A+ Ae
Ny, are given by Figurel3 illustrates the out-degree of a node. The above the-
n L orem can be used to obtain other out-connectivity propertie
E{N} = Z (ﬂ) S(n’k)E{gk}, n>1, (6) as given in the following corollary.
1 Ae Corollary 3.2: The average out-degree of a typical node in
the PoissonS-graph is
4In this paper, we analyze the local properties ofypical nodein the

PoissoniS-graph. This notion is made precise 39, Sec. 4.4] usinghPa Ae
theory. gep P nt ] J E{Nout} = /\_g (10)
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Figure 5. Probabilities of in- and out-isolation of a nodersus the ratio’\rz.

Figure 4. PMF of the in- and out-degree of a no@@ = 0.4). The vertical
¢ Note thatpi, —isol < Pout—isol fOr any fixedi—:, according to Property 3.2.

line marks the average node degréB$Nout} = E{Nin} = 2 =95 in

2L =
accordance with Properfy 3.1. ¢

where
and the probability that a typical node cannot transmit to * = argmax g(|z; — x|, Zo,.c1)-
anyone with positive secrecy rate (out-isolation) is er€lle v
Ae Unlike the case of path-loss only, where the out-connestion

(11)

Pout—isol =

e + de of a node are determined only by tloébosesteavesdropper,

here they are determined by the eavesdropper witheast

C. General Relationships Between In- and Out-Degree  attenuatedchannel. The following theorem characterizes the
We have so far considered the probabilistic distribution @fistribution of the out-degree.

the in- and out-degrees in a separate fashion. This sectiomheorem 3.3 [[32]):For the PoissonS-graph with prop-

establishes a direct comparison between some charaicterisagation effectsZ,, ., whose PDF is given by a continuous

of the in- and out-degrees. function fz(z), the PMF of the out-degred,,; of a typical
Property 3.1 ([32]): For the PoissonS-graph with)\, > 0 node is given in[(9), and igwariant with respect tofz(z).

and )\ > 0, the average degrees of a typical node satisfy Intuitively, the propagation environment affects both the

Ar legitimate nodes and eavesdroppers in the same way, such tha

o (12) the PMF of N, is invariant with respect to the PDF;(z).

However, the PMF ofV;,, doesdepend onfz(z) in a non-

Furthermore, we can eSta_‘bl'Sh the f9"°W',”9 reI‘fjlt'onSh'l‘Pivial way, although its mean remains the same, as specified
between the probabilities of in- and out-isolation. in the following corollary

Property 3.2 ([32]): For the PoissonS-graph with, > 0 Corollary 3.3: For the PoissoriS-graph with propagation

and A > 0, the probabilities of in- and out-isolation of AeffectsZ,, ,. distributed according tg (=), the average node
typical node satisfy degrees éré

Pin—isol < Pout—isol- (13) E{Nln} = E{Nout} = ¥’ (15)
An intuitive explanation for this property is provided 23 ¢

Figure[d compares the PMFs of the in- and out-degree of @ any distributionfz(z).

node, while Figurdls compares the probabilities of in- and We thus conclude that the expected node degrees are
out-isolation for various ratio§£. invariant with respect to the distribution characterizing the
£

propagation effects.

E{Nin} = E{Nout} =

D. Effect of the Wireless Propagation Characteristics
We have so far analyzed the local connectivity of thE. Effect of the Secrecy Rate Threshold and Noise Powers

iS-graph in the presence of path loss only. However, the wire-|n this section, we study the effect of non-zero secrecy rate
less medium typically introduces random propagation &feahreshold, i.e.0 > 0, and unequal noise powers, i.e; #
such as multipath fading and shadowing, which are modelg, on theiS-graph. ConsideringZ,, ,, = 1 and arbitrary

by the RV Z,, ,; in (@). Consideringo = 0, 0} = 02 = ¢, noise powerss2,02, we can combine[{2) with the general
and arbitrary propagation effect;, ., with PDF fz(z), we propagation model of{1) and obtain the edge set

can combine[(2) with the general propagation mode[bf (1) to 9

. 2
obtain the edge set &= {:v_ﬁxj s g(|mi —x5)) > %299(|$i —e*)+ %(29 _ 1)}’
7 * Oe 4
E={wwj : g(|lwi—ajl, Za,a;) > 9(|wi— €|, Za, )}, (14) (16)
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Figure 7.  Secure communication with sectorized transomssin this
example with, = 4 sectors, the node at the origin can transmit messages
with information-theoretic security t&Vout = 5 nodes.

Figure 6. Average node degree versus the secrecy rate thdegh for
various values of; /o2 (o7 = 0 = 02, g(r) = =5, b =2, A\g = 1m~2,

e = 0.1m~2).
where A. Sectorized Transmission
e* = argmin |z; — eg|. We have so far assumed that the legitimate nodes employ
ex€lle omnidirectional antennas, distributing power equally amo

Note that by settingg = 0 and o2 = o2 in (I8) we obtain all directions. We now consider that each legitimate node is

the edge set if{4) as a special case. The exact dependenc@P¥t to transmit independently ib sectors of the plane, with
on the functiony(r). To gain further insights, we consider the2x@mple, through the use éfdirectional antennas. With each

specific channel gain function nodez; € II,, we associatd, transmission sector@Si(l)}lel,
1 defined as
g(r)=—=, r>0. a7 2 )
() =5 sf”é{zeR2:¢i+(l—1)%<4m<¢i+z%}

This function has been widely used in the literature to model
path loss behavior as a function of distance, and satisfees tor i = 1... L, where{¢;}:;2, are random offset angles with
conditions in Sectiofi TI-A. The following theorem charaete an arbitrary joint distribution. The resultings-graph G =
izes the average degrees of the resultiSegraph. {1, €L} has an edge set given by

Theorem 3.4 [[32]): For the PoissonS-graph with secrecy

. . Er ={xx}: |x; — x; T —e’
rate threshold, noise powers?, 02, and channel gain func- L= {zizj « | il <l I

tion g(r) = %, the average node degrees are where
E{Nin} = E{Nous } e* = argmin |x; — e, St = {SZ-(” txj € SZ-(l)} )
0 xe_ﬂ—)\em e €IleNS*
= 7T2/\e)\e/ - - pdr (18) Here, S* is the transmission sector af; that contains the
0 U—§29+ ﬁ(29 - l)xb) destination noder;, and e* is the eavesdropper insidg*

. . that is closest to the transmittar;. The following theorem
Figure[® illustrates the effect of the secrecy rate threshol ch$racterizes the average node degree as a functid of

on the average node degrees. We observe that the average no Reorem 4.1 (Sectorized Transmissionl [44Ror the Pois-

Qegree atta_ms Its maximum V?"“e % =10 ate =0, and soniS-graph G with L sectors, the average node degrees
is monotonically decreasing with. are
A

E{Nin} = E{Nous} = L/\—e.
We conclude that the average node degree incréiasasly
Based on the results derived in Sectiod Ill, we obserwgith the number of sectorg, and hence sectorized transmis-
that even a small density of eavesdroppers is enoughsion is an effective technique for enhancing the secrecy of
significantly disrupt connectivity of th&-graph. For example, communications. Figuig 7 provides an intuitive undersitagd
if the density of eavesdroppers is half the density of legitie of why sectorization works. Specifically, if there was no
nodes, then fron{(12) the average node degree is %nly 2. sectorization, nod® would be out-isolated, due to the close
In this section, we propose two techniqueseetorized trans- proximity of the eavesdropper in secisf*). However, if we
missionand eavesdropper neutralizatierwhich achieve an allow independent transmissions in four non-overlappig s
average degree higher th%@. tors, that same eavesdropper can only hear the transngssion

19
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SECRECY



0 simulated E{ Ny} J
analytical lower bound for E{ N}

Nowt=5 20

15

109

average node degree

A

Ao = 05m2 L M

0 | | | | | | | | |
0 005 01 015 02 025 03 035 04 045 05
neutralization radius p (m)

Figure 8. Secure communication with eavesdropper nezatain. In this . . )
example, the node at the origin can transmit messages withniation- Figure 9. Average node degree versus the neutralizatiansradfor various

theoretic security taVout = 5 nodes. values ofe (A, = 1m~2).

inside sectorS). Thus, even though node is out-isolated analytical lower-bound foE{ No.:} given in [20) is very close
with respect to sectaf®, it may still communicate securely ©© the actual value oE{No,} obtained through Monte Carlo

with some legitimate nodes inside sectsf$), S, ands(®), ~ Simulation, becoming tight 8 — 0 or Ae — co.

V. MAXIMUM SECRECY RATE IN THE POISSON¢S-GRAPH

) N In this section, we analyze the MSR between a node and
In some scenarios, each legitimate node may be abledgch of its neighbours. Considering the coordinate system
physically inspect its surroundings and deactivate th@®avgepicted in Fig[B and the channel gajtr) = -, the

droppers falling inside some neutralization region. Wititle ) gr ®,.; between the node at the origin and itth closest

nodex; € II;, we associate aeutralization regiond; inside pejghbour; > 1, can be written for a given realization of the
which all eavesdroppers have been deactivated. fot@ 5qe positiondT, andTle as

neutralization region® can then be seen as a Boolean model N
with points{z;} and associated sef{®,}, i.e., P, P,

[e'e] + ngblO'Q
O =|J(: +6)).

=1 . . .
’ random Poisson processék and I, a realization of the

Since the eavesdroppers insilehave been deactivated, theg,, ®., is obtained. The following theorem provides the
effective eavesdropper proceafier neutralization idle N O, distriblj'ztion of this RV.

D 2 2 i
where® = R#\ O denotes the complement &f The resulting Theorem 5.1 [[31]):The MSRR, ; between a typical node

iS-graphGe = {Il;,£o} has an edge set given by and itsi-th closest neighbout,> 1, is a RV whose cumulative
} distribution function (CDF)F; (o) is given by

B. Eavesdropper Neutralization

in bits per complex dimension. For each instantiation of the

Eo = {:Cixj Dei—xg] < |wi—e”],  e" = argmin |z, —ey
I1eNO© . i
_ _ ereln® m2(rhe)' (PP [t o
In the following, we consider the case of a circular neu- Fy_,(¢) =1— G- \2 YETIE]
tralization set, i.e®, = By(p) where p is a deterministic o o (22— 1) ’
neutralization radiusas depicted in Fid.]8. B\ Py B
X exp | —mAe Ae dz,

Theorem 4.2 (Eavesdropper Neutralizationl[44Por the 2;’1 1 #2_1
enhanced PoissoiS-graph G, with neutralization radiup,

the average node degrees of a typical node are lower-bounded (22)
by for o > 0.
Ao 0 R From this result, we can trivially obtain the probability of
E{Nin} = E{Nout} > " (W)\ep + e ) : (20)  existence of a non-zero MSR, and the probability of secrecy

. outage.
Wehcopclu?e that the a_vzgﬁjehnode delgreg '”sz"?‘ses at éorollary 5.1: Considering the link between a typical node
rate that is at leasixponentialvith the neutralization radius,  _ . its i-th closest neighbouri > 1, the probability of

makmg_eavesdropper neutrahzatlor_l an effective techeniqu existenceof a NON-zero MSRpeiv: i = P{ Ry > 0, is
enhancing the secrecy of communications. ' '

Figure[® plots the average node degree versus the neutral- S Ae ‘
ization radiusp, for various values oh.. We observe that the Pexist,i Ao + e

(23)
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th closest neighbour, for various values of the neighbodexi (\, = 1 m—2,  versus the amplitude loss exponentfor the cases of colluding and non-

de=0.1m"2,b=2, P,/o? = 10). colluding eavesdroppers.
and the probability of aroutagein MSR IS poutage,i(0) = Figure[I1 quantifies the (normalized) average node degree
P{Rs: < 0} = Fy_,(0), as given in[(ZR). of theiS-graph, % versus the amplitude loss exponént

Figure[I0 shows the probability,ucage,i Of Secrecy outage As predicted analytically, it is apparent that clutterediien
of a typical node transmitting to its-th neighbour, as a ronments with larger amplitude loss exponehtsre more
function of the desired secrecy raieAs expected, a secrecyfavorable for secure communication, in the sense that ih suc
outage become more likely as we increase the target secrgoyironments collusion only provides a marginal perforogan
rate o set by the transmitter. improvement for the eavesdroppers.

VI. THE CASE OF COLLUDING EAVESDROPPERS VII. PERCOLATION IN THE POISSONiS-GRAPH

In this section, we consider that the eavesdroppers hav

ability to collude i.e., they can exchange and combine the q h hereb nfinite clust ¢ ted
information received by all the eavesdroppers to decode ghgrandom graphs, whereby an infinite cluster ot connecte

secret message. The following theorem characterizes the "}8;1?5 Slitcri]denlyharisebs as Som§ tS ystter(i; paramet;ar Its va;med ItPe
sulting average node degree in such graph. colation theory has been used to study connectivity of multi

Theorem 6.1 [[32]): For the Poissors-graph with collud- hop wireless networks, where the formation of an unbounded

ing eavesdroppers, secrecy rate threshold 0, equal noise cluster is desirable for communication over arbitrarilygdo
powerss? = o2, and channel gain functiog(r) — T% b> 1, distances[[45]£[47]. In this section, we prove the existeot

the average degrees of a typical node are a phase transrtr_on in the Porseoﬁrgraph, showr_ng tnat Iong—
range communication in a wireless network is still possible

%ercolation theory studies the existence of phase transiti

E{Nin} = E{ Nou} = %sinc(%) 7 (24) when a secrecy constraint is present.
e
where sin¢r) £ #272) A. Definitions
It is insightful fo rewrite (#2223 aﬂE{Neut|coIIud|ng} = _ .
E{ NoueInon-colluding - (b), where n(b) = sinc(1), a Graphs: We useG = {II;,£} to denote the (directed)

iS-graph with vertex setll, and edge set given ir(J(2).
(in addition, we define two undirected graphs: theak
1S-graph Gveak = {11, £veak}  where

n(b) < 1 for b > 1. The functionn(b) can be interpreted
as the degradation factor in average connectivity due t
eavesdropper collusionn the extreme wheré = 1, we have

complete loss of secure connectivity wiif(1) = 0. This weak _ fe—— . . .
is because the serieBye = > oo, — R% diverges (i.e., the € =TTy + Re(wi, 25) > 0V Ra(xj, 2:) > o},

total received eavesdropper power is |nf|n|te) so the tiesul and thestrongiS-graph Gstrone = {I1,, &strome ) where
average node degree is zero. In the other extreme where

b — oo, we achieve the highest secure connectivity with — £57°"8 = {7~ Ro(zy, ) > 0 A Rs(zj, ;) > o}

n(oco) = 1. This is because the first terrﬂi—b in the Pye

series (corresponding to the non-colluding term) is domtina Graph ComponentsiWe use the notation —>y to represent
so the average node degree in the colluding case approachpath from node: to nodey in a directed grapli?, andz <=y
the non-colluding one. to represent a path between nadand node; in an undirected



graphG*. We define four components: 1 ‘ . =1
oof | T .
Ko (z) & {y € T : ngy}, (25) sl = pstrong
K™ (2) & {y € T, : 3y Sa}, (26) P
0.7t o ,
KVek (z) & {y e Ty : Fa 922" ), (27) > 06l 'o' |
stron strong = ¢
JCstrone(p) & {y € My : o T—"y}. (28) §0.57 "l |
Percolation Probabilities: To study percolation in the 20'4, 4 i
1S-graph, it is useful to define percolation probabilitiescass o
ciated with the four graph components. Specifically,j&t", 0.3 'c' I
p't, pieak andpstrons respectively be the probabilities that the o2} s ]
in, out, weak, and strong components containing node 0 o1 s |
have an infinite number of nodes, i.e., ' - o
[ ] 1 | | I
A
P (s A, 0) £ PAK(0)] = o0} ° ? ) ey o
Ar (m™)

for ¢ € {out in,weak strongﬁ
Figure 12. Simulated percolation probabilities for the kead strong
components of theiS-graph, versus the densitk, of legitimate nodes

B. Main Result Me=1m"2, 0o =0).
Typically, a continuum percolation model consists of an

underlying point process defined on the infinite plane, and
a rule that describes how connections are established bptw: TheoremLZ]L shows that each of the four components of

the nodes[[48]. A main property of all percolation modeltf ezS-_graph (in, out, We.a!(’ anq_ strong) expenences a phase
. - - . ransition at some nontrivial critical density? of legitimate
is that they exhibit aphase transitionas some continuous ¢

parameter is varied. If this parameter is the denksiof nodes nodes. In gddition, It shows that pe_rco_lation can occur for
then the phase transition occurs at soonigical density .. any prescribed secrecy threshaldsatisfying o < gmax =

.. P-g(0) . L.
When) < )., denoted as thsubcritical phaseall the clusters 1082 (1 + —=— ), as long as the density of legitimate nodes

are a.s. bounddiwhen \ > )., denoted as theupercritical is made large enough. This implies that for unbounded path
phase the graph exhibits a.s. an unbounded cluster of nodéss models such ag(r) = 1/r7, percolation can occur for
or in other words, the grappercolates any arbitrarily large secrecy requirementwhile for bounded
We now determine if percolation in thiS-graph is pos- models such ag(r) = 1/(1+r7), the desireco may be too
sible, and if so, for which combinations of system paramé&igh to allow percolation. Our results also show that as long
ters (A, Ae, o) does it occur. The mathematical characteriz&S ¢ < ¢max, Percolation can be achieved even in cases where
tion of the iS-graph presents two challenges: i) th&graph the eavesdroppers are arbitrarily dense, by making thetgens
is a directed graph, which leads to the studylibécted perco- ©f legitimate nodes large enough.
lation; and ii) theiS-graph exhibits dependencies between the Figure[12 shows the percolation probabilities for the weak
state of different edges, which leads to the studgegendent and strong components of thi&-graph, versus the density
percolation The result is given by the following main theorem©f legitimate nodes. As predicted by Theoreml 7.1, the figure

Theorem 7.1 (Phase Transition in th&-Graph [35]): suggests that these components experience a phase transiti
For any\e > 0 and p satisfying as )\, is increased. In particular\¥*** ~ 3.4m~2 and
Astrons ~ 6.2 m=2, for the case ofe = 1 m~2 andp = 0. Op-
0 <0< Omax 2 log, <1 4 P 92(0)) , (29) erationally, this means that if long-range bidirectionatisre

o communication is desired in a wireless network, the density

there exist critical densities2™t, A", Aveak, \strong satisfying of legitimate nodes must be at leagR times that of the
weak out - \strong eavesdroppers. In practice, the density of legitimate sode
0 <A < AT A < 0 (30) must be even larger, because a secrecy requirement greater
ak i , _n : . : i
0 < AYek <\ < p8emg < o (31) _than 0 = O |s_typ|cally requwe_d. T_hls_dependence enis
illustrated in Figuré_1I3. In practice, it might also be ofeirgst

such that to increase\, fairly beyond the critical density, since this leads
pS, =0, for A, <\, (32) toanincreased average fractipf) of nodes which belong to
po >0, for A > A, 33) the infinite component, thus improving secure connectivity

for a”g” € {outin, weak strong. Conversely, ife > omax VIIl. FuLL CONNECTIVITY IN THE POISSONiS-GRAPH
thenp?, = 0 for any A, Ae.
In the previous section, we studied percolation in the

Except where otherwise indicated, we use the symbt represent the ;¢_graph defined over the infinite plane. We showed that for
out, in, Weak, or Strong COmpOnent.

6\We say that an event occurs “almost surely” (a.s.) if its pholity is equal  SOME Comp'nat'ons of the .p_arametéki, Ae; 0), .the regime
to one. is supercritical and an infinite component arises. However,



1 | B. Main Result
0.9¢ In what follows, we focus on the asymptotic behavior of
0.8t L secure connectivity in the limit of a large density of legitite
07l noded] Specifically, for a fixed region of ared and a fixed
' density \¢ of eavesdroppers, we would like to determine if
0.6r by increasing\;, — oo, we can asymptotically achieve full
?;580.5, in- and out-connectivity with probabilit)lﬁ The following
E theorem characterizes the asymptotic out-connectivitthan
0-4r 1S-graph.
0.3f Theorem 8.1 (Asymptotic Out-Connectivltyl[49Por the
0.2k PoissoniS-graph with\¢ > 0 and A > 0, we have
0.1F lim Pout—con = 17
Ap—r00
5 2 1 : 8 10 1, i.e., the legitimate node at the origin is asymptoticallyt-ou

by 6(m72) connected.

The following theorem characterizes the asymptotic in-
connectivity in theiS-graph.

Theorem 8.2 (Asymptotic In-Connectivity [49]for  the
PoissoniS-graph withAe > 0 and A > 0, we have

the existence of an infinite component does not ensure con- T <1- 6 (1= =) (34)
nectivity between any two nodes, e.g., one node inside the Moo Pinmeon = 8T + 33 ’

infinite component cannot communicate with a node out5|q.ee” the legitimate node at the origin it asymptotically in-
connected.

In this sense, percolation ensures opbytial connectivityof
The theorems show that full out-connectivity can be im-

the network. In some scenarios, it is of interest to guarante
full connectivity i.e., that all nodes can communicate Witkbroved as much as desired by deploying more legitimate
nodes. Full in-connectivity, however, remains boundedyawa

Figure 13. Effect of the secrecy rate threshaqldon the percolation
probability pak (\e = 1m~2, g(r) = 1/r%, Py/o? = 10).

each other, possibly through multiple hops. Note, howetiat,

for networks defined over an infinite region, the probabilityrom 1, no matter how larga, is made (an intuitive explana-

of full connectivity is exactly zero. Thus, to study of fu.”tion for this fact is provided in[49]). Operationally, thiseans

connectivity, we need to restrict our attention to a ﬁnlt?natanode can a.asansmitsecret messages to all the nodes
i a finite regionR, but cannot a.a.geceivesecret messages

case ofp = 0, i.e., theexistencef secure links with a positive from all the nodes ik

(but possibly small) MSR.

IX. CONCLUSION

A. Definitions Using the notion of strong secrecy, we provided an

Since theiS-graph is a directed graph, we start by disinformation-theoretic definition of theéS-graph as a model
tinguishing between full out- and in-connectivity with thefor intrinsically secure communication in large-scalewvmks.
following definitions. TheiS-graph captures the connections that can be established

Definition 8.1 (Full Out-Connectivity)A legitimate With MSR exceeding a threshold in a large network. This
nodez; € II, N R is fully out-connectedwith respect to Paper provided an overview of the main properties of this new
a regionR if in the iS-graph G = {II;, £} there exists a Cclass of random graphs.
directed path between; and everynodez; € I, N R, for Perhaps the most interesting insight to be gained from our
x; # ). results, is the exact quantification of the impact of the save

Definition 8.2 (Full In-Connectivity):A legitimate dropper density\e on secure connectivity—a modest density
node z; € II, N R is fully in-connectedwith respect to Of scattered eavesdroppers can potentially cause a drastic

a regionR if in the iS-graph G = {II,, £} there exists a reductionin the MSR provided at the physical layer of wissle
directed path betweeaverynodez; € II, N R and z;, for communication networks. Our work has not yet addressed all

T # ;. of the far reaching implications of the broadcast propefty o

The iS-graph is a random graph, and therefore we cdhe wireless medium. In the most general scenario, legiéima
consider the probabilities of a node being fully in- or out- nodes could for example transmit their signals in a cooperat
connected. For analysis purposes, we consider that a pré@hion, whereas malicious nodes could use jamming toptisru
legitimate node (node) placed at the origin of the coordinated!l communications. We hope that further efforts in comiani
system, i.e.prope = 0 C R. We then defin@yu;_con and stochastic geometry with information-theoretic prinegphwill
Pin—con as the probability that nodeis, respectively, fully out- lead to a more comprehensive treatment of wireless security
?nd f.u”y I?-ﬁoréneCt.e.d'sTheZi prOb(?bAIItles ";{efa de.telemm “For a non-asymptotic analysis of secure full connectivée [49].
unction of the densities, ande, and the areal 0 regionR. 8We say that an event occurs “asymptotically almost suredyd.6.) if its
Our goal is to characterizg, i con andpin—con- probability approaches one as — oco.
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