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Equivalence Properties by Typing in Cryptographic
Branching Protocols

Véronique Cortier!, Niklas Grimm?, Joseph Lallemand', and Matteo Maffei?

1 Université de Lorraine, CNRS, Inria, LORIA, France
2 TU Wien, Austria

Abstract. Recently, many tools have been proposed for automatically analysing,
in symbolic models, equivalence of security protocols. Equivalence is a property
needed to state privacy properties or game-based properties like strong secrecy.
Tools for a bounded number of sessions can decide equivalence but typically suffer
from efficiency issues. Tools for an unbounded number of sessions like Tamarin
or ProVerif prove a stronger notion of equivalence (diff-equivalence) that does not
properly handle protocols with else branches.

Building upon a recent approach, we propose a type system for reasoning about
branching protocols and dynamic keys. We prove our type system to entail equiv-
alence, for all the standard primitives. Our type system has been implemented
and shows a significant speedup compared to the tools for a bounded number of
sessions, and compares similarly to ProVerif for an unbounded number of sessions.
Moreover, we can also prove security of protocols that require a mix of bounded
and unbounded number of sessions, which ProVerif cannot properly handle.

1 Introduction

Formal methods provide a rigorous and convenient framework for analysing security
protocols. In particular, mature push-button analysis tools have emerged and have been
successfully applied to many protocols from the literature in the context of trace proper-
ties such as authentication or confidentiality. These tools employ a variety of analysis
techniques, such as model checking (e.g., Avispa [7] and Scyther [31]), Horn clause
resolution (e.g., ProVerif [14]), term rewriting (e.g., Scyther [3 1] and Tamarin [38]), and
type systems [37,20,21,22,13,36,17,34,18,8,19].

In the recent years, attention has been given also to equivalence properties, which
are crucial to model privacy properties such as vote privacy [9,33], unlikability [6], or
anonymity [10]. For example, consider an authentication protocol P4, embedded in a
biometric passport. Ppqss preserves anonymity of passport holders if an attacker cannot
distinguish an execution with Alice from an execution with Bob. This can be expressed
by the equivalence Ppqss(Alice) = Ppqss(Bob). Equivalence is also used to express
properties closer to cryptographic games like strong secrecy.

Two main classes of tools have been developed for equivalence. First, in the case of
an unbounded number of sessions (when the protocol is executed arbitrarily many times),
equivalence is undecidable. Instead, the tools ProVerif [14,16] and Tamarin [38,12]
try to prove a stronger property, namely diff-equivalence, that may be too strong e.g.
in the context of voting. Tamarin covers a larger class of protocols but may require



some guidance from the user. Maude-NPA [35,40] also proves diff-equivalence but may
have non-termination issues. Another class of tools aim at deciding equivalence, for
bounded number of sessions. This is the case in particular of SPEC [32], APTE [24],
Akiss [23], and SatEquiv [27]. SPEC, APTE, and Akiss suffer from efficiency issues and
can typically not handle more than 3-4 sessions. SatEquiv is much more efficient but is
limited to symmetric encryption and requires protocols to be well-typed, which often
assumes some additional tagging of the protocol.

Our contribution. Following the approach of [28], we propose a novel technique
for proving equivalence properties for a bounded number of sessions as well as an
unbounded number of sessions (or a mix of both), based on typing. [28] proposes a
first type system that entails trace equivalence P =; (@), provided protocols use fixed
(long-term) keys, identical in P and ). In this paper, we target a larger class of protocols,
that includes in particular key-exchange protocols and protocols whose security relies
on branching on the secret. This is the case e.g. of the private authentication protocol [3],
where agent B returns a true answer to A, encrypted with A’s public key if A is one of
his friends, and sends a decoy message (encrypted with a dummy key) otherwise.

We devise a new type system for reasoning about keys. In particular, we introduce
bikeys to cover behaviours where keys in P differ from the keys in (). We design
new typing rules to reason about protocols that may branch differently (in P and
Q), depending on the input. Following the approach of [28], our type system collects
sent messages into constraints that are required to be consistent. Intuitively, the type
system guarantees that any execution of P can be matched by an execution of (), while
consistency imposes that the resulting sequences of messages are indistinguishable for
an attacker. We had to entirely revisit the approach of [28] and prove a finer invariant in
order to cope with the case where keys are used as variables. Specifically, most of the
rules for encryption, signature, and decryption had to be adapted to accommodate the
flexible usage of keys. For messages, we had to modify the rules for keys and encryption,
in order to encrypt messages with keys of different type (bi-key type), instead of only
fixed keys. We show that our type system entails equivalence for the standard notion of
trace equivalence [25] and we devise a procedure for proving consistency. This yields an
efficient approach for proving equivalence of protocols for a bounded and an unbounded
number of sessions (or a combination of both).

We implemented a prototype of our type-checker that we evaluate on a set of
examples, that includes private authentication, the BAC protocol (of the biometric
passport), as well as Helios together with the setup phase. Our tool requires a light type
annotation that specifies which keys and names are likely to be secret or public and the
form of the messages encrypted by a given key. This can be easily inferred from the
structure of the protocol. Our type-checker outperforms even the most efficient existing
tools for a bounded number of sessions by two (for examples with few processes) to three
(for examples with more processes) orders of magnitude. Note however that these tools
decide equivalence while our type system is incomplete. In the case of an unbounded
number of sessions, on our examples, the performance is comparable to ProVerif, one of
the most popular tools. We consider in particular vote privacy in the Helios protocol, in
the case of a dishonest ballot board, with no revote (as the protocol is insecure otherwise).
ProVerif fails to handle this case as it cannot (faithfully) consider a mix of bounded and



unbounded number of sessions. Compared to [28], our analysis includes the setup phase
(where voters receive the election key), which could not be considered before.

2 High-level description

2.1 Background

Trace equivalence of two processes is a property that guarantees that an attacker observ-
ing the execution of either of the two processes cannot decide which one it is. Previous
work [28] has shown how trace equivalence can be proved statically using a type system
combined with a constraint checking procedure. The type system consists of typing rules
of the form I' = P ~ (Q — C, meaning that in an environment I" two processes PP and ()
are equivalent if the produced set of constraints C, encoding the attacker observables, is
consistent.

The typing environment /" is a mapping from nonces, keys, and variables to types.
Nonces are assigned security labels with a confidentiality and an integrity component,
e.g. HL for high confidentiality and low integrity. Key types are of the form key'(T')
where [ is the security label of the key and T is the type of the payload. Key types are
crucial to convey typing information from one process to another one. Normally, we
cannot make any assumptions about values received from the network — they might
possibly originate from the attacker. If we however successfully decrypt a message using
a secret symmetric key, we know that the result is of the key’s payload type. This is
enforced on the sender side, whenever outputting an encryption.

A core assumption of virtually any efficient static analysis for equivalence is uniform
execution, meaning that the two processes of interest always take the same branch in a
branching statement. For instance, this means that all decryptions must always succeed or
fail equally in the two processes. For this reason, previous work introduced a restriction
to allow only encryption and decryption with keys whose equality could be statically
proved.

2.2 Limitation

There are however protocols that require non-uniform execution for a proof of trace
equivalence, e.g., the private authentication protocol [3]. The protocol aims at authenti-
cating B to A, anonymously w.r.t. other agents. More specifically, agent B may refuse
to communicate with agent A but a third agent D should not learn whether B declines
communication with A or not. The protocol can be informally described as follows,
where pk(k) denotes the public key associated to key k, and aenc(M, pk(k)) denotes
the asymmetric encryption of message M with this public key.

A — B: aenc({N,,pk(k.)),pk(kp))
aenc((Ng, (Np, pk(kp))), pk(k,)) if B accepts A’s request

B—A: . .
aenc(Ny, pk(k)) if B declines A’s request

If B declines to communicate with A, he sends a decoy message aenc(Ny, pk(k)) where
pk(k) is a decoy key (no one knows the private key k).



) authentication succeeded on the left, failed on the right

) authentication succeeded on the right, failed on the left
HL) authentication succeeded on both sides

) authentication failed on both sides

Fig. 1. Key types for the private authentication protocol

2.3 Encrypting with different keys

Let P,(kq, pk(kp)) model agent A willing to talk with B, and Py (ks, pk(k,)) model
agent B willing to talk with A (and declining requests from other agents). We model the
protocol as:

P, (kq, pky) = new N,.out(aenc({N,,pk(ks)), pks)). in(z)
Py(kp, pkq) = new Np. in(z).
let y = adec(z, k) in let y3 = m1(y) in let yo = m2(y) in
if yo = pk, then
out(aenc({y1, (N, pk(k)}), pha))
else out(aenc(Ny, pk(k)))

where adec(M, k) denotes asymmetric decryption of message M with private key k.
We model anonymity as the following equivalence, intuitively stating that an attacker
should not be able to tell whether B accepts requests from the agent A or C:

Po(ka,pk(ks)) | Po(kp, pk(ka)) =t Po(ka,pk(ky)) | Po(ks, pk(ke))

We now show how we can type the protocol in order to show trace equivalence. The
initiator P, is trivially executing uniformly, since it does not contain any branching
operations. We hence focus on typing the responder P,

The beginning of the responder protocol can be typed using standard techniques.
Then however, we perform the test yo = pk(k,) on the left side and y, = pk(k.)
on the right side. Since we cannot statically determine the result of the two equality
checks — and thus guarantee uniform execution — we have to typecheck the four possible
combinations of then and else branches. This means we have to typecheck outputs of
encryptions that use different keys on the left and the right side.

To deal with this we do not assign types to single keys, but rather to pairs of keys
(k, k") — which we call bikeys — where k is the key used in the left process and k' is the
key used in the right process. The key types used for typing are presented in Fig. 1.

As an example, we consider the combination of the then branch on the left with the
else branch on the right. This combination occurs when A is successfully authenticated
on the left side, while being rejected on the right side. We then have to typecheck B’s pos-
itive answer together with the decoy message: I" F aenc((y1, (Ns, pk(ks))), pk(ka)) ~
aenc (N, pk(k)) : LL. For this we need the type for the bikey (kq, k).



2.4 Decrypting non-uniformly

When decrypting a ciphertext that was potentially generated using two different keys
on the left and the right side, we have to take all possibilities into account. Consider the
following extension of the process P, where agent A decrypts B’s message.

P,(ka,pky) = new N,.out(aenc({N,, pk(ks)), pks)). in(z).
let 2/ = adec(z, k,) in out(1)
else out(0)

In the decryption, there are the following possible cases:

— The message is a valid encryption supplied by the attacker (using the public key
pk(kq)), so we check the then branch on both sides with I'(z") = LL.
— The message is not a valid encryption supplied by the attacker so we check the else
branch on both sides.
— The message is a valid response from B. The keys used on the left and the right are
then one of the four possible combinations (kg, k), (kq, k), (k, k.) and (k, k).
e In the first two cases the decryption will succeed on the left and fail on the
right. We hence check the then branch on the left with I'(z") = HL with the
else branch on the right. If the type I'(k,, k) were different from I'(k,, k..),
we would check this combination twice, using the two different payload types.
e In the remaining two cases the decryption will fail on both sides. We hence
would have to check the two else branches (which however we already did).

While checking the then branch together with the else branch, we have to check
I'F1 ~ 0 : LL, which rightly fails, as the protocol does not guarantee trace equivalence.

3 Model

In symbolic models, security protocols are typically modelled as processes of a process
algebra, such as the applied pi-calculus [2]. We present here a calculus used in [28]
and inspired from the calculus underlying the ProVerif tool [ 5]. This section is mostly
an excerpt of [28], recalled here for the sake of completeness, and illustrated with the
private authentication protocol.

3.1 Terms

Messages are modelled as terms. We assume an infinite set of names N for nonces,
further partitioned into the set F N of free nonces (created by the attacker) and the set
BN of bound nonces (created by the protocol parties), an infinite set of names K for
keys similarly split into F/XC and B/C, and an infinite set of variables V. Cryptographic
primitives are modelled through a signature F, that is, a set of function symbols, given
with their arity (i.e. the number of arguments). Here, we consider the following signature:

F. = {pk, vk, enc, aenc, sign, (-,-),h}



that models respectively public and verification key, symmetric and asymmetric encryp-
tion, concatenation and hash. The companion primitives (symmetric and asymmetric
decryption, signature check, and projections) are represented by the following signature:

Fq = {dec, adec, checksign,m, 72}

We also consider a set C of (public) constants (used as agent names for instance). Given
a signature F, a set of names N, and a set of variables V, the set of terms T (F,V,N)
is the set inductively defined by applying functions to variables in } and names in .
We denote by names(t) (resp. vars(t)) the set of names (resp. variables) occurring in ¢.
A term is ground if it does not contain variables.

We consider the set 7 (F.UFqUC, V, N UK) of cryptographic terms, simply called
terms. Messages are terms with constructors from 7 (F. U C,V, N U K). We assume
the set of variables to be split into two subsets V = X W AX where X are variables
used in processes while AX are variables used to store messages. An attacker term is a
term from 7 (F, U F4 UC, AX, FN U FK). In particular, an attacker term cannot use
nonces and keys created by the protocol’s parties.

A substitution o = { My /x4, ..., My /xy} is a mapping from variables z1, ...,z €
V to messages My, ..., My. We let dom(o) = {z1,...,z}. We say that o is ground
if all messages M, ..., M), are ground. We let names(o) = J, <, names(M;). The

application of a substitution o to a term ¢ is denoted to and is defined as usual.

The evaluation of a term ¢, denoted ¢ |, corresponds to the bottom-up application of
the cryptographic primitives and is recursively defined as follows.

ul=u ifue NUVUKUC

pk(t) | = pk(t ]) ift le K

vk(t) L = vk(t]) ift le K

h(t) | = h(t }) ift | |
(t1,t2) L = (t1 J,t2 }) ift; J# Landty [#£ L
enc(tl, t2) l=en (tl ) i) if ¢4 J,;é Landty e K
sign(t1,t2) | = sign(t1 |, t2 1) ifty J#£ Landts L€ K

aenc(tl, tQ) l, ae (tl \l,, tQ \L) if tl \L# 1 and tQ l,: pk(k)

for some k € K

mi(t) tyift J= (t1,t2)

m(t) } =t2if t = (t1,t2)

deC(tth) t3 lftl \J/: eIlC(tg,t4) and t4 = t2 \L
)
)+

!
1
1

adec(t1,t2) | = t3 ift; = aenc(ts,pk(ts)) and t4 = t2 |
=13 if t1 \L: sign(tg, t4) and to i,: Vk(t4)
t | = L otherwise

checksign(ty,ts

Note that the evaluation of term ¢ succeeds only if the underlying keys are atomic
and always returns a message or L. For example we have 7 ({a,b)) |= a, while
dec(enc(a, (b,b)), (b,b)) L= L, because the key is non atomic. We write t = ¢’ if
tl=1t"|.



Destructors used in processes:
d ::= dec(z,t) | adec(z,t) | checksign(z,t) | mi(z) | m2(x)
wherex € X,t e KUX,t' € {vk(k)|lk e K}UX.

Processes:

P,Q =0 |newn.P |out(M).P |in(z).P | (P | Q) |!P
| let z =d in P else Q | if M = N then P else Q

where n € BN UBK, z € X, and M, N are messages.

Fig. 2. Syntax for processes.

3.2 Processes

Security protocols describe how messages should be exchanged between participants.
We model them through a process algebra, whose syntax is displayed in Fig. 2. We
identify processes up to a-renaming, i.e., avoiding substitution of bound names and
variables, which are defined as usual. Furthermore, we assume that all bound names,
keys, and variables in the process are distinct.

A configuration of the system is a tuple (P; ¢; o) where:

— P is a multiset of processes that represents the current active processes;

— ¢ is asubstitution with dom(¢) C AX and for any = € dom(¢), ¢(z) (also denoted
x¢) is a message that only contains variables in dom(o). ¢ represents the terms that
have been sent;

— o is a ground substitution.

The semantics of processes is given through a transition relation ——, defined in
Figure 3 (7 denotes a silent action). The relation . is defined as the reflexive transitive
closure of ——, where w is the concatenation of all actions. We also write equality up to
silent actions =..

Intuitively, process new n.P creates a fresh nonce or key, and behaves like P. Process
out(M).P emits M and behaves like P, provided that the evaluation of M is successful.
The corresponding message is stored in the frame ¢, corresponding to the attacker
knowledge. A process may input any message that an attacker can forge (rule IN) from
her knowledge ¢, using a recipe R to compute a new message from ¢. Note that all
names are initially assumed to be secret. Process P | () corresponds to the parallel
composition of P and ). Process let z = d in P else () behaves like P in which
x is replaced by d if d can be successfully evaluated and behaves like () otherwise.
Process if M = N then P else @ behaves like P if M and N correspond to two
equal messages and behaves like ) otherwise. The replicated process ! P behaves as an
unbounded number of copies of P.

A trace of a process P is any possible sequence of transitions in the presence of an
attacker that may read, forge, and send messages. Formally, the set of traces trace(P) is
defined as follows.

trace(P) = {(w, ¢,0)|({P};0;0) == (P;d;0)}



{PL| P} UPs¢s0) — ({Pr, P2} UP;¢;0) PAR
({o}UPsgi0) — (Pigio) ZERO

({new n.P}UP;¢;0) — ({P}UP;¢;0) NEW
({new k&.P} UP;¢;0) — ({P}UP;¢;0) NEWKEY

new axy, .out(axy,)

({out(t).P} UP;0;0) {PYuUP;9U{t/azn};0) our
if to is a ground term, (to) J# L,az, € AX andn = |¢| + 1
({in(2).P} U P; 65.0) ~20 ({P} U Ps 650 U {(Roo) | /a}) In
if R is an attacker term such that vars(R) C dom(¢),
and(R¢o) |# L

({let s =d in P else Q}UP;¢;0) — ({P}UP;¢;0U {(do) | /z}) LET-IN
if do is ground and (do) |# L

({let t =din Pelse Q}UP;¢;0) — ({Q}UP;e;0) LET-ELSE
if do is ground and (do) J= L, i.e. d fails
({if M = N then P else Q}UP;¢;0) — ({P}UP;¢;0) IF-THEN

if M, N are messages such that M ¢, No are ground,
(Mco)|# L, (No) l# L,and Mo = No
({if M = N then P else Q}UP;¢;0) — ({Q}YUP;¢;0) IF-ELSE
if M, N are messages such that M o, No are ground
and (Mo) l= Lor (No) l=Lor Mo # No
({!PYUP;¢;0) — ({P,!'P}UP;¢p;0) REPL

Fig. 3. Semantics

Example 1. Consider the private authentication protocol (PA) presented in Section 2.
The process P, (kp, pk(k,)) corresponding to responder B answering a request from A
has already been defined in Section 2.3. The process P, (k,, pk(kp)) corresponding A
willing to talk to B is:

P, (kq, pky) = new N,.out(aenc({N,,pk(ka)), pks)). in(z)
Altogether, a session between A and B is represented by the process:
Pa(kaa pk(kb)) | Pb(kbv pk(ka))

where k,, k, € BIC, which models that the attacker initially does not know k,, ky.
An example of a trace describing an "honest" execution, where the attacker does not
interfere with the intended run of the protocol, can be written as (tr, ¢) where

tr =; new xy.out(x1).in(x).new zy.out(xz).in(xz)

and
¢ = {xl = aenc((Na,pk(ka)>,pk(kb)),xg = aenc((Na, <Nb7pk(kb)>>7pk(ka))}'

The trace ¢r describes A outputting the first message of the protocol, which is
stored in ¢(x1). The attacker then simply forwards ¢(x;) to B. B then performs several
silent actions (decrypting the message, comparing its content to pk(k,)), and outputs a
response, which is stored in ¢(z2) and forwarded to A by the attacker.



! = LL|HL|HH
KT = key'(T) | eqkey'(T) | seskey"*(T) with a € {1, 00}
T = I|T+T|TVT|[rh*; rl] witha € {1, 00}

| KT | pkey(KT) | vkey (KT) [ (T)y [{T}r

Fig. 4. Types for terms

3.3 Equivalence

When processes evolve, sent messages are stored in a substitution ¢ while the values of
variables are stored in o. A frame is simply a substitution ¢ where dom(y)) C AX. It
represents the knowledge of an attacker. In what follows, we will typically consider ¢o.
Intuitively, two sequences of messages are indistinguishable to an attacker if he
cannot perform any test that could distinguish them. This is typically modelled as static
equivalence [2]. Here, we consider of variant of [2] where the attacker is also given the
ability to observe when the evaluation of a term fails, as defined for example in [26].

Definition 1 (Static Equivalence). Two ground frames ¢ and ¢’ are statically equiv-
alent if and only if they have the same domain, and for all attacker terms R, S with
variables in dom(¢) = dom(¢’), we have

(R$p =, S¢) <= (R¢' =, 5¢)

Then two processes P and () are in equivalence if no matter how the adversary
interacts with P, a similar interaction may happen with @, with equivalent resulting
frames.

Definition 2 (Trace Equivalence). Let P, Q be two processes. We write P Ty Q) if for
all (s,¢,0) € trace(P), there exists (s',¢',0') € trace(Q) such that s =, s’ and o
and ¢'c’ are statically equivalent. We say that P and Q) are trace equivalent, and we
write P =~; Q, if P C; Q and Q C; P.

Note that this definition already includes the attacker’s behaviour, since processes
may input any message forged by the attacker.

Example 2. As explained in Section 2, anonymity is modelled as an equivalence property.
Intuitively, an attacker should not be able to know which agents are executing the
protocol. In the case of protocol PA, presented in Example 1, the anonymity property
can be modelled by the following equivalence:

FPa(ka,pk(ks)) | Po(kp,pk(ka)) ~1 Fa(ka,pk(ke)) | Po(k, pk(ke))

4 A type system for dynamic keys

Types In our type system we give types to pairs of messages — one from the left process
and one from the right one. We store the types of nonces, variables, and keys in a
typing environment I'. While we store a type for a single nonce or variable occurring



; ; (SEQKEY) ; ; (SSESKEY)
eqkey (T') <: key (T) seskey"*(T') <: egkey (T')
T <: eqkey' (T"
___(skey) L[Ziedker(T)
key' (T) <: 1 pkey(T') <: LL
T<T T<:T

T <@g S @ < 0

T <: eqkey’ (T

(SPUBKEY) ———— =
vkey(T') <:LL

(SVKEY)
(SAENC)

Fig. 5. Selected subtyping rules

in both processes, we assign a potentially different type to every different combination
of keys (k, k') used in the left and right process — so called bikeys. This is an important
non-standard feature that enables us to type protocols using different encryption and
decryption keys.

The types for messages are defined in Fig. 4 and explained below. Selected subtyping
rules are given in Fig. 5. We assume three security labels HH, HL and LL, ranged over by
[, whose first (resp. second) component denotes the confidentiality (resp. integrity) level.
Intuitively, values of high confidentiality may never be output to the network in plain,
and values of high integrity are guaranteed not to originate from the attacker. Pair types
T * T" describe the type of their components and the type 7' V T" is given to messages
that can have type T or type T".

The type 7% describes nonces and constants of security level /: the label a ranges
over {oo, 1}, denoting whether the nonce is bound within a replication or not (constants
are always typed with a = 1). We assume a different identifier n for each constant and
restriction in the process. The type 75! is populated by a single name, (i.e., n describes a
constant or a non-replicated nonce) and 75> is a specml type, that is instantiated to 7%
in the jth replication of the process. Type [[Tl a, l %] s a reﬁnement type that restrlcts
the set of possible values of a message to Values of type 71:% on the left and type 7% on
the right. For a refinement type [75% ; 71%] with equal types on both sides we write 75

Keys can have three different types ranged over by KT, ordered by a subtyping
relation (SEQKEY, SSESKEY): seskey"®(T") <: eqkey'(T) <: key'(T'). For all three
types, [ denotes the security label (SKEY) of the key and 7 is the type of the payload that
can be encrypted or signed with these keys. This allows us to transfer typing information
from one process to another one: e.g. when encrypting, we check that the payload type is
respected, so that we can be sure to get a value of the payload type upon decryption. The
three different types encode different relations between the left and the right component
of a bikey (k, k). While type key' (T') can be given to bikeys with different components
k # k', type eqkey’ (T') ensures that the keys are equal on both sides in the specific typed
instruction. Type seskey"? (T') additionally guarantees that the key is always the same
on the left and the right throughout the whole process. We allow for dynamic generation
of keys of type seskey”®(T) and use a label a to denote whether the key is generated
under replication or not — just like for nonce types.

For a key of type T', we use types pkey(7') and vkey(T') for the corresponding public
key and verification key, and types (7”), and {T"},. for symmetric and asymmetric
encryptions of messages of type 7" with this key. Public keys and verification keys can



I(n)=7" I'(m)=75" 1 e {HHHL} I'(n) =1°

(TNONCE) (TNONCEL)
I'tn~m:l—0 I'Fn~n:LL—0
r'x)=T ''rM~N:T ¢ T <:T
(TVAR) (TSuB)
I'tz~z:T—0 I'-M~N:T—=c
I'tM~N:T—c TI'bFM~N:T =
! ! / / (TPAIR)
' (M,M")~(N,N): TxT —cUc
M, N well formed
(THIGH)
I'bM~N:HL — 0
I'k,k)=T k € keys(I") U FK
( ,) (TKEY) eys(l) (TPUBKEYL)
I'tk~E:T—0 I' - pk(k) ~ pk(k) : LL — 0
I'tM~N:T—0 37017 <:key (T")
(TPUBKEY)
'+ pk(M) ~ pk(N) : pkey(T) — 0
I'tM~N:T—c TI'FM~N:T =
T =1L v 37", 7" ,1.T = pkey(T")AT" <: key (T""
( : P y(/ ) y(/ ) (TAENC)
I' - aenc(M,M") ~ aenc(N,N") : {T},, = cUc
I'tM~N:ATY virn — ¢ T < key™(T

I'-M~N:1LL—cU{M~ N}

I'-M~N:{LL}, —c (T =pkey(T') AT <: eqkey'(T")) or T = LL

(TAENCL)
I'-M~N:LL—c

Fig. 6. Selected rules for messages

be treated as LL if the corresponding keys are equal (SPUBKEY,SVKEY) and subtyping
on encryptions is directly induced by subtyping of the payload types (SENC, SAENC).

Constraints When typing messages, we generate constraints of the form (M ~ N),
meaning that the attacker may see M and NV in the left and right process, respectively,
and these two messages are thus required to be indistinguishable.

Due to space reasons we only present a few selected rules that are characteristic of
the typing of branching protocols. The omitted rules are similar in spirit to the presented
ones or are standard rules for equivalence typing [28].

4.1 Typing messages

The typing judgement for messages is of the form I" = M ~ N : T — ¢ which reads
as follows: under the environment I, M and N are of type 1" and either this is a high
confidentiality type (i.e., M and N are not disclosed to the attacker) or M and N are
indistinguishable for the attacker assuming the set of constraints c is consistent.
Confidential nonces can be given their label from the typing environment in rule
TNONCE. Since their label prevents them from being released in clear, the attacker cannot



observe them and we do not need to add constraints for them. They can however be
output in encrypted form and will then appear in the constraints of the encryption. Public
nonces (labeled as LL) can be typed if they are equal on both sides (rule TNONCEL).
These are standard rules, as well as the rules TVAR, TSUB, TPAIR and THIGH [28].

A non-standard rule that is crucial for the typing of branching protocols is rule TKEY.
As the typing environment contains types for bikeys (k, k') this rule allows us to type
two potentially different keys with their type from the environment. With the standard
rule TPUBKEYL we can only type a public key of the same keys on both sides, while
rule TPUBKEY allows us to type different public keys pk(M), pk(V), provided we can
show that there exists a valid key type for the terms M and V. This highlights another
important technical contribution of this work, as compared to existing type systems for
equivalence: we do not only support a fixed set of keys, but also allow for the usage of
keys in variables, that have been received from the network.

To show that a message is of type {7'}, — a message of type 7" encrypted asymmet-
rically with a key of type T”, we have to show that the corresponding terms have exactly
these types in rule TAENC. The generated constraints are simply propagated. In addition
we need to show that 7" is a valid type for a public key, or LL, which models untrusted
keys received from the network. Note, that this rule allows us to encrypt messages with
different keys in the two processes. For encryptions with honest keys (label HH) we can
use rule TAENC to give type LL to the messages, if we can show that the payload type is
respected. In this case we add the entire encryptions to the constraints, since the attacker
can check different encryptions for equality, even if he cannot obtain the plaintext. Rule
TAENCL allows us to give type LL to encryptions even if we do not respect the payload
type, or if the key is corrupted. However, we then have to type the plaintexts with type LL
since we cannot guarantee their confidentiality. Additionally, we have to ensure that the
same key is used in both processes, because the attacker might possess the corresponding
private keys and test which decryption succeeds. Since we already add constraints for
giving type LL to the plaintext, we do not need to add any additional constraints.

4.2 Typing processes

From now on, we assume that processes assign a type to freshly generated nonces
and keys. That is, new n.P is now of the form new n : 7. P. This requires a (very
light) type annotation from the user. The typing judgement for processes is of the form
I' F P ~ @ — C and can be interpreted as follows: If two processes P and () can be
typed in I" and if the generated constraint set C' is consistent, then P and () are trace
equivalent. We present selected rules in Fig. 7.

Rule POUT states that we can output messages to the network if we can type them
with type LL, i.e., they are indistinguishable to the attacker, provided that the generated
set c of constraints is consistent. The constraints of ¢ are then added to all constraints in
the constraint set C. We define CUyc’ := {(cU ', I") | (¢,I") € C}. This rule, as well
as the rules PZERO, PIN, PNEW, PPAR, and PLET, are standard rules [28].

Rule PNEWKEY allows us to generate new session keys at runtime, which models
security protocols more faithfully. It also allows us to generate infinitely many keys, by
introducing new keys under replication.



I'FP~Q—C I'FM~N:LL—c

(POUT)
I''t out(M).P ~ out(N).QQ — CUyc
I' ¢ I does not contain union types INx:LLFP~Q—C
P (PZERO) “ (PIN)
rco~o0— (0,1 I'tin(z).P ~in(z).Q — C
In:7t"FP~Q—C
n ZT @ ; (PNEW)
I'tnewn:7,".P~newn:7,°.Q = C
T, (k, k) : seskey"*(T)F P~ Q — C
( )l y (@) « ; (PNEWKEY)
I' - new k : seskey"*(T').P ~ new k : seskey"*(T).Q — C
'P~Q—-C TFP~Q =C
/ / ! (PPAR)
I'bP|P ~Q|Q — CUxC
I'bat~t T Ne:THEFP~Q—C I'rP ~Q — '
(PLET)

I'Fletz=tinPelse P ~letz=t inQelse Q' - CUC’

(PLETADECSAME)

I'(y)=LL  I'(k k) <:key™(T)
Ne:THFP~Q—C Iz:LLFP~Q—C' I'-P ~Q ="
(VT' VK # k. Tk, k) < key™(T)Y=> Tz :T'+FP~Q — Cy)
(YT'VE # k. T(K k) < key™(T)Y=>Taz:T' P ~Q— Cp)

I'F let x = adec(y, k) in P else P’ ~ let = = adec(y, k) in Q else Q'
—cuc'uc"u(JulJC')

Py

k!

F"PNQ—)CH
I'FP~Q — Oy I'FP ~Q—Cs 'FP ~Q = C,
I'+if M = M’ then P else P’ ~ if N = N’ then Q else Q’
— C1UCUC3UCy

(PIFALL)

Fig.7. Selected rules for processes

Rule PLETADECSAME treats asymmetric decryptions where we use the same fixed
honest key (label HH) for decryptions in both processes. Standard type systems for equiv-
alence have a simplifying (and restrictive) invariant that guarantees that encryptions are
always performed using the same keys in both processes and hence guarantee that both
processes always take the same branch in decryption (compare rule PLET). In our system
however, we allow encryptions with potentially different keys, which requires cross-case
validation in order to retain soundness. Still, the number of possible combinations of
encryption keys is limited by the assignments in the typing environment I". To cover all
the possibilities, we type the following combinations of continuation processes:

— Both then branches: In this case we know that key k was used for encryption on
both sides. Because of I'(k, k) = key™ (T'), we know that in this case the payload
type is T" and we type the continuation with I,z : T'.

Because the message may also originate from the attacker (who also has access to
the public key), we have to type the two then branches also with I', x : LL.



I'(k,k) <:key™(T)  I'(z)=LL
I'tqadec(zx, k) ~ adec(z, k) : LL
)

(DADECL)

I'(y) = seskey™*(T) I'(z) =LL
I'tjadec(z,y) ~ adec(z,y) : TV LL
(I'(y) = seskey™*(T) v I'(y) =LL) I'(z) =LL
I'tgadec(x,y) ~ adec(z,y) : LL
F(k’ k) = SeSkeyl’a(T/) F(x) = {T}pkey(seskeyl=‘l(T/))
I't4adec(x, k) ~ adec(z, k) : T

F(y) = SeSkeyl’a(T/) F(l‘) = {T}pkcy(scskcyl’a(T’))
I'4adec(z,y) ~ adec(z,y) : T

(DADECH”)

(DADECL’)

(DADECT)

(DADECT’)

Fig. 8. Selected destructor rules

— Both else branches: If decryption fails on both sides, we type the two else branches
without introducing any new variables.

— Left then, right else: The encryption may have been created with key k on the left
side and another key &’ on the right side. Hence, for each &’ # k, such that I"(k, k')
maps to a key type with label HH and payload type 7", we have to typecheck the left
then branch and the right else branch with I,z : T".

— Left else, right then: This case is analogous to the previous one.

The generated set of constraints is simply the union of all generated constraints for the
subprocesses. Rule PIFALL lets us typecheck any conditional by simply checking the
four possible branch combinations. In contrast to the other rules for conditionals that we
present in Appendix A, this rule does not require any other preconditions or checks on
the terms M, M’ , N, N'.

Destructor Rules The rule PLET requires that a destructor application succeeds or fails
equally in the two processes. To ensure this property, it relies on additional rules for
destructors. We present selected rules in Fig. 8. Rule DADECL is a standard rule that
states that a decryption of a variable of type LL with an untrusted key (label LL) yields
a result of type LL. Decryption with a trusted (label HH) session key gives us a value
of the key’s payload type or type LL in case the encryption was created by the attacker
using the public key. Here it is important that the key is of type seskey™%(T'), since
this guarantees that the key is never used in combination with a different key and hence
decryption will always equally succeed or fail in both processes. Rule DADECL’ is
similar to rule DADECL except it uses a variable for decryption instead of a fixed key.
Rule DADECT treats the case in which we know that the variable x is an asymmetric
encryption of a specific type. If the type of the key used for decryption matches the key
type used for encryption, we know the exact type of the result of a successful decryption.
DADECT’ is similar to DADECT, with a variable as key. In Appendix A we present
similar rules for symmetric decryption and verification of signatures.



. (y1, (No, pk(ks))), Np well formed
~ I'F (y1, (Ny,pk(ks))) ~ Ny : HL =
I'(ka, k) = key™ (HL)
I'FEky~k:key™HL) — 0
* I'F pk(kq) ~ pk(k) : pkey(key™ (HL)) — 0
I' = aenc((y1, (No, pk(ks))), Pk(ka)) ~ aenc(Ny, pk(k)) : {HL} o (eymnquyy — 0
I' - aenc((y1, (No, pk(ks))), pk(ka)) ~ aenc(Ny, pk(k)) : LL — C
where C' = {aenc((y1, (Ns, pk(ks))), pk(ka)) ~ aenc(Ny, pk(k))}.

THIGH

TKEY

TPUBKEY

TAENC
TAENCH

Fig. 9. Type derivation for the response to A and the decoy message

4.3 Typing the private authentication protocol

We now show how our type system can be applied to type the Private Authentication
protocol presented in section 2.3, by showing the most interesting parts of the derivation.
We type the protocol using the initial environment I" presented in Fig. 1.

We focus on the responder process P, and start with the asymmetric decryption. As
we use the same key k;, in both processes, we apply rule PLETADECSAME. We have
I'(z) = LL by rule PIN and I'(ky, k) = key™ (HH, LL). We do not have any other entry
using key ky, in I". We hence typecheck the two then branches once with I,y : (HH*LL)
and once with I,y : LL, as well as the two else branches (which are just O in this case).

Typing the let expressions is straightforward using rule PLET. In the conditional we
check yo = pk(k,) in the left process and yo = pk(k.) in the right process. Since we
cannot guarantee which branches are taken or even if the same branch is taken in the two
processes, we use rule PIFALL to typecheck all four possible combinations of branches.
We now focus on the case where A is successfully authenticated in the left process and is
rejected in the right process. We then have to typecheck B’s positive answer together with
the decoy message: I" - aenc((y1, (Np, pk(ks))), pk(ks)) ~ aenc(N., pk(k)) : LL.

Fig. 9 presents the type derivation for this example. We apply rule TAENC to give
type LL to the two terms, adding the two encryptions to the constraint set. Using rule
TAENCH we can show that the encryptions are well-typed with type {HL} \ . ey (ar))-
The type of the payload is trivially shown with rule THIGH. To type the public key,
we use rule TPUBKEY followed by rule TKEY, which looks up the type for the bikey
(ka, k) in the typing environment I

5 Consistency

Our type system collects constraints that intuitively correspond to (symbolic) messages
that the attacker may see (or deduce). Therefore, two processes are in trace equivalence
only if the collected constraints are in static equivalence for any plausible instantiation.

However, checking static equivalence of symbolic frames for any instantiation cor-
responding to a real execution may be as hard as checking trace equivalence [25].
Conversely, checking static equivalence for any instantiation may be too strong and may
prevent proving equivalence of processes. Instead, we use again the typing information



gathered by our type system and we consider only instantiations that comply with the
type. Actually, we even restrict our attention to instantiations where variables of type LL
are only replaced by deducible terms. This last part is a key ingredient for considering
processes with dynamic keys. Hence, we define a constraint to be consistent if the
corresponding two frames are in static equivalence for any instantiation that can be typed
and produces constraints that are included in the original constraint.

Formally, we first introduce the following ingredients:

— ¢¢(c) and ¢, (c) denote the frames that are composed of the left and the right terms
of the constraints respectively (in the same order).

— ¢l denotes the frame that is composed of all low confidentiality nonces and keys
in I', as well as all public encryption keys and verification keys in I". This intuitively
corresponds to the initial knowledge of the attacker.

— Two ground substitutions o, o’ are well-typed in I" with constraint c, if they preserve
the types for variables in I, i.e., for all z, I' - o(z) ~ o'(x) : I'(x) — ¢4, and

Co = Uwedom([') Cq-

The instantiation of a constraint is defined as expected. If c is a set of constraints, and o,
o’ are two substitutions, let [c] . be the instantiation of ¢ by o on the left and o’ on
the right, that is, [¢], ,, = {Mo ~ No' | M ~ N € c}.

Definition 3 (Consistency). A set of constraints c is consistent in an environment I if
for all substitutions 0,0’ well-typed in I with a constraint c, such that c; C [c], ., the
frames gL U ¢¢(c)o and ¢, U ¢, (c)o’ are statically equivalent. We say that (c, I') is
consistent if ¢ is consistent in I' and that a constraint set C is consistent in I if each
element (¢, I") € C' is consistent.

Compared to [28], we now require ¢, C [c] 0,00+ This means that instead of considering
any (well typed) instantiations, we only consider instantiations that use fragments of
the constraints. For example, this now imposes that low variables are instantiated by
terms deducible from the constraint. This refinement of consistency provides a tighter
definition and is needed for non fixed keys, as explained in the next section.

6 Soundness

In this section, we provide our main results. First, soundness of our type system: when-
ever two processes can be typed with consistent constraints, then they are in trace
equivalence. Then we show how to automatically prove consistency. Finally, we explain
how to lift these two first results from finite processes to processes with replication.
But first, we discuss why we cannot directly apply the results from [28] developed for
processes with long term keys.

6.1 Example

Consider the following example, typical for a key-exchange protocol: Alice receives
some key and uses it to encrypt, e.g. a nonce. Here, we consider a semi-honest session,



where an honest agent A is receiving a key from a dishonest agent D. Such sessions are
typically considered in combination with honest sessions.

C — A :aenc((k,C),pk(4))
A — C :aenc(n, k)

The process modelling the role of Alice is as follows.

Py =in(z). let 2/ = adec(z,ka) in let y = m(2') in let z = mo(a’) in
if z = C then new n. out(enc(n,y))

When type-checking P4 ~ P4 (as part as a more general process with honest sessions),
we would collect the constraint enc(n,y) ~ enc(n,y) where y comes from the adver-
sary and is therefore a low variable (that is, of type LL). The approach of [28] consisted
in opening messages as much as possible. In this example, this would yield the constraint
y ~ y which typically renders the constraint inconsistent, as exemplified below.

When typechecking the private authentication protocol, we obtain constraints con-
taining aenc((y1, (N, pk(ks))), pk(kqa)) ~ aenc(Ny, pk(k)) (as seen in Fig. 9), where
11 has type HL. Assume now that the constraint also contains y ~ y for some variable y
of type LL and consider the following instantiations of y and y1: o(y1) = o’(y1) = a for
some constant a and o(y) = o’(y) = aenc(Ny, pk(k)). Note that such an instantiation
complies with the type since I" - o(y) ~ ¢’(y) : LL — ¢ for some constraint c. The
instantiated constraint would then contain

{aenc((a, (No, pk(ks))), Pk(kq)) ~ aenc(Ny, pk(k)),
aenc(Ny, pk(k)) ~ aenc(Ny, pk(k))}

and the corresponding frames are not statically equivalent, which makes the constraint
inconsistent for the consistency definition of [28] .

Therefore, our first idea consists in proving that we only collect constraints that
are saturated w.r.t. deduction: any deducible subterm can already be constructed from
the terms of the constraint. Second, we show that for any execution, low variables are
instantiated by terms deducible from the constraints. This guarantees that our new notion
of consistency is sound. The two results are reflected in the next section.

6.2 Soundness
Our type system, together with consistency, implies trace equivalence.

Theorem 1 (Typing implies trace equivalence). For all P, Q), and C, for all I" con-
taining only keys, if I' = P ~ Q — C and C'is consistent, then P ~; Q).

Example 3. We can typecheck PA, that is
I F P{L(kaapk(kb)) | Pb(kbvpk(ka)) ~ Pa(k(lapk(kb)) | Pb(kbvpk(kc)) - CPA

where I has been defined in Fig. 1 and assuming that nonce N, of process P, has been
annotated with type i1 and nonce N, of P, has been annotated with type 7'2,}2’1. The

a



constraint set C'p4 can be proved to be consistent using the procedure presented in the
next section. Therefore, we can conclude that

Po(ka;pk(kp)) | Po(ky,pk(ka)) =t Fa(ka, Pk(kp)) | Py (ks pk(ke))
which shows anonymity of the private authentication protocol.

The first key ingredient in the proof of Theorem 1 is the fact that any well-typed low
term is deducible from the constraint generated when typing it.

Lemma 1 (Low terms are recipes on their constraints). For all ground messages M,
N, forall T, ¢, if ' = M ~ N : LL — c then there exists an attacker recipe R without
destructors such that M = R(¢¢(c) U ¢l ) and N = R(¢,(c) U ¢i)).

The second key ingredient is a finer invariant on protocol executions: for any typable
pair of processes P, (), any execution of P can be mimicked by an execution of ) such
that low variables are instantiated by well-typed terms constructible from the constraint.

Lemma 2. For all processes P, Q, for all ¢, o, for all multisets of processes P, con-
straint sets C, sequences s of actions, for all I' containing only keys, if ' - P ~ Q — C,
C is consistent, and ({P},0,0) . (P, $, ), then there exist a sequence s' of actions,
a multiset Q, a frame ¢', a substitution o', an environment I"', a constraint ¢ such that:

-({@Q},0,0) i>* (Q,¢",0"), withs =, §'
~I'"F ¢o ~ ¢'c’ : LL = ¢, and for all x € dom(c) N dom(c’), there exists ¢, such
that I+ o(x) ~o(x) : I'(x) = ¢y and ¢, C c.

Note that this finer invariant guarantees that we can restrict our attention to the
instantiations considered for defining consistency.

As a by-product, we obtain a finer type system for equivalence, even for processes
with long term keys (as in [28]). For example, we can now prove equivalence of processes
where some agent signs a low message that comes from the adversary. In such a case, we
collect sign(x, k) ~ sign(z, k) in the constraint, where x has type LL, which we can
now prove to be consistent (depending on how x is used in the rest of the constraint).

6.3 Procedure for consistency

We devise a procedure check_const(C) for checking consistency of a constraint C,
depicted in Figure 10. Compared to [28], the procedure is actually simplified. Thanks to
Lemmas 1 and 2, there is no need to open constraints anymore. The rest is very similar
and works as follows:

— First, variables of refined type [75!; Tfl/*l]] are replaced by m on the left-hand-side
of the constraint and n on the right-hand-side.

— Second, we check that terms have the same shape (encryption, signature, hash)
on the left and on the right and that asymmetric encryption and hashes cannot be
reconstructed by the adversary (that is, they contain some fresh nonce).

— The most important step consists in checking that the terms on the left satisfy the
same equalities than the ones on the right. Whenever two left terms M and NN are
unifiable, their corresponding right terms M’ and N’ should be equal after applying
a similar instantiation.



stepl,(c) := ([[c]]aF’a%,F'), with
F = {z € dom(I') | Im,n,1,I'. '(z) = [75}; L'}
and o, o defined by

e dom(or) = dom(of) = F
oVz € F.¥m,n,L,I'.I'(z) = [rh'; 7' = or(z) =m A ohp(z) =n

and I is I'|qom(ry\ r extended with I (n) = 741 for all nonce n such that 75 occurs in
I.

step2(c) := check that for all M ~ N € ¢, M and N are both

- enc(M’',M"), enc(N’, N"") where M"', N are either
e keys k, k' where 3T.I'(k, k') <: key™(T);
e or a variable z such that 37.1"(z) <: key™(T);
— or encryptions aenc(M', M"), aenc(N', N"') where
e M’ and N’ contain directly under pairs a nonce n such that I'(n) = 72%% or a
secret key k such that 3T, k".I'(k, k') <: key™ (T) or I'(K', k) <: key™(T), or
a variable x such that Im,n,a.I'(z) = [ri*; 72%9], or a variable x such that
IT.I(x) <: key™(T);
e M" and N” are either
* public keys pk(k), pk(k’) where 3T.I"(k, k') <: key™(T);
* or public keys pk(z), pk(z) where 3T.1"(z) <: key™(T);
* or a variable x such that 3T, 7".I'(z) = pkey(T) and T’ <: key™(1");
— or hashes h(M'), h(N"), where M’, N’ similarly contain a secret value under pairs;
— or signatures sign(M', M"), sign(N', M"") where M"', N"' are either
o keys k, k' where 3T.I"(k, k') <: key™(T);
e or a variable x such that 3T.1"(x) <: key™ (T);

step3,(c) :=Ifforall M ~ M’ and N ~ N’ € c such that M, N are unifiable with a
most general unifier y, and such that

Va € dom(p).3, 1, m, p. (I'(x) = [75>°; Tél’oo]]) = (zp e X V Fi.xp=my)

we have
M'af = N'af

where
Vo € dom(u).V1, 1, m,p,i.(I(z) = [7h>; TIZ,/’OO}] A u(x) =m;) = 0(x) = p;

and « is the restriction of p to {x € dom(p) | I'(z) =LL A p(z) € N}
and if the symmetric condition for the case where M’, N’ are unifiable holds as well, then
return true.

check_const(C) := for all (¢,I") € C, let (c1,I1) := steply(c) and check that
step2, (c1) = true and step3, (c1) = true.

Fig. 10. Procedure for checking consistency.




For constraint sets without infinite nonce types, check_const entails consistency.

Theorem 2. Let C be a set of constraints such that
Y(e,I) € C.YL I, m,p. [(x) # [11:°°; Tél’oo]].
If check_const(C) = true, then C is consistent.

Example 4. Continuing Example 3, typechecking the PA protocol yields the set C'ps of
constraint sets. C'py contains in particular the set

{ aenc(<Na,pk(k:a)>,pk(kb)) ~ aenc((Na,pk(ka)),pk(kb)),
aenc((y1, (No, Pk(ks))), Pk(ka)) ~ aenc(Ny, pk(k)) }

where variable y; has type HL (we also have the same constraint but where y; has type
LL). The other constraint sets of C'p4 are similar and correspond to the various cases
(else branch of P, with then branch of P, etc.). The procedure check_const returns
true since no two terms can be unified, which proves consistency. Similarly, the other
constraints generated for PA can be proved to be consistent applying check_const.

6.4 From finite to replicated processes

The previous results apply to processes without replication only. In the spirit of [28], we
lift our results to replicated processes. We proceed in two steps.

1. Whenever I' - P ~ (Q — C, we show that:

[P],U--0[D ), F[PL] [P, ~ QL. 1@, = [ClUx - Uk [ C,.
where [ I"], is intuitively a copy of I, where variables x have been replaced by z;,
and nonces or keys n of infinite type 7> (or seskey"*°(T")) have been replaced by
n;. The copies [ P |,, [ @ ];, and [ C'], are defined similarly.

2. We cannot directly check consistency of infinitely many constraints of the form
[C]{Ux ---Ux[C], . Instead, we show that it is sufficient to check consistency of
two copies [ C'];Ux [ C'], only. The reason why we need two copies (and not just
one) is to detect when messages from different sessions may become equal.

Formally, we can prove trace equivalence of replicated processes.

Theorem 3. Consider P, Q, P',Q’', C, C’, such that P, Q and P’, Q' do not share any
variable. Consider I', containing only keys and nonces with finite types.

Assume that P and Q only bind nonces and keys with infinite nonce types, i.e.
using new m : 7o and new k : seskey">(T') for some label | and type T; while
P and Q' only bind nonces and keys with finite types, i.e. using new m : 75! and
new k : seskey"! (7).

Let us abbreviate by new T the sequence of declarations of each nonce m € dom(I")
and session key k such that I'(k, k) = seskey"! (T for some I, T. If

- I'FP~Q—C,
—TFP ~Q =



— check_const([C'],Ux[C |,Ux[C"],) = true,
then newn. ((IP)| P') ~; newm. ((1Q) | Q).

The proof, together with fully precise definitions, can be found in Appendices A
and B.Interestingly, Theorem 3 allows to consider a mix of finite and replicated pro-
cesses.

7 Experimental results

We implemented our typechecker as well as our procedure for consistency in a prototype
tool TypeEq. We adapted the original prototype of [28] to implement additional cases
corresponding to the new typing rules. This also required to design new heuristics w.r.t.
the order in which typing rules should be applied. Of course, we also had to support
for the new bikey types, and for arbitrary terms as keys. This represented a change of
about 40% of the code of the software. We ran our experiments on a single Intel Xeon
E5-2687Wv3 3.10GHz core, with 378GB of RAM (shared with the 19 other cores).
Actually, our own prototype does not require a large amount of RAM. However, some of
the other tools we consider use more than 64GB of RAM on some examples (at which
point we stopped the experiment). More precise figures about our tool are provided in
the table of Figure 11. The corresponding files can be found at [5].

We tested TypeEq on two symmetric key protocols that include a handshake on
the key (Yahalom-Lowe and Needham-Schroeder symmetric key protocols). In both
cases, we prove key usability of the exchanged key. Intuitively, we show that an attacker
cannot distinguish between two encryptions of public constants: P.out(enc(a, k)) =
P.out(enc(b, k)). We also consider one standard asymmetric key protocol (Needham-
Schroeder-Lowe protocol), showing strong secrecy of the exchanged nonce.

Helios [4] is a well known voting protocol. We show ballot privacy, in the presence of
a dishonest board, assuming that voters do not revote (otherwise the protocol is subject to
a copy attack [39], a variant of [30]). We consider a more precise model than the previous
Helios models which assume that voters initially know the election public key. Here,
we model the fact that voters actually receive the (signed) freshly generated election
public key from the network. The BAC protocol is one of the protocols embedded in
the biometric passport [ |]. We show anonymity of the passport holder P(A) ~; P(B).
Actually, the only data that distinguish P(A) from P(B) are the private keys. Therefore
we consider an additional step where the passport sends the identity of the agent to the
reader, encrypted with the exchanged key. Finally, we consider the private authentication
protocol, as described in this paper.

7.1 Bounded number of sessions

We first compare TypeEq with the tools for a bounded number of sessions. Namely,
we consider Akiss [23], APTE [24] as well as its optimised variant with partial order
reduction APTE-POR [ 1 1], SPEC [32], and SatEquiv [27]. We step by step increase the
number of sessions until we reach a “complete” scenario where each role is instantiated
by A talking to B, A talking to C, B talking to A, and B talking to C, where A, B



Protocols (# sessions)| Akiss| APTE| APTE-POR | Spec |Sat-Eq|— YPEd
Time [Memory
Needham - 3 |4.2s|0.39s| 0.086s [59.3s| 0.14s [0.006s| 4.0 MB
Schroeder 6 TO | TO 9m22s TO | 0.53s {0.009s| 4.7 MB
(symmetric) 10 SO 3.7s 10.012s| 5.0 MB
14 18s 10.015s| 6.9 MB
3 1.0s | 2.9s 0.095s 10s 10.063s|0.006s| 3.8 MB
Yahalom - 6 | MO | TO 11m20s | MO | 0.26s [0.017s| 4.9 MB
Lowe 10 SO 3.0s [0.015s|4.9 MB
14 18s 10.019s| 5.0 MB
Needham- 2 10.10s| 3.8s 0.06s 28s x |0.004s|3.1 MB
Schroeder- 4 |1m8s| BUG BUG TO 0.004s| 3.4 MB
Lowe 8 TO 0.007s| 4.7 MB
Private 2 (0.19s| 1.2s 0.034s X x 10.004s| 3.2 MB
Authentication| 4 |99m | TO 24.6s 0.013s/4.9 MB
8 | MO TO 1s | 37 MB
Helios 3 | MO | BUG BUG X x |0.005s| 3.5 MB
2 | 4.0s 0.20s| 0.032s X x |0.004s{2.9 MB
BAC 3 SO |185m 2.6s 0.004s| 3.1 MB
5 TO 107m 0.005s| 3.4 MB
7 TO 0.005s| 3.8 MB

TO: Time Out (>12h) MO: Memory Overflow (>64GB) SO: Stack Overflow

Fig. 11. Experimental results for the bounded case

are honest while C' is dishonest. This yields 14 sessions for symmetric-key protocols
with two agents and one server, and 8 sessions for a protocol with two agents. In some
cases, we further increase the number of sessions (replicating identical scenarios) to
better compare tools performance. The results of our experiments are reported in Fig. 11.
Note that SatEquiv fails to cover several cases because it does not handle asymmetric
encryption nor else branches.

7.2 Unbounded number of sessions

We then compare TypeEq with Proverif. As shown in Fig. 12, the performances are
similar except that ProVerif cannot prove Helios. The reason lies in the fact that Helios
is actually subject to a copy attack if voters revote and ProVerif cannot properly handle
processes that are executed only once. Similarly, Tamarin cannot properly handle the else
branch of Helios (which models that the ballot box rejects duplicated ballots). Tamarin
fails to prove that the underlying check either succeeds or fails on both sides.

8 Conclusion and discussion

We devise a new type system to reason about keys in the context of equivalence properties.
Our new type system significantly enhances the preliminary work of [28], covering a



Protocols ProVerif| TypeEq

Helios X 0.005s
Needham-Schroeder (sym)| 0.23s |0.016s
Needham-Schroeder-Lowe| 0.08s | 0.008s

Yahalom-Lowe 0.48s | 0.020s
Private Authentication | 0.034s | 0.008s
BAC 0.038s | 0.005s

Fig. 12. Experimental results for an unbounded number of sessions

larger class of protocols that includes key-exchange protocols, protocols with setup
phases, as well as protocols that branch differently depending on the decryption key.

Our type system requires a light type annotation that can be directly inferred from the
structure of the messages. As future work, we plan to develop an automatic type inference
system. In our case study, the only intricate case is the Helios protocol where the user
has to write a refined type that corresponds to an over-approximation of any encrypted
message. We plan to explore whether such types could be inferred automatically.

We also plan to study how to add phases to our framework, in order to cover more
properties (such as unlinkability). This would require to generalize our type system to
account for the fact that the type of a key may depend on the phase in which it is used.

Another limitation of our type system is that it does not address processes with too
dissimilar structure. While our type system goes beyond diff-equivalence, e.g. allow-
ing else branches to be matched with then branches, we cannot prove equivalence of
processes where traces of P are dynamically mapped to traces of (), depending on the
attacker’s behaviour. Such cases occur for example when proving unlinkability of the
biometric passport. We plan to explore how to enrich our type system with additional
rules that could cover such cases, taking advantage of the modularity of the type system.

Conversely, the fact that our type system discards processes that are in equivalence
shows that our type system proves something stronger than trace equivalence. Indeed,
processes P and () have to follow some form of uniformity. We could exploit this to
prove stronger properties like oblivious execution, probably further restricting our typing
rules, in order to prove e.g. the absence of side-channels of a certain form.
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A Typing rules and definitions

We give on Figures 13, 14, 15, 16, 17, 18 and 19 a complete version of our types and typing rules, as well as the
formal definition of the well-formedness judgement for typing environments.

! == LL|HL|HH
KT = key'(T) | eqkey'(T) | seskey"®(T) with a € {1, 00}
2= 1|T=T| KT |pkey(KT) | vkey(KT)

| (1) [{T}r

| [rhe; o] witha € {1,00} | TV T

S
|

Fig. 13. Types for terms

We denote the sets of all keys in I" by:
keys(I') ={k € K| 3k’ € K. (k, k") € dom(I") V (k', k) € dom(I")}.
We denote the set of all session keys in " by:

seskeys(I") = {k € K | 3,a,T. I'(k, k) = seskey"*(T)}.

I'to mneBN n¢dom(l)
I'n:th%Fo
I'to z ¢ dom(I)
x:TkFo
I'ko k k' € BK (k, k") ¢ dom(I") k ¢ seskeys(I") k' ¢ seskeys(I)
(VI,T'. '(k, k) = eqkey'(T") = 1 =HH)  (VI,T". ['(K,k') = eqkey'(T") = | = HH)
Iy (k, k') key™(T) F o
I'to keBK  (kk)¢dom(I)
(VK U, T . I(k, k') <: key"(T') = 1=1) (Vlk’, U, T'. T(K k) < key (T") = 1=1) (GEQKEY)
I, (k,k) : eqkey’ (T) F o
I'to keBK VK #k(kk)¢dom(I) A (K, k)¢ dom(I")
I, (k, k) : seskey"*(T) o

[ F ¢ (GNIL) (GNONCE)

(GVAR)

(GKEY)

(GSESKEY)

Fig. 14. Well-formedness of the typing environment

In this section, we also provide additional definitions (or more precise versions of previous definitions)
regarding constraints, and especially their consistency, that the proofs require.



I(n)=7y*  I'(m)=75" 1€ {HHHL}
I'Fn~m:1—0
I(n) = 10" a€e CUFNUFK
———F————— (TNONCEL) —m————
I'Fn~n:LL—0 I'Fa~a:LL—0
F'FM~N:T—0 37,17 < key'(T') k € keys(I') U FK
I'+pk(M) ~ pk(N) : pkey(T) — 0 I+ pk(k) ~ pk(k) : LL — 0
I'tM~N:T—0 370T <:key (T") k € keys(I') U FK
'k vk(M) ~ vk(N) : vkey(T) — 0 I+ vk(k) ~ vk(k) : LL —
r(k,k)y=T I'(z)=
TFk~E T —0 'rz~z:T—0
I''"M~N:T—wc¢ TFM~N:T =¢
T (M, M"Y~ (N,NY:T+xT —cuc

(TNONCE)

(TCSTFN)

(TPUBKEY)

(TPUBKEYL)

(TVKEY) (TVKEYL)

(TKEY) (TVAR)

(TPAIR)

I'FM~N:T—¢ TFM~N:T ¢ T =1LV 3T,LT < key'(T"))
I'Fenc(M,M') ~ enc(N,N") : (T)p, = cUCc
I'FM~N:(T)p vc T <key™(T) (TENCH) I'PM~N:(@IL)y—c T<key"™(T")orT =1L
N
I'CM~N:LL—=cU{M~ N} I'FM~N:LL—=c

(TENC)

(TENCL)

't M~N:T—c¢ TFM~N:T ¢ T =1Lv 3T, T",1.T =pkey(T") AT <: key"(T"))
I' - aenc(M, M') ~ aenc(N,N') : {T},, = cUc
FEM~N:ATY ey = ¢ T <tkey™(T)

I'FM~N:LL—cU{M ~ N}
I'M~N:{LL}, ¢ (T =rpkey(T') AT <:eqkey'(T")) or T = LL
I'FM~N:LL—c¢
I''rM~N:T—w¢ TI'FM~N:LL—¢ TI'HM ~N':egkey™(T)— 0
I'+sign(M,M’) ~ sign(N,N') : LL — cUc U {sign(M, M’) ~ sign(N,N')}
I''-M~N:LL—sc TI'FM ~N:LL—¢
I+ sign(M,M') ~ sign(N,N') : LL — cU¢
I'tM~N:HL— 0 I'-M~N:LL—c¢
(THASH)
T'Fh(M) ~h(N):LL — {h(M) ~ h(N)} I'Fh(M)~h(N):LL — ¢
Ml#1 NJ#L
names(M) U names(N) U vars(M) U vars(N) U keys(M) U keys(N) C
dom(I") Ukeys(I") U FN U FK
I'M~N:HL =0
T'FM~N:T —=¢ T’<:T(TS ) I'rM~N:T—=c
UB
I'FM~N:T—c I'FM~N:TVT —e¢

(TAENC)

(TAENCH)

(TAENCL)

(TSIGNH)

(TSIGNL)

(THASHL)

(THIGH)

(TOR)

I'(m)=75" or meFNUC A l=LL
I'(n)=7"" or ne]—'NUC/\l’:LL m) = 7 Tin) = 2V
(n) =, — (TLRY) I(m) = 75 _ ()
Crhm~n: [t m =0 Tbmen: [ 7 ]]—>®
FEM~N: [ »e L€ {HLHH} FEM~N: [ i e
I'-M~N:l—=c¢ I'FM~N:LL—c

(TLR™)

(TLRL’)

(TLR’)

Fkxwz:[[rl ,Tn ]]~>@ Fkywy [[m, ;T:L,,”’l]]ﬂw

(TLRVAR)

FFlNy H:Tm;’r/ H_>®

n

Fig. 15. Rules for Messages




(STRANS)

T<:T T < T"
(SREFL) (SHIGH) -
T<:T T <:HL T<:T

T <: Ty Te <: Ty
————— (SPAIRL) ! ! ,2 —2
LL % LL <:LL TyxTy <: Ty xTy

— (SPAIRS) ———— (SPAIRS’)
HH + T <: HH T * HH <: HH

(SEQKEY)

(SPAIR)

(SKEY) ;

eqkey' (T)) <: key'(T) seskey'*(T) <: eqkey'(T)

T <: eqkey' (T’ T <: eqkey' (T’
eqkey (7") (SPUBKEY) eqkey (71")

pkey(T) <: LL vkey(T) <: LL

key' (T) <: 1
(SVKEY)

T<:T T<:T

m (SENC) m (SAENC)

Fig. 16. Subtyping Rules

Definition 4 (Constraint). A constraint is defined as a couple of messages, separated by the symbol ~:

u~v

We will consider sets of constraints, which we usually denote c¢. We will also consider couples (¢, I")
composed of such a set, and a typing environment I". Finally we will denote sets of such tuples C, and call them

constraint sets.

Definition 5 (Compatible environments). We say that two typing environments I', I are compatible if they

are equal on the intersection of their domains, i.e. if

Vz € dom(I") Ndom(I™). I'(z) = I''(z)

Definition 6 (Union of environments). Let I', I’ be two compatible environments. Their union I' U I’ is

defined by

- dom(I"UI") = dom(I") Udom(I")
- Ve edom(l'). (I'UI")(z)=1I(x)
- Ve edom(I). (Ful”)(z)=1TI"(z)

Note that this function is well defined since I" and I"' are assumed to be compatible.
Definition 7 (Operations on constraint sets). We define two operations on constraints.

— the product union of constraint sets:
CUxC':={(cud, TUT") |
(e, e C A (,T") € C" A I, I are compatible}
— the addition of a set of constraints ¢’ to all elements of a constraint set C':

CUycd :=CU{(c,0)}
={(cud,I)| (e, I') € C}



I'kto branches(I") = {I'}
Ir'co~0— (0,1)
I'FP~Q—C I'M~N:LL—c
(POUT)
I''t out(M).P ~ out(N).QQ — CUyc

(PZERO)

Iz:lLFP~Q—=C
I'+in(x).P ~in(z).Q — C

(PIN)

In:mi"FP~Q—C

1 1
I'tnewn:7,".P~newn:7,°.Q = C

(PNEW)

I, (k, k) : seskey"*(T) F P~ Q — C
I' F new k : seskey"*(T).P ~ new k : seskey"*(T).Q — C
I'-P~Q—C TI'FP ~Q =
I'-P|P' ~Q|Q — CcuxC’

(PNEWKEY)

(PPAR) F,a::TFPNQ—>? Lx:T FPN/Q—>C (POR)
Ne:TVvVT FP~Q—>CUC
I'tgt~t T Tax:THFP~Q—-C T'FP ~Q —C (PLE)
ET
I'Fletz=tinPelse P ~letz =t inQelse Q' - CUC’

Iy)=LL (k1 k2) <: key™(T)
Nz:TFP~Q—C T'FP ~Q -
(VT' ks # ko. I'(k1,ks) <:key™ (") = Iz : T'F P ~ Q" — Ck,)
VT Vks # ki I'(ks, ko) <:key™(T')=Taz: T FP ~Q— Cj.
( s 7 k. I'(ks, k2) eyl( ) T Q ks)/ (PLETDEC)
I'tlet x = dec(y, k1) in P else P’ ~ let z = dec(y, k2) in Q else Q' —

cuc u(JCk)u(lJC'xs)
k3 k3

I'(y)=1L  I'(kk) < key™T) TLa:TFP~Q—C
Ne:lLFP~Q—C T'FP ~Q ="
(VT' ks # k. T'(k,k3) <:key™(T") = Nz :T'F P~Q — Cg,)
(VT' Vks # k. I'(ks, k) <: keyHH,(T’) =>Taz:T'+P ~Q—Cy,)  (PLETADECSAME)
I't let z = adec(y, k) in P else P' ~ let z = adec(y, k) in Q else Q" —
cuc'uc"u(JCr)u(lJC'ks)
k3

k3

k1 # ko I'(ly) =1L I'(k1, ko) <: keyHH(T)
Ie:TFP~Q—-C Tz:lLFP~Q —C'
Nz:lLFP' ~Q—=C" TFP ~Q ="
(VT' Nk # ko. T'(k1,k3) <:key™(T") = Iz : T'F P~ Q' — Ci,)
VT Vks # k1. I'(ks, ko) < key™(T') = Iz :T'+FP ~Q — C,
( 3 # k. Iks, k) ey,( ) ’ @ k) —— (PLETADECDIFF)
I't let © = adec(y, k1) in P else P’ ~ let x = adec(y, k2) in Q else Q' —
cuc'uc"uc” u(JC)u(JC's)
k3

k3

Iy) = [rh; m2" IV I(y) < key'(T) THP ~Q —=C' (PLETLRK)
I'-letx=d(y)in Pelse P ~letx =d(y) in Q else Q' — C’

Fig. 17. Rules for processes (1)




I'rP~Q—C '-P ~Q = I'FM~N:LL—=c I'M'~N':LL—¢

PIFL
I'tif M = M’ then P else P’ ~if N = N' then Q else Q' — (CUC") Uy(cU () ( )
't M, ~ Ny : [l T,l:’lﬂ — 0 I'k My~ Ns: [[Tf:/’l ; Til,”’l]] —0
b= =N V=2 TEPR~Qy»C (PIFLR)
't if My = M> then Pt else P, ~ if N1 = No then Q7 else Q1 — C
'FP ~Q = I'M~N:LL—c¢ FI—M’NN':HH%C’(PIS)
F
I'if M = M’ then P else P' ~ if N = N’ then Q else Q' — C’
F}—M1NN1:[TTZ,;°°;T£’°OH—>(D FFMQNNQIHTL’IOO;T:;’OO]]—)Q
'-P~Q—=C TFP~Q =C
5 7 - (PIFLR*)
'k if My = M then P else P ~if Ny = NathenQelse @Q — CUC(C
'rP~Q—=C TFP~Q =
''rM~N:LL—sc¢ TI'Ft~t:LL—c¢ teKUNUC (PIFP)
F
I'kif M =tthen Pelse P ~if N=tthen Qelse Q' — CUC’
I'rP ~Q -C T'FM~N:TxT —c¢ F}—M,NN,:[[T%G;T,ZL/’E]]HQ(PIFI)
I'+if M = M’ then P else P’ ~if N = N' then Q else Q' — C’
FI—M1~N1:[[T£,’1G;T£,’R]]%(/] FI—MQNNQ:Ti:,‘a,;Tf:,”’a/]]%@
T A T T F T TEP ~Q 50 (PIFLR™¥)
'+ if My = M, then P else P/ ~ if N1 = N, then () else Q'—)C
'e-P~Q—C '-P~Q —C '-P ~Q—C r'-P ~qQ —=cC
@ ! « 2 @ 2 @ 4(PIFALL)

I'if M = M’ then Pelse P’ ~if N =N'then Qelse Q — C1UC>UC3UCy

Fig. 18. Rules for processes (2)




I'(k, k) <:key™(T)  I'(z)=LL
I'tgdec(z, k) ~ dec(zx, k) : LL

(DDECL)

)seskeylva(T’) (

T

I(k, k) = seskey"*(T')  I'(z) = (T DDECT)
):

I'tgdec(z, k) ~ dec(x, k

D(y) = seskey"* (') I'(w) = () yeytocrr

DDECT’
I'tgdec(z,y) ~ dec(x,y) : T ( )
I'(y) = seskey™ (T I'(z) =LL
) = seskey™ (1) r@ =1t
I'tgdec(z,y) ~ dec(x,y) : T
(I'(y) = seskey™*(T) vV I'(y) =LL)  I'(z)=LL (DDECL)
I't4dec(z,y) ~ dec(z,y) : LL
I'(k, k) <: key™ (T I'(z) =LL
() < ey (1) T@)=tn
I'tgadec(x, k) ~ adec(z, k) : LL
I'(y) = seskey™*(T)  I'(z) =LL
() = seskey™ (1) I@) =1L
I'tqadec(z,y) ~ adec(x,y) : T V LL

(I'(y) = seskey™*(T") Vv I'(y) = LL) I'(z) =LL
I'tgadec(x,y) ~ adec(z,y) : LL

F(k"7 k) = SeSkEylya(T/) F(.’I}) = {T}pkey(seskeyl*a(T’))

(DADECL’)

DADECT
I'gadec(x, k) ~ adec(z, k) : T ( )
F(y) = SeSkeylﬂa(T/) F(.CL’) = {T}pkey(seskeyl~“(T’)) (DADECT’)
I'4adec(z,y) ~ adec(z,y) : T

I'(k, k) <:key™(T)  I'(z)=LL (DCHECKH)

I't4 checksign(z, vk(k)) ~ checksign(z,vk(k)) : T
I(k, k) <:key"™™(T)  I'(z)=LL (DCHECKL)

I't4 checksign(x, vk(k)) ~ checksign(x, vk(k)) : LL
I'(y) = vkey(T) T <: eqkey™(T") I'(z) =LL (DCHECKH")

I'tg4 checksign(x,y) ~ checksign(z,y) : T’

(I'(y) = vkey(T) AT <: eqkey™(T")) or I'(y) = LL I'(z) =LL (

DCHECKL’)
I'tg4 checksign(z,y) ~ checksign(z,y) : LL

Ix)=TxT DEsT Ix)=TxT DSND
I'tgm(z) ~m(z): T ( ) T'kgme(z) ~ma(z) : T ( )
(@) =LL (DFSTL) (@) =LL (DSNDL)

I'tgmi(z) ~mi(x) : LL I'tgma(x) ~ m2(x) : LL

Fig. 19. Destructor Rules




Definition 8. For any typing environment I', we denote by I'x its restriction to variables, and by I'y i its
restriction to names and key couples.

Definition 9 (Well-typed substitutions). Let I" be a typing environment, 6, 8 two substitutions, and c a set of
constraints. We say that 0, 0" are well-typed in I', and write Iy x = 0 ~ 0" : 'y — ¢, if they are ground and
- dom(f#) = dom (") = dom(I'y),
- and
Vo € dom(I'y), Inx b 0(z) ~ 0 (x): I'(z) = ¢y

for some ¢, such that ¢ = Umedom(FX) Cy.

Definition 10 (LL substitutions). Let I" be an environment, ¢, ¢' two substitutions and c a set of constraints.
We say that ¢, ¢' have type LL in I" with constraint ¢, and write ' = ¢ ~ ¢’ : LL — c if

- dom(¢) = dom(¢’);
— for all x € dom(9) there exists ¢, such that I' = ¢(z) ~ ¢(x) : LL = ¢z and ¢ = U, cqom(g) Co-

Definition 11 (Frames associated to a set of constraints). If ¢ is a set of constraints, let ¢¢(c) and ¢, (c) be
the frames composed of the terms respectively on the left and on the right of the ~ symbol in the constraints of c
(in the same order).

Definition 12 (Instantiation of constraints). If c is a set of constraints, and o, o' are two substitutions, let
[cl,. , be the instantiation of c by o on the left and o’ on the right, i.e.

[y o = {Mo ~No" | M ~ N € c}.
Similarly we write for a constraint set C'

[Clyo = Iy T) | (e, I) € C}.

Definition 13 (Frames associated to environments). If I is a typing environment, we denote ¢, the frame
containing all the keys k such that I'(k, k) <: key™™(T) for some T, all the public keys pk(k) and vk(k) for
k € keys(I"), and all the nonces n such that I'(n) = -2 (for a € {o0, 1}).

Definition 14 (Branches of a type). If T is a type, we write branches(T') the set of all types T' such that T" is
not a union type, and either

-T=T'

— or there exist types Ty,..., Ty, T}, .. ,T,g, such that

T=T\V..VTxVTVT/V..VT

Definition 15 (Branches of an environment). For a typing environment I', we write branches(I") the sets of
all environments I"' such that

- dom(I") = dom(I")
- Vo € dom(I'). I"(z) € branches(I'(x)).

Definition 16 (Consistency). We say that c is consistent in a typing environment I, if for all subsets ¢’ C c and
I'" C I' such that I'' nr xc = I'nr i and vars(c’) C dom(I™), for all ground substitutions o, o', if there exists a
constraint ¢, such that (I") o =0 ~ '+ (I'") y — ¢ and c; C ], ., then the frames ot U de(c)o and
ol U ¢, ()o’ are statically equivalent.

We say that (c, I) is consistent if c is consistent in I.

We say that a constraint set C'is consistent if each element (c, I") € C'is consistent.



B

Proofs

In this section, we provide the detailed proofs to all of our theorems.

Unless specified otherwise, the environments I considered in the lemmas are implicitly assumed to be

well-formed.

B.1 General results and soundness

In this subsection, we prove soundness for non replicated processes, as well as several results regarding the type
system that this proof uses.

Lemma 3 (Subtyping properties). The following properties of subtyping hold:

RN~

~ i~

12.
13.

14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.

25.
26.
27.
28.
29.

30.

VI. HL<:T = T =HL

VI. LL<:T = T =LL V T=HL

VI. HH<:T — T =HH vV T =HL

le,TQ,Tg. Ty xTy <:T3 = T3=LL V T3 =HL V T3 =HH V (E'T47T5. T35 =T, *T5) ie. T3
is LL, HL, HH or a pair type.

VT,Tl,Tg. T< T Ty — (E'T{,TQI T:T{*TQI A Tll <17 A TQI <:15)

VT1,Ty. Ty +Ty <:LL = Ty <:LL A T <:LL

le,TQ. Ty Ty, <:HH = T7 <:HH V T, <: HH

le’TQ,Tg. T <: (T’Q)T3 - (3T4 <:Ty. Ty = (T4)T3)

VTl,TQ,Tg. T <: {TQ}T3 — (E'T4 <:Ty. Ty = {T4}T3)

vT1,T27T3. (Tl)Tz <:13 = 13 =HL V T3 =LL V (3T4T1 <:Ty N1T53= (T4)T2)

V11,15, Ts. {TI}T2 <:13 = T3 =HL V T3 =LL V (3T4T1 <:Ty N T5= {T4}T2)

VT, Ty. (Th)p, <:LL = Ty <:LL A (Ty =LL V (313.T5 <: key""(T3))

VT, Ts. {TI}T2 <:LL = Ty <:LL A (TQ =LL V (3T3,T4,Z.T2 = pkey(Tg) ATy <: eqkeyl(T4))
VT, m,n,,I'. T <:[rbe; Trl;’a]] = T =[r\2; T,l;’“]]

VT, m,n, L. [rhe:7le) <:T = T=HL v T = [rh*; 719]

V11, T5. Ty <: Ty = neither T nor T are union types unless To = HL or T} = T5.

VI,1,T'. T <:key'(T'") = T =key (T") V T = eqkey'(T") V Ja.T = seskey"*(T").

VT,1,T'. T <:eqkey'(T") = T = eqkey'(T") V T = seskey"*(T").

vT,l,a,T. T <: seskeyl’“(T’) = T = seskeyl’a(T’).

VI, T'. T <:pkey(T’) = T = pkey(T").

VI, 7. T <:vkey(T") = T = vkey(T").

VT, Ts,1. keyl(Tl) < Ty = To=1V Ty =HL V Ty = keyl(T).

YTy, Ty,l. eqkey'(T}) <:Tp = To =1V Ty =HL V Ty = key (T) V Ty = eqkey'(T).

YTy, Ty, 1. seskey"(T)) <: Ty = To =1V Ty =HL V Ty = key (T) V Ty = eqkey'(T) vV Ty =
seskey"*(T).

VT, Ts. pkey(Tl) <:Ty = To=HL V Ty, =LL V T = pkey(Tl)

V7. pkey(Tl) <:LL = dT3,1. Ty <: eqkeyl(Tg).

VTl,Tg. vkey(T1) <:Ty = To=HL V I, =LL V 15 = Vkey(Tl).

VTi. vkey(Th) <:LL = 3Ty,1. Ty <: eqkey'(T3).

VI. T <:LL = Tisapairtype v 3T, 7". T = (T)p,) v 3T, 7". T ={T"};,) V
3AT'. T < key™(T")) v 3L, T'. T =rpkey(T") v 3, T". T=vkey(T')) Vv T = LL.

VT. T <:HH = Tisapairtype Vv (3T'. T <:key™(T")) V T = HH.

Proof. All these properties have simple proofs by induction on the subtyping derivation.



Lemma 4 (Terms of type T VvV T"). Forall I', T, T’, for all ground terms t, t', for all ¢, if
'tt~t:TVT e

then
I'rt~t :T—c or THt~E T = ¢

Proof. We prove this property by induction on the derivation of 't ~¢t': T V T" — c.

The last rule of the derivation cannot be TNONCE, TNONCEL, TCSTFN, TPUBKEY, TPUBKEYL, TVKEY,
TVKEYL, TPAIR, TKEY, TPAIR, TENC, TENCH, TENCL, TAENC, TAENCH, TAENCL, TSIGNH, TSIGNL,
THASH, THASHL, THIGH, TLR', TLR>, TLRVAR, TLR’, or TLRL’ since the type in their conclusion cannot
be TV T'. Tt cannot be TVAR since ¢, ¢’ are ground.

In the TSUB case we know that I"' - ¢ ~ ¢/ : T" — ¢ (with a shorter derivation) for some T <: T Vv T";
thus, by Lemma 3, 7”7 = T V T, and the claim holds by the induction hypothesis.

Finally in the TOR case, the premise of the rule directly proves the claim.

Lemma 5 (Terms and branch types). For all I', T, ¢, for all ground terms t, t', if
I'Ft~t:T—c¢c

then there exists T' € branches(T') such that
'tt~t:T —c

Proof. This property is a corollary of Lemma 4. We indeed prove it by successively applying this lemma to
I't~t :T — cuntil T is not a union type.

Lemma 6 (Substitutions type in a branch). For all I, c, for all ground substitutions o, o', if
I'vkbo~o :Ix —c

then there exists I"" € branches(I") such that
I'vkbo~o Iy —=c

Proof. This property follows from Lemma 5. Indeed, by definition, ¢ = | J
for all z € dom(I'x)(= dom(o) = dom(o”)),

redom(Iy) Co for some ¢, such that

I'to(z)~d'(x): I'(z) > cx
Hence by applying Lemma 5 we obtain a type T, € branches(I"(x)) such that
I'to(x)~d(x): Ty — cy

Thus if we denote I by Vo € dom(I'y).I" () = Ty, and IV = I'yr c U I, we have I € branches(I") and
I'nkbo~o Iy — e

Lemma 7 (Typing terms in branches). For all ', T, ¢, for all terms t, t', for all I" € branches(I"), if
I'tt~t :T—cthenI"Ft~t T —c.
Corollary: in that case, there exists T' € branches(T') such that I'' -t ~t' : T' — c.



Proof. We prove this property by induction on the derivation of I' -t ~ ¢’ : T — ¢. In most cases for the last
rule applied, I'(x) is not directly involved in the premises, for any variable x. Rather, I" appears only in other
typing judgements, or is used in I'(k, k') or I"(n) for some keys k, k' or nonce n, and keys or nonces cannot
have union types. Hence, since the typing rules for terms do not change I, the claim directly follows from the
induction hypothesis. For instance in the TPAIR case, we have t = (t1,t2), t' = (t},t5), T = T1 *Ta, ¢ = ¢1Uca,
'ty ~t): Ty = ci,and I'F to ~ th, : Ty — co. Thus by the induction hypothesis, I F ¢ ~ ¢ : Ty — ¢4,
and I'" b to ~ t}, : Ty — co; and therefore by rule TPAIR, [ F ¢ ~ t' : T — c. The cases of rules TPUBKEY,
TVKEY, TKEY, TENC, TENCH, TENCL, TAENC, TAENCH, TAENCL, THASHL, TSIGNH, TSIGNL, TLR’,
TLRL’, TLRVAR, TSUB, TOR are similar.

The cases of rules TNONCE, TNONCEL, TCSTEN, TPUBKEYL, TVKEYL, THAsH, THIGH, TLR!, and
TLR® are immediate since these rules use neither I" nor another typing judgement in their premise.

Finally, in the TVAR case, t = ¢/ = x for some variable = such that I'(z) = T, and ¢ = (). Rule TVAR also
proves that I -z ~ x : I''(z) — (). Since I (x) € branches(I'(z)), by applying rule TOR as many times as
necessary, we have [' -z ~x : ['(z) = 0, ie. [+ 2 ~ x : T — (), which proves the claim.

The corollary then follows, again by induction on the typing derivation. If T"is not a union type, branches(7T") =
{T} and the claim is directly the previous property. Otherwise, the last rule applied in the typing derivation can
only be TVAR, TSUB, or TOR. The TSUB case follows trivially from the induction hypothesis; since 7" is a union
type, it is its own only subtype. In the TVAR case, t = ¢’ = z for some variable z such that I"(x) = T Hence, by
definition, I"'(x) € branches(T'), and by rule TVAR we have I'” ¢ ~ ¢’ : I''(x) — c. Finally, in the TOR case,
we have T =Ty V T for some T4, Tb such that I" = ¢ ~ ¢/ : T} — c. By the induction hypothesis, there exists
T| € branches(T}) such that I ¢ ~ ¢’ : T — ¢. Since, by definition, branches(T7) C branches(T} V Tb),
this proves the claim.

Lemma 8 (Typing destructors in branches). Forall I', T, t, t', z, for all I’ € branches(I'), if 4t ~t': T
then I"tgt ~t : T.

Proof. This property is immediate by examining the typing rules for destructors. Indeed, I" and I’ only differ
on variables, and the rules for destructors only involve I'(x) for € X in conditions of the form I'(x) = T for
some type 1" which is not a union type.

Hence in these cases I"”'(x) is also T', and the same rule can be applied to I to prove the claim.

Lemma 9 (Typing processes in branches). For all I, C, for all processes P, Q, for all I € branches(I'), if
I' P~ Q — C then there exists C' C C suchthat I = P ~ Q — C'.

Proof. We prove this lemma by induction on the derivation of I" = P ~ () — C. In all the cases for the last rule
applied in this derivation, we can show that the conditions of this rule still hold in I’ (instead of I") using

— Lemma 7 for the conditions of the form '+ M ~ N : T — ¢;

Lemma 8 for the conditions of the form I'+4d(y) ~ d'(y) : T}

the fact that if I'(x) is not a union type, then I'(x) = I'(z), for conditions such as "I'(x) = LL",
"I(z) = [rhe; 78)" or "I'(x) <: key'(T)" (in the PLETLRK case);

the induction hypothesis for the conditions of the form I' - P’ ~ @’ — C”. In this case, the induction
hypothesis produces a C"”” C C”, which can then be used to show C’' C C, since C’ and C are usually
respectively C"” and C”” with some terms added.

We detail here the cases of rules POUT, PPAR, and POR. The other cases are similar, as explained above.
If the last rule is POUT, then we have P = out(M).P’, @ = out(N).Q’, C = C"Uyc for some P,
Q,M,N,C" ¢c,suchthat ' - PP ~ Q — C”"and ' W M ~ N : LL — c. Hence by Lemma 7,



I+ M ~ N : LL — ¢, and by the induction hypothesis applied to P, Q', I'"" + P’ ~ Q' — C"" for some C""
such that C"" C C”. Therefore by rule POUT, I'" - P ~ @Q — C""Uyec, and since C"""Uyc C C"Uye(= O),
this proves the claim.

If the last rule is PPAR, then we have P = P, | P5, Q = Q1 | Q2, C = C1Ux C5 for some Py, Ps, Q1, Q2,
C1,Cosuchthat ' Py ~ Q1 — Cyand I' = Py ~ Q2 — Cs. Thus by applying the induction hypothesis
twice, wehave I" - P, ~ Q1 — C{and I'" F Py ~ Q2 — C with C7 C C4 and C} C C5. Therefore by rule
PPAR, I" F P | Po ~ Q1 | Q2 — C1UxCY, and since C{Ux C) C C1Ux Co(= C), this proves the claim.

If the last rule is POR, then there exist I, x, Ty, Ts, C; and C5 such that I' = I,z : T} V Tb,
C=CUCy, IMx:ThFP~Q—Crand I,z : To b P ~ Q — Cs. By definition of branches, it is
clear that branches(I") = branches(I",z : Ty V T3) = branches(I", x : T1) U branches(I”, x : T»). Thus,
since I'"” € branches(I"), we know that I" € branches(I"”,z : Ty) or I'” € branches(I"”, x : T»). We write
the proof for the case where I"" € branches(I"”, x : T1), the other case is analogous. By applying the induction
hypothesis to I,z : Ty = P ~ Q) — C1, there exists C{ C C; suchthat I + P ~ Q — (. Since C; C C,
this proves the claim.

Lemma 10 (Environments in the constraints). For all I, C, for all processes P, Q, if
I'-P~Q—0C
then for all (c,I") € C,
dom(I") € dom(I") U bvars(P) U bvars(Q) U nnames(P) U nnames(Q) U (nkeys(P) U nkeys(Q))?

(where bvars(P), nnames(P), nkeys(P) respectively denote the sets of bound variables, names, and key names
in P).

Proof. We prove this lemma by induction on the typing derivationof I"' = P ~ @ — C.
If the last rule applied in this derivation is PZERO, we have C' = {(, I")}, and the claim clearly holds.

In the PPAR case, we have P = P; | P5, Q = Q1 | Q2, and C = C1Uy Cs for some Py, Py, Q1, Q2, C1, Ca
suchthat I' - Py ~ Q1 — Cyand I' b Py ~ Q2 — C5. Thus any element of C'is of the form (¢; Ucg, [7 U I3)
where (c1,11) € C1, (co, I5) € Cy, and I, I'; are compatible. By the induction hypothesis,

dom(I}) € dom(I") Ubvars(Py) U bvars(Q;) U nnames(P; ) U nnames(Q1) U (nkeys(P;) U nkeys(Q1))?
C dom(I") U bvars(P) U bvars(Q) U nnames(P) U nnames(Q) U (nkeys(P) U nkeys(Q))?,
and similarly for I';. Therefore, since dom(/; U I'y) = dom(I7) U dom(I%) (by definition), the claim holds.

In the PIN, PLET, PLETDEC, PLETADECSAME, and PLETADECDIFF cases, the typing judgement appearing
in the condition of the rule uses I” extended with an additional variable, which is bound in P and Q. We detail
the PIN case, the other cases are similar. We have P = in(z).P’, Q = in(z).Q’ for some z, P’, Q' such that
z ¢ dom(I')and I,z : LL - P’ ~ Q" — C. Hence by the induction hypothesis, if (¢,I"’) € C, then

dom(I") € dom(I', 2 : LL)Ubvars(P')Ubvars(Q’) Unnames(P’")Unnames(Q’)U(nkeys(P’)Unkeys(Q"))?.

Since bvars(P) = {«} U bvars(P’) and bvars(Q) = {«} U bvars(Q’), this proves the claim.

The cases of rules PNEW and PNEWKEY are similar, extending I” with a nonce or key instead of a variable.



In the POUT case, there exist P’, Q', M, N, C’, ¢such that P = out(M).P’, Q = out(N).Q’, C = C'Uyc,
''tM~N:LL—cand '+ P ~Q — C'.If (¢, I'") € C, by definition of Uy there exists ¢’ such that
(¢”,I") € C" and ¢/ = cU ¢". By the induction hypothesis, we thus have

dom(I"") C dom(I") U bvars(P’) U bvars(Q’) U nnames(P’) U nnames(Q’)

and since bvars(P’) = bvars(P), nnames(P’) = nnames(P), and similarly for @, this proves the claim.

In the PIFL case, there exist P', P”, Q', Q", M, N, M', N', C’, C", ¢, ¢’ such that P = if M =
M’ then P’ else P”,(Q = if N = N’ then Q’ else Q",C = (C'UC")Uy(cUd),I'F M ~ N :LL — ¢,
I'-M~N :LL—>d, TP ~Q —Cand ' P" ~ Q" — C".If (¢",I") € C, by definition of
Uy there exist ¢”/, such that (¢, I"") € C" UC" and ¢’ = ¢ U ¢ U . We write the proof for the case where
(", I'") € C', the other case is analogous. By the induction hypothesis, we thus have

dom(I") € dom(I") U bvars(P’) U bvars(Q’) U nnames(P’) Unnames(Q’) U (nkeys(P’) U nkeys(Q’))?

and since bvars(P’) C bvars(P), nnames(P’) C nnames(P), and similarly for (), this proves the claim.

The cases of rules POR, PLETLRK, PIFLR, PIFS, PIFLR*, PIFP, PIFI, PIFLR’*, and PIFALL remain. All
these cases are similar, we write the proof for the PIFLR* case. In this case, there exist P’, P"”, Q’, Q"', M, N,
M' N' C' C" 11, m,n such that

— P=1if M = M’ then P’ else P”,
— Q =if N = N’ then Q' else Q”,
-C=C"uc”,
—FI—MNN:[[TEOO;T,?’OO]]%@,
- T'FM' ~N': [[Tf;LOC;Tf;’OO]] — 0,

-THFP ~Q =,
and ' P ~ Q" — C".

If (¢,I") € C, we thus know that (¢,I”) € C’" or (¢,I") € C”. We write the proof for the case where
(¢, I'") € C’, the other case is analogous. By the induction hypothesis, we thus have

dom(I"") C dom(I") U bvars(P’) U bvars(Q’) U nnames(P’) U nnames(Q’) U (nkeys(P’) U nkeys(Q’))?
and since bvars(P’) C bvars(P), nnames(P’) C nnames(P), and similarly for @, this proves the claim.

Lemma 11 (Environments in the constraints do not contain union types). For all I', C, for all processes P,

Q if
I'~P~Q—C

then for all (¢, I"") € C,
branches(I") = {I"}

i.e. forall x € dom(I"), I''(x) is not a union type.
Proof. This property is immediate by induction on the typing derivation.

Lemma 12 (Typing is preserved by extending the environment). For all I, I, P, Q, C, ¢, t, t/, T, ¢, if
I'oand I' UT" + o (we do not require that I' is well-formed):

- ifdom(I) Ndom(I") =0, andif T+t ~t': T —c then U+t ~t:T —c
- ifdom(I")Ndom(I") =0, and if I'4d(y) : T, then T U T F4d(y) : T.



— if (dom(I")Ubvars(P)Ubvars(Q)Unnames(P)Unnames(Q))Ndom(I"”) = (), and keys(I"" )N (keys(I")U
nkeys(P) Unkeys(Q)) = 0, and ' + P ~ Q — C,then T UI" - P ~ Q — C'. where C' =
{(e, . UI")|(¢,I) € C NI € branches(I")} (note that the union is well defined, i.e. I, and I'" are
compatible, thanks to Lemma 10)

Proof. — The first point is immediate by induction on the type derivation.
— The second point is immediate by examining the typing rules for destructors.
— The third point is immediate by induction on the type derivation of the processes. In the PZERO case, to
satisfy the condition that the environment is its own only branch, rule POR needs to be applied first, in order
to split all the union types in I", which yields the environments branches(I” U I'”) in the constraints.

Lemma 13 (Consistency for Subsets). The following statements about constraints hold:

1. If (¢, I') is consistent, and ¢’ C c then (¢, I") is consistent.

2. Let C be a consistent constraint set. Then every subset C' C C' is also consistent.

3. If CUy( is consistent then C also is.

4. If C; C Cy and Cf C CY, then C1Ux Cy C CoUx CY.

5. [, 5 commutes with U, Uy, Uy, ie. forall C, C', 0, o', [CUx ('], .. = [C], ,,Ux[C"], . and similarly
for U, Uy.

6. If o1 and o' are ground and have disjoint domains, as well as o4 and c, then for all c, [[[[c]] o 02]] =

o
0'1,0'2

[[CHG'IUO'i,G'QUUé
7. if o, o’ are ground and I'yrjc & 0 ~ o'+ I'x — c for some ¢, if CUyc is consistent, and if for all
(¢, I") e C, I C I, then [C], . is consistent.

Proof. Points 1 and 2 follow immediately from the definition of consistency and of static equivalence.

Point 3 follows from point 1: for every (¢, I') € C, (¢cU ¢, I') is in CUy(, and is therefore consistent. Hence
(¢, I') also is by point 1.

Point 4 follows from the definition of Uy. If (¢, I') € C1UxCY, there exists (¢, 1) € C1, (¢}, I]) € C
such that (¢,I") = (¢q U ¢y, It U IY) (and I7, I are compatible). Since Cy; C Cs, (¢1,17) € Cs. Similarly,
(ch, I7) € C4. Therefore (¢, I') € CoUy C4.

Points 5 and 6 follow from the definitions of [] Uk, Uy.

o0

Point 7 follows from the definitions of [-], ,, and of consistency. Indeed, let (¢', I") € [C], .. There
exists ¢” such that ¢/ = [[c”]]g’a,, and (¢”,I") € C.Letc; C ¢/, and It C I such that Ity = I" nr xc and
vars(c1) € dom(I7). Let 6, €', co be such that (I7) o =6 ~ 6" : (I1)  — cp,and cp C [ci]g 40

Note that since o, ¢’ are ground, c is also ground.

Since ¢’ = [¢"], /. there exists ¢ C ¢’ such that ¢; = [c2] .. If we show that there exists c3 such that
I'vkFod~dd: Ty — cgand c3 C [c2 U Cﬂae,gleu then it will follow from the consistency of CUyc that
gbff U ¢¢(ce Uc)ob and gi)]l;f U @, (co U)o’ are statically equivalent, where [> = I3 U C I,

Since Iy ic = " wrpc and I' C I, we have ¢i7 = i}t Hence ¢r U ¢¢(c1 Uc)f and ¢ U é,.(c1 U c)d
will be statically equivalent.

Therefore, ¢ U de(c1)6 and ¢l U b, (c1)0” will also be statically equivalent, which proves the consistency
of [[CH o,0’"

It only remains to be proved that there exists c3 such that I\ - 06 ~ 0’6’ : I'x — c3 and ¢z C
[e2Uelgp 5000

Since ¢ is ground, 0/ = 0 U 0|4om(r,)\dom(r) and similarly for o’6’. By assumption, I'n x = o ~ o' :
Iy — cand (I') gy o =0 ~ 0" : (I') y — co. Hence there exists c3 C ¢ U cg such that (1) o =0 ~ 0’0" :
(FQ)X — C3.



Since ¢y C [c1]y 4, and c is ground, we have

c3 CcU [[cl]](,,@,
=cU [[02]]09,0/0/

=[eaUc],p e
which concludes the proof.

Lemma 14 (Environments in constraints contain a branch of the typing environment). For all I', C, for
all processes P, Q, if ' = P ~ Q — C then for all (¢,I") € C, there exists I'"" € branches(I") such that
rcr.

Proof. We prove this property by induction on the type derivation of I" = P ~ @ — C. In the PZERO case,
C ={(0, ')}, and by assumption branches(I") = {I'}, hence the claim trivially holds.

In the PPAR case, we have P = Py | P», Q = Q1 | Q2, and C = C1Ux C5 for some Py, Ps, Q1, Q2, C1, Co
suchthat I' - Py ~ Q1 — Cyand I' b Py ~ Q2 — C5. Thus any element of C'is of the form (¢; Ucg, [7 U ID)
where (c1, 1) € C4, (¢, [2) € Cy, and Iy, I are compatible. By the induction hypothesis, both Cy and Cy
contain a branch of I". The claim holds, as these are necessarily the same branch, since I} and I'; are compatible.

In the POR case, we have I' = I, x : T7 V Ty for some z, I'”, Ty, Ty such that I,z : Ty - P ~ Q — C;
and Iz : To b P ~ @Q — Co, and C = C; U Cs. Thus by the induction hypothesis, if (¢, ') € C; (for
i € {1,2}), then I'” contains some I"""" € branches(I"”, x : T;) C branches(I"), and the claim holds.

In the POUT case, there exist P/, @', M, N, C’, ¢ such that P = out(M).P’, Q = out(N).Q’', C = C'Uye,
I'M~N:LL—ocand'F P ~Q — C'.If (¢, I") € C, by definition of Uy there exists ¢’ such that
(", I"") € C"and ¢’ = ¢U ¢”. Hence by applying the induction hypothesis to I" = P’ ~ Q" — C’, there exists
I'" € branches(I") such that I C I,

In the PIFL case, there exist P', P, Q', Q", M, N, M’', N', C’, C", ¢, ¢’ such that P = if M =
M’ then P’ else P”,Q = if N = N’ then Q' else Q",C = (C'UC")Uy(cUd), ' M ~ N : 1L — ¢,
I'-M~N :LL—>d, TP ~Q —-CLand 't P" ~ Q" — C". If (¢",I") € C, by definition of
Uy there exist ¢/, such that (¢, ") € C" UC" and ¢’ = ¢"" U ¢ U ¢’. We write the proof for the case where
(", I'") € ', the other case is analogous. By applying the induction hypothesis to I' - P’ ~ Q" — C’, there
exists I € branches(I") such that I C I"", which proves the claim.

All remaining cases are similar. We write the proof for the PIFLR* case. In this case, there exist P’, P”,
Q.Q"'M,N,M', N, C',C",1,I',) m, n such that P = if M = M’ then P’ else P”,Q = if N =
N’ then Q' else Q",C =C'UC", '+ M ~ N : [rh>; 71:°] 5 0, ' M’ ~ N : [rh: 71] — 0,
I'-P ~Q —=CiandT'FP' ~Q" — C".If (¢, ") € C, we thus know that (¢, ") € C' or (¢, I"") € C".
We write the proof for the case where (¢, I") € C’, the other case is analogous. By applying the induction
hypothesis to I' = P’ ~ Q' — C’, there exists I € branches(I") such that I C IV, which proves the claim.

Lemma 15 (All branches are represented in the constraints). For all I', C, for all processes P, Q, if I' -
P ~ @Q — C then forall I'" € branches(I"), there exists (¢, ") € C, such that I" C I"".

Proof. We prove this property by induction on the type derivation of I"' = P ~ () — C. In the PZERO case,
C = {(0, ")}, and by assumption branches(I") = {I'}, hence the claim trivially holds.

In the PPAR case, we have P = Py | P», Q = Q1 | Q2, and C = C1UxC5 for some Py, Ps, Q1, Q2,
C1,Cysuchthat ' - Py ~ Q1 — Cyand I' = Py ~ Q3 — C5. By the induction hypothesis, there exists



(c1,I1) € Cy and (¢g, I2) € Cy suchthat IV C I'y and IV C . By Lemma 10, dom(I7) and dom(I%) only
contain dom(I")(= dom(I")) and variables and names in

bvars(P;) U bvars(Q1) U nnames(P; ) U nnames(Q1) U (nkeys(P;) U nkeys(Q1))?

and
bvars(P,) U bvars(Q2) U nnames(P;) U nnames(Q2) U (nkeys(Pz) U nkeys(Q2))?

respectively. We have Iy (x) = I'5(z) = I''(z) for all x € dom(I"), and the sets
bvars(P;) U bvars(Q;) U nnames(P;) Unnames(Q;) U (nkeys(P;) U nkeys(Q1))?

and
bvars(P,) U bvars(Q2) U nnames(P,) U nnames(Qs) U (nkeys(Pz) U nkeys(Q2))?

are disjoint by well formedness of the processes Py | P, and Q1 | Q2. Thus I} and I'; are compatible. Therefore
(c1 Ucy, I UTs) € C1Ux Cy(= C), and the claim holds since IV C Iy U Is.

In the POR case, we have I' = I, x : T7 V Ty for some z, I'”', T}, Ty such that I,z : Ty = P ~ Q — C;
and I,z : Ty H P ~ Q@ — Cs, and C = Cy U Cs. Since branches(I') = branches(I",z : Ty) U
branches(I"”, x : Ty), we know that I’ € branches(I"”, z : T;) for some i. We conclude this case directly by
applying the induction hypothesis to I,z : T; - P ~ Q — C;.

In the POUT case, there exist P, @', M, N, C’, ¢ such that P = out(M).P’, Q = out(N).Q', C = C'Uyec,
I'M~N:LL—cand I' - P ~ Q" — C'. By applying the induction hypothesis to I" - P’ ~ Q" — C’,
there exists (¢, I'"') € C’ such that I'" C I'”. By definition of Uy, (¢ U ¢, I'”") € C, which proves the claim.

In the PIFL case, there exist P', P”, Q', Q", M, N, M', N', C', C", ¢, ¢’ such that P = if M =
M’ then P’ else P”,Q = if N = N’ then Q' else Q",C = (C'UC")Uy(cUd), ' M ~ N :LL — ¢,
I'M'~N :LL—=d, I'FP ~Q —C',and '+ P" ~ Q" — C". By applying the induction hypothesis
tol'+ P~ Q" — ', there exists (¢, I""") € C’" such that I'" C I'. By definition of Uy, (¢’ UcUd, I'") € C,
which proves the claim.

All remaining cases are similar. We write the proof for the PIFLR* case. In this case, there exist P’, P”,
Q,Q", M, N, M',N',C’",C",1,lI'!, m,nsuch that P = if M = M’ then P’ else P, () = if N =
N’ then Q' else Q",C =C'UC", T+ M ~ N : [t 715%°] = 0, ' = M’ ~ N’ : [752; 71 — 0,
I'-P ~Q —C,and '+ P" ~ Q" — C”. By applying the induction hypothesisto I' - P’ ~ Q' — C’,
there exists (¢, I""") € C’ such that I'" C I'".

If (¢, I'") € C, we thus know that (¢, I"") € C’ or (¢, I"") € C”. We write the proof for the case where
(¢, I'") € C, the other case is analogous. By applying the induction hypothesis to I" - P’ ~ Q" — C’, there
exists I € branches(I") such that I C I"", which proves the claim.

Lemma 16 (Refinement types). For all I', for all terms t, t', for all m, n, a, I, U, ¢, if ' = t ~ t' :
[l 74-9] — c then c = () and

- eithert =m, t' = n, a = 0o and I'(m) = 75% and I'(n) = 75-2;

—ort=mt' =n,a=1and (I'(m) = 75%) vV (m € FNUCAl = LL), and (I'(n) = 75:%) v (n €
FNUCAU =LL);

— ort and t' are variables x,y € X and there exist labels ", I"", and names m', n’ such that I'(z) =
[rhe s m“] and I(y) = [r,, s 7],

m’

In particular if t, t' are ground then the last case cannot occur.



Proof. The proof of this property is immediate by induction on the typing derivation for the terms. Indeed,
because of the form of the type, and by well-formedness of I, the only rules which can lead to I' -t ~ ¢’ :
[rLa; V9] — ¢ are TVAR, TLR!, TLR*, TLRVAR, and TSUB.

In the TVAR, TLR', TLR™ cases the claim directly follows from the premises of the rule.

In the TLRVAR case, t and t are necessarily variables, and their types in I” are obtained directly by applying
the induction hypothesis to the premises of the rule.

Finally in the TSUB case, ' -t ~t : T — cand T <: [75*; 71%]. By Lemma 3, T = [r4%; 7/-%] and
we conclude by the induction hypothesis.

Lemma 17 (Encryption types). For all environment I, types T, T', messages M, N, My, My and set of
constraints c:

1. IfI'-M ~N:(T)p — cthen
— either there exist My, M, N1, Na, ¢1, ¢o such that M = enc(M7, Ms), N = enc(Ny, N3), ¢ = ¢c1Ucy,
I'My~Ni:T —ci,and ' = My ~ Ny : T' — co, both with shorter derivations (than the one
forI'=M ~ N : (T)p — ¢);
— or M and N are variables.
22.IfT'FM ~ N :{T};, — cthen
— either there exist My, Ms, N1, Na, c1, co such that M = aenc(My, Ms), N = aenc(Ny, Na),
c=cUecy, I'FM; ~N;:T = cirand ' - My ~ Ny : T' — co, both with shorter derivations
(than the one for I' = M ~ N : {T'} ., — ¢);
— or M and N are variables.
IfT <:LLand I' F enc(My, M) ~ N : T — cthen T = LL.
IfT <:LLand I' F aenc(My, M3) ~ N : T — cthen T = LL.
5. If '+ enc(My, M3) ~ N : LL — c then there exist N1, N such that N = enc(Ny, N»), and
— either there exist T', ¢y, ¢ such that I' = My ~ Ny : key™ (T") — ¢, ¢ = {enc(M;y, My) ~
NlUcUeg,and ' My ~ N1 : T — ¢y
— or there exist ¢1, co such thatc = cyUcg, ' My ~ Ny : LL — coand I' = My ~ Ny : LL — c1.
6. If I' - aenc(My, My) ~ N : LL — c then there exist N1, No such that N = aenc(Ny, N2), and
— either there exist T', T", c1, ¢y such that T' <: key™(T"), I' My ~ Ny : pkey(T') — co,
¢ ={aenc(My,Ms) ~N}UciUco,and ' My ~ Ny : T" — ¢35
— or there exist ¢1, co such thatc = cy Uco, ' Mo ~ Ny : LL — ¢o, and I' = My ~ Ny : LL — ¢3.

7. The symmetric properties to the previous four points, i.e. when the term on the right is an encryption, also
hold.

N

Proof. We prove point 1 by induction on the derivation of I' = M ~ N : (T');, — c. Because of the form of the
type, and by well-formedness of I, the only possibilities for the last rule applied are TVAR, TENC, and TSUB.
The claim clearly holds in the TVAR and TENC cases. In the TSUB case, we have I' = M ~ N : T" — ¢ for
some 1" <: (T'),. Hence by Lemma 3, there exists 7" <: T' such that 7" = (T""").,. Therefore, by applying
the induction hypothesisto I' = M ~ N : T" — ¢

— either M and N are two variables, and the claim holds;

— or there exist Ml, Mg, Nl, NQ, C1, C2 such that M = enc(Ml,Mg), N = enc(Nl,Ng), c = c Ucsy,
I'FM; ~ N :T" = cy,and ' - My ~ Ny : T" — ¢, both with shorter derivations than the one for
I'-M ~ N : T"” — c. Thus by subtyping (rule TSUB), I" = M; ~ Ny : T — ¢; with a shorter derivation
that I' = M ~ N : (T');, — ¢, which proves the property.



Point 2 has a similar proof to point 1.

We now prove point 3 by induction on the proof of I" F enc(M7, Ms) ~ N : T — c. Because of the form of
the terms, the last rule applied can only be THIGH, TOR, TENC, TENCH, TENCL, TAENCH, TAENCL, TLR’,
TLRL’ or TSUB.

The THIGH, TLR’, TOR, TENC cases are actually impossible by Lemma 3, since 7' <: LL. In the TSUB
case, we have I' F enc(M;, My) ~ N : T" — ¢ for some 7" such that 7’ <: T'. By transitivity of <:, 7" <: LL,
and the induction hypothesis proves the claim. In all other cases, 7' = LL and the claim holds.

Point 4 has a similar proof to point 3.

We prove point 5 by induction on the proof of I" - enc(M7, M3) ~ N : LL — c. Because of the form of the
terms and of the type (i.e. LL) the last rule applied can only be TENCH, TENCL, TAENCH, TAENCL, TLRL’ or
TSuUB.

The TLRL’ case is impossible, since by Lemma 16 it would imply that enc(M;, M) is either a variable or
a nonce.

In the TSUB case, we have I' - enc(M;, Ms) ~ N : T" — ¢ for some T” such that 77 <: LL. By point 3,
T’ = LL, and the premise of the rule thus gives a shorter derivation of I" - enc(M;, M3) ~ N : LL — ¢. The
induction hypothesis applied to this shorter derivation proves the claim.

The TAENCH and TAENCL cases are impossible, since the condition of the rule would then imply I"
enc(My, M) ~ N : {T'},, — ¢ forsome T', T', ¢/, which is not possible by point 2.

In the TENCH case, there exist T, T", ¢ such that ¢ = {enc(M;, Ms) ~ N} U ¢, T’ <: key™(T), and
I' - enc(My,Ms) ~ N : (T), — ¢. By point 1, since enc(M;, M>) is not a variable, there exist N1, Na, c1,
co such that N = enc(Ny, Na), ¢ =c1Uco, ' My ~ Ny : T — cp,and I' = My ~ Ny : T — co. Hence
by subtyping, I" - My ~ Nj : key™ (T) — co.

Finally in the TENCL case, there similarly exist 7', 7" such that T <: key™“(7”) or T' = LL, and I"
enc(My,Ms) ~ N : (LL); — c. Hence by point 1, there exist N1, N3, ¢1, ¢2 such that N = enc(Ny, Na),
c=cUcaI'FM; ~ Ny :LL = c¢j,and I' = My ~ Ny : T — co. Hence in any case (potentially using
subtyping), I' = My ~ N5 : LL — co, which proves the claim.

Point 6 has a similar proof to point 5.

The symmetric properties, as described in point 7, have analogous proofs.
Lemma 18 (Signature types). For all environment I, type T, messages My, M, N, and set of constraints c:

1. IfT <:LLand I' - sign(M;y, M3) ~ N : T — cthen T = LL.
2. If I' + sign(My, Ma) ~ N : LL — c then there exist N1, No such that N = sign(Ny, N2), and
— either there exist T, ¢ and ¢ such that I' & My ~ Ny : eqkey™ (T) — 0, ¢ = {sign(M;, My) ~
Niudud, 't My ~Ny:T—c,andT"'+ My ~ Ny :LL — ¢’
— or there exists ¢y, co such thatc =c; Ucs, I' = My ~ Ny : LL = coand I' = My ~ Ny : LL — c;.
3. The symmetric properties to the previous points, i.e. when the term on the right is a signature, also hold.

Proof. We prove point 1 by induction on the proof of I' F sign(M, k) ~ N : T — c. Because of the form of
the terms, the last rule applied can only be THIGH, TOR, TENCH, TENCL, TAENCH, TAENCL, TSIGNH,
TSIGNL, TLR’, TLRL’ or TSUB.

The THi1GH, TLR’, TOR cases are actually impossible by Lemma 3, since 7' <: LL. In the TSUB case, we
have I' - sign(M;, M) ~ N : T' — ¢ for some T” such that 77 <: T By transitivity of <:, 7" <: LL, and
the induction hypothesis proves the claim. In all other cases, 7' = LL and the claim holds.



We prove point 2 by induction on the proof of I" - sign(M;, M3) ~ N : LL — c. Because of the form
of the terms and of the type (i.e. LL) the last rule applied can only be TENCH, TENCL, TAENCH, TAENCL,
TSIGNH, TSIGNL, TLRL’ or TSUB.

The TLRL’ case is impossible, since by Lemma 16 it would imply that sign(Mj, M>) is a variable or a
nonce.

In the TSUB case, we have I' F sign(My, M) ~ N : T — ¢ for some 7" such that 7' <: LL. By point 1,
T = LL, and the premise of the rule thus gives a shorter derivation of I' F sign(M;, M3) ~ N : LL — c. The
induction hypothesis applied to this shorter derivation proves the claim.

The TENCH, TENCL, TAENCH and TAENCL cases are impossible, since the condition of the rule would
then imply I" F sign(My, Ma) ~ N : (T), — ¢ (or {T'},) for some T, T', ¢/, which is not possible by
Lemma 17.

Finally, in the TSIGNH and TSIGNL cases, the premises of the rule directly proves the claim.

The symmetric properties, as described in point 3, have analogous proofs.
Lemma 19 (Pair types). For all environment I, for all M, N, T, c:

1. ForallTy, T, if ' M ~ N : Ty x Ty — c then
— either there exist My, Ma, N1, Na, c1, co such that M = (My, M), N = (N1, Na), ¢ = ¢1 U ¢, and
FFleNl:TlﬁclandFFMngg:TQHCQ,'
— or M and N are variables.
2. Forall My, Mo, if T <:LLand I' b (My, My) ~ N : T — cthen either T = LL or there exists Ty, T
such that T = Ty x T5.
3. Forall My, My, if I' b (My, Ms) ~ N : LL — c then there exist N1, Na, ¢1, ¢, such that ¢ = ¢1 U ¢a,
N = <N1,N2>,I‘}_M1 ~ Ny :LL—ciand ' My ~ Ny : LL — co.
4. The symmetric properties to the previous two points (i.e. when the term on the right is a pair) also hold.

Proof. Let us prove point 1 by induction on the typing derivation I' - M ~ N : T} x T, — c. Because of the
form of the type, and by well-formedness of I', the only possibilities for the last rule applied are TVAR, TPAIR,
and TSUB.

The claim clearly holds in the TVAR and TPAIR cases.

In the TSUB case, ' - M ~ N : T" — ¢ for some T" <: Ty * T, and by Lemma 3, 77 = T} = T}
for some T, T4 such that T} <: Tj and T4 <: T5. Therefore, by applying the induction hypothesis to
I'-M~N:T{«Ty — ¢, M and N are either two variables, and the claim holds; or two pairs, i.e. there
exist My, Ma, N1, Na, c1, co such that M = (My, Ms), N = (N1, N3), ¢ = ¢1 U co, and for i € {1,2},
I't M; ~ N; : T! — ¢;. Hence, by subtyping, I' - M; ~ N, : T; — ¢;, and the claim holds.

We now prove point 2 by induction on the proof of I" F (M7, M) ~ N : T — c. Because of the form of the
terms, the last rule applied can only be THIGH, TOR, TPAIR, TENCH, TENCL, TAENCH, TAENCL, TLR’,
TLRL’ or TSUB.

The THIGH, TLR’, and TOR cases are actually impossible by Lemma 3, since 7" <: LL.

The TLRL’ and case is also impossible, since by Lemma 16 it would imply that (M7, M>) is either a variable
or a nonce.

The TENCH, TENCL, TAENCH, TAENCL cases are impossible, since the condition of the rule would then
imply I' = (My, M) ~ N : (), — ¢ (or {T'},) for some T, T', ¢/, which is not possible by Lemma 17.

In the TPAIR case, the claim clearly holds.

Finally, in the TSUB case, we have I' = (M;, M) ~ N : T' — ¢ for some T” such that 7’ <: T. By
transitivity of <:, 77 <: LL, and we may apply the induction hypothesis to I" F (M7, M) ~ N : T" — c. Hence



either 7 = LL or T7 = T} * T3 for some T7, T5. By Lemma 3, this implies in the first case that 7' = LL and in
the second case that 7" = LL or 7' is also a pair type (T" # HL and T" # HH in both cases, since we already know
that T' <: LL).

We prove point 3 as a consequence of the first two points, by induction on the derivation of I" - (M, My) ~
N : LL — c. The last rule in this derivation can only be TENCH, TENCL, TAENCH, TAENCL, TLR’, TLRL’
or TSUB by the form of the types and terms, but similarly to the previous point TENCH, TENCL, TAENCH,
TAENCL, TLR’ and TLRL’ are actually not possible.

Hence the last rule of the derivation is TSUB. We have I - (M7, M) ~ N : T — ¢ for some T such
that T <: LL. By point 2, either 7" = LL or there exist 77, 75 such that T' = T} « Th. If T' = LL, we have a
shorter proof of I' - (M7, My) ~ N : LL — ¢ and we conclude by the induction hypothesis. Otherwise, since
T <:LL, by Lemma 3, T} <:LL and 75 <: LL. Moreover by the first property, there exist Ny, Na, c1, ¢ such
that N = <N17N2>,6201U62,FFM1 NN1 : Tl %cl,andFFMg NNQ STQ — C2.

Thus by subtyping, I' = M7 ~ N7 : LL — ¢y and I' = M5 ~ N5 : LL — c¢o, which proves the claim.

The symmetric properties, as described in point 4, have analogous proofs.

Lemma 20 (Type for keys, nonces and constants). For all well-formed environment I, for all messages M,
N, for all key k € K, for all nonce or constant n € N'UC, for all ¢, I, the following properties hold:

1. Foral T, T',if TM ~N:T = cand T <: keyl(T’), then ¢ = 0; and either M, N are in BK and
I'(M,N) <:T; or M and N are variables.

2.IfTE M ~ N : pkey(T) — ¢, then ¢ = 0; and either AM’', N'.M = pk(M') AN = pk(N') AT +
M’ ~ N':T — 0; or M, N are variables.

3.If ' M ~ N : vkey(T) — ¢, then ¢ = 0; and either AM' ,N'.M = vk(M') AN = vk(N') AT +
M’ ~ N':T — 0; or M, N are variables.

4. Ifl e {LL,HH}, and 'k ~ N : 1l — ¢, then N € K, ¢ = (), and either k, N € BK and there exists T such
that T'(k,N) <: key' (T), orl = LL, and k = N € FK.

5. If T - pk(M') ~ N : LL — ¢, then ¢ = §, AN'.N = pk(N’), and either 31, T".T <: eqkey' (T") AT+
M’ ~ N':T — 0, or 3k € keys(I') U FK.M' = N’ = k.

6. If T = vk(M') ~ N : LL — ¢, then ¢ = 0, AN'.N = vk(N’), and either 31, T".T <: eqkey' (T") AT+
M’ ~ N':T — 0, or 3k € keys(I') U FK.M' = N’ = k.

7. If I'tn~ N :HH — ¢, then n € BN, ¢ = 0 and either I(n) = 7i%1 or 7800,

8 If’'tn~ N :LL — ¢, then N =n, c = (), and either there exists a € {1,000} such that I'(n) = =29 or
ne FNUC.

9. The symmetric properties to points 4 to 8 (i.e. with k (resp. pk(M"), vk(M"), n) on the right) also hold.

Proof. Point 1 is easily proved by induction on the derivation of I' = M ~ N : T' — c. Indeed, by the form
of the type, using Lemma 3, the last rule can only be TKEY, TVAR, or TSUB. In the TKEY and TVAR cases
the claim clearly holds. In the TSUB case, we have 7" <: T such that I' = M ~ N : T" — ¢ with a shorter
derivation. By transitivity, T" <: keyl (T"). Thus by applying by the induction hypothesis, either M, N are
variables, or they are keys and I'(M, N) <: T” <: T, and in both cases the claim holds.

Similarly, we prove point 2 by induction on the derivation of I' - M ~ N : pkey(T) — c. Indeed, by
the form of the type, and since I' is well-formed, the last rule can only be TPUBKEY, TVAR, or TSUB. In
the TPUBKEY and TVAR cases the claim clearly holds. In the TSUB case, we have T" <: pkey(T") such that
I' M ~ N : T' — ¢ with a shorter derivation. By Lemma 3, 7" = pkey(7T). We conclude the proof by
applying by the induction hypothesis to the shorter derivationof I' = M ~ N : T" — c.



Point 3 has a similar proof to point 2.

We prove point 4 by induction on the derivation of I" - k ~ N : | — c. Because of the form of the terms
and type, and by well-formedness of I, the last rule applied can only be TCSTFN, TENCH, TENCL, TAENCH,
TAENCL, TLR’, TLRL’ or TSUB.

In the TCSTFN case, k = N € FK and the claim holds.

The TENCH, TENCL, TAENCH, TAENCL cases are impossible since they would imply that I' - k ~ N :
(T’)k,’k,, — ¢ (or {T"},. ») for some T", k', k", ¢/, which is impossible by Lemma 17.

The TLR’ and TLRL’ cases are impossible. Indeed in these cases, we have I' - k ~ N : [7he: T,ll/"aﬂ — 0
for some m, n. Lemma 16 then implies that m = k (and n = N), which is contradictory.

Finally, in the TSUB case, we have I' - k ~ N : T — ¢ for some T such that T' <: [. By Lemma 3, this
implies that 7" is either a pair type, an encryption type, a public or verification key type, a key type, or [. The pair,
encryption, public and verification key cases are impossible, respectively by Lemma 19, Lemma 17, and point 2,
since k € K. The last case is trivial by the induction hypothesis. Only the case where 7" <: key' (T") (for some
T") remains. By point 1, in that case, since k is not a variable, we have N € K and I'(k, N) <: keyl(T’), and
therefore the claim holds.

Similarly, we prove point 5 by induction on the derivation of I" - pk(M’) ~ N : LL — c. Because of the
form of the terms and type, and by well-formedness of I, the last rule applied can only be TENCH, TENCL,
TAENCH, TAENCL, TLRL’, TPUBKEYL or TSUB.

The TENCH, TENCL, TAENCH, TAENCL cases are impossible since they would imply that I" - pk(M') ~
N :(T"), — ¢ (or {T"},,) for some T", k, ¢, which is impossible by Lemma 17.

The TLRL’ case is also impossible. Indeed in this case, we have I" - pk(M') ~ N : [rLa; 71-9] — 0 for
some m, n. Lemma 16 then implies that m = pk(M’) (and n = N), which is contradictory.

In the TSUB case, we have I' - pk(M') ~ N : T — ¢ for some T such that T' <: LL. By Lemma 3, this
implies that 7' is either a pair type, an encryption type, a public or verification key type, a key type, or LL. Just
as in the previous point, the pair, encryption, verification key, and key cases are impossible. If T = LL, the
claim trivially holds by the induction hypothesis. The case where T' = pkey(T”) (for some T") remains. Since
I't-pk(M') ~ N : T — ¢, by point 2 we have N = pk(N’) forsome N, c=0and ' M' ~ N’ : T — (.
In addition, by Lemma 3, since T' <: LL, there exist [, T such that T’ <: eqkeyl (T"), and the claim holds.

Finally in the TPUBKEYL case, the claim clearly holds.

Point 6 has a similar proof to point 5.

The remaining properties have similar proofs to point 4. For point 7, i.e. if ' = n ~ ¢ : HH — ¢, only the
TNONCE, TSUB, and TLR’ cases are possible. The claim clearly holds in the TNONCE case.

In the TLR’ case, we have I' b n ~ t : [r;;2%; 75%] — () for some m, p. Lemma 16 then implies that
m =mn,and p =t,and I'(n) = 7;;°%, and I'(p) = 75>, which proves the claim.

In the TSUB case, ' - n ~ ¢t : T — c for some T'" <: HH, thus by Lemma 3, T is either a pair type
(impossible by Lemma 19), an encryption type (impossible by Lemma 17), a public key, verification key, or key
type (impossible by points 1 to 3), or HH (and we conclude by the induction hypothesis).

For point 8, similarly, only the TNONCEL, TCSTFN, TSUB, TLRL’ cases are possible. The TSUB case
is proved in the same way as for the third property. The TLRL’ case is proved similarly to the previous point.
Finally the claim clearly holds in the TNONCEL and TCSTFN cases.

The symmetric properties, as described in point 9, have analogous proofs.



Lemma 21

(Application of destructors). For all I, for all t, t', T, c, for all ground substitutions o, o’ such
pp g

that dom(o) = dom(o’) = vars(t) Uvars(t'), if I'tat ~t' : Tand Iy F o ~ o' : I"x — ¢, where
I’ = I'nv U F|dom(o‘): then:

1. We have:

(to) l= L <= (t'o’) |= L

2. Andif (to) J# L then there exists ¢ C c such that

It (o)~ o) 1T — ¢

Proof. Since I't-4t ~ t' : T, by examining the typing rules for destructors, we can distinguish four cases for ¢,

t.

— t =dec

(x, M) and t' = dec(xz, M), for some variable © € X, and some M € X U K. We know that

I't-4t ~t': T, which can be proved using the rule DDECL, DDECT, DDECT’, DDECH’, or DDECL’. In
the DDECL, DDECH’, DDECL’ cases, I'(x) = LL, and in the DDECT and DDECT’ cases I'(z) = (T') 1.
for some T”. By assumption we have I'y x - o(x) ~ o’(x) : I'(z) — ¢, for some ¢, C c.

e Let us prove 1) by contraposition. Assume to |# L. Hence, o(z) = enc(M’, M o) for some M’, and

Mo
and:
*

isakey k € K. We will now show that Mo’ = Mo = k. Itis clear if M € K. Otherwise, M € X,

In the DDECL and DDECL’ cases, I' = M ~ M : LL — (. Since o, ¢’ are well-typed, we
have I'nric = Mo ~ Mo’ : LL — ¢” for some ¢”, i.e. Iy + k ~ Mo’ : LL — ¢”. Thus by
Lemma 20, either Mo’ = k € FK; or Mo’ € BK and I'(k, Mo') <: key™™(T"") for some T"".
Hence, in either case (using the well-formedness of I" in the second case), Mo’ = k.

In the DDECH’, DDECT, DDECT’ cases, I'(M) = seskeyl’a(T”’) for some [, 7" Hence, I\ x F
Mo ~ Mo’ : seskeyl’a(T’ "y — ¢ for some ¢”. Therefore, by Lemma 20 (and since Mo, Mo’
are ground), Mo’ € K, and I'(k, Mco') <: seskey"®(T""). Thus, by Lemma 3, I'(k, Mo') =
seskey"®(T""), and since I is well-formed, Mo’ = k.

Let us now show that there exists a ground message N’ such that o’ (x) = enc(N', k).

*

* In the DDECT and DDECT’ cases, I'(z) = (T')

Hen

In the DDECL, DDECH’ and DDECL’ cases, I'(x) = LL. Since o, ¢’ are well-typed, we have
I'nvxFo(z) ~o'(z) : LL — ¢” for some ¢, i.e. Iy x - enc(M’, k) ~ ¢'(z) : LL — ¢”. Thus
by Lemma 17, there exist N, N’ such that ¢/(z) = enc(N’, N). In addition:
- either Iy c F k ~ N : key™(T") — ¢ for some 7", ¢’"": in that case, by Lemma 20,
N € K and I'(k, N) <: key™(T""). We have already shown that I'(k, k) is either a subtype
of LL, or seskey"®(T""") for some I, T""". By well-formedness of I", only the second case is
possible, and it implies that N = k.
-or Iy bk~ N:LL — ¢ for some ¢’’’ in that case, by Lemma 20, N = k.
In any case we have o’ (x) = enc(N', k).
seskeyba () and I' = M ~ M : seskey"®(T") —
( for some [, T". Hence we have I = 0(z) ~ 0'(2) (1) 0qrey
i.e. I b enc(M', k) ~ 0'(x) : (T)geqkeyte(rry — ¢ Therefore, by Lemma 17, there exist
N, N’ such that o'(z) = enc(N’,N), and Iy x + k ~ N : seskey"®(T") — (). Thus, by
Lemma 20, N € K and I'(k, N) = seskey"*(T"). By well-formedness of I, this implies that
N = k. Therefore o’/ (x) = enc(N', k).
ce, in any case, t'0’ = dec(enc(N’, k), k). By assumption, o, ¢’ are well-typed, and o (x) |# L.

/! /!
La(quy = C for some ¢”,

Thus by Lemma 22 ¢/(x) [# L. Then N’ |# L. Therefore we have t'c’ |= N’ |# L, which proves
the first direction of 1). The other direction is analogous.



e Moreover, still assuming to |# L, and keeping the notations from the previous point, we have to = M’
and t'c’ |= N’. The destructor typing rule applied to prove I' 4t ~ t' : T can be DDECT, DDECT’,
DDEcL, DDECH’, or DDECL’.

* In the DDECT and DDECT” cases, we have Iy c b o(z) ~ 0'(z) : (T)sequeyt.e(pmy — ¢ for
some ¢’ C c,i.e. Iy - enc(M', k) ~ enc(N', k) : (T)sqpeyt.e () — ¢ Thus, by Lemma 17,
we have Iy = M’ ~ N’ : T — " for some ¢’/ C ¢”, and the claim holds.

 In the DDECL and DDECL’ cases, we have T' = LL, and I'yy x F o(x) ~ o'(z) : LL — ¢’ for
some ¢’ C ¢, i.e. Iy enc(M', k) ~ enc(N', k) : LL — ¢”. In addition we have I' - M ~
M :LL — (,and thus I' - k ~ k : LL — ¢ for some ¢”’. Therefore, by Lemma 17, we have
Inx B M ~ N':LL — ¢ for some ¢’ C ¢’ (the case where I" - k ~ k : key™ (T") — ¢ is
impossible by Lemma 20, since I" - k ~ k : LL — ¢”"), and the claim holds.

* In the DDECH’ case, we have Iy x F o(z) ~ o'(z) : LL — ¢’ for some ¢’/ C ¢, i.e. Iy F
enc(M’ k) ~ enc(N’, k) : LL — ¢”. In addition we have I' = M ~ M : seskey™*(T) — ),
and thus I' - k ~ k : seskey™*(T) — ¢ for some ¢’”’. Therefore, by Lemma 17, there exists
" C " suchthat Iy b M ~ N’ : T — " (the case where I - k ~ k : LL — ¢ is
impossible by Lemma 20, since I' - k ~ k : seskeyHH’“(T) — ¢””"), and the claim holds.

In all cases, point 2) holds, which concludes this case.

- t = adec(x, M) and t' = adec(x, M), for some variable z € X, and some M € X UK. We know that
I't-4t ~ t' : T, which can be proved using the rule DADECL, DADECT, DADECT’, DADECH’, or
DADECL’. In the DADECL, DADECH’, DADECL’ cases, I'(x) = LL, and in the DADECT and DADECT’
cases I'(x) = {T'}, for some T". By assumption we have I'n x - o(z) ~ o'(z) : I'(x) — ¢, for some
c, Coec.

e Let us prove 1) by contraposition. Assume ¢to |# L. Hence, o(x) = aenc(M’, pk(Mo)) for some M’,
and Mo is akey k € K. We will now show that Mo’ = Mo = k. Itis clear if M € K. Otherwise,
M € X, and:

* In the DADECL and DADECL’ cases, I' = M ~ M : LL — (. Since o, o’ are well-typed, we
have Iy = Mo ~ Mo’ : LL — ¢” for some ¢”, i.e. Iy = k ~ Mo’ : LL — ¢”. Thus by
Lemma 20, either Mo’ = k € FK; or Mo’ € BK, and I'(k, Mo') <: key™™(T"") for some T"".
Hence, in any case (by well-formedness of I" in the case where Mo’ € BK), Mo’ = k.

* In the DADECH’, DADECT, DADECT’ cases, I'(M) = seskeyl’“(T”’) for some [, T""’. Hence,
I'vx bF Mo~ Mo : seskeyl’“(T” ") — ¢ for some ¢”. Therefore, by Lemma 20 (and since Mo,
Mo’ are ground), Mo’ € K, and I'(k, Mo') <: seskeyl’a(T”’). Thus, by Lemma 3, I'(k, Mo') =
seskeyl’“(T”’), and since I is well-formed, Mo’ = k.

Let us now show that there exists a ground message N’ such that o/ (z) = aenc(N’, pk(k)).

* In the DADECL, DADECH’ and DADECL’ cases, I'(x) = LL. Since o, o’ are well-typed, we have
I'nvx Fo(z)~o(z): LL — " for some ¢”, i.e. Iy x F aenc(M’,pk(k)) ~ o'(z) : LL — .
Thus by Lemma 17, there exist N, N’ such that ¢’ (x) = aenc(N’, N). In addition:

- either I'n xc F pk(k) ~ N : pkey(T"") — ¢ and T"" <: key™ (T"") for some ", T"", "'
in that case, by Lemma 20, N' = pk(k’) for some key &’ € KC such that I"(k, k) <: key™ (T"").
We have already shown that I"(k, k) is either a subtype of LL, or seskey"®(T""") for some 1,
T . By well-formedness of I", only the second case is possible, and it implies that &' = k.
- or Iy i F pk(k) ~ N : LL — ¢’ for some ¢’”’: in that case, by Lemma 20, N = pk(k).
In any case we have ¢’(x) = aenc(N’, pk(k)).
* In the DADECT and DADECT” cases, we have I'(x) = {T'} oy (seskey' e (7)) s Well as I' = M ~

M : seskey™®(T"") — () for some I, T". Hence we have

Invxbo(x)~a(z): {T}pkcy(scskcyl‘“(T”)) -



for some ¢, i.e. Iy = aenc(M’,pk(k)) ~ o'(z) + {T} jyey(seskeyta (7)) — ¢+ Therefore,
by Lemma 17, there exist N, N’, ¢ such that ¢’(z) = aenc(N’,N), and Iy x F pk(k) ~
N : pkey(seskey"®(T")) — ¢”’. Thus, by Lemma 20, N = pk(k’) for some key k' € K
and I'(k, k') = seskey"®(T"). By well-formedness of I', this implies that k&’ = k. Therefore
o'(x) = aenc(N’,pk(k)).
Hence, in any case, t'0’ = adec(aenc(N’,pk(k)), k), By assumption, o, o’ are well-typed, and
o(x) J# L. Thus by Lemma 22 ¢/(z) |# L. Then N’ |# L. Therefore we have t'0’ |= N’ |# L,
which proves the first direction of 1). The other direction is analogous.
e Moreover, still assuming to |# L, and keeping the notations from the previous point, we have to = M’
andt'c’ |= N'. The destructor typing rule applied to prove I' -4t ~ t' : T' can be DADECT, DADECT’,
DADECL, DADECH’, or DADECL’.

* In the DADECT and DADECT’ cases, we have

It o(z)~ao(z): {T} prey (seskey o (177)) = '
for some ¢’ C ¢, i.e.
I xc - aenc(M', pk(k)) ~ aenc(N', pk(k)) : {T} ey (seskeyt-o(177)) — € -

Thus, by Lemma 17, we have I'yy x = M’ ~ N’ : T — ¢’ for some ¢”” C ¢”, and the claim holds.

* In the DADECL and DADECL’ cases, we have T' = LL, and Iy x - o(z) ~ ¢'(z) : LL — ¢” for
some ¢’ C ¢, i.e. I\ F aenc(M’,pk(k)) ~ aenc(N’,pk(k)) : LL — ¢”. In addition we have
I'-M~M:LL— (,and thus I" - k ~ k : LL — ¢’ for some ¢’”’. Therefore, by Lemma 17, we
have Iy = M’ ~ N’ : LL — ¢ for some ¢ C ¢’ (the case where I' - k ~ k : key™ (T") —
""" is impossible by Lemma 20, since we already know that I" = k ~ k : LL. — ¢”’), and the claim
holds.

« In the DADECH’ case, we have T' = T" V LL for some type T”. In addition we know that Iy x -
o(z) ~d'(z) : LL — ¢ for some ¢’ C ¢, i.e.

Iy x b aenc(M’,pk(k)) ~ aenc(N',pk(k)) : LL — ¢”.

In addition, I' = M ~ M : seskey™*(T") — 0, and thus I" - k ~ k : seskey™*(T") — " for
some ¢’”. Therefore, by Lemma 17, we know that
- either there exist types 7", T"”, and constraints ¢/, """ C ¢” such that T" is a subtype of
key™(T""), I - pk(k) ~ pk(k) : pkey(T") — ¢",and I' = M' ~ N’ : T" — ",
Since I" - pk(k) ~ pk(k) : pkey(T") — ), by Lemma 20, we have I'(k, k) <: key™ (T"").
As we already know that I' - k ~ k : seskey™*(T’) — ¢, by the same lemma and
Lemma 3, we have 7"/ = T'. Thus I' = M’ ~ N’ : T' — ¢”””, and by rule TOR, we have
I'M'~N':T' v LL—d".
~orI'FM'~ N':LL — ¢”, and by rule TOR we have I' = M’ ~ N’ : T' v LL — .
In all cases, I' = M’ ~ N’ : T — """ for some ¢’/ C ¢”, and point 2) holds, which concludes this
case.

- t =t' = checksign(xz, M). We know that I"'F4t ~ t' : T, which can be proved using either DCHECKH,
DCHECKH’, DCHECKL, or DCHECKL’. In both cases, I'(z) = LL. M is either a verification key or a
variable. By assumption we have 'y x - o(z) ~ ¢’(z) : LL — ¢, for some ¢, C c.

e Let us prove 1) by contraposition. Assume to |# 1. Hence, o(z) = sign(M’', M" o) for some M’,
M",and M" o is akey k € K such that Mo = vk(k).



We will now show that Mo’ = Mo = vk(k). It is clear if M is a verification key. Otherwise, M € X,
which means the rule applied to prove I'tg4t ~ ' : T is DCHECKL’ or DCHECKH’. In either case,
from the form of the rule we have I' = M ~ M : LL — (), Since o, ¢’ are well-typed, we have
I'vx F Mo ~ Mco' : LL — ¢” for some ¢, i.e. Iy x F vk(k) ~ Mo’ : LL — ¢”. Thus by
Lemma 20, and since I" is well-formed, Mo’ = vk(k).

In addition, we know that I’y i - o(z) ~ o’(z) : LL — ¢, ie.

Iy b sign(M' k) ~ o' (z) : LL = ¢;.

Hence Lemma 18 guarantees that there exist N’, N” such that ¢/(z) = sign(N’, N), and either
'k~ N":eqkey™(T") — () for some T’ or I' - k ~ N" : LL — ¢ for some ¢”. In both cases,
Lemma 20 implies that N = k. Thus we have o’ (x) = sign(N’, k).
Hence, t'0’ = checksign(sign(N’, k), vk(k)), By assumption, o, ¢’ are well-typed, and o(x) J# L.
Thus by Lemma 22 ¢'(x) J# L. Then N’ |# L. Therefore we have t'o’ |= N’ |# L, which proves
the first direction of 1). The other direction is analogous.

e Moreover, still assuming to |# 1, and keeping the notations from the previous point, we have
to = M’ and t'0’ |= N’. The destructor typing rule applied to prove I't4t ~ ¢ : T can be
DCHECKH, DCHECKH’, DCHECKL, or DCHECKL’.

* In the DCHECKH and DCHECKH’ cases we have Iy x F o(x) ~ ¢(z) : LL — ¢, fore; C ¢,
i.e. [ - sign(M', k) ~ sign(N', k) : LL — ¢,. In both cases we have I' - vk(k) ~ vk(k) :
vkey(T") — ¢” for some ¢’ and some 7" <: key™(T'). Hence by Lemma 20, I'(k, k) <: key™(T).
By Lemma 18, we know that there exist ¢ C ¢, such that I' = M’ ~ N’ : T — ¢ (the case
where I' - k ~ k : LL — ¢ is impossible by Lemma 20 since I'(k, k) <: key™ (T') and I" is
well-formed). This proves point 2).

s In the DCHECKL and DCHECKL’ cases we have T' = LL, and Iy i F o(z) ~ o'(z) : LL — ¢,
forcg, C ¢, ie. I F sign(M’, k) ~ sign(N', k) : LL — ¢,. By Lemma 18, we know that
there exist ¢’ C ¢, such that I' = M’ ~ N’ : LL — /. This proves point 2).

In all cases, point 2) holds, which concludes this case.

— t =1t = m(x). We know that I" 4t : t'T, which can be proved using either rule DFST or DFSTL. In the
first case, I'(x) = T} = T3 is a pair type, and in the second case I'(z) = LL.

e We prove 1) by contraposition. Assume to |# L. Hence, o(z) = (M;, M) for some M;, M. By
assumption o, ¢’ are well-typed. Thus I" - o(z) ~ ¢'(x) : I'(z) — ¢, for some ¢, C c. Thus, by
applying Lemma 19, in any case we know that there exist Ny, Ny such that N = (N1, No). Since, o,
o’ are well-typed, and o(x) |# L, by Lemma 22, ¢’(z) J# L. Then Ny |# L. Therefore we have
t'c’ |= N1 |# L, which proves the first direction of 1). The other direction is analogous.

e Moreover, still assuming to |# L, and keeping the notations from the previous point, we have to |= M;
and t'0’ = Ni. In addition, we know that I" 4 ¢ : t'T, which can be proved using either rule DFST or
DFsTL. Lemma 19, which we applied in the previous point, also implies that there exist c;, ca, such that
c=ciUcyandfori € {1,2}, "'+ M; ~ N; : T; — ¢; (in the DFsT case) or I' - M; ~ N; : LL — ¢;
(in the DFSTL case).

We distinguish two cases for the rule applied to prove I't4t : t'T.
* DFST: Then I'(x) = T * Ty for some Ta, and I' = My ~ Ny : T — ¢1(C ¢) proves 2).
x DFSTL: Then T = I'(z) = LL,and I" - M; ~ Nj : LL — ¢1(C ¢) proves 2).

In both cases, point 2) holds, which concludes this case.

— t =t' = mo(x). This case is similar to the previous one.



Lemma 22 (Typable messages either reduce on both sides, or fail on both sides). For all (well-formed) I,
for all messages M, M, for all T, c, if
I'FM~N:T —c,

then
Ml=1 < N |=1.

Proof. Note that since messages do not contain destructors, it is clear that for any message M, either M |= M
or M |= 1.

We prove the lemma by induction on the type derivation for I' = M ~ N : T — c.
In the TNONCE, TNONCEL, TCSTFN, TPUBKEYL, TVKEYL, TKEY, TVAR, TLR', TLR™, TLRVAR, it
isclearthat M |= M # 1L and N |= N # L.

In the THIGH case, the premise of the rule implies that M |# 1 and N |# L.

In the TLR’ and TLRL’ cases, there exist [, I', a, m, n, ¢ such that I' = M ~ N : [rhe; 719] — .
Hence by Lemma 16, either M, N are variables, or M = m and N = n. Either way, M |= M # 1 and
N|=N=# 1.

The TENC case is more involved. In that case, there exist M’, M, N', N”, T’, T" such that M =
enc(M',M"), N = enc(N',N"”), and T = (1")... Let us show that M |# L = N |# L (the other
direction has a similar proof). Since M |# |, we have M’ |# L. Hence,as '+ M' ~ N’ : T" — ¢ for some
c’, by the induction hypothesis, N’ |# 1. Since M |# 1, we also have M" € K, i.e. by the previous remark,
M" € K. In addition, I = M" ~ N" : T — ¢ for some ¢, and either 7" = LL or 31, 7"".T" <: key'(T"").
Hence, by Lemma 20, either M, N” € IKC, or M"', N” € X. The second case is impossible since M € K. We
thus have N’ |# | and N” |€ K. Therefore, N |# L and the claim holds.

The TAENC, TPUBKEY, TVKEY, TSIGNH, TSIGNL cases are similar to the TENC case.

In the remaining cases, i.e. TPAIR, TENCH, TENCL, TAENCH, TAENCL, THASH, THASHL, TSUB, and
TOR, the claim directly follows from the induction hypothesis. We write the proof for the TPAIR case. In that
case there exist M', M, N', N”, T', T" such that M = (M’, M"), N = (N’,N"),and T = T' « T". Since
' M ~ N : T — ¢ for some ¢, by the induction hypothesis, M’ |= 1 <= N’ |= L. Similarly,
M" |=1 <= N" |= 1. Therefore, M |= L <= N |= L, and the claim holds.

Lemma 23 (LL type is preserved by attacker terms). For all (well-formed) I, for all frames ¢ and ¢’ with
I't ¢~ ¢ :LL — ¢, for all attacker term R such that vars(R) C dom(¢),
either there exists ¢’ C c such that

I'-R¢~R¢ |:LL —¢

or

Ré l=R¢' |= L.

Proof. We show this property by induction over the attacker term .
Induction Hypothesis: the statement holds for all subterms of R.

There are several cases for R. The base cases are the cases where R is a variable, a name in F N or a constant
inC.

1. R = x Since vars(R) C dom(¢), we have x € dom(¢) = dom(¢’), hence Rp = ¢(x). By assumption,
there exists ¢’ C csuchthat I' - ¢(z) ~ ¢'(x) : LL — ¢/. Thus, by Lemma 22, either ¢(z) = ¢'(z) = L, or
() = ¢(x) and ¢'(z) = ¢'(x). In the first case the claim clearly holds. In the second case, R¢ |= ¢(x)
and R¢’ |= ¢'(x). Since I' F ¢(z) ~ ¢'(z) : LL — ¢’ C ¢, the claim also holds.



. R=awitha € CUFNUFK. Then R¢ |= R¢’ |= a and by rule TCSTFN, we have I' - a ~ a : LL — 0.

Hence the claim holds.

. R = pk(K) We apply the induction hypothesis to K and distinguish three cases.

(@) If K¢ |= 1 then K¢’ |= 1, hence Rp |= R¢’ |= L.

(b) If K¢ |# L and is not a key then K¢’ |# 1 (by IH), and by IH we have I"' - K¢ |~ K¢' |: LL — ¢/
for some ¢’ C c¢. Then by Lemma 20, K ¢’ | is not a key either. Hence R¢ |= R¢’ |= L.

(c) If K¢ | is akey, then by IH there exists ¢’ C ¢ such that I' - K¢ |~ K¢’ |: LL — ¢'. Hence by
Lemma 20 (and since I” is well-formed) K¢/ |= K¢’ |€ K, and either I'(K ¢ |, K¢' |) <: key"™™(T)
for some T', or K¢' | € FK. Therefore by rule TPUBKEYL, I' - R¢ |~ R¢’ |: LL — (, and the claim
holds.

. R = vk(K) This case is analogous to the pk case.

. R = (R, Ry) where R; and R, are also attacker terms. We then apply the induction hypothesis to the same

frames and R;, Ro. We distinguish two cases:

(@) Ri¢ l= LV Ry = L In this case we also have R1¢’ |= 1 V Ra¢’ |= L and therefore R¢ |=
Ry |= 1.

(b) Ri¢ |# L N Rogp [# L Inthis case, by the induction hypothesis, we also have R1¢’ |# L A Ry¢’ |#
L, and we also know that there exist ¢; C cand ¢, C csuchthat I' - R1¢ |~ R1¢’ |: LL — ¢; and
I' Rygp |~ Ro¢’ |: LL — ca.

Thus, by the rule TPAIR followed by TSUB, I' = R¢ |~ R¢’ |: LL — ¢1 U ¢a. Since ¢ U co C ¢, this
proves the case.

. R = enc(S, K') We apply the induction hypothesis to K and distinguish three cases.

(@) f K¢ |= 1L then K¢’ |= 1, hence Rp |= R¢' |= L.

(b) If K¢ |# L and is not a key then K¢’ |# L (by IH), and by IHwe have I' = K¢ |~ K¢’ |: LL — ¢
for some ¢’ C c. Then, by Lemma 20, K¢’ | is not a key either. Hence R¢ = R¢’ |= L.

(c) If K¢ | is akey, then by IH there exists ¢ C csuch that I' - K¢ |~ K¢’ |: LL — ¢. Hence, by
Lemma 20 (and since I is well-formed), K¢’ |= K¢ € K, and either I'(K ¢ |, K¢' |) <: key™™(T)
for some T', or K¢ |€ FK. Thus, in each case, by rules TKEY and TSUB or TCSTFEN, I' - K¢ |~
K¢’ |: LL — (. We then apply the IH to S, and either S¢ |= S¢’ |= L, in which case R¢ |= R¢’ |=
L; or there exists ¢/ C ¢such that I' - S¢ [~ S¢’ |: LL — ¢”. Since R¢ |= enc(S¢ |, K¢ |), and
similarly for ¢/, by rule TENC, we have I' - R¢ |~ R¢' |: (LL),; — ¢”, and then by rule TENCL,
I'tRp |~ R¢ |:LL — .

. R = aenc(S, K') We apply the induction hypothesis to K and distinguish three cases.

(@) f K¢ |= L then K¢’ |= L, hence Rp |= R¢' |= L.

(b) If K¢ |# L and is not pk(k) for some k € K then K¢’ |# L (by IH), and by IH there exists ¢’ C ¢
such that I' = K¢ |~ K¢' |: LL — ¢. Then, by Lemma 20, K¢’ | is not a public key either. Hence
R¢ l= R¢' = L.

(c) If K¢ |= pk(k) for some k € K, then by IH there exists ¢’ C ¢ such that I" - pk(k) ~ K¢’ |: LL —
¢'. Thus, by Lemma 20, K¢’ |= pk(NN) for some N such that either N = k € keys(I") U FK;
or'Hk~ N : eqkeyl(T) — ¢ for some [, T, ¢’. In the second case, the same lemma and
the well-formedness of I" also imply that N = k and k € keys(I"). Thus, by rule TPUBKEYL,
I' +- pk(k) ~ pk(k) : LL — (). We then apply the IH to S, and either S¢ |= S¢’ |= L, in which case
R¢ |= R¢’' |= L; or there exists ¢/ C c¢such that I' - S¢ [~ S¢' |: LL — . Therefore, by rule
TAENC, I' - R¢ |~ R¢" |: {LL},; — ¢”, and by rule TAENCL we have I" - R¢ |~ R¢" |: LL — ¢”.

. R = sign(S, K') We apply the induction hypothesis to K and distinguish three cases.

(a) f K¢ |= L then K¢’ |= L, hence Rp |= R¢' |= L.

(b) If K¢ |# 1 andisnotakey k € K then K¢’ |# L (by IH), and by IH we have I' + K¢ |~ K¢' |:
LL — ¢’ for some ¢’ C c. Then, by Lemma 20, K¢’ | is not a key either. Hence R¢ |= R¢’ |= L.
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11.
12.

13.

(c) If K¢ |= k for some k € K, then by IH there exists ¢’ C csuch that I' - K¢ |~ K¢’ |: LL — (.
Hence by Lemma 20, (and since I is well-formed) K¢/ |= k € K and either I'(k, k) <: key™"(T") for
some T, or k € FK. Thus, in either case, by rules TKEY, TSUB, and TCSTFN, I' - K¢ |~ K¢' |:
LL — (). We then apply the IH to S, and either S¢ |= S¢’ |= L, in which case R¢ |= R¢' |= 1;
or there exists ¢’ C ¢ such that I' - S¢ |~ S¢’ |: LL — ¢”. Therefore by rule TSIGNL, I = R¢ |~
R¢' |:LL — .

R = h(S) We apply the induction hypothesis to S. We distinguish two cases:

(a) S¢ |= L In this case we also have S¢’ |= | and therefore R¢ |= R¢’' |= L.

(b) S¢ |# L In this case, by the induction hypothesis, we also have S¢’ |# L, and we also know that
there exists ¢’ C csuch that I' - S¢ |~ S¢’ |: LL — ¢’ Thus, by rule THASHL, I' - R¢ |~ R¢' |:
LL — ¢/, which proves this case.

R = 71(S) We apply the induction hypothesis to S and distinguish three cases.

(@) S¢ |= L Then S¢’ |= L (by IH), hence R¢ |= R¢' |= 1.

(b) S¢ |# L and is not a pair Then by IH there exists ¢’ C ¢ such that I" = S¢ |~ S¢’ |: LL — ¢/, which
implies that R¢’ | and is not a pair either by Lemma 19. Hence R¢ |= R¢’ |= L.

(c) S¢ L= (M, Ms) is a pair Then by TH there exists ¢’ C ¢ such that I" - S¢ |~ S¢' |: LL — ¢/. This
implies, by Lemma 19, that S¢' |= (M], MJ) is also a pair, and that I' = M; ~ M : LL — ¢” for
some ¢’ C ¢. Since R¢ |= M; and R¢’ |= Mj, this proves the case.

R = 75(S) This case is analogous to the case 10.

R = dec(S, K') We apply the induction hypothesis to K and, similarly to the case 6, we distinguish several

cases.

(a) If K¢ |= L oris not a key then, as in case 6, Rp |= R¢’ |= L.

(b) If K¢ | is a key, then similarly to case 6 we can show that K¢ |= K¢’ |, and either I'(K¢ |, K¢' |
) <: key™(T") for some T', or K¢ | € FK. We then apply the IH to S, which creates two cases. Either
S¢ =S¢’ |= L, or there exists ¢’ C csuch that I' - S¢ |~ S¢’ |: LL — . In the first case, the
claim holds, since R¢ |= R¢’ |= L. In the second case, by Lemmas 17 and 20, and since I is well-
formed, we know that S¢ | is a message encrypted with K¢ | if and only if S¢’ | also is an encryption
by this key. Consequently, if S¢ | is not an encryption by K¢ | (= K¢’ |), then it is the same for
S¢' |; and Rp |= R¢' |= L. Otherwise, S¢ |= enc(M,K¢ |) and S¢' |= enc(N,K¢' |) for
some M, N. In that case, by IH, we have I" - enc(M, K¢ |) ~ enc(N,K¢' |) : LL — ¢. Therefore,
by Lemma 17, '+ M ~ N : LL — ¢/, whichis to say I" = R¢ |~ R¢’ |: LL — ¢’. Hence the claim
holds in this case.

R = adec(S, K') We apply the induction hypothesis to K and, similarly to the case 6, we distinguish several

cases.

(a) If K¢ |= L oris not a key then, as in case 6, R¢ |= R¢’' |= L.

(b) If K¢ | is a key, then similarly to case 6 we can show that K¢ |= K¢’ |, and either I'(K¢ |, K¢' |
) <: key™™(T') for some T, or K¢ |€ FK. We then apply the TH to S, which creates two cases. Either
S¢ = S¢' |= L, or there exists ¢ C csuch that I' = S¢ |~ S¢’ |: LL — . In the first case,
the claim holds, since R¢ |= R¢’ |= L. In the second case, by Lemmas 17 and 20, and since I’
is well-formed, we know that S¢ | is a message asymmetrically encrypted by pk(K ¢ |) if and only
if S¢’ | also is an asymmetric encryption by this key. Consequently, if S¢ | is not an encryption
by pk(K¢ ) (= pk(K¢' |)), then it is the same for S¢’ |, and R¢p |= R¢’ |= L. Otherwise,
S¢ = aenc(M,pk(K¢ |)) and S¢’ |= aenc(N,pk(K ¢’ |)) for some M, N. Thus by IH we have
I' - aenc(M,pk(K¢ |)) ~ aenc(N,pk(K¢' |)) : LL — ¢. Therefore, by Lemma 17 (point 6), we
know that I' = M ~ N : LL — ¢/, whichis to say I' - R¢ |~ R¢’ |: LL — ¢’. Hence the claim holds
in this case.




14. R = checksign(S, K) We apply the induction hypothesis to K and, similarly to the case 7, we distinguish
several cases.

(a) If K¢ = L oris not a verification key then, as in case 7, we can show that R¢ |= R¢’ |= L.

(b) If K¢ | is a verification key vk(k) for some k € K, then similarly to case 7 we can show that K¢ |=
K¢' |, and k € keys(I") U FK. We then apply the IH to S, which creates two cases. Either S¢ |=
S¢' |= 1, orthere exists ¢’ C csuchthat I' - S¢ |~ S¢' |: LL — . In the first case, the claim holds,
since Rp |= R¢’ = L.In the second case, by Lemmas 18 and 20, and since I" is well-formed, we know
that S¢ | is a signature by k(= K¢ |) if and only if S¢’ | also is a signature by this key. Consequently,
if S¢ | is not signed by k, then neither is S¢’ |, and R¢ = R¢’ |= L. Otherwise, S¢ |= sign(M, k)
and S¢’' |= sign(N, k) for some M, N. Thus by IH we have I" - sign(t, k) ~ sign(t’, k) : LL — (.
Therefore, by Lemma 18 (point 2), we know that there exists ¢/ C ¢’ such that I' - M ~ N : LL — ¢”.
Thatis to say I' = R¢ |~ R¢' |: LL — ¢”’. Hence the claim holds in this case.

Lemma 24 (Substitution preserves typing). For all I', I/, such that I’ U I'" = o, (we do not require that I'' is
well-formed), for all M, N, T, c,, ¢, for all ground substitutions o, o', if

— I only contains variables;
— I' and I'" have disjoint domains;
— forall x € dom(I"), I'(xx) is not of the form |75 ; 711,
- forall x € dom(o), o(z) |= o(x), and similarly for o’,
- U Uy ebo~o : (IneUT")y = co
—and’'UI'-M ~N:T = ¢

then there exists ¢ such that [c], ,, C ¢ C [c], ,. Uc, and

I'Mo~No :T—¢.

In particular, if we have I'" = I'"" x and I = I'"" s x for some I, then the first three conditions trivially
hold.

Proof. Note that Iy =0, and I x = I".

This proof is done by induction on the typing derivation for the terms. The claim clearly holds in the TNONCE,
TNONCEL, TCSTEN, TPUBKEYL, TVKEYL, TKEY, TLR!, TLR™ since their conditions do not use I"(x)
(for any variable ) or another type judgement, and they still apply to the messages Mo and No'.

In the THIGH case, we have
names(c) U names(o’) U vars(o) U vars(c’) U keys(o) U keys(o”) C dom(I") Ukeys(I") U FN U FK,
and
names(M )Unames(N )Uvars(M )Uvars(N )Ukeys(M )Ukeys(N) € dom(I")Udom (o )Ukeys(I")UFNUFK,
therefore
names(M o )Unames(No')Uvars(Mo)Uvars(No' )Ukeys(Mo)Ukeys(No') C dom(I")Ukeys(IUFNUFK.

In addition, since M |# 1, and Vz € dom(o),o(x) = o(x), we have Mo |# L. Similarly, No’ |# L.
Therefore, rule THIGH may be applied to obtain I" = Mo ~ No’ : HL. — ).



The claim follows directly from the induction hypothesis in all other cases except the TVAR and TLRVAR
cases, which are the base cases.

In the TVAR case, the claim also holds, since M = N = z for some variable 2 € dom(I") U dom(I"). If
z € dom(I'), then xo = xo’ = x,and T' = I'(x). Thus, by rule TVAR, 'UI" - zo ~ zo’ : I'(x) — () and the
claim holds. If z € dom(I"), then T' = I"’(x), and, since by hypothesis the substitutions are well-typed, there
exists ¢; C ¢ o such that (I'UI") - = o(2) ~ o'(z) : I"(z) — ¢ Thus, since (I'UT") o = Ty ks

and by applying Lemma 12 to I', I' F o(z) ~ o'(z) : I'(z) — ¢, and the claim holds.

ll,l l”,l l”’,l

Finally, in the TLRVAR case, there exist two variables z, y, and types 71, 711, 7 »*, 7/, ", such that

M=2,N=yc=0TUl"Faz~z:[tbl;7"1] 50, 70U Fy~y: [[Té;/,’l;rfl/,”’l}] — 0, and
T =[5 'l

By Lemma 16, this implies that (I" U I")(z) = [7h'; 711 and (I'U I)(y) = [ 1" ; 1]m/I"’1n/. Hence,
since by hypothesis I" does not contain such types, € dom(I") and y € dom(I").

Moreover, by the induction hypothesis, there exist ¢, ¢/ C ¢, such that I' - zo ~ zo” : [7h'; 711 —= ¢,
and ' + yo ~ yo' : ﬂTf,;//’l ; 7'5,”’1]] — ¢”. That is to say, since x,y € dom(I"”) = dom(o) = dom(o’), that
I'to(x) ~o'(x): [rhl; 7] = ¢, and I'F o(y) ~ o' (y) : [[7'}7;/,’1 ; T,l;,”’l]] — ¢”. Hence, by Lemma 16,
and since o, o’ are ground, we have o(z) = m, o/ (x) = n, o(y) = m’, and o' (y) = n’, and I'(m) = ;! and
I'(n)= T,lL/,N71.

Thus, by rule TLRY, I" - o () ~ o' (y) : [75}; le’lﬂ — (b, which proves the claim.

n’

Lemma 25 (Types LL and HH are disjoint). For all well-formed I', for all ground terms M, M', N, N, for all
sets of constraints ¢, ¢, if T’ M ~ N :LL = cand '+ M’ ~ N' : HH — ¢ then M # M’ and N # N'.

Proof. First, it is easy to see by induction on the type derivation that for all ground terms M, N, for all ¢, if
I'= M ~ N : HH — c then either

— M is anonce m € N such that I'(m) = 7/%9 for some a € {oo, 1};

or M is a key and there exist k& € K and T such that I'(M, k) <: key™(T);
—or['FM~ N :HHxT — ¢ for some T, c;
—or['FM~ N :TxHH — ¢ forsome T, c.

Indeed, (as I" is well-formed) the only possible cases are TNONCE, TSUB, and TLR’. In the TNONCE case
the claim clearly holds. In the TSUB case we use Lemma 3 followed by Lemma 20. In the TLR’ case we apply
Lemma 16 and the claim directly follows.

Let us now show that for all M, N, N’ ground, forall¢, ¢, '+ M ~ N :LL - cand ' - M ~ N’ :
HH — ¢’ cannot both hold. (This corresponds, with the notations of the statement of the lemma, to proving by
contradiction that M # M’. The proof that N # N’ is analogous.)

We show this property by induction on the size of M.

Since I' = M ~ N’ : HH — ¢/, by the property stated in the beginning of this proof, we can distinguish four
cases.

- If M is anonce and I"(M) = T]HV?’G: then this contradicts Lemma 20. Indeed, this lemma (point 5) implies

that M € BN, but also (by point 6), since I' = M ~ N : LL — ¢, that either I'(M) = T]I(/I[“'a for some
a€{l,0},or M € FN UC.




— If M is akey and I'(M, k) <: key™ (T) for some T, k: then by Lemma 20, since I' = M ~ N : LL — ¢,
there exists 7", k' such that I'(M, k') <: key™(T") or k, k' € FK. Since I" is well-formed, and by Lemma 3,
this contradicts I'(M) <: key™ (7).

-IfI'-M~ N :HE*xT — " for some T, ¢’: then by Lemma 19, since M, N’ are ground, there exist M7,
Mo, N{, N}, ¢} such that M = (My, M), N' = (N{,N}), and I - M; ~ Ni : HH — ¢}. Moreover,
since ' - M ~ N : LL — ¢, also by Lemma 19, there exist Ni, Na, ¢; such that N = (N;, No) and
I' - My ~ Ny : LL — ¢;. However, by the induction hypothesis, I' + M; ~ N{ : HH — ¢} and
I' = My ~ Nj : LL — ¢4 is impossible.

—IfI'=M ~ N': T xHH — ¢” for some T, ¢’ this case is similar to the previous one.

The next Lemma corresponds to Lemma 1.

Lemma 26 (Low terms are recipes on their constraints). For all ground messages M, N, for all T <: LL,
forall T, ¢, if ' - M ~ N : T — c then there exists an attacker recipe R without destructors such that
M = R(¢e(c) U ¢fy) and N = R(¢,(c) U ¢fy).

Proof. We prove this lemma by induction on the typing derivation of I' = M ~ N : T — c. We distinguish
several cases for the last rule in this derivation.

TNONCE, THIGH, TOR, TLR', TLR>, TLR’, TLRVAR: these cases are not possible, since the type they

give to terms is never a subtype of LL by Lemma 3.

TVAR: this case is not possible since M, N are ground.

— TSuB: this case is directly proved by applying the induction hypothesis to the judgement I"' = M ~ N :
T’ — c¢where T" <: T <: LL, which appears in the conditions of this rule, and has a shorter derivation.

— TLRL’: in this case, ' = M ~ N : [rk=%; 7E-4] — ¢/ for some nonce n, some a € {oo, 1}, some ¢/, and
¢ = (). By Lemma 16, this implies that M/ = N = n, and I"(n) = 75> Thus, by definition, there exists x
such that ¢f; (z) = n and the claim holds with R = .

— TNONCEL: in this case M = N = n for some n € N such that I'(n) = 7L for some a € {1, cc}. Hence,
by definition, there exists 2 such that ¢/, () = n and the claim holds with R = z.

— TCSTFN:then M = N =a € CUFN U FK, and the claim holds with R = a.

— TKEY: then by well-formedness of I, M = N = k € K and there exists 7" such that I"(k, k) <: key™"(T").
By definition, there exists = such that ¢{; (z) = k and the claim holds with R = x.

— TPUBKEYL, TVKEYL: then M = N = pk(k) (resp. vk(k)) for some k € keys(I") UFK.If k € keys(I'),
by definition, there exists = such that ¢{; (z) = pk(k) (resp. vk(k)) and the claim holds with R = z. If
k € FK, the claim holds with R = pk(k).

— TPUBKEY, TVKEY: these two cases are similar, we write the proof for the TPUBKEY case. The form of

this rule application is:

I7
I'-M~N:T—=10
I+ pk(M) ~ pk(N) : pkey(T) — 0

for some T such that pkey(7') <: LL. By Lemma 3, this implies that there exist 7", [ such that T <:
eqkey'(T"). Thus, I' = M ~ N : eqkey'(T") — . By Lemma 20, this implies M = N = k € keys(I).
By definition, there exists = such that ¢{; (z) = pk(k), and the claim holds with R = z.

— TPAIR, THASHL.: these cases are similar. We detail the TPAIR case. In that case, T" = T} = 15 for some
Ty, Ts. By Lemma 3, T4, T5 are subtypes of LL. In addition, there exist My, Ms, N1, No, c1, co such
that ' = M; ~ N; : T; — ¢; (fori € {1,2}). By applying the induction hypothesis to these two
judgements (which have shorter proofs), we obtain Ry, Ry such that for all i, M; = R;(¢¢(c;) U ¢f;) and
N; = Ri(¢y(c;) U ¢f1). Therefore the claim holds with R = (R;, Ra).




— TENCH, TAENCH, THASH, TSIGNH: these four cases are similar. In each case, by the form of the typing
rule, we have ¢ = {M ~ N} U ¢’ for some ¢’. Therefore by definition of ¢¢(c), ¢, (c), there exists x such
that ¢¢(c)(z) = M and ¢, (¢)(IN) = N. The claim holds with R = z.

— TENCL, TAENCL: these two cases are similar, we write the proof for the TENCL case. The form of this
rule application is:

I
I'FM~N:(LL), —c
I'FM~N:LL—c

for some T such that T = LL or T' <: key™"(7") for some 7”. In both cases 7' <: LL. By Lemma 17,
there exist M’, N, M", N, ¢/, ¢’ such that M = enc(M’',M"), N = enc(N',N"),c = J U,
I'tM ~N :LL—-dand ' - M" ~ N" : T — (", both with a proof shorter that II. Thus by
applying the induction hypothesis to these judgements, there exist R, R’ such that M’ = R(¢¢(c') U ¢f,),
N' = R(6,(¢') U 6L,), M = R'(90(c") U 6h,), and N" = R'(6,(c") UG,
Therefore, the claim holds with the recipe enc(R, R').
— TENC, TAENC: these two cases are similar, we write the proof for the TENC case. The form of this rule
application is:
I g
I'FM~N:T—=c I'-M ~N T = ¢
I'tenc(M,M') ~ enc(N,N') : (T)p, = cU

for some 7', T such that (T"),, <: LL. By Lemma 3, 7" <: LL and 7" <: LL. We conclude the proof of this
case similarly to the TENCL case.
— TSIGNL: the form of this rule application is:

n i
I'-M ~N:LL—=c¢ I'-M"~N":LL—¢
I'tsign(M',M") ~ sign(N’',M") : LL — cU ¢

with M = sign(M', M"), N = sign(N’, N"). Thus by applying the induction hypothesis to the two
hypotheses of the rule, i.e. '+ M’ ~ N’ :LL — cand I' = M" ~ N” : LL — ¢ there exist R, R’ such
that M’ = R(¢(¢) U@h). N' = R(¢,(c) Udh), M" = R(¢e(</) Uk ), and N” = R'(6,(c') U 6.
Therefore, the claim holds with the recipe sign(R, R').

Lemma 27 (Low frames with consistent constraints are statically equivalent). For all ground ¢, ¢', for all
c I, if

-I'F¢o~g :LL—c
— and c is consistent in Iy i,

then ¢ and ¢’ are statically equivalent.

Proof. We can first notice that since ¢ and ¢’ are ground, so is ¢ (this is easy to see by examining the typing
rules for terms). Let R, R’ be two attacker recipes, such that vars(R) U vars(R’) C dom(¢)(= dom(¢’)).

For all z € dom(¢)(= dom(¢')), by assumption, there exists ¢, C csuch that I" - ¢(x) ~ ¢'(z) : LL — ¢,.
By Lemma 26, there exists a recipe R, such that ¢(x) = R, (¢¢(c.) U ¢f;) and ¢/ (x) = Ry(¢py () U ply).

Since ¢, C ¢, we also have ¢(x) = R, (¢¢(c) U ¢fy) and ¢/ () = Ry (o, (c) U ¢fy).

Let Rand & be the recipes obtained by replacing every occurence of z with R, in respectively R and R/,
for all variable z € dom(¢)(= dom(¢’)).



We then have Rp = R(¢¢(c) U ¢l;) and R'¢p = El(d)g(c) U ¢f,); and similarly R¢’ = R(¢,(c) U ¢{;) and

—
R'¢ = R (¢p(c) U fy).

Since ¢ is ground, and consistent in I'ys i, by definition of consistency, the frames ¢ (c) U ol and ¢, (c)Uepi]
are statically equivalent. Hence, by definition of static equivalence,

R(¢e(c)Uoh) =R (e(c) Udl) = R(o.(c)Udh) =R (¢n(c)Ugh)

ie.

Rp=R¢ <= R¢ =R¢
Therefore, ¢ and .¢" are statically equivalent.
We now prove the following invariant, which corresponds to Lemma 2.

Lemma 28 (Invariant). For all I', ¢p, ¢'p, ¢q, 0113, 0123, ab,cd,, Co, for all multisets of processes P, P’, Q,
where the processes in P, P’, Q are noted { P;}, { P!}, {Q.}; for all constraint sets {C;}, if:

Pl=1Ql
dom(6) = dom(¢)
Vi, there is a derivation II; of I' - P; ~ Q; — C;,
- FF(ﬁpNgf)Q:LL%C(ﬁ
— for alli # j, the sets of bound variables in P; and P; (resp. Q; and Q;) are disjoint, and similarly for the
names
- 0113, Ué? are ground, and there exist ground op O 0113, og 2 0(19 such that
e (dom(op)\dom(ch)) N (vars(P) U vars(¢pp)) = 0,
e (dom(ag)\dom(og)) N (vars(Q) U vars(¢q)) = 0, and
o IvxFop~og:Tx —co
o forallx € dom(op), op(z) |= op(x), and similarly for oq,
- ¢y C [[C‘i’]]ﬂ}mﬂé’
- [[(UXZ-CZ-)UV%]}U}moé is consistent,

- (7’,¢>P,0113) = (Pl’ /1370123)’

then there exist a word w, a multiset Q' = {Q}}, constraint sets {C!}, a frame gbb, a substitution ab, an
environment I, constraints c;, and ¢, such that:

-w=, «
- [P =12
— for alli # j, the sets of bound variables in P and Pj (resp. Q; and Q};) are disjoint, and similarly for the
bound names;
- fvars(P’) U fvars(¢’p) C dom(op) and fvars(Q') U fvars(¢y,) € dom(ag,)
- I ¢~ g LL = ¢y
- (Q,0q,08) =+ (2, ¢, 03),
Vi, I'F P~ QL O
- 03, J% are ground and there exist o'’y O 0%, and O'/Q D 0'(22, such that
e (dom(op)\dom(c%)) N (vars(P’) Uvars(¢)p)) = 0,
e (dom(ogy)\dom(c3)) N (vars(Q') U vars(¢p,)) = 0, and
° F’NyKFCT;gNO'bZF//\/g)C;,
e forall x € dom(op), op(x) | = o'p(x), and similarly for o,
- dom(¢p) = dom(qS’Q),



- [[(Uxin)chfb , is consistent.

Proof. Note that the assumption that op (resp. o) extends o}, (resp. ab) only with variables not appearing
in P or ¢p (resp. Q or ¢g) implies that [[(UXiCi)chd)]]a}p ol = [(Ux;Ci)Uvee], oo Similarly, we have

! / —_ / / _ / — /
[oaciones] ., = loncioe] el = el ]es] , =[],

First, we show that it is sufficient to prove this lemma in the case where I" does not contain any union types.
Indeed, assume we know the property holds in that case. Let us show that the lemma then also holds in the
other case, i.e. if I" contains union types. By hypothesis, op, og are ground, and I'y c = op ~ 0g : I'x — ¢,.
Hence we know by Lemma 6 that there exists a branch I"” € branches(I") (thus I"” does not contain union
types), such that (1) \ x Fop ~aq : (I") 4 = co.

Moreover, by Lemma 9, Vi, I -+ P, ~ Q; — C} C C;; and by Lemma 7, I F ¢p ~ ¢ : LL — c4. In
addition by Lemma 13, [(Ux Z-C’{’)Uv%]]o})ﬁQ is a subset of [(Ux z‘Ci)UV%]]ap,aQ and is therefore consistent.
Thus, if the lemma holds when the environment does not contain union types, it can be applied to the same
processes, frames, substitutions and to I/, which directly concludes the proof.

Therefore, we may assume that I" does not contain any union types.

Note that, since by assumption ¢, C [[c¢]]gp oo We have

[(Us;Ci)Uvey] = [(Ux; G )Uve]

Hence, by Lemma 13, (U, [Oi]]opﬁQ Uvc, ) is consistent. Thus the assumption on the disjointness of the sets of
bound variables (and names) in the processes implies, using Lemma 10, that each of the [[C’i]}op oo IVCo is also

consistent. Moreover, this disjointness property for P’ and Q' follows from the other points, as it is easily proved
by examining the reduction rules that it is preserved by reduction.

UyCy-

opP,0Q opP,0Q

By hypothesis, (P, ¢p, o) reduces to (P, ¢’p, 0%) We know from the form of the reduction rules that

exactly one process P; € P is reduced, while the others are unchanged. By the assumptions, there is a
corresponding process (); € Q and a derivation II; of I' - P; ~ Q; — C;.

We continue the proof by a case disjunction on the last rule of I7;. Let us first consider the cases of the rules
PZERO, PPAR, PNEW, and POR.

— PZERO: then P; = @; = 0. Hence, the reduction rule applied to P is Zero, and P’ = P\{P;}, ¢'> = ¢p,
and 0% = op. The same reduction can be performed in Q:
(Qv d)Qa UlQ) L> (Q\{Ql}v ¢Q7 UlQ)

Since the other processes, the frames, environments and substitutions do not change in this reduction, all the
claims clearly hold in this case (with o = op, Jb =0g, c’d) = C¢, C,, = Co). In particular, the consistency
of the constraints follows from the consistency hypothesis. Indeed,

(U ;i Ci)Ux CilUveg = (Ux 2, C)Ux{(0, I') }Uycy
= (Uxj2:C5) vy,
since I' is already contained in the environments appearing in each C; (by Lemma 14). Thus

[[(UXjCj’«)ch;,]] L= [[(uxjcj)uv%]]

Tpi0g op,0Q



- PPAR: then P, = P} | P2, Q; = Q} | Q?. Hence, the reduction rule applied to P is Par:

(Pv ¢P7 J}:’) ; (P\{Pz} U {Pilv Pf}a ¢Pa 0113)

We choose IV = TI.
In addition

g g
H_FI—P}NQ§—>C} 't P} ~Q; —C7
f I'P~Qi— Ci=Clu,C? '

The same reduction rule can be applied to Q:
(Q,00,04) — (Q\{Qi} U{Q;, QF}, 6q,04)

In this case again, the claims on the substitutions and frames, as well as the claim that ¢/, C [[cfj)]] s hold
000

since they do not change in the reduction. Moreover the processes in P’ and Q' are still pairwise typably

equivalent. Indeed, all the processes from P and Q are unchanged, except for P; and (); which are reduced

to P!, P2, Q}, @2, and those are typably equivalent using I7' and 7.

79
Finally the constraint set is still consistent, since:

[[(uxjcg)uvc;]] = [[(UX#Z-C]»)UXC}UXCva%]]

/

!
0pi0g op,0Q

= [[(UXjCJ)UVC¢]]

opP,0Q

— PNEW: then P; = new n : 75%.P/ and Q; = new n : 75%.Q’. P; is reduced to P! by rule New:

(P.¢p.op) — (P\{P:} U{P/},¢p,0p).
In addition
I’
B In:th* - Pl ~ Q) — C;
 I'FP~Qi—C

1II;

We choose I'" = I',n : 74
The same reduction rule can be applied to Q:

(Qv ¢Q7 UlQ) - (Q\{Ql} U {Q;}a QSQa 0(12)

The claim clearly holds. Indeed the processes are still pairwise typable:
e using 7] in the case of P/ and Q};
e using II;, for j # 4, as well as Lemma 12, for the other processes, since n does not appear in these
processes by assumption.
In addition, all the frames, substitutions, and constraints are unchanged; and o, ¢’ are well-typed in I" if and
only if they are well-typed in I
— PNEWKEY: This case is analogous to the PNEW case.
— POr: this case is not possible, since we have already eliminated the case where " contains union types.



In all the other cases for the last rule in I1;, we know that the head symbol of P; is not |, O or new.
Hence, the form of the reduction rules implies that P; € P is reduced to exactly one process P/ € P’, while

the other processes in P do not change (i.e. P; = Pj for j # 7). If we show in each case that the same reduction
rule that is applied to P; can be applied to reduce Q to a multiset Q' by reducing process Q; into Q}, we will
also have Q; = @, for j # . Therefore the claim on the cardinality of the processes multisets will hold.

Since P;, Q; can be typed and the head symbol of P; is not new, it is clear by examining the typing rules that

the head symbol of (); is not new either. Hence, we will choose a I’ containing the same nonces and keys as I

The proofs for theses cases follow the same structure:

The typing rule gives us information on the form of P; and Q.

The form of P; gives us information on which reduction rule was applied to P.

The form of @); is the same as P;. Hence (additional conditions may need to be checked depending on the
rule) @; can be reduced to some process )} by applying the same reduction rule that was applied to P; (or at
least, a reduction rule with the same action).

thus Q can be reduced too, with the same actions as P. We then check the additional conditions on the typing
of the processes, frames and substitutions, and the consistency condition.

First, let us consider the POUT case.

POUT: then P; = out(M).P/ and reduces to P/ via the Out rule, and Q; = out(N).Q; for some N and
Q.. Since the Out rule can be applied to P;, Mob [# L, ie. Mo} |= Mobh. In addition

I g
H_FFP{NQ?%C{ I'-M~N:LL—c
e FI—PiNQi—>Ci=C£UvC ’

We have 0% = op, ¢ = ¢p U {M/ax,}, and o = new ax,.out(azx,).

Since I'=M ~ N :LL = cand [\ x - 0op ~0qg : I'x = ¢, by Lemma 24, we have I’y x = Mop ~
Nog : LL — ¢ for some ¢. That is to say Iy x = Mop ~ Noy, : LL — ¢’. Since we also know that
Mop |# L, by Lemma 22, we also have Noj, |# L.

Hence, the same reduction rule Out can be applied to reduce the process @Q; into (), and the claim on the

reduction of Q holds. We choose I'" = I". We have 03, = 0, and ¢, = ¢q U {N/ax,}. We also choose

o =op, aé;) =0gq, c; = ¢y Ucand ¢, = ¢,. The substitutions ok, Uclg are not extended by the reduction,

and the typing environment does not change, which trivially proves the claim regarding the substitutions.
. . . . p ) ,
In addition, since by assumption ¢, C [[cd]g;n%, and since ¢y C cjy, we have ¢, C [[c¢]] 02,7032'
Moreover, since only M and N are added to the frames in the reduction, IT’ suffices to prove the claim that
'k ¢p ~ ¢b :LL — c;. Since all processes other that P; and @); are unchanged by the reduction (and since
the typing environment is also unchanged), IT suffices to proves the claim that Vj. I = P} ~ Q' — Cj
(with C% = C for j # 9).
Thus, in this case, it only remains to be proved that [[(UX jC})ch:ﬁﬂ is consistent. This constraint set
U},,Jé?

is equal to

[[(ij;éicj)UX CiUy(cy U C)]]

op,0Q

ie. to
H(Ux#icj)ux (CZ{UVC)UV%H

op,0Q



(SRRt

which is consistent by hypothesis. Hence the claim holds in this case.

op,0Q

In the remaining cases, from the form of the typing rules for processes, the head symbol of neither P; nor Q);
is out. Thus, the reduction applied to P; (from the assumption), as well as the one applied to Q; (which, as we
will show, has the same action as the rule for F;), cannot be Out. Therefore no new term is output on either side,
and ¢'» = ¢p and ¢, = ¢¢. Hence the claim on the domains of the frames holds by assumption. Moreover, as
we will see, in all cases I is either I", or I', x : T where z is a variable bound in (the head of) P; and );, and T’
is not a union type.

We choose ¢, = ¢, The claim that I b ¢p ~ ¢ : LL — ¢}, is then actually that I = ¢p ~ ¢ : LL — cg,
which is true by Lemma 12, since by hypothesis I' - ¢p ~ ¢g : LL = c4.

Besides, in the cases where we choose " = I then it is true (by hypothesis) that for j # 4, I I PJf ~
Q; — C}. In the cases where we choose I " = I'yx : T, where z is bound in P; and ();, then, since the
processes are assumed to use different variable names, x does not appear in P; or ); (for j # 7). Hence, if
j # i, using the assumption that I" = P; ~ Q; — Cj, by Lemma 12, we have I" = P} ~ Q; — C}, where
Ci={(e, I U{z : T})[(c, It) € Cy}.

Hence, for each remaining possible last rule of I7;, we only have to show that:

a) The same reduction rule can be applied to ; as to P;, with the same action. (Except in the case of the rule
PIFLR, as we will see, where rule If-Then may be applied on one side while rule If-Else is applied on the
other side, but this has no influence on the argument, as these two rules both represent a silent action, and
have a very similar form.)

b) there exist o5 and ab ground, and containing o% and aé respectively, that satisfy the conditions on the
domains, contain only messages that do not reduce to L, and such that Iy x & o ~ 0 : ["x — ¢,
for some set of constraints ¢/. Since at most one variable z is added to the substitutions in the reduction,
we will show in each case that we can choose these substitutions such that either o> = op and oy = 0¢;
orop =opU{M/z} and oy, = 0 U {N/x} for some messages M, N. In all cases, it is clear from the
reduction rules that M |~ | and N |# 1. We will then only need to check the well-typedness condition
on variable z, i.e. I i - 0'p(z) ~ oy (x) : I"(z) — ¢, for some c,. We can then choose ¢, = ¢, U ¢;.

As we will see in the proof, we will always have ¢, C [[c¢]]gp o Ucg.
In addition, Cib = ¢y, and by assumption, = cannot appear in ¢4, thus |[Cib]] = [[cd)ﬂop)m. Therefore,
P9qQ
since by assumption ¢, C [[c¢]]ap o’ the claim that ¢, C [[cg]] will always hold.
? 0'3;.,0'/@

c) the new processes obtained by reducing P; and Q; are typably equivalent in I/, with a constraint C, such
that

[[(ijiicj)uxcguv%]]

G'P,G'Q

is consistent.
The actual claim, from the statement of the lemma, is that

[[(ijﬁc;)uxcguv%]]

’ ’
0pi0g

is consistent, but we can show that the previous condition is sufficient.



In the case where I" = I, we have 0}, = op, ab = 0Q, C’J’- = C; for j # ¢, and ¢, = ¢,. Thus the
proposed condition is clearly sufficient (it is even necessary in this case).

In the case where I = I', z : T' for some 7" which is not a union type, and the substitutions o', o, are op,
o extended with a term associated to z, the proof that the condition is sufficient is more involved. First, we
show that (U ; ,,C})Ux Cj = (Ux ;;C;)Ux C}. Indeed, if S denotes the set (Ux ;;C})Ux C;, we have

U ],UF |Vj. (¢}, Ij) € C; A Yj,j'. I'; and I'}, are compatible) }

CUUCJ,FUUFJS T)|(c,, ) € Cl A (Vf #i. (c;,T;) € Cj) A
J#i J#i

(Vj #1i,5' #i. (I,x:T)and (I'j,x : T) are compatible) A

(Vj #4. I} and (I'j, 2 : T') are compatible))}

since we already know that for j # i, C} = {(c, . U {z : T})|(c,I) € C;}. Assuming we show that
I'z:TF P ~Q;— Cj,by Lemma 14, we will also have that all the I/ appearing in the elements of C
contain x : T" (since 7" is not a union type). Hence:

:{(CQUUCJ‘,F{ UF C F/ EC/ (Vj?éi.(Cj,Fj>€Cj)/\

J#i J#i
(Vj #14,5" #i. I; and I'js are compatible) A (Vj # i. I} and I'; are compatible)) }
= (Ux;£Ci)UxC;

It is thus sufficient to ensure the consistency of [SUycg] . ol Since 0 = op U {op(x)/x} (and similarly
by

for (), it then suffices to show the consistency of [[HSUV%]]JP aq]] )0t ()"
o (x :v,a’Q x)/T
The substitutions o’ (x) and UQ( x) are ground, and Iy x = op(z) ~ og(z) : T — ¢, (which we

will show for each case as point b)). Hence by Lemma 13, if [[Suvc(z,]]g oo Uyc, 1is consistent, then

[SUves] is consistent. Moreover, as explained in point b), we will show in each
Poroal oy @) /oy @)/
case that ¢; C [ey], Thus [SUvcs], . oo UvCs = [SUvee], .. o

Therefore, by the prev10us implication, it is sufficient to prove that [.S UV%L oo is consistent, to ensure

that [[[[S UV%HGP.UQ]] @)/ @) is consistent. This is the condition stated at the beginning of this point,
’ o' (x z,ob z)/x
since S = (Ux ;;,C;)Ux Cj.

We can now prove the remaining cases for the last rule of I7;, that is to say the cases of the rules PIN,
PLET, PLETDEC, PLETADECSAME, PLETADECDIFF, PLETLRK, PIFL, PIFLR, PIFS, PIFLR*, PIFP, PIFI,
PIFLR’*, and PIFALL.

— PIN: then P, = in(z).P/ and reduces to P/ via the In rule, and Q; = in(z).Q) for some Q}. In addition

n
7 — Iz:LLF P ~ Q) — C|
' TFP~Q = Ci=C




We have a = in(R) for some attacker recipe R such that vars(R) C dom(¢p), and Rppoh |=
Roépop [# L. We also have 02 = o5 U{Rppob | /x}, ¢ = ¢p.
The same reduction rule In can be applied to reduce the process Q; into Q’. Indeed,
o vars(R) C dom(¢q) since dom(¢g) = dom(¢p) by hypothesis;
° R¢QO’C1? 1= Rpgog |# L. This follows from Lemma 23, using the fact that by Lemma 24, I'ys x -
¢pop ~ ¢gogq : LL — ¢, for some ¢ C [cy] Ucy.
Therefore point a) holds.
We choose I'" = I,z : LL. We have 03, = 0, U {Roqay, | /x}. We choose o = op U{R¢ppop | /z}
and oy, = 0 U{Roqag, | /x}.
Lemmas 24 and 23, previously evoked, guarantee that

op,0Q

I'n x b Rppop L~ Rpgog J: LL — ¢

for some ¢’ C o], , 0o | Co- This proves point b).
Moreover, I and the fact that

[[(ng-#cj)UxO{Uv%]] = [[(UXjCj)Uv%H

op,0Q op,0Q

which is consistent by hypothesis, prove point ¢) and conclude this case.
PLET: then P; = let x =t in P/ else P/ and Q; = let x = ¢’ in @)} else @)} for some P/, P/, Q’,
QY. t,t'. P; reduces to either P/ via the Let-In rule, or P’ via the Let-Else rule. In addition
H H/ H//
x ¢ dom(I) I'gt~t T Iz:THP ~Q,— C] 't P'~Q! —C!

II; =

We have o = 7.

Let o = UP|Vars(t)Uvars(t’)’ o = UQ|Vars(t)Uvars(t’)’ and I'" = FN,’C U (F|Vars(t)UVars(t’))' Since by
assumption [y x b op ~ 0og : I'x — ¢o, wehave Iy 0 ~ o' : Iy — ¢ for some ¢’ C c,.
Hence, by Lemma 21, using 17, we have:

tol# L= to |# L

top |# L «— t’aég J# L

Therefore, if rule Let-In is applied to P; then it can also be applied to reduce @); into @}, and if the rule
applied to P; is Let-Else then it can also be applied to reduce Q; into Q. This proves point a). We prove
here the Let-In case. The Let-Else case is similar (although slightly easier, since no new variable is added to
the substitutions).

In this case we have 03 = op U {top | /x} and o) = o, U {t'of, | /a}.

In addition, by hypothesis, top = top = to and t'cq = t'ol, = t'o’.

By Lemma 21, we know in this case that there exists ¢ C ¢’ such that [y x F top |~ t'og L: T — ¢
Thus, by Lemma 4, there exists T € branches(T’) such that Iy x F top |~ t'og |: T — c.

We choose I" = I,z : 1", 0p = op U {top | /z} and oy = 0q U {t'oq | /x}. Since I" does not contain
union types, " € branches(I',z : T').

Since ¢ C ¢’ C ¢, and Iy i - top I~ t'og |: T' — ¢, point b) holds.

We now prove that point c) holds. Using II’, we have I,z : T + P/ ~ @} — C{. Hence, by Lemma 9, there
exists C/" C C/(C C;) suchthat I" + P/ ~ Q) — C}".



Since C!"" C C;, we have

[[(uxj¢icj)uxcg”uv0¢]] C [[(uxjcj)uv%]]
opP,0Q op,0Q

This last constraint set is consistent by hypothesis.

Hence, by Lemma 13, [[(Ux 2iCi)Ux cy ch¢]] is also consistent. This proves point ¢) and concludes

op,0Q

this case.
— PLETDEC: then there exist y, P!, P!, Q’, Q/ such that P, = let © = dec(y, k1) in P/ else P/, and

7

Q; = let x = dec(y, k2) in Q} else QY, and I'(y) = LL. P, reduces to either P/ via the Let-In rule, or
P/’ via the Let-Else rule. In addition

I Jrid
I'(y) =LL I'(k1, ko) = key™(T) Iz :THP ~Q,— Cl r'-P'~Q! —C!
ks
VT Nks # ko. I'(kq, ks) = key™(T") = .
( 3752 (1 3) €y ( ) F,xlTll_Pi/Nle—)Ckg)
s
1

(VT' Vks # ko. T'(k3, ko) = key™(T') =

F,x:T’I—PiNNQ;%C,’%)

I'let x = dec(y, k1) in P/ else P/ ~ let x = dec(y, k2) in Q) else Q) —
ciuciuJow) vl Jo's)
k3 k3

We have a = 7. In addition, by hypothesis, 0p(y) = op(y) and o (y) = o (y).
We consider two cases.

e If dec(yop, k1) J# L then the reduction applied to P; is Let-In, and P; is reduced to P;. This also

implies that there exists M such that yop = enc(M, k1). Since I'(y) = LL, we know by assumption
that I'y x = yop ~ yog : LL — c for some constraint ¢ C ¢,. Hence, by Lemma 17, there exist IV, k,
T', ¢ C ¢, such that yog = enc(N, k), I'(ky, k) = key™ (T), and Iy o = M ~ N : T' — ¢'. Thus,
by Lemma 4, there exists 7" € branches(T”) such that I/ jc = M ~ N : T" — (.

Two cases are possible.

« If k = ko, then dec(yoq, k2) J= N, and rule Let-In can be applied to reduce Q; into @, which

proves point a). In this case we have 0% = op U {M/x} and 03, = o, U {N/z}.

We choose [ = I,z : T', 0p = op U{M/x} and o¢y = 0 U {N/x} Since I" does not contain
union types, I € branches(I',z : T').

Since ¢ C ¢, and Iy c = M ~ N : T" — ¢/, point b) holds.

We now prove that point ¢) holds. Using II;, we have Iz : T + P/ ~ Q; — C.. Hence, by
Lemma 9, there exists C;" C C/(C C;) such that I" = P/ ~ Q) — C}".

Since C}"" C C};, we have

[[(UX#Z-CJ‘)UXCZ{"UV%H c [[(UXjCj)UV%H

op,0Q opP,0Q

This last constraint set is consistent by hypothesis.
Hence, by Lemma 13, [[(Ux 201U G’ ch¢]] is also consistent. This proves point c) and

opP,0Q
concludes this case.



« If k # ko, then dec(yoq, k2) L= L, and rule Let-Else can be applied to reduce @); into ()}, which
proves point a). In this case we have 03 = op U {M/x} and 05 = 0.
We choose [V = I,z : 1", 0p = op U{M/z} and o = 0 U {N/z} (by well-formedness of the
processes, « does not appear in Q7). Since I” does not contain union types, " € branches(I',z : T').
Since ¢’ C ¢, and Ihyrc = M ~ N : T" — ¢/, point b) holds.
We now prove that point ¢) holds. Using Hil’k, we have Iz : T+ P! ~ QY — Cj. Hence, by
Lemma 9, there exists C}" C C(C C;) such that I = P/ ~ Q7 — C!".
Since C}"" C C}, we have

[[(UXJ‘#CJ)UXCZ(”UV%H < [[(UXJ‘CJ')UV%H

op,0Q opP,0Q

This last constraint set is consistent by hypothesis.
Hence, by Lemma 13, [[(UX#,CJ‘)UX C{”Uv%ﬂ is also consistent. This proves point ¢) and

op ,O'Q
concludes this case.

e Ifdec(yop, k1) |= L then the reduction applied to P; is Let-Else, and P; is reduced to P;’. Again we
distinguish two cases.

% If dec(yog, k2) 17 L then rule Let-In can be applied to reduce @); into ). This also implies
that there exists IV such that yog = enc(N, k2). Since I'(y) = LL, we know by assumption that
I'n x = yop ~ yog : LL — ¢ for some constraint ¢ C c,. Hence, by Lemma 17, there exist M, k,
T', ¢ C ¢, such that yop = enc(M, k), I'(k, ko) = key™ (T),and Iy xc = M ~ N : T" — ¢
Thus, by Lemma 4, there exists 7" € branches(7”) such that Iy x F M ~ N : T" — (.

In this case we have 0% = op and 03 = of U {N/x}. We choose I = Iz : T', 0p =
opU{M/z} and oy = 0g U {N/z} (by well-formedness of the processes,  does not appear in
P/"). Since I" does not contain union types, I € branches(I,x : T').

Since ¢’ C ¢, and Iy c = M ~ N : T" — ¢/, point b) holds.

We now prove that point c) holds. Using II>*, we have I,z : T + P}’ ~ Q) — C}. Hence, by
Lemma 9, there exists C;" C C}.(C C;) such that I - P/’ ~ Q; — CJ".

Since C}"" C C;, we have

ﬂ(uxjﬂcj)uxcg”uv%ﬂ C ﬂ(uxjcj)uvc¢ﬂ

op,0Q op,0Q
This last constraint set is consistent by hypothesis.
Hence, by Lemma 13, [[(ij#Cj)Ux C’Z(”chq;]] is also consistent. This proves point ¢) and

op,0Q
concludes this case.

* If dec(yog, k2) = L then rule Let-Else can be applied to reduce @); into Q7. In this case we have

0% = opand 05 = af,. We choose I = I, 0, = op and o¢, = 0. Since the substitutions and

environments do not change, point b) clearly holds.
We now prove that point ¢) holds. Using I/, we have I' = P/’ ~ Q! — C/'.
Since C!’ C C;, we have

[{(uxmcj)uxc{’uv%ﬂ C ﬂ(uxjcj)uvcd)ﬂ

op,0Q oP,0Q

This last constraint set is consistent by hypothesis.
Hence, by Lemma 13, [[(ij#Oj)Ux OZ(/UV%]] is also consistent. This proves point ¢) and

opP,0Q
concludes this case.



— PLETADECSAME and PLETADECDIFF: these two cases are similar to the PLETDEC case.

— PLETLRK: then P; = let « = d(y) in P/ else P/ and Q; = let = = d(y) in @)} else @ for some
PP Q. Q.
P; reduces to either P/ via the Let-In rule, or P’ via the Let-Else rule.
In addition

H//
wddom(I)  I(y)=[rh: 7]V I(y) < key'(T) I'FP'~Q/—CY

1, =

We have a = 7. By assumption we also have op(y) = op(y) and 0q(y) = o5 (y).
By hypothesis, op, o are ground and I'y i - op ~ 0g : I'x — c¢,. Hence, by definition of the well-

typedness of substitutions, there exists ¢, C ¢, such that I x F op(y) ~ ag(y) : [t5%; 5] — ¢y, or
I'vx Foply) ~ogly): keyl/(T) — ¢, In the first case by Lemma 16, op(y) = m and o (y) = n. Since
m, n are nonces, d(m) |= d(n) |= L, and we thus have d(op(y)) = d(og(y)) |= L. Similarly, in the
second case, by Lemma 20, op(y) and o (y) are both keys in /C, and thus d(op(y)) = d(og(y)) 1= L.
Therefore the reduction rule applied to P; can only be Let-Else, and P, is reduced to P;’. Since we also have
d(og(y)) 4= L, this rule can also be applied to reduce @); into @)} . This proves point a).

We therefore have 03 = o and 03, = 05. We choose I = T".

Since the substitutions and typing environments are unchanged by the reduction, point b) clearly holds.
Moreover, 11", and the fact that

[[(UXJ‘#OJ‘)UXC;/UV%]] = [[(UXjCj)Uv%H

opP,0Q opP,0Q

which is consistent by hypothesis, prove point ¢) and conclude this case.

— PIFL: then P, = if M = M’ then P, else P* and Q; = if N = N’ then @, else Q;" for some
J, Qi . P, reduces to P/ which is either P,’ via the If-Then rule, or P;" via the If-Else rule. In addition

g i+
rep' ~Q =cf 't P ~Qf = Cf
11 i

I'-M~N:LL—c¢ I'M ~N :LL—¢
B I'FP~Qi— Ci=(C] uCHuy(cud)

i

We have o = 7. In addition, by hypothesis, top = top fort € {M, M'} and t'o = t'a(, fort’ € {N, N'}.
Since I' = M ~ N : LL — ¢, by Lemma 24, there exists ¢’/ C [[c]]UPJQ U ¢ such that Iy x = Mop ~
Nog : LL — ¢”. Similarly, there exists ¢’/ C [[c’]}JPJQ Uc, such that Iy = M'op ~ N'og : LL — ¢
Hence, by Lemma 22, either Mop |= Nog = L;or Mop |= Mop # 1L and Nog |= Nog # L.
Similarly, either M'op |= N'og = L;or M'op |= M'op # L and N'og = N'og # L.

Let us first consider the case where Mop [# L, M'op |# 1, Nog |# Land N'og |# L.

Let¢p = {Mop/x,M'op/y}and ¢’ = {Nog/z,N'og/y}. Wethenhave I'yy g F ¢ ~ ¢’ : LL — "Uc”.
Let us prove that ¢ U ¢’’’ is consistent in some typing environment. By hypothesis, op, o are ground
and Iy x F op ~ og : I'vx — ¢,. Hence, by Lemma 6, there exists I € branches(I") such that
I'yxbop~og:I"x — c,. By Lemma 15, there exists (¢1, ") € C; such that I C I, Since
C; = (C;' UCH)Uy(cU '), ¢ is of the form ¢ U ¢ U ¢ for some cy.

As we noted previously, [C;] ;. ,Uvco is consistent. Therefore, by Lemma 13, {([c U ¢']
is consistent. Hence, by the same Lemma, ¢’ U ¢” is also consistent in I""”.

UCO—, I“I//)}

opP,0Q



Thus, by Lemma 27, ¢ and ¢’ are statically equivalent. Hence, in particular, Mop = M'op <= N ogQ =
N/O'Q.

Therefore, if rule If-Then is applied to P; then it can also be applied to reduce @; into Q;r, and if the rule
applied to P; is If-Else then it can also be applied to reduce Q; into Q;-. This proves point a). We prove here
the If-Then case. The If-Else case is similar.

We choose I = I'. We have 03, = op and 03, = 0.
Since the substitutions and environments do not change in this reduction, point b) trivially holds.
Moreover, by hypothesis,

[[(uxjy,éicj)uX (T uCcHuy(cud u c¢)]]

ap,0Q

is consistent. Thus by Lemma 13,

[ 1)U (CT U CHyUves

op,0Q

is also consistent. Since, using C! = C;' and C; = (C; U CH)Uy(cU ),

[[(UXj;«éiCj)UxCZ(UV%]] < [[(ij;éicj)UX(CiT UC})UV%H )
opP,0Q ap,0Q

we have by Lemma 13 that [[(UX j #Cj)ux (o4 ch¢]] is consistent. IT T and this fact prove point c)
op,0Q
and conclude this case.

The case where Mop = Nog = Lor M'op |= N'og |= L remains. In that case, the rule applied to
P; is necessarily I f — Else, and this rule can also be applied to ();. We conclude the proof similarly to the
previous case.

PIFLR: then P; = if M; = M, then P, else P and Q; = if N; = N, then Q. else Qi for
some Q,, Q. P; reduces to P/ which is either P, via the If-Then rule, or P;- via the If-Else rule. In

addition

11 -
TEMy~ Ny [t '] =0 LMy~ Ny: el ) — ¢
Hl/
g b= IR V=@t i) DER QY o0

We have o = 7 in any case. In addition, by assumption, top = tok fort € {My, Mo} and t'og =t/ aé) for
t' e {Nl, NQ}

By hypothesis, op, 0g are ground and I'ys x - op ~ 0g : I'x — ¢,. Hence, by Lemma 24, using II, there
exists ¢’ such that I = Myop ~ Niog : [rh!; 711 — ¢”. Therefore by Lemma 16, M;op = m and
Niog = n. Similarly we can show that Myop = m' and Noog = n'.

There are four cases for b and b, which are all similar. We write the proof for the case where b = T and
V= 1,ie7hl = qu;l,’l and 711 £ Tf;,//’l.

Thus the reduction rule applied to P; is If-Then and P/ = P,". On the other hand, rule If-Else can be applied
to reduce @Q; into Q: = Q:-. This proves point a) (these rules both correspond to silent actions).

We choose I = I'. We have 0p = op and oy = 0.



Since the substitutions and environments do not change in this reduction, point b) trivially holds.
Moreover, I1" and the fact that

[[(uxjﬁcj)uxcguv%]] = [[(uxjcj)uv%]]

opP,0Q opP,0Q

prove point ¢) and conclude this case.

PIFS: then P, = if M = M’ then P, else P;- and Q; = if N = N’ then Q; else Q; for some
5, Q. P; reduces to P/ which is either P,’ via the If-Then rule, or P;- via the If-Else rule. In addition

m+ b} g
H_FI—P}~Q%—>C§ I'M~N:LL—c I'M ~N':HH — ¢

We have a = 7 in any case. In addition, by hypothesis, top = top, fort € {M, M’} and t'o¢ = t'oy, for
t'e {N,N'}.

By hypothesis, op, o are ground and I'nr x = op ~ 0@ : 'y — ¢,. Hence, by Lemma 24, using I1, there
exists ¢’ such that Iy = Mop ~ Nog : LL — ¢”. Similarly we can show that I'xr x = M'op ~ N'og :
HH — " for some ¢’”’.

Hence, by Lemma 22, either Mop |= Nog |= L;or Mop = Mop # L and Nog |= Nog # L.
Similarly, either M'op |= N'og = L;or M'op |=M'op # L and N'og |= N'og # L.

Let us first consider the case where Mop [# L, M'op |# 1, Nog |# Land N'og |# L.

Therefore by Lemma 25, Mop # M'ocp and Nog # N'og. Hence the reduction for P; is necessarily
If-Else, which is also applicable to reduce @; to Q7. This proves point a).

We choose I = I'. We have 03, = op and 03, = 0.

Since the substitutions and typing environments do not change in this reduction, point b) trivially holds.
Moreover, I1" and the fact that

[[(uxjﬂcj)uxcguv%]] = [[(uxjcj)uvc¢]]

op,0Q op,0Q

prove point ¢) and conclude this case.

The case where Mop |= Nog |= Lor M'ocp |= N'og |= L remains. In that case, the rule applied to

P; is necessarily I f — Else, and this rule can also be applied to ();. We conclude the proof similarly to the

previous case.

PIEL: then P, = if M = M’ then P,’ else P} and Q; = if N = N’ then Q] else Q; for some
J, Q3. This case is similar to the PIFS case: the incompatibility of the types of M, N and M’, N’ ensures

that the processes can only follow the else branch.

P; reduces to P! which is either P," via the If-Then rule, or P;- via the If-Else rule. In addition

i+ I m
g LDEP ~QE5Cl  TEM~N:T+T e I'eM ~N:[rhe; 7le] — ¢
' I'FP~Q;— C;=C!

We have o = 7 in any case. In addition, by hypothesis, top = to}, fort € {M, M’} and t'c = t’o(l;, for
t' e {N,N'}.

By hypothesis, op, 0g are ground and I'y x - op ~ 0g : I'x — c,. Hence, by Lemma 24, using II, there
exists ¢’ such that I'yr o = Mop ~ Nog : T+ T — .



Hence, by Lemma 22, either Mop |= Nog = L;or Mop |= Mop # Land Nog |= Nog # L. Let
us first consider the case where Mop |# L, and Nog |# L.

By Lemma 19, Mop and Nog both are pairs. Similarly we can show that I'ysx = M'op ~ N'og :
[rhe; 7Ee] — ¢ for some ¢. By Lemma 16, this implies that M'cp = m and N’o¢ = n. Thus neither
of these two terms are pairs.

Therefore Mop # M'op and Nog # N'og. The end of the proof for this case is then the same as for the
PIFS case.

The case where Mop = Nog = Lor M'op |= N'og |= L remains. In that case, the rule applied to

P; is necessarily I f — Else, and this rule can also be applied to ;. We conclude the proof similarly to the

previous case.

PIFP: then P, = if M =t then P,/ else P and Q; = if N =t then Q, else Q; for some Q,,
i+, some messages M, N, and some t € C'U K UN. P, reduces to P! which is either P,’ via the If-Then

rule, or Pf‘ via the If-Else rule. In addition

o’ Jigs
rep'~Q/ =¢/  I'vrP-~Qf —Cf
II r
H_FFMNN:LL%C I'Ft~t:LL—¢ tcCUKUN
f I'tP~Q;— Ci=C uCH

We have in any case o = 7. In addition, by assumption, t'op = t'cp for t' € {M, M'} and t'oq = t'o,
fort’ € {N,N'}.
By hypothesis, op, o are ground and I'nr x = op ~ 0@ : 'y — ¢,. Hence, by Lemma 24, using I7, there
exists ¢’ C [[c]}op’a Uce suchthat Iy x F Mop ~ Nog : LL — ¢”.
Hence, by Lemma %2, either Mop |= Nog |= L;or Mop = Mop # L and Nog |= Nog # L.
Similarly, eithert |= L ort =1t # L.
Let us first consider the case where Mop |# |, M'op |# L, and t |# L.
We then show that Mop = t if and only if Nog = ¢ (note that since ¢ is ground, ¢ = top = tog). If
Mop =t,then I\ x bt ~ Nog : LL — ¢”. In all possible cases for ¢, i.e. t € K, t € N,and t € C,
Lemma 20 implies that Nog = t. This proves the first direction of the equivalence, the other direction is
similar.
Therefore, if rule If-Then is applied to P; then it can also be applied to reduce Q; into @', and if the rule
applied to P; is If-Else then it can also be applied to reduce @Q; into Q;-. This proves point a). We prove here
the If-Then case. The If-Else case is similar.
We choose I = I'. We have 03, = op and 03, = 05,
Since the substitutions and typing environments do not change in this reduction, point b) trivially holds.
Moreover, by hypothesis,

[[(UXj;éz‘Cj)UX(CiT U Cil)Uv%ﬂ

op,0Q

is consistent. Since, using C! = C;” and C; = (C;” U C;-), we have

[[(UXj;eiCj)UxC{UV%]] < [[(UXj;eiCj)UX(CiTUOil)UV%H ;

op,0Q op,0Q

we have by Lemma 13 that [[(UX j 762‘C']-)LJXCZ(UV%]] is consistent. This fact proves point ¢) and
opP,0Q
concludes this case.



The case where Mop |= Nog |= L ort |= L remains. In that case, the rule applied to P; is necessarily
1 f — Else, and this rule can also be applied to Q;. We conclude the proof similarly to the previous case.

PIFLR*: then P; = if M| = M, then P, else P;* and Q; = if N; = N, then Q; else Qi for
some Q., Q. P; reduces to P/ which is either P," via the If-Then rule, or P;- via the If-Else rule. In

addition
b
I My~ Ny b 7h] = o
H/ HT Hl
I It My~ Ny : [rho0 715°] - ¢, r-p" ~qQ —»cf I'tP-~Qf - Cft
f I'cP~Q;—Ci=CluCH

We have o = 7 in any case. In addition, by assumption, top = tok fort € {My, Mo} and t'og =t/ aé) for
t' € {Ny, No}.

By hypothesis, op, o are ground and I'nr x = op ~ 0@ : 'y — ¢,. Hence, by Lemma 24, using I7, there
exists ¢’ such that I’y i - Myop ~ Niog : [rlee Tf,;poﬂ — ¢”. Therefore by Lemma 16, Myop = m
and Niog = n. Similarly we can show that Maop = m and Naog = n.

Hence M| = M/} and N{ = NJ.

Thus the reduction rule applied to P; is If-Then and P/ = P,". On the other hand, rule If-Then can also be
applied to reduce Q; into Q) = Q.. This proves point a).

Note that we still need to type the other branch, even though it is not used here, as when replicating the
process this test may fail if M7, N1 and Mas, Ny are nonces from different sessions.

We choose I = I'. We have 03 = op and 03, = 0.

Since the substitutions and environments do not change in this reduction, point b) trivially holds.
Moreover, IT” and the fact that, with C; = CZ-T ,

[[(Ux#icj)uxcz{uv%]] < [[(ijqéicj)UX(CiT UCiL)UVC¢]]

op,0Q opP,0Q

= [[(UXjCj)UvC¢]] S
prove point ¢) and conclude this case.

PIfLR*: then P, = if M; = M, then P,/ else P* and Q; = if N; = N, then Q; else Qi for
some Q., Qi. P; reduces to P/ which is either P," via the If-Then rule, or P;* via the If-Else rule. In

addition

I

I'EM~ Ny b ] —
H’ H//

l// l/// l// 7 l///
I 't My~ Ny : 1,7 70, "] = 2 rha st e Tt E T, I'FPr~Qif —C

We have o = 7 in any case. In addition, by assumption, top = tol fort € {My, Ma} and t'og =t/ aé) for
t' e {Nl, NQ}

By hypothesis, op, o are ground and I'nr x = op ~ 0@ : 'y — ¢,. Hence, by Lemma 24, using I7, there
exists ¢’ such that I'y i = Myop ~ Nyog : [rhe s Trl;’“]] — . Therefore by Lemma 16, Myop = m and
Niog = n. Similarly, using Lemma 16, we can show that Msop = m’ and Nyog = n’.



Moreover, since T,l,;“ #* qu;l,’“, we know that m # m’ (by well-formedness of the processes), and similarly
n#n'.

Hence, Miop # Myop and Niog # Naog.

Thus the reduction rule applied to P; is If-Else and P/ = P;-. On the other hand, rule If-Else can also be
applied to reduce Q; into Q} = Q;. This proves point a).

We choose I'" = I'. We have 0 = op and () = 0¢,.

Since the substitutions and environments do not change in this reduction, point b) trivially holds.
Moreover, 11" and the fact that

[[(uxj#c*j)uxcguvcd,ﬂ = [[(uxjcj)uch5ﬂ

opP,0Q opP,0Q

prove point ¢) and conclude this case.
PIFALL: then P; = if M = M’ then P,/ else P and Q; = if N = N’ then Q; else Q;" for some
5, Q. P, reduces to P/ which is either P,’ via the If-Then rule, or P;- via the If-Else rule. In addition
aTT
rep ~Qf -»¢’’
HT,J_ HJ_,T HJ_,J_
I'tPl ~Qf ¢t  IrP-~Qf -0°" IEPE~QF -0t
B F}—ifM:M’thenPiT elsePiLNifN:N'theanT elseQ%—)
c;=clTuctucHTucHt

i

In addition, by hypothesis, top = top, fort € {M, M’} and t'oq = t'of, for t' € {N, N'}.

Four cases are possible:

MO’p lﬁé J_, M’O’p lﬁé J_, NUQ lﬁé J_, N/O'Q \L# J_, MO'p = M/O'P and NO'Q = N’O’Q;

or Mop l# L, M'op l# L, Mop = M'op and (Nog # N'og or Nog = Lor N'og |= 1),

or Nog |# L, N'og l# L, Nog = N'og and (Mop # M'op or Mop |=Lor M'op |= 1),
or(Mop # M'ocp or Mop =1L or M'op = 1)and (Nog # N'og or Nog |= L or N'og |=
).

In any case, we have a = 7. These four cases are similar, we detail the proof for the second case, where
MCTP = M/Jp and NJQ 7£ N/CTQ.

Since Mop = M'op, M'cp |# 1, and Mop = M’op, the reduction applied to P; can only be If-Then,
and P; is reduced to P, . Since Nog # N'og, Nog L= L, or N'og |= L, rule If-Else can be applied to
reduce Q; into Q;-. This proves point a).

We choose I = I'. We have 03, = op and 03, = 0.
Since the substitutions and environments do not change in this reduction, point b) trivially holds.
Moreover, by hypothesis,

[[(UXN%CJ-)UX ¢ Tue/tuchTu Cf’L)uchs]]

op,0Q

. . . . T,L1
is consistent. Since, using C} = c, o,

ﬂ(uxjiicj)uxcguv%]] C H(uxj;h()j)uX cTuc/tuchTu Cj’l)uchﬁ]] ,

op,0Q op,0Q

we have by Lemma 13 that [[(ij#Cj)Ux CZ{Uqug]] is consistent. I7 "+ and this fact prove point ¢)
opP,0Q
and conclude this case.



Theorem 4 (Typing implies trace inclusion). For all processes P, Q, for all ¢p, ¢q, op, 0q, for all multisets
of processes P, Q for all constraints C, for all sequence s of actions, for all I' containing only keys, if

I'P~Q—C,

and if C is consistent, then
P Q

that is, if
({P}’Q)a@) i>* (P7¢Pa0-P)a

then there exists a sequence s’ of actions, a multiset Q, a frame ¢ ¢, a substitution o¢, such that

—S:TSI

- ({Q},0,0) <5, (Q,60,00),

— ¢pop and ¢qoq are statically equivalent.

Proof. We successively apply Lemma 28 to each of the reduction steps in the reduction
({P}v ®a Q) i>* (Pa op, UP)'

The lemma can indeed be applied successively. At each reduction step of P we obtain a sequence of reduction
steps for ) with the same actions, and the conclusions the lemma provides imply the conditions needed for its
next application.

It is clear, for the first application, that all the hypotheses of this lemma are satisfied.

In the end, we know that there exist I/, some constraint sets C;, some ¢y, ¢,, and a reduction

({Q}a ®7 0) S—>* (Qa ¢Q7 UQ)
with s =, s/, such that (among other conclusions)

- op, 0g are ground, and there exist ground o’ D op, O‘/Q D o0 such that
e (dom(olp)\dom(op)) N (vars(P) U vars(ép)) = 0,
e (dom(og,)\dom(aq)) N (vars(Q) U vars(¢g)) = 0, and
° I’N?K}—U}NU&Q:FX—)%,
e forallz € dom(o), 0)p(7) = 0p(z), and similarly for o,

o S [¢6)op 00

- F/}—QﬁpN(bQ:LL%C(b,

dom(¢p) = dom(¢g),

VZ,F"‘PiNQl—)CZ,

— for all i # j, the sets of bound variables in P; and P; (resp. @; and @);) are disjoint, and similarly for the
bound names;

- H(UXiCi)UV%HJP,aQ is consistent.

To prove the claim, it is then sufficient to show that ¢ pop and ¢go are statically equivalent.

Note that since op C 0/ and (dom(o’)\dom(op)) N (vars(P) Uvars(¢p)) = 0, we have ppop = ¢ppolp.
Similarly ¢qoq = ¢qog. In addition we also know that [[c¢]}JP70Q = [[c¢]]0;370,q.

We have I = ¢p ~ ¢g : LL — cg and I yr i - 0p ~ aég : I'" ¥ — ¢,. Hence, by Lemma 24, there exists
cC [[c¢]]0337% U ¢ (i.e. such that ¢ C [[%]]U’pn%) such that Iy xc = ¢pop ~ dpqog : LL — c.



We will now show that (¢, I/ »r k) is consistent.

Let I'" € branches(I"). By Lemma 14, for all ¢, since I' - P; ~ Q; — C;, there exists (¢;, /") € C;
such that I'” C I'/’. The disjointness condition on the bound variables implies by Lemma 10 that for all 4, j,
I'/" and I'}" are compatible. Thus Uy ;C; contains (c’, ") déf(Ui ¢i,U; I"). We have I C I'"". Therefore
[[(UXiCi)UVc¢]]ap7gQ’ which is consistent, contains (¢’ U c¢]]UP7UQ7F”’). Therefore, as ¢ C [cy]

Lemma 13, (¢, I'"") is consistent. Since ¢ is ground, it follows from the definition of consistency that (¢, I v i)
is also consistent. Moreover, we know that I'"” C I'"’, and I is a branch of I". It is then clear that I »r  C I""".
Hence, by Lemma 12, since Iy x F ¢pop ~ ¢pgog : LL — ¢, we have I - ¢ppop ~ ¢pgog : LL — c.

op,0qQ’ by

Hence, we have I = ¢pop ~ ¢pgog : LL — ¢ with (¢, I nr i) consistent.
Moreover, ¢ pop and ¢pgoq are ground (by well-formedness of the processes).
Therefore, by Lemma 27, the frames ¢ pop and ¢go are statically equivalent.

This theorem corresponds to Theorem 1.
Theorem 5 (Typing implies trace equivalence). For all I" containing only keys, for all P and Q), if
I'-P~Q—0C

and C' is consistent, then
P it Q

Proof. Theorem 4 proves that under these assumptions, P C; (. This is sufficient to prove the theorem. Indeed,
it is clear from the typing rules for processes and terms that

I'Pr~QoCasI'FQ~P—C'

where C’ is the constraint obtained from C' by swapping the left and right hand sides of all of its elements, and
I"" is the environment obtained from I" by swapping the left and right types in all refinement types, as well as
swapping all pairs of keys in its domain. Clearly from the definition of consistency, C' is consistent if and only if
(" is. Therefore, by symmetry, proving that the assumptions imply P C; () also proves that they imply Q C; P,
and thus P ~; Q.

B.2 Typing replicated processes

In this subsection, we prove the soundness result for replicated processes.

In this subsection, as well as the following ones, without loss of generality we assume, for each infinite nonce
type 7> appearing in the processes we consider, that A/ contains an infinite number of fresh names which we
will denote by {m; | i € N}; such that the m; do not appear in the processes or environments considered. We
will denote by N the set of unindexed names and by N; the set of indexed names. We similarly assume that for
all the variables = appearing in the processes, the set X* of all variables also contains variables {x; | i € N}. We
denote X the set of unindexed variables, and X the set of indexed variables. Finally, we assume for all key &
declared in the processes with type seskey'>(T') that the set BK contains keys {k; | i € N}.

Definition 17 (Renaming of a term). We denote by | t ]zp, the term t in which names n such that I'(n) = 75>
Sor some l are replaced by n;, keys k such that I (k, k) = seskeyl’oo(T) for some I, T are replaced by k;, and
variables x are replaced by x;.



Definition 18 (Expansion of a type). given a type T, we define its expansion to n sessions, denoted [T ]", as
follows.

"=

"= [T]" = [T"]"

[key'(T) | = key'((T]")
[ cakey' (1) | = eakey'(T]")
{seskeyl’“(T) r = seskey" ([T']")

[pkey(T)]" = pkey([T]")

[vkey(T)]" = vkey([T']")
(D) 1" = ([T
T} |" = {[T]n}[T’]"
[T v "= [T]" v I[T]"

n
1] -
n
l AU, _
|:[[T77’LOO’TpOO:| _V] 1[[m]7 p]
where ,1' € {LL,HH,HL}, k € K. Note that the size of the expanded type [ T'|" depends on n.

Definition 19 (Renaming of a process). For all process P, for all i € N, for all environment I', we define
[P ]r the renaming of P for session i with respect to I', as the process obtained from P by:

l,00

— for each nonce n declared in P by new n : 7%, and each nonce n such that I'(n) = 5% for some I,
L1,

replacing every occurrence of n with n;, and the declaration new n : 75°° with new n; : L1
— for each key k declared in P by new k : seskey"> (T, and each key k such that I'(k, k) = seskey">(T)
for some 1, T replacing every occurrence of k with k;, and the declaration new k : seskeyl’oo(T) with
new k; : seskey" ([ T']");
— replacing every occurence of a variable x with x;.

Definition 20 (Renaming and expansion of typing environments). For any typing environment I, we define
its renaming for session i as:

('], ={2::T|I'(x) =T}
U{(k, k") : T | D(k, k') = T AV, T'.T # seskey">(T")}
U {(ki, k;) : seskey" (T)) | I'(k, k) = seskey"™ (T
U {m: Tl’l | I'(m) = Trlﬁl}
U {m;: 71 | D(m) = 75>,

ml

and then its expansion to n sessions as
(D] = {2 [T]" | [I (@) =TYU{k: [T]" | [T'],(k) =T}
U {mergt [[I](m) = 751}
Note that in [ I' ]}, due to the expansion, the size of the types depends on n.

Definition 21 (Renaming and expansion of constralnts) szen a set of constraints ¢, and an environment I,
we define the renaming of c for session i in I" as [ c } ={[u ] ~ v ]ZF |u~vech

This is propagated to constraint sets as follows: the renaming of C for sessioniis [C'|, = {([ c ]f, (I'],) | (e, 1) €
C'} and its expansion to n sessions is [ C' ]} = {([c}f,f”) | 3. (¢,I") € C A I € branches([ I']7)}.



Lemma 29 (Typing terms with replicated names). For all I', M, N, T and c, if
I'-M~N:T—=c

then for all i,n € N such that 1 < i < n, for all I"" € branches([ I']}"),

(3

I'E[M]]~ [N [T = [e]]
Proof. LetI', M, N, T, c be such as assumed in the statement of the lemma. Let 7,n € N such that 1 < i < n.
Let I € branches([ I']}).

We prove this property by induction on the proof I7 of
I'rM~N:T—c
There are several possible cases for the last rule applied in /1.

— TNONCE: then M = m and N = p for some m,p € N, T = [ for some [ € {HH,HL}, and

p

I'(m) :7'7[7’:1 I'(p)=rle
I'Fm~p:l—=0 '

11 =

It is clear from the definition of [ "] that [ " |7 ([m ]| ) = 71! r»and that [ " |7'([ p 15 = Tl’pl]_p. Hence,

i [m] i [
F’([m]f)zT[l;}l]_p andF’([p]f):T[l’pl]r.Then,byruleTNONCE,wehavef"}—[M]fw[N]f:l—>
§ and the claim holds. '

— TNoONCEL, TCSTEN, TKEY, TPUBKEYL, TVKEYL, THIGH, TLR': Similarly to the TNONCE case, the
claim follows directly from the definition of [ I"]?, [ M ]}, [N]7, [T]" and [¢]! in these cases.

7 7 ° 7

— TENCH: then 7' = LL and there exist 7", k, ¢’ such that

H/
 TFM~N:(T)p, —¢ T < key™(T")
B I'M~N:LL—c=c U{M~ N}

By applying the induction hypothesis to I1’, since [ (1"),., |" = ([ T” }")[ 7 |- there exists a proof 11" of
r r n I

rEM]; ~ [N (T ) g = [

In addition it is clear by definition of [ -]" and Lemma 3 that since 7" <: key™(T") we have [T"]" <:

key™([T"]").

Therefore by rule TENCH, we have

I'FM)T~ Nl [ u{ M) ~ [Ny =e)f

— TPAIR, TPUBKEY, TVKEY, TENC, TENCL, TAENC, TAENCH, TAENCL, TSIGNH, TSIGNL as well as
TOR,THASH, THASHL: Similarly to the TENCH case, the claim is proved directly by applying the induction
hypothesis to the type judgement appearing in the conditions of the last rule in these cases.

— TVAR: then M = N = g for some x € X, and

I'z)=T
I = .
I'Fx~z:T—0

We have [ M ]F =[N} = z,.



Since I'" € branches([ I']}), we have I"'(x;) € branches([T"]").
Hence by rule TVAR, I'' t z; ~ x; : I (x;) — 0. Therefore, by rule TOR, we have

I'xj~a  [T]" =0

which proves the claim.
TLR’ (the TLRL’ case is similar): then there exist m, p, [ such that 7' = [, and

H/
_ F"MNNI[[TL’TG;TIZ)’CLH—)C
I'tM~N:l—=c '

Let us distinguish the case where a is 1 from the case where a is cc.
If a is 1: by applying the induction hypothesis to II’, since [ [7/; Tli*“]] ]n = [rL1; T;,’l]], we have

I'E[M]; ~ [N Tt ] = el

Thus by rule TLR’, we have
(PP F[M]] ~ [N 1= [clf.

K2 K2 ?

If ¢ is oo: by applying the induction hypothesis to IT’, since

l l, n l l
[t 1) = Iy s ',

1<j<n

we have
(M)~ NG\ Ikl b = (e)i

Myt Py
1<j<n

Thus, by Lemma 7, there exists j € [1,n] and a proof IT” of

(MY~ [N [ = Leld

i

Thus, by rule TLR’,
r'-[M]7~[N]T

3

(L= el

7 ?

which proves the claim.
TLRVAR: this case is similar to the TLR’ case, but only the case where a is 1 is possible.
TSUB: then there exists 7" <: T such that

H/
 I'FM~N:T —c T <:T
B I'FM~N:T —c '

I

By applying the induction hypothesis to II’, we have

I (M)~ (N T (el

Since it is clear by induction on the subtyping rules that 7’ <: T implies that [ 7" ]" <: [T']", the TSUB
rule can be applied and proves the claim.



- TLR*®:then M =m, N =p,c={,and T = [7.:>; Tl/*°°]] for some m,p € N, ¢ = (), and

m > 'p

D(m) =h*  I(p) =7

_Fl—mwp:[T,lﬁoo;T}l,/’oo]]%@.

We have by definition | M ]f =m;and [N |;
é“’(mi) =741 and I (p;) = /1. Hence by rule TLR", we have I I- [(M])F ~ [N S

In addition, [ [rheos 7le] } = Vicj<nlhl; T;};’lﬂ. Therefore, by applying rule TOR, we have

U =pnand [I]}(m;) = 751 and [ T']7 (p;) = 7' Thus

I M~ (N [ =] =0
which proves the claim.
Lemma 30 (Typing destructors with replicated names). Forall I, t, t/, T, if
I'gt~t T

then for all i,n € N such that 1 <1 <n,

(D) gl t])] ~ (8] [T

(3

Proof. Immediate by examining the typing rules for destructors.

Lemma 31 (Branches and expansion).

— Forall T,
U branches([ 7" ]") = branches([ T']™)

T’ €€branches(T')

— Forall I' foralli,n € N,

U branches([ I ];) = branches([ I"]})
I'’€branches(I")

Proof. The first point is proved by induction on 7.
IfT =1T" Vv T" for some T, T", then

branches([ 7']") = branches([ 7" ]") U branches([ 7" |")
= (UT’”Ebranchcs(T’) branches([ ™ ]’ﬂ)) U (UT”’Ebranchcs(T”) branCheS([ ™ ]n))

by the induction hypothesis. Since branches(7") = branches(T") U branches(7"), this proves the claim.
Otherwise, branches(T") = {T'} and the claim trivially holds.

The second point directly follows from the first point, using the definition of [ I" ]:L

Lemma 32 (Typing processes in all branches). For all P, Q, I', {Cr'} rr cpranches(r) i

VI" € branches(I"). I'"+P~Q — Cp



then
I'FP~Q— U Cr.

I'’€branches(I")

Consequently if for some C, Cp C C for all I'', then there exists C' C C' such that
I'FP~Q—C.

Proof. The first point is easily proved by successive applications of rule POR.
The second point is a direct consequence of the first point.

Lemma 33 (Expansion and union).

— Forall C, C', such that¥(c,I") € C' U C’. branches(I") = {I'}, i.e. such that I does not contain union
types, and names(c) C dom(I") UFN, and I" only nonce types with names from Ny (i.e. unindexed names),
we have

[CUXCT]] = [CTIUL[C]}
— Forall C, ¢, I, such that names(c) C dom(I") and V(c,I") € C. I'nric C I, we have

[CUve]! = [CfUy[c]!

Proof. The first point follows from the definition of | - ]:‘ and Uy . Indeed, if C, C’ are as assumed in the claim,
we have:

[CULC' ) = {([e]l, )3 (¢, ") € CULC" A I € branches([ I']})}
={([c1Uca ]Flurz I 3NTI5. (¢, 1) € C A (c2,I2) € C" A I, I are compatible A
I'" € branches([ IT UT% )}
={([ea )" U [cz]?,r/)arlg. (c1,17) € C A (c2,13) € C' A I, I are compatible A
I'" € branches([ I ]; U[I2]))}
={([er) " U )2, DU 30Ty, (¢, 11) € C A (co,Tn) € C" A Iy, Iy are compatible A
I' € branches([ I |}') A I € branches([ I ];) A I,I"” are compatible}

The last step is proved by directly showing both inclusions.
On the other hand we have:

[CTIux[C' ]} = {(cUc rumi(e,)e[C]! A (d,T)e[C"]] A I',I" are compatible}
={([a]* U[e]®, T U300 (e, 1) € C A (c2, 1) € C' A
I'e branches([Fl] ) A I" € branches([ I ]) A I',I" are compatible}
S (e [C2]?,rur')|ar1r2. (c1,10) €C A (e2,T) € C' A
I" € branches([ I ]]') A I € branches([ I3 ]]) A
I', I’ are compatible A I7,I5 are compatible}

This last step comes from the fact that if (¢;, 1) € C and (¢, I:) € C”, then by assumption I} and I do
not contain union types. This implies that if I" € branches([ I |\') and I € branches([ I, ])") are compatible,
then Iy and I are compatible. Indeed, let 2 € dom(I}) N dom(I%). Hence x; € dom(I") N dom(I™),
and since they are compatible, I'(z;) = I"'(x;). That is to say that there exists 7' € branches([ I'1(z)]") N
branches([ I2(z)]™).

If I (x) = [rho°; TIZ),’OO]] (for some m, p,1,1"), then [ Iy (z) " \/1<]<n[[ s 5 p 1], and thus there exists

j € [1,n] such that T = [7};} ; Tg]il]]. Hence, [} ; Tll)/j’l]] € branches([ I3(x) ™). Because of the definition



of [-]", and since I'>(z) is not a union type (by assumption), this implies that I(x) = [75°°; TII)I’OO]], and
therefore Iy (x) = Is(x).

If I'1(z) is not of the form [ ; 71>°] (for some m, p,,1'), then neither is I;(z) (by contraposition,
following the same reasoning as in the previous case). I';(x) and I'5(z) are not of the form T” Vv T" either,
by assumption. Therefore, neither [ I (z) ]" nor [ I'x(x)]" are union types (from the definition of [ - ]™). This
implies that T = [ I (z) |" = [ I2(x) ]|", which implies Iy (z) = I3 (z).

In both cases I'y () = I'5(x), and Iy, I'; are therefore compatible.

Hence [ C |!Ux[C" ]! = [CU4C"]}, which proves the claim.

The second point directly follows from the definition of | - }:L and Uy. Indeed, for all C, ¢, I satisfying the
assumptions, we have:

[CUyc]! = {([c/]ipl7f/’)|flf’. (¢, I'") € CUyc A I' € branches([ I ]}")}
={([ Uc]f/,l“”)EIF’. (¢",I"y e C A I'" € branches([ I ]})}
= {([c”]f/ U [c]fl,F”)|3F’. (",I"ye C A I'" € branches([ I ]})}
= {([c”]{l U [c]f,F")HF’. (¢",.I"y e C A I'" € branches([I"]})}
(since I', I'" give the same types to names and keys)
[

(17, )30 (¢, I") € C A T € branches([ " ]7)}Uy[ c]"
ClMuylel]

Theorem 6 (Typing processes with expanded types). For all I', P, Q and C, if
I'rP~Q—"C
then for all i,n € N such that 1 < i < n, there exists C' C [C ]? such that

(TP F[P) ~[Q] = C

K2

Proof. We prove this theorem by induction on the derivation IT of I' = P ~ Q — C. We distinguish several
cases for the last rule applied in this derivation.

— PZERO: then P = Q = [PLF = [Q]f =0,and C' = {(0,I")}. Hence
[C]! ={(0,I") | I'" € branches([ I']]")}

Thus, by applying rule POR as many times as necessary to split [ I"]"" into all of its branches, followed by
rule PZERO, we have [ '] - [ P]F ~[Q]) = [C]}.

3 (2

— POUT: then P = out(M).P’, Q = out(N).Q’ for some messages M, N and some processes P/, Q)’, and
H/ H//
I'-P ~Q = I'-M~N:LL—c
N I'P~Q—C=CUyc ‘

By applying the induction hypothesis to II’, there exists C”" C [ C” |!" and a proof IT" of [ I"|!' - [P’}
[Q'); ="

Hence, by Lemma 9, for all I"” € branches([ I"]}'), there exist Cr» C C” and a proof II of I + [ P’ ]f ~
Q'] — Cr.



Moreover, by Lemma 29, for all I € branches([ I"]}"), there exists a proof II}., of I + [ M }ZF ~ [N

LL — [¢]!.
In addition, [ P]/ = [out(M).P']} = out([M]}).[P']F. Similarly, [Q]] = out([N]]).[
Therefore, using I+, 1T}, and rule POUT, we have for all I € branches([ I'|") that I + [P ]ZF ~
[Q]f = Cruy[c]i CC"uy[el;.

Thus by Lemma 32, there exists C; € C”Uy[ ¢ ]f such that

r
i -

[T} HIP]; ~[Q) = Ch.

3 3

Finally, [C']! = [C'Uyc]; = [C"]'Uy[c ]F (by Lemma 33, whose conditions are satisfied, by Lemma 14).
Hence C""Uy| ¢ }f C C ]?*, which proves the claim.
PIN: then P = in(x).P’, Q = in(x).Q’ for some variable = and some processes P’, Q)’, and

HI
B Iz:LLFP ~Q —C
N I'-P~Q—C

Since

[[a:LL]! =[],z [LL]" =[]}, @; : LL,
by applying the induction hypothesis to /I, there exists C’ C [C']" and a proof II"” of [I' ]!,z : LL F
[P/ ]F,Z:LL ~ [Q/ ](‘,:E:LL N C/.
In addition, [ P/ = [in(z).P']] = in(z:).[P'] = in(z;).[ P/, Similarly, we have [Q]] =
()| Q]
Therefore, using /1" and rule PIN, we have [ I' ]} [P]lp ~[QFscclelr.

— PNEW: then P = new m : 75%.P', Q = new m : 75,%.QQ' for some m, [, a and some processes P’ Q)’, and
H/
7 Im:th'F P ~Q — C
B '-P~Q—C
e Ifa=1:

Since
[Im: T“] =) m:7hh

by applying the induction hypothesis to I, there exists ¢/ C [C']!" and a proof IT" of [I']|!",m :

I'm: 'r 1 F,m:T,,L,’Ll
TZYL1|_[P/] [Q/]i — C".
In addition [P]ZF = [new m.P’ ]F =newm : 7L [P’] =newm: 7, [P' ]Fm o ; and similarly

for Q. Therefore, using I7” and rule PNEW, we have [ "] - [P} ~ [Q]F — C' C [C’}n.

o If a = oo: Since Z

[I,m: TZOOL =[] m bt

by applying the induction hypothesis to II’, there exists C' C [C']
Tl’l F [P, }r’m:ﬂlﬁ“’ N [Q, ]ll—’ﬂn:‘f'f.rloo N C”

i (3 7 N e

In addition [P]lp = [new m.P’ ]ZF = new m; : 75L.[ P'[m;/m] ]f = new m; : 7L [P ]ip’m'T’" ;

and similarly for Q. Therefore, using I7” and rule PNEW, we have [ I"|!" I [ P ]ZF ~[Q LF — ' C

[CT;

K2

and a proof 11" of [ "], m; :



— PNEWKEY: this case is similar to the PNEW case.
— PPAR:then P = P’ | P”,Q = Q' | Q" for some processes P’, Q’, P, Q", and
H/ H//
I'-P ~Q — I'-pP'~Q"—=C"
B I'tP~Q— C=C'ul” '

By applying the induction hypothesis to T, there exists C"”” C [ C" |* and a proof IT"" of [ I" ] F[P }
[Q ] — C"". Similarly, by applying the induction hypothesis to I1”, there exists C"”” C [C"]" and a

proof II"" of [I'] [P”] [Q”]i — ",
Inaddition, [ P];" = [P'| P"]7 = [ P']} | [P"];. Similarly, [Q]{ = [Q'|Q"]; =[Q']; [ [Q"]; -
Finally, [C']] = [C"UxC" ]! = [C"]!Ux[ C" ]}, by Lemma 33 (using Lemma 11 to ensure the condition

that the environments do not contain union types).
Therefore, using 11", II""" and rule PPAR, we have [ I' ]! + EAHES [Q]f = "y " C O

(3

— POR:then ' =1",z: T V T’ for some I/, some x € X and some types T, T”, and
Ir 17
I'zs:TFP~Q—C I'z:T'+P~ Q—>C”

N 'cP~Q—C=C"UC"

I

i and a proof Iy of [I"]" x; :
[(T]"F [P ~ Q)" — C). Similarly with 17+, there exist Co C [C” ] and a proof IT5 of

(2 K3

(1) [T R [P~ [QLT 5 G,

In addition [ P]" = [P]"*T = [ P17""T", and similarly for Q.

Thus by rule POR, we have
[0 )2 [TV [T [P]] ~[Q)] = CruC, C[C']fu[C" ] =[C]}.

7

By applying the induction hypothesis to IIr, there exist C; C [C']}

Since [I']! = [[",z:T Vv T} =[I"] 2 : [T]" Vv [T']", this proves the claim in this case.
— PLET: then P = let z =t in P’ else P, ) = let z =t/ in Q' else Q" for some variable x and
some processes P, Q', P, Q", and
1, i’ "
Thgtet T Taz:TFP~Q 5C  TFP ~Q ="
- r'cP~Q—C=CucC” '

Since

(DT =[]z :[T]",
by applying the induction hypothesis to II’, there exist C"” C [C"] and a proof II'" of [ '], x; :
[T1" = [P~ Q)T — ¢ Similarly, there exist ¢ C [C”]? and a proof 1" of
T e elid
By Lemma 30 applied to I1;, we also have

(TR ralt] ~ () < (T]
In addition, [P}f = [let x =t in P’ else P”] = let z; = [t]f in [P’]f else [P”]f
let z; = [t]] in [P']1"7 else [ P]] Slmllarly, [Q] = let i = () in [Q 157 else [Q"]).
Therefore, using /1" and rule PLET, we have [ "]’ [P] [Q]2 —cruc" CClrl.



— PLETDEC: then P = let © = dec(y, k1) in P’ else P”, Q = let x = dec(y, k2) in Q' else Q" for
some variable x, some keys k1, k2, and some processes P’, Q', P”, Q", and

H/ H//
I(y)=LL  T'(ki,k2) <: key™(T) Ne:TFP ~Q — ' r=pP'~Q"—0C"
H1,k3
VT Vks # ko. I'(k1, k) <: key™(T") = ; ;
(VT ks 7 k- Dk, bs) < key (1) = e o 7 5 Gy
H2,k3

VT’ Vks # ko. T'(ks, k2) <: key™ (T") =
( 37’é 2 (3 2) QY( ) F,x:T/FP”NQI—)C]l{S)

I'Flet x = dec(y, k1) in P’ else P" ~ let x = dec(y, k2) in Q' else Q" —
c'uc"u(JCr)ulJC'ks)
k3

k3

Let us write the proof for the case where I'(ky, ko) # seskey™°°(T'). The other case is similar, although
the keys are renamed, and slightly easier, since by well-formedness of I there are no k3 satisfying the
assumptions of the last two premises.
We thus have | kq ]f =kq, [ ko ]zp = ko, and for any k3 satisfying the assumptions of either of the last two
premises, [ k3 ]f = ks.
Since

[ T]? = [F]?7xi : [T]nv

by applying the induction hypothesis to II’, there exist C{ C [ C"]|!" and a proof I1{ of

[F]TL T [T]nl_ [P/}F,af:TN [Q/]F7wT—>Ci

i % i

Similarly, there exist C{ C [ C” | and a proof II} of
(LM F[P])] ~[Q"]i —CF.

Similarly, for each k3 # ks such that I'(k1, k3) = key™ (T") for some T, there exist C, 1 C [ Ci, )7 and

a proof 11, of

() [T [P~ Q1] = Chyn

i
Similarly, for each k3 # k; such that I"(ks, ko) = key™ (T") for some T", there exist Cr,1C [C,’Cg ]n and
2 ks ) i
a proof 117" of
[PJsws: [T P ~ Q)

3

= Cryn-

Moreover, by definition, [ I" ]?(yz) = LL, and for all /, T, and all keys k, k' that are either k1, ko, or a k3
such as in the premises of the rule, if I'(k, k') <: key'(T) then [ I"]7 (k, k') <: key'([T']").

In addition,

(P17 = [1let # = dec(y, k1) in P’ else P" ]| = let a; = dec(y;, k1) in [ P']| else [P"]!,

i =

Iax:T

[P]f =let z; = dec(y;, k1) in [P'];""" else [P” ]zp

Similarly, [ @ ]ZF = let x; = dec(y;, ko) in [ Q' ]f’w:T else [Q" ]ZF
Therefore, using I1}, IT{, the I1{"** and IT>**, and rule PLETDEC, we have [ I’ PEP R =
CLUCY U(Uy, Crs1) U (Up, C'ks1) S [C T



— PLETADECSAME, PLETADECDIFF: these cases are similar to the PLETDEC case.
— PLETLRK: then P = let z = d(y) in P’ else P”,Q = let x = d(y) in Q' else Q" for some
variable x € X" and some processes P’, ', P", Q", and

H/
o P = Vv I(y) < key'(T) THP'~Q" —C
N '-P~Q—C

for some m, p.

By applying the induction hypothesis to I1’, there exists C’ C [ C']"" and a proof II" of [ I"|!" - [ P ]ZF ~
[ Q" ]ZF Ny

We have | P]f = [let z = d(y) in P’ else P” ]f =letx; =d(y;) in [ P’ ]f else [ P” ]f Similarly,
[Q ]ZF =letz; =d(y;) in [ Q' ]f else [Q" ]f

Let us first prove the case where I'(y) = [r4%; 7/-2].

We distinguish two cases, depending on whether the types in the refinement 7 ; Tél*“ﬂ are finite nonce
types or infinite nonce types, i.e. whether a is 1 or co.
o If ais 1: Then by definition of [ I"]7", we have [ I"|}'(y;) = [75!; 72"1].
Therefore, using /7" and rule PLETLRK, we have [ I']" - [ P]] ~[Q]] — ¢’ C[C ]
e If ais oco: Then by definition of [ I"]", we have [ I" |{'(yi) = V<<, H’I}lnﬁ ; T]ij’l]]. ,
Let I € branches([ I' |}'). By definition, there exists j € [1,n], such that I (y;) = [} ; 7, ']
Using I1” and Lemma 9, there exist C7-, C [ C']!" and a derivation IT}, of I'"" [ P” ]f ~[Q" ]f —
C'-,. Therefore, using rule PLETLRK, we have, for all I € branches([I']}"), I" - [ P ]f ~[Q ]ZF —
C7, C [C]. Thus, by Lemma 32, we have

[T]; - [P)]

K2 K2

~[Ql ¢,
where C” C [ C']"', which proves the claim in this case.
We now prove the case where I'(y) <: key'(T'). By Lemma 3, we thus have
I'(y) € {seskey">(T), seskey" (T, eqkey' (T, key' (T }.

In all cases we have I'(y;) <: key'([T']"). Hence using IT” and rule PLETLRK, we have [ I’ [PE[P ]LF ~
QI — .

— PIFL: then P = if M = M’ then P’ else P”,Q = if N = N’ then Q' else Q" for some messages
M, N, M', N’, and some processes P’, Q', P", Q" and

H/
I'-°P ~Q — '
i 11 11,
H_FI—P”~Q”—>C’" I'-M~N:LL—c I'-M ~N:LL—¢
B I'FP~Q—C=(C"uC”Uy(cud) '

By applying the induction hypothesis to II’, there exists C"” C [C" ] and a proof II" of [ I" |\ - [ P’ }f ~
[Q'1F — ¢”. Similarly, there exists C""" C [C" ]} and a proof II"" of [I']}" + [P”]f ~ Q") -
C////.



Hence, by Lemma 9, for all " € branches([ I ]?), there exist Crv C C"" and a proof II; pr of I'" F
[P ]ZF ~[Q ]ZF — Cpryas well as C, € C"" and a proof IT p» of I = [ P” ]ZF ~ Q" ]f — Cp.
Moreover, by Lemma 29, for all I € branches([ I"[;"), there exists a proof II] ., of I'" F [ M ]zp ~
[N]ZF :LL — [c}zp Similarly, there exists a proof I1; ., of I'" = [ M’ ]ZF ~ [N’ ]ZF :LL— [ ]ZF

In addition,

[P]7 =[if M = M’ then P’ else P" | =if [M ]/ =[M’]] then|[P']] else[P"] .

?

7 (2

Similarly, [Q]] = if [N] =[N’]} then [Q']] else [Q"].
Therefore, using I1y v, Il3 1+, I 1, II5 p, and rule PTFL, we have

'[P~ Q) = (CruCH)Uk([e]l UL ]]) C(C"uC™uy([elf Uld])).

2 7

Thus by Lemma 32, there exists C; C (C”" U C"")Uy([¢]

K3

uld ]f) such that

(L] H[P)] ~[Q] —Cu.
Finally, [C']} = [(C"UC")Uy(cU) | = ([C' 1P U[C" 1) U([e]F U[¢]F) (by Lemma 33, whose
conditions are satisfied, by Lemma 14). Hence (C" U C"")Uy(| c]f uld ]f) C [C]!, which proves the

claim.
PIFP: then P = if M =t then P’ else P, Q = if N =t then Q' else Q" for some messages M,
N, some t € K UN UC, and some processes P, Q', P, Q", and
r " 11 115
g [FP~Q =0 TrP'~Q" 5C" THM~N:LLse Lri~t:illod
B I'-P~Q—-C=C'uc” '

By applying the induction hypothesis to II’, there exist C"”” C [ C" ]! and a proof II" of the judgement
n r r P . n n

(') F[P'], ~[Q], — C". Similarly, there exist C"”” C [C"|;" and a proof II"" of [I'];" +

[P// ]F ~ [Q// ]F Ny

Hence, by Lemma 9, for all I” € branches([ I']"), there exist Cr» C C" and a proof II r+ of the

judgement I + [P’]f ~ [Q’]f — Cps;as well as C, € C"" and a proof Il pr of I + [P”]f ~

[(Q"]] — Ch.

Moreover, by Lemma 29, for all I'" € branches([ I"|}'), there exists a proof II] ., of the judgement I -

[M]f ~ [N]f :LL — [c]lp Similarly, there exists a proof I1; ., of I - [t]f ~ [t]f :LL— [ ]ZF

Since t € K UN UC, we also have [t]lr e KUNUC.

In addition,

[P]7 =[if M = M’ then P’ else P" | =if [M]' =[M’]] then|[P']} else[P"] .

? K2

Similarly, [Q]] = if [N] =[N’]} then [Q' ]} else [Q"]).
Therefore, using ITy 1+, I v, IT] 1, ITy -, and rule PIFP, we have for all I € branches([ I'];)

K3
I'=[P]i ~[Q]] - CruUCH CC"UC™.
Thus by Lemma 32, there exists C; C (C"” U C"") such that
[T} HIP]; ~[Q) = Ch.

Finally, [C'|! = [C"UC" ]! = [C"]! U[C" ]! (by Lemma 33). Hence (C"” U C"") C [C']?, which
proves the claim.



— PIFLR: then P = if My = M5 then Pt else P,, () = if N; = N> then Q)1 else (), for some
messages M, N1, Mo, N, and some processes P, Q1, P1, Q1, and there exist m, p, m/, p’ such that

I, 11y
'+ M; ~ Ny : [[Trlﬁl : Tli”l]] e I'F My~ Ny: [[T:;Ll,’l ; TI[]////,l]] 5
Hl
7o b= (5! < T,l,;l,’l) v = (Tzl)”’l < 7_11)’/”,1) I'FP,~Qy —C
= [FP~Q—C

By applying the induction hypothesis to II’, there exist C’ C [C'|!" and a proof II"” of the judgement

[P E[R] ~[Qu] —C.

Hence, by Lemma 9, for all I"” € branches([ I"]}'), there exist C» C C’, and a proof I of I I [ P, ]ZF ~

[Qw]i — Cr.

Moreover, by Lemma 29 applied to II1, for all I € branches([ I'[}'), there exists a proof IT{ ., of

the judgement I + [ My ] ~ [Ny ]« [7hY; VAT — [¢]F. Similarly, there exists a proof Iy . of
r r i, U r

F/}_[MQ]'L‘ N[NQL :[[Tm/ » Tpr H%[C/]i'

In addition,

[P]F =[if My = My then Pr else P, |/ = if [M, ] = [My]! then[Pr]} else [P ]).

?

Similarly, [Q]] = if [N, ]} =[Na]! then [Q71 ] else [QL ).

K3

Therefore, using IT, H{,p, Héf, and rule PIFLR, we have for all I'" € branches([ I"]}")

7

Ir'v[Pli ~[Q) =CrcC c[C].

K2

Thus by Lemma 32, there exists C; C [C ]ZL such that
(TP -[P) ~[Q]] — Cy,

which proves the claim.
— PIFS: then P = if M = M’ then P’ else P”,(Q = if N = N’ then Q' else Q" for some messages
M, N, M’, N’, and some processes P’, Q’, P", Q", and
1’ 1, 11,
HﬁFFP”NQ//%C I'M~N:LL—c¢ I'-M ~N' :HH = ¢
I'-P~Q—0C

n

By applying the induction hypothesis to II’, there exists ' C [C'|;
(LI E[P7]~[Q"), = C".

Hence, by Lemma 9, for all I"" € branches([ I” ]?), there exist C» C C” and a proof 1 of the judgement
I'e [P ~[Q']] — Cr.

Moreover, by Lemma 29, for all I € branches([ I']}"), there exists a proof II] ., of the judgement
I [M]] ~[N] :LL — [c]; . Similarly, there exists a proof ITy ., of I" & [M']{ ~ [N']] :
HH — [¢]).

In addition,

and a proof IT” of the judgement

[P]7=[if M = M’ then P’ else P" | = if [M ]  =[M’]] then|[P']] else[P"] .

?



Similarly, [Q]] = if [N] =[N’]} then [Q' ]} else [Q"].
Therefore, using Iy, HLF,, HQ’F, and rule PIFS, we have for all I"" € branches([ I"]}")

'+ [P) ~[Q]; =CrcC O]}
Thus by Lemma 32, there exists C; C [ C']”" such that
[P H[P]] ~[Q) —Cy,
which proves the claim.
PIFL: then P = if M = M’ then P’ else P”,Q = if N = N’ then Q' else Q" for some messages

M, N, M’, N’, and some processes P’, Q', P”, )", and there exist types T, T”, and names m, p, such that

H/ Hl H2
I'tP'~Q" = C T'EM~N:TxT —c IEM ~N':rhes rhae] - ¢
= .
I'-P~Q—0C

By applying the induction hypothesis to II’, there exist C’ C [C']" and a proof /1" of the judgement
[T]; - [P"] ~ Q) —C".

Let I € branches([ I']}"). By applying Lemma 9 to 11", there exists Cr» C C’, such that there exists a
proof ITp of the judgement I - [ P17 ~ [Q"]) — Cr.

Moreover, by Lemma 29 applied to the proof II;, there exists a proof IT { - of the type judgement I -
(M)~ [N (T[T — [CLF Similarly, there exists a proof I1; 1, of the judgement [

7 7

(]~ (N [Tk el ] = ()

7

In addition,

[P]7 =[if M = M’ then P’ else P" | = if [M ]/ =[M’]] then|[P']} else[P"].

7

Similarly, [Q]) = if [N )7 =[N’]F then [Q']] else [Q"]].

K2
We distinguish two cases.

e Ifais 1: Then { [rhts 741 } = [r&t; 7V1], and using Iy, IT} v, I} 1 and rule PIFI, we have

forall I'" € branches([ I']})

(2

'[P ~[Q) = CrcC (O]

?

Thus by Lemma 32, there exists C; C [ C']”" such that
[T} HIP] ~[QL —Ci,

7 7

which proves the claim in this case.
e If a is oo: Moreover, by applying Lemma 7 to I1. é 1 there exists a type

T c brancheS( |: H’rrlﬁoo : 7_;)”00]] )7

such that there exists a proof /75 ., of I" = [ M’ ]f ~ [N’ ]f T = [ }f



’ n ’ ..
By definition, [[[7'57"o ; 7'117 0 } = Vi<j<nlmhil s 75,11 Therefore, by definition of branches, there

exists j such that 7" = 7% . ]]
Hence, using I, HLF,, 5 I by applying rule PIFI, we have for all I"” € branches([ I"|") that

' PF~1Q) wcpcc clolr.

K3

Thus by Lemma 32, there exists C; C [C ]7 such that

[T]PFIP] ~[Q) = C

2 2

which proves the claim in this case.
— PIFLR*: then P = if My = M, then Pt else P,,Q = if N; = N, then Q1 else () for some
messages My, N1, Mo, N, and some processes P, Q1, P1, @1, and there exist m, p, [, !’ such that

I
I My~ Ny b 78] — 0
11, I+ I,
I'F My~ Ny [7555 78] = 0 I'FPr~Qr— C I'-PL~Qi —Cy
- I'FP~Q—C=C1UCs '

By applying the induction hypothesis to I, there exist C’ C [Cy ] C [C']}" and a proof [T’ of [ I' ]! +
[Pr])f ~ [Q—r ] — . Similarly with IT ., there exist C” C [Cy]" C [C']? and a proof IT" of
[T} E[PL] ~ QLT »C”.

Hence, by Lemma 9, for all I” € branches([ I']}"), there exist constraint sets Cy, v C C'(C [C])),
and Co v C C"(C [C’]") and proofs It and I1, r of " [P-r]f ~ [Q-r]f — Cy v and
I'E[PL] ~[Qu)] = Cor

Moreover by Lemma 29 applied to H 1, for all I'" € branches([ I'|}'), there exists a proof IT] ., of

'+ [ M ]f ~ [N ] \/1<]<n[[ p p71]] — [c]zp Similarly, there exists a proof 115 , of I
r r
[Mz]; ~ [N2]z‘ -Vlgjgn[[ my pj T=[c)-
Let I'" € branches([ I" |}'). By Lemma 7, there exists T' € branches(V, ;< [T} 5 7, l 1) such that there
exists a proof I1y' ., of I [Ml]F [Nl]F : T% [c }F
Similarly, there exists 7" € branches(\/, ;- [ mJ P T, I'.1]) such that there exists a proof 1T pof I
(Mo ] ~ [No]f T [c]; . ,
By definition of branches, there exist j, j such that T' = [r;! ; 7} '] and T’ = [, T i T p 1.
In addition,
[P])F =[if My = M, then Pr else P, |/ =if [M,]] = [My]! then[Pr]} else [P, ]].
Similarly, [Q]{ —if [N ]] [Ng] then [Q ] else [QL]).
Therefore, using IIT p/, IT| p, I} I H27F’ and rule PIFLR, either 5 = j’ and we have
I'=[P); ~1Q]f = CLr(C[C])

K2 (2

or j # j' and we have

'[P~ Q1 = Cor(CCIN.

K2



This holds for any I € branches([ I"]}").
Thus by Lemma 32, there exists C’ C [C']?" such that

(L] F[P)] ~[Qlf = C
which proves the claim in this case.
PIFLR’*: then P = if M; = M then Pt else P, () = if N1 = N, then QT else (), for some
messages My, N1, Mo, Na, and some processes P, Q1, P1, Q1 , and there exist names m, p, m’, p’ such
that

m,
I+ Ml ~ N1 : IIT,;;LCL; TIZ)IVCLH —>®
Hg I’
My~ Ny [rh i 10 TEPL~QL—C

I'-P~Q—0C

By applying the induction hypothesis to II’, there exist C’ C [C']" and a proof II"” of the judgement
(TP HIPL) ~ QL] = O

Hence, by Lemma 9, for all I € branches([ I']}"), there exist C» € C'(C [C']!), and a proof II of
'[P ~[Qu]; = O

Moreover, by Lemma 29 applied to II1, for all I € branches([ I'[}'), there exists a proof IT{ ., of

I+ [ M ]F ~ [Ny [[[Tl’a’ riha ] — [c]f Similarly, there exists a proof I1; ., of I

% m s Ip

1773 , n
PSR RS HER] VAT RS TR Ve 1
We distinguish several cases, depending on a and a’.
e if @ and @’ are both 1: Then this rule is a particular case of rule PIFLR, and the result is proved in a
similar way.

e if ais 1 and ¢’ is co: Then [[[T,lﬁa;T}l,/’a]]} = [[[Tl ;T ]]}

l” l/// n "1 1
|:[[ m’ » T ] = \/ [[Tm’7 l 1]]

1<j<n

Let I € branches([ I']}).
By Lemma 7, using I15 1, there exists j € [1,n] such that there exists a proof 115 ., of I'" = [ Mo ]f ~

r 1, 1 r
[N2]; - [[ng Ty 1=
In addition,

[P].F = [if M; = M then Pt else PJ_][‘ =if [Ml] [Mg] then [P-r} else [PJ_L-F

(2

Similarly, [ Q]

For any j € [1,n], 75} %T ;. ,andTl LT
J
Therefore, using I1r/, Hl,F” Hé’f, and rule PIFLR we have

_if[Nl] =[Ny ]/ then [Q7]] else[Q.]).

l///

I'=[P); ~[Q) = Cr(C[C]))

3 K2

This holds for any I € branches([ I']}).



Thus by Lemma 32, there exists C’ C [ C']”" such that

r r
(L] =[P ~[Q]; = C
which proves the claim in this case.
e if @ is oo and d’ is 1: This case is similar to the symmetric one.
e if a and a’ both are oo: This case is similar to the case where a is 1 and a’ is oco.
— PIFALL: this case is similar to the PIFL case.

The next theorem corresponds to the first step mentioned in Subsection 6.4.

Theorem 7 (Typing n sessions). For all I', P, Q and C, such that
I'rP~Q—C

then for all n > 1, there exists C' C Uy, ;[ C | such that

[P F(PL |- I[P ~(QL ] Q) = C
where [ I"|" is defined as \J, <;<,, [ ']

3

Proof. Let us assume I', P, () and C are such that
I'-P~Q—C.

The claim clearly holds (using Theorem 6) if n = 1. Let then n > 2.
Note that the union |, <;,, [ 1" ]} is well-defined, as for i # j, dom([ I"|;') N dom([ I']}) € K U N, and

K3
the types associated to keys and nonces are the same in each [ I"]".

The property follows from Theorem 6. Indeed, this theorem guarantees that for all ¢ € [1, n], there exists

C; C [C']} such that
[T FIP]E ~[Ql = Ci.

By construction, all variables in dom([ I"]}") are indexed with 4, and all keys and nonces are either unindexed
or indexed with , and as we mentioned earlier, forall ¢, 5, [ I" ] and [ I" ];L have the same values on their common
domain.

Hence we have [ I'|" = [I'][;' & (U, 2 ([ 1" ]})laom(( r7)\dom([ ' I7))- Therefore, by Lemma 12, we have
foralli € [1,n]

[P FIPT ~[Q) = €

where
C;={(c.,"UT")|(c,T") € C; A I" € branches(|_J ([ I']7)a,,)}
J#i
and
di j = dom([ I"|7)\dom([ I"]}").
Thus, by applying rule PPAR n — 1 times, we have
[TV ELP | [Pl ~ QN |- (@ = Uxicizal

It only remains to be proved that Uy | ;,,Cf € Ux <;<,[ C']}'. Since forall i € [1,n] wehave C; € [C']',
by Lemma 13 we know that Uy ; ;,,Ci € U ;[ C' T3

i



Hence it suffices to show that Uy, ., ,,C; € Uy ;<,,Ci.

Let (¢,I") € Ux;<;<,C!. By definition there exist (¢1,I1) € C{,...,(cn,I,) € CJ, such that ¢ =
Uycicn € I" = U <i<p, 1i, and for all i # j, I'; and I are compatible.

For all 4, (¢;, ;) € C. Thus by definition of C] there exist I/ and I} such that (¢;,[]) € C;, I/ €
branches(U,.; ([ I']7)]a, ]) and I; = I'/ U I'}'. Since for all i # j, I'; and I'; are compatible, we know that
I'! and I'; also are, as well as I/ and I'}'.

Hence, I'" = Ulgign Iy =Ucic (L7 V) = (U1<z<n rju (U1<1<n ry).
Moreover, (U, <;<,, I7') = (U1<i<p I)- Indeed, they have the same domain, i.e.

U di; = | dom([ I"]7)\dom([ I U dom([

i#] i#]

since n > 2, and are compatible since for all i # j, I/ and I'} are compatible.

Thus I = (U, <<, I}). and since the I'; are all pa1rw1se compatible, and for all ¢, (¢;, I'/) € C;, we have
(e, I") € Uxi<i<nCi-

This proves that U lgigncz{ C Uy 1gi§n0i , which concludes the proof.

This next theorem, together with Theorem 11, entails Theorem 3:

Theorem 8. Consider P, Q, P',Q’, C, C', such that P, Q and P’, Q' do not share any variable. Consider T,
containing only keys and nonces with types of the form 74",

Assume that P and Q) only bind nonces and keys with infinite nonce types, i.e. using new m : 75 and
new k : seskeyl (T') for some label | and type T'; while P' and Q' only bind nonces and keys with finite types,
i.e. using new m : 7! and new k : seskey"* (7).

Let us abbreviate by new T the sequence of declarations of each nonce m € dom(I") and session key k such
that I'(k, k) = seskey" (T for some I, T. If

-I'FP~Q—C,
STHFP ~Q —C
- C'Ux(Uxy<icn | CY) is consistent for alln > 1,

then newn. ((IP)| P') ~; newm. ((1Q) | Q).

Proof. Note that since I" only contains keys and nonces with finite types, for all i, [ P]" = [ P ]? is just P
where all variables and some names have been a-renamed, and similarly for Q. Since P’, Q" only contain nonces
with finite types, [ P’ ]{ and [ Q' ]f are P’, @' where all variables have been a-renamed.
By Theorem 7, we know that for all 7, n,
n r r r r
(L] E[P] | [P, ~ QL |- [[Q], =

n

where [ I']" = Ulgign [ "]}, and C" C Uy 19‘9[ ;.
By Theorem 6, there also exists C""" C [ C” ]’f, such that

n r r
[CIPF[P'] ~[Q] —C".
Therefore, by Lemma 12, we have

[PT"F[P] ~ Q) = ¢



where C"" is C" where all the environments have been extended with (J; ;,, ([ I"]}") - . (note that this
environment still only contains nonces and keys).

Therefore, by rules PPAR and PNEW,

[ aewn. (P | . [[PI) P ~mewm ((QI] | ... [ [QI)[[Q)) = C"u ™

n

where I" is the restriction of [ I"]" to keys.

If [C"])}Ux (Uxjcijcn[ C17) is consistent, similarly to the reasoning in the proof of Theorem 7, C""U, C""”
also is. o

Then, by Theorem 5,

_ r r r _ r r
new . ([Pl [ [[PL) I[Py menewn ([QI |- [[Q,) [[Q]y
which implies (since [ P’ }f is just a renaming of the variables in P’) that

new7. ([Pl | ... [[P]))| P =enewr ([Qly | ... [[QI1)]Q

Since [ P]] and [ Q]! are just a-renamings of P, @, this implies that for all n,
newn. (P | ... | Py) | P~ newm. (Q1| ... | Qn) | Q
where P, =--- =P, = P,and Q1 = - - - = @, = Q. Therefore

new nn. ((\P) | P') =~ newm. ((1Q) | Q).

B.3 Checking consistency

In this subsection, we first recall in detail the check_const procedure presented in Section 6.3, which was
described in Section 6.3,and prove its correctness in the non-replicated case.

For a constraint ¢ and an environment I, let

stepl,(c) = ([c],, o - 1),

where |
F={zedom(I") | Im,n,L,I'. I'(z) = [t} ; 7'},

oF, 0 are the substitutions defined by

- dom(op) = dom(of) = F
- Vz e F.Ym,n,LI'.T'(x) =[5! 75 = op(@) =m A ohp(z) =n,
and I" is the environment obtained by extending the restriction of I" to dom(I")\ F with I"'(n) = 7! for all

nonce n such that T,l;l occurs in I'. This is well defined, since by assumption on the well-formedness of the
processes and by definition of the processes, a name n is always associated with the same label.

We define the condition step2-(c) as: check that ¢ only contains elements of the form M ~ N where M
and N are both

- enc(M’, M"), enc(N', N") where M"', N are either



e keys k, k' where 3T.1"(k, k') <: key™ (T);
e or a variable x such that 37.1'(x) <: key™ (T);
— or encryptions aenc(M’, M"), aenc(N’, N"") where
e M’ and N’ contain directly under pairs a nonce n such that I'(n) = or a secret key k such
that 3T, k'.I'(k, k') <: key™(T) or I'(K', k) <: key™ (T), or a variable z such that 3m,n,a.I'(z) =
[ria . 7BHa] or a variable x such that 3T.1'(x) <: key™ (T);
o M" and N” are either
* public keys pk(k), pk(k’) where 3T.I"(k, k') <: key™(T);
% or public keys pk(x), pk(z) where 3T.1"(z) <: key™ (T);
% or a variable = such that 3T, 7".I'(x) = pkey(T) and T <: key™(T");
— or hashes h(M’), h(N’), where M’, N’ similarly contain a secret value under pairs;
— or signatures sign(M’, M"), sign(N’, M"") where M"', N"' are either
e keys k, k' where 3T.1(k, k') <: key™ (T);
e or a variable = such that 37.1'(x) <: key™ (T);

HH,a
n

step2(c) returns t rue if this check succeeds and false otherwise.
We then proceed to step3. We define condition step3-(c) as follows. We consider all M ~ M’ € ¢ and
N ~ N’ € ¢, such that M, N are unifiable with a most general unifier x, and such that

Va € dom(p). VI,I',m,p. (D(z) = [t 75°%]) = (zp € X V Ji. ap = my).
We then define the substitution 8, over all variables = € dom(y) such that I'(z) = [r>; 7] by

Vo € dom(p). VI,I',m,p,i. (I'(x) = [t5>; Tzl,/’oo}] A p(x) =m;) = 0(x) = p;

and 6(z) = z otherwise.
Let then « be the restriction of i to {z € dom(u) | I'(x) = LL A u(z) € N'}.
We then check that M’ a6 = N’ af.

Similarly, we check that the symmetric condition, when M’ and N’ are unifiable, holds for all M ~ M’ € ¢
and N ~ N’ €ec.

If all these checks succeed, step3-(c) returns true.

Finally, check_const(C) is computed by considering all (¢, I") € C. We let (¢,I") = stepl,(c). We then
check that step25(¢) = true and step35(¢) = true. If this check succeeds for all (¢, I") € C, we say that
check_const(C) = true.

Note that we only consider constraints obtained by typing, and therefore such that I" is well-formed, and
such that there exists ¢4 C ¢ such that I" - ¢¢(c) ~ ¢, (c) : LL = c4.
Indeed, it is clear by induction on the typing rules for terms that:

VIOLM,N,T,c. T-M~N:T—c= Nu~veEc I/ Cec I'Fu~wv:LL—c).



From this result, and using Lemmas 5 and 14, it follows clearly by induction on the typing rules for processes that

VILP,Q,C. '+P~Q—C= (V(c,I")eC. Yu~veEc I Cec I'tu~v:LL—().

Let us now prove that the procedure is correct for constraints without infinite nonce types, i.e. constraint sets
C such that
V(c,I') € C.VLI,m,n. T'(x) # [75>; 71-*].

We fix such a constraint set C' (obtained by typing).
Let (¢, I') € C. Let (¢,I") = stepl(c). Let us assume that step25(¢) = true and step35(¢) = true.

Lemma 34. [f¢ is consistent in T, then c is consistent in I

Proof. Let ¢’ be a set of constraints and I be a typing environment such that ¢ C ¢, IV C I', Iy x = In k
and vars(c’) C dom(I"). Let o, o’ be two substitutions such that Iy x o ~ ¢’ : I x — ¢, (for some set of
constraints ¢, C [c'], ).

To prove the claim, we need to show that the frames ¢{; U ([c], ,,)) and (¢f, U, ([c],, ) are statically
equivalent. Let D denote dom(I"” x)(= dom(c) = dom(c”")). 7 7

For all z € F N D, by definition of F, there exist m,n,[,!’ such that I'(x) = [r&'; 7/']. Thus, by

well-typedness of o, o’, there exists ¢, such that I' F o(z) ~ o’(z) : [rL!; 781 — ¢,. Hence, by Lemma 16,
since o, o’ are ground, we have o(x) = m and ¢o’(z) = n. Therefore, 0| pnr = op|p and o’|pnr = o’ |p.

Let ¢’ be the set [¢] . By Lemma 13, we have [¢']_ ., = . We also have
/" /
c = HC]]UF|D,U%|D’ 0

Let I = I''|gom(ry\#- We have I C I,

Moreover, since ["yx = 0 ~ o' : I"x — ¢, it is clear from the definition of well-typedness for
substitutions that we also have Iy x = o|p\p ~ o'|p\p : I'""x — ¢, for some ¢, C c,. Note that
¢y Cco Clclyo = [[C//HU\D\F,J’\D\F' Finally, vars(c¢”) C vars(¢/)\F by definition of instantiation, thus
vars(c”") C dom(I™").

We have established that ¢’ C ¢, I'" C I, vars(c”) € dom(I"), Iy F olp\r ~ o'|p\F :
I'y — ¢ ,and ¢, C ["]

[c"]
o|lpnr,0'|DAF o|lp\r,o’'|D\F

which is equal to [¢']__, since vars(¢’) C D. Hence ¢’ C <.
F

OF,0

, . Therefore, by definition of the consistency of ¢ in T, the frames
o|p\r:9'ID\F

ol U Ge ([0 o1y ) @A o U O[]0, 07|y ) Are statically equivalent.

Since ¢f;, C ¢f;, that is to say that ¢f; U ¢¢([¢'], ) and ¢f; U ¢, ([¢']
proves the consistency of cin I'.

».01) are statically equivalent. This

Lemma 35. For all ground o, o' such that 3T C T. Jc,. Iy o -0 ~ o' : T x — ¢,, we have
step2([¢], ,.) = true.

Proof. Let M ~ N € [c], .. By definition there exist M’ ~ N’ € ¢ such that M = M'c and N = N'o’.
Since step27(¢) = true, there are four cases for //’ and N': they can be symmetric or asymmetric encryptions,
hashes, or signatures. These four cases are similar, we write the proof for the asymmetric encryption case.

In this case, there exist M7, M5, Ni, N4 such that M’ = aenc(M], M}) and N’ = aenc(N], Nj). Let us
show that M'c ~ N'o’ satisfies the conditions for step25([c], . )-

Since step25(¢) = true we know that M7 and N{ contain directly under pairs



anonce n such that I'(n) = 7

or a secret key k such that 3T, k' .I'(k, k') <: key™ (T) or I'(k’, k) <: key™ (T,
or a variable x such that 3m,n, a.I'(z) = [rHbae, FHa]
or a variable x such that 37.I"(z) <: key™ (T).

In the fist two cases, M{o (resp. Nia’) clearly contains the same nonce or keys under pairs. The last two cases
are similar, we write the proof for the case of a variable z such that I'(z) = [riHa ; 7H.a] Either x ¢ dom(o),
and thus z still appears under pairs in M{o; or € dom(o). In that case, o(x) appear directly under pairs in
Mjo (resp. o’(z) in N{o’). By assumption, there exists ¢’ such that I" - o(z) ~ o'(z) : [riHae; FHa] o/
Hence, by Lemma 16, o(x) = m (resp. o/ (x) = n) and I'(n) = 782 (resp. I'(m) = 71:2). Therefore, in all
cases, Mo and N{o’ satisfy the required conditions.

In addition, since step2(¢) = true we also know that M5 and IV are either

— public keys pk(k), pk(k’) where 3T.1"(k, k') <: key™ (T);
— or public keys pk(x), pk(x) where 3T.I"(z) <: key™ (T);
— or a variable z such that 37, 7".I'(x) = pkey(T) and T <: key™ (T");

In the first case Mo = M/ and Njo' = N/ are still the same public keys. In the two other cases, similarly to
the proof for M/ and N7y, either x ¢ dom(o), and we also have Mjo = M} and Njo' = Ni; or x € dom(o),
and by well-typedness of o, ¢’ and Lemma 20, M40 and Nio’ are keys of the right type. Therefore, in all cases,
Mo and Njo' satisfy the required conditions.

Thus, M'c ~ N'o’ satisfies the conditions for step2([c], . )-

Lemma 36. There exists c, C € such that T = ¢l U ¢¢(€) ~ @i U ¢, () : LL — c4.

Proof. As explained previously, there exists ¢, C ¢ such that I' - ¢¢(c) ~ ¢, (c) : LL — cj,.
Moreover, we have by definition I' = I'p & f’, where F' is defined as in stepl and I'F is the restriction of
I'to F, and for some I C T". In addition (I'p)prxc b o ~ 0% : (I'r) 4 — 0 using rule TLR'. By definition

of F, and since the refinement types in I" only contain ground terms by assumption, we also know that I" does
not contain refinement types. Hence, by Lemma 24, and Lemma 12, there exists ¢y C I€] S i.e. ¢y C Csuch
that I' - ¢¢(c)or ~ ¢,(c)o’ : LL — c,. Since ¢ = [c], o, - this proves that I' - ¢¢(¢) ~ ¢, (C) : LL — cy.
Besigas, it is clear from the definition of quL and rules TCSTFN, TNoONCEL, TKEY, TPUBKEYL, TVKEYL
that I' - ¢f; ~ ¢f; : LL — 0.

These two results prove the lemma.

Lemma 37. For all ground o, o’ such that 3I'" C I'. 3¢, C [[6]]070_,. I'nkbFo~ao Iy — co, there exists
c C [el, o0 such that T = ¢f U de([cly q) ~ ol U ¢»([€]y4) s LL = c4.

Proof. By Lemma 36, there exists ¢j; C € such that I' = ¢ U ¢¢(c) ~ ¢f U é.(¢) : LL — ¢). Since

Iy b o~o : I"y — ¢y, and since (I'\I" x) does not contain variables with finite nonce types, by

Lemma 24, there exists ¢, C [[cib]] o U ¢y such that I'\I" x = (¢f; U ¢¢(2))o ~ (¢fy U ¢,.(2))o’ : LL — cy.
Hence, by Lemma 12, we have I' F ¢f; U ¢¢(€)o ~ ¢y U ¢, (€)0” : LL — c4.

In addition, Cib Cc¢andec, C [[E]](m,, we have [[c:bﬂ o Ucs C [€], .. Therefore ¢, C [c] which

o, o0

concludes the proof.

Lemma 38. For all ground o, o', for all recipe R such that



- 3r'CTr.3e, C lelyo- I'ncbo~o Iy — ¢,
vars(R) C dom(¢l, U ¢¢(©)),

R(¢% U e ([l 0)) 1# L and R(¢fy U ¢, ([e],,.,)) 1# L.

oe([el, ) and ¢,([c], ,.) restricted to vars(R) are ground,

there exists a recipe R without destructors, i.e. in which dec, adec, checksign, 1y, 7, do not appear, such
that

- vars(R') C vars(R), B
= R(EU6e([el, ) = BT, U oe[dl, )
- R(QSII:L U ¢V([Eﬂa,g’)) 1= Rl(ﬂ#jL U (b#([[a]o,a/))-

Proof. We prove the property by induction on R.

-IfR=2¢€ AX or R =a € CUFN then the claim holds with R’ = R.

— If the head symbol of R is a constructor,i.e. if there exist Ry, Ry such that R = pk(R;) or R = vk(R;) or
R = enc(Ry, Rz2) or R = aenc(Ry, R2) or R = sign(Ry, R2) or R = (Ry, R2) or R = h(R;), we may
apply the induction hypothesis to R; (and Ry when it is present). All these case are similar, we write the
proof generically for R = f(R;, R2). By the induction hypothesis, there exist R}, R} such that

e foralli € {1,2}, vars(R;) C vars(R;), B

o foralli € {12}, Ri(0f, U ¢r([2], ) 4= Ri(6E, U b ([, ).

o foralli e {1,2}, Ri(¢{, U ¢, ([el, ) {= Ri(¢f U ¢ ([e],.00))- B
Let R = f(R}, Rb). The first point imply that R’ satisfies the conditions on variables. Since R(¢{; U
de([e,4)) 4= F(Ri(ef U ¢e([el,,0)) L Ra(fy, U de([e], ) 1), the second point implies that
R(¢fy Ude([el, ) = R (¢iLU e ([e],,,0))- Similarly, R(¢f, U, ([€], ) += R (¢{L U ([€], ),
and the claim holds. .

- If R = dec(S, K) for some recipes S, K, then since R(¢{; U ¢¢ ([, /) 47# L, we have

K(¢lL U ee([e], ) 4=k

for some k € K, and S(¢L, U de([el, ) 4= enc(M, k), where M = R(ol, U oe([e], ,0)) 4

Similarly, there exists ¥’ € K such thatK(¢§U¢¢([[E]]a7U,)) J=K and S(ngU(;SV([[EﬂU,U,)) 1= enc(N, k),
where N = R(¢% U ¢, ([e,,.)) - ) )

In addition, by Lemma 37, there exists ¢’ such that I" = ¢f; U ([€],, ) ~ ¢{ U, ([€],, ,.) : LL — ¢. Thus
by Lemma 23, there exists ¢ such that T - K (¢f, U ¢e([e], ) I~ K(éfy U é,([e],, ) 4 LL = ¢,
whichistosay I' - k ~ k' : LL — ¢’. Hence by Lemma 20 and by well-formedness of I, k = k' and
I'(k,k) <:7keyLL(T) for some type T'.

Since S(¢fy, Ude([e], . )) 4= enc(M, k) # L, and vars(S) C vars(R), by the induction hypothesis, there
exists S’ such that vars(S’) C vars(S), S’ (¢, U oe([el, ) = Sl U ¢e([el, ) 4= enc(M, k), and
S'(¢fy U s ([e], ) = S(¢lL U ¢ ([e], ) 4= enc(N, k).

It is then clear that either S’ = x for some variable x € AX, or S’ = enc(S”, K') for some 5", K'.
We have already shown that I'(k, k) <: key™(T). In addition, by Lemma 35, step2([], ) = true.

Hence [¢], . only contains messages encrypted with keys k" such that I'(k”, k") <: key™(T") or
T(E" k") <: key™(T") for some T", k. Therefore the first case is not possible.



Hence there exist S”, K’ such that $” = enc(S”, K'). Since S’ (¢ U ¢e([], 1)) = enc(M, k), we have

S"(pl U ¢e([e], ) = M. Hence R(pi, U de([e]yq)) 4= M = S"(pl U ¢e([e], /), and similarly
for ¢,.([e], ). Moreover, S” being a subterm of S” itd also satisfies the conditions on the domains, and
thus the property holds with R’ = S”.

— If R = adec(S, K) for some recipes .S, K: this case is similar to the symmetric case.

- If R = checksign(S, K) for some recipes S, K: then since R(¢L Uy ([el, o)) 4# L, we have K(¢L U
¢([€],.,)) 4= vik(k) for some k € K, and S(¢f U ¢¢([e],, ) |= sign(M, k), where M = R(¢f; U
¢e([ely0)) L-

Similarly, there exists k' € K such that K (65 U ¢.([el, ) = vk(k’) and Sl U o.(lel, 1) 4=
sign(N, k'), where N = R(¢f, U ¢, ([e], ) |-
Since S(¢f, U o¢e([e], ) {= sign(M,k) # L, by the induction hypothesis, there exists S" such
that vars(S') C vars(S), S"(¢f U ée ([l ) = S(éfy U d¢([e],,) I= sign(M, k), and S'(¢f; U
¢r([€], ) = S(éL U ¢n([€], ) {= sign(N, k).
Since 5" (¢l U ¢ ([ s.0r)) = sign(M, k), itis clear from the definition of | that either S” = x for some
x € AX,or §" = sign(S”, K') for some S”, K'.
e In the first case, we therefore have sign(M, k) ~ sign(N, k') € [¢], .. In addition, by Lemma 37,
there exists ¢’ C [¢],, ,, such that " I- oL U de([el, o) ~ oL U ¢, ([€], ) : LL — ¢. Thus there
exists ¢’ C ¢ such that I' - sign(M, k) ~ sign(N, k') : LL — ¢”. Hence ’by Lemma 18, there exists

" Cc” Ccsuchthat ' M ~ N : LL — ¢”. Moreover M, N are ground, since by assumption
¢e([€], o) and ¢,.([c], ) restricted to vars(R) are ground. Therefore, by Lemma 26, there exists a

recipe R’ without destructors such that M = R'(¢5 U ¢¢(¢”")) and N = R'(¢L U ¢, (¢"")). Since
" C [e], ,» this proves the claim for this case.

o In the second case, there exist S”, K’ such that 5" = sign(S”, K'). Since S"(¢{, U ¢¢([], ) =
sign(M, k), we have S” (¢, U ¢e([c], ,)) = M. Hence R(¢L U de([el, ) 4= M = S (¢l U
¢¢([€], o)), and similarly for ¢, ([¢], ,,). Moreover, S” being a subterm of S’ it also satisfies the
conditions on the domains, and thus the property holds with R’ = S”.

- If R = m,(S) for some recipe S then since R(¢L; U de([el, ,r)) I# L, we have S(eL U oe([e], o)) 4=
(My, Ms), where My = R(¢L U oe([el, /) 4. and My is a message.
Similarly, S(¢f U ¢+([e], 1)) 4= (N1, N2), where Ny = R(¢L U ¢+ ([€], 40)) 4 and No is a message.
Since S(¢L U ¢e([cl, ) 4= (My, Ms) # L, by the induction hypothesis, there exists S” such that
vars&S’) C vars(S), 8" (¢pi Uge ([€l, 4.)) = S(dlLUse([e], ) 4= (M, k), and S"(6{ U, ([€], ) =
S(# U v ([2l, 1)) 4= (V. k).
Since S’(¢i, U oe([el, o)) = (Mi, Ma), it is clear from the definition of | that either S" = x for some
x € AX,or 8" = (51, 95) for some Sy, Ss.
The first case is impossible, since by Lemma 35, step27([c]
pairs. _
In the second case, there exist Sy, Sz such that S’ = (S, S,). Since S’(¢i; U gbg([[é]]g}g,)) = (M, M),
we have S1(¢fy, U ¢¢([€], ) = M1. Hence R(¢f, U é¢([e], ) 4= M1 = S1(#{, U ¢¢([€],,)), and
similarly for ¢, ([¢],, ,,). Moreover, S; being a subterm of S” it also satisfies the conditions on the domains,
and thus the property holds with R’ = 5.

— If R = m3(S) for some S this case is similar to the 7; case.

o) = true, and thus [¢] . ., does not contain




Lemma 39. For all term t and substitution o containing only messages, if t |# L, then (to) = (t |)o.

Proof. This property is easily proved by induction on ¢. In the base case where ¢ is a variable x, by definition of
1, since o(x) is a messages, o(x) |= o(x) and the claim holds. In the other base cases where ¢ is a name, key
or constant the claim trivially holds. We prove the case where ¢ starts with a constructor other than enc, aenc,
sign generically for t = f(t1,t2). We then have t10 [# L and too [# L, and to |= f(t10 |, t20 |), which,
by the induction hypothesis, is equal to f(t1 | o,t2 | o), i.e. to f(t1,t2) | 0. The case where f is enc, aenc or
sign is similar, but we in addition know that 5 | is a key.

Finally if ¢ starts with a destructor, t = d(t1, t2), we know that ¢; | starts with the corresponding constructor
f:t1 1= f(ts,t4). In the case of encryptions and signatures we know in addition that ¢4 | and ¢o | are the same
key (resp. public key/verification key). We then have ¢ |= t3 |, and to |= t30 | (or ¢4 in the case of the second
projection 72). Hence by the induction hypothesis, to |=t3 | ¢ =t | ¢ and the claim holds.

Lemma 40. For all ground o, o', for all recipe R such that

-3'CT. 3. MyxFo~a Ty — ¢
— vars(R) C dom(¢f; U ¢¢(2)),
_ ¢€([[E]]a,a') and ¢V([[6}]U7U,) restricted to vars(R) are ground,

for all x € dom(¢h U ¢¢(2)), if Rty U ¢¢([e],,0)) = (¢fy U ¢ ([el,,))(x) then R is a variable y €
dom (¢ U ¢¢(2)), or R € CUFN. B B

Similarly, if R(¢{y, U ¢, ([€], ) = (¢i U ¢4 ([€],. /) (x) then R is a variable y € dom (¢, U ¢,(¢)) or
ReCUFN.

Proof. We only detail the proof for ¢¢([€],, ). as the proof for ¢, ([c],, ,.) is similar.
We distinguish several cases for R.

- If R = a € C U FN: the claim clearly holds.
- If R = x € AX then the claim trivially holds.
- If R = enc(S5, K) or sign(S, K) for some recipes S, K: these two cases are similar, we only detail the

encryption case. (¢5; U ¢ ([c] #.0+))(2) is then an encrypted message. By Lemma 35, step2([c], ,.) =
true. Hence there exist k, k' € K and T such that K (¢f; U oe([el, /) = kand I'(k, k') <: key™ (7).
This is only possible if there exists a variable z such that K = z and (¢L U de([], 5 ))(2) = k. Since

step27(¢) = true, z can only be in dom(¢L; ). By definition of ¢Z; , this implies that I'(k, k) <: key™(T")
for some 7. Since I is well-formed, this contradicts I'(k, k') <: key™ (T'): this case is impossible.
— If R = aenc(S, K) or h(S) for some recipes .5, K: these two cases are similar, we only detail the encryp-

tion case. (¢L; U ¢e([c], o)) () is then an asymmetrically encrypted message. By Lemma 35, we know

that step2r([c], ,.) = true. Hence S (oL U ¢¢([e], ,.)) contains directly under pairs a nonce n such that
T'(n) = 7/ orakey k € K such that I'(k, k') = key™ (T") for some T, k'
This is only possible if there exists a recipe S’ such that S’(czﬁg U ¢e([el, /) = n (resp. k). Since
S’ can only contain names from FN (and no keys), this implies that there exists a variable z such that
(oL U ¢e([€], 1)) (2) = n (resp. k). As step25(¢) = true, 2 can only be in dom(L ). Thus, by definition
of ¢, T'(n) = 757 for some a (resp. I'(k, k) <: key™ (T") for some T"), which is contradictory (as T is
well-formed).

— Finally, the head symbol of R cannot be (-, -), dec, adec, checksign, 71, 72 since step27([¢] a,a’) = true
by Lemma 35.



Lemma 41. For all ground o, o', for all recipes R, S such that
-3 CT. 3, C [[E]]U’U,.F’N,;CI—UNU’:F’X—>CU,

- vars(R) U vars(S) C dom(¢L; U ¢¢()),
- ¢e(lel, ) and ¢,([<], ,.) restricted to vars(R) U vars(S) are ground,

we have
(R(¢tUse ([, ) b= (S5 Uee([el, ) + <= (R(65LUS, ([e], ) 4= (S(¢1LUs, ([e],.,0)) 4

Proof. We only detail the proof for the (=) direction, as the other direction is similar. We then assume that

(R(¢h U de([e,,.,0)) 4= (S(ef U de([E], ,))) 4

Let us first note that

(R(eh Ude([el, ) 4£ L <= (Rl Vo[, ) I# L.

This follows from Lemmas 37 and 23.
Similarly, we have

S Ve, o)) £ L = S U ([d,,)) 1# L.
Therefore, if R(¢L, U pe([e], o)) 4= L, then R(¢L, U ¢»([e], ) = L. By assumption, in that case we
also have S(¢f; U ¢e([l, o)) 4= L, and thus S(eL U ¢+([el, ) = L, and the claim holds.

Let us now assume that R(¢f, U de([el, ) I# Liie., by assumption, that S(¢f; U oe([el, ) +# L.
We then have R(¢f; U ¢, ([e], ) 1# L and S(¢fy U ¢, ([e],, ) 1# L.

By Lemma 38, there exist recipes R’, S’ without destructors such that

vars(R') Uvars(S’) C dom(¢L, U pe([el,,00)):

R($1L U de([e, ) 4= R/($LL U de([, )
- R(éf U ([d, ) 4= R($fL U on([e, ).
- S(¢h U et ([el,,0) b= S (91 U de([el, 1),
- S(of U, ([e, ) 4= S (¢l U o ([e,,0)-

By the assumption, we have R’ (¢, U pe([el, ) = S'(¢f U de([el, o))
We show that R/ (¢, U or([el, ) = S/ (oL U ¢»([cl, ,)) by induction on the recipes R’, S’. Since
R (L U pe([el, o)) = S’ (¢ U ¢f([[c]]g’g,)), we can distinguish four cases for R’ and 5.
— If they have the same head symbol, either this symbol is a nonce or constant and the claim is trivial, or it is a

variable, and we handle this case later, or it is a constructor. We write the proof for this last case generically
for B = f(R”) and S’ = f(S"). We have necessarily R”(¢{; U ¢¢([e], ,.)) = S"(¢L U de([e], ) 1t

then follows by applying the induction hypothesis to R” and S” that R’ ' (quL Uo.(fel, ) = 5" ((bLL
qbf([[c}]g »+))- The claim follows by applying f on both sides of this equality.
— If R’ is a variable and not S’: then by Lemma 40, S’ € C U FN. Let us denote R’ = z. By Lemma 37,

there exists ¢, such that T" - (¢ U de([c], o)) () ~ (oL U ¢.([el, ,))(z) : LL — c;. Since (oL U
¢€£[[C]]U’U,))( z) = R'(¢f U de([el, o)) = S’(qbg U oe([el, ) € CUFN, by Lemma 20, we have
(01U ¢ ([el, ,)) (@) = S"($lL U de([e], o)), e R (SL U ¢4()) = (. U 4 (€))-




— If S’ is a variable and not R’: this case is similar to the previous one. B
- If R/, §' are two variables z and y, we have (¢f; U ¢¢([c], ..))(z) = (¢fy U de([e], ,.))(y). We can then

prove (¢fy U é([e],,)) (@) = (¢f U &, ([e],,))(y)- Indeed:
e if 7,y € dom(¢i}), this follows from the definition of ¢, .

o if 2 € dom(¢f;) and y € dom(¢¢([c], ,.)): then by definition of ¢, R'(¢fy U é¢ ([, ) = oip(x)
is a nonce, key, public key, or verification key. Hence ¢¢ ([¢], ,)(y) is also a nonce, key, public key or
verification key. This is not possible, as by Lemma 35, stepQ%(ﬂE]] s.0r) = true.

o if 2,y € dom(¢¢([€], ,/)): then there exist M ~ M’ € ¢, N ~ N’ € ¢ such that ¢¢([¢], /) (z) =
M3, 6, ([el,.00) (@) = M'", 6¢([e], ) () = No, 6,([€l,, o )(y) = N'o". Since Mo = No, M,
N are unifiable, let u be their most genéral unifier. There exists 6 such that o = uo.

Let then « be the restriction of i to {z € vars(M) Uvars(N) | I'(z) =LL A p(z) € N is a nonce}.
By step35(¢), we have M'a = N'a.

Note that o and 8 have disjoint domains. Let z € dom(a) N (vars(M’) U vars(N')). Then u(z) = n
for some n € N. Thus o(z) = p(z)0 = n.

Since, by assumption, 31" C I'. J¢,. "'y b 0 ~ o' : I"x — c,, there exists ¢, such that
Iy Fn~o(x): LL — ¢;. Hence by Lemma 20, o/ (z) = n = p(x) = a(z) = (ad’)(x).

We have shown that for all z € dom(a) N (vars(M') U vars(N')), (ao’)(z) = o’(x). Thus, on
dom(«) N (vars(M’) U vars(N')), we have ac’ = o.

Therefore, since M’ = N'a, we have M'ao’ = N'ao’, i.e. M'c’ = N'o’. This proves the claim.

Finally, since R/ (¢fy U e ([c], ) = S'(¢f. U de([€], o). we have R(éfy U b, ([€], ) 1= S(éfy U
¢ (le] . 00)) 1

This proves the property.
Lemma 42. For all ground o, o', for all I'" C T, and for all ¢ C ¢, such that

-3, Cle], - IM'nxtbo~o Ty = co,
- "y = T'nx and vars(c’) C dom(I"),

the frames ¢1; U oe([c], /) and oL U ¢+([€'],.,+) are statically equivalent.
Proof. This is a direct consequence of Lemma 41, by unfolding the definition of static equivalence.
Lemma 43. cis consistent in I

Proof. By Lemma 34, it suffices to show that ¢ is consistent in I". This is a direct consequence of Lemma 42, by
unfolding the definition of consistency.

This next theorem corresponds to Theorem 2.
Theorem 9 (Soundness of the procedure). Let C' be a constraint set without infinite nonce types, i.e.
V(ce,T) € C.VI, I ,m,n.T(z) # [r5>; Tylb/’oo]].
If check_const(C) succeeds, then C'is consistent.

Proof. The previous lemmas directly imply that for all (¢, I") € C, ¢ is consistent in I". This proves the theorem.



B.4 Consistency for replicated processes

In this subsection, we prove the results regarding the procedure when checking consistency in the replicated case.

In this subsection, we only consider constraints obtained by typing processes (with the same key types).
Notably, by the well-formedness assumptions on the processes, this means that a nonce n is always associated
with the same nonce type.

Theorem 10. Let C and C' be two constraint sets that

— do not share any common variable, i.e.
V(e,I') € C.¥(c,I"") € C'. dom(I'x) Ndom(I" x) = 0;
— only share nonces which have the same finite nonce type, i.e.
Y(e,I') € C.Y(, I") € C'.¥Ym € dom(I") Ndom(I")NN. 3. I'(m) = I'"(m) = 751
— only share keys which are paired in the same way and have the same types, i.e.

V(e,I) € C.Y(d', I'") € C". Vk € keys(I") Nkeys(I"").VK' € K.
((k, k") € dom(I") & (k, k') € dom(I")) A ((K',k) € dom(I") & (K, k) € dom(I"))

and
V(ce,I) € C.V(d, I") € C".V(k, k') € dom(I") Ndom(I"). I'(k, k') = I"'(k, k).

Foralln € N, if check_const ([ C' |]Ux [ C |yUx[C"]]) = true, then
check_const(Ux<;<,[C ]} )Ux[C’ ]7) = true.

Proof. Letn € N. Let C, C’ be as defined in the statement of the theorem.
Let (¢, 1) € (Uxi<;<,[ CJi)Ux[C']{. By definition of Uy, there exists (¢, I") € [C’]}, and for all
i € [1,n], there exists (¢;, [3) € [ C'], such that
- C= (Ulgignci) U Cl;
—I'=Ujcien U

Leti € [1,n]. Since (¢;, I;) € [C']}, by definition of [ C']}" there exists (c}, I"/) € C such that
o=
- I € branches([ I ]}).

Note that this implies dom(I’; »-) only contains variables indexed by 7, and, from the assumption that vars(c;) C
dom(I7 ), that vars(c;) € dom(I5 ).

For all i € [1,n], let 6} denote the function on terms which consists in exchanging all occurrences of the
indices ¢ and 1, i.e. replacing any occurrence of m, (for all nonce m with an infinite nonce type) with m,, any
occurrence of m, with m;, any occurrence of k; with k; (for all key k), any occurrence of k; with ki, any
occurrence of x; with 1 (for all variable z), and any occurrence of x; with x; (also for all variable x).

We extend this function to constraints, types, typing environments and constraint sets. In the case of types we
use it to denote the replacement of nonces appearing in the refinements. In the case of typing environments it
denotes the replacement of nonces appearing in the types, and of nonces, keys and variables in the domain of



the environment, i.e. (5} (I"))(x1) = 6} (I'(z;)). In the case of constraint sets it denotes the application of the
function to each constraint and environment in the constraint set.

Similarly, we denote 7 the function exchanging indices i and 2.

Forall h € [1,n] and all i # j € [1,n], such that i # 2 and j # 1, let

(Czjv F}i’j) = (Ch’ Fh)(szl(sgz
Similarly, for all h € [[1,n] and all ¢ € [1, n], let
(Ch ,FH) (Ch,[’h)(sil.

Finally, for all 7 € [1,n], let I * be the typing environment such that dom(I”") = dom(I") and Vz €
dom(I""). I'"(z) = I'" ()6}

Since (c;, I;) € [C']}', we can show that (¢}, I'}"7) € [ C']}. Indeed, recall that there exists (¢}, ) € C

such that ¢; = [} ]f’

v].and I € branches( [ ) ¢; only contains variables, keys and names indexed by

i or unindexed, hence it is clear that ¢}’ = [ ¢} ]1 . Moreover, since I; € branches([ I7 ]}"), it is clear that
Ij”7 e branches([ I/ ]1'6}6%). By definition, indexed nonces, variables, or keys appear in [ I7/]; only in its

domain, and as parts of union types of the form 74! ; 71-1] v ... v [rh! 1. This union type is left

m] v 'pr mnp ? P
unchanged by ¢ 152 since i # j,i # 2,and j # 1, 8} 6? is indeed only performing a permutation of the indices.
Hence, [ I ]l(5115]2 = [I7]}. Thus I € branches([ I/ |7). Therefore, (/7 I}"7) € [C']7.

Note that dom(FZ’] ) only contains variables indexed by 1; and that, since vars(c;) C dom([l7;), we have
vars(c?) C dom(I77).

Similarly, if j # i,4 # 2and j # 1, (c;’j, FJ”) € [C];. Note that dom(Fj’j) only contains variables
indexed by 2; and that vars(c;”) € dom(I;7).

Similarly, we also have (¢, I""") € [C"]].

By assumption, for all (¢,I") € C and for all (¢/,I") € C’, dom(I'y) Ndom(I"x) = 0, and I, I’
give the same types to the nonces and keys they have in common. Hence for all (¢”,I"”) € [C']], and all
(", ") € [C"]}, we know that I and I""” are compatible. In particular this applies to all the F”] and I (as
well as [T/ and .

Moreover for all (¢”,I") € [C];, and all (¢, ") € [C"]}, since dom(I"") C {z; | x € X},
and dom(I"") C {z2 | * € X}, I'" and I""" are also compatible. This in particular applies to F;’j for all

i#j€[l,n]and I" (as well as I} and I'").
, and the claim clearly holds. Let us now assume that C'is not empty.
Hence for all i € [1,n], [C']! is not empty.

The procedure for ¢, I' is as follows:

If C'is empty, then so is Ux ;<[ C ]

1. We compute stepl(c). Following the notations used in the procedure, we have
F = {z edom(I) | Im,n,L,I". ['(z) = [7}}; 7513,

and we write (¢, ) % step1(c).
Foralli € [1,n], let (cﬁ,fi)déf steplp, (c;). Letalso (¢, T ) = steplp,( ’). We have ¢ = (U1<;<nG;) U
EI, and I’ = (Ulgignfi) U fl.



For all h,i,j € [1,n], such that either ¢ # j and ¢ # 2 and j # 1, or i = j, let us also denote

@’ T7) def stepl i (c;?). Similarly, for all i € [1,n], let also (¢, T"") def steplp.:(c’). Since, for
h ..

1 # 7, (ng , F,i’j ) = (cp, Fh)5i15J2», it can easily be shown (by induction on the terms) that (62’j T =

(cn, ['n)6}67. Similarly, (Ezz,flhl) = (¢, I'y)0}. Finally, we similarly also have @, ﬁi) = ( ,T/)c?;.

. We check that step2(€) holds, i.e. that each M ~ N & ¢ has the correct form (with respect to the definition
of step2).
If M ~ N €¢,either M ~ N € @, or there exists 7 € [1,n] suchthat M ~ N €¢;.

— In the first case, M ~ N € ¢. By assumption, [ C']| and [ C']; are not empty. Hence there exist
(', 1) e [C}and (", ") € [C];. Thus, (¢"U"U, I"UTUI") € [C U« [ C |5Ux[C" ]}
(as noted previously, I, I'", and I"" are compatible). Hence, by assumption, check_const({(¢” U
A"ud, I"uIr"ur’)}) succeeds.

If ¢’ = fst(steplp.(c”)), and ¢” = fst(stepl . (c")), then we have

¢'ue"uT = fst(stepl o (U UC)).

Therefore, step27(¢” U & U¢') = true.
In particular, M ~ N € ¢ has the correct form.

— In the second case, M ~ N € ¢; for some i € [1,n].
Let M’ = M5} and N’ = N§!. Since & = &6}, we have M’ ~ N’ € ¢°.
By assumption, [ C' | is not empty, hence there exists (¢, ") € [ C']5. Thus, (c/* U¢” U/, I} U
I"ur’) e [CliuxClyux (¢ )7 (as noted previously, P, ", and I are compatible). Hence, by
assumption, check_const({(c;" U " U/, I UT" UTI")}) succeeds. If ¢/ = fst(stepl,.(c)),
then @' UT’ UE = fst(steplry ,rmup ()" Uc” Ue)). Therefore, step2p(c;” U UE) holds.
In particular, M’ ~ N’ € Ezl has the correct form. By examining all the cases and using the fact that
for all m;, my, if m; is associated with the type Tfn“ and m; with Tf?;;,“ then [ = I, and similarly for
keys; it follows that M ~ N also has the correct form.

Therefore, step2y(¢) holds.

. Finally, we check that step3(¢) holds. Let M; ~ N; € ¢and M» ~ N, € €. Let us prove the property
in the case where M, and M5 are unifiable with a most general unifier . The case where N7 and N, are
unifiable is similar.

Let then « be the restriction of 4 to {z € vars(M;) Uvars(Ms) | I'(z) = LL A p(z) € N}
We have to prove that Ny = Noav.

Since we already have ¢ = (U1 <<, ;) U ¢, we know that:
— either there exists ¢ € [1,n] such that My ~ Ny € ¢;;
—orM; ~N; €?;
and
— either there exists j € [1,n] such that My ~ Ny € ¢ ;
—or Ms ~ Ny €F.
Let us first prove the case where there exist ¢, j € [1,n] such that My ~ N; € ¢; and My ~ Ny € ¢;. We
distinguish two cases.



— if i # j: The property to prove is symmetric between M; ~ N; € ¢ and M2 ~ N3 € ¢. Hence without
loss of generality we may assume that ¢ # 2 and j # 1.
Since ¢;7 = 70} 67, we have M| ~ Nj € ¢;”. Similarly, M5 ~ N3 € ;7.
Since M7 and My are unifiable, then so are M and M), with a most general unifier ¢/ which satisfies
p(x) =t & p'(x0;07) =16} 07
Let then o’ be the restriction of 4’ to {z € vars(M{) Uvars(M}) | (I';” UT”)(z) = LL A p'(z) €
N is a nonce}.
Similarly o is such that Vo € dom(a’).Vn. a(x) = n & o/ (26, 07) = nd} 53, i.e. §7670/6;0% = a.
By assumption, check_const({(c;” Ucy? Uc/, I}7 U7 UTM)}) succeeds since (c;” Ucy? U/, 77U
U € [CRUCTUx[CTF. o
Thus, step3res jpis (¢’ e UT) holds, and since {M] ~ Ni, My ~ N3} C ¢’ UTy? UT, we
know that since M7, MY, are unifiable, N1o' = Njo/'.
Thus N1a/0;67 = Nya/6} 0%, i.e., since i # j, and 6,075} 67 = o, Nyaw = Naa. Therefore the claim
holds in this case. N
— if i = j then let M{ = M8}, Ny = Nﬁ%, M} = M6}, N) = Nyd}. Since ¢;° = ¢;5}, we have
M ~ N} € ¢ Similarly, M} ~ N} € ¢,
Since M7 and My are unifiable, then so are M7 and M), with a most general unifier 1/ which satisfies
() =t 1/ (26)) = to!. )
Let then o/ be the restriction of 1/ to {z € vars(M}) U vars(M}) | T (z) = LL A p/(z) €
N is a nonce}.
Similarly o is such that Vo € dom(a’).Vn. a(x) = n & o/ (x6}) = nd}, ie. 6;a'6} = a.
By assumption, [ C']; is not empty, hence there exists (¢, ") € [ C'];. Thus, (¢;"Uc”Ud, I} UT"U
I'") € [C]]Ux[C]3Ux[C"]}. Hence, by assumption, check_const({(c;"Uc"Uc, I} UI"UT")})
succeeds. If ¢/ = fst(ste‘plp,, ("), thene,' Ue”" U = fst(steplpj,iupuup,(cz’l‘Q d"ud)).
Thus, step3i.: 7 7 (¢ U’ UT) holds, and since {M] ~ Ni, My ~ Ny} C ;' Uc’ U, we
know that N{a/ = Nio'.
Thus Nja/8} = Nja'6}, ie., since 6} a/5}, Nya = Naa. Therefore the claim holds in this case.
Let us now prove the case where there exists ¢ € [1,n] such that My ~ Ny € ¢, and My ~ Ny € ¢. The
symmetric case, where M; ~ N; € ¢ and there exists j € [1,n] such that My ~ Ny € Cj, is similar.
Let then M} = M6}, N = N16}, My = Myd}, Ny = N4} Since &;* = 70/, we have M{ ~ Ny € ¢;".
Similarly, M} ~ N} € .
Since M; and M> are unifiable, then so are Mj and M}, with a most general unifier i/ which satisfies
p(x) =t & /' (xd}) = to;. »
Let then o be the restriction of x4’ to {z € vars(M}) U vars(M}) | (I';" UT"")(z) = LL A 4/ (x) €
N is a nonce}.
Similarly o is such that Vo € dom(a’).Vn. a(z) =n & o/ (2}) = nd}, ie 5} '8} = a.
By assumption, [ C |5 is not empty, hence there exists (¢, ") € [ C'|,. Moreover, as noted previously,
(¢, ") € [C"]]. Thus, (7" Uc" U, I UT"UT") € [Cl]Ux[ClaUx[C"]}.
Hence, by assumption, check_const({(c;" U ¢’ U/, I7"" U I U I"")}) succeeds. If we have ¢’ =
fst(stepl . (¢”)), thene' Ue” U = [st(stepl i i (U ud)).
Thus, stePBT:,iUf,,Uﬁi (621 ue” U?l) holds, and since { M| ~ N}, My ~ N}} C Ez,i UE"UZ . we know
that N/ = Njo’'.



Thus Nja/6} = Nja'6}, ie., since 6} o/} = a, Nya = Naa.

Finally, only the case where M; ~ Ny € ¢ and My ~ N, € ¢ remains. By assumption, [ C' ]} and [ C' | are
not empty, hence there exist (¢, I') € [C']} and (¢, I""") € [ C']5. Thus, (<" U Ud, I U UI") €
[CIIUx[CTUx[C]}.

Hence, by assumption, check_const({(¢”Uc”"Uc, I'""UI"" UI")}) succeeds. If ¢/ = fst(stepl . (c))
and ¢ = fst(stepl ., (")), thencd” UE" UT = fst(stepl (U UC)).

Thus, step3+» 7 7 (¢" UE” UT) holds, and since {M; ~ N1, My ~ Ny} C ¢’ Ue” U, we know
that Nya = Naa.

Therefore the claim holds in this case, which concludes the proof that step3+(¢) holds.

n
%

Therefore, for every (¢, I') € (Ux <;<,[ C];)Ux[C" ]}, check_const({(c, I')}) succeeds, which proves

the claim.

Lemma 44. For all (c,I") such that vars(c) C dom(I") which only contains variables indexed by 1 or 2, and
all names and keys in ¢ have finite types, if check_const({(c, I')}) succeeds, then for all I'" € branches(I"),
where

I=r\ I s e

1<i<n

]]]7rz,p€N[seSkeyl71(T) / SeSkeylpo(T)]a

check_const({(c, I'"")}) succeeds.

Proof. Letn € N.

Let (¢, I') be as defined in the statement of the lemma.
Let us assume that check_const({(c, I')}) succeeds. Let

I'=1T] \/ [[Tfnl ; Tzl);71]] / [T,l,f’o; TIZ,/’OO]]]mypeN[seskeyl’l(T) / seskeyl’oo(T)],
1<i<n

and let I'”" € branches(I").

The procedure check_const({(c, [”)}) is as follows:

. We compute (¢, ") = step1 v (c). Following the notations in the procedure, we denote
F = {w & dom(I") | 3m,p, 1,1 T"(2) = [ 701},

Let F' = {z € dom(I") | Im,p,1,I'. ['(z) = [7}}; Tzl),’l]]}.

Letalso F”' = {z € dom(I") | 3m,p,L,V'. I'(z) = [75>; 71T}

It is easily seen from the definition of I/ that F = F' W F”'.

By deﬁlition of stepl . (c), T" contains I | dom(rm\ F-

Let (¢,I') = stepl(c).

It is clear from the definitions of I’ and I"” that for all x € F", there exists ¢ € [1,n] and m,p,[,!’ such
that I'(z) = [}, 71-°°] and I (z) = [/} ; 7}']. Let o¢ and o, be the substitutions defined by

dom(o¢) = dom(o,) = F”



and
Vo € F'Nm,p e N.VL,I'. Vi€ [1,n]. I'"(z) = [[T,l;i ; Té;’lﬂ = (o¢(x) =m; A on.(x) =p;).

It is clear from the definition of ¢ and ¢’ that ¢ = [¢'] ,, , .
. We check that step25(¢) holds.

Letu ~ v € e Since ¢ = [¢], _ ,there exists u’ ~ v" € € such that u = w'o, and v = v'0,.

Since check_const({(c,I')}) = true, we know that u’ and v’ have the required form. Note that by
definition of T, the keys which are secret in T ie. the keys k € K such that there exist k', T such that
T//(k, k) <: key™(T) or fﬁ(kz’ ,k) <: key™(T), are exactly the keys which are secret in I". Similarly,
for all variable z, there exists T such that I'(x) <: key™(T) if and only if there exists 7' such that
T (x) <: key™(T); and there exist m, n, a such that T'(z) = [7F% ; 78] if and only if there exist m, n,
a such that T (z) = [riha ; HHa],

It clearly follows, by examining all cases for v’ and v/, that u’c¢ and v'c,., i.e. u and v, also have the required
form.

Therefore, step25 (¢) holds.

. Finally, we check the condition step3+(¢).

Let My ~ N; € cand My ~ N € €. Since ¢ = ['],,, ,, . there exist M{ ~ Nj € ¢ and M ~ Ny € &
such that My = M{o¢, Ny = N{o,, My = Mjoe, and Ny = Njo,.

Let us prove the first direction of the equivalence, i.e. the case where M7, M> are unifiable. The proof for
the case where N1, N5 are unifiable is similar.

If My, My are unifiable, let i be their most general unifier. We have M1y = Mop, i.e. (M{o¢)u = (Mboe) .
Let 7 denote the substitution o . Since M| = M}, M/ and M}, are unifiable. Let p’ be their most general
unifier. There exists 6 such that 7 = /6.

Let also o be the restriction of i to {z € vars(M;) Uvars(M,) | T (z) = LL A p(z) € N'}.

Note that T (z) = LL < I'(z) = LL.

We have to prove that Ny = Noav.

Let z € vars(M]) U vars(M3) such that there exist m, p, [, such that I'(z) = [}, TZ)I’C’O]], ie.xe P
By definition of o, (point 1), there exists ¢ € [1,n] such that zoy = m; (and zo, = p;). Hence, we have

(xp)0 = 27 = xoPp = (TOP)pt = My = M.

Thus, zy’ can only be either a variable y such that yf = m;, or the nonce m;.
Therefore, 1’ satisfies the conditions on the most general unifier expressed in step3(¢).

Let x € vars(M;) U vars(Ms) such that f//(x) = LL and p(z) € N. We have (zp/)0 = x7 = zoep =
(zoe)u = zp = p(x) € N. Thus, zu' can only be either a variable y (such that y6 = p(x)), or the nonce

(). _
Conversely, let = € vars(M]) U vars(M}) such that I"(z) = LL and u/(z) € N. We have xu = (zoe)p =

a7 = (zp)0 = ' (2).

Let then 6’ be the substitution with domain {2 € vars(M7) U vars(My) | 3m,p,1,I".3i € [1,n]. I'(z) =
[rheos 7] A p/(z) = my} such that Vo € dom(¢'). 0'(z) = p; if p/(z) = m; and I'(z) =
= 7]

Let also o' be the restriction of i’ to {z € vars(M]) Uvars(Mj}) | I'(z) =LL A p/(z) € N}



Since check_const({(c,I")}) = true, we know that step35(c’) holds. Since M{ ~ N € ¢, and
M} ~ N} € @, this implies that N]o/'0" = Njo'¢’.

As we have just shown, for all © € dom(6’), there exists ¢ € [1,n] such that zo, = m; and 2o, = p;,
and p/(z) is either m; or a variable. By definition of dom(#"), only the case where i/ (x) = m; is actually
possible, and we have 6’ (z) = p;.

Thus, Vz € dom('). o, (x) = 6'(z).

It then is clear from the definitions of the domains of 6’ and o, that there exists 7’ such that o, = 6'7'.

Thus, since we have shown that N{a/0" = Nja'6#’, we have (N1a/0" )7 = (Njo'6)7', that is to say
Nid'o, = Njd'o,, i.e., since o’ and o, have disjoint domains, and are both ground, N1o' = Nao'.
Moreover, we have shown that for all z € vars(Mj) U vars(M}) such that I'(x) = LL and p/(z) € N,
w(x) = ' (z). That is to say that for all z € dom(), u(z) = /().

In addition, it is clear from the definition of o, that

{x € vars(M]) Uvars(M}) | T'(z) = LL} = {z € vars(M;) Uvars(M,) | T () = LL}.

Hence
dom(a) = {a € vars(M;) Uvars(My) | T (z) =LL A p(z) € N}
= {x € vars(M7) Uvars(M}) | I'(z) =LL A p(x) € N'}
D {z € vars(My) Uvars(M3) | T'(z) =LL A p(x) €N A p/(x) € N}
= {x € vars(M7) Uvars(M}) | I'(z) =LL A u'(z) € N}
= dom(a’)

Therefore, Vo € dom(e’). x € dom(a) A o (x) = a(z). Thus there exists o’ such that o« = /.

Since we already have N1/ = Nya/, this implies that Ny = Noa, which concludes the proof that
step3(¢) holds. Hence, check_const({(c,1")}) = true.

We can now prove the following theorem, which corresponds to the second step necessary for Theorem 3,

mentioned in Subsection 6.4:

Theorem 11. Let C, and C' be two constraint sets without any common variable

check_const([ CJ;Ux[C,Ux[C"])) = true = Vn. [C' |[{Ux (Uxi<;<,[ C17') is consistent.

Proof. Assume check_const([C' |,Ux[C [,Ux[C"];) = true. Letn > 0.

Let us show that [ C” |7 Ux (Ux;<;<,[ C|!') is consistent.
By Theorem 9, it suffices to show that check_const([ C’ |} Ux (Ux j ;e[ C11)) = true.
By Theorem 10, it suffices to show that check_const([ C |} Ux[C |5Ux[C"]}) = true.
By assumption, we know that check_const([C |;Ux[C [,Ux[C"];) = true.
r Iy

That is to say, for each (c1, I1) € C, (ca,I2) € C, (c3,13) € C',if ¢ = [ 1 ]{1 Ule2]32Ufes];®, and

I'"=[IN],U[I32],U[I}3],, check_const({(c/,I")}) = true.

Thus, by Lemma 44, for all (¢1, 1) € C, (ca, I3) € C, (3, I3) € C',if ¢ = [e1 1 Ulea ]2 Ul es]l®,

and [V = [I' ]} U[I2]5 U[I5]], check_const({(c/,I")}) = true.

That is to say, check_const([ C' |{Ux[C ]5Ux[C"]) = true, which concludes the proof.
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