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Abstract

When security of a given network architecture is not properly designed from the
beginning, it is difficult to preserve confidentiality, authenticity, integrity and non-
repudiation in practical networks. Unlike traditional mobile wireless networks, ad hoc
networks rely on individual nodes to keep all the necessary interconnections alive. In
this article we investigate the principal security issues for protecting mobile ad hoc
networks at the data link and network layers. The security requirements for these two
layers are identified and the design criteria for creating secure ad hoc networks using
multiple lines of defense against malicious attacks are discussed.

Keywords: mobile ad hoc networks, securityjkiand network layers, authentication.

1. Introduction

Unlike networks using dedicated nodes sapport basic functions like packet
forwarding, routing, and network managementad hoc networks these functions are
carried out by all available nodes. Nodesnoaunicate with each other using wireless
radios and operate by following a peer-to-peetwork model. Such networks are also
referred to as mobile ad hoc networks (MANET) [7].

(a) (b)
Figure 1 - Topology changes in MANET
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A simple MANET example is illustrated indtire 1. Here it ist®wn how mobility in

ad hoc networks causes changes in thevar& topology. Initially,the network has the
topology shown in Figure 1 (dut when node D moves out thfe radio range of node

B, the network topology changes to the an&igure 1 (b). When node D moves out of
node B’s radio range, link is broken. Nevertheless, the network remains connected since
node B can reach node D though nodes C, E, and F.

So far, applications of mobile ad hoc netiuohave been visualised mainly for crisis
solutions (e.g., in the battlefield or in reascoperations). In these applications, all the
nodes of the network belong to a single autide.g. a single military unit or a rescue
team). With the progress of technology, lewer, it is becomingyossible to deploy
MANET for civilian applications as well [, 24]. Examples include networks of cars
and provision of communication facilities inmmete areas. In these networks, the nodes
do not necessarily belong to a single autiioin addition, these networks could be
larger, have a longer lifetime, and theyuld be completely self-organizing, meaning
that the network could be run solddy the operation of the end-users.

Since ad hoc networks can be deployeddigpisensitive applications raise important

security issues. Security requirements inhad networks are different from those of

fixed networks. While the security raggments are the common ones, namely
availability, confidentiality, integrity, &hentication and non-repudiation, they are
considered differently for ad hoc networks daesystem constraints in mobile devices
(i.e. low power microprocessor, small meamm@and bandwidth, short battery life) and

frequent network topology changes.

In this article, we focus on the key attributetated to the security of ad hoc networks.

We seek to identify the security issuesl attacks in such networks and also examine
secure protocols found in the data link and network layers. We also propose a layered
security design that uses multiple linesdefence against malicious attacks and other
network faults. In particular, section 2 memis the security goals and types of attacks
that exist in ad hoc networks. Sectionsn8 & present the security aspects of link and
network layer security protocols and themmallenges to secure MANET. Section 5
describes the layered security design distusses how challeegesponse and zero
knowledge cryptographic protocols can be bl Finally, section 6 concludes with
comments on the unexplored security areas for MANET.

2. Securing ad hoc networks

Security in ad hoc networks is difficutb be achieved due ttheir nature. The
vulnerability of the links, the limited phigal protection of each of the nodes, the
sporadic nature of connigty, the dynamically changg topology, the absence of a
certification authority and the lack of a ¢texlized monitoring or management point
make security goals difficult to achieve [7].drder to identify critical security points in

ad hoc networks, it is necessary to examine the security requirements and the types of
attacks from the ad hoc network perspective.

2.1. Security Requirements

Security requirements depend very muchtlom kind of application the mobile ad hoc
network is to be used and the environmanivhich it has to operate. For example, a
military MANET will have very stringent requirements in terms of confidentiality and
resistance to the denial of service atta(@®eS). Similar to other practical networks,



MANET security goals include availabilitguthenticity, integrity, confidentiality and
non-repudiation.

Availability can be considered as the key value attribute related to the security of
networks. It ensures that the service offieby the node will be available to its users
when expected and also guarantees theivabiity of network devices despite DoS
attacks [4, 5, 24]. Possible attacks includeexsaries who employnaming to interfere

with communication on physical channelssrdpt the routing protol, disconnect the
network and bring down high-level services [3, 10, 13].

Authentication ensures that the communicating partee the ones claim to be and that
the source of information is assured [15424]. Without authetitation, an adversary
could gain unauthorized access to resousseb to sensitive information and possibly
interfere with the operation of other nodes [9, 11, 14, 21].

Integrity ensures that no one can tamper b transferred content [1, 4, 5, 24]. The
communicating nodes want to be sure thatittiormation comes &m an authenticated
node and not from a node that has beenpromised and send out incorrect data. For
example, message corruption because oforpdbpagation impairment or because of
malicious attacks should be avoided.

Confidentiality ensures the protection of sengtidata so that no one can see the
transferred contents [1, 4, B4]. Leakage of sensitive infoation, such as in military
environment, could have devastating copsmces. However, it is pointless to attempt
to protect the secrecy of a communication waithfirst ensuring that one is talking to
the right node.

Non-repudiation ensures that the communicating paannot deny their actions [1, 4,

5, 24]. It is useful for the detection amblation of malicious nodes. When node A
receives an erroneous message from nodeoB;repudiation allows node A to accuse
node B using this message and to cooei other nodes that node B has been
compromised.

2.2. Types of Attacks

Similar to other wireless networks, dmbc networks are susceptible passive and
active attacks [1, 4, 5, 24]. Passive attagksdally involve only eavesdropping of data,
whereas active attacks involve actions peried by adversaries du as replication,
modification and deletion of exchanged ddtaparticular, attackgn ad hoc networks
can target to cause congestion, propagaterneciorouting informaon, prevent services
from working properly or shut #m down completely [12, 14, 26].

Nodes that perform active attacks witile aim of damaging other nodes by causing
network outage areoasidered to beuwalicious, also referred to a®mmpromised, while
nodes that perform passive attacks with & of saving battery life for their own
communications are considered tosb#ish [9, 12]. A selfish node affects the normal
operation of the network by not participatinn the routing protocols or by not
forwarding packets as in the so callédck hole attack [18, 25].

Compromised nodes can interrupt the cdriemctioning of arouting protocol by
modifying routing information, by fabritimg false routing information and by
impersonating other nodes. Recent researaties have also brought up a new type of



attack that goes under the namewofmhole attack [19, 20, 25, 27]. In the latter, two
compromised nodes create a tunnel (or wormhole) that is linked through a private
connection and thus by-pass the network. @l@vs a node to short-circuit the normal
flow of routing messages creadi a virtual vertex cut in theetwork that is controlled

by the two attackers [10].

On the other hand, selfish nodes can ssdyedegrade network performance and
eventually partition the network by simply nparticipating in the network operation.
Compromised nodes can easily perfarmegrity attacks by altering pradcol fields in
order to subvert traffic, denying commurtioa to legitimate nodes and compromising
the integrity of routing cmputations in generabpoofing is a special case of integrity
attacks whereby a compromised node impertssna legitimate one duo the lack of
authentication in the current &dc routing protocols [10, 19, 21].

The main result of a spoofing attack i® timisrepresentation of the network topology
that may cause network loops or partitionibgck of integrity and authentication in
routing protocols create&brication attacks [15] that result inerroneous and bogus
routing messages.

DoS is another type of attack, in whichetattacker injects &rge amount of junk
packets into the network. These packetsisume a significant portion of network
resources and introduce wireless channetarttion and networkontention in ad hoc
networks [4, 5, 24].

The described attacks identify critical secuthyeats in ad hoc heorks. The security
challenges that arise in the main operatigriated to ad hoc heorking are found in
the data link and network layers.

3 Security Challenges in the Data Link Layer

The Open Systems Interconnection RefeeeModel (OSI Model or OSI Reference
Model for short) is a layedeabstract description faxommunications and computer
network protocoldesign, developed as part of thee@Bystems Interconnect initiative.
The data link layer is secondvid of the seven-level OSladel and is the layer of the
model which ensures that data is transfé correctly between adjacent network nodes.
The data link layer provides theurfctional and procedural means transfer data
between network entities and to detect andibbs correct errors that may occur in the
physical layer [17]. However, the mainnki layer operations related to ad hoc
networking areone hop connectivity and frame transmission [18]. Data link layer
protocols maintain connecity between neighbouring nodaad ensure the correctness
of frames transferred.

It is essential to distinguish the relevarafesecurity mechanisms implemented in the
data link layer with respect to the requirenseof MANET. In the case of mobile ad

hoc networks, there areusted and non-trusted environments [1, 4, 5, 14, 24]. In a
trusted environment the nodes of the ad hoc network are controlled by a third party and
can thus be trusted based onhauatication. Data linkayer security is justified in this
case by the need to establish a trusted itfresire based on logical security means. If
the integrity of highelayer functions implemented by the trusted nodes can be assured,
then data link layer security can even mibet security requirements raised by higher
layers including routingrad application protocols.
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In non-trusted environments, on the other hand, trirs higher layerdike routing or
application protocols cannot be based on tiakalayer securitynechanisms. The only
relevant use of the latter agye to be node-to-node autheation and data integrity as
required by the routing layer. Moreoveretimain constraint in the deployment of
existing data link layer security solutioffise. 802.11 and Bluetooth) is the lack of
support for automated key management which is mandatory in open environments
where manual key instation is not suitable.

The main requirement for data link layer segumechanisms is the need to cope with
the lack of physical security on theireless segments of the communication
infrastructure. The data link layer can be understood as a means of building a ‘wired
equivalent’ security as described by thigectives of WEP 0802.11. Data link layer
mechanisms like the ones provided by 802.4d Bluetooth basically serve for access
control and privacy enhancements tmpe with the vulnerabilities of radio
communication links. However, data link security performed at each hop cannot meet
the end-to-end security requirements oflejapions neither on weless links protected

by IEEE 802.11 or Bluetooth nor on ploaly protected wired links.

Recent research efforts have identified nembbilities in WEP rad several types of
cryptographic attacks exist due to misuse of the cryptographic primitives [16]. The
IEEE 802.11 protocol is also weak to Dasaeks where the adversary may exploit its
binary exponential back-off scheme to dexwgess to the wireless channel from its local
neighbours. In addition, a continuously transmitting node can always capture the
channel and cause other nodes to backentflessly thus triggang a chain reaction

from upper layer protocols (e.§CP window management) [2, 16].

Another DoS attack is also applicable in IEEE 802.11 with the use of the NAYV field,
which indicates the channelservation, carried in the regst to send/clear RTS/CTS
frames. The adversary may overhear t&V information and then intentionally
introduce a 1-bit error into the victim’s lin&yer frame by wireless interference [2, 16].

Link layer security protocols should provigeer-to-peer security between directly
connected nodes and securame transmissions by auating critical security
operations including node authentication, feaencryption, data tagrity verification
and node availability.

4 Security Challenges in Network layer

The network layer is the third level ofettseven level OSI model. The network layer
addresses messages and traeslhigical addresses and nanieto physical addresses.

It also determines the route from the s@uto the destination computer and manages
traffic problems, such as switching, rowgj and controlling the congestion of data
packets [17].

The main network operations related to ad hoc networkingoateng anddata packet
forwarding [3, 8]. The routing protocols exahge routing data between nodes and
maintain routing states at each node accordingly. Based on the routing states, data
packets are forwarded by intermediate nodes along an established route to the
destination.



In attacking routing protocols, the atkers can extract traffic towards certain
destinations in compromised nodes and fonlvpackets along eoute that is not
optimal. The adversaries can also creatgimg loops in thenetwork and introduce
network congestion and channel contentiogentain areas. There are still many active
research efforts in identifying and defemglimore sophisticate@uting attacks [25, 26,
27, 28].

In addition to routing attacks, the adsary may launch attacks against packet
forwarding operations. Such attacks cause the data packets to be delivered in a way that
is inconsistent with the roing states. For example, tlagtacker along an established
route may drop the packets, modify the contdrthe packets, aduplicate the packets

it has already forwarded [14]. DoS is anathgpe of attack that targets packet-
forwarding protocols and introduces reless channel contention and network
contention in ad hoc networks [4, 5, 24].

Routing protocols can be divided intoopctive, reactive and hybrid protocols
depending on the routing topology [2Broactive protocols are either table-driven or
distance-vector protocols. Buch protocols, the nodes potically refresh the existing
routing information so every node can imnadly operate with consistent and up-to-
date routing tables [21].

On the contrastyeactive or source-initiated on demand protocols do not periodically
update the routing information [10]. Thuseyhcreate a large overhead when the route
is being determined, since the routes aobt necessarily up-to-date when required.
Hybrid protocols make use of both reactive and @cbve approaches. They typically
offer the means to switch dynamically betwélea reactive and paative modes of the
protocol [10].

Current efforts towards the design of secroeting protocols are mainly focused on
reactive routing protocols, sl as dynamic source routing (DSR) or ad-hoc on-demand
distance vector (AODV) [6, 22], that havedn demonstrated f@erform better with
significantly lower overheads than the proaetones since they are able to react
quickly to topology changes while keeping toaiting overhead lown periods or areas

of the network in which changeare less frequent. Sometbése techniques are briefly
described in the next paragraphs.

Secure routing protocols currently proposadthe literature take into consideration
active attacks performed by compromiseddes that aim at tampering with the
execution of routing protocols whereas passattacks and the selfishness problems are
not addressed. For example, the secure roptioipcol (SRP) [3, 8\which is a reactive
protocol, guarantees the acsjtion of correct topological formation. It uses a hybrid
key distribution based on the public keystbE communicating parties. It suffers,
however, from the lack of walidation mechanism for route maintenance messages [14,
23].

Another reactive secure ad hoc routingtpcol ARIADNE, whid is based on DSR,
guarantees point-to-point authenticationusyng a message authentication code (MAC)
and a shared secret between the two Eaf8e26]. The ARAN secure routing protocol
[8] detects and protects against maliciousoas carried out by third parties and peers
in the ad hoc environment. It protectsaagt exploits using odification, fabrication
and impersonation but the use of asymioetryptography makes it a very costly



protocol in terms of CPU usage and power consumption. The wormhole attack is
surpassed with the use of another protocol [8].

SEAD, on the other hand, is a proactive pcol based on the destination sequenced
distance vector protocol (/) [28] that deals with &hckers who modify routing
information. It makes use of efficient one-whgish functions ra#r than relying on
expensive asymmetric cryptography opers. SEAD does not cope with the
wormhole attack and the authors propoag,in the ARIADNE protocol, to use a
different protocol to detect thggarticular threat [8, 28].

5 Layered Security Design

The existing proposals in ad hoc networks tgpecally attack-orieted since they first
identify several security threats and tlegtance the existing protocol or propose a new
protocol to challenge such threats. Becatlge solutions are designed explicitly with
certain attack models in mind, they worklwa the presence of degnated attacks but
may collapse under newly attacks.

When the security of a given network atebture is not properly designed from the
beginning, then the above mentioned ségugoals are difficultto achieve during
network deployment. It is essential, therefaoegdesign secure ad hoc networks that will
result in multiple lines of defence agai both known and unknown security threats.
This design is what we call layered security design.

In the layered security design, we take iotmsideration not onlgnalicious attacks but
also other network faults due to misaguofation, extreme network overload, or
operational failures. All such faults, whetr@used by attacks or by misconfiguration,
share some symptoms from both the netwamd end-user persgaes, and should be
handled by the security mechans In addition, the overadlystem has to be robust and
it should not be affected against the breakdoivany individual line of defence.

Network Layer Operations Post-secure (Prevention / Reaction)
Node-to-Node Authentication & Key Agreement Network Security
Routing / Data Integrity, Confidentiality Mechanisms

Data Packet Forwarding Non-repudiation of data
Link Layer Operations Pre-secure (Detection)

Node-to-Node Authentication & Key Agreement  Link Security
One-hop Connectivity / Frame Integrity, Confidentiality Mechanisms

Frame Transmission Node Availability

Table 1 - Layered Security

As mentioned in sectionand also shown in Table link layer operations involvene-

hop connectivity and frame transmission, whereas network layer operations include
routing anddata packet forwarding. These operations comprise of link security and
network security mechanisms that integratprotocol securization process (Figure 2)
which consists opre-secure andpost-secure sessions. Thegre-secure session attempts
to detect security threats through wais cryptographic techniques, whereas jihg-
secure Session seeks to prevent stitteats and react accordingly.



One-hop Node-to-Node

Connectivity L Data Integrity,
& Authertication |, Confidentality
Frame Node Availability

Transmission Key Agreement

Detection
Pre-secure Session
Post-secure Session
Routing Node-tq—que Data Integrity,
& . Authentication . .
Confidentiality,
Packet & Non-repudiation
Forwarding Key Agreement P
Prevention / Reaction

Figure 2 — Protocol Securization Process

The layered security mechanisms shouldiude prevention, detéon and reaction
operations to prevent intruders from entering the network. They should discover the
intrusions and take actions poevent persistent adverse effects. The prevention process
can be embedded in secure routing and @aébkrwarding protocols to prevent the
attacker from installing incoect routing states at nodes.

The detection process exploits ongoingaeks through identification of abnormal
behaviour by malicious or selfish nodes. Snakbehaviour can be detected in the pre-
secure session either by node-to-node autheioiicat by node availability mechanisms
as illustrated in Figure 3. @a the attacker is detectedaction operations reconfigure
routing and packet forwarding operations. Hadgustments can range from avoiding this
particular node in route selectiondrpelling the node from the network.

Node-to-Node Authentication
& Key Agreement

Detection

Node Availability

Pre-Secure Session

Post-Secure Session

Prevention

Node-to-Node Authentication
& Key Agreement

Reaction

Figure 3 — Interaction of Preventon-Detection-Reaction Mechanisms
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5.1. Pre-secure Session

The layered security design adapts cryptphia methods to offer multiple protection
lines to communicating nodes. When onenmmre nodes are connected to a MANET,
the first phase of node-to-node authentama@nd key agreement procedure takes place.
At this early stage, it is necessary to bé&edab determine the true identity of the nodes
which could possibly gain access to a sekest later on. Let us consider the MANET

of Figure 4 with the authenticated nodes A, B, and C.
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Figure 4 — New Nodes in MANET

(b)

As illustrated in Figug 4 (a), when node pénters the MANET, it will be authenticated

by both nodes that will exchange routing information later on in the post-secure session
(i.,e. B and C). When two nodes e.g. nodesdd X% enter the MANET simultaneously,

they will both be authenticated by valddes. Even though wefee to nodes entering
simultaneously there will always be a dhtane difference in their entrance to the
network. Therefore, nodeXvill enter slightly before node xXIn this case nodepgets
authenticated first by nodes B and C, making nogda ¥alid node and upon entrance of
node X%, nodes B and Xwill authenticate node X Once nodes Xand X have been
authenticated by valid nodesethwill also authenticateageh other since routing and
packet forwarding data will be sent to or received by them.

There are several authentication and keyegent protocols avaibde in the literature

that can be applied to MANETBIowever, it is necessatg use non-inteiive and low
complexity protocols that will not createtexx computational overhead in the network.

For example, a provably secure autheation and key agreement scheme can be
considered as a “good” candidate at the p@ie session. Such a scheme is preferable

to a computationally secure authenticatiand key agreement scheme because its
security relies on the appatentractability of a well know computational problem (i.e.
discrete logarithm problem) and does not necessarily require the use of a symmetric or
an asymmetric encryption algorithm. Thenef, authentication and key agreement can

be achieved with a zero knowledge protocahilsir to the protocol described in [17]

that provides such characteristics.

The basic concept behind the use of suchtographic protocols ishat they allow a
claimant, a node in a MANET context, tiemonstrate knowledge of a secret while
revealing no information whatsoever of usethe verifying node even if the claimant
node misbehaves. In such protocols, nondest exchange multiple messages, also



referred to as interactive, where the proof is probabilistic rather than absolute. However,
interactive zero protocols are not suitalilr wireless environments since they
exchange multiple messages and result in the reduction of network performance.
MANETSs are suitable for non-interactiveraeknowledge protocols where nodes do not
need to exchange multiple messages to prove their identity.

In Figure 4 (a) for example, node Xan prove its identityo nodes B and C ensuring
that specific discrete logarithms (i@=:"" andy,=f:* to the baseg; andp,) satisfy a
linear equation (i.elix1 + Aox; = b (modg) for integerst; andiy) [17]. In this example,
node X sends to nodes B and C some |ahans. Nodes B and C respond with the
parameters of the logénms and finally node Xresponds with a resulting proof that
satisfies a known linear equation. Followitige same procedure, nodes B and C can
prove their identity to node X

The node-to-node authentication and keyeagrent procedure found in the pre-secure
phase can detect whether an authenticatedte has been compromised. This can be
done when a random secret number has bgeoted and shared between the nodes.
The range of the exchanged random etecan be checked by the node. This will

probably enable or disable tiia to be forwarded to nodebat fail to authenticate.

The random secret can take part in the g of the encryption key that takes place

at the post-secure session. Such random iretiom can also be used to determine node
availability. When the authentication and key agreement phases have been completed,
frames can be encrypted and data integcéyn be achieved using state-of-the-art
existing cryptographic algorithms.

5.2. Post-secure Session

When routing information is ready tbe transferred, the second phase of the
authentication and key agreement proceksstgplace. Authentication carries on in the
available nodes starting one-hapa time from the sourde destination route. While
nodes in the source to destination patk authenticated, they also agree on an
encryption key, also referred to as session key, which will be used to encrypt their
traffic. Similar to the pre-secure sessiatgta confidentiality &d integrity can be
achieved using well-known cryptographatgorithms. Moreover, non-repudiation can

be attained with cryptogphic techniques, such adigital signatures, message
authentication codes (MA@nd hash functions.

In this second phase of the authenticaaonl key agreement,rehg authentication is
necessary since the actual data ready to be sent. Chaltge-response protocols can be
applied to identify userthrough verification of their knowdge of a shared secret. Such
protocols are based on symmetric and/gmasetric key techniques. When symmetric
schemes are applied, the nodes share a symmetri¢ eyl mutual authentication
between nodes B and, Xsee Figure 4a) can be agted in the following way:

B—Xi1in 1)
B — Xy : Exr;, 12, B) (2)
B «— Xy Ers, 1) (3)

whereE is a symmetric engption algorithm and;, », are random numbers.
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Node X generates a random number and sentts node B. Upon reception of (1),
node B encrypts the two random numbers andéstity and sends reeage (2) to node
X1. Then, node Xchecks for its random number, consts (3) and sendsto node B.
Upon reception of (3), node B checks thath random numbers match these ones used
earlier. The encryption algorithm in theave mechanism may be replaced by MAC,
which is efficient and affordable for lownd devices, such as sensor nodes. However,
MAC can be verified only by the intendedceiving node, making it ineligible for
broadcast message authentication.

When asymmetric key techniques areplagal, nodes own a key pair and mutual
authentication between nodes 2Znd C (Figure 4a) can be achieved in the following
way:

X1— C: Pe(r, A) (1)
X1<—C.' PXI(”I; 1’2) (2)
Xl —-C:r (3)

where P is a public key encryption algorithm apd,rare random numbers.

Nodes A and B exchange random numbers@ssages (1) and (2) that are encrypted
with their public keys. Upon decrypting ssages (1) and (2), nodes B and A achieve
mutual authentication by checking that fia@mdom numbers recovered agree with the
ones sent in messages (3) and (2) respaygtiNote that theublic key encryption
algorithm can be replacday digital signatures.

Digital signatures thoughnvolve much more computahal overhead in signing,
decrypting, verifying and encrsipg operations. They are alkess resilient against DoS
attacks since an attacker may launch a largaber of bogus signatures to exhaust the
victim’s computational resources for verifying them. Each node also needs to keep a
certificate revocation list aevoked certificates and pubkeys of valid nodes.

In many cases, routing messages are tjlgigaopagated through multiple paths and
redundant copies of such messages ta&n used by compromised nodes. The
authentication and key agreement procedowad in the post-secure phase can prevent
and react to compromised nodes. This eecur by using the random information that
has been injected and agregmbn at the pre-secure session.

The above mentioned layered securitjuBon poses grand yet exciting research

challenges. The structuringqumess steps of layered setymlesign (Figure 2) can be
expanded into a “process framewaqr#? illustrated in Figure 5.

-11-
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Figure 5 — Process Framework for Layered Security Design

A node has to properly select security mecdras that fit well ito its own available
resources, deployment cost and other comptmstraints. It expestbest effort from
each component. It is necessary to idernhfy systems principles of how to build such
link and network security mechanisms thvatl explore their methods and learn to
prevent, detect and redotthreats accordingly.

For example, if it is our intention to buikkcurity mechanisms at the data link layer
then it can be seen in Figure 5 that thihantication and key agreement mechanism can
be based on symmetric, asymmetric andhglorid techniques tadentify nodes. The
identification procedure can apply zekmowledge schemes. Such authentication
mechanism should also integrate detectiothogs. The data confidentiality, integrity
and node availability mechanisms canb@sed on symmetric, asymmetric or hybrid
techniques.

Likewise, the security mechanisms at the network layer consist of an authentication and
key agreement mechanism that will be loaea symmetric, asymnréc and/or hybrid
techniques to identify nodes; an ideicttion procedure that follows challenge-
response schemes and integrates greon and reaction methods; and data
confidentiality integrity, and node availabyl mechanisms that can apply symmetric,
asymmetric or hybrid techniques.

-12-



Evaluating the layered security design atsfiters new research opportunities. The
effectiveness of each securibperation and the minimal ndmar of fences the system
has to build to ensure a carnt degree of security assaoce should be euated through

a combination of analysis, simulations, and measurements.

6 Conclusions

Security is an issue thatig more sensitive in MANET than in other networks, due to
the open nature and lack of infrastructureadfhoc networks. Current research efforts
on ad hoc networks follow a hierarchicabproach, where the most explored area
involves secure routing pratols. Authentication and key management mechanisms, on
the other side, are explordelss than routing protocol8loreover, the least explored
research area relateslittk security protocols.

Since mobile ad hoc networks can be formed, merged together or partitioned into
separate networks on the fly, the need forereophisticated sedty measures arises.
Therefore, security requirements, such as authenticity, confidentiality, integrity and
non-repudiation should focus on both link andtwork layers. Inthis article, we
explored the security requirements in yel@d approach, in whicprevention, detection

and reaction mechanisms should be availdhtegrating cryptographic mechanisms in
the pre-secure and post-secure sessiondelfl to create multiple lines of defence and
further protect ad hoc network®m malicious attackers.

Designing such cryptographic mechanisms, which are efficient in terms of both
computational and message overhead, isntlaén research objective in the area of
authentication and key management for femt networks. In wireless sensing for
instance, designing efficientryptographic mechanisms for authentication and key
management in broadcast and multicaginarios poses a great challenge.

Once the authentication and key manageminftastructure is in place, data
confidentiality and integrity issues can be tackled by using existing and efficient
symmetric algorithms since there is no ndeddevelop any special integrity and
encryption algorithms for ad hoc networks.
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