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Abstract

Seawrity of mobile aehoc networks (MANET) has become a more sophisticated
problem thansecurity inother networks, due to the open nature ahd lack of
infrastructure ofsuch networks.In this paper, the security challenges in intrusion
detection and authentication are identified and the different types of attacks are
discussed. ¥ proposea two-phase detectiorprocedure of nodes thaare not
authorized for specific services and nodes that have been compromised during their
operation in MANETThe detectionframework isenabledwith the main operations of
ad-hoc networking which are found at the link and network layef$he proposed
framework isbased on zero knowledge techniques, waretpresented through proofs.

Keywords: mobile adhoc networksauthenticationintrusion detection, compromised
nodes.

1. Introduction

An ad-hoc network is a collection of nodes that do not need to rely on a predefined
infrastructure to keep the network connected. Nodes communicate streanly other
using wireless radios and operate by following a fpe@eer network modelSuch
networks are also referred to as mobadhoc networks (MANET) [5]. Unlike
networks using dedicated nodes to support basic functions like packet forwarding,
routing, and network managementaiththoc networkgshese functions are carried out by

all available node$11]. Applications of mobilead-hoc networks range from military
tactical operations to civil rapid development such as emergency searobscue
missions, data collection/sensor networks, and instantaneous classroom/noesting r

applications.

The nature ofthe wireless and mobile environment makes it vulnerable to an

adversary’s malicious attackSuch networks are susceptible to attacks ranging from
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passive eavesdropping to activéenfiering.Unlike wired networks where an adversary
must gain physical access to the network wires or pass though severaf tieésnse at
firewalls and gateways, attacks on a wireless network can come fromractyodi and
target all nodesThereforeMANETS, do not have a clear line of defense, and every

node must be prepared for encounters with an adversary directly or indirectly.

In MANETS, nodes are receptive to being captured, compromised, and hijacked since
they are units capable of roaming indegently.Since tracking down mobile nodes is
difficult to achieve,attacks by compromised nodes are far more damaging and much
harder to detectTherefore, nodes and network infrastructure must be prepared to
operate in a notrusting mode. Furthermore, the lackatentralized authority gives
ground to adversaries to exploit new types of attacks and breedgihieed for efficient

operations cooperative algorithms.

In this paper, we propose a typbase detection procedure of nodes that are not
authorzed for specific services and nodes that have been compromised during their
operation in MANET. The detection framework is enabled with the main operations of
ad-hoc networking, which are found at the link and network lay&he proposed
framework isbas&l on zero knowledge techniques, whante specifically designed to
achieve node identification but do not rely on symmetric or asymmetric pgiaery
algorithms digital signatures, sequence numbers and timestarhpszero knowledge

techniques are presedtthrough proofs.

This paper is organized in the following five sections. Section 2 presents the types of
attacks that exist in adoc networksSectiors 3and4 discuss the challenges and related
work in intrusion detection ang@resentauthentication maels developed foadhoc
networks.Section 5 describes the detection framework and discusses how unauthorized
and compromised nodes are discovered. Finally, section 6 condhelgsaper by

presenting on areas that need further study

2. Attacks in Mobile Ad-Hoc Networks
Similar to other wireless networks, -adc networks are susceptible passive and
active attacks []. Passive attacks typically involve only eavesdropping of data, whereas

active attacks involve actions performed by adversaries such eplscation,



modification and deletion of exchanged data. In particular, attackshoadetworks
can causeongestion, propagate incorrect routing information, prevent services from

working properly or shut them down completely [2, 8, 14, 17, 29, 30].

Nodes that perform active attacks with the aim of damaging other nodes by causing
network outage are considered torbalicious also referred to asompromisedwhile

nodes that just drop the packets they receitle the aim of saving battery life forefr

own communications are considered tosedfish[12, 14. A selfish node affects the
normal operation of the network by not participating in the routing protocols or by not
forwarding packets. In additiom compromised nodenay usethe routing protodoto
advertise itself as having the shortest path to the node whose packets it avants t

interceptasin the so calledblack hole attack19, 29.

Compromised nodes can interrupt the correct functioning of a routing protocol by
modifying routing informatia and by fabricating false routing information. Recent
research studies have also brought up a new type of attack that goes under tbeé name
wormhole attackf26, 27]. In the latter, two compromised nodes create a tunnel (or
wormhole) that is linked through a private connection and they by-pass the
network. This allows a node to shaitcuit the normal flow of routing messages
creating a virtual vertex cut in the network that is controlled by the two attgdi3rs

15].

On the other hand, selfish ades can severely degrade network performance and
eventually partition the network by simply not participating in the network oparati
Compromised nodes can easily perfdntegrity attacksby altering protocol fields in

order to subvert traffic, denyingbmmunication to legitimate nodes and compromising

the integrity of routing computations in genei@poofingis a special case of integrity
attacks whereby a compromised node impersonates a legitimate one due to the lack of

authentication in the current ad-hoc routing protocols [11, 20].

The main result of a spoofing attack is the misrepresentation of the network topolog
that may cause network loops or partitioning. Lack of integrity and authentication i
routing protocols creatdabrication attackg3, 6, 23 that result in erroneous and bogus

routing messages.



Denial of service (BS) is another type of attack, in which the attacker injects a large
amount of junk packets into the network. These packets overspend a significant portion
of network resources, and introduce wireless channel contention and netwerktioont

in adhoc networks 4, 5]. In addition, the routing table overflow attackwhere an
attacker attempts to create routes to nonexistent raotkthesleep depwation attack

where an attacker tride consume the batteries of a node, are two other types of DoS
attackg[10].

3. Intrusion Detection Challenges

When a set of actions that attempt to compromise the integrity, confidentiality, or
availability of a mobile node takes place, intrusion prevention techniques, such as
encryption and authentication, are usually the first line of defense. Howevesjantr
prevention alone is not sufficient when systems become more complex and &g secur
is often the aftethought There are always wkaesses in the systems due to design and

programming errors, or various “socially engineered” penetration tectmique

For example, even though exploitable “buffer overflow” security holdsch can lead

to an unauthorized root shelNgre first reporteanany years agtheystill exist in some
recenly releasedsystem software. Furthermore, as illustrated by the Distributed Penial
of-Services (DDoS) attacks launched against major Internet sites wherétysecur
measures were in place, the protocols and systems that are designed to prozee servi
are inherently subject to attacks such as DDoS. Intrusion detection azsedea a
second wall to protect network systems because once an intrusion is degected,

responsenust be put into place to minimize damsige

By definition, intrusion detection involves capturing data and reasoning about the
evidence in the data to determine whether the system is under[aftadk21, 22, 24,

29]. The most important difference betwefexed networks and MANETS is perhaps
that the latter do not have a fixed infrastructure. Compared with wired netwbetge
traffic monitoring is usually done at switches, routers and gateways invarkdased
intrusion detection system (IDS), the mobiletaat environment does not have lsuc

traffic concentratiorpointsand therefore can be categorized as-based IDS.



While networkbased IDS look at all the traffio a network, hosbased IDS [19, 22

24] are concerned with what is happening on each individual node. They are able to
detect actions such as repeated failed access attempts or changes to criticallegstem f
and normally operate by accessing log files or monitoring-tiea& system usage.
Furthermore, there mayot be a clear separation between normalcy and anomaly in
mobile environment. A node that sends out false routing information could be the one
that has been compromised, or merely the one that is temporarily out of sync due to

volatile physical movement.

There have beeseveralstudies on securitgletectionmeasures for infrastructure based
wireless networks, such a2,[19, 22 24, 29]. On the prevention side, general
approaches such as key generation and management have been used in a distributed

manner to ensure the authenticity and integrity of routingnmétion[5, 7, 9, 30].

Zhou and Haas 1]7/] introduced a routing protocohdependent distributed key
management service. This approachsusslundancies in the network topology to
provide reliable key management. The main idea is to be able to use kieg svan

with a maximum threshold ratio of compromised nodes to total nodes.

The difficulties in realizing all these schemes are: first, cryptographylasivedy
expensive on mobile hosts, where computational capability is comparativeigteestr
seond, since there is no central authothwgt can be depended upon, authentication is
more difficult to implement; third, these schemes are only useful to preveiderd
from outside (external attacks) and are not useful when an internal node is casagrom
(internal attack)Sinceauthentication of mobile nodés mainly achievedwith the use

of cryptographic techniquest is essential to design efficiembhethods to achieve
authenticity without the use of encryptialgorithms, digital signatures etc

4. Authentication and Key Management Challenges

Early authentication methods focused on conneatraming mobile phone users to
networks. The networkeeded to ensure that only valid users have accesssatses

and the users access a secure faciig/security lapses in a network can lead to
permanentlamage to a visiting user. The main awas toestablish a session key for

confidential communication, mutual authentication and non repudiation [8, 16].



Most access control systems rely on publiy keanagement systems to certify an
association between an identity and a keytha form of a digital certificate. These
certificates contain the public key and the identity along with other details
cryptographically signed by a trusted third payblic key certificates employed by
applications are created by Certificate Authorities (C&skurity requirements for CAs

are important with an exploration of the wide range of attacks that can be mounted
against CAs1, 4.

In conventional networkshé two main publickey management solutions are Pretty
Good Privacy (PGP) and the X.509 public kefyastructure 1, 4. PGP has an anarchic
organization incontrast tathe rigid hierarchy of X.509. In PGP theege some central
certificate repositories #t are notoften used. In X.509 therés a hierarchy ofCAs
which are responsible for the issuing adrtificates and their verification. A node
verifies theauthenticity of a certificate by using the public key of @#e

The CA may revoke a certificate apdriodicallyrelease a Certificate Revocation List
(CRL) containingreferences to the revoked certificates. Delays in the retdas€RL

may lead to the acceptance of some revalestificates by nodes in the network.dd

hoc networks thisapproach is difficult to operate as access to a CA cannot be
guaranteed at all times to obtain the latest CRL. In PGdtdicate’s trustworthiness is
assigned by the user usingThe process to estimate ttnestworthiness of a certificate
may be prolonged andficult in anad-hoc network.

The key management approaches ddihoc networks try to eliminate the need for a
centralized CA. The first approach described lid] [emulates a conventional CA by
distributing parts of the secret keyn several nodesA key management schent&s

been proposedbr ad-hoc networks using threshold cryptography and the public key
paradigm. The scheme provides for distribution of parts of the secret key among some
special aehoc nodes designated as servers. An attacker hasetk lbnto a threshold
number of servers in order to get access to the secret key of the servicevard pre
progressive compromise of servers share refreshing is done periodi¢aiyscheme
requires prior communications and coordination between the riodegtting up the

service.ln addition, some nodes will have to work more than other nédethermore,



the requirement for eaaibdeto know the public key of all nodes ot feasiblaf the

number of nodes in theed-hoc network is large.

In the secnd approach23] each node authenticates the othgmusing some prefixed
criteria, like the existence of a shared secret among the nodes ad-ltioe network.
Individual nodes in the network use the shared secret to generate theinvedpsd.
One such scheme proposed by DeCle&h&ds a hierarchical framework. Each area in
the hierarchy has a controller. These area controllekeyea node when it moves
between different “areas”. Another scheme proposed by KbPguges the emulation

of certification authority and shared secret model along with a Public Key Infraseuctur
(PKI1) based centralized model. Initially the scheme has an aerial node acting as
centralized node for key distribution. If this aerial node is destroyed the saisase
thresold cryptography based on secret sharing to emulate a distributed cetificat

authority.

In the last approach a salfganized publikey infrastructure is useddubaux [L1]
proposed a publikey distribution based trust building scheme &¥hoc networks
which is similar to the PGP web of trust concept. The scheme differs from RG&ras
are no central certificate directories for distribution of certificatestehd a user selects
a subset of certificates from its repository to disclose to the ades. Both users then
merge the received certificates with their own certificates. In order dotli@ publie
key of a remote user the local user makes use of the Hunter Algorithm oretped
certificate repository to build certificate chain(s). Atdmate trust chain should lead
from the local user certificate to the remote user’'s certificate. The local esethes

public-key contained in the remote useaxstificate.

The plurality of authentication and key management approache§,e2§) enhance
attacks that can target either the identity of a mobile node or the enaorkptr which is

stored or exchanged via some cryptographic protocols.

5 Detection Framework

As mentioned in sections 3 and 4, the existing proposaldihoc networks areeither
authentication or detectiesriented gce they first identifycurrentvulnerabilitiesand

then enhance the existing protocol or propose a new protocol to challenge sush threat



Because the solutions are designed explicitly with certain attacklshodmind, they

work well in the presence of designated attacks but may collapse under newborn
attacks.As illustrated in Figure 1he detection framework we propose is related to the
main operations add-hoc networkingvhich are found at the link and network layefs

the Open Systems Interconnection Reference M@i@l).

One-Hop
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Transmissio Phase-One
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Routing Phase-Two
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Fig. 1 —Detection Framework

The mainoperationsrelated toad-hoc networkingare mainly taking place at tHmk

layer with onehop connectivityandframe transmissioand at the network layer with
routing and data packet forwarding12, 14, 17].Data link layer protocols maintain
connectivity betweenneighboring nodes and ensure the correctness of frames
transferred whereas routing protocols exchange routing data between nodes and
maintain routing states at each node accordingly. Based on the routing stites, da
packets are forwarded by intermediate nodes along an established route to the

destination.

These operations comprise of lirdecurity and network security mechanisms that
integrate adetection frameworkwhich consistsof two phases.In phaseone the
detection mechanism attempts to determine the true identity o€dimenunicating
nodesand thus deted unauthorized nodethrougha noninteractve zero knowledge
protocol. Likewise, n phasdwo the detection mechanism determingbetherthe
communicating nodebave been compromised or not through a wmateractive zero

knowledge protocol.



5.1. Detecting Unauthorized Nodes (Phase-One)

When one or more nodes are connedtedhe first time to a MANET, thedetection
procedure onunauthorized nodiakes place. At this stage, it is necessary to be able to
authenticate and thus determine the true identity of the nodes which couldypgasibl
access d specific applications or servicem a MANET. This can be done by an
authentication protocol which is suitable for MANETS.

~ . : <

Authentication & . Authentication &

Key Agreement ; Key Agreement
N Ny

~ K :
7 Xl : - Xl
. s : -

- -
Authentication Authentication &
& Key Agreement Key Agreement

- -

Authentication
& Key Agreement
1

- i -
- -

B . H B Z. Authentication
& Key Agreement == X

@) ) (b
Fig. 2 —New Nodes in MANET

Let us consider the MANET of Figuéwith the authenticated nodes A, B, andAG.
illustrated in Figure2(a), when node Xenters the MANET, it will be authenticated by
neighboring nodeB and C.When two nodes.g. nhodes Xand X, enter the MANET,

they will both be authenticated Imgighboring nodes because new routes between nodes
will be createdas shown in Figure 2(blror example, ade X gets authenticated lilie
closestnodes B and Omaking node X a valid node Similarly, upon entrance of node

X3, the closeshodes B and Xwill authenticate node X(Figure 2b). Once nodes X

and X% have been authenticated by valid nodes, they will also authenticate each other
since routing and packet forwarding data will be sent to or received by them.

There are several authentication protocols available in the literature that cari®é& app
to MANETs. However, it is necessary to use -nueractive and low complexity
protocols that will not create extra computational overhead in the network. For exampl
a provably secure authentication scheme can be considered as a “good” candidate
phase-one Such a scheme is preferable to a computationally secure authentication

scheme because its security relies on the apparent intractaifildy well known



computational problem (i.e. discrete logarithm problem) and does not negessaril
require the use of a symmetric or an asymmetric encryption algorithm.fdregre
authentication can be achieved with a zero knowledge protocol, similar poctioeol

described in [18] that provides such characteristics.

The basic concept behind the use of such cryptographic protocols is that they allow a
claimant, a node in a MANET context, to demonstrate knowledge of a secret while
revealing no informatio whatsoever of use to the verifying node even if the claimant
node misbehaves. In such protocols, nodes must exchange multiple messages, also
referred to as interactive, where the proof is probabilistic rather thatushdHowever,
interactive zero protcols are not suitable for wireless environments since they
exchange multiple messages and result in the reduction of network performance.
MANETSs are suitable for neimteractive zero knowledge protocols where nodes do not

need to exchange multiple messageprove their identity.

In Figure?2 (a) for examplenode X can prove its identity toodesB and C ensuring

X1

that the discrete logarithmg = ¢,
1;

andy, =a,” to the bases,«,, satisfyEquation

k.- % +k, - %, =b (mod p) @)

for integersk,, k,, and prime numbgy [18].

In the protocolnode X first computesy, =, and y, =, thensolves Equatior2,

for integersx;, X, :

k- %, +k,- X, =0 (mod p) 2

Next, the following message exchange takes place:
B,C—Xi: V=", Vs=0," (M1)
B,C— Xy: y7:H(a1’a21Y11Y2’k1’k21b1 Y51y6) (M2)

B,C—X1: Yo=%—Y, % (mod p), yy=x%,-, % (mod p) (M3)

Node X sendsy, and y, to nodes BandC. Upon reception of message (M1), nodes B

and C computey, with a oneway hash function angdendmessage (M2)o node X.

-10-



Next, node X checks he validity of (M1), constructs message (M3) and seydsy,

to nodes B and C.

Node X convinces nodes BndC that he/she knows the discrete algorithmsyptind
y, to the basesy; and «, respectively and that these logarithms satisfy a linear
equation.This can be done by verifying the resulting pr¢gf, y;, y,) . It canbe easily
seen thanodesB and Cwill always succeed in construey a valid proofby first
reconstructingy,, =, - y,” and y,, =«,” - y,”", then checking whethey, is equal to

Yoo, for H(ay, @, Y1, Vs, Ky Ky, 0, Vi, Vi) = Vi, and if Equation 3 is valid:

K. Y+ K, Yo ==Y, b (mod p) 3)

First, it can be easily seen thatdesB and C wil always succeed in constructing a

valid proof sincey,, =y, andy,, =y,

Y8, Y1
_ Ys Y7 _ X3— Y7 X% XY7 X3 _
Yo=Y = o o =0 =Y

Yo:Y2
_ Yo Y7 _ X4= Y7 X2 X¥7 _ ., X _
Yu=0a""Y," = o a " =0 =Y

Thus,
Yoo = Hlew, o, Y1, Yo K Ko D, Vio, Yin) = H(en, 0, i, ¥ K KD, Vs, V) = Vs

Hence nodesB andC calculatey,, and compare it withy, in messagé/2.

Second, assume that an intruder E who does not knaamd x, was able to compute
such proofs. Since theneway hash functiony, is hard to invert, we can assume that
the valuesy,, and y,, were fixed beforey, in messageMi2 was computedit also
seems necessary that when fixing the valygsand y,,, B and Cwere prepared to

compute a proof for many other possibkessagesBut this means thdt could also

compute different representations pf and y,, to the basesy,, y, and «,, y, which
implies the knowledge ok, and x,, the discrete logarithmy,, vy, to the basesg,, «,,

but this contradicts the assumption that the cheating E does notreovd x, .

-11-



FurthermorenodesB and C verify whether the respossg, and y, satisfy Equation 3.

Thus,

Y8, Y9

k1y8+k2y9 = kl.(x3—y7~x1)+k2~(x4—y7~x2)
=k1~x3—k1~y7-x1+k2~x4—k2-y7~x2
=k1'X3+k2'X4_y7'(k1'X1+k2'X2)

Eql2

= _y7'b(m0d p)
and validate the identity of node XThe successful authentication of nodeckncludes

that theparticular node is authorized specificapplicatiors which are carried out ithe
MANET.

5.2. Detecting Compromised Nodes (Phase-Two)

When routing informatiorand/or data packets aready to be transferregphasetwo
takes placeThe detectionprocedure for compromised nodesries on in the available
nodes starting with orleop at a time from theource to destination route. Due to the
node mobility inad hoc networks, the route from the source to destination node is
subject to changddowever, thedetectionprocedures independento the mobility of
nodes since the routing protocol is responsible for delivering data to nodes.
detectionprocessfollowed in phaséwo, requires therue identity and compromised
status of the communicating nodesHence, nodes are authenticated with a zero
knowledge protocol and the compromised status is detedriy a local agerthat

collects and analyses audit data.

The agentwhich is embedded to all nodes, knows the user’s standard prefiteds
deviations from this referen@nd isalsofamiliar with the signatures of known attacks
Even though the agé operations are similar to ID$he agenthas a passive rolef
gatheringand analyzingaudit data locallyand passinga confidence intervalo the
neighboring node fofurther processThe agentan collect and analyze data at regular
intervals or provide a continuous servider open environmentData manipulation

determines node identification and compromised status procedure.

5.2.1 Node Identification & Compromised Status Procedure

Let usassume that Xwas authenticated whehenteredhe MANET of Figure 2awith

the zero knowledgerotocol of section5.1. Similar to section 5.1, when routing

-12-



information is ready to be transferredbde X should proveagainits identity and

compromised status to nodes B and e@suring that the discrete logarithms,

_ 5+t (z.2)

Y, = andy, =a,*" "**) to the bases,,a,, satisfy Equation 4:

k% +k, - % = f(z,2)+b(mod p) (4)
for integersk,, k,, b and prime numbgy [18].

Notice that Equation 4 containsnaultivariablefunction f(z,z,) thatdetermines the

compromised status of a node. Such function is defined in Equation 5:

ki-z +k,-z,=cmodp,forx <z,z,<x,
f(z,2)= ,
(2.2) {O,otherwse ©)

for integersk,, k,, and prime numbep.

The value of f(z,z,) is determined by the local agent. Based on the analysis of data
the agent defines a confidence interval when®de is considered to be compromised.
The confidace intervalcan follow a normal distribution as shown in FigureBen

though the values of, and x, are discretethe interval is continuous.

X1 X2

Fig. 3 —Confidence Interval for Compromised Nodes

If the values ofz; and z,, which are assigned by the local agent, are found within the
interval of x, and x,, then f(z,z,) is defined asf(z,z)=k -z +k, -z, =cmodp.
Next, node X provesits valid identity to node B and Candrouting informationis

exchangedOn the contrary, if the values & and z, exceed the interval fronx, to
X,, then f(z,z,) =0. Hence,Equations 1 and 4 are the same. In saclicumstance,

node X is considered to be compromised because it proves its identity to nodes B and

-13-



C with the procedure mentioned in sectmi. Therebre, routing informatiorwill be

considered unreliable and will be discardedh®/neighboring nodes B and C.

5.2.2 Validation Procedure
In the validation procedure, nodg ¥omputes/, =, and y, =, andthen solves
Equation 2 for integers,, %, . Following, exchange of messages takes place afterwards:
B,C—Xi1:Ve=a,°, Vo=, (M1)
B,C— X1: Y, =H(a,2,,Y,,Y,.K.K,, G 1(2,2,) +b, Y5, Ve ) (M2)
B, C—X1: Yy=%~¥;-(f(z,2)+x)(mod p),
Yo =%, =¥, +(f(2,2,)+x,) (mod p) (M3)

Node X sendsy, and y, to nodes BandC. Upon reception of message Miodes B
and C computey, with an oneway hash function andendmessage M2o node X.
Next, node X checks the validityf M1, constructs message MBd sendsy,, Yy, to

nodes B and C.

Node X convincesnodes BandC that he/she knows the discrete algorithmsypfind
y, to the basesy; and «,, respectively and that these logarithms satisfy a linear
equation.This can be done by verifying the resultiproof (y,, ys, Y,) - It canbe easily
seen thanodes B and Qwill always succeed in constructing a valid prdmf first
reconstructingy,, =, - v,”", y,, = a,” - y,”” andthen checking whethey, is equal to

Yoo, for H(ay,a,, Y1, 5.k, K,,Cb, Voo, Vi) = Vi, @nd if Equation 6s valid:

K Yo+ Ky Yo ==Y, (f(z,2)+b)(mod p) (6)
for

k- f(z,2)+k,- f(z,2,)=0(modp). W)

First, it can be easily seen that nodes B and C will always succeed irucongta

valid proof sincey,, =y, and y,; = Y;:

. Ys Y7 yfiyl %= ¥ ( 1(z,2)+%) Vo [(z,2)+%) _ X3 _
Yo=0" Y, = o "0y =0, =Ys

-14-



Vo v ey (Hmm)ee) e (H(2.2,)%) x
— 9 7 _ - % 1,22)+ %o : 1:22)tX2) 4 _
Y=o, Y, = &, "y =0, =Yg

Then
Yio = H(aliaz’Yyyz’kvkz’C’b’ le’yll): H(aliazaYyyzikvkz’C’b’ y5’y6)= Y7-

Hence, nodes B and C calculatg, and compare it withy, in message M2.

Furthermore, nodes B and C verify whether the resgogisend y,, satisy Equation

6. Thus,

Ys: Yo
KYs+KoYs = Ky (%= Y7 - (F(2,2) + %))+ Ky - (% = 7 - (F(2,2,) + %))
:k1'X3_k1'y7' f(z11zz)_k1'Y7'X1+k2'X4_k2'y7' f(Zl,Zz)—kz-y7-X2
:k1'X3+k2'X4_y7'(kl'x1+k2'X2)_y7'(k1' f(21,22)+k2- f(211zz))

Eq.247

= —Y,-(f(z,2,)+b)(mod p).
Nodes B and C will accept the routing information which is coming from nqdnxe
there is a high confidence that it has not been compromised during its operation in
MANET. As a result, the communi¢ayy nodesareeligible to agree upon a secret key,

which will encrypt the actual communication.

6 Conclusions

Security of MANET hasbecone a moresophisticatedproblem tharsecurity inother
networksdue to the open nature alatk of infrastructur@f adhoc networks Current
researchefforts on ad-hoc networksfollow a hierarchical approach, whetiee most
explored area involves secure routing protecéluthenticatiorand intrusion detection
mechanismson the other sida@reexplored lesshanrouting potocols.In this paper we
explored the authentication and intrusion detection challenges and mr@pdstection

mechanism for unauthorized and compromised nodes.

Since mobileadhoc networks can be formed, merged together or partitioned into
separatenetworks on the flyit is essential to be able to determine the idemtityhe
nodesparticipatingin suchnetworls. It is alsonecessary to be able verify whether a
node has been compromised or dating the operation of a MANETThe proposed
detecton mechanismwhich is enabled with the main operations of link and network
layers, makes use of local agetitat collect and analyze audit daEach agent assigns

a compromised status basedhis dataanalysis and passégo the neighbouring nodes

for further decisions.
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Nodesapply zero knowledge techniquesexchange information and therefore, identify
unauthorized and compromised nodes. Our protocols allows a proof of the truth of an
assertion, while conveying no information whatsoever aboutsertion itself other

than its actual truth.The authentication schemes applied in MANETs usually
demonstrate knowledge of a secret in a firagant manner which might nonetheless
reveal some partial information about the secret kMgvertheless, mce the
authentication infrastructure is in placataconfidentiality and integrity issues can be
tackled by using existing and efficient symmetric algorithms since there is doohee

developing any special integrity and encryption algorithmaddrocnetwvorks.
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