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Abstract—In this paper, we propose a novel physical layer
strategy to improve the secrecy performance of multiuser
multiple-input single-output networks. In this strategy, orthog-
onal space-time block code (OSTBC) is employed at an Ajx-
antenna base station (BS) and artificial noise (AN) is employed
at an Aj-antenna cooperative relay to enhance the security
level of the network. Moreover, two opportunistic scheduling
schemes, namely, selection combining (SC) and scan-and-wait
combining (SWC), are leveraged to select one legitimate user
for data transmission. To evaluate the secrecy performance of
the proposed OSTBC-SC-AN and OSTBC-SWC-AN schemes, we
derive new exact closed-form expressions for the secrecy outage
probability and the effective secrecy throughput. Using numerical
results, we show that the OSTBC-SWC-AN scheme outperforms
the OSTBC-SC-AN scheme when the switching threshold is
carefully chosen. We also show that increasing A4 brings down
the secrecy performance in the presence of a high switching
threshold.

Index Terms—Physical layer security, orthogonal space-time
block codes, artificial noise, secrecy performance.

I. INTRODUCTION

The information security has become an increasingly impor-
tant issue in the design and implementation of wireless net-
works, due to the broadcast nature of the wireless medium. By
exploiting the spatio-temporal characteristics of the wireless
medium, physical layer security (PLS) has been extensively
investigated to provide additional confidentiality protection for
wireless networks in recent years [1].
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Remarkably, various advanced signal processing techniques,
e.g., multiple-input multiple-output (MIMO) techniques, relay-
aided techniques, and multiuser diversity, have been explored
to improve the secrecy performance of wireless communi-
cations systems. Considering MIMO wiretap channels, [2]
studied the PLS achieved by using orthogonal space-time
block code (OSTBC) with arbitrary transmit/receive antenna
correlation. The impact of transmit antenna selection (TAS)
on the PLS performance was established in [3, 4]. Focusing on
Nakagami-m fading channels, [5] evaluated TAS with receive
generalized selection combining. Very recently, [6, 7] designed
the optimal artificial noise (AN)-based secure transmission
schemes. Considering relay-aided wiretap channels, [8] pro-
posed a two-stage scheme to boost the security of cooperative
single-carrier systems via joint relay and destination selection.
Differing from [8], [9] exploited the cooperative beamforming
and user selection techniques for secrecy improvement. Build-
ing upon the aforementioned studies on the single-user wiretap
channel, the secrecy performance of the multiuser wiretap
channels has recently been evaluated. For example, [10] exam-
ined the impact of TAS and threshold-based selection diversity
(tSD) on the secrecy performance over Nakagami-m fading.
[11] studied the secure multiuser communications with TAS
and cooperative jamming in wireless sensor networks, where
the switch-and-stay combining (SSC) scheduling scheme is
exploited over the sensor nodes.

We note that the scan-and-wait combining (SWC) scheme,
proposed in [12], is an effective approach to realize multiuser
diversity with a low implementation complexity and achieve
a tradeoff between performance and delay. Specifically, this
scheme conducts a sequential scan of all the available diversity
branches and selects the first branch whose channel quality is
not less than a predefined switching threshold as the acceptable
branch. If no branch meets the required channel quality, the
SWC scheme waits for a channel coherence time and then
repeats the scanning. Despite the potential benefits, the secrecy
performance achieved by the SWC scheme in multiuser MISO
networks has not been examined thus far.

In this paper, we propose a novel PLS strategy for multiuser
MISO networks where both the Aj-antenna base station
(BS) and the Aj-antenna cooperative relay help the secure
transmission in the presence of an Ag-antenna eavesdropper.
In the proposed strategy, OSTBC is used at the BS to enable
transmit multi-antenna diversity [13] and AN is explored at the
cooperative relay to boost the security level of the considered
network. Moreover, the selection combining (SC) scheme and
the SWC scheme are adopted among the legitimate users to
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Fig. 1. The illustration of the multiuser MISO network where both the BS and
the cooperative relay help the secure transmission to one selected legitimate
user in the presence of an eavesdropper.

select one user for data transmission. We derive new exact
closed-form expressions for the secrecy outage probability and
the effective secrecy throughput to examine the secrecy per-
formance achieved by the OSTBC-SC-AN and OSTBC-SWC-
AN schemes. Numerical results are provided to demonstrate
the validity of our derived expressions and reveal the impact
of key network parameters on the secrecy performance.

II. SYSTEM MODEL

As illustrated in Fig. 1, we consider the downlink of a
multiuser MISO network, in which one BS with A, antennas
serves Np single-antenna legitimate users in the presence
of an Ag-antenna eavesdropper. In order to strengthen the
eavesdropping capability, we assume that the eavesdropper
adopts maximal ratio combining (MRC) scheme to wiretap the
messages. In this network, one Aj-antenna cooperative relay
acts as a friendly jammer. We use A, R, B, and E to represent
the BS, cooperative relay, legitimate users, and eavesdropper,
respectively. We assume that the A — B link, A — E link,
and R — E link are subject to independent and non-identically
distributed (i.n.i.d) quasi-static Rayleigh fading, where the
fading coefficients are constant over a frame of consecutive 2L
symbols and varies from one frame to another. We also assume
that the frame length keeps the same for all the channels and
is long enough to allow capacity-achieving codes within each
frame.

We propose that OSTBC is employed at the BS and AN
is employed at the cooperative relay to enhance the security
level of the network. Moreover, we consider the use of SC
or SWC to schedule one out of Ng legitimate users for data
transmission. The transmission process of the OSTBC-SC-AN
and OSTBC-SWC-AN schemes are detailed as follows:

The BS first selects L transmit symbols, si, 2, ..., S, With
E [|sl|2] = Pa, Vi, where E [-] represents expectation and Pa
denotes the transmit power at the BS. Then, an Ay xT OSTBC
is adopted at the BS in 7' times slots. With the aid of [2, 13],
the received SNR at the k-th user (1 <k< Np) is given by

2., (1)

Pa
Bk = o |lhag,k

B
where hag ;. denotes the A x 1 channel vector for the BS to k-
th legitimate user channel whose entries follow i.i.d. Rayleigh
fading, \||2F represents the Frobenius norm and o3 is the

variance of additive white Gaussian noise (AWGN) at the
legitimate user.

When the SC scheme is employed, the user with the best
channel quality is selected. Thus, we have the received SNR
at the selected user as v = maxi<k<n, {78k} When the
SWC scheme is employed, the first user compares its received
SNR ~g,; with the predefined threshold ~r. If 781 > A7,
then this user is selected for transmission in the upcoming
data burst and yg = 7p,1. Otherwise, the next user compares
its received SNR, ~g 2, with ~yr. This procedure repeats until
either an acceptable user is found or all the users have been
examined. In the latter case, the BS waits for a period of
time to buffer the input data instead of transmitting. After the
waiting period ends, the BS re-initiates the same procedure.
We note that in our context the selected legitimate user feeds
its received SNR back to the BS through a specific uplink
for wiretap codes construction, which is different from the
scenario without secrecy consideration.

We assume that the selected legitimate user transmits pilot
signals to the cooperative relay at the same frequency as
that of B — R link, and the relay obtains the Ay x 1
precise CSI vector of the R — B link, hgp through channel
reciprocity. To enable the cooperative relay to send AN signals,
we first design an Aj x Aj unitary beamforming matrix as
W = [wgp, Wgg|, where wgp is an Aj X 1 vector used for
the R — B link and Wgg is an Aj x (A; — 1) matrix used
for the remaining directions. We then choose wgg as the main
eigenvector corresponding to the largest eigenvalue of hRBthzB~
We further choose Wgg as the remaining Ay — 1 eigenvectors
of hRBthQB such that Wgg lies in the nullspace of hgg, i.e.,
hrgWgre = 0. Using W, the cooperative relay transmits AN
signals in all directions except towards the selected legitimate
user within the data burst. We further assume that Ay > Ag,
thus the eavesdropper cannot remove the AN signals [7, 14].

Without loss of generality, we take into account the practical
assumption where the relay has no knowledge about the CSI
of the R — E link. Thus, the relay uniformly allocates its
transmit power P; across the (Aj — 1) transmit antennas. It
follows that the instantaneous signal-to-interference plus noise
ratio (SINR) at the eavesdropper is expressed as

2
%% [Hag |z
&= —F

P} s
=10z HreWre|[p + 1

2

where Hug denotes the Ag X A4 channel matrix of the A — E
link and Hgg denotes the Ar x Ay channel matrix of the
R — E link, whose entries follow i.i.d. Rayleigh fading. o3
represents the variance of AWGN at the eavesdropper.

Using g and g, we define Cg = log (1 + ) and Cg =
log (1 4+ ~g) as the instantaneous rate of the legitimate channel
and the eavesdropper’s channel, respectively. Therefore, the
achievable secrecy rate of the multiuser MISO network is
given by C; = [Cs — Cg] ", where [u]" = max (u, 0). For sim-
plicity, we define ¥ = P, /08, Tg = Pa/0%, and 7; = P; /o2
In addition, we denote Agg as the main-to-eavesdropper ratio
(MER), where Agg = 75 /7g.
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III. SECRECY PERFORMANCE ANALYSIS

In this section, we first derive new exact closed-form
expressions for the secrecy outage probability achieved by
the OSTBC-SC-AN and OSTBC-SWC-AN schemes. Based
on these expressions, we then evaluate the effective secrecy
throughput of the considered network.

A. Preliminaries

Based on (1) and using the statistics of a Rayleigh faded
SNR, the cumulative distribution function (CDF) of ~g j is
derived as

Ap—1 n

z 1/
F,. (x)=1—exp (—) — () . 3)

e 7B Z‘g n!\7s
We now make the assumption that all the legitimate channels
undergo independent and identical distribution (i.i.d.) Rayleigh
fading'. When the SC scheme is adopted, we obtain the CDF

of ~g using the multinomial theorem, which gives

1 Al NB x ¢
o300 wren () o (2)

o ; q 7o) M\
where

’I’IAA 2 AA 1 t' MNt4+1—N¢
(C]
o= Y30y T
ni no MAN—1= -

with ng = ¢,na, =0, and ¢ = 37" ng,. When the SWC
scheme is used, according to [12], the CDF of g is given by
T <7T

—1)7 T > yr. )

0,
F’IYIB (I) { Fyg (1) ( Frg (@)
17F’YB,1€('7T) F’YBJC(’YT)

We further examine the probability density function (PDF)
of vg. According to (2), the PDF of ~g is derived as

ApAp—1 e
fo e (%) K (Ante
" I'(AAAgR)T (Agp) AEprAAAE ~ n
E n=0
F(AE (AA-I-p)—n) (:U+1) (Ar(Aa+p)—n) ©
pAAAE_n YEP 3 ’

where p = Ay — 1 and T (-) represents the gamma function.
Proof: For the sake of clarity, we first define X =

— 2 — 2 . .

7e ||Hagl|7 and Y = 7; |HRgeWre||% in (2). With the help

of [15], the PDF of ) is given by

AEpfl
Y Y
e (5) O

By applying order statistics, the CDF of g is derived as

< z]:/OOOFX (z (ZH))fy (y) dy

®)

Iy (y) =

F_ (2)=Pr

Y
p+1

'We assume that the legitimate users are located relatively close together,
e.g., in a clustered structure. This assumption is commonly adopted in the
context of cooperative multiuser systems.

Then we take derivative of (8) to obtain the PDF of ~g as

f, (z)=/000 (i + 1) Fr (z (i + 1)) fy @) dy.  ©

We further obtain the PDF of X as
exp —_ .
TE

AAAE 1
T
fX( ) (AAAE),AAAE

By substituting (7) and (10) into (9), and utilizing [16, Eq.
(3.326.2)] to perform some mathematical manipulations, we
obtain (6), which completes the proof. [ ]

(10)

B. Secrecy Outage Probability

According to the definition in [3], the secrecy outage proba-
bility is characterized as the probability that the achievable se-
crecy rate Cs is less than a predetermined secrecy transmission
rate R,. Therefore, we express the secrecy outage probability
as

Pout (Rs) = Pr[Cs < Ry

:/O Foy (2% (1 +y) = 1) fr (y)dy, (D

We next present the secrecy outage probability for the pro-
posed schemes.

1) OSTBC-SC-AN Scheme: By substituting (4) and (6) into
(11) and applying [16, Eq. (9.211.4)], the exact closed-form
expression for the secrecy outage probability of the OSTBC-
SC-AN scheme P!, (R) is derived as (12).

out

2) OSTBC-SWC-AN Scheme: We first rewrite (11) as

Jom Foyg (0 )) v (2) dz
+fg (55)) e (7) dz, Qo >0, (13)
(

fo ’YB fre r)dz 2, <0

where 0 () = 25 (1 + ac) —land Qy =278 (14~)— 1.
By substituting (5) and (6) into (13) and performing mathemat-
ical manipulations using [16, Egs. (1.111) and (9.211.4)], we
derive the exact closed-form expression for the secure outage
probability of the OSTBC-SWC-AN scheme as

PIA(R), Q. >0
11 out S/ T
Pout(R) { PHB(RS)7 Q'YTSO 9

out
where PLA (R) and PILB (R;) are given by (15) and (16),
respectively, and I" (-, -) and W (-, -, -) denote the upper incom-
plete Gamma function [16, Eq. (8.350.2)] and the confluent hy-
pergeometric function of the second kind [16, Eq. (9.211.4)],
respectively.

We clarify that the derived exact expressions in (12), (15),
and (16) only obtain easy-to-compute functions. Moreover,
these expressions hold for general networks with arbitrary Aa,
AE, AJ, and NB.

Pout (Rs) -

(14)

C. Effective Secrecy Throughput

Based on its definition in [6,7], the effective secrecy
throughput is defined as the product of the complemen-
tary probability of P, (Rs) and the predetermined secrecy
rate Rg. Thus, the effective secrecy throughput is given
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SWC-AN scheme.
The effective secrecy throughput is a meaningful perfor-
mance metric since it quantifies the average rate of the mes-
sages that are sent from the transmitter to the legitimate user
securely in the passive eavesdropping case. We remark that
the effective secrecy throughput is different from the widely
adopted conventional throughput definition in [17-19], where
the throughput quantifies how much of transmitted messages
on average but does not evaluate the average amount of the
secure transmitted messages.

(Rs)) Ry for the OSTBC-

IV. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we provide representative numerical results
to verify our performed theoretical analysis and to evaluate
the impact of network parameters on the secrecy performance
achieved by the proposed schemes. In Figs. 3-5, we use solid
lines and dashed lines to represent the secrecy performance
achieved by the OSTBC-SWC-AN scheme and the OSTBC-
SC-AN scheme, respectively.

Fig. 2 depicts the secrecy outage probability versus MER
ABe. We first observe that the theoretical curves of both
proposed schemes match precisely with the Monte Carlo simu-
lations, which validates the accuracy of our derivation. Second,
we observe that the secrecy outage probability decreases
sharply when Agg increases and the secrecy performance
improves when the secrecy rate Ry decreases, e.g., curve (b)
and (c¢), (f) and (g). Third, we remark that if the improved
useful signal dominates, the secrecy performance becomes
worse when the eavesdropper’s antenna number increases,

OSTBC-SWC-AN
o= T T

15 20
(1) A (dB)
OSTBC*SC*AN

Fig. 2. Secrecy outage probability versus Agg with 7 = 5dB, A, = 2, A; =
4, Ng = 2, and v = 10dB.

e.g., curve (a) and (b), and if the improved artificial noise
dominates, the secrecy performance becomes better when the
eavesdropper’s antenna number increases, e.g., curve (e) and
(f). The dominating factor depends on Apg and 7;. Finally,
we find that the secrecy performance of the proposed schemes
is better than that of the naive cases without AN, e.g., curve
(b) and (d), (g) and (h), which demonstrates the effectiveness
of our proposed schemes.

Fig. 3 depicts the secrecy outage probability versus the
switching threshold ~r. As observed in this figure, the secrecy
performance of the OSTBC-SC-AN scheme is independent
of ~r, while that of the OSTBC-SWC-AN scheme improves
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Fig. 4. Secrecy outage probability versus Ng with Ry = 3, yv = 15dB,
Ap = Ag =2, Ay = 4, and g = 5dB.

significantly when ~r increases. We also observe that the
OSTBC-SWC-AN scheme outperforms the OSTBC-SC-AN
scheme when ~t is higher than a certain value, which implies
that the OSTBC-SWC-AN scheme can achieve a better secrecy
performance at the cost of time delay for signal retransmission.
Third, we observe the curve (a) and (c¢) for the OSTBC-SWC-
AN scheme and find that curve (c) is firstly lower than curve
(a) and then slightly higher than curve (a) when ~7 increases.

Fig. 4 depicts the secrecy outage probability versus the
number of legitimate users Ng. We first observe that the
secrecy performance of the OSTBC-SWC-AN scheme is inde-
pendent of Ng. We also observe that the secrecy performance
of OSTBC-SC-AN scheme improves when Np increases.
We further observe that increasing Agg or the average SNR
of jammer’s channel, 7;, brings about a superior secrecy
performance for both schemes.

Fig. 5 plots the effective secrecy throughput versus the
secrecy rate Rs. It is observed that the effective secrecy
throughput first increases and then decreases as R, increases
from 3 to 7 for both schemes, which reveals that there exists
an optimum R that yields the maximum effective secrecy
throughput. Moreover, we observe that the effective secrecy
throughput of the OSTBC-SC-AN scheme is higher than that
of the OSTBC-SWC-AN scheme when yr = 10 dB, but lower

SW
N \
i \
55} ’
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‘y s\z\
,'0 vy
5 .' “
‘\
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~ K
Sa4s %
& ( h
\
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35 1
(of Ay =2, Ay = 3,vr = 10YB
) Ay =2, Ay = 5,97 = 10
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Fig. 5. Effective secrecy throughput versus Rs with 7z = 5dB, Agg =
15dB,%; = 10dB, Ag =2 and Np = 2.

than that of the OSTBC-SWC-AN scheme when vyt = 25 dB.
Furthermore, by observing the effective secrecy throughput of
the OSTBC-SC-AN scheme with v = 10 or 25 dB and the
effective secrecy throughput of the OSTBC-SWC-AN scheme
with yr = 10 dB, we find that increasing A, and A; shifts R
to the right. This reveals that the BS is capable of supporting a
larger secure transmission rate when the BS or the cooperative
relay can accommodate a larger number of antennas under the
considered network parameters.

V. CONCLUSION

We designed new secure transmission schemes for multiuser
MISO networks, where OSTBC and AN were exploited at
the BS and the cooperative relay, respectively, to enhance the
security level and the SC and SWC schemes were explored
for user scheduling. We derived new exact closed-form ex-
pressions for the secrecy outage probability and the effec-
tive secrecy throughput to evaluate the secrecy performance
achieved by the proposed OSTBC-SC-AN and OSTBC-SWC-
AN schemes. Our results revealed that the OSTBC-SWC-AN
scheme outperforms the OSTBC-SC-AN scheme when the
switching threshold is carefully chosen. Considering a high
switching threshold, we found that increasing the number of
antennas at the BS brings down the secrecy performance.
Finally, we would like to consider the adoption of AN at the
BS as our future work.
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