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Our world is becoming increasingly digitized. Digitalization has changed and
is changing business models at accelerating pace and creating new revenue and
value-producing opportunities. We are now witnessing the age where the digital
technologies are harnessed for our advantage - as the physical technologies were
harnessed in the first industrial revolution. Still, the digital world and the physical
world are separated from each other. This is the one significant issue, that the
Internet of Things (IoT) is about to change. The vision of the IoT is to connect
people and devices and produce a vast variety of new goods and services.

As the IoT is a novel phenomenon, it can be a difficult concept to define. It
can be difficult to create a comprehensive understanding on what the IoT is and
what kind opportunities it has to offer. In addition, The [oT is a complex phe-
nomenon in terms of monetization. It can be difficult to create a comprehensive
understanding on where the real value of the IoT comes from.

The goal of this study is to to create a framework of possible IoT business op-
portunities for the target company. This is done by creating a conceptualization
that unfolds the different roles there are in IoT business for the target company
to take or aim for. In addition to the conceptualization, there is also a need to
create better understanding of the customership and value proposition related
to the IoT business, and recognize the most important barriers of adoption and
capabilities required for managing the barriers of adoption.

Keywords: Internet of things, IoT, conceptualization, framework, busi-
ness models
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Digitalisaatio on muuttanut ja muuttaa liiketoimintamalleja kiihtyvalla vauhdil-
la luoden uusia mahdollisuuksia arvontuotolle. Todistamme nyt aikakautta, jossa
digitaaliset teknologiat valjastetaan kiayttoon kuten fyysiset teknologiat valjastet-
tiin ensimmaisesséa teollisessa vallankumouksessa. Siltikin digitaalinen ja fyysinen
maailma ovat olleet tdhén asti erossa toisistaan. Taémé& on merkittivin asia, jon-
ka esineiden internet tulee muuttamaan. Esineiden internetin visiona on yhdistéa
ihmiset ja laitteet ja luoda laaja valikoima uusia tavaroita ja palveluita.

Koska esineiden internet on uusi ilmi6, sen mééritteleminen voi olla vaikeaa. On
haastavaa luoda kattavaa kisitysté siitd, mité esineiden internet on ja millaisia
mahdollisuuksia se tarjoaa. Liséksi esineiden internet on minimutkainen ilmio
kaupallistamisen kannalta. On haastavaa luoda kattavaa késitysta mistd esineiden
internetin todellinen arvo tulee.

Tamén opinnédytteen tavoitteena on luoda viitekehys, jonka avulla kohdeyritys
voi paremmin hahmottaa esineiden internetin tarjoamia liiketoimintamahdolli-
suuksia. Tama mahdollistetaan hahmottamalla erilaiset roolit, joihin kohdeyri-
tys voi asettua. Viitekehyksen liséksi opinnédytteen tavoitteena on luoda parempi
ymmérrys IoT-liiketoimintaan liittyvistd asiakkuuksista ja arvolupauksista, seké
tunnistaa tdrkeimmét kdyttoonoton esteet seké tarvittavat kyvykkyydet niiden
hallitsemiseksi.

Asiasanat: Esineiden Internet, IoT, kehys, liiketoimintamallit
Kieli: Englanti
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Chapter 1

Introduction

This chapter introduces the topic of the thesis and the motivation for the
study. This chapter first describes the research problem and the scope of
the study. After that, the research questions are presented and the research
design and process defined. The chapter ends with a brief overview of the
structure of the study.

1.1 Research problem and scope

As the Internet of Things (IoT) is a novel phenomenon, it can be a difficult
concept to define. It can be difficult to create a comprehensive understanding
on what the IoT is and what kind opportunities it has to offer. Currently, It
is not possible for the target company to create a sufficiently comprehensive
understanding of the opportunities offered by the IoT. In addition, The IoT
is a complex phenomenon in terms of monetization. It can be difficult to
create a comprehensive understanding on where the real value of the IoT
comes from. Therefore, it is interesting for the target company to understand
what kind of business possibilities the IoT can offer.

Based on the aforementioned research problems, the first research question
is formed as follows:

Q1: What aspects should the target company consider when starting IoT
business?

The second research question is formed as follows:

Q2: What kind of barriers of adoption are associated to the starting of IoT
business and what kind of capabilities are required for managing them?
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As a result of the research problems, the goal of this study is to create a view
or a framework of possible IoT business opportunities for the target company.
This is done by creating a conceptualization that aims to unfold the different
roles there are in IoT business for the target company to take or aim for.
In addition, this study aims to provide a understanding of the customership
and value proposition related to the IoT business, and recognize the most
important barriers of adoption and capabilities required for managing the
barriers of adoption.

1.2 Research methodology and process

This section describes the used research methods in this thesis. In addition,
the design and the process of the study is described. Research can be catego-
rized into two distinct types, qualitative and quantitative research. The qual-
itative research concentrates on words and observations for expressing reality
and aims to describe people in natural situations. The quantitative research
trusts in numbers that represents opinions or concepts. (Amaratunga et al,
2002). This study uses the qualitative research approach.

It can be somewhat difficult to find a definitive statement on what the qual-
itative research actually is. This is because the theory and methodology
are usually quite closely interrelated in qualitative research. Qualitative re-
search is conducted through and intense and sometimes prolonged contact
with a real life situation. These situations are usually reflective of the ev-
eryday life of individuals, groups, societies, and organizations. One major
feature of qualitative research is that it focuses on naturally occurring, or-
dinary events, in natural settings. Another feature of qualitative research
is the richness and holism of data that has a strong potential for revealing
complexity. (Amaratunga et al, 2002). These are the reasons that makes the
qualitative research approach suitable for this study.

A case study approach was used in this study for understanding and testing
the created conceptualization. It is reasonable to use case study approach
whenever an empirical research must examine a contemporary phenomenon
in its real-life context. This is especially true when the boundaries between
the phenomenon and context are not clearly evident. Case study approach
is relevant for studying knowledge utilization, because the topic covers a
phenomenon that seems to be inseparable from its context. (Yin, 1981).

Once the research problem and the goals of the study had been identified, the
study started as a desk study with a literature review. The desk study aimed
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to clarify, what IoT and IoT business are, and to clarify, what are the key
elements of IoT. In addition, the desk study aimed to identify the relevant
existing phenomena around the problem scope in order to form the concep-
tualization of IoT business opportunities. This included reading academic
research papers, company white papers, and relevant blogs and articles. In
addition, discussions with the target company representatives were held and
two internal workshops were organized for creating deeper understanding
about the perspectives towards IoT from the target company’s point of view.
The empirical part of the study was conducted as a case study. One IoT re-
lated case was selected to be viewed through the created conceptualization.
The overall process of the study is presented in figure 1.1.

Company Conceptualization Case view
representative of loT business | throughthe
reussans opportunities conceptualization

Workshops

Figure 1.1: The design and process of the study.

1.3 Structure of the thesis

This section describes the structure of the study. The first chapter presents
the context of the study, followed by the research problem and research ques-
tions and a overview of the design and process of the study. The second chap-
ter presents the background for the study. The second chapter describes the
definitions of the key concepts, gives an overview of the IoT and [oT business
in general and also presents the target company. The third chapter describes
the key phenomenon affecting IoT business and creates the conceptualization
of IoT business opportunities. The third chapter also creates an overview of
the capabilities required when considering starting IoT business, as well as
describes the barriers of adoption affecting IoT. Chapter four describes one
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actual IoT use case viewed through the created conceptualization. Finally, in
chapter five, the research questions are answered and the study is concluded
with suggestions for future work and research.



Chapter 2

Background

Our world is becoming increasingly digitized. Digitalization has changed and
is changing business models at accelerating pace and creating new revenue
and value-producing opportunities. We are now witnessing the age where
the digital technologies are harnessed for our advantage - as the physical
technologies were harnessed in the first industrial revolution. (Brynjolfsson
and Mcafee, 2016).

Still, the digital world and the physical world are separated from each other.
This is the one significant issue, that the IoT is about to change. The vi-
sion of the [oT is to connect people and devices and produce a vast variety
of new goods and services. This new connection between digital world and
physical objects is supposed to improve quality of life by, for example offer-
ing conveniently accessible health and fitness services, or by enhancing the
management of homes, offices, worksites, factories or entire cities. (Buyya
and Dastjerdi, 2016).

In this chapter, the key concepts and terms related to the IoT are first de-
fined. Secondly, the meaning of the IoT is explained. Thirdly, an overview of
the possibilities that the IoT can offer to users and businesses is presented.

Finally, this chapter presents the target company, to whom the conceptual-
ization of IoT business opportunities is created.

2.1 Definitions of key concepts
This chapter summarizes the key concepts used and discussed in this thesis.

Actuator

10
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A mechanism that performs a physical task based on input from a connected
system (Gates, 2017).

Artificial Intelligence (AI)

The theory and development of computer systems which are able to perform
tasks normally requiring human intelligence. Such tasks can be for exam-
ple, visual perception, speech recognition, decision-making, and translation
between languages (Marr, 2018).

Big Data

A broad term for any collection of data sets so large and complex that it
becomes difficult to process with traditional data processing applications
(Press, 2014).

Cloud Computing

The use of various services, like software development platforms, servers,
storage and software, over the internet (Techopedia, 2018).

Cyber-Physical Systems (CPS)

Transformative technologies for managing interconnected systems between
its physical assets and computational capabilities (Lee, Bagheri and Kao,
2015).

Data Mining

Process of analyzing data and transforming it into insight that informs busi-
ness decisions. Data mining software enables organizations to analyze data
from different sources in order to detect patterns (Galletto, 2018).

Digitalization

Process of moving to digital business. Digitalization is the use of digital
technologies to change a business model and provide new revenue and value-
producing opportunities (Gartner, 2018).

Digitization

Digitization is the process of changing from analog to digital form (Gartner,
2018).
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Ecosystem

The term ecosystem is used for describing a variety of concepts. The term is
used for example to describe biological ecosystems, digital ecosystems, and
business ecosystems. A biological ecosystem consists of an environment, and
actors in it (Boley and Chang, 2007). Digital ecosystems can be defined
as software systems that utilize the properties of biological ecosystems, like
robustness, scalability and self-organization (Briscoe and De Wilde, 2006).
A business ecosystem is a economic community that consists of interacting
organizations and individuals (Moore, 1996).

Edge Computing

Concept of computing where the computing is done at, or near the source of
the data, instead of relying on the cloud (Miller, 2018).

Fog Computing

A concept that extends the concept of cloud computing to the network edge,
making it ideal for the IoT and other applications that require real-time
interactions (Butler, 2018).

Industrial Internet

The integration of machine learning, big data technology, sensor data, and
machine-to-machine communication automation, which is done with the knowl-
edge that the IoT will be scaled and driven by enterprises. The main idea
behind the Industrial Internet is that smart machines can more accurately
capture and communicate data to help companies find problems sooner and
increase overall efficiency (Gates, 2017).

Internet of Things (IoT)

A network of physical objects added with sensors and actuators, capable of
capturing data from surrounding environment autonomously and capable of
acting autonomously and intelligently based on the gathered data (Gates,
2017). The term Internet of Things is often used interchangeably with terms
like Industrial Internet, Industrial Internet of Things, Web of Things, Inter-
net of Everything and M2M - just to name a few. The concepts behind these
terms are very similar, but usually the things and the environment in which
they act differs (Wheatley, 2013).

Machine Learning
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Science of getting computers to learn and act like humans do, and improve
their learning over time in autonomous fashion by feeding them data and
information in the form of observations and real-world interactions (Faggella,

2017).
Machine-to-Machine (M2M)

A network setup that allows connected devices to communicate freely be-
tween a large number of devices. M2M often refers to the use of distributed
systems in industrial and manufacturing applications (Gates, 2017).

Platform

Platforms can be defined in several ways. In their core platforms are envi-
ronments, either technical, like software systems or physical, like places or
goods, connecting different actors that derive value from others that par-
ticipate in the platform (Church, 2017; Van Alstyne, Parker and Choudary,
2016). These different actors consists of the platform owner, users, and com-
plementary business partners, often called complementors, which all utilize
and benefit from the platform’s base functionality (Suarez and Kirtley, 2012).
Platforms can also be seen from different theoretical perspectives: through
economics, which sees platforms as multi-sided markets, or through engineer-
ing, which sees platforms as technological architectures (Gawer, 2104).

Sensor

A device or component that perceives and responds to physical input from
the environment (Gates, 2017).

Sensor network

A group of sensors with a communications infrastructure intended to monitor
and collect data from multiple locations (Gates, 2017).

Smart connected device

Physical components or devices incorporated with built-in sensors and actu-
ators that collect data to help users or other devices make informed decisions
and monitor or affect outside events (Gates, 2017).

Ubiquitous computing

A method of enhancing the use of computers by making several computers
available throughout a physical environment, but making them effectively
invisible to the user (Gates, 2017).
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2.2 10T explained

The history of mankind has seen three major industrial revolutions. The first
industrial revolution came with the steam engine and the mechanization of
work. The second industrial revolution came with electricity along with the
assembly line and mass production. The third industrial revolution came
with the birth of computers, enabling automation and robotisation. Now
we are entering to the era of fourth industrial revolution; the era of smart
connected products, ubiquitous computing, big data, artificial intelligence,
machine learning, digitalization and cyber-physical systems. (Marr, 2016;
Hermann, Pentek and Otto, 2016).

The origins of the IoT can be traced to the internet-connected coke machine
of Carnegie Mellon University computer science department in the eighties,
and the internet-connected coffee machine of Cambridge University in the
nineties. Later in the nineties, studies of multiple researchers from different
approaches helped to shape the vision of the IoT. (Chen, 2017). The term
Internet of Things was presumably first used by Kevin Ashton in 1999. He
used the term when he described the usage of RFIDs in supply-chain man-
agement. With the term he tried to describe that today, computers and the
internet are practically completely dependent on human beings for informa-
tion. Nearly all of the data available on the internet was first captured and
created by humans. The problem is that - because of limited time, attention,
and accuracy - humans aren’t very good at capturing data about things in
the real world. If we had computers capable of knowing everything about
every physical object, using data gathered without help from humans, we
would be able to track and count everything. This could then vastly reduce
waste, loss, and costs. We would even be able to know when objects needed
replacing, repairing, or recalling, or whether the objects were usable or past
their lifecycle. (Ashton, 2009).

Since then, the term Internet of Things has evolved to a umbrella term that
refers to anything connected to the internet. The anything can be a tradi-
tional computing device, like laptop, tablet, or a smartphone, or it can be ba-
sically any device which is made internet enabled, like home appliances, cars,
wearables, and security cameras, just to name a few. (Christensson, 2015).
In order for a device to be part of the Internet of Things, it needs to have
certain characteristics. The characteristics are related to the things, data,
communication, intelligence, action, ecosystem, and connectivity. Things re-
fer to anything that can be individually identified and connected, ranging
from sensors to appliances and even humans and animals. Data refers to
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the ability to collect data from the connected devices. The collected data
is the first step towards action and intelligence. Communication refers to
the ability to communicate the collected data from the device. Intelligence
comes as a result from the sensing capabilities in the devices and intelligence
gathered from data analytics. Action is the consequence of the intelligence.
Action can be manual, done by the user, or autonomous, done by the de-
vice. Ecosystem refers to the environment in which the IoT resides. Finally,
connectivity refers to the capability to connect the devices or sensor to other
devices, actuators, or processes through some network. (i-Scoop, 2018).

It is expected, that the IoT will have a major disruptive effect on individuals,
society, and businesses. The connected devices, like household appliances,
healthcare devices, and home security systems can greatly improve the qual-
ity of life for individuals. The optimization of resource usage can be greatly
improved with help of the IoT. Individuals can control better the consump-
tion of food, water, and power. Businesses can better optimize the usage of
assets, like material usage, supply chains, and distribution channels. Public
facilities, like hospitals, libraries, and police offices are able to offer better
service with the help of the IoT. The overall efficiency can be improved when
the physical devices are able to sense the environment, communicate with
each other, and act autonomously based on the information collected. The
[oT can also have a major impact on the market structure. For example,
when individual consumer’s behavior and preferences can be recorded with
the devices, customized marketing strategies can be generated automatically.
(Chen, 2017)

As the IoT will open numerous possibilities and opportunities for economy
and individuals, it will also present many risks and challenges. These risks
and challenges include data security challenges, privacy challenges, and chal-
lenges related to technology. Even without the countless devices connected
to the internet, there are challenges to keep the data of users secure. The
responsibilities of the privacy of users are very unclear at this point. The
value of the IoT for businesses will mainly come from the data collected and
analyzed from the devices which will cause challenges to the privacy of the
users. The IoT today is technologically very immature. There is a lack of
standardization and best practices, which can cause challenges in the future.
(Chen, 2017)
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2.3 10T business explained

The common belief seems to be, that the IoT will have a great impact on
the economy. The social and economical impact will most likely be gradual,
and eventually significant. The IoT will carry the transformation into digital
business, facilitate new business models, improve efficiency, and increase em-
ployee and customer engagement for majority of enterprises. The estimations
on the economic impact of the IoT varies depending on sources, but it seems
that the economic impact will be trillions in the next ten years (Manyika et
al, 2015; Columbus, 2017). At the same time, the amount of IoT devices will
be counted in billions. (Hung, 2017). Even though the amount of connected
devices is measured in billions, it still means that more than 99 percent of
the devices that could leverage IoT are not connected, so the potential for
growth is massive (Cisco, 2013; IBM, 2018).

The entities, that are expected to see the benefits of IoT include consumers,
businesses, and governments. The [oT is expected to have influence to ev-
ery industrial sector in some way. Some of these industrial sectors include
for example, manufacturing, transportation, defense, agriculture, infrastruc-
ture, retail, logistics, banks, connected homes, smart buildings, smart cities,
healthcare, and many more. (Meola, 2018). The application possibilities of
the IoT are practically limitless. We can already see many practical IoT ap-
plications in use in many domains like for example, predictive maintenance,
asset tracking, consumption monitoring, health conditions monitoring and
treatment, traffic coordination, connected fleet management, network man-
agement and outage detection, and self-driving cars, just to name few (Ro-
driguez and Stammati, 2018).

2.4 The target company

The target company to which the conceptualization of IoT business oppor-
tunities presented in this thesis is created, is one of the biggest retailers in
northern Europe. It has operations in seven countries, Finland, Sweden, Nor-
way, Estonia, Lithuania, Belarus, and Poland. The target company operates
in three different trading sectors: grocery trade, building and technical trade,
and car trade. The trading sectors where the target company operates are all
sectors, where the IoT will most likely have a major disruptive impact. For
that reason, there is a need to create understanding of the possible effects
and possibilities that the IoT will cause.
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The conceptualization of IoT business opportunities presented in this thesis
is mainly targeted to the building and technical trade of the target company.
The building and technical trade of the target company offers multichannel
services for building, renovation, and building services engineering to both,
consumer customers as well as business customers. The conceptualization of
IoT business opportunities presented in this thesis doesn’t make difference
between consumer customers and business customers, but aims to be usable
for both. Even though the conceptualization is targeted to the building and
technical trade and the one case, where the conceptualization is used for
understanding the IoT business possibilities is from building and technical
trade, it can still be used in other sectors as well.



Chapter 3

Modelling IoT business oppor-
tunities

Understanding the commercial potential of the IoT from the point of view
of the target company is one of the main targets of this thesis. For achieving
this, a conceptualization of the IoT business opportunities is created through
a framework which combines the possible roles and positions for the target
company to take.

The main objective of this chapter is to create a framework of possible roles
and positions for the target company to take. The objective is expressly to
describe the framework from the point of view of the target company. Before
the framework can be described, it is important to understand the overall
architecture and the technology stack of the [oT, the expanding of industry
boundaries caused by the IoT, and also to create a comprehensive overview
of IoT business models.

3.1 The structure of the IoT

A generally accepted, 3-layered high level architecture (see fig. 3.1) of the
IoT consists of perception layer, network layer, and application layer. The
perception layer handles the identification of the objects and information
gathering. The network layer handles the information transmission and pro-
cessing. (Wu et al, 2010). The application layer acts as a front end of the
whole IoT architecture through which the IoT will be exploited (Abdmeziem,
Tandjaoui and Romdhani, 2016).

18
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Business layer

Application layer Application layer
Network layer Processing layer
Perception layer Transportation layer

Perception layer

Figure 3.1: 3-layer and 5-layer IoT architecture. (Wu et al, 2010).

Wu et al (2010) present a more comprehensive 5-layered architecture of the
[oT (see fig. 3.1), which consists of perception layer, transportation layer,
processing layer, application layer, and business layer. The perception layer
and the transportation layer act same as in the 3-layered architecture, han-
dling the perception of physical properties of the objects via sensors and
transmission of the data from the perception layer to the processing layer.
The processing layer handles the storing, analysing and processing of the
data received from the transportation layer. The application layer acts same
as in the 3-layered architecture, acting as the front end of the IoT. The busi-
ness layer handles the managing of the IoT, including the business models
and profit models. (Wu et al, 2010).

The IoT products create a completely new requirements for technology in-
frastructure for companies to build and support. The [oT technology stack
(see fig. 3.2) consists of multiple layers, including product hardware and
embedded software, connectivity, and a product cloud, which consists of a
application platform and software applications running on remote servers.
The IoT technology stack also includes a suite of security tools, a gateway
for external information sources and integration capabilities with enterprise
information systems. (Porter and Heppelmann, 2014:70).
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Product cloud
loT applications

Analytics and data

Process management
management

Application platform

Device communication and management

Connectivity

Network communication protcals

Integration with business systems
External integration sources

Identity and security management

Hardware and embedded software
Device software
loT components

Hardware

Figure 3.2: The IoT technology stack (Porter and Heppelmann, 2014).

The general IoT technology stack consists of three core layers: hardware
and embedded software, connectivity, and product cloud. The hardware
and embedded software layer consists of physical hardware of the device,
[oT components, like sensors, actuators, processors, and connectivity com-
ponents. The connectivity layer consists of network protocols that enable
the communication between the device and the cloud. The product cloud
layer consists of the software components that handle the communication,
provision, and management of the devices, application platform, software
components that handle the storing, processing, and analyzing of the sensor
data, software components that are responsible for the definition, execution,
and monitoring of processes, and the IoT applications, that handle the inter-
actions between the users and the [oT devices. The IoT technology stack also
includes a suite of security tools, that are responsible for user authentication
and access management, as well as the security across the different layers.
In addition, the IoT technology stack also includes a gateway for external
information sources and integration capabilities with enterprise information
systems for additional data. (Porter and Heppelmann, 2014).

The IoT devices present a completely new set of functionality and capabili-
ties. Porter and Heppelmann (2014:70-72) group these capabilities into four
areas: monitoring, control, optimization and autonomy (see fig. 3.3). Each
capability can have value on its own and each capability can act as a enabler
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for another capability. It is also possible for a IoT product to incorporate all
four capabilities.

1. Monitoring

1. Monitoring of the 2. Control

product condition,

operation and usage, 2. Control of product 3. Optimization

and monitoring of the funtions and

external environment. personalization of user 3 Enable use of 4. Autonomy

experience. algorithms in order to

enhance product 4. Combine monitoring, control

performance and allow  and optimization for autonomous

predictive diagnostics,  product operation, self-

services, and repair . coordination with other products
and systems, autonomous
product enhancement and
personalization, and self-
diagnostics and repair.

Figure 3.3: Capabilities of IoT products (Porter and Heppelmann, 2014).

The IoT products enable comprehensive monitoring of different attributes
of the device, like condition, operation, and monitoring of surrounding envi-
ronment through sensors and external data sources. The [oT products can
be controlled with remote commands or via algorithms built into the device
or residing in a cloud. The vast amounts of monitoring data created by the
[oT product combined with the capability to control the products creates the
possibility for optimization for companies. With IoT products companies can
optimize product performance in many ways, like for example by enabling
predictive diagnostics or by enabling predictive service and repair. The first
three capabilities, monitoring, control and optimization combined create a
possibility for autonomy, which has been virtually unattainable before now.
(Porter and Heppelmann, 2014:70-72).

The increasing capabilities of the IoT products not only affect the competi-
tion between companies within industries, but expand the industry bound-
aries (see fig. 3.4). For the companies to able to answer the broader need of
the customer, they need to widen the competitive boundaries of an industry
with a set of related products. This shifts the competition from a discrete
product to a broader product system, where the company is just one actor.
This, however, is not enough but the industry boundaries are expanding even
beyond product systems towards systems of systems. Systems of systems are
a set of disparate product systems coupled with external information that
can be coordinated and optimized. (Porter and Heppelmann, 2014:75-77).
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1. Product 2. Smart product 3. Smart, connected 4. Product system 5. System of systems
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Figure 3.4: Redefining industry boundaries (Porter and Heppelman, 2014).

Figure 3.4 shows the evolution of a product which leads to expansion of indus-
try boundaries. In this example a vehicle is first equipped with sensors and
actuators and connectivity creating a smart, connected product. When this
smart, connected product is then integrated to, for example farm equipment
system, a product system is created. The product system usually consists of
more than one actor. When the product system is integrated to, for example
weather data system and irrigation system, a system of systems is created.

The IoT architecture is linked to the creation of IoT business models. A key
feature of the IoT business models is that the modular layered architecture
of the IoT can be separated from one another. In this way the IoT objects
can represent a combination of elements across these different layers. The
separation of devices, content and information infrastructures enables multi-
ple stakeholders to contribute across the layers. In this way, the layers can
be seen as sources of value creation and they lay the foundation for different
business models. (Turber et al, 2014). The next chapter describes the busi-
ness model archetype, business model innovation process, value and revenue
generation in the IoT-domain, and introduces some business model patterns
for IoT-enabled products.

3.2 IoT business models

For understanding the business models and commercial potential of the IoT
from the point of view of the target company, it is first important to under-
stand what does a business model generally mean. The operating conditions
of businesses today are mainly determined by technological progress, service
orientation, digitalization, and the increasing significance of cooperation and
ecosystems of different companies, which expands the boundaries of individ-
ual companies and industries. A business model acts as a unit of analysis
by offering a logical and consistent approach to the design and execution of
the business (Bucherer and Uckelmann, 2011:255). The term business model
has been a part of the managerial literature since the end of the 1990s. A
business model can be described as a unit of analysis to describe how the
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business works in a company (Gassmann, Frankenberger and Csik, 2013:1).
More specifically, a business models describes the rationale of how a company
creates, delivers and captures value (Osterwalder and Pigneur, 2010).

Gassmann, Frankenberger and Csik (2013:2) describe a conceptualization of
a business model which consists of four dimensions (see fig. 3.5), the who,
the what, the how, and the value. The four dimensional conceptual model is
at the same time, simple enough to understand and use, and comprehensive
enough to provide a clear overall picture of the business model architecture.

What?

What is the
offer to the
customer?

How is
How is the value
proposition
created?

revenue
created?

Value? How?

Who is the
target
customer?

Figure 3.5: Business model definition. (Gassmann, Frankenberger and Csik,
2013).

Every business model is connected to and serves a certain customer group.
Thereby, the who dimension defines who is the customer. In every business
model the offer to the customer, or what the customer values, needs to be
described. Thus, the what dimension defines the customer value proposition.
For the company to be able to build and distribute the value proposition, the
company has to manage numerous processes and activities. Thereby, the how
dimension defines the processes, activities, resources, capabilities and their
orchestration. Finally, business model also needs to be financially viable.
Thus, the value dimension defines revenue model and answers the question
of how the business model can be monetized (Gassmann, Frankenberger and
Csik, 2013:2).
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Generally, it can be said that technology in itself has no objective value.
The economic value of technology will only appear when it is commercial-
ized through a business model. The same technology commercialized through
two different business models will result two different outcomes (Chesbrough,
2010:354-355). Nowadays, for the companies to stay competitive in a rapidly
changing business environment, it has become even more critical to adapt
and innovate in every dimension. Just focusing on product and process im-
provements can be insufficient. The changing business conditions require
companies to look and possibly change their whole way of doing business.
(Bucherer and Uckelmann, 2011:257-258).

Business model innovation is a process, that results in a qualitatively new
business model that differs distinctly from the previous business model. Busi-
ness model innovation is usually triggered in companies when external fac-
tors, such as technology innovations, increased competition, market changes,
or legal or regulatory changes happen. Business model innovation is used
in companies for gaining competitive advantage or for differentiating from
competitors. Different approaches for business model innovation, like for
example opportunity-driven approach and forward-looking approach can be
used. In opportunity-driven approach companies can benefit from first-mover
advantage. However, when an existing business model starts to decline, it
can already be too late to change direction. In the forward-looking approach
business model innovation is used more proactively for market share cap-
ture and new market entry. (Bucherer and Uckelmann, 2011:258). Some
of the most successful companies today have changed their business models
radically because of changes in external factors (see table 3.1). The success
of these companies builds on technological innovation and services, which
replaced some traditional businesses.
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Traditional Initial business Further

Company business model innovation development

Shopping portal

Digitalisation (mp3, books)
Online shopping
Terminals (Kindle)
Amazon Book trade Automated distribution model
Mobile payments
Collaborative filtering
Amazon web services (incl.billing)

Collaborative filtering

Classifieds
eBay Flea markets Online auctions
Auctions

Shopping portal
payment services (PayPal)

Terminals (Android)
Video (You Tube)
Maps (Google Maps)
Web based software (e.g. Google Docs)
Digitalised books
Payment services (Checkout)

Hypertext web search
Google Yellow pages
Prioritised advertisements

Table 3.1: Traditional business vs. business model innovation (Bucherer
and Uckelmann, 2011).

The Internet acts as a main enabler for success in the examples above. Fast
and agile logistic services provide advantage over traditional concepts. Well
accepted billing systems create competitive advantage. Move towards mobil-
ity that allows ubiquitous access to digital content is another key to success.
It can be expected that the new business models that are based on the IoT
will change and replace some traditional business models in a same way.
(Bucherer and Uckelmann, 2011:259-260). There are predictions that the
disruption caused by IoT will bypass the disruption caused by the Internet
(Burrus, 2014; Silverstein, 2017).

A typical business transaction today can be defined by a physical product
or a service, and by information and money streams. It is good to notice,
that unlike in a service-oriented business, like for example services related to
the Internet, in IoT there is always a link to the physical product. Because
of the higher level of visibility and control mechanisms in the IoT, it can be
seen as an approach, that will align the different value streams. In addition,
in the IoT, the data and the information processed from it may prove to be
a major source of value creation and thus form to be the value proposition.

(Bucherer and Uckelmann, 2011:260).

Traditionally, the money stream has been solely dependent on the product
stream. The customers expect the information to be included free of charge.
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Usually there is no separate price for information defined, but instead the
costs of the information are hidden in the product price. However, it seems
that the willingness to pay for information is slowly increasing. The IoT
makes more and especially more detailed information available for the user,
which makes new value proposition scenarios, like provision of additional
product-related data or exact billing based on actual use possible. (Bucherer
and Uckelmann, 2011:260).

New value propositions requires also rethinking the financial aspects. Histor-
ically, the value discussions in the IoT have revolved around cost. The costs
of creating an IoT device can be calculated rather well, but finding a return
on investment instead is more difficult. Therefore, the revenue generation
should be considered as an important aspect when designing IoT devices
or services. The pricing of information can for example compensate for the
provided infrastructure and information generation. Usage based pricing or
subscription fees can be used, and information brokers may be introduced to
the framework. In the selling of physical products, the value chain usually
ends with the delivery of the product to the customer, but in the exchange of
information it spans to a much longer time and may include multiple differ-
ent actors. Figure 3.6 depicts the information exchange and actors involved
in the [oT environment. (Bucherer and Uckelmann, 2011:263-265).

Information
Service
Provider

( Business « » Consumer )

Figure 3.6: IoT information flows and information providers (Bucherer and
Uckelmann, 2011).

The actors include the things, consumers, businesses, and service providers.
The things can be for example products, that communicate their identity and
status through sensors or data processing units or actuators. Businesses and
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consumers can provide additional information, like for example information
from other systems, like ERP systems, or manually entered data, like product
ratings. The service providers aggregate, combine and enrich the information
from different sources to add more value. The information flows can be direct
or indirect. A direct information flow can go for example from thing to
thing, from business to consumer or from consumer to a thing. A indirect
information flow can go for example from thing to business through service
provider or from business to business through a thing. The resulting customer
relationships can be structured according to the information flows. They can
be for example unidirectional, bidirectional or multidirectional. The most
important thing is to create a win-win situation for all stakeholders involved
in the information exchange. (Bucherer and Uckelmann, 2011:263-266).

As the IoT-enabled products become more and more commoditized, busi-
nesses are forced to find new ways to create and capture value. At the first
stages, the IoT business models will most probably heavily borrow from exist-
ing business models but also novel business models start to emerge (see table
3.2). The following chapters introduce some examples of traditional business
models converted for IoT-enabled products and also some novel IoT-based
business models.

Traditional business model IoT-enabled business model Description

The offering consists of basic and premium
Freemium Physical Freemium versions, where basic version is free and
premium version is paid.

Core offering is priced competitively but at the
Add-on Digital Add-on same time the final price is raised by numerous
extras attached to the core offering.

Customers are locked using vendor’s products
and services. The basic product is sold very
cheaply or given for free and the consumables
are sold for a higher margin.

Lock-in and Razor and Blade Digital Lock-in

Some parts of the value creation are transferred
Self-Service Object Self-Service to the customer. In exchange the customer can
buy the product or a service for a lower price.

Converts physical products to sites of digital
sales and marketing services. The customer can
consume them directly by interacting with the

product, or indirectly via mobile app or web site.

- Product as Point of Sales

IoT-object’s ability to transmit data about
Remote Usage and themselves or the environment in real-time is
Condition Monitoring utilized. Enables preventative error detection,
usage monitoring, and inventory management.

Utilizes the idea of collecting, processing, and
selling sensor data for a fee. In this business
model the products that generate the data are
not in the central focus but rather the data itself.

- Sensor as a Service

Table 3.2: Evolution of business models. (Gassmann, Frankenberger and
Csik, 2013; Fleisch, Weinberger and Wortmann, 2015).
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As in the more traditional business models, also when considering the IoT-
enabled products, the most basic business models are retail sales and prod-
uct lease or subscription. In retail sales the device manufacturer uses its
own money or raises financing to build products which are then sold to cus-
tomers. The device manufacturer captures the value only during the sales
transaction. The expectation is that the cost of manufacturing is lower than
the revenue. In product lease or subscription, instead of selling the product
to the customer, the vendor leases the product to the customer. (Fabode,
2016).

In ToT-products, the physical product is always linked to digital services,
which forms a single whole. This union can alter the traditional business
models. In Freemium business model the offering can consist of basic and
premium versions. The basic version of the offering is free to the customer
and the vendor hopes that eventually some customers will pay for the pre-
mium version. The basic version attracts high volumes of customers and the
premium version - whilst attracting fewer customers - generates the revenue.
(Gassmann, Frankenberger and Csik, 2013). In IoT domain, the freemium
business model can evolve to Physical Freemium business model. In phys-
ical freemium business model some basic digital service are included to a
physical product free of charge. At the same time more comprehensive pre-
mium digital services are offered for a extra charge. (Fleisch, Weinberger
and Wortmann, 2015). An example of an Physical Freemium product is the
Logitech Circle security camera. Basic digital services, like motion detection
and short term cloud storage are free when the product is purchased. If the
user wants better video quality, longer time cloud storage for the recordings
or advanced features, like person detection or motion detection zones, the
user has to buy a premium subscription.

In an Add-on business model the core offering is priced competitively but
at the same the the final price is raised by numerous extras attached to
the core offering. Customers can tailor the offering to their needs. In Add-
on business model the customers usually end up paying more than they
assumed. (Gassmann, Frankenberger and Csik, 2013). In Digital Add-on
business model the physical asset is sold cheaply at a low margin and the
customer can later purchase or activate different digital service for a higher
margin. In the future, the Digital Add-on business model could be used for
example in cars. The user could buy performance improvements, like more
torque or horsepower, for a short time period or buy a one-time insurance
policy when travelling abroad. (Fleisch, Weinberger and Wortmann, 2015).
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In a Lock-in business model the customers are locked using the vendor’s prod-
ucts and services. Changing vendor is made difficult for the customer and
it would cause substantial switching costs. In the Razor and Blade business
model the basic product is sold very cheaply or given for free and the con-
sumables are sold for a higher margin. The basic product and consumables
are usually technologically bound and protected with patents. (Gassmann,
Frankenberger and Csik, 2013). In Digital Lock-in business model uses both
Lock-In and Razor and Blade business models. Only the original components
are compatible with the product. The digital lock-in business model could
be used by creating a sensor-based digital handshake that can limit compati-
bility, prevent counterfeits, and ensure warranties. (Fleisch, Weinberger and
Wortmann, 2015).

In a Self-Service business model some parts of the value creation are trans-
ferred to the customer. In exchange the customer can buy the product or a
service for a lower price. This can be used especially for process steps that
add little value for the customer but incur high costs for the vendor. This
again can cause benefits and time savings for the customer. (Gassmann,
Frankenberger and Csik, 2013). In the Object Self-Service business model
the self-service no longer only refers to the customer. The IoT-objects can
serve themselves. In the Object Self-Service business model the IoT-objects
are able to place orders independently, without customer interaction. An
example of a Object Self-Service business model could be a household oil
heating system. The heating system could place an refill order automatically
when the oil level in the tank drops to a certain level. (Fleisch, Weinberger
and Wortmann, 2015).

Some of the more novel, loT-enabled business models include Product as
Point of Sales, Remote Usage and Condition Monitoring, and Sensor as a
service business models. The Product as a Point of Sales business model
converts physical products to sites of digital sales and marketing services.
The customer can consume them directly by interacting with the product,
or indirectly via mobile app or web site. An object itself can become a web
shop, carry digital advertising and collect and transmit loyalty points. Early
indications of this business model can already be seen in some of Amazon’s
products. By reading the barcode from the product with a mobile app a web
site is opened where the same product, replacement parts, accessories, and
consumables can be purchased. (Fleisch, Weinberger and Wortmann, 2015).

The Remote Usage and Condition Monitoring business model utilizes the
IoT-object’s ability to transmit data about themselves or the environment
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in real-time. This enables preventative error detection, usage monitoring,
and inventory management. Today, the required technology for this business
model might still be too expensive for less valuable products, but as the [oT
continues to expand and become more and more commoditized, the costs
will diminish and make the application for this business model possible. An
examples of Remote Usage and Condition Monitoring business model can
already be seen in more valuable products, like laser printers. Brother for
example offers leases for laser printers without any base leasing rate, only
the actual pages that are printed are invoiced. The transmission of the usage
data to the supplier provides the basis for the implementation of the business
model. (Fleisch, Weinberger and Wortmann, 2015).

The Sensor as a Service business model uses the idea of collecting, processing,
and selling sensor data for a fee. In this business model the products that
generate the data are not in the central focus but rather the data itself. As the
measurement data from the IoT-objects are no longer collected, stored, and
processed for the use of just one application but instead for a larger number of
applications, this business model becomes more relevant. One example of the
Sensor as a Service business model is a company called Streetline. Streetline
installs sensors on municipal and private property that detect vacant parking
places. The company then sells the collected data to interested third parties.
The collected data has different value for different users. The car drivers can
use the data for finding free parking spots, while the city government can use
the data for identify parking offenders. (Fleisch, Weinberger and Wortmann,
2015).

3.3 Conceptualization of IoT business oppor-
tunities

The previous chapters described the overall structure of the IoT and pre-
sented an overview of IoT business models. The architecture of the IoT
affects the sources of value creation and lay the foundation for different busi-
ness models. The evolving and emerging business models have an impact on
the possible roles a company might want to take, when considering starting
[oT business.

This chapter describes the key phenomena affecting the roles a company
might want to position itself when considering commencing IoT business.
Based on the key phenomena, a conceptualization of IoT business opportu-
nities is presented. The conceptualization of the IoT business opportunities is
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created through a framework which combines the possible roles and positions
for a company to take. The framework is expressly described from the point
of view of the target company. The creation of the conceptualization of 0T
business opportunities is based on three distinct phenomena, servitization of
manufacturing, platform economy, and ecosystems.

The current global economy forces manufacturing companies to adapt to an
ever changing business environment. Rapidly changing business environment
has created trends, such as the servitization of manufacturing. Servitization
refers to a tendency of a manufacturing company to expand their tangi-
ble, product-based offering with intangible services. Servitization term was
put forth by Vandermerwe and Rada (1988) to describe the increased move
towards offering more comprehensive packages of goods, services, support,
self-service, and knowledge by companies. Other, closely related concept
to servitization is the product-service system (PSS). Product-service sys-
tems are a type of value proposition that a business offers to its customers.
Product-service systems consists of tangible products and intangible services
combined in a way that the whole fulfills the customer needs (Tukker and
Tischner, 2006:1552).

Service-dominant (S-D) logic is a theory that is derived from a analysis
made by Vargo and Lusch (2004a), which illustrates the impact of non-
manufacturing development of global economies. Service-dominant logic
presents a new dominant logic, where service provision, intangible resources,
value co-creation and relationships form the new fundamental base for eco-
nomic exchange rather than the exchange of goods. The traditional economic
worldview, the goods-dominant (G-D) logic, bases the worldview on manufac-
turing and tangible goods or products. The goods-dominant logic has been
gradually replaced by the service-dominant logic. In the goods-dominant
logic the aim is to produce and distribute valuable resources, which then are
consumed by the customer. Value is embedded in the production output and
it is determined by the producer. The ownership of the goods or products
transfers to the customer in exchange and the customer then consumes, or,
destroys the value embedded in the product. In the service-dominant logic
the aim is to offer a value proposition and co-create value together with the
customer. There isn’t necessary a transfer of ownership. The value only
emerges when the customer uses the service and the customer also at the
same time co-creates value when they integrate their own resources with
the service providers resources. (Vargo and Lusch, 2004a; Vargo and Lusch,
2004b; Lusch, Vargo and O’Brien, 2007).
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There are many reasons, why a company would want to servitizise their
product-based offering. The main motivators for companies seem to be finan-
cial, strategic, and marketing based. In financial perspective, servitization
can stabilize company’s income and contribute to higher profit margins. In
strategic perspective, servitization can aid in gaining competitive advantage.
In marketing perspective, servitization can help in creating stronger relation-
ships with the customers. (Baines et al. 2009:562). The enablers that help in
successful move towards servitization include technology, development tools
and service-oriented viewpoint. Recent advances in I'T-technologies has gen-
erated new opportunities to create better services and solutions. Different
types of development tools can help in planning and creation of new services.
Finally, the way that a company considers its products and services in rela-
tion of the customer has a major impact on the implementation of services.
(Thornberry, 2017:45).

It is commonly agreed that ICT-technologies are the major driving force be-
hind the progress of today’s service world. Digital technologies, such as IoT,
machine learning, cloud computing, predictive analytics, additive manufac-
turing, big data and many others are radically changing the way services can
be delivered and it seems to crucial for the manufacturers to adopt these
technologies when moving towards more service-based business models. Ry-
maszewska, Helo and Gunasekaran (2017:97) present ten strategic choices
(see table 3.3) for companies aiming to include IoT in their product-service
strategies. For the company to be able to determine their overall strategic po-

sitioning, they need to address the trade-offs between the choices. (Paschou
et al. 2017).
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Issue

Implication

Selecting smart capabilities

Continuous addition of capabilities may lead to blurred
strategic differences and the creation of zero-sum competition.

Embedding functionalities:
product and cloud

Embedding functionalities to the product will increase the
overall costs of every product.

Open vs. closed system

Closed systems can create competitive advantage by
allowing a company to control and optimize the design of
all parts of the system relative. Open systems can enable
faster application development and system innovation as

multiple entities contribute.

Development of capabilities
performed in-house or externally

Companies should seek a balance between developing
certain layers of technology in-house while simultaneously
outsourcing certain capabilities.

Data to be captured,
secured and analysed

Maximizing the value of an offering will be affected by the
decisions regarding product data. The investment in, for
example sensor technology and the amount of data
collected will affect to successful implementation of the
IoT-powered servitization.

Ownership and access rights
to product data

Certain restrictions should be considered as data becomes
a valuable commodity.

Full or partial disintermediation of

Better knowledge of customers can reduce the need for

intermediaries and service partners. Companies need to

distributi h 1 S i t ks . o
istribution channels or Service networks plan how to address the changing customer proximity.

Changing value propositions can lead to the existing

Business model change . . S
€ business models becoming obsolete and uncompetitive.

Capturing product data might open new opportunities for

profit generation. Monetization of product data presents

many problems, for example, whether the data should be
available to entities that have no connection to the products.

Entering new markets by monetizing product
data through selling it to outside parties

Connected products become part of a bigger product
systems and systems of systems, and therefore an
opportunity for expanding the scope of the business will
need to be addressed at some point.

Expanding company’s scope

Table 3.3: Issues and implications of loT-powered servitization of
manufacturing (Rymaszewska, Helo and Gunasekaran, 2017).

Table 3.3 summarizes the issues and the implications they cause when build-
ing a strategy that is based on loT-powered servitization of manufacturing.
Finding solutions to each strategic issue can help companies in building servi-
tization strategies that are based on the [oT. It seems that IoT-based solu-
tions can serve as considerable tools for building product-service systems in
the future. Some of the value-adding offerings presented by the IoT-based
servitization include predictive maintenance, warranty modelling, consump-
tion control, energy savings and customized utilization of the product. Also,
completely new billing systems can be introduced to concepts that are based
on a “as-a-service” models. These include concepts like SaaS, PaaS and
MaaS (Software-, Product-, and Machine-as-a-service). These new billing
systems can be based on, for example on the equipments efficiency or actual
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rate of usage. (Paiola, 2017). The transition from manufacturing towards
services presents also challenges for companies. Table 3.4 summarizes the
main challenges that servitization generally presents.

Challenge Description

Leadership support needs to be created throughout the company, from top

Leadership support management to sales and operations management.

Necessary investments need to be made in order to develop

Finance

and implement services and solutions.

Change in mindset

mindset and capabilities of the organisation needs to be changed
for it to be able of selling and delivering services and solutions.

Capture potential

Strategic effort is needed for being able to capture the
potential of the installed base.

KPIs

Key performance indicators need to be agreed and incentives
aligned to ensure integrated sales and delivery of products
combined with services.

Development

The development of new products integrated with new
services needs to be coordinated.

Customer involvement

Customers have to be involved in the development process.

Flexibility and adaptability

Necessary flexibility and adaptability to enable customization
needs to be created and supported.

Value propositions

Attractive value propositions through better understanding of
customer needs needs to be created.

Quality of service

Quality of service provision has to live up to the customer expectations.

Risk management

Service level agreements needs to be created and agreed for
ensuring an appropriate balance of risk and rewards in the
face of information asymmetry.

Relationships

Trustful relationships to support the investment in customer
specific competencies needs to be created.

Distance management

Geographical and cultural distances in a globally distributed
network of service partners needs to be managed.

Table 3.4: Challenges to servitization (Avlonitis et al. 2014).

In addition to the servitization challenges presented in Table 3.4, serviti-
zation based on the IoT creates some unique challenges. As the Table 3.4
describes, the transformation towards service revenue models can cause fi-
nancial challenges. Especially when the servitization is based on the IoT,
the financial challenges can force companies to build ecosystems with part-
ners and other manufacturers. Servitization also deepens the collaborative
relations with the customer and the complexity of the loT-based services can
create for example contractual difficulties (Paiola, 2017).

The second phenomenon influencing the conceptualization of IoT business
opportunities is platform economy. Platforms can be defined in several ways.
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In their core platforms are environments, either technical, like software sys-
tems or physical, like places or goods, connecting different actors that derive
value from others that participate in the platform (Church, 2017; Van Al-
styne, Parker and Choudary, 2016). These different actors consists of the
platform owner, users, and complementary business partners, often called
complementors, which all utilize and benefit from the platform’s base func-
tionality (Suarez and Kirtley, 2012). Platforms can also be seen from different
theoretical perspectives: through economics, which sees platforms as multi-
sided markets, or through engineering, which sees platforms as technological
architectures (Gawer, 2104).

Multi-sided platforms can be defined as technologies or products or services
that enable direct interactions between two or more participant groups for
primary value creation. Each of these sides are also affiliated with the con-
necting platform (Hagiu and Wright, 2015). Some examples of multi-sided
platforms are for example Android, which connects manufacturers, appli-
cation developers and users, eBay, which connects buyers and sellers, and
Sony Playstation, which connects game developers and users. (Hagiu, 2013).
There exists a plethora of platforms, ranging from physical platforms, like
malls that link consumers and merchants, or newspapers that connect sub-
scribers to advertisers, to modern digital platforms, like Google, Facebook,
eBay, or Uber.

Value creation in perspective of platforms happens as the platforms act as
conductors between two or more categories of customers that wouldn’t have
been able to connect or transact without the platform. Value is created
when the platform coordinates these groups of consumers. The value for the
customer, as well as the platform owner, increases with increasing customer
bases, which is a phenomenon called network effect. (Gawer, 2104).

Network effects can be defined as a concept, where the value of a product
to a consumer changes as the number of the users of the product changes
(Liebowitz and Margolis, 1995). Network effects can be divided into direct,
or same-side network effects, and indirect, or cross-side network effect. Di-
rect network effect happens, when every adoption complements every other
adoption. For example, a phone becomes more valuable to a user as the to-
tal number of phone users increases. Indirect network effects happens, when
the arrival of an additional users creates a marginal effect to the seller and
thus attracts additional sellers, and the total marginal effect of the additional
sellers on the users can be attributed indirectly to the additional user. One
example of indirect network effect can be seen in the gaming consoles. A
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PS4 becomes more valuable as the variety of games increases, and this vari-
ety increases as the number of PS4 users increases. (Farrell and Klemperer,
2007:44; Clements, 2004:2). The impact that the network effects create to a
platform are exponential rather than linear. The effect can be growth or de-
cay, depending whether the network effects are positive or negative. Network
effects also creates barriers to entry to others. Once many users, sellers or
buyers, use a platform it becomes harder for rival actors to lure them away.
(Hagiu and Rothman, 2016).

Today, many companies refer their products or services as platforms. There
are some distinctions, that tilt a product or a system into being a platform.
Even though a product or a system is extensible via APIs or plug-in architec-
tures, it doesn’t necessarily qualify as a platform. The key aspects that make
a platform, circles around business models: how complementing partners are
recruited, how applications and innovations are build around the product,
and how value is created for all actors around the platform. (Algaze, 2016).
Product companies usually begin by building devices or applications that
often either enable some new activity, or makes some older activity more
efficient. Platform companies usually start by building the core features and
capabilities that are then packaged and incorporated into a product. Some
examples of products are portable GPS systems and e-readers, both prod-
ucts, that were influential for some time, but eventually were replaced by
smartphones. One example of a platform is Amazon. Even though the Ama-
zon Kindle device became virtually obsolete when smartphones arrived, the
Kindle application was still able to thrive because of Amazon’s platform.
In this perspective, it seems that often products do not exhibit long-lasting
disruptive value, while platforms do. (O’Kelley, 2017). The key elements in
a successful platform are related to how easily all participants can join the
platform, how well does the platform attract new participants, and how well
does the platform allow creation and exchange of value (Algaze, 2016).

A complete IoT system needs multiple components to work. An IoT system
needs hardware, such as sensors or devices for collecting data and performing
actions. An IoT system also needs connectivity so that the hardware can send
the data to backend services for analysis. An IoT system needs also software
that analyses the collected data and makes decision accordingly. Finally,
an IoT system needs user interfaces so that the users can interact with the
system. (McClelland, 2017). An IoT platform consists of the aforementioned
components and so IoT platforms can be defined as platforms that manage
the connectivity and interaction of the IoT devices, enable collection of device
data, enable communication between company backend I'T applications and
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IoT devices, and enable developers to build software applications on top of
the platform. A IoT platform can be seen as a central backbone for the
[oT solutions. There are sometimes difficulties to differ a product from a
platform and the same applies in the [oT domain. Sometimes companies call
full stack IoT solutions IoT platforms, sometimes the so called platform can
in fact be just one element of an IoT solution. But many times these solutions
or elements of a solution built by companies that sell IoT devices are not for
example open to anyone else in the market which makes it debatable whether
they are platforms. (Hayes, 2016; Bui, 2016)

The third phenomenon influencing the conceptualization of IoT business op-
portunities is ecosystems. Many of today’s digital markets require distinc-
tive competitive strategies because the products are parts of a larger system
that combines core components and form a platform made by one company,
with complementary components made by variety of others. In some cases,
a platform leader emerges that works with the other companies supplying
complementary products and services. Together, they form a ecosystem that
greatly increases the value of the platform leader and the complementaries.
(Gawer and Cusumano, 2008).

The term ecosystem is used for describing a variety of concepts. The term
is used for example to describe biological ecosystems, digital ecosystems,
and business ecosystems. A biological ecosystem consists of an environment,
and actors in it. A biological ecosystem environment is loosely coupled and
domain clustered in nature. This means, that the actors join the ecosystem
by their own choice and tend to form groups which share similar habits,
interests and objectives. The actors use the environment in a self-organizing
manner to interact and engage with each other and form a balance. (Boley
and Chang, 2007).

Digital ecosystems can be defined as software systems that utilize the proper-
ties of biological ecosystems, like robustness, scalability and self-organization
(Briscoe and De Wilde, 2006). A business ecosystem is a economic commu-
nity that consists of interacting organizations and individuals. The ecosystem
produces value to the customers - who also are part of the ecosystem - in form
of goods and services. The ecosystem consists of suppliers, lead producers,
competitors, and other stakeholders. Over time, the capabilities and roles of
the actors in the ecosystem coevolve and tend to align with the direction set
by one or more central actors. The central actor holding the leadership role
acting as a ecosystem leader is valued by the other actors in the ecosystem.
(Moore, 1996). A digital business ecosystem combines digital ecosystems and
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business ecosystems with emphasis on the coevolution between the business
ecosystem and the enabling technology of the digital ecosystem (Nachira,
Dini and Nicolai, 2007:9). A digital business ecosystem offers a software en-
vironment which is shared, interactive, and self-organized and which can at
the same time offer a unified view of all participating actors (Korpela et al.
2013).

Because of the vast amount of possibilities the IoT can offer and the rapid
development speed of the 10T, it is quite impossible to give a definitive defi-
nition for a IoT ecosystem. The communication between a nearly countless
number of devices resembles a natural ecosystem. The core software and
hardware platforms, as well as the standards forming around the IoT, re-
semble digital platforms. The communities of interacting companies and
individuals, acting within their socio-economic environment, utilizing a com-
mon set of core assets that are related to the interconnection of physical and
digital world resemble a digital business platforms. (Rymaszewska, Helo and
Gunasekaran, 2017; Mazhelis, Luoma and Warma, 2012).

The justification for creating a conceptualization of the IoT business oppor-
tunities which combines the possible roles and positions for a company to
take is based on two facts. Firstly, the IoT is a difficult concept to define.
It is difficult to create a comprehensive and common understanding on what
the IoT is and what kind opportunities it has to offer. Secondly, the IoT is
a complex phenomenon in terms of monetization. It is difficult to create a
comprehensive understanding on where the real value of [oT can be created.

The creation of the conceptualization and the frame is based on three distinct
phenomenon: servitization of manufacturing, platform economy, and ecosys-
tems. In order to help determine possible roles which can be taken when
considering IoT-based applications, the aforementioned phenomena are or-
ganized into a conceptualization (see fig. 3.7) in perspective of the domain
of the target company.



CHAPTER 3. MODELLING IOT BUSINESS OPPORTUNITIES 39

Ecosystem

Value Co-creation

Retailing

Services

Manufacturing

Figure 3.7: A conceptualization of the IoT business opportunities.

The basis of the conceptualization is on manufacturing and retailing of IoT-
enabled products. In manufacturing role, companies can either manufacture
their own IoT-enabled products or white label products can be used. In
retail role, companies retail loT-products manufactured by other companies.
In these roles the possible services attached to the offering are not included.
In manufacturing role the manufacturer doesn’t include any services to the
products. In the retailing role, the retailer doesn’t have any role in the
possible service offering the product may have.

As stated earlier in this thesis, the current global economy forces companies
to adapt to an ever changing business environment. This can happen for
example by moving more towards service business. Moving towards service
business offerings holds many challenges and risks and requires lots of effort,
so some companies might not want to move towards it. So some companies
may decide on concentrating on their core business, whether it be manufac-
turing or retailing.

The services role can be included to both, manufacturing and retailing roles.
In manufacturing role the manufacturing company can create and control the
services created on top of the products. In retailing role the retailer can sell a
combination of products and services, act as a service provider or a facilitator
and participate to the creation of the service offerings in cooperation with
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the manufacturing company, or create own services on top of the products
and control what kind of services are offered as part of a product offerings.

When the manufacturer has the main responsibility of the services offered as
part of the IoT-enabled product offering the manufacturer can make inde-
pendent decisions on what kind of services are offered, what technologies are
used, and who has access to the data created by the IoT-products. Although
this may be worth pursuing in perspective of the manufacturer, it may lead
to vertical silos, where the same type IoT products might not be compatible
with each other. It might be difficult or impossible to gather data from dif-
ferent products even in a same domain because of incompatible technologies
and data-usage decisions made by the manufacturers. This can then slow
down or prevent the full realization of the potential of the IoT applications.
When some other actor has the main responsibility of the service offering or
acts as a facilitator creating a layer on top of the individual manufacturer of-
ferings, the vertical silos can be avoided. Different technology choices do not
create a substantial obstacles because of the extra layer created for combin-
ing data from different sources. Data-usage choices can be made considering
the needs of multiple actors. This can then help in the full realization of the
potential of the IoT applications.

As services are included into the product offering, a need for platform emerges.
A 3rd party platform can be utilized or own platform can be created for the
service offerings. The platform itself can be in control of the manufacturing
role, the retailer role, or in control of a 3rd party. The owner of the platform
can make the decisions on the openness of the platform. The platform can
be made either internal, when only the owner has access to it, partially open,
when some actor addition to the platform owner has access to it, or open,
when all actors have access to the platform. Depending on the type and
role of the possible platform, a possibility of a ecosystem creation emerges.
The manufacturing and retailing roles can be an actor or a central keystone
actor in the ecosystem. Again similarly as mentioned before, the owner of
the platform or the keystone player in the ecosystem has a major impact on
how the realization of the potential of the IoT applications will happen. The
platform owner can make decisions, which leads to silos, or to an more open
platform. Similarly, a keystone player in a ecosystem can make decisions,
which can either help or hinder the needs of other actors.

This chapter described the key phenomena - servitization of manufacturing,
platform economy, and ecosystems - affecting the roles a company might want
to position itself when considering commencing [oT business. Based on the
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presented phenomena, a conceptualization of IoT business opportunities was
presented. The conceptualization combined all possible roles and positions
for a company to take. The basis of the conceptualization is on manufactur-
ing and retailing of IoT-enabled products. A services role can be included
to both, manufacturing and retailing roles. With services included to the
possible roles, a platform is many times needed. Depending on the type and
role of the possible platform created, there is a possibility for a forming of
an ecosystem.

3.4 Barriers of adoption

The previous chapter presented the overall structure of the IoT and business
models that are forming around the IoT domain, as well as a conceptual-
ization of the IoT business opportunities, which combined possible roles and
positions for a company to take. All of those roles require different capabili-
ties from the companies and create different kinds of challenges to companies
and users. It is important to understand the challenges and risks that emerge
when implementing and using new technologies. Because the IoT is a novel
phenomenon, businesses have to cope with many different challenges and
growing pains. Some of the challenges are in a way more general and ap-
ply to any other new technology as well, but there are also some unique
challenges related to the IoT domain.

This chapter focuses on the technical, social, and business related challenges
that companies and users can face when implementing and using [oT solu-
tions, as well as presents needed capabilities for managing them. The tech-
nical barriers of adoption consists of challenges, like security, technical trust,
connectivity, and interoperability. The social barriers of adoption consists
of challenges, like privacy, ownership of data, and governance. The business
barriers of adoption includes challenges related to monetization, financial im-
pact, competence requirements, and business processes. The purpose of this
chapter is not to create an exhaustive list of all possible barriers of adoption,
but rather to create a overview of the most critical overall aspects that will
be challenging when creating IoT solutions. The barriers of adoption are also
not presented in any particular order of importance and many of the chal-
lenges presented in this chapter cannot be treated separately because they
often contain complex interdependencies.
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3.4.1 Technical barriers of adoption

The technical challenges related to the IoT consists of security, heterogeneity,
trust, standardization, connectivity and interoperability, and data integrity
issues, as well as challenges related to technology maturity, technical com-
plexity, and power consumption. The overall security of the IoT is one of
the main challenges and the nature of the [oT solutions expose them to
both, digital and physical threats. The heterogeneous nature of the IoT en-
vironments creates challenges to technical trust management. The novelty of
the IoT solutions and the lack of commonly accepted standards creates also
challenges, especially to connectivity and interoperability. As the IoT tech-
nologies get more mature and the IoT devices become autonomous, the role
of data integrity becomes more crucial and the risk on attacks against the
integrity of the data increases. The technologies related to the IoT are still in
a emerging phase and still relatively immature, but at the same time it seems
that the nature of the IoT will force the technologies to evolve very complex.
Finally, because the IoT devices will need to operate in places where con-
tinuous power supply is unavailable, there will be challenges related to the
management of power consumption.

Security

Security in the IoT environment means securing the connected devices and
the networks they use for transferring data (Rouse, 2015). The vast amounts
of connected devices in the future will create completely new challenges for
security. The highly distributed nature of the IoT and the use of novel and
often fragile technologies can create weak links for exploitation. The IoT
objects can face both digital and physical threats. Digital threats arise when
the IoT objects are built without proper capabilities for software patches
and updates, and when the IoT objects have to cope with limited process-
ing power, making implementation of sufficient security measures difficult.
Physical threats arise when the IoT objects are placed in public areas and

unprotected zones, where they can be physically easily accessed. (Sicari et
al, 2015).

The IoT environment consists of novel technology and communications stacks
which can prevent direct use of traditional security countermeasures. The
most major security challenges can be divided into three main areas: hard-
ware, software, and communication. The need to use the IoT devices in en-
vironments where continuous power supply is unavailable creates challenges
to utilize computationally expensive cryptographic algorithms for securing
the 10T devices. Also, the IoT devices are usually built with limited memory
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capacity, which is mainly used by the device operating system and system
software. Traditional security algorithms are not designed to be memory effi-
cient, which creates challenges for utilizing them in IoT devices. In addition,
when the IoT devices are deployed in remote areas without sufficient supervi-
sion, they are more easily exposed for tampering. Physical tampering offers
a possibility for extracting cryptographic secrets, modification of programs,
and replacement of nodes which can be then used for attacking other devices.
(Hossain, Fotouhi and Hasan, 2015).

The embedded software of the IoT devices needs to operate with limited
processing and memory capacity. Because of this, the [oT devices need to
operate on thin technology and network protocol stacks and there might not
be enough capacity for sufficient security modules. Also, installing software
updates or security patches to the IoT devices can be challenging. The
operating system or the protocol stack of the IoT device may not have ability
to receive and install new code or libraries, especially remotely. (Hossain,
Fotouhi and Hasan, 2015).

The challenges related to the communication of the IoT devices are for exam-
ple mobility, scalability, multiplicity of device and communication medium,
multi-protocol networks, and dynamic network topology. Mobility is one of
the main requirements of IoT devices. The IoT devices have to able to join
a new network without any prior configuration, which can cause challenges
for security. The number of IoT devices is growing in a rapid pace, and as
the current security schemes lack sufficient scalability properties it will cause
challenges in the future. Because of the diversity of the IoT devices, rang-
ing from smart devices, like mobile phones to low-end devices, like simple
RFID tags, it can be difficult to create any common security schemes. The
same challenge can also be seen in the communication mediums. The [oT
devices need to connect to many different networks. It can be challenging to
find a common and comprehensive enough security protocol, that is suitable
for wired and wireless communication. The IoT devices need the capabil-
ity to use different network protocols. The IoT devices can use proprietary
network protocols for communication in proximal networks and at the same
time IP network protocols for communicating to service provider. This kind
of multi-protocol communication can be very challenging when creating se-
curity solutions. Finally, the IoT devices need to be able to join and leave a
network at anytime and from anywhere. This kind of dynamic network topol-
ogy requirement can be challenging for existing security solutions. (Hossain,
Fotouhi and Hasan, 2015).
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There are many requirements that need to be taken into account when cre-
ating security solutions for IoT devices. The security requirements can be
divided into information security requirements, access level security require-
ments, and functional security requirements. Requirements related to in-
formations security are for example data integrity, information protection,
anonymity, non-repudiation, and freshness. Data integrity means that it
needs to be ensured, that data has not been altered in the transition. In-
formation protection means that the secrecy and confidentiality of the com-
munication and data storage should be strictly preserved. Anonymity means
that the source of the data stays hidden. Non-repudiation means that an ex-
ecuted function cannot be denied. This means, that for example a IoT node
cannot deny sending a message it has previously sent. Freshness means that
the freshness of every message needs to be guaranteed. (Hossain, Fotouhi
and Hasan, 2015).

Access level security requirements include requirements for authentication,
authorization and access control. Authentication means that every IoT ob-
ject needs to be able to identify and authenticate other objects. In the
IoT environment, where multiple entities are involved, like devices, people,
services, service providers, and processing units, there is a need to authenti-
cate entities in every interaction. Authorization means, that it needs to be
ensured that only authorized entities get access to network services and re-
sources. Access control means, that the authenticated IoT entities are able to
access only what they are authorized to and nothing else. (Hossain, Fotouhi
and Hasan, 2015; Mahmoud et al, 2015).

Functional security requirements include requirements for exception han-
dling, availability, resiliency, and self organization. Exception handling means
that the IoT network stays alive and continues serving even if there is a
anomalous situation. Availability means that the services can operate in and
recover of malfunctions. Resiliency means that even if some IoT devices are
compromised, the implemented security solutions still protects other devices.
Self organization means that when some IoT devices in a network fail, the
remaining network has the ability to reorganize and maintain required level
of security. (Hossain, Fotouhi and Hasan, 2015).

Heterogeneity
As the IoT offers countless possibilities for companies, managing the nu-

merous heterogeneous and constantly evolving IoT solutions can become a
challenge. Many companies see business possibilities in the connectivity and
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cloud-based applications that the IoT offers. This can create challenges in
managing of heterogeneity in the product portfolio of the company. The het-
erogeneity increases as the number of product categories, product versions,
and rapid and constant evolution increases. (Hackbarth, 2016).

Technical trust

The concept of trust is used in various different contexts and with different
meanings. (Sicari et al, 2015). Trust in context of the IoT can be distin-
guished between different types of trust. The first type is behavioral trust,
which looks at the expectations to the behavior of a participant. Behavioral
trust is discussed in later parts of this thesis. The second type is computa-
tional trust, which usually happens in machine-to-machine interaction. Com-
putational trust looks at the human notion of trust in the digital world. The
third type is technical trust, which usually happens in machine-to-machine
interaction. Technical trust looks at the establishment and evaluation of
trust chains between devices. (Leister and Schultz, 2012:32). This section
discusses about the technical trust aspects in the IoT environment.

Technical trust can be seen as the unifying factor that ties together the IoT
devices and the technological ecosystem. It expresses the level of confidence
that can be granted to the IoT device by the environment. The heteroge-
neous nature of the IoT environments can create challenges when defining
trust management operations, like for example establishing, updating, and
revoking keys and certificates. (Riahi et al, 2013). Some examples for try-
ing to solve the issues related to trust management in the IoT environments
include for example trust level assessment, trustworthiness evaluation, and
secure distributed ad hoc network.

In the trust level assessment, it is assumed that most of the IoT devices are
human-carried or human-related. This makes them often exposed to public
areas and they communicate through wireless networks, which in turn make
them vulnerable to attacks. The trust level assessment uses attributes, like
friendship, ownership, and community for assessing the trust level. Hence,
the trust management is distributed, encounter-based, and activity-based.
The IoT devices that come in touch with each other or are involved in in-
teraction can directly rate each other and exchange trust evaluation about
other devices. That way they perform indirect rating about each other. The
[oT devices can utilize reference parameters, like honesty, cooperativeness,
and community interest for evaluation. This creates a dynamic trust man-
agement protocol, that can adaptively adjust best trust parameter setting in
response to a dynamically changing environment. (Sicari et al, 2015).
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In the trustworthiness evaluation, social networking concepts are used in the
IoT environment. In the trustworthiness evaluation, the IoT devices are
capable of establishing social relationships in a autonomous way. It builds
upon the same idea as in the peer-to-peer networks, where each IoT device
can compute trustworthiness of other devices based on its own experience
and the opinion of other common devices. In a result, a [oT device can
choose a provider of services it needs based on the highest computed trust-
worthiness level. The challenge in trustworthiness evaluation is to build a
reputation-based trust mechanism which can effectively handle malicious be-
havior aimed to mislead other IoT objects in order to lead the use of services
and information delivery only towards trusted devices. (Sicari et al, 2015).

The secure distributed ad hoc network is based on direct peer-to-peer inter-
actions and communities creation. Each [oT device and community will have
a identity in the network and they can modify the trust of other nodes based
on their behavior. This creates a trust chain among the entities. The secure
distributed ad hoc network uses parameters, like physical proximity, fulfill-
ment, consistency of answer, hierarchy on the trust chain, similar properties,
common goals and warrants, history of interaction, availability, and interac-
tions. The created chains of trust allow creation of groups or communities
and unique identities for the communities, which then helps granting access
rights to services. In other words, the security and trust is established when
the user access the services through the use of trust chains generated by the
devices. (Sicari et al, 2015).

The traditional access control models will most probably not be suitable for
heterogeneous, decentralized, and dynamic IoT environments, where identi-
ties are often unknown in advance. Trust relationships between the IoT de-
vices can be utilized for helping interactions. When devices can technically
trust each other, sharing of resources and services becomes possible. As it
can be seen from the previous examples, there are many different techniques
emerging for handling the trust management challenges in [oT environments.
But still it seems, that a common definition of fully distributed and dynamic
approach that is suitable for IoT environments is still missing. There is still
need for a well-defined trust negotiation language that supports the semantic
interoperability of the [0T, a need to define a proper object identity manage-
ment system, and a need to define adequate trust negotiation mechanisms.
(Sicari et al, 2015).

Fragmented standards
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As the [oT disrupts many industries, and the number of IoT solutions grows
in a fast pace, the risk of mass fragmentation rises. Companies many times
want to develop their solutions with technologies best suited for their sit-
uation. This can lead in to a situation where some parts of the solution,
like security, is poorly designed and the used technologies might prove to
be wrong. There are also signs, that if common standards for the IoT are
not found, the evolution of the whole IoT ecosystem might become difficult.
The fragmentation of the IoT ecosystem does not only affect businesses, but
also consumers. If businesses use different technologies when building their
solutions, cooperation becomes difficult. Interoperability challenges reduces
the usefulness of the IoT devices and makes the utilization of the devices
more difficult for consumers. (Fearn, 2017).

Connectivity and Interoperability

While IoT devices in consumer space are relatively easy to connect and they
can be, at least to some extent, interoperable, the connectivity and interop-
erability of [oT devices face far more difficult challenges in the industrial IoT
implementations. In many companies it is commonplace to utilize decades
old legacy systems. These legacy systems still offer value for years to come,
and they can be difficult to connect with novel IoT systems. The IoT systems
in industrial environments need to support numerous different vendors and
standards, and they need to be able to scale to vast amounts of devices and
data. (Sookne, 2016; Forbes Insights, 2017).

The connectivity and interoperability challenges of IoT devices, especially
in industrial environments, are related to difficulties integrating new tech-
nologies to existing environments, difficulties in managing complexity, lack
of standards, lack of best practices, different organizational attitudes to-
wards change, and data management issues (Sookne, 2016; Wasserman, 2016;
Forbes Insights, 2017). In the consumer environment, there are numerous
competing technologies fighting for dominance and standardization remains
elusive. Industrial environment is even more complicated and replacing work-
ing systems can be technically and economically difficult to justify. Many
times retrofitting is the only viable solution for bringing IoT capabilities to
existing systems. Adding IoT capabilities to existing systems can offer poten-
tial for big benefits, but the implementation can be very difficult, laborious
and costly. (Forbes Insights, 2017).

Managing the complexity related to different IoT protocols can also create
challenges. There are many different IoT specific protocols, like BLE, ZigBee,
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7Z-Wave, and Thread that are quite similar, but differ for example in operating
radio frequency, operating range, and number of supported devices at same
time. The number of IoT protocols is extensive, each having their advantages
and drawbacks. Previously the core systems of a company might have been
tied to a single vendor, but in the future the systems have to be able to
work with numerous, often rival, vendors and systems. As there is no single
common standard for the IoT, companies have to choose the protocols and
technologies in a way that they are compatible with the core platform and
that the protocols and technologies can be changed as the standards evolve.
(Wasserman, 2016; Forbes Insights, 2017).

Best practices in the IT field can be defined as procedures that are commonly
known and accepted being most effective. Best practices help in writing code,
managing lifecycle, and handling of unique problems that can occur during
development. As the IoT implementations are novel, the best practices are
yet to be formed. As the IoT continues to evolve, there will be some growing
pains which will help in creation of best practices, but this will take time.
There will also be challenges related to different attitudes about change of
technologies. The people responsible of the core operating technologies of
a company make decisions based on different requirements than people re-
sponsible of IT development. The core systems are selected to operate for
decades, while some other systems can be replaced or updated as soon as
something better comes up. (Sookne, 2016; Forbes Insights, 2017).

The challenges do not end when connectivity and interoperability has been
established. The IoT solutions create possibility to collect vast amounts of
data. This can create a challenge if the infrastructure cannot handle the data
efficiently. Companies have to make decisions on how they will manage vast
amounts of data while staying at the same time somewhat agile and avoid
data floods. (Sookne, 2016). New standards, protocols, and connectivity op-
tions will become more prevalent in the future. Companies have to make sure
that new technologies remain compatible with legacy systems and processes
(Forbes Insights, 2017).

Data integrity

As the IoT technologies get more mature, they allow more and more efficient
gathering and analysis of data. At the same time, as machine learning and Al
solutions become more and more efficient, the IoT devices are able to become
more autonomous and start also doing rather just sensing. The IoT devices
are able to not only collect data, but also to analyze it and adapt its behavior,
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without any human input. In the more traditional IT solutions, stealing of
the data has been the major risk, but in the IoT solutions there is another
major risk, the risk on attacks against the integrity of the data. Corrupting
the data that the IoT device utilizes can cause it to act in unwanted ways.
There are numerous problems that the manipulation of data could cause
to IoT devices. There are many solutions being developed for preventing
possible issues with data integrity, like blockchain. Decentralized verification
mechanisms can be used for ensuring the veracity of the data. But as in many
security solutions, it can be difficult to scale the solutions up fast enough to
be able to drive safe development of IoT solutions. (Gaillard, 2016).

Technology maturity and technical complexity

The IoT technology is still in a emerging phase and still relatively immature.
The technology immaturity creates risks in the architecture and development
of ToT solutions. At this point, there are no dominant ecosystems available.
Security for example remains a big challenge until vendors, consumers, and
[oT devices are mature enough. The immaturity can also be seen in the busi-
ness model innovation. Vendors seem in many places promote subscription
type business models. Subscription type business models have been in use in
the B2B side for a longer time and it is more familiar model for businesses,
but it seems to be also slowly spreading into B2C side. (Gonzales, 2018).

The possibility to measure, monitor, and control any device and its environ-
ment are the main benefits a IoT solution offers. To enable such function-
alities, the IoT solutions evolve to be very complex. For example, a car of
today consists of tens of thousands smart parts. These parts generate about
a GB of data per second when in operation. All of that data needs to be
captured, managed, and used efficiently in order to be able to support data
driven decision processes. A IoT solution must support the whole lifecycle
of the data, from sensing to analysis and action, in a heterogeneous environ-
ment. At the same time, security of the data and the network needs to be
ensured. (Upadhyay, 2017).

Power consumption

The IoT devices performing the sensing or actuating need power to oper-
ate. In many cases, the IoT devices need to work without continuous power
supply, relying on a battery which practically cannot be changed, or rely on
power harvested from the environment. In addition, the IoT devices usually
require a long lifetime. Together these requirements can create challenges
for the power consumption of the IoT devices. (Blaauw et al, 2014; Chen,
2012).
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As the design requirements for [oT components seem to be small size and low
cost, but yet sufficient functionality, and when the hardware and data trans-
mission requirements vary widely, the sleep mode and active mode power
consumption requirements of the components are difficult to fulfill. The
sleeping time of the IoT components is usually many times higher than the
active time. The leakage power of the IoT components should be kept at min-
imum, which is difficult especially when using more advanced components.
Low active power consumption is also a challenge, especially when aiming
for lower costs. Lower costs usually equals to lower performance and longer
process latency and longer process latency causes higher power consumption.
(Chen et al, 2014).

Trying to cope with the power consumption requirements of the IoT de-
vices can also escalate other challenges related to the IoT. Minimizing power
consumption can lead to for example security vulnerabilities, if some secu-
rity functions are not implemented in order to minimize power consumption.
Also, power consumption optimization can prevent the intended utilization
of the IoT device. For example lower reading or transmission frequency of
sensor data may prevent detection of malfunctions immediately when it oc-
curs.

3.4.2 Social barriers of adoption

The social challenges related to the IoT consists of lack of common under-
standing, privacy, trust and data ownership issues, as well as challenges re-
lated to the governance and ethics of the IoT. Creating a common under-
standing about the IoT will be crucial for the realization of the benefits that
it can offer. Challenges related to the privacy of the IoT can be seen as one
of the major issues. As the privacy requirements in the IoT environments
are not currently covered sufficiently, there is a need for well-defined privacy
policies. Behavioral trust is another topic, that will create major challenges.
The users need to able to trust, that the IoT solutions will do what they are
supposed to do, without bringing harm to the user. As the IoT will present
a completely new world when considering the rights and protection of indi-
viduals, completely new governance mechanisms and ethical guidelines are
needed.

Common understanding

Creating a common understanding about matters, challenges and solutions
between different actors in the IoT field is crucial in order to achieve the
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benefits that IoT can offer. Building of common understanding starts with
a clear and unambiguous definitions. After the definitions have been set,
principles and frameworks need to be created. If the common understand-
ing is not created, it will be very difficult to build ecosystems, frameworks,
policies and relations that understand, interact and interoperate with each
other. (Van Der Wees, Breeuwsma and Van Sleen, 2016:221-222).

Privacy

Privacy in context of the IoT, can be defined as the considerations required
for protecting the information of individuals from exposure in the IoT en-
vironments. This includes the technical means of protection, as well as the
ability for individuals to control the degree of interaction with the environ-
ment, including how much the individuals are willing to share information
about themselves to others (Kumar and Dhiren, 2014:24). In the IoT envi-
ronments, virtually any physical or logical entity or object can be identified
uniquely and they have the ability to communicate autonomously. As these
individual objects can transmit data autonomously they can also work to-
gether with other objects and form a smoothly working network of objects.
The data gathered from one object may not create privacy issues, but when
the data from a network of objects is gathered and analyzed it may form a
sensitive information. (Rouse, 2014).

One of the most worrying and potentially dangerous part of the privacy
issues in IoT environments is that currently the consumers are unaware of
what kind of data is collected about them and how the collected data is used.
As the current devices are slowly replaced by connected devices, consumers
have less and less ability to buy devices that cannot track them and collect
information about them. Users seldom read the privacy policies of the devices
they buy or apps they download and even if they attempted to do so, they
are usually written using legal jargon, which is hard to understand as an
average consumer. (Bannan, 2016).

Typically the subject, either human or device, engages the IoT environment
in a following way:

1. the environment is sensed by the connected devices.
2. the subject interacts with the connected devices in its environment.

3. connected devices collect the information.
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4. connected devices relay the information to the back-end services via
available network.

5. back-end services analyze the gathered information.

6. back-end services disseminate the analyzed information back to the
subject and possibly to third parties.

7. a service is provided to the subject by the connected devices in the
environment according to instructions of the back-end services based
on the analyzed data. (Ziegeldorf, Morchon and Wehrle, 2014; Kumar
and Dhiren, 2014:25).

Depending on the location of the back-end services, the flow of the informa-
tion can be either vertical, horizontal or a hybrid. In vertical information
flow, the data is sent to a distant central back-end. In horizontal information
flow, the data is processed locally, by the connected device or by distribut-
ing it across multiple connected objects. In hybrid information flow, the
data processing is done as a combination of local and central data process-
ing. (Ziegeldorf, Morchon and Wehrle, 2014). The privacy protection in IoT
environments can be divided into four parts: privacy in device, privacy dur-
ing communication, privacy in storage, and privacy at processing. Privacy
of the individuals should be protected at every step while interacting with
connected devices (Kumar and Dhiren, 2014:25).

For assuring privacy in the device, unauthorized manipulation of the hard-
ware or software of the connected devices needs to be prevented. For exam-
ple, a connected device might be reprogrammed to send the gathered data
not only to the legitimate back-end service, but also to the intruder. Data
reliability, non-identifiability and tamper-resistance are especially important
when considering privacy in device. Privacy in the communication means the
assuring of the data confidentiality during the transmission of the data. The
most common way to ensure data confidentiality during the transmission is
data encryption. Also, the devices should communicate only if there is a need
for it. Privacy in the storage means the assuring of the data confidentiality
during the storage of the data. Only the data that is truly needed, should be
stored and the data should be available only when needed. Pseudonymization
and anonymization of the data should be used whenever possible. Privacy
at processing means the assuring of the data confidentiality during the anal-
ysis and processing of the data. Data should be used only for the intended
purpose and data processor needs to have the user’s permission for the pro-
cessing of the data and distribution of the data to third parties. (Kumar and
Dhiren, 2014:25).
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Privacy requirements in the IoT environments are not currently covered suf-
ficiently. The rapidly evolving, scalable and dynamic environment of the [oT
needs well-defined privacy policies. Increased corporate transparency is also
needed and it will act as a foundation for privacy in the IoT to be built.
The increased corporate transparency could be achieved by industry self-
regulation or governmental regulation (Bannan, 2016). Creating sufficient
privacy requirements in early stages of the development will be one of the
most important factors for creating public confidence for the IoT devices and
the adoption of novel IoT systems. (Sicari et al, 2015:152).

Behavioral trust

Trust in context of the IoT can be distinguished between different types of
trust. The first type is behavioral trust - usually a human-to-machine in-
teraction - which looks at the expectations to the behavior of a participant.
The second type is computational trust - usually a machine-to-machine in-
teraction - which looks at the human notion of trust in the digital world.
The third type is technical trust - usually a machine-to-machine interaction
- which looks at the establishment and evaluation of trust chains between
devices. (Leister and Schultz, 2012:32). This section explains the behavioral
trust aspects in the IoT environment.

Trust is a complicated concept to define because it is influenced by many
measurable and non-measurable properties. The concept of trust actually
covers bigger scope than security or privacy. Trust relates to many other
factors besides security, like goodness, strength, reliability and availability.
Preserving user’s privacy is one way to gain user’s trust. (Yan, Zhang and
Vasilakos, 2014:121). From the IoT point of view, trust can be defined as the
expectation that a smart object will do what it is supposed to do, without
bringing harm to the user. This includes the perception of being secure and
that the user knows with whom he is interacting with, what is going on and
that the user feels being in control of what’s going on, and understands what
services are involved (Leister and Schultz, 2012:31).

In order to realise the IoT vision, where virtually any object can be con-
nected, user’s must be willing to trust the devices and the communication
that happens automatically. In the IoT environment, new devices will be
deployed continuously and old devices will be upgraded continuously to per-
form new services. The IoT environment will be adaptive to user needs and
it will most likely be adaptive towards threats in the environment. Typically
in the IoT environment, the user cannot be fully certain about with which
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devices they interact and they cannot know the identities of the devices. On
the other hand, the user’s are usually aware of the services they request and
what type of devices they are interacting with. (Kgien, 2011:496;502)

In the future, the IoT environment will be diverse. Some parts of the en-
vironment will be safe and well protected, and some parts will be hostile
to the user. The problem will be that the owner, operator, and user of the
[oT devices cannot necessarily know if the environment is safe or hostile.
The same environment can also be safe to one party and hostile to another.
The dynamic nature of the IoT environment creates a need to understand
the varying threat exposure levels. The user’s will have to dynamically ad-
just the level of trust based on monitoring, risk assessment and mitigation
strategies. (Kgien, 2011:502).

The realistic recognition and assessment of risks is not an easy task. While
humans are well adapted to recognizing some types of risks, the abstract
risks associated to computers and the internet are difficult to analyze. Also,
analyzing the risk severity of abstract risks is difficult to humans. In the IoT
environment, human users tend to trust commonly used devices and services,
distrust seldom used devices and services and distrust devices and services
perceived to be outside of the user’s control. These perceptions can create a
mismatch between the actual risk level and the trust in the device or service.
(Kgien, 2011:502).

Other aspects, that have influence in the user’s trust in IoT devices and
services are the deception and retaliation behavior, altruism, reputation, as-
sociation and brand, and the functioning of the human brain. The deception
and retaliation behavior refers to the ability to perform conscious deception
and retaliation associated to human behavior. Deception and retaliation
happens usually in interaction between humans, but it can also be applied
to human-to-device interaction. If the users feel deceived by the device or
service they will probably trust it less in the future. Distrust towards the de-
vice or service may lead to retaliatory behavior, like for example by attacking
the reputation of the device or the service. Altruism, which is inherent in
human beings, is something that intruders often utilize, when scamming and
manipulating users. The intruders usually first build users trust by behaving
honestly and then exploit the user after trust have been achieved. (Kgien,
2011:502-506).

Reputation, association and brand are all decisive factors for trust. Reputa-
tion, whether it be good or bad, well founded or not, fixed or circumstantial,
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matters. Association is also an important factor when it comes to trust. New
or unknown devices or services are usually associated to something already
existing, which will increase or decrease the level of trust. The association to,
for example, a desirable brand also creates trust in users. The functioning of
the human brain also plays a key role in the trust towards IoT devices and
services. Trust is often based more on the emotional responses than rational
thinking. Many scams rely on manipulating the users emotional responses.
If the user has been strongly emotionally affected, even an conclusive rea-
soning may not alter the user’s decision. What comes to the human trust
towards devices, it creates a situation, where strong emotions will override
knowledge. This means, that the users may trust or distrust a devices or

service far more or less than objective knowledge would support. (Kogien,
2011:506-507).

Ownership of data

In the future, the IoT will generate massive amounts of data and both, the
users and the IoT systems, will rely on proper generation, transfer, stor-
age, processing and provisioning of the data (The European Commission,
2016:12). Data generated by the IoT systems will pass through numerous
different actors, but who really owns the data?

As the IoT grows, more and more devices will be introduced to the lives of
individuals. The range of these devices will be vast, starting from personal
smart devices and expanding to smart homes and entire smart cities. One
primary function of these IoT devices is to collect data. Often this collected
data is about, or produced by people. As this data is collected, many kinds
of data ownership issues arise; who owns the data? Who should have access
to it? How the data should be used? Is all data equal? (Mashhadi, Kawsar
and Acer, 2014:159).

For reaping the full benefits of the IoT the free flow of data must be made
possible. The free flow of data means, that the data can move across national
borders and across different industry sectors. The data should be accessible
and reusable for all stakeholders in an optimal way (Oettinger, 2016). The
need for free flow of data raises numerous issues relating to the ownership
of the data and the concept of data ownership seems to be one of the most
controversial topic amongst the IoT community (The European Commission,
2016:20).

Today, it seems, that there is no clarity on who owns, or should own the
machine-generated data or whether there should be a owner at all. There
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are various different business models involved to different IoT devices and
services and many different contractual arrangements exists today depend-
ing on the IoT device or service. These contractual arrangements lead to
different permission for accessing, transferring or using the data by different
actors in the chain. It seems that these different business models have led to
arrangements, where the owner of the loT device or the owner of the sensor
is not always the owner of the data they generate. These arrangements can
also lead to restrictions of data sharing to third parties and create service
provider lock-in situations (The European Commission, 2016:20-21).

Today, most countries don’t have laws, that specifically mention IoT devices.
Often general privacy laws apply, which can be a challenge. For example in
the past, U.S.-based companies could quite easily collect data from users in
the EU if they were certified under a program called Safe Harbor (Talbot,
2016). But in 2015, EU declared Safe Harbor invalid (Court of Justice of the
European Union, 2015).

Laws affecting the IoT devices vary very widely depending on the country.
For example, in the U.S. there are federal privacy laws affecting, as well as
laws that vary by state. For example, 31 states have data disposal laws and
47 states have security breach notification laws and some states even have
very specific laws, like law about collecting data from internet-connected
TV’s, but the laws are not uniform. In U.S, there are also other specific
laws regulating the data privacy, like for example the HIPPA for healthcare
devices and the Children’s Online Privacy Protection Act if the user is under
13 years old. The Federal Trade Commission has issued an best practices
report for protecting user data, that is aimed at companies manufacturing
[oT-connected devices. The report is not a binding law (Talbot, 2016).

In the EU, the EU Commission has passed the General Data Protection
Regulation which will standardize data privacy laws across the EU (Tal-
bot, 2016). The General Data Protection Regulation is effective from May
2018 (Court of Justice of the European Union, 2016). The GDPR will give
the users better control over their personal data and stricter requirements
for companies when building data protection into their products or services
(Talbot, 2016).

In the future, data ownership issues can lead to obstacles in accessing data.
The European Commission (2016:21) points out that in the future, for exam-
ple public services may have to increasingly rely on access to privately-owned
data. One example of this kind of need is the traffic management systems;
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the effectiveness of those systems would be much greater if they had access
to the data coming from privately owned vehicles. This raises the question,
whether the access to privately-owned data used for public objectives should
be guaranteed by law (The European Commission, 2016:21).

If the vision of the IoT is realized, virtually all appliances will be gathering
data about you. Data generated and gathered by the IoT systems will pass
through numerous different actors - the end-users that creates it, the man-
ufacturing company whose devices collects it, the software businesses that
processes it and the app maker that shares it - and all of those actors may
want to claim rights to the data (Best, 2016).

One major challenge in the data ownership is creating trust between compa-
nies. The problem many times is about sharing enough, but not too much
data between different actors in the value chain. One example could be a
car manufacturer, who uses a smart device in their car build by another
company. Because of this smart device, the car manufacturer can now track
how often a certain part breaks down or need maintenance. The car manu-
facturer can also use the data from the smart device to other purposes, for
example to enhance the assembly line work. Also the smart device manu-
facturer may want to have access to this data because it could be valuable
for the company. Now, in theory, sharing the data would be beneficial for
both actors; the car manufacturer can use the data to improve its cars and
the smart device manufacturer could use the data to better understand the
car manufacturer and in that way provide better products and services to it.
But the car manufacturer may not want to share too much insight about its
business processes. The smart device manufacturer could potentially obtain
competitive intelligence, which it could then sell to other car manufacturers.
Similarly, the car manufacturer could use the data obtained from the smart
devices and ask some other smart device manufacturer to make a better one

(Light, 2016).

The IoT also has some unique challenges, when it comes to the ownership
and usage of the collected data. For example changes in terms of usage may
be difficult in IoT environments. Compared to, for example the mobile app
business, if the app provider wants to change terms of use they can just ask
the user to approve the new terms of use. Now, in the IoT appliances - for
example a smart home device - there might be no reasonable way to ask for
the users approval for the new terms of usage (Best, 2016).

The IoT also presents some ethical challenges related to the ownership and
usage of the data. Should for example a company manufacturing smart
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dishwashers have access to usage patterns of the said devices? Or should they
know what kind of detergent is used in the machines? If you drive through
red lights with your car, is it ethical to provide this information to your
insurance company, which can therefore raise your premiums? (Guinard,
2015). Should a smart home device manufacturer be able to determine from
the data when you are home or how many people are in the house? Or should
a smart TV be able to record conversations in the house?

Also the question, is all data equal in IoT environments is something that
needs to be considered. Sensitive data, like health, finance and communica-
tions have to be subjected to strict privacy and security requirements. More
general data, like data from wearable device or data about shopping prefer-
ences may be something that the users may be willing to share if it improves
their customer experience. In this world, where everything becomes more
and more connected, it will be essential that guidelines are developed for
addressing the privacy and security concerns. It will also be important to
educate the consumers to better understand the value of the data, and how
and where the data about them is being used (Guinard, 2015).

There are multiple different models of data ownership either formed or form-
ing in the IoT field. Mashhadi, Kawsar and Acer (2014:160-161) present
three different models: Pay-per-use model, data-market model and open-
data model. In the pay-per-use model users would only pay for the device
based on the usage as the manufacturing company collects the data from
the device. So the users would gain a monetary benefit from the data they
share through their smart appliance. This model comes from the idea, that
in the future, when appliances become more and more connected and aware
of their current state and usage patterns, it can be hard to specify the usage
of gathered data beforehand. The companies may want to use the data to in-
terpret information about the usage beyond the original purpose (Mashhadi,
Kawsar and Acer, (2014:161).

In the data-market model, the users are enabled to share their personal
data for monetary benefits. The user would be able to trade with data with
interested business entities e.g. data exchange companies. This kind of model
of course opens up many privacy considerations. But it seems, that given a
transparent framework and regulations, users would be willing to share their
data (Mashhadi, Kawsar and Acer, (2014:161).

The open-data model relies on the concept of intention integrity, where users
would be capable of wilfully access their data captured by public devices.
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The data must only be used to achieve the intended operation and any other
usage must be first approved by the user. The open-data model would an-
swer the more bigger challenge, where the bigger picture of entire smart
cities is viewed. For achieving the full benefits of IoT, it is important to be
able to reuse the already deployed devices for purposes beyond their primary
intention. The challenge in open-data model comes from the role identifica-
tion; how are those who are affected by the device data collection identified?
(Mashhadi, Kawsar and Acer, (2014:161).

The concept of data ownership, particularly in IoT environments, is a com-
plicated issue. There seems to be no clarity on who should own the data or
if there even should be a owner, and the situation will remain so for time be-
ing. Many different stakeholders have needs for the machine-generated data
in IoT environments; private companies want to monetize the data, public
sector want to utilize the data, and private users want to keep their privacy.
The data is the lifeline of the IoT. On one hand, for the whole concept of
[oT to work effectively, the data needs to able to flow freely across countries
and across different industry sectors. And on the other hand, the privacy of
individual user must be protected.

The data ownership issues, especially in IoT environments, will be needing
regulations and governance for them to work in practise. If we want to one
day achieve a true free flow of data across national borders, the legislations
between different countries should be developed even more in collaboration.
Also, the free flow of data between different companies and industry sectors
will be needing some kind of regulations and governance so that conflicts can
be avoided and trust can be created. Finally, all data in [oT environments
may not be equally sensitive but the consumers must be able to rely that the
sensitive data about them remains private and secure.

Ethics

Ethics can be defined as the moral principles which governs the behaviour
of a person or the conducting of an activity. It deals with what is good and
bad with moral duty and obligation. (Oxford Dictionary, 2017). Ethics in
the perspective of ICT can be defined as the procedures, values and practices
that govern the processes of consuming computing technology and its related
disciplines without damaging or violating the moral values and beliefs of
individuals, organizations or entities (Techopedia, 2017).

Traditionally the ICT domain has mostly been regulated through legal in-
struments. The ICT normative issues has been primarily identified with
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privacy and data protection. Legal frameworks - consisting of hard and soft
laws - have been built to take care of the concerns. Recently, also other
relevant normative issues, besides privacy, have become apparent and spe-
cific roles for ethics have become more relevant. This involves especially the
rapidly developing sectors, such as the IoT. (European Research Cluster on
the Internet of Things, 2015:24).

The IoT will present a completely new world when considering the rights
and protection of individuals. Completely new concepts are needed and the
working notion of individual rights and public good needs to be extended
and re-established. The need for conceptualization will vary. In some cases
rights and protections of other domains can be utilized in the IoT domain.
In some cases, the [oT will have major impact on the interpretation and
consequences of existing policies and law, which need to evolve to adequately
promote responsible behavior in the IoT environment. The [oT environment
will also need completely new rights and protections. It might be impossible
for example to give consent or opt out in some IoT environments. (Farrell,

2017).

Baldini et al. (2016:8) list numerous challenges relating to the ethics in the
IoT environment: economic incentives for data protection of the user are
not directed to the user, incomplete information on the consequence of data
disclosure, too large information space about the consequence of data disclo-
sure, psychological biases, trade-offs between businesses needs to collect and
process data and rights to privacy, cost of implementing privacy enhancing
or data protection solutions, accountability, online and offline identity, digi-
tal divide, conformance to regulatory frameworks, and support for dynamic
context.

The economic incentives for data protection of the users are usually limited
to businesses creating the IoT devices and services. Many times the user has
an inadequate understanding about the consequences of disclosing data. This
lack of information has an effect on every privacy decision. The complete set
of needed information to make a rational choice can be so large, that the
user may not be able to access a 10T service in an effective way. There can
also be psychological biases, like for example, the perception of immediate
benefits can have a negative impact in longer term. (Baldini et al, 2016:8).

Trade-offs between businesses needs to collect and process data and rights
to privacy means, that there can be a tension between the market’s need for
data collection and in the protection of user’s data. The cost of implementing
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privacy enhancing solutions that ensures proper care in collection, storage,
and retrieval of the data can also be hard to target. Accountability of the IoT
devices and services regarding to the users privacy is another difficult thing
to determine. The separation of online and offline information can also be
hard and it can generate privacy breaches. Users today have a different set of
capabilities in accessing the IoT devices and services. Depending on the level
of technical proficiency, users have different perception about privacy risks.
The definition, implementation and conformance to regulations in context of
[oT is affected by two factors: the speed of the evolution of the IoT, which is
usually a lot faster than the regulatory processes and the cost of altering the
already deployed IoT systems and devices. The support for dynamic context
means that the use of the IoT devices and services and the processing and
storage of the personal data may change depending on the context of use.
(Baldini et al, 2016:8-9).

The European Research Cluster on the Internet of Things (2015:29) pro-
pose some ethical guidelines for the IoT environment. Firstly, a separation
between privacy and other ethical issues should be made. This is because
privacy is widely regulated, opposed to other ethical issues arising from the
[oT domain. Secondly, users knowledge should be increased, especially about
the ethical use of the IoT. Thirdly, identity, autonomy, trust, human agency,
social digital divide and increasing social isolation should be especially noted.
(European Research Cluster on the Internet of Things, 2015:29).

Technologies have neither social values nor ethics. The same systems that
can be used to make our lives better can also be used for misbehavior. The
full potential of the IoT will only be achieved when we have a common
sense of appropriate behavior, social mechanisms for enforcing responsibility
and accountability. We also need to enable technical architectures which
incorporate safety, security and protection. All of this needs to be developed
in coordination now, when the technology is still novel. (Farrell, 2017).

Governance

Governance can be defined as the rules, processes and behavior that affect
the way that powers are used, especially regarding openness, participation,
accountability, effectiveness and coherence (European Research Cluster on
the Internet of Things, 2015:13). Governance, in the perspective of the In-
ternet, can be defined as development and application of shared principles,
norms, decision-making procedures, and programs which shape the Inter-
net’s evolution and use. The execution of the development and application
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is carried out by governments, private sector and civil society, all in their
respective roles. (Almeida, Doneda and Monteiro, 2015:58). One interesting
question about the governance of the IoT is that does the IoT need separate
governance mechanisms, or are the existing Internet governance mechanisms
sufficient?

The European Commission’s public consultation on IoT governance (2013:11-
13) shows, that there is no consensus on the need of separate IoT governance
mechanisms. It is argued, that on one hand there is a need for a specific loT
governance, and there should rather be a one unified IoT than a multiplicity
of IoT silos without interoperability. In addition, there is a need to define
the IoT governance before IoT is widely deployed. On the other hand, it
is also argued, there is no need for a separate IoT governance mechanism,
since the existing Internet governance mechanism could be utilized (Weber,
2013:343). For the IoT governance model not to become too bureaucratic
and slow, the IoT deployment should be governed by current horizontal reg-
ulation, like privacy rules and safety regulations. In addition, industry-led
standards and general principles should be utilized. Also, at this point, it’s
quite unclear if there even can be a one unified IoT. The public consultation
on IoT governance also shows, that the level of prescriptiveness of the IoT
governance should mainly be soft, combined with strong self-regulation. On
the other hand, crucial issues, like privacy and safety should be governed
more strictly. Finally, the possible governance body for IoT should utilize
multi-stakeholder approach, where public authorities, private sector and civil
society are included.

The European Research Cluster on the Internet of Things (2015:13) argues,
that the concept of IoT governance is the next logical step from the Inter-
net governance. They argue, that the high number and heterogeneity of
technologies and devices in the IoT actually requires even more specific gov-
ernance than the Internet. Governance can be seen as a double-edged sword;
it can offer stability and support for decision-making, and it can also become
excessive and result in an over-controlled environment. Because of the many
stakeholders and different positions, creating a common definition for the
[oT governance is a difficult task. The European Research Cluster on the
Internet of Things (2015:13) argues, that at this point, it is too premature
to start policy development. It seems that there is no agreement on the
special rules for [oT governance issues that are separated from other general
rules. It is also possible, that the differences between the IoT and the In-
ternet have been overestimated at the beginning. Nevertheless, there seems
to be a need to conduct an analysis about the major governance issues of
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the IoT, like legitimacy, transparency, accountability, and anti-competitive
behavior. It is quite difficult to separate the concepts of governance, secu-
rity and privacy in the IoT environment. Addressing privacy and security
aspects in order to achieve trust probably need governance mechanisms too.
(European Research Cluster on the Internet of Things, 2015:13-15).

3.4.3 Business barriers of adoption

The challenges related to the businesses implementing [oT solutions consists
of monetization and financial challenges, long time to value, and uncertain
demand of IoT solutions, as well as challenges related to competence require-
ments, business processes, scalability, contractual difficulties, and operating
in multi-vendor environments. As majority of the IoT solutions will require
significant investments and long periods of time for development, there will be
difficulties in the monetization of the IoT. Also it seems to be quite unclear,
how the IoT is going to improve the financial results of businesses. As many
of today’s I'T projects, also [oT projects can take a long time. Also it seems,
that the demand for IoT solutions in consumer and business sides varies sig-
nificantly. In the future, the IoT will create a need for completely new skills,
and when consumers become producers, there will be a need for new gener-
ation of digital experts capable of understanding both the new technologies
and also the societal impacts of widespread adoption of these technologies.
There are many differences when comparing IoT services to common enter-
prise services. Technical implementation, communication model, and the
orchestration of services can be different which can cause challenges to ex-
isting business processes. Companies can also run into problems when they
start to expand their IoT projects over time. Many aspects that are valid for
the contracts in the ICT environment will be equally valid to the majority
of IoT contracts, so the same challenges will also apply. Finally, todays [oT
solutions almost never come from one individual vendor.

Monetization challenges

The who will make money and how will money be made with the IoT can be
challenging question. Many IoT solutions will require significant investments
and long periods of time for development. All of the cornerstones of the IoT,
like ubiquitous connectivity and generation and analysis of data can present
challenges for monetization.

The monetization aspect of the IoT is a difficult subject on several levels.
Firstly, at the very core of the IoT is the connectivity between all of the
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different smart devices. In this viewpoint lies an assumption that someone
is willing to pay for the connectivity, which isn’t free to establish. There
are business models forming in the [oT environment, where the costs of the
connectivity are burdened to one side of the deal. This is because one side
supposedly offers value to the other side, albeit in many cases, the offered
value can be unclear and argued. (O’Donnell, 2015b).

Secondly, another cornerstone of the IoT, the generation of vast amounts
of data, which will be analyzed and then turned into meaningful insights
can also be difficult to monetize. Creating a large amount of endpoints that
gather the data may not be an area of meaningful profitability. What comes
to the analyzing of the gathered data, on one hand, analyzing the data from
the IoT devices and creating meaningful insights can be an arduous and
difficult task. (O’Donnell, 2015b). On the other hand, creating a continuous
revenue stream from the data can be as difficult (O’Donnell, 2015a).

Thirdly, the capability for a single company to create a complete IoT solution
and turn it to a profit-generating business can be difficult. Today, many
companies can offer some part of the solution, but companies capable of
creating a complete end-to-end IoT solution are scarce. In addition, it is still
quite uncertain that a completely self-created, platform-driven IoT solution
will guarantee any success. Even if a single company controls the whole IoT
solution, monetization can require complex business models. (O’Donnell,

2015b).

Other challenges relating to the monetization of IoT include the diversity
of connected objects, the time that a innovation takes to mature into a
product or a service, and the level of maturity of IoT ecosystems. In the
future, virtually every object can have an online presence. It will be difficult
to standardize the interfaces of all of the different objects, which in turn
makes creating business models difficult. The IoT innovations today are still
immature in many ways. Few IoT products have been standardized and
modularized for wider usage. Modularization of the IoT objects is a key
prerequisite for wider adoption of the objects. (Westerlund, Leminen and
Rajahonka 2014).

The maturity challenge of IoT ecosystems means that the forming ecosystems
can lack clearly defined underlying structures and governance, stakeholder
rules, and value-creation logics. The early ecosystem can be a unstructured,
chaotic, and open playground for the participants. Also, some required par-
ticipant of the ecosystem might be missing. To be able to create new business
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opportunities means, that new relationships in new industries has to be cre-
ated which in turn takes time and can be managerially difficult. (Westerlund,
Leminen and Rajahonka 2014).

The monetization of the [oT will need some concrete use cases and compelling
value propositions. Lack of clear monetization possibilities can slow down the
adoption of the IoT. Although some novel technical innovations, theoretical
use cases and future concepts may suffice for some part of the early adopters,
wider mainstream adoption of the IoT will require well-grounded products
and services with clear business models (Wadhwa and Puri 2016).

Financial impacts

It seems quite clear that the IoT will offer business value and strong Return
on Investment (ROI) opportunities in the future. Still, it seems somewhat
unclear, how the IoT is actually going to improve the financial results of
businesses. It seems that companies are aware of the potential that the
[oT holds, but in contrast with consumer and public IoT, without actual
and quantifiable improvements in financial outcomes, it will be difficult for
companies to move forward with IoT investments. The two main ways of
[oT deployments for companies are the platform-first approach and the use-
case-first approach (Chase, 2016).

In the platform-first approach, a company-wide IoT platform decision is first
made. IoT platform is the core of the IoT solution, which is used to collect,
store, and analyze the data from myriad of different devices and to which
other enterprise applications are integrated. The challenge of platform-first
approach is that companies have to make significant financial investments
with no clear view of results. The risk for companies is substantial in
platform-first approach, because companies have to make enterprise-wide de-
cisions about the IoT platform based on still evolving technology. And finally,
[oT platforms are by definition incomplete systems, they need applications
to be developed which again lengthens the ROI. (Chase, 2016).

In the use-case-first approach, the deployment of IoT solutions will start from
individual business initiatives, which most probably will not be viewed as
IoT initiatives. Instead, they usually focus on driving some specific business
outcome. In use-case-first approach, the main goal usually is a quantifiable
business outcome which the IoT solution supports. The challenge in use-case-
first approach is that it can lead to dissimilar [oT systems being developed,
which causes difficulties in enterprise architecture. (Chase, 2016).
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Determining the total cost of ownership and return on investment in a large-
scale or a wide spread IoT solution can be challenging (Matteson, 2017). The
costs consists mainly of hardware, infrastructure, and application costs. A
significant part of the costs of an [oT solution comes from hardware costs
which means building the actual smart gadget. The infrastructure of IoT
solutions usually consists of middleware, network, and storage. Middleware
is the computer program, that enables the communication between different
sensors and the application layer of the solution. IoT solutions usually need
a highly scalable wireless network to function. IoT solutions also need some
kind of storage solution, either cloud-based or data center, for storing the
generated sensor data. Applications are used to connect the hardware to
the infrastructure and for users to manage the smart applications. In addi-
tion to these costs, also possible product concepting and Proof of Concept

(PoC) before the actual development, and possible marketing costs need to
be considered. (Klubnikin, 2016).

Competence requirements

It is said, that obtaining mastery in a subject takes roughly 10 000 hours
for an individual. Building an organizational competency is far more com-
plex and it requires numerous components across the organization to work
together, including people, processes, products, market knowledge, skills and
effective communication. (Benson, 2017).

The trends that the IoT brings with it, like the emergence of new jobs re-
quiring completely new skills, and consumers becoming producers, create a
need for new generation of digital experts capable of understanding both
the new technologies and also the societal impacts of widespread adoption
of these technologies. (Kortuem et al. 2013:54). Challenges that individuals
face in IoT field are related to the merging of the physical and digital realms
and understanding of embedded systems. Also, there will be a massive in-
crease in the number of connected devices, objects, sensors and actuators.
These will require skills in understanding the sensors, networks, integrations,
augmented intelligence and behavior, instrumentation, and communications
technologies (Namiot, Sneps-Sneppe and Daradkeh, 2017). The increase in
the amount and value of data will require data analytics skills. Also security,
algorithms, programming skills, distribution and collaboration, and creative
and collaborative design skills will be needed. (Kortuem et al. 2013:55-56;
Stackpole, 2015).

Organizational challenges, that companies face related to IoT include lack
of executive sponsorship, organizational misalignment, insufficient collabora-
tion across departments, slow adoption to change, and inconsistent market
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feedback (Cranford, 2017). Many times the evolution of organizational com-
petence follows the Conscious-Competence model (Cannon, Feinstein and
Friesen, 2014:176). The model consists of four phases; unconscious incompe-
tence, conscious incompetence, conscious competence and unconscious com-
petence. In the unconscious incompetence phase, the organization is unaware
of its own incompetence. In conscious incompetence phase, the company ac-
knowledges its own incompetence. In the conscious competence phase, the
company acquires competency through shared effort. In the unconscious
competence phase, competences becomes a second nature. The process of
transitioning from one phase to next is the biggest challenge in organiza-
tional perspective. (Cranford, 2017).

Aspects worth considering, when building towards organizational IoT com-
petency include obtaining IoT competencies in areas of digital innovation,
technology, and business models. Also, developing and communicating a
clear and actionable IoT strategy is important. Companies should start
small and aim to easy wins for reducing business risk. Companies should
also seek ways to standardize and reuse common components across busi-
ness units and projects. The building of organizational knowledge should be
started from outside in, by starting with outside help while simultaneously
developing internal IoT competencies. (Benson, 2017).

Business process challenges

Enterprise systems of today use often some kind of service-oriented archi-
tecture. Business processes in these kind of systems are modelled as an
orchestration of the underlying services. The integration of IoT to enterprise
systems also requires the IoT resources to be service-enabled. (Haller and
Magerkurth, 2011).

There are quite many differences when comparing IoT services to common
enterprise services. Technical implementation, communication model, and
the orchestration of services can be different. This is because of the dynamic
nature of the real world to which the IoT connects. It requires flexible inter-
service communication that can handle complex, and sometimes unexpected
event patterns. In the IoT environment, locality is much more important.
This regards the origin of the data delivered and where the service is exe-
cuted. Also, in the IoT environment, the often real-time data flow has to be
handled. This requires the ability to extract the relevant information and
events from the data. Finally, the IoT services are often inherently unreliable.
The delivered data may be wrong or it can suddenly become completely un-
available. All of these different properties have to be taken in account when
modelling processes including IoT services. (Haller and Magerkurth, 2011).
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Contractual difficulties

Many aspects that are valid for the contracts in the IoT environment are
equally valid to the majority of ICT contracts. Such contracts can be dif-
ficult to understand for numerous reasons. They can be characterized by
vague wording incorporated with excessive use of technical terms. They are
often written with previous states of technological development in mind, thus
not being entirely suitable for new technology. The contractual wording of
European versions of original US contract sources can be reproduced ver-
batim. Noto La Diega and Walden (2016;13) argue, that IoT contracts are
rarely drafted with EU law in mind. (Noto La Diega and Walden, 2016:3).

The multi-layered structure of the IoT environment can make it challenging
to identify and interpret applicable contracts. The multi-layered structure of
the market - also seen in cloud computing contracts - can make the contracts
difficult to understand. This is not only for the customers, but companies
as well. One reason for this can be the lack of awareness of all the actors
involved. (Noto La Diega and Walden, 2016:3).

The vast amounts of data created by the IoT environment can impair pre-
existing information asymmetry in consumer contracts to the benefit of com-
panies. It can take the consumers and the contract formation process further
apart from each other. It can further discourage consumers to read and un-
derstand contract terms before agreeing to them. Finally, it can lead to a
situation, where businesses take even more advantage of the consumer ig-
norance and apathy by for example, including one-sided contract terms like
unilateral amendment provisions or using terms that restrict consumers ac-
cess to juridical process. (Elvy, 2013;1).

New technologies, like the IoT, not only address, but also produce new ac-
countability demands. These new accountability demands can cause diffi-
culties for human actors. In many domains, business entities need to give
account of their actions and they need to demonstrate working control mech-
anisms and procedures for preventing any system of malfunctioning. While
the IoT technologies can actually help in facilitating inspections and improve
the adherence to accountability demands, it can also produce new issues of
accountability. This is because of the IoT technologies are usually embedded
in everyday objects and can be almost invisible to the user. (Boos et al,
2013;449).

It can be difficult to get a clear picture of the contractual aspects in the
[oT environment. First of all, It can be hard to even define and understand
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them. Secondly, It can also be difficult to get a clear picture of the contracts
as a whole, because the contracts often claim to apply only part of the IoT
device, while they actually impact on their operations as a whole. Finally,
the contract can claim to apply to a single IoT devices, while in fact the
affect a whole cloud of things. (Noto La Diega and Walden, 2016:3).

[oT contracts also generate dependencies. In the IoT environment the mar-
ket power resides in the supply chain and can vary considerably, for example,
from the retailer, to a software developer, component manufacturer, or cloud
provider. Also, the end-users are usually dependent of the provider in the
sense of being locked-into a contract, where there is no room for customiza-
tion and interoperability and portability are very limited. The contract is
accepted by using the product or service, and there usually is no room for
customization either in the moment of contractual acceptance or when the
terms change. (Noto La Diega and Walden, 2016:3).

Other business related barriers of adoption

Scalability, in the context of business [oT barriers, means the expanding of
the IoT solution over time. Organizations can run into problems when they
start to expand their IoT project over time. The company may be able to
implement a IoT solution with a relatively small amount of devices in one
location, but cannot scale the number of devices and locations (Lee, 2016).

As many of today’s I'T projects, also IoT projects can take a long time. The
time to value can be considerably long. Starting from the initial idea and
development of business case and leading to design and implementation and
rollout, each stage of the process takes considerable amount of time and have
their own challenges (Lee, 2016).

The demand for IoT solutions today can be many times very uncertain.
In addition, the demand for IoT solutions in consumer and business sides
varies. It seems, that the demand for IoT solutions in consumer side will
remain uncertain and slowly emerging (Rebbeck, 2017). We most probably
will not see a explosive emergence of 0T solutions, but rather the IoT will
be more like a natural evolution of products. The IoT in itself might not
be a significant source of value but it can create additional value to existing
products and solutions, especially at the early stages.

The multi-vendor environments, in which the majority of today’s develop-
ment projects are done, can also present challenges. Today, [oT solutions
almost never come from one individual vendor. The company’s internal I'T
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department can be forced to learn functioning of tens of individual appli-
cations in order to get the business value out of the solution. Still, the
end-users should see a unified IoT solution, easy to adopt and use, not a
complex network of different components. (Novison, 2016).

This chapter presented the most important technical, social, and business
related challenges that companies and users may face when implementing and
using [oT solutions. The technical barriers of adoption consisted of challenges
like security, technical trust, connectivity, and interoperability. The social
barriers of adoption consisted of challenges, like privacy, ownership of data,
and governance. The business barriers of adoption included challenges related
to monetization, financial impact, competence requirements, and business
processes.



Chapter 4

Case study implementation

Chapter three of this thesis presented a conceptualization of possible roles for
a company to take when considering IoT business opportunities. The main
objective of this chapter is to examine one concrete use case, smart water
metering, in perspective of the created conceptualization of IoT business
opportunities. This chapter consists of an overview of smart water metering
field and an review based on the created framework. The review will examine
the possible roles for the target company to take, what kind of barriers of
adoption are related to each of the roles, what capabilities each role requires
for the target company, and what kind of advantages are associated to each
possible role.

4.1 Smart water metering overview and con-
text

Water and wastewater systems are one part of the critical infrastructure
of today’s urban societies with other critical infrastructure, like roads and
electrical networks. Digitalization has already started to affect other infras-
tructures and now it is slowly starting to transform also the water industry.
A water distribution system of today handles the supply of water to end users
through pressurized pipe networks. The water network can be built as loops
or as a tree-like structure or a combination of the two. Wastewater systems
are usually built in a tree-like structure, where the wastewater is collected
from end users and directed to a wastewater treatment plants. (Cepa et al,
2016).

The water and wastewater network together with the treatment plants form
the physical assets, which are owned and operated by the water companies.

71
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The core services related to water and wastewater systems have been typi-
cally offered by the water companies, which in Finland are usually partially
or fully publicly owned. The ownership and governance of these systems
affect on the drivers and barriers for change in the industry. The water
and wastewater systems are many times considered as a self-evident systems
which are not considered until problems occur. The problems can be for ex-
ample water shortages or flooding in the street or in a building due to water
pipe breakage. The aforementioned problems can lead to a significant struc-
tural and environmental damage and costs. Water damages can be actually
considered bigger threat to properties than fire damages (Partanen, 2013).
The capabilities of IoT solutions can help in preventing such threats. (Cepa
et al, 2016).

The water industry can be considered as a conservative field of industry. At
the same time, the water industry has a lot of potential for digitalization
and IoT solutions for example in form of collecting and utilizing data from
the status of the network assets. The adoption and use of smart devices and
services, which are common in many other industries, are still mainly missing
from the water industry. The water networks can be considered quite data-
scarce. One reason for this is the geographical extent of the networks. Today,
the static datasets, like asset types, materials, dimension, and installation
years, are stored in the companies internal systems. Online measurements
are still rare and the connectivity between different datasets and between the
data and actual network items are often missing. Another reason for slow
adoption of new technologies and emergence of new services is the fact that
the water and wastewater companies are natural monopolies. (Cepa et al,
2016).

The IoT devices, that could be utilized for better understanding of the net-
works include for example, pressure and vibration sensors, online water con-
sumption meters, flow meters, and water quality measurement devices. As
the water and wastewater networks are placed underground, the installation
of extensive sensor networks to existing systems can be expensive and slow.
Of course the installation of new pipeline materials equipped with sensors
when repairing or replacing the pipelines is more cost effective. Even a rel-
atively loose sensor network can drastically improve the understanding of
the network functioning compared to current systems and as the IoT devices
become more cheaper and data analytics more efficient, the investments can
become profitable. Another way for starting collecting data is the household
water meters. The smart water meters can measure water consumption and
send the measurements to water companies. Smart water meters could offer
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benefits similar to energy field, where the smart grid has been under active
development for many years. (Cepa et al, 2016).

For understanding the digitalization possibilities of the water industry, it
is important to understand the current business models of the sector. The
business model describes the customer value proposition, cost and revenue
structures, key resources and processes, key partners, key activities, and
customer relationship. The value proposition of the water and wastewater
companies is to deliver drinking water to its customers and collect and treat
wastewater. The main customer segments are individual households, housing
companies, industrial customers, public customers, and also sometimes other
water companies. (Cepa et al, 2016).

The revenue streams consists of usage rate, basic rate, and connection fees.
The usage rate includes both, the fresh water consumption, and wastewater
removal. The fresh water is billed based on the price per litre and litres
consumed. The price per litre remains constant regardless the amount con-
sumed. Also the wastewater removal and treatment is billed. In Finland,
it is assumed, that the wastewater quantity equals the water consumption,
so only the water consumption is measured. The cost structure is divided
into fixed and variable costs. Fixed costs consist of network and other fixed
assets, like piping infrastructure construction, modernization, and mainte-
nance. Variable costs consists of water treatment costs, both freshwater and
wastewater, and other variable costs, like personnel expenses. (Cepa et al,
2016).

The key resources of the water industry can be divided into three resources:
physical, organizational, and human resources. Physical resources consists of
the physical piping infrastructure and water reservoirs. It is good to notice,
that the water companies own the piping network up to the property line of
the customers. In the property line, there is a water meter, also owned by the
water companies. The meter measures the water consumption, to which the
billing is based. The use of these water meters on every individual household
is forced with regulations. The organizational resources consists of opera-
tional and technical knowledge, intellectual property, and customer base. As
the water industry is a natural monopoly, the customer base is a particularly
valuable resource. The human resources consists of the employees of the
water company. Key partners typically consists of construction companies,
the government, equipment suppliers, and service providers. Key activities
consists of freshwater treatment, water supply, wastewater collection, and
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wastewater treatment, as well as maintenance of the infrastructure and fa-
cilities, and billing activities. Customer relationship consists of delivery of
service and billing. (Cepa et al, 2016).

The motivation for starting digitizing the water industry is in the change
to improve operations related to technical efficiency, smoother workflows,
and economics. The costs of maintaining and renovating the water networks
are considerable. Optimization of the spend can be improved through dig-
italization. Optimization can be done for example, on asset life span, on
optimization of maintenance activities, and on operation and control of the
networks. Also, the risks related to environmental problems and network
failures can be better managed. (Cepa et al, 2016).

The asset management has traditionally relied on retrospective analysis of
data, which to some extent can enable characterization of the deterioration
behavior of different pipe groups based on attributes, like pipe age, size, and
material. Also, deterioration models and statistical models have been built
to model the deterioration over time. These models can be useful, but they
require high quality and availability of data, which so far hasn’t been widely
available. In addition, these models are not very effective on their predictive
power to the future. Still, by analyzing large amounts of historical data,
it has been possible to create estimations on how the structural conditions
evolve, which is an significant improvement to previous decades when the
condition of the underground pipelines has been practically unknown. (Cepa
et al, 2016).

[oT solutions can offer new possibilities for asset management in the water
industry. The first step would be to install sensors to the network. Also, a
platform is needed for managing the collected data. Once the water compa-
nies have obtained sufficient amount of data, efficient algorithms are needed
for analyzing it. The interaction between the water companies and end users
have been quite limited. The [oT solutions could also be used for enabling
the consumers to participate in the data gathering. Accurate data from the
network can help in earlier detection of failures and malfunctions and online
monitoring can enable faster reactions to possible problems. Also, as the
amount of collected data increases, it will be easier to make better conclu-
sion of the network, like for example the durability of different materials. In
addition, as the spatial and temporal models improve, also failure prediction
might become possible. (Cepa et al, 2016).
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4.2 Modelling IoT business opportunities

In this chapter the different roles for the target company to take in the
smart water metering business are identified and discussed. Firstly, the smart
water metering environment is described and the possible actors identified.
Secondly, the value proposition for the smart water metering is discussed.
Thirdly, the different roles, barriers of adoption related to the roles, capa-
bilities required, and advantages achievable for the roles are identified and
described. The smart water metering environment (see fig. 4.1) consists of
the water metering device, connectivity from the device to data warehouse,
data storage, and components for analytics and visualization.
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Figure 4.1: Smart water metering environment.

The IoT enabled device consists of the actual physical device, which in this
example is a water meter device and sensors attached to it. The water meters
can use different technologies for metering the water flow, based on for exam-
ple ultrasonic or magnetic induction technologies. The sensors can measure
for example the water flow, pressure, and leakage. The connectivity layer
consists of different network protocols, which enable the communication be-
tween the device and back-end services. The data layer consists of different
software components that enable the communication, provision, and manage-
ment of devices, application platform, and software components that handle
the storing of the sensor data. The analytics and visualization layer consists
of different software components, that handle the processing and analyzing
of the sensor data, software components that are responsible for the defini-
tion, execution, and monitoring of processes, and software components that
enable the interactions between the users and the services.

The actors in the smart water metering environment (see fig. 4.2) includes de-
vice manufacturers, construction companies, regulators, network operators,
IoT service providers, and users, like water service companies, consumer cus-
tomers, housing companies, and insurance companies.



CHAPTER 4. CASE STUDY IMPLEMENTATION 76

ANALYTICSAND

DEVICE CONNECTIVITY DATA VISUALIZATION USER
O—@®@— O [ — &
Water service
Device loT service companies
manufacturers Network providers
operators Consumer  Housing
customers companies
Construction Government
companies (regulators) Insuranc_e
companies

Figure 4.2: Actors in the smart water metering environment.

The device manufacturers offer the actual water metering devices. The de-
vice manufacturers can also offer the fully integrated IoT enabled smart water
meters, including all required components, like sensors and batteries. The
[oT capabilities can be also offered separately for existing mechanical water
meters. Construction companies and service companies are responsible for
installing and maintaining the devices. The regulators, usually governments,
are responsible for various laws and regulations affecting the supply of water
metering equipment and services. The network operators offer the commu-
nication infrastructure for the IoT devices. The IoT service providers offer
the technical capabilities for data storage, analysis, and visualization. The
[oT service providers can offer a ready platform that enables all needed ca-
pabilities or they can offer tailored solutions. The users in the smart water
metering environment includes the water and wastewater service companies,
who are responsible for operating the water and wastewater networks and
treatment plants, consumer households and housing companies who consume
the services that the water companies offer, and other users, like for example
insurance companies.

For understanding the possible sources of value in the smart water metering
case, it is sensible to do it by viewing the separate layers that form the IoT
solution (see fig. 4.3). The layered value creation model is based on the
model created by Fleisch, Weinberger and Wortmann (2015). In the IoT
environment, the digital business model patterns mix with non-digital ones
and form hybrid constructs. In this example, the IoT solution is divided into
six layers: the smart water metering device, necessary sensors and actuators,
connectivity, data storage, analytics, and visualization. The physical water
metering device and attached sensors and actuators form the physical device.
The data storage and the software components that are responsible for the
analytics and visualization form the digital service.
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Figure 4.3: Value-creation layers in IoT applications (Fleisch, Weinberger
and Wortmann, 2015).

PHYSICAL WORLD

The physical device, in this case the water meter, forms the first layer of the
value creation model. It offers the first and most direct value to the users by
measuring the water flow through the water meter. As the water meter is
a physical device, it is always tied to a specific location and can only create
value in its immediate environment, like for example in a single household.

The sensors and actuators that are attached to the physical device form the
second layer of the value creation model. In layer two, the physical device is
equipped with a computing unit, sensor technology, and actuating elements.
These elements can be used for observing the physical environment and con-
trolling the device either by the user or based on the collected data. With
the sensor technology, the local data, like water flow can be measured. The
actuating elements can be used for delivering local functions, like stopping
the water flow in case of leakage.

Connectivity capabilities form the third layer of the value creation model.
Connectivity enables the possibility to connect the sensor technology and
actuating elements to the digital services through internet. This way the
single smart water meter becomes globally accessible. The smart water meter
device can transmit data to back-end services with a radio module, and the
smart water meter can be accessed and controlled remotely.

The data storage forms the fourth layer of the value creation model. The
data collected from the devices is sent and stored to a data storage. In the
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data storage the data can be reviewed and grouped as needed. The data
storage offers the necessary interfaces for accessing the data. In the smart
water metering case, the interfaces can be used for offering the data to the
water companies.

Analytics form the fifth layer of the value creation model. In the analytics
layer, the collected data is analyzed in order to provide users with useful
and interesting information. The data collected from the smart water meter
devices can also be enriched with other relevant data. For example, the
water consumption data used together with pricing information can be used
for invoicing individual households based on the actual consumption.

Visualization forms the sixth layer of the value creation model. In the visual-
ization layer, the capabilities of the other layers are combined and packaged
to a suitable form and made available for users. The packaging can be for
example a web service or a mobile application which is offered for the users.
In the smart water metering case the visualization could mean for example
a web service or a mobile application, which is offered for the households to
monitor real time water consumption.

Smart water metering enables many improvements to existing business mod-
els and also enables many completely new business models. The improve-
ments to existing business models include consumption-based billing, IoT-
enabled asset performance improvement processes and differentiating pricing
models. So far, the billing of used water has been based on an estimate which
is checked at certain intervals. As the smart water meters enable real-time
or near real-time metering of the water consumption, it offers the possibil-
ity to enable consumption-based billing for the users. Real-time metering of
the water consumption also enables the digitalization and automatization of
the meter-to-bill process. The loT-enabled asset performance improvement
processes can help in driving internal costs down for water companies. Using
sensor technologies for monitoring real time condition of the piping infras-
tructure can improve the analysis of maintenance needs. The analysis of this
type of sensor data can also reveal operational stress levels in different areas
of the system indicating where in the infrastructure operational inefficiencies
are located. The differentiating pricing models business model can help in
reducing investments for extra capacity in networks with capacity problems.
The water and wastewater infrastructure has limits in its capacity. When lots
of people use the critical parts of infrastructure at same time, the network
can become overloaded. By incentivizing the users to use water outside peak
times, the load on the networks can be relieved. Similar business model is
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in use already today in energy industry, where energy prices vary depending
on the time of the day. Similarly, basing the pricing on peak and low hours
could be utilized also in the water industry. (Cepa et al, 2016).

The smart water meters also enable completely new kind of business models,
like automatic shutdown services, condition-based monitoring, water con-
sumption monitoring for end customers, platform offering, and water con-
sumption incentivizing. The possibility to shut down the water supply in
case of leakage is one example of new business model. As the smart water
meters enable real-time monitoring of the water consumption, leaks can be
detected in earlier phase which can limit possible damages. The condition-
based monitoring business model enables more convenient monitoring of the
water pipelines. For example, individual household pipelines could be utilized
with sensors and the sensors data then used for monitoring the condition of
the pipelines. In the water consumption monitoring for end customers busi-
ness model, a web service or mobile application could be offered for the users.
The users could then use the service for monitoring water usage and optimize
their water consumption. In the platform offering business model the data
gathered from the water networks could be offered to third parties. The data
could be used for creating new customer experiences based on the knowl-
edge of water consumption. In the water consumption incentivizing business
model, users could incentivized to use less water. The prices could be in-
creased after certain limit is exceeded or the water supply could be turned
off after certain limit. (Cepa et al, 2016).

For this case example, three different roles for the target company were iden-
tified. In the first role, the target company acts as a device retailer. In the
second role, the target company acts as a retailer of the physical devices
and in addition, a retailer of limited services. In the third role, the target
company offers a full service offering, including the physical devices and full
services related to it.

The first and the simplest role is the role, where the target company only
acts as a device retailer (see fig. 4.4). The smart water meter devices would
be offered by device manufacturers or white label manufacturing can be uti-
lized. The target company either has no role at all in the provision of any
services related to the offering or the role is very limited. The limited role
could be a partnership with some service provider, where certain services are
recommended to be bought as part of the device. The content of the service
offering would be fully based on the supply of either the device manufactur-
ers or third parties. The customers for the target company in this role would
mainly be the water service companies.
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Figure 4.4: Device retailer role.

The advantage of this role is that the possible risks related to the service
offerings are practically nonexistent. The target company is only responsi-
ble for matters relating to the physical product, but has no obligations or
responsibilities related to the services. There are multiple technical, social,
and business related risks that need to managed associated to the services.
In this role, there is no need for the target company to obtain any techni-
cal capabilities, like software platforms, or organizational capabilities, like
training employees to manage the new service business.

The obvious disadvantage of this role is that the target company will not
be part of the digitizing smart water meter market and will not be able to
benefit from the opportunities it can offer. Another disadvantage which can
arise when the device manufacturers are responsible for the service offerings is
that the compatibility of devices and related services can be notably reduced.
As the standardization in the IoT environment is still very limited, there is
a risk that the offerings will be siloed, which will cause challenges, especially
for the water companies. If this happens, it will make the realization of the
possible benefits of the IoT more difficult.

In the second role, the target company retails both, the physical devices,
and a limited service offering (see fig. 4.5). The service offering in this role
would consist of the transferring of data from device to the data storage, and
offering interfaces for obtaining the data from the data storage. Analytics,
enrichment of the data, nor any user interfaces are not included to the service
offering. The customers for the target company in this role would mainly be
the water service companies, but the data could also be offered to other
parties, like housing companies.
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Figure 4.5: Retailer with services.

The advantages of this role are that the the target company would be a
part of the digitizing smart water meter market and would able to benefit
from the opportunities it can offer. The target company would also be a
part of the value creation and business development of the customers. As
the smart water meters are a novel business, there most probably will be
numerous new business requirements forming in the future, which will offer
new business possibilities. In this role, the target company would also get
the possibility to get started with a new type IoT service business, which
would help as the number of IoT applications grows in the future.

In this role, the target company would have to obtain some technical and
organizational capabilities. The target company would be responsible - in
addition to the physical devices - of the transfer and management of the data,
as well as creating and managing the necessary interfaces where the data
could be retrieved. Some technical capabilities, like connectivity between
devices and the data storage, and a platform where the data is stored and
where it can be retrieved would be needed. The technical capabilities could
be done in cooperation with different partners, like network operators and
[oT service providers, or they could be built using subcontractors. The risks
associated to needed technical capabilities are related to the evolving IoT
technologies. If the chosen and supported network protocols and technologies
prove to be incorrect, it can lead to significant cost increases. This role
would also need some changes to organizational capabilities. Building and
maintaining the technical environment would require staff and know-how.
Also, the existing sales personnel would need to be trained to offer the new
services to customers.

The third role would include the retailing of the devices and full service
offering (see fig. 4.6). In this role, the target company would be responsible
for both, the retailing of the devices, and the full service offering. The service
offering would include data transfer from the devices to data storage, storing
the data, data analysis and possible enrichment with other relevant data,
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and also the required web services or mobile applications for different actors.
The customers for the target company in this role would be the water service
companies as well as housing companies and consumer customer. This role
would also make it possible to offer the services to other actors, like insurance
companies and form a ecosystem around the water metering services.
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Figure 4.6: Retailer with full services.

The advantages related to this role - in addition to the benefits of the previous
role - include the possibility for the target company to act as a keystone player
in the forming ecosystem. This role would create the possibility to act as the
facilitator of the whole for the target company. The target company could
create a new layer on top of the existing individual layers, which would not
be dependent of the functionalities of the physical devices, sensor setup, or
network technologies. This could prevent the siloing of the service offerings,
which would be beneficial for the end customers. As the siloing of the services
is minimized, the full benefits of the IoT could be achieved. This role would
also make it possible to expand the IoT offerings in the building and technical
trade sector.

Taking this type of role would require significant investments on both, tech-
nical and organizational capabilities. The risks related to the previous role
would apply also to this role. In addition, the target company would be re-
sponsible for the full service offering, including data transfer from the devices
to data storage, storing the data, data analysis and possible enrichment with
other relevant data, and also the required web services for different actors.
Building and maintaining the technical platform would require investments
on personnel and new competences would be required. The service business
would need to be integrated with the sales business more tightly, which would
need investments on organizational capabilities.
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4.3 Discussion and conclusions of the case study

As it can be seen from the aforementioned case study, digitizing the water
and wastewater industry can offer many benefits. The Finnish Ministry of
Environment changed the regulation related to water and wastewater systems
of buildings in 2011 to include water meters on every apartment (Ministry of
Environment, 2010). However, the Finnish Government has so far not forced
remotely readable water meters as it was done with electricity meters in 2009
(Finnish Government, 2009). The most recent regulation related to water
and wastewater systems of buildings is from 2017 (Ministry of Environment,
2017).

Even though the usage of remotely readable water meters is not forced by
regulations, it is possible that the smart metering solutions could offer ben-
efits similar to the energy field, where the smart grid has been under active
development for longer time. The IoT enabled solutions can offer many im-
provements to existing business models, as well as enable many completely
new business models. The improvements to existing business models range
from consumption based billing and possibility to create different pricing
models, to better monitoring and management of the condition of the infras-
tructure. The completely new business models include business models, like
automatic shutdown services, condition-based monitoring, water consump-
tion monitoring for end customers, platform offering, and water consumption
incentivizing.

However, it is also clear that the digitalization of water and wastewater in-
dustry also contains numerous challenges. All of the barriers of adoption
presented in this thesis also apply to smart water metering. The main chal-
lenges in the smart water metering environment are related to security and
privacy, data management, and financial as well as organizational challenges.
As the water infrastructure is a critical asset to the society, it is important
to understand and manage all security issues when applying IoT solutions.
Also, it is important to consider how to manage the vast amounts of data
generated by the IoT devices, and how to generate meaningful information
from the data. The digitization efforts in the water and wastewater industry
also needs to create some additional value to the users and at the same time
needs to be economically viable. Finally, it is important to understand what
kind of competence requirements the IoT enabled solutions require and what
kind of effects it has to business processes.

As it can be seen from the conceptualization of the IoT business opportuni-
ties, there are many possible roles available for the target company to take.
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The most simple role would be to continue business as is, retailing the de-
vices, and leave the digitization efforts to others. The risks would stay low
and the target company could stay in a monitoring position and look how
the digitization of the industry evolves. This of course could also mean, that
the target company could be left behind and getting involved to the new
business in the future would be difficult.

Other possible roles would mean taking part to some kind of services related
to smart water metering. The possible service offering could vary from very
limited services to full service offering. The limited service role would include
offering connectivity and data management services, and the full service role
would in addition include analytics and visualization of the data. The amount
of offered services would affect on the required technical and organizational
capabilities. The service roles would contain risks related to the evolving
technologies as well as financial aspects. The size of the role of the target
company would vary from being just one actor in the ecosystem to being a
keystone player, who acts as the facilitator of the whole.

Both of the service roles would include the target company to the digitizing
smart water meter market and enable the target company to benefit from the
opportunities it can offer. Both service roles would open up the possibility to
participate to the value creation and business development of the customers.
The service roles would also offer the possibility to get started with a new
type of IoT service business. The business domains on which the target
company operates are ones, where the IoT will most probably cause major
disruption in the future. It would be beneficial for the target company to
start generating knowledge of the possibilities that the IoT solutions can offer
in a early phase.



Chapter 5

Conclusions

The research problems that led to the implementation of this study consisted
of the difficulty to understand, what the IoT actually is, and what kind of
opportunities it has to offer. At the time of this study, the target company
didn’t have means to create a sufficiently comprehensive understanding of
the opportunities offered by the IoT. In addition, as the IoT is a complex
phenomenon in terms of monetization, It was difficult for the target com-
pany to create a comprehensive understanding on where the real value of
the IoT comes from. Therefore it was interesting for the target company to
understand what kind of business possibilities the IoT can offer.

The goal of this study was to to create a view or a framework of possible IoT
business opportunities for the target company. This was done by creating a
conceptualization that unfolded the different roles there are in IoT business
for the target company to take or aim for. In addition to the conceptualiza-
tion, there was also a need to create better understanding of the customership
and value proposition related to the IoT business, and recognize the most
important barriers of adoption and capabilities required for managing the
barriers of adoption.

After defining the key concepts in chapter two, the overall architecture and
the technology stack of the IoT, the expanding of industry boundaries caused
by the IoT, and a overview of IoT business models was first described in
chapter three. After that, a literature study was done and discussions were
conducted with the key personnel of the target company for recognizing the
key phenomena affecting the roles the target company might want to position
itself when considering commencing IoT business. Three distinct phenom-
ena influencing the possible roles were recognized, being the servitization of
manufacturing, platform economy, and ecosystems. Based on the recognized
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key phenomena, a conceptualization of IoT business opportunities was pre-
sented. The conceptualization of the IoT business opportunities was created
through a framework which combined the possible roles and positions for the
target company to take. The framework was expressly described from the
point of view of the target company.

After the framework was created, the technical, social, and business related
challenges that companies and users may face when implementing and us-
ing IoT solutions, as well as needed capabilities for managing them was pre-
sented. After the literature study, the empirical study was conducted. Chap-
ter four presented one concrete use case, smart water metering, in perspective
of the created conceptualization of IoT business opportunities.

5.1 Research questions revisited

This section revisits the original research questions presented in this thesis.

Q1: What aspects should the target company consider when starting IoT
business?

When considering the aspects that should be considered when planning on
starting IoT business, it is important to first understand the key concepts
related to the IoT. The key things to be defined are the overall architecture
and the technology stack of the IoT, what effect does the expanding of in-
dustry boundaries caused by the IoT create, and to understand, what kind
of business models the IoT can offer. The high-level architecture of the IoT
can be presented as a 3-layered or a 5-layered architecture. The 3-layered ar-
chitecture consists of perception layer, network layer, and application layer.
The 5-layered architecture consists of perception layer, transportation layer,
processing layer, application layer, and business layer. The [oT products
create a completely new requirements for technology infrastructure for com-
panies to build and support. The IoT technology stack consists of multiple
layers, including product hardware and embedded software, connectivity, and
a product cloud, which consists of a application platform and software ap-
plications running on remote servers.

The increasing capabilities of the IoT products not only affect the competi-
tion between companies within industries, but expand the industry bound-
aries. For the companies to able to answer the broader need of the customer,
they need to widen the competitive boundaries of an industry with a set of
related products. This shifts the competition from a discrete product to a
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broader product system, where the company is just one actor. This, how-
ever, is not enough but the industry boundaries are expanding even beyond
product systems towards systems of systems. As the IoT-enabled products
become more and more commoditized, businesses are forced to find new ways
to create and capture value. At the first stages, the IoT business models will
most probably heavily borrow from existing business models but also novel
business models start to emerge.

After these key concepts are defined, a conceptualization of possible roles
and positions for a company to take can be created. The conceptualiza-
tion of the IoT business opportunities is created through a framework, which
combines the possible roles and positions for a company to take. Three
distinct phenomena influencing the possible roles can be recognized, being
the servitization of manufacturing, platform economy, and ecosystems. The
first phenomenon influencing the conceptualization of IoT business oppor-
tunities is the servitization of manufacturing. The current global economy
forces manufacturing companies to adapt to an ever changing business envi-
ronment. Rapidly changing business environment has created trends, such
as the servitization of manufacturing. Servitization refers to a tendency of
a manufacturing company to expand their tangible, product-based offering
with intangible services.

The second phenomenon influencing the conceptualization of IoT business
opportunities is platform economy. In their core platforms are environments,
either technical, like software systems or physical, like places or goods, con-
necting different actors that derive value from others that participate in the
platform. These different actors consists of the platform owner, users, and
complementary business partners, often called complementors, which all uti-
lize and benefit from the platform’s base functionality.

The third phenomenon influencing the conceptualization of IoT business op-
portunities is ecosystems. Many of today’s digital markets require distinc-
tive competitive strategies because the products are parts of a larger system
that combines core components and form a platform made by one company,
with complementary components made by variety of others. In some cases,
a platform leader emerges that works with the other companies supplying
complementary products and services. Together, they form a ecosystem that
greatly increases the value of the platform leader and the complementaries.

Based on the aforementioned phenomena, a conceptualization of IoT business
opportunities was created. The basis of the conceptualization is on manufac-
turing and retailing of IoT-enabled products. In manufacturing role, compa-
nies can either manufacture their own IoT-enabled products or white label
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products can be used. In retail role, companies retail IoT-products manu-
factured by other companies. In these roles the possible services attached to
the offering are not included.

The services role can be included to both, manufacturing and retailing roles.
In manufacturing role the manufacturing company can create and control the
services created on top of the products. In retailing role the retailer can sell a
combination of products and services, act as a service provider or a facilitator
and participate to the creation of the service offerings in cooperation with
the manufacturing company, or create own services on top of the products
and control what kind of services are offered as part of a product offerings.

As services are included into the product offering, a need for platform emerges.
A third party platform can be utilized or own platform can be created for the
service offerings. The platform itself can be in control of the manufacturing
role, the retailer role, or in control of a third party. The owner of the platform
can make the decisions on the openness of the platform. The platform can
be made either internal, when only the owner has access to it, partially open,
when some actors in addition to the platform owner has access to it, or open,
when all actors have access to the platform. Depending on the type and
role of the possible platform, a possibility of a ecosystem creation emerges.
The manufacturing and retailing roles can be an actor or a central keystone
actor in the ecosystem. Again similarly as mentioned before, the owner of
the platform or the keystone player in the ecosystem has a major impact on
how the realization of the potential of the IoT applications will happen. The
platform owner can make decisions, which leads to silos, or to an more open
platform. Similarly, a keystone player in a ecosystem can make decisions,
which can either help or hinder the needs of other actors.

Q2: What kind of barriers of adoption are associated to the starting of IoT
business and what kind of capabilities are required for managing them?

It is quite obvious, that there are numerous challenges and risks related to the
[oT. Because the 10T is a novel phenomenon, businesses and individuals have
to cope with many different challenges and growing pains. As the barriers of
adoption and the needed capabilities for managing them were recognized for
this study, three major groups for the barriers of adoption emerged. These
were technical, social, and business related barriers of adoption. It is good to
mention, that many of the barriers of adoption discussed in this thesis are in a
way more general and apply to any other new technology as well, but there are
also some unique challenges related to the IoT domain. It is also important
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to point out, that the goal of this study was not to create an exhaustive
list of all possible barriers of adoption, but rather to create a overview of
the most critical overall aspects that will be challenging when creating [oT
solutions. The barriers of adoption were also not presented in any particular
order of importance and many of the challenges presented cannot be treated
separately because they often contain complex interdependencies.

The technical barriers of adoption included concepts, like security, hetero-
geneity, trust, standardization, connectivity and interoperability, and data
integrity issues, as well as challenges related to technology maturity, techni-
cal complexity, and power consumption. The overall security of the IoT is
one of the main challenges related to it and the nature of the IoT solutions ex-
pose them to both, digital and physical threats. The heterogeneous nature of
the IoT environments creates challenges to technical trust management. The
novelty of the IoT solutions and the lack of commonly accepted standards
creates challenges, especially to connectivity and interoperability. As the IoT
technologies get more mature and the IoT devices become autonomous, the
role of data integrity becomes more crucial and the risk on attacks against
the integrity of the data increases. The technologies related to the IoT are
still forming and still relatively immature, but at the same time the nature
of the IoT will force the technologies to evolve very complex. Because the
IoT devices will need to operate in places where continuous power supply
is unavailable, there will be challenges related to the management of power
consumption.

The social barriers of adoption included concepts, like lack of common un-
derstanding, privacy, trust and data ownership issues, as well as challenges
related to the governance and ethics of the IoT. Creating a common under-
standing about the IoT will be crucial for the realisation of the full benefits
that can be achieved. Challenges related to the privacy of the IoT can be
seen as one of the major issues. As the privacy requirements in the IoT
environments are not currently covered sufficiently, there is a need for well-
defined privacy policies. Behavioral trust is another topic, that will create
major challenges. The users need to able to trust, that the IoT solutions
will do what they are supposed to do, without bringing harm to the user.
As the IoT will present a completely new world when considering the rights
and protection of individuals, completely new governance mechanisms and
ethical guidelines are also needed.

The barriers of adoption related to the businesses implementing [oT solutions
consists of monetization and financial challenges, long time to value, and un-
certain demand of IoT solutions, as well as challenges related to competence
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requirements, business processes, scalability, contractual difficulties, and op-
erating in multi-vendor environments. As majority of the IoT solutions will
require significant investments and long periods of time for development,
there will be difficulties in the monetization of the IoT. Also it seems to be
somewhat unclear, how the IoT is going to improve the financial results of
businesses. As many of today’s I'T projects, also IoT projects can take a long
time. In addition, it seems that the demand for IoT solutions in consumer
and business sides varies significantly. In the future, the IoT will create a
need for completely new skills, and when consumers become producers, there
will be a need for new generation of digital experts capable of understand-
ing both the new technologies and also the societal impacts of widespread
adoption of these technologies. There are many differences when compar-
ing [oT services to common enterprise services. Technical implementation,
communication model, and and the orchestration of services can be different
which can cause challenges to existing business processes. Companies can
also run into problems when they start to expand their IoT projects over
time. Many aspects that are valid for the contracts in the ICT environment
will be equally valid to the majority of [oT contracts, so the same challenges
will also apply. Finally, todays IoT solutions almost never come from one
individual vendor which can cause challenges in vendor management.

5.2 Implications and limitations

Even though the topic of 10T is being studied more and more, there are still
many areas that are quite narrowly researched and more research is needed.
Studies related to the barriers of adoption related to the IoT are already quite
extensive. The conceptualization of IoT business opportunities presented in
this thesis, while created solely to the use of one retailer company, can be
utilized in other businesses as well.

It is quite certain, that the amount of IoT solutions will greatly increase in
the future and it can be difficult to create sufficient understanding on who a
company should position itself. As it can be seen from the case study, using
this kind of framework can clarify the possibilities and needed capabilities,
especially in the early stages, when examining some IoT use case.

As mentioned earlier, the conceptualization presented in this thesis is done
purely in perspective of one company. For that reason the findings in this
thesis cannot necessarily be used in other industries and not even in other
businesses in the building and technical trade. Another limitation comes
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from the number of employees of the target company with whom the discus-
sions related to the framework were held. There were only few persons who
evaluated the framework during the study and they were all from the target
company’s building and technical trade.

5.3 Possible future works

As the conceptualization of IoT business opportunities created in this thesis
was only tested with one use case, it could be interesting to use it in other
use cases, perhaps even in the other sectors of the target company, being the
retail trade and car trade. In addition, it would be interesting to use the
conceptualization in some other company’s use cases, like for example in a
manufacturing company.

As mentioned in the beginning of this thesis, there are numerous different
phenomena presently happening, that are part of the digitalization of busi-
nesses. It would also be interesting to study, how these other phenomena,
like artificial intelligence, machine learning, and blockchain affect to the de-
velopment of the IoT.



Appendix A

IoT innovation workshops

As a part of this thesis, two IoT innovation workshops were organized. The
goal of the workshops was to create understanding on customership and
value proposition of the IoT. The target of the first workshop was to create
understanding on a general level and in perspective of the target company,
who are the customers, what kind of different actors and roles there are in
the IoT business, and where does the value come from. The target of the
second workshop was to innovate some [oT products or services for the target
company to start with.

The first workshop focused on studying the IoT environment in perspective of
the conceptualization of IoT business opportunities and through the different
roles presented in the conceptualization: retail, manufacturing, platform and
ecosystem. Firstly, the customers in the IoT business environment were
identified. Secondly, other actors and possible roles were identified. Thirdly,
the value generation to different stakeholders were identified.

The second workshop focused to innovate different loT products and services
for the target company’s building and technical trade sector. Four different
application domains were selected for creating the IoT products and services.
The application domains were connected living and working, smart retail and
supply-chain, connected health, and smart energy. All of the application do-
mains were studied in perspective of both, business to customer, and business
to business customership.

A.1 First workshop

In the first workshop, the possible customers in the IoT business environment
based on the roles were first identified. Also other actors and possible roles
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were identified. Finally, the value generation to different stakeholders were
discussed. In the retailer role, the identified customers included consumer
customers, construction companies, maintenance companies, housing compa-
nies, installation service providers, manufacturing industry, other retailers,
municipalities and cities, public sector, and also startup companies. Other
actors and possible roles in the retailer role that were identified, included
application developers, security companies, insurance companies, healthcare
sector, and legal service providers. The value generation discussion on re-
tailing focused on the role of data brokers, the issues related to device mon-
itoring, remote control, and maintenance services. Also, the effect the IoT
devices may have to insurance premiums were discussed.

In the manufacturer role, the identified customers included designers, con-
tractors, service companies, consumer customers, public sector customers,
and infrastructure network operators. Other actors and possible roles in the
manufacturer role were real estate companies, industrial plants and factories,
installation companies, third party data sources and application providers,
cloud operators, and product designers. The value generation discussion on
manufacturing focused on issues related to the ownership of data, and how
the data could be efficiently targeted to relevant parties.

In the platform role, the identified customers included stores, logistics in-
cluding warehouse operations and transport companies, manufacturers and
suppliers, public facilities, and building contractors. Other actors and pos-
sible roles in the platform role were the possible owners and operators of
the platform, and third parties, like insurance companies. The challenges re-
lated to the platform role included issues related to who builds and operates
the possible platform, how will the revenue generation be organized in this
kind of platform environment, how will the partner network be created and
committed to the platform, how will the broad knowledge requirements be
fulfilled, and how will the scalability of the platform be ensured. The value
generation discussion on platform role focused on issues like who is respon-
sible of the development of the platform, who owns the data and who has
access to the data and on what basis, how will the marketing of the platform
be organized, and how will the data processing and refinement be organized.

In the ecosystem role the identified customers, other actors and different
role were very similar as in the platform role. In addition, B2C and B2B
customers, partners, different service providers, and startup companies were
identified. The value generation discussion on ecosystem role focused on who
will be the facilitator of the ecosystem, how will the value network form, how
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will the communication and transactions between actors be organized, how
will the need for continuous development of the ecosystem be fulfilled, and
how will the use of different kinds of data be handled.

Also, a small innovation session was organized in the first workshop. The goal
was to innovate different kinds of IoT products and services that would be
further developed in the second workshop. The groups were able to create
over 300 different IoT related products and services during the workshop.
Four different ideas from four different application domains were selected to
be further developed in the second workshop.

A.2 Second workshop

In the second workshop, four different application domains were selected for
more detailed service design. The application domains were connected liv-
ing and working, smart retail and supply-chain, connected health, and smart
energy. Connected living and working focused on a service platform for con-
sumers to bring together living related data and products. Smart retail and
supply-chain focused on utilization of RFID in supply-chain management.
Connected health focused on a service platform for consumers, that brings
together health and nutrition. Smart energy focused on building specific
optimization of energy consumption.

Connected living and working: service platform for consumers that brings
together living related data and products. The customers in service platform
for consumers that brings together living related data and products include
consumer customers, project customers, renovation companies, and construc-
tors. The consumer customers and project customers are typically families
or couples. They value security, easiness, and possibility for cost savings.
Their common objections include continuity of IoT solutions, hacking risks,
and risks related to safety. Their change expectations and purchase criteria is
based on the continuity of the solutions, trust towards the vendor, cost, and
information security. The consumer customers can be reached in physical
stores and web. The renovation companies are typically small or midsized
companies. They value traditional and familiar solutions. Their common
objections include risk of not being able to answer new customer needs and
losing money and customers. Their change expectations and purchase crite-
ria is based on reliable and easy to install solutions, available training, price,
and partners. The renovation companies can be reached via B2B sales chan-
nels. The constructors are typically larger companies. They value higher
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profits. Their common objections include solution maturity and maintaining
customer relationships. Their change expectations and purchase criteria is
based on partnership, quality, costs, and reliability. The constructors can be
reached via B2B sales channels.

The crucial problems, that the customers face in the service platform for con-
sumers that brings together living related data and products are related to
safe living, cost savings, and the diversity of available solutions. Safe living
includes things, like air quality, humidity measurements, and fire safety. Cost
savings include things, like water consumption and electricity consumption.
Diversity of available solutions includes things, like compatibility challenges,
difficulties in installation, and information and data security challenges. The
unique value proposition is the possibility to offer widest selection of solu-
tions. The defining element of the solution is a platform offered by global
actor and who has reliable distribution channels, products, and partners. The
interaction with customers happens in stores and via web. The advantage
for the target company comes from hundreds of physical stores and data.

Smart retail and supply-chain: utilization of RFID in supply-chain manage-
ment. The customers in the utilization of RFID in supply-chain management
include consumer customers, contractors, and project customers. The con-
sumer customers are typically families or couples. They value staying in
budget. Their common objections include cost overruns, dealing with other
actors, and detailed planning. Their change expectations and purchase cri-
teria is based on trustworthiness, vision, quality, and price. The consumer
customers can be reached in physical stores and web. The contractors are
typically project managers in construction sites. They value finishing projects
on time and in budget. Their common objection is failure in delivery. Their
change expectations and purchase criteria is based on prompt deliveries and
flexibility of planning. The project managers as a customers can be reached
in the construction site or via phone or email.

The crucial problems, that the customers face in the utilization of RFID in
supply-chain management includes too time consuming shopping in stores
and the lack of real time transportation status and delivery information.
The unique value proposition is the possibility to offer reliable customer ex-
perience and delivery of products. The defining elements of the solution are
RFID tags for products and mobile application for the customers. The RFID
tags enables product identification throughout the lifecycle of the product,
can trigger auto replenishment, and can trigger notification to the customers.
The mobile application enables the displaying of customers information, pay-
ment information, product search, navigation in store, tracking of deliveries,
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and communication with sales personnel. The interaction with customers
happens in stores and via web. The advantage for the target company comes
from best omnichannel customer experience.

Connected health: service platform for consumers, that brings together health
and nutrition. The customers in service platform for consumers, that brings
together health and nutrition consists mainly of consumer customers. The
consumer customers can be people who are interested in health and nutri-
tion and elderly persons and their relatives. The people who are interested
in health and nutrition are typically technological forerunners and they have
deep interest in health and nutrition. The value improvement on quality of
life. Their change expectations and purchase criteria is based on new inno-
vations and trends. They can be reached via web. The elderly person’s value
health and meaningful life. Their change expectations and purchase criteria
is based on preventative healthcare, safety, and health monitoring. They can
be reached in physical stores.

The crucial problems, that the customers face in the service platform for
consumers, that brings together health and nutrition are how to recognize
one’s own health and how reliable the partner, who manages the health
related data is. The unique value proposition is the possibility to offer reliable
service and localized services. The defining elements of the solution are a
secure solution that has simple, clear, and easy to use user interfaces. The
interaction with customers happens in physical stores and web and through
partner network. The advantage for the target company comes from existing
data, financial status, and from being a established and reliable actor.

Smart energy: building specific optimization of energy consumption. The
customers in building specific optimization of energy consumption include
homeowners, real estate maintenance and management, and local energy
providers and distributors. The homeowners are typically middle class fami-
lies, who reside in larger cities or suburbs. They value environment and sus-
tainability and appreciate free time. Their common objections are changes
in energy prices and prejudice towards new technologies. Their change ex-
pectations and purchase criteria is based on energy and cost savings, return
on investment, standard of living, comfortability improvements, and ease
of use. The homeowners as a customers can be reached in the stores and
web. The real estate maintenance and management are typically commer-
cial companies who are either owners of the buildings, or service providers.
They value business approach, profit optimization, and social responsibility.
Their common objections are related to new technologies, where references
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are usually needed, and technology relevance to the business domain. Their
change expectations and purchase criteria is based on return on investment
and uninterrupted processes. The real estate maintenance and management
as a customers can be reached via B2B sales channels.

The crucial problems, that the customers face in the building specific opti-
mization of energy consumption include difficulties to understand and deter-
mine, how the energy is consumed, difficulties to monitor and control the
usage of energy, especially in industrial spaces, and imbalance between en-
ergy surplus and demand. The unique value proposition is the possibility to
offer complete solution and full service offering related to it. The defining ele-
ments of the solution are intelligent control, platform for connecting devices,
wide availability, modular and scalable solution that integrates all sources,
that consume energy. The interaction with customers, both B2C and B2B,
is omnichannel. The advantage for the target company comes from scale and
reach, distribution channels, and vast data assets.

A.3 Conclusions

The workshops proved to be quite useful for creating understanding on IoT
in perspective of the target company. Identification of the customers, other
actors, and roles seemed to be an easier task and the groups were able to
study these aspects quite thoroughly. A large variety of customers and cus-
tomer’s customers were identified. Also different possible roles for the target
company were quite widely recognized. The concept of value was a more
difficult topic. It was known already before the workshops, that the IoT is
a complex phenomenon in terms of value and monetization. For example,
the discussions related to the creation of value networks beyond traditional
value chains remained quite light and would require more studying.
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