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Abstract
Wireless networks are undergoing a transition from connecting people to connecting things, which will allow human
interaction with the physical world in a real-time fashion, e.g., tactile internet, industrial automation, self-driving
vehicles, and remote surgery. Therefore, future wireless networks need to support real-time control since it is the
essential function enabling such emerging applications. In this article, some fundamental design capabilities needed to
realize real-time control in future wireless networks are discussed, with primary emphasis given to
communication-control because both communication and control systems have strong dynamics and interdependencies,

and they tightly interact with each other. A case study is provided to demonstrate the necessity of such co-design.



I. INTRODUCTION
In the past two decades, the evolution of wireless networks, e.g., cellular and WiFi networks, has successfully connected
people and brought us into a cyber world, which allows people to communicate with each other and access the Internet
almost at anytime and anywhere. In the near future, a significant number of “things”, e.g., sensors and actuators, are
expected to be connected, which will allow us to interact with the physical world in a real-time fashion, e.g., tactile
internet, industrial automation, self-driving vehicles, remote surgery, and smart grid. Therefore, future wireless
networks need to support real-time control, also called teleoperation or remote operation, since it is the essential

function that enables many emerging applications as mentioned in [1].

Unfortunately, today's wireless networks are lagging far behind in their ability to support real-time control because
real-time control usually requires deterministic communication with ultra low-latency and high-reliability requirements.
For example, the tactile internet and industrial automation need 1 ms end-to-end round-trip time delay and 107> ~
10~7 packet loss probability [2]. Smart grid requires as low as 10us time delay with 10~° packet loss probability [3].
In contrast, conventional cellular and WiFi networks are designed for high quality video transmission and web surfing.
They can provide massively high throughput wireless services, but with relative large time delay 50~150 ms and high
packet loss probability 1072 [4]. Conventional industrial wireless networks as summarized in [5], e.g., Zigbee,
Bluetooth, Wireless HART, and ISA-100.11a, operate in the industrial scientific medical (ISM) bands around 2.4 GHz
and 5 GHz, and have non-guaranteed performance due to strong co-channel interference, which has been mentioned in
[6]. Consequently, the current applications of industrial wireless networks are limited to industrial monitoring rather

than real-time control.

In practice, it is very challenging to support real-time control via a wireless communication network. A primary for this
is the independent design between communication and control systems that leads to substantial wireless resource
consumption. In independent design, control engineers ask for extreme communication requirements based on the worst
case of a control system, e.g., the case that a controller needs to stabilize a system under the most uncertain situation,
since the worst case usually causes the failure of the whole system. Then, communication engineers come up with the

solutions to guarantee the extreme requirements for every single packet, which consumes substantial wireless resources.

In this article, we discuss some fundamental design aspects to realize real-time control in future wireless networks from
the perspective the physical (PHY) layer and media access control (MAC) layer, where primary emphasis will be placed
on communication-control co-design. Our goal is to motivate researchers to treat the wireless and control systems as a
whole to design a fully integrated system, which can be widely implemented in many emerging applications. The main

contributions of this article are as follows:

*  We introduce the basics of a typical real-time wireless control system and summarize the state-of-the-arts of the
currently techniques from the perspectives of control and wireless communications, respectively.

*  We discuss communication-control co-design, which is expected to capture the tight interaction between
communication and control systems. In particular, we identify some opportunities as well as technical challenges
and open issues.

e  We provide a case study of the co-design to demonstrate the advantages as well as the fundamental difference

compared with conventional independent design.



II. REAL-TIME WIRELESS CONTROL SYSTEM
In this section, we first introduce the basics of real-time wireless control systems and then discuss some critical

variables that capture the tight interaction between communication and control.
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A. System Diagram

A typical example of a real-time wireless control system is provided in Fig. 1, where the use case is remote surgery as in
Fig. 1-(a) and the basic system diagram is in Fig. 1-(b). From this example, the wireless control system is a spatially
distributed system, in which a wireless network connects a sensor, an actuator, and a controller. The sensor observes the
state of the client by sending its measurement data to the controller via the wireless network, which is shown in Fig.
1-(c). Then, the controller conducts calculations to obtain some control commands for the actuator, where the wireless

network delivers the commands. Once the actuator receives the commands, it acts accordingly, which physically



changes the state of the client. In the meantime, the sensor observes the updated state and sends new measurements to

the controller for further control. This sequence continues to iterate until the desired task is completed.

The above system diagram captures the essential feature of many emerging applications in future wireless networks. For
example, if a cloud center is the controller and a moving robot is the actuator, Fig. 1-(b) represents the basic system
diagram of remote operation in industrial automation. If we generalize the model by considering multiple controllers,

actuators, and sensors, it describes the use case of smart grid.

The overall design goal of the real-time wireless control system is to finish a control task and achieve a certain control
performance. For example, in industrial automation, the design goal could be wirelessly controlling a robotic arm to
grab objects with certain accuracy requirements. In future transportation systems, the design goal could be enabling the
automated formation of several cars following one another closely, also called platooning, under required safety

performance.

B. Critical Variables
Real-time wireless control is supported by both control system and wireless system, which tightly interact with each
other via some critical variables. In this subsection, we introduce some critical variables illustrated in Fig. 1-(¢) to

understand the whole system.

1) Sample Period: The sample period is the overall time consumption that a control iteration takes, including sensor's
sensing, the sensor-controller communication, controller's processing, the controller-actuator communication, and
actuation's execution. The sample period affects the control performance since it determines the time resolution to
conduct control. On the other hand, it also affects the wireless network since it determines the volume of the traffic

generated by the control system.

2) Time Delay: In the typical real-time wireless control system, there are sensor-controller link delays,
controller-actuator link delays, and controller's processing delays. The communication delays usually include
transmission delay, backhaul delay, and queuing delay, which are related to many factors, e.g., the communication
protocol, frame or packet structure, the transmission strategy, scheduling policy, etc. Excessively long delay, including

the controller's processing delay, may degrade the control performance or even cause the failure of the system.

3) Packet Loss: Due to the dynamic nature of wireless channels, wireless communication inevitably experiences deep
fading or shadowing that reduces the channel capacity. If the channel capacity is too low to support the transmitted data
rate, the receiver cannot decode the packet correctly, which is called packet loss. In wireless systems, the packet loss
may cause re-transmission or reduce the throughput. In control systems, the packet loss may increase the control cost,

e.g., the control system needs to conduct extra actions to compensate for the consequences of packet loss.

III. CONTROL AND COMMUNICATION INDEPENDENT DESIGN
In real-time wireless control systems, there are mainly two kinds of design methods, independent design and co-design,
which are shown in Fig. 2. The former divides the whole system into control and communication systems, which are
designed independently. The latter jointly designs both control and communication systems. In the current and next

sections, we discuss them, respectively.
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Fig.2 Independent design versus co-design.
A. Motivation
According to [7], the independent design is based on the principle of layering as it allows an unmodified control system
to operate with new communication systems as long as they meet the requirements defined by the control system. Such
an arrangement is flexible, i.e., the control system is compatible with different wireless communication systems. This

also simplifies the system design, where the control and communication systems can be designed separately.

In practice, the independent design usually starts from the control system, where the minimum communication
requirements are obtained under certain control performance requirements. In other words, control engineers specify the
communication requirements in terms of data rate, latency, reliability, etc. Then, communication engineers find

solutions to meet these requirements.

B. Control System Design

In general, as indicated in [8], a control system is designed to keep the state error of the client near a set point close to
zero, while minimizing the cost of control actions. Control cost is usually defined as a sum of the deviations of the state
from its desired set-point and the magnitudes of the control inputs. Then, the algorithm that minimizes the control cost

becomes the optimal control algorithm.

In wireless control systems, since the packet loss and time delay caused by the wireless system usually degrade the
control performance or even destabilize the system, the first thing that needs to be understood is the impacts of wireless
imperfections, e.g., packet loss and time delay, on control performance. Based on this, we can obtain the
communication requirements for wireless system design. In algorithm design, many contributions as discussed in [9]
have investigated robust control algorithms to tolerate communication imperfections. Some of them minimize the
communication requirements under certain control performance, e.g., the intermediate control and distributed control.
Others optimize control performance under a certain level of communication imperfections, e.g., scheduling for

multiple control systems.



C. Wireless Communication System Design

A wireless communication system is designed to deliver data in sensor-controller links or/and controller-actuator links.
Some requirements, such as data rate, latency, packet loss, etc., need to be achieved. Meanwhile, the wireless resource
consumption needs to be minimized. Therefore, communication engineers first find use cases with specific requirements,

and then they design the wireless system to meet these requirements.

A typical example is tactile internet in the fifth generation (5G) cellular networks [2]. Use cases are first studied, which
allows people to understand the key communication requirements, e.g., data rate, latency, and reliability. Then, the
performance gap is identified by comparing the target requirements with current wireless networks. Next,
communication engineers investigate the basic wireless resources, e.g., time, frequency, energy, and space, to obtain
technical directions that can potentially fill the gap. For example, the need to understand channel capacity with short
packets motivates research on finite-block length coding and frame design as in [10]; spectrum analysis motivates
research on millimeter wave techniques as in [11]; more stringent latency requirement forces communication engineers
to rethink the trade-off among time, frequency, and spatial diversities as discussed in [12]. On the other hand,
communication engineers may take advantages of the recent progress on software defined radio and cloud/edge
computing to have some new design solutions, e.g., network slicing, cloud/edge/fog networks, etc. Many other
techniques, like non-orthogonal multiple access (NOMA) and grant free access techniques, are also considered to
reduce the latency in access and more efficient utilization of radio resources. In summary, the design goal of the

wireless system is to meet the target requirements to enable real-time wireless control for different use cases.

IV. COMMUNICATION-CONTROL CO-DESIGN
The communication-control co-design is a category of system design methods that treats the wireless communication
and control systems as a whole to find technical solutions to achieve the goal of wireless control. It is expected to obtain
much better overall system performance compared with the independent design, since it can capture the tight interaction
between communication and control systems. In the following, we first introduce the motivation behind co-design as
well as the reason why we consider co-design now. Then, we discuss the new opportunities offered by co-design and the

corresponding technical challenges and open issues.

A. Motivation

In real-time wireless control systems, the control performance not only depends on control algorithm but also relies on
the performance of wireless communication network. The tight coupling between control and the wireless network
requires us to treat the wireless and control systems as a whole to design a fully-integrated system, which is expected to

achieve good control performance while consuming minimal wireless resources.

For example, the sample rate of a control system affects both control and wireless systems, which further determines the
overall control performance [6]. From the control side, a low sample rate leads to poor control performance since the
system cannot provide adequate control actions. A high sampling rate improves the control performance. However, if
the sampling rate is too high, the control system will generate too many communication packets and cause traffic
congestion in wireless networks. Then, the time delay and packet loss become high, which in turn degrades the control

performance. Therefore, the optimal sampling rate should be selected by considering both control and wireless systems.

Another pertinent question is that why this time and age is most appropriate for considering the co-design challenge?

This is mainly due to the trend of network virtualization in wireless networks that offers significant flexibility in system



design. Originally, the flexibility was obtained from independent design, in which a control system is compatible with
many wireless networks as long as required communication performance can be satisfied. This however comes with the
price of low system efficiency and poor overall performance. Most of today's control systems are still based on wired
communications. However, future wireless networks with rich communication and computing resources are expected to
be configured dynamically according to specific scenarios and use cases. Therefore, the co-design that fully integrates

the control system into wireless network is expected to achieve excellent overall performance.

B. Opportunities

1) New Applications and Markets: Conventionally, the design goal of wireless communication systems is to approach
the performance of wired communication systems in terms of data rate, latency, reliability, etc. Then, in control systems,
we can safely replace communication cables by wireless links. However, the past ten-year development shows the
constraints in the performance of wireless links and limitations in many scenarios. This is because the dynamic nature
of wireless channels contradicts the deterministic communication required by conventional control systems. In contrast,
the co-design is expected to address the problem by exploiting the strong dynamics and tight interaction between
wireless and control systems. Thus, the co-design is not for upgrading the conventional control system by removing
communication cables. Instead, it is targeted for new applications and markets that did not exist before, e.g., remote
surgery in advanced medical systems, moving robots in industrial automation, and connected cars in future

transportation systems.

2) New Techniques: Conventional control system design requires deterministic communication link since control
system does not collaborate with wireless system. Then, the communication time delay and packet loss become the side
effects that the control system tries to avoid. However, in co-design, the control system may take advantages of
communication imperfections, which becomes new design freedoms. For example, it has been shown in [13] that the
communication delay can help to stabilize control system; the dynamics of wireless channels can enhance the security
of wireless control systems; the distribution of wireless nodes can provide guidance to deploy drones for wireless
coverage. Therefore, the co-design that fully integrates the wireless and control systems offers many opportunities for

developing new techniques.

3) Discussion: Compared with the conventional independent design, the co-design integrates both control and
communication, which makes the system much complicated and raises some potential risks. For example, (1) the
co-design would have more chance of system failure due to its complication. It also becomes relatively difficult to
diagnose the system and identify the problem. (2) The co-design would have more degrees of freedom (i.c., parameter
setting) to configure the system. Then, it becomes difficult to guarantee that the system runs in the optimal mode, which
risks the benefits of the co-design. (3) The co-design would also suffer from obtaining the promised performance in
practical scenarios, since all the parts in the system, e.g., model, theory, and algorithm, need to be verified by running

the real co-designed system.

C. Technical Challenges and Open Issues

As indicated in the introduction, the performance gap between control requirements and current wireless systems is
huge. It needs to reduce the packet loss probability from 1072 to 1075 ~ 102 and the time delay from 50 ~ 150 ms
to 1 ms. In the following, we discuss the main technical challenges and open issues in co-design, from modeling and

theories to enabling techniques in different aspects.



1) Modeling: In communication-control co-design, the first challenge is to obtain a good abstraction of the wireless
control system, which is expected to hide the system complexity, keep the critical aspects, and be mathematically
tractable. Generally, there are two categories of methods. The first one divides the whole system into control and
wireless systems, and models them separately. The second one treats the wireless control system as a whole and models
the communication network itself as the controller. In most of existing systems with independent design, they use the
first category modeling method and treat the critical variables between two subsystems as design requirements rather
than design variables. In the future, the new modeling methods for co-design becomes challenging since there are many

types of controllers, wireless networks, scenarios, and use cases.

2) Information and Control Theories: Even though the control and communication theories are relatively mature, they
cannot effectively serve the co-design. Currently, there are some progresses on co-design theories, but many problems
are still open. For example, the relationship between control stability and information processing rate has recently been
studied. The fundamental limits of the control over noisy channels and packet dropping networks have been established.
However, in real-time wireless control systems with short packet communication, the fundamental limits of wireless
control are still open. Furthermore, if we consider predictive control, where each communication packet carries not only
the current control information but also the future control information, then the fundamental limits become more

complicated since it is related to aging information networks.

3) Interaction between Control and Wireless Network: Currently, the interaction between control and wireless network
is mainly studied by control engineers with oversimplified communication models. To fully understand the interaction,
communication engineers still need to answer many fundamental questions. For example, to achieve a control task with
certain control performance, does each packet have the same importance and require to be served under the same
communication quality of service (QoS), e.g., the time delay and packet loss probability? What is the tradeoff between
them? The answers are critical since the wireless resource consumption increases dramatically as the QoS requirement
grows. Rather than serving each packet with identical QoS, the co-design may use different QoS levels or trade off
points to serve different packets. In summary, understanding the tight interaction between control and communication

systems is not trivial and it provides important guidance on co-design.

4) Network Slicing and Edge Computing: Network slicing and edge computing are effective tools to implement
real-time wireless control. This is because future wireless networks are expected to use common communication
infrastructures to support different use cases with diverse and extreme requirements. For each control task or a group of
control tasks, network slicing can provide a set of network resources to customize a visualized end-to-end network. In
addition, it is natural to integrate controller into wireless network and use edge computing to realize wireless control,
since current wireless infrastructures, e.g., base station, usually have strong computing ability. Currently, the network
slicing and edge computing are the major trends in wireless communications. Next, integrating these techniques to
specific control applications would be the future and the main challenging is how to efficiently schedule wireless and

computing resources to meet the required control performance in different use cases.

5) Security and Privacy: Security and privacy issues are crucial since the wireless control system interacts with the
physical world. The failure of the system may cause severe consequences. Then, security and privacy schemes should
be deeply integrated into the whole system, including radio access, authentication, data transmission, controller design,
etc. Current security and privacy solutions are lagging far behind since they are based on classical secrecy and

authentication methods for long packet transmission. Future solutions for real-time control should be simple but with



high performance. This raises significant challenges on using limited resource to achieve both high security and high

control performance.

6) Other Challenges: Sensors and actuators as well as the controller may have limited energy source (battery) and/or
stochastic energy supplies (renewables). Hence, the challenge of optimal trade-off between the latency and energy
consumption becomes relevant for the co-design of communication and control systems. In addition, it is very
challenging to achieve reliability (and guaranteed latency) over unreliable channels, unlicensed spectrum, and

unpredictable resource availability.

V. A CASE STUDY OF COMMUNICATION-CONTROL CO-DESIGN
In this section, we take packetized predictive control (PPC) as an example to demonstrate the importance of the
co-design, where more technical details can be found in [14]. Specifically, we first describe the system to show how
PPC works and interacts with a communication system. Then, we provide the results to show the basic relationship
between wireless resource consumption and prediction length. Finally, we discuss the insights obtained from the case
study.
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Fig.3 Communication frame structure for the controller-actuator link in PPC.

A. System Description

In this example, we adopt the system model in Fig. 1-(b), where PPC and short packet wireless communication
(Footnote: In real-time wireless control, communication packets usually carry several control commands that can be
very short. For example, in industrial automation, each command for an actuator may have only several bits to turn on
and off a switch or a valve. In 3GPP Release 14 [15], the packet length of short packet communications is defined as
20-32 bytes, i.e., 160 - 256 bits.) are used for real-time control. For simplicity, we assume that only the
controller-actuator communication is wireless and experiences packet loss, and provide Fig. 3 to show the
communication frame structure. From the figure, the controller sends a packet to the actuator in each time slot, where
each control iteration takes up one time slot and the time duration of each time slot is identical. Furthermore, K is
denoted as the prediction length, which means that in each iteration, the controller generates K control commands for
the actuator. The first one is for the current iteration and the rest of them are for the future K-1 iterations. As a result,
each communication packet for the controller-actuator link carries K control commands. The larger the value of K is, the
more bits the wireless network needs to deliver, which leads to heavier wireless traffic. At the actuator side, once it
receives the packet, it acts according to the first command and caches K-1 future commands at the buffer. Then, the

system becomes robust to handle the packet loss in the future.
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Fig. 4 The relationship between the resource consumption £ in the wireless communication network and the prediction
length K in the control system, where H and L represent the numbers of bits for the header and payload of a

communication packet, respectively.

B. Results and Discussions

Fig. 4 shows the relationship between the wireless resource consumption £ and the prediction length K. Here, the
wireless resource consumption E is the multiplication of three terms, i.¢., the time duration of the packet transmission,
the bandwidth of the wireless system, and the power density of the wireless signal. From the figure, as the prediction
length K grows and each communication packet carries more bits, the corresponding wireless resource consumption
first decreases and then increases. Here, the decreasing part means that delivering more bits with heavier payload can
even consume less wireless resource. This phenomenon is a very unique and different from conventional one where the

wireless resource consumption monotonously increases as the growth of the communication traffic.

The above result is reasonable since the real-time wireless control requires short packet communication and consumes a
significant amount of wireless resource. This is mainly due to the big gap between short packet capacity and Shannon
capacity. Using PPC can effectively reduce the capacity gap. As a result, the whole system becomes efficient so that it
can handle more wireless traffic with less wireless resource consumption. However, if we keep on increasing the
prediction length K, we observe the conventional monotonous trend, i.e., the wireless resource consumption grows as
the traffic increases. This is because when K is large, the capacity gap becomes small and has minor impacts on wireless

resource consumption.

C. Discussion

This example demonstrates that the conventional independent design that minimizes the wireless communication traffic
may not be equivalent to minimizing the wireless resource consumption. The co-design that captures the tight
interaction between control and communication is expected to achieve the minimum wireless resource consumption and

enjoy good overall performance.

VI. CONCLUSIONS
In this article, we have discussed the fundamental design capabilities needed to realize real-time wireless control in

future wireless networks, which is the essential function enabling many emerging applications. In particular, we have



introduced communication-control co-design, which is expected to significantly reduce the gap between the

requirements of real-time control systems and the performance of today's wireless systems. We intend to obtain new
integrated systems to achieve the required control performance objectives. We have also identified the opportunities
offered by co-design as well as the corresponding technical challenges and open issues. In addition, a case study has

been provided to demonstrate the importance of the co-design.
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