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Abstract

This thesis examines the emergence and governdndeabuse concerns associated with
biotechnological innovation. Previous work has esghawith various facets of the dual-use
issue from a wide range of theoretical perspectiVéss includes, for example, the study of
the dual-use issue as an ethical dilemma facingc¢hntific community (Miller and Selgelid

2007) and as a challenge to international armsrabahd non-proliferation regimes directed
at biological and chemical weapons (Kelle, Nixdoaifid Dando 2006). Work in this area has
also included educational (Rappert 2009) and aiypes of ‘active research’ (Rabinow and
Bennett 2012) approaches, which have focused ptyr@ar the scientific community. A key

gap in this literature is the absence of comprekerexplanatory frameworks which address
how and why governance initiatives are developmgational contexts, which could lead to

clearer understandings of the scope and prospektatfuse governance.

To this end, this thesis takes a comparative dasky approach to characterise the emergence
of dual-use governance regimes directed at theenatechno-scientific field of synthetic
biology. The work focuses on developments in thergence of the field in two national
cases studies; the United Kingdom and the UniteteStof America. Empirically, the work
draws upon several types of source material, inetudlite interviews as well as primary and
secondary document analysis. In theoretical termmademic debates about constructivist
approaches to the study of securitization proceaseautilized in order to help refine the

analytical framework developed within this study.

This thesis represents the first substantive coisparof UK and US approaches to the
governance of dual-use aspects of cutting-edgestifence research and biotechnology. It
identifies and characterises four key domains odl-dge governance at national level.

Further to this, the work traces the various impaftthese domains on the emergence and



scope of dual-use governance in the case of syothiedogy in a US and UK context. In
particular, this work reveals the role that exigtiaboratory safety and security regimes play
in defining the scope of dual-use problems. It ademtifies a number of attempts within the
New and Emerging Science and Technology domain ¢wembeyond these restrictive
framings. Analysis reveals a series of challengsesn§ such initiatives which can be
explained with reference to the institutions andmmowithin the key domains of governance

as well as the relationship between these domains.

This work also reveals the extent to which dichaiampresentations of bottom-up verse top-
down governance options represent a crude unddmstpof the politics of dual-use issues.
In particular, analysis reveals how key aspecthefsynthetic biology community, scientific
institutions and industry have played a fundamerdkd in shaping the scope and nature of
government responses to dual-use concerns inaelati certain dual-use issues associated

with the field.

Finally, this thesis also demonstrates, throughutilisation of two policy process heuristics,
that securitization theory could benefit greatlgnfr further engagement with policy theory,
particularly in the context of analytically eclectiesearch in the context of the study of non-

traditional security issues.
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Chapter One: Introduction and Thesis Outline



1.1 Introduction
Every so often, a story appears in the popularsprdsich discusses the prospect that a

specific scientific breakthrough or technological/dlopment might be misused by terrorists,
criminals or governments. Often, such concerns eésa vague anxiety and are accepted as
an unwelcome and often unpreventable consequengwogfess. Occasionally however,
certain concerns are understood to go beyond tlee fmathe extent to which they beg the
guestion; should certain research and technologyproedibited, censored or otherwise

controlled in the name of security?

Over recent decades, some aspects of cutting-edgectnology and life-science research
have been discussed in such terms. This has irttltekearch which demonstrates how to
make pathogens more transmissible and more ddadiys also included new and emerging
technologies which may make it easier so synthesiggly regulated pathogens. Such
research and technology is often said to have “ds@l potential. This is in the sense that it
could conceivably benefit humanity but could alsatcibute to the risk that biology will be

used to cause harm.

The dual-use issue can be conceived in ethicalstefithere are two basic approaches to
thinking ethically about the issue. The first amro prioritises the identification and
guantification of risks and benefits in decisionking. Within this approach the dual-use
issue is often discussed in terms of the need tanba the imperatives of security and
scientific progress. Some dual-use concerns invpbtentially catastrophic and irreversible
consequences, an anxiety which has long precedéheisocietal assessment of science and
technology. For example, it is at the root of catreoncerns that scientists could create self-

replicating nano-machines which could envelopewhele world. This type of anxiety was



also at the heart of fears that the first nucleatst could set fire to the sky. The emphasis on

consequences, lends its self to questions abouette for foresight and precaution.

A second approach to thinking about dual-use issatges to culpability. This type of
thinking lends itself to questions about who, amdvhat extent, people and institutions are
responsible for the negative consequences of inmovdt also involves thinking about how

these responsibilities should be discharged.

Both types of consideration are brought to mindrinoften quoted interviewgiven by Julius
Robert Oppenheimer, a prominent contributor to Manhattan project. Speaking 20 years
after witnessing the detonation of the first atobmenb he recalled:
‘We knew the world would not be the same. A few gleolaughed, a few people
cried, most people were silent. | remembered the ffom the Hindu scripture, the
Bhagavad-Gita. Vishnu is trying to persuade thaderihat he should do his duty and

to impress him takes on his multi-armed form angssadNow, | am become Death,
the destroyer of worlds." | suppose we all thoupht one way or another.’

Yet, innovation is a collective and societally emdbed process. Our eye is often drawn to
those ‘actually there’ at those (often) mythicalmemts of creation or discovery. However,
this issue goes beyond the responsibilities ofareders. These responsibilities also extend to
those institutions which support and govern inniovatThis then involves broader reflection

upon the appropriate relationship between innogatod broader society.

Indeed, when | was first exposed to discussionsitathee dual-use life sciences | remember
feeling frustrated with some of the academic anticpditerature which focused on the

ethical responsibility of individual research teamgolved in controversial research. What
interested me, was the broader political contexthefse discussions. Specifically, 1 was
interested, in question of why some contemporany fameseen science and technologies

were being discussed as being dual-use in the dfieste; where as others were not. More

! This quote came to notoriety when it appearedittcumentaryhe Decision to Drop the Bomb

(1965), produced by Fred Freed



fundamentally, | was also interested in the spe@firposes and consequences of dual-use
governance discussions and initiatives. | was aégpiely aware at the time, that there was
some variance in how responses to dual-use coneesres developing in different national
contexts. As early as the mid-2000’s, comparisoasevalready being made between US and
European approaches to dual-use issues in innovetiboth academic and policy literature.
This comparison then, seemed to be a good stgrbiny to think about the broader political
context which gave impetus and significance to -disal discussions. In the US context, it
appeared that dual-use issues were being taken maoidh seriously as a homeland security
threat. In particular, the huge Bush era investmenbiodefense at the time, was being
associated with conflicting narratives which frammeth investment as both a source and
response to dual-use issues. In contrast, wittenuK, it seemed as though the government
was being less proactive in this issue area, dhd@denparatively tranquil. Such contrasts, in
the context of an absence of in-depth analysib@fpblitics of dual-use issues across national
contexts, motivated me to develop a clearer undedatg of the key factors shaping the

emergence of policy.

The focus of the thesis further developed as | betgaexamine the way in which the
emerging field of synthetic biology was being dssed as a source of dual-use concern.
Importantly, these discussions were also supplesdentith a range of policy initiatives,
which were emerging from government, industry, &l &@s the scientific community. As |
was interested in how dual-use concerns emergédhanextent to which concerns related to

governance responses, the field seemed a nateadldoint for a comparative case study.

It was apparent however, that addressing such iqnsestequired the development of a
suitable analytical framework to help focus andiciuire comparative analysis. As there had

been no substantive attempts to do this withinattedemic literature, | was left with the task



of finding a suitable framework. My focus was ialty drawn to frameworks of ethical and
risk analysis. However, | felt that deductively gfpg such established approaches would
fail to capture the broader political context oé tissue area. For me then it made sense to
utilise a more inductive approach to the studyhefissues area. It was about this time that |
was introduced to theoretical debates occurringhiwitthe International Relations and
Security Studies literature. In particular 1 becamirested in main-stream constructivist
approaches to the study of political processess Then, would form the bases of my
decision to focus on Securitization Theory; a seldfof Security Studies. What followed
was an in-depth analysis of the governance of dsalaspects of synthetic biology, which
involved interviewing experts, analysis of policpadments as well as attendance to a

number of conferencés.

In the following section, | introduce the structwfehis thesis.

This included meetings organised as part of tbiegt my thesis was embedded in. These took @lace
the Australia National University and Bradford Ueiisity. It also included a number of international
conferences on dual-use issues which were orgapigedrily by scientific organizations and
academics. Added to this | also attended threenat®nal conferences on Synthetic Biology. This
included Synthetic Biology 5.0 held at Stanford Wmsity in Summer 2012.

9



1.2 Thesis Outline
In chapter two the central focus of this thesisutlined. This includes a general introduction

to the issue area, previous academic researchelather aims of the thesis. It is argued that it
is important to distinguish between four domainsdafl-use governance. Each of these
domains is associated with a largely discreet sgistitutions, interests and styles of politics.
This chapter outlines specific aspects of this theogolitical context which are important in
understanding the governance of dual-use issues.chbpter also discusses the potential

value and limitations of conceptualising the dusd-issues as a complex type of risk.

In chapter three, an analytical framework is depetb in order to provide a clearer
understanding of how dual-use issues emerge andegpended to. The framework builds
primarily on insights from securitization theorycHslars in this field have been reflecting on
the politics and practice of security for over dézand a range of analytical concepts are
identified for use in the task in hand. One ket pérthis framework is a distinction between

the concepts of primary and secondary securitinatio

In chapter four, the field of synthetic biologyinéroduced as a techno-scientific field of dual-

use governance. The field of synthetic biology wlagsen as a focus because it was the field
that had been associated most prominently with-ds@lconcerns. Within this chapter there
is an introduction to the way in which science &chnology are framed as part of dual-use

problems.

In Chapters five and six, there is an in-depth ymialof the emergence of, as well as
responses to, concerns about dual-use aspectsitbesg biology in a US and UK context.
Analysis focuses on the current state, as wellraspect, of dual-use governance in these

national contexts.

10



In chapter seven, there is a structured analysthefcase studies, before conclusions, and

future research questions are outlined in the fihapter.

11



Chapter Two: The Politics and Governance of Dual-Us Issues

12



2.1 The Pre-History and Emergence of the Dual-Usedbcept
Historically, human inquiry has often led to unfeeen findings that have had immediately
obvious applications as military technologies. FExample, gunpowder was supposedly
discovered byTaoist alchemists looking for elixirs of loy®eid 1969, 1). State militaries
have also long possessed the inclination, expeargk resources to identify and harness
seemingly benign discoveries and technologies & dévelopment of new weapons. For
example, the first manned air balloon flights oB37spawned a host of both civilian and
military projects to put the new technology to uSarious militaries in the early 1800s
experimented with hot-air balloons as bombers, e as for observation, communication
and transportation (Holmes 2009, chap. 8). Likeyws#itary projects have been understood
to have contributed to a host of civilian applioas, often referred to as military spin-offs; an

often stated example of this is the internet.

Particularly since the Second World War, exchangssveen military and civilian science
have been actively encouraged, as this was oftdaratood as making good economic sense.
Bearing this history in mind, it is unsurprisingatithe term ‘dual-use’ hasn’t always had the

negative connotation that it has today (Miller,g&étl, and Bruggen 2011, 8-11).

The close relationship between military and civilianovation has also been understood to
complicate efforts to control sets of technologies security reasons. This includes the
prevention of the proliferation of ‘taboo’ weaponghich are weapons against which there
are stigmas regarding development and use. Inahiext of nuclear, chemical and biological

arms control there are technologies and materialshware necessary for both maleficent and
benign applications. For example, nuclear readsrsvell as fissile material can be used to
produce nuclear power, as well as nuclear weaponhis context, the term ‘dual-use’ refers

13



to technologies that are understood to have bdgijtirteate peaceful (civilian) and illegitimate
or controlled (military) applications within thetérnational community. Since at least the end
of the Second World War states have attempted tduralowho had access to dual-use
technologies, primarily through systems of licegsiand the harmonisation of export
controls. Up until around the turn of the®2dentury much less consideration was given by
states to controlling civilian research and emeygechnology because of the potential for
hostile misuse. There is, however, a precedentuch controls, especially in times of

heightened economic competition or conflict (Relg884).

This history suggests that there is certainly mghnew about the idea that science and
technology can be used for dual-purposes, which beaynderstood to be both ‘good’ and
‘bad’, and may at times need controls. But neverduch a broad range of both research and
technology (both existent and foreseen) been dseclim terms of misuse potential. Added
to this, never have such a broad range of stakef®ldoncerned themselves with the
governance of this issue. In this respect, the ldpwaent of dual-use governance over the

past decade in relation to the life sciences camoerstood as an unprecedented project.

Explanations for these developments include: irsgddevels of anxiety, particularly within
the US security community about the threat of brotésm and biological WMDs, increased
concerns about emerging and re-emerging infectibgsase, understood failings of an
inadequate international biological arms contrajime as well as increased stakeholder
engagement with the Biological and Toxin Weaponaveation (BTWC) regime (Fidler and
Gostin 2008). Added to this, developments in sdienand technology (i.e products and
underlying systems of innovation) can also geneaatk galvanise security concerns (Kelle,
Nixdorff, and Dando 2006; 2012). Furthermore, aset@s have become more cognisant of

the societal impact of scientific and technologidakelopments, there has been increased

14



pressure upon those that support innovation touat&l minimise and communicate risks
(Jasanoff 2005). This may also provide an explanator the increased levels of dual-use

concern in relation to new and emerging sciencetacithology.

Taken together, these observations point to the tbdat the emergence of dual-use concerns
is not just dependent on new security fears ornelclyical developments, but is rather the
result of more complex political processes. Thiggasts that while misuse concerns may be
as old as science, today’s dual-use issues repres@necedented policy challenges. The
following section provides an overview of the madenanifestation of the dual-use issue in

relation to the life sciences.

2.2 The Emergence of Dual-Use concerns about thefé.iSciences in the 2000s

In the early 2000s, several pieces of life sciemsearch involving pathogenic viruses were
given public and institutional attention as exarspddé dual-use research that represented a
cause for concern. The first group of examplesedlo the concern that published research
could provide terrorists with the information recpd to synthesise pathogens; providing a
novel route to acquisition. One of these experime@monstrated how to resurrect the 1918
Spanish Influenza virus from frozen human remaifsinfpey et al. 2005). Another
experiment demonstrated how to construct the Raris utilising mail-order polynucleotide

sequences (Cello 2002).

The second group of examples related to the contenthe manipulation of existing
pathogens that may lead to the development of suipeses. Such concerns were expressed
in relation to bioterror scenarios, but also inatiein to much better resourced, nationally
funded bio-weapon projects. An example of this veas experiment which accidently

uncovered the means by which to make the mousevwpos (a relation to the human
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smallpoxVariola virus) more virulent (Jackson et al. 2001). Thisdkof experiment became
a focus of concerns about the development of n@lodical weapons of terror and mass-

destruction.

The examples above are commonly used for illusegturposes; however, at least a dozen
specific experiments are publicly known to have rbeeviewed for dual-use potential
internationally in the period 2001-2009 (Zmorzyngktaal. 2011, 375). Since this time, two
experiments relating to the manipulation of &héan influenzavirus® have also been subject
to emergency reviews at national and internatiargtltutions (Implementation Support Unit
2011 and Edwards, Revill, and Bezuidenhout 2018V idRvs of specific pieces of dual-use
research of concern have all tended to focus orspeeific aims, results and potential risks
and benefits of the research, as well as the rsid benefits of stifling such research
(Zmorzynska et al. 2011, 374). Since the emergefdbe dual-use issue in 200debates
about dual-use research have sometimes becomegkatawith discussions about the
controls of foundational technologies and reseaagkents. This includes most notably
technologies that can be utilised to synthesisgrpmleotide sequencésyhich may increase
the availability of ‘select-agent’ pathogérie people who are not subject to existing systems
of safety or security oversight. The term ‘selegéft’ pathogens is used here to denote a
range of infectious agents which are controllecbulgh various governance mechanisms
because of their historic or foreseen utility asldgical weapons, as well as the serious risks

associated with the accidental release of pathofyens laboratories. This includes a wide

Commonly known as the bird flu virus or the H5MNig, which is the name of a specific virus strain.
This includes various forms of genetic materdairfd in viruses, bacteria, plants and animals rengi
from very short single or double stranded DNA moles, all the way up to gene-length and genome
length sequences. These molecules are fundamerited tlevelopment and functioning of the basic
biological processes which constitute biologicagjamisms. For a great accessible introduction see
Noble (2006).
Particularly viruses, which usually comprise ehgtic material, as well as a protein and lipicatto
The latter two components are essential to thetiofe process, as well as the survival of the vinus
its virion state (i.e example when virus exists as a sinfgetive particle and is not inside a host cell,
utilising the cells resources to reproduce)
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range of pathogens which can infect livestock, srapd humans.

Distinctions can be made in relation to the scagek facus of current dual-use discussions;
specifically there have been three focal pointa@ddemic analysis and policy discussion.

These are outlined below:

Dual-use Research

The traditional understanding of scientific resbais that it involves a collection of
institutions and practices which contribute to deeelopment of understanding and practical
knowledge. Within most conceptions of science, gheran assumption that ‘applied’ and
even ‘basic’ research can contribute to the devedy of technologies. The term ‘dual-use
research’ is usually used to denote specific sifierngxperiments, or else categories of
scientific research, which could be foreseeablyuses. In 2004, an influential report
(National Research Council 2004) identified sewgre€ of research as being of particular
concern. This included research which makes pattvogeore deadly, transmissible or
demonstrates how to make pathogens more practivédlgle as a weapon. Since this
publication, discussions about the governance af-dse research have focused on a series
of key intervention points in the research prodessveen the funding and publication stage.
The first has been the need for vetting and manijothose with access to dangerous
laboratory pathogens. The second has been the foeddboratory safety and laboratory
biosecurity in order to prevent accidents and théfe third has been the need for responsible

publication practices within the scientific commiyniand where necessary, censorship. This

Experiments of concern would be those that: 1)ldvdemonstrate how to render a vaccine ineffegtive
2) would confer resistance to therapeutically usafitibiotics or antiviral agents; 3) would enhative
virulence of a pathogen or render a non-pathogerevit; 4) would increase transmissibility of a
pathogen - this would include enhancing transmissiithin or between species; 5) would alter the
host range of a pathogen; 6) would enable the evadidiagnostic/detection modalities; 7) would
enable the weaponization of a biological agenoint
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is based on the concern that scientific papers pmayide useful information to would-be
bioterrorists. Finally, discussions have focusedtlm need for ethical, safety and security
assessment in relation to ‘high-risk’ pathogenanfras early as the funding stage in the

research process (National Research Council 2004).

Dual-use Technology

Traditionally, technology is understood to inclughysical and abstract tools which are
developed to solve real-world problems. Such teldgies may have direct applications, or
else provide the basis for the development of teldyies with other applications (facilitating

technologies). Traditional models of technologyegation place emphasis on the role of the

state and privately funded research in underpintengnological developments.

The term ‘dual-use technology’ is generally usedetier to existing technologies, as well as
emerging technological capabilities, which couldeeeably make it easier for terrorists to
access, produce and weaponize biological agentseléion to the concept of dual-use
technology, there has been a particular focus wpdmologies which have been understood
to contribute to the de-skilling of processes neette production and manipulation of
pathogens. This trend is also associated withribeeasingly broad dissemination of many

biotechnologies as they become cheaper and easiset( for example Tucker 2012).

Dual-use Techno-science

The term techno-science has a complex intelledteasitage, and has often been used to
denote changes and trends within scientific practs well as specific normative stances on
the role of science in modern societies. Recertudson about dual-use techno-science
emphasises the non-linear nature of innovation, divg@roductive nature of society and

science, and the increasing role of politics ande&in shaping research priorities (Schmidt
18



et al. 2009). Within this understanding, greateplkeasis is placed on the contexts in which
innovation occurs, and the political process whighe these developments significance.
There is also greater emphasis on anticipatory @edautionary approaches to dual-use

issues (for example Kelle 2012).

Each of the above facets of innovation has becopwra to discussions about the
governance of dual-use aspects of the life-scierd®y question within this thesis is how
each of these facets has emerged as a focal galianssion and how solutions to dual-use
issues have been developed, tabled and implemdnttde following section, there is a more

in-depth introduction into this central line of enmy.
2.3 Studying the Manifestation of Dual-Use Concern the 2T Century

In the previous section, it was argued that thd-dsaissue at its most fundamental revolves
around the concern that scientific and technoldgmagress may be utilised for both
beneficial and nefarious purposes. There have Ioeenerous examples of research and
technology being discussed in terms of dual-usemniatl in the previous decade, particularly
within the US and Europe. This includes researchchvhievealed new ways to make
pathogens more deadly, and technology which mdkeasier to produce tightly controlled
agents traditionally associated with bioweapon mognes. This thesis examines the
political context of emergent debates about theegmance of dual-use aspects of new and
emerging science and technology. The researchrigd@aut with a specific focus on dual-
use governance activities related to the techrent@ic field of synthetic biology, a field
which has been most prominently associated witH-ds& discussions in the past decade.

The analysis focuses on two national case stutliedJK and the US.

It is widely understood that national security cenms and responses to the bio-terrorist
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attacks of 2001 are essential to understandingthergence of the dual-use issue as 21
century challenge (McLeish and Nightingale 20079wdver, what is less clear in academic
analysis is how these developments have impacted tig governance of specific areas of
cutting-edge science and technology. This reseproliides new insights into the process
through which dual-use issues emerge as govermabl@dems by contrasting the political

processes that surround the emergence of dualaleéep in the US and the UK. The US

and UK provide for an interesting comparison, duéheir contrasting responses to the threat

of bioterrorism in the post 9/11 world (Lentzos d&ase 2009).

This thesis will provide researchers and policypgha with a means to understand the
underlying political processes which have impactgebn the emergence of dual-use

governance within these states.

Thesis rationale

The development of the central line of enquiry \wmtthis thesis is based on several premises.
The first assumption is that the emergence of dsgal-issues on policy agendas is

underpinned by:

a) The emergence of fears about terrorism, specificaibterrorism, in both public

and policy circles, with a particular focus on ttreeat from non-state actdtrs

This has resulted in a wide range of responsestainal and international level

The literature on this issue is sizeable and wadging. However, key journals in which there basn
discussion of the emergence and response to that thirbioterrorism are thiurnal of Bioterrorism
and Biodefens€010-) andiosecurity and Bioterrorism: Biodefense Stratdeggctice, and Science
(2003-). The issue has also emerged in severatiafes disease, clinical micro biology journals —
most notably thdournal of Emerging Infectious Diseagé®m 1998 onwards). The issue has also
appeared in security and non-proliferation jourrsaleh asSurvival(from 2007 onwards). In addition,
there have been a series of books and edited velwhieh have tracked the history of the emergence
of the issue, notably Carus (2002), also in refat@public health (Patel and Rushefsky 2005, cBap.
(Mellehovitch 2004) (Fidler and Gostin 2008)(Kokiz2009)
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b)

focused on predicting, preventing and mitigating tisk of biological attacks
from terrorists and states. This development hae #&een reflected in the
broadening agenda of the BTWC as an internatioggihre, in which a greater
emphasis has been placed on the threat of subistabeism over the previous

decade.

The dominant pre-conception that we are currentlyegiencing a rapid period of

development in the technical and intellectual calteds within the life sciences

These developments are also associated with expgaohid changing modes of
technological innovation and use. This has beerenstolod to involve the ever
wider dissemination of scientific and technical Wwtedge, which is coupled with
a ‘de-skilling’ dynamic — meaning that less capitahining and practical life
science expertise is required to use and even aewaltting-edge bio-based
technologies (Schmidt 2008; Tucker 2011). This basn understood by some
policy shapers to present a challenge to existonemance frameworks directed
at safety, as well as those directed against tlseigaiof science and technology

(Bowman et al. 2013, 63).

Changes in the relationship between science anddetic societies

These developments have led to new collaboratisesament regimes directed at
innovation and cutting-edge technology. These regirhave involved a wider
range of stakeholders than ever before, which édgd a greater emphasis on
precautionary approaches and ‘up-stream’ engagemviht the research and
development process. This approach is often cdetta® more ‘traditional

approaches of responding to the risks generatecerbgrging scientific and
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technological products on ad hocbase, through the application of pre-existing

risk management frameworks.

The second set of assumptions relate to the goveenaf new and emerging science and
technologies. The development of emerging govemdraameworks at a national level has
been complicated a broad range of stakeholdersgergavith the issue, which is prone to
political contestation. This has generated a aerthiidity’ in the development of dual-use
governance in national contexts. However, despstenovelty, dual-use governance is still
best understood with reference to pre-existingtideal and institutional frameworks that

have dominated the governance of science and tidical risk, and national security.

The third set of assumptions relates to the app@tprlevel of analysis in dual-use
governance. While the improvement of dual-use gwaece is generally understood to
require international responses, national levelicgodevelopment and implementation
remains central to the oversight of dual-use isslies is typified, for example, by the main
international regime tasked with preventing the elgwment of biological weapons (the
BTCW), which is primarily dependent on nationaldeimplementation. As a result, there is
a focus on national level policy initiatives withthis work; this means that international
initiatives and actors are only referenced whersehactors are understood to be of direct

relevance to domestic level policy.

A final key set of assumptions is that the poliécsl practices of security have been of some
importance in the development of dual-use govemahat that the specific significance of
these factors remains under theorised. By givirggenl scrutiny to this area, it may be

possible to reveal trends in the governance ofisksae which are not currently given

In relation to biotechnologies See (Jasanoff5200n relation to convergent biotechnologies sash
Synthetic biology see (M. Schmidt et al.. 2009)oAkth relation to techno-sciences more generally
see (Kaiser, Maasen, and Kurath 2010a)
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attention in the dual-use governance literature.

This leads to a line of enquiry which can be forabedl as a research question:

To what extent are the conceptions, practices aolitigs of security relevant to
understanding the governance of dual-use aspectewfand emerging science and
technology at national level in the UK and in th8?J

In answering this question there are three intated| focal points of analysis:

1.

2.

The ‘subject’ and ‘scope’of dual-use governance. This involves identifyiniat
specific aspects of techno-scientific fields hagerbconstructed as presenting a dual-
use concern and the relationships between thesgewgmnand pre-existing discourses
and practices. These questions reflect a centraldif enquiry for scholars such as
Vogel, who has examined the impact of the framiafyscience and technology on
our understanding of how threats involving bioweagpare socially generated. There
is also a need to examine the role of construatedrgy threat scenarios within this
process (Vogel 2006; 2008a; 2012), as well as pistheg approaches to the

identification and management of risks.

The ‘politics’ and ‘practice’ ofdual-use governance. This involves examining the
generation, development and implementation of gadhdiatives, and their political
context. In particular there is an emphasis onarwlg why certain approaches to
conceptualising and addressing dual-use issueadcargted, and the extent to which

such approaches are successfully implemented.

The discussion of security and securitizationehla®en common in relation to dual-use governance.
Notable examples include McLeish and Nighting&l67Z, Bruggen 2012, Lentzos 2006 and Lentzos
and Rose 2009. The discussion of the securitizati@spects of public health is also relevant to
understanding dual-use governance activities K87, Davies 2008, Jin and Karackattu 2011 and
Cook 2010. However, there has yet to be a compsaeesecuritization analysis of the governance of
dual-use aspects of new and emerging science elmadiegy.

23



3. The ‘nature’ and prospect’ of national approaches (i.e. styles of governanu a
politics) to the issue of dual-use governance.drtigular, there is an emphasis on the
role of risk assessment rationales within dual-geseernance. Such rationales are
interesting because there is some disagreement digowisdom and prospect of risk
management in the context of the governance ofittad-use issues (Fleming 2007,
Kelle 2012). Attention is also given to the emeigenof coalitions between

stakeholders, as well as to new channels of paieselopment.

Now that the reader has been introduced to thees@u purposes of this thesis, the
remainder of the chapter is dedicated to explaitigemergence and nature of the dual-use

issue as a policy challenge in the US and UK cdntex

2.4 The Four Domains of National Dual-use Governamec

Dual-use issues have generally been understooegiare a web of responses from a wide
range of stakeholders (Rappert and McLeish 200/@.rise of ‘governance webs’ within the
dual-use discourse reflects a broader trend withenBTWC, the international regime tasked
with preventing the development of biological weapgMcLeish and Feakes 2008, 6).
Within this understanding there tends to be en#arsj as well as optimism about the extent
to which collaboration between institutions cantdéoseffective policy development and
implementation at national level. However, sucheaspective risks neglecting the distinct
‘political and normative frameworksis well as distinctstyles of reasoning(Fidler and
Gostin 2008, 12, 15Which inform the decision making of stakeholderstlns area at
national level. Such differences can hinder theetbgpment and implementation of policy,
even if there is an agreement between stakeholtatsa response to the issue is required.
This means that it is important to map the broguditical context which informs the way in

which different actors engage with the dual-useissge as a political problem.
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In the following section the various institutionstakeholders and dominant governance
paradigms are introduced. In order to structurectiraparison between the UK and the US,
four ‘domains of governance’ have been identifiede term ‘domain of governance’ refers
to largely discreet areas of governance which cseaprf normative and legal frameworks,
institutionalised processes of reasoning and deeisiaking, and political constellations of
actors. This type of conceptualisation of the tosbns and ideational landscape of emerging
fields of governance has already been utilizedhm definitive work of Fidler and Gostin
(2008), who examined changes in the way in whidbcimous disease is governed in the US
context. Within this work, they pay particular aiien to the role of norms and institutions
found within the generally discreet domains of jmubkalth and national security governance
in the emergence of new initiatives directed addims threat posed by infectious diseases in
the 2% century. This work served not only to highlighe thistorical and institutional context
in which governance emerges, but also allowed ler donceptualisation of the practices,
underlying rationale and overall purposes of thealdrrange of activities directed at the broad

issue of infectious disease.

Within this thesis, the issue of interest is dusd-wather than infectious disease, and this has
led to the identification of a different set of damms. The domains identified within this
thesis are Biosafety, ‘Anti-terrorism’, ‘Public Health’ as well as New and Emerging
Science and Technology Governanddiese domains of governance are now introduced in

the UK and US context.

2.4.1 New and Emerging Science and Technology Domai

The societal assessment of New and Emerging SciendeTechnology (NEST) is often
typified as involving the public and media discossiof controversial technology and

research. Notable examples of technology which mageived substantial attention include
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human cloning, genetic modification technology amahotechnology. However, NEST
assessment involves a broader set of activities pudlic dialogue between scientists and
wider society. For example, decisions and recommémas made by NEST ethics
institutions (such as the US Presidential Commmssio Bioethical Issues or the European
Group on Ethics) have had very real impacts onpttaetice and regulation of science in
relation to given issues such as stem cell resedmctihe following section, the domain of

‘NEST assessment’ is further elaborated.

Within both the US and Europe, state funded lifersze projects have increasingly had an
Ethical, Legal and Social Issues (ELSI) aspect. €hdiest project of this type was the
Human Genome Project, which began in the 1990shiWvthis project, 3% to 5% of the
project budget was allocated to the study of tiesees. In essence, ELSI projects associated
with new and emerging fields have increased irtgdial capacity for social scientists,
ethicists, lawyers, and Civil Society Organisatig@SOs) to engage with discussions about
new and emerging technologies. The developmentisfpractice can be explained with
reference to the fundamental changes in the natuseientific research that have occurred
since the middle of the #century (Gibbons, Limoges, and Nowotny 1994). Gitset al.
(1994) refer to the development of a 'Mode 2' aérgdfic production which has four

characteristics:

knowledge is increasingly produced in the contdxamplication (as opposed to
the production of 'pure’ science, which may thewtiesed in the development of
applications);

— science increasingly draws upon theoretical elesnfeatn various fields;

— knowledge is produced in a wider variety of sitest ever before; and

— participants in science have grown more aware @fstitial implications of their
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work, just as society has become more aware oWwthescience and technology

impacts lives (adapted from Jasanoff 2005, chap. 2)

Kaiser et al. (2010) argue that these developmbat® underpinned the emergence of
‘assessment regimes’ around new and emerging cgenetechno-scientific fields over the
previous decade. (Kaiser, Maasen, and Kurath 20dta. 1). This includes, for example,
nanotechnology, as well as synthetic biology. Theggmes can be understood to comprise
of a wide range of stakeholders who have appligivarse set of assessment rationales to
emerging fields. There are three central dimensmhnthese emerging regimes (based on

categories developed by Kaiser, Maasen, and K@@tba, xiii):

Democratising dimension

Since at least the Second World War there have loada for the democratisation of
innovation processes. This involves the developroépblitical systems which allow society
to engage with the evaluation of new and emergaignse and technology. The extent to
which these aims are aspired to and reached ineogdrary NEST politics is of course
contested. For example, there has been much disnuse$ how scientific developments
should be communicated to the public, with manyimithe scientific community argue that
there is a requirement to ‘educate’ the public alew and emerging technologies. This can
be in contrasted to more participatory approachdwciw seek to make the scientific
community more cognisant public concern and neéals €xample Hagendijk and Irwin

2006; Bowman 2008; Nerlich, Elliott, and Larson 20

Despite the occasional charge that ELSI initiati@salways remain an exercise in ‘talking-
shop’ public engagement, ELSI activities have ireghimany actors and institutions from

wider society to engage with the governance of ae@ emerging technologies, and this has
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led to new institutions and forms of collaboratiomelation to NEST issues (Kaiser, Maasen,
and Kurath 2010a, xv). It is likely that the incsed involvement of a wide variety of actors
in techno-scientific fields, particularly in thergastages, may have had some discernible

impact upon dual-use discussions.

Anticipatory dimension

The anticipatory element of NEST governance inv®la® emphasis on the evaluation of
science and technology before its products aremeddfficial (often government) bioethical
institutions play a fundamental role in the evalabf biotechnologyBioethical analysis is
often conducted in terms of how a specific aspéc onoral value system is conceivably
impacted upon by a new invention. This value systeaid be centred on either the rightness
or wrongness of actions in themselves (deontolbgica by their consequences
(consequentialism). Within recent decades, anchénUS in particular, discussion has also
focused on mid-level ethical principles, such astice’ or ‘public beneficenc€Beauchamp
and Childress 2001)Vithin European context in particular concepti@igprecaution have

also become predominant within the ethical disa@urs

However, anticipatory discussions are not onlyri@sid to official bioethical forums and

discourses. A wide range of institutions and irgseggoups also exist which aim to impact on
the emergence of policy in relation to cutting-edgds (Jasanoff 2005, 28). Dual-use
issues are a recent addition to concerns aboutdhinblogy, which means that the political
landscape of anticipatory governance is not welleustood (Kelle 2012; Edwards and Kelle

2012).

Innovation dimension
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Finally, there has been increasing societal atiantdo the idea of transforming innovation
processes, rather than just seeking to betteit&eilcommunication between scientists and
the public. This is to make these processes meponsive to societal needs, and enable prp-
active rather than re-active approaches to idangfgnd managing potential risks. This move
‘up-stream’ in the scientific development proceas ked to a greater focus on the practices
and processes of scientific development, as welh@gased attention upon the pre-emptive
governance of emerging technologies. In recentsyaar increasing number of projects in
fields such as synthetic biology have included @mstream’ element which have tended to
involve anthropologists and STS scholars (Rabiaod/ Bennett 2012). It is conceivable that
such projects may have local, and even nationaiternational impacts on the emergence of

dual-use governance regimes surrounding specé@asanf science and technology.

Dual-use Nest governance in US and UK contexts

In the discussion of other governance domains withis thesis, existing literature has
allowed for distinctions to be made between natistdes of governance of dual-use issues.
However, for several reasons it is important toaententative about US and UK styles of
governance within the NEST domain in relation talduse governance. First, there is an
absence of literature which has examined how dsalssue have been incorporated into
NEST governance activities. While it may be tengptio assume that dual-use issues are
dealt with in identical ways to other issues on MEeST agenda in national contexts, it is
already becoming clear that dual-use issues havé&een neatly incorporated into existing
NEST governance frameworks (Edwards and Kelle 2612Rabinow and Bennett 2012).
Second, even if the dual-use issue can be undérstolbave been incorporated into existing
NEST governance systems, NEST governance approaduwgsed in relation to a given

techno-scientific field are also contingent on therms of dominant actors and the
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institutional landscape, as well as historic antucal factors (Jasanoff 2005, 17-22). This
means, especially in the context of convergentrtelcigies, that there is likely to be variance

in NEST governance norms between different tecluienasfic fields of dual-use concern.

For these reasons the NEST domain is charactefuseithe UK and US case studies with
direct reference to the field of study, namely bgtic biology, in this thesis. This is in
contrast to the other domains of dual-use govemaimc which the nature of governance
responses appear to be less contingent on thecpditirrounding a specific techno-sciefite.

An approach to structuring this comparison is oetl below.

Within the NEST literature, one approach to analysihe politics surrounding new and
emerging science and technology has been to igetythologies’ of NEST governance.
Such typologies can be utilised for a variety oflgical purposes; within this thesis,
however, they are utilized to help structure congpar. The typologies used in this thesis
(introduced below) are taken from a European Smé&work funded project conducted by
Rob Hagendijk and Egil Kallerud, which involved case study research on EU countries
However, comparable typologies have been identifiedely within the technology risk

governance literature (Renn 2008, 385; Lofstedt\anglel 2001; Jasanoff 1986, 79-83).

Discretionary: In discretionary governance, policy making takésce with virtually no
explicit interaction with ‘the public’. Decisionsataken with very little input to the
policy process by any group outside of the ingting directly responsible for science
and technology policy (essentially, government d@pants and closely related

industrial and scientific bodies).

10

This is an issue which is subject to further @pith discussion in later chapters.
11

http://www.stage-research.net/STAGE/index.htrimiaFreport available dtttp://www.stage-
research.net/STAGE/content/reports.html.
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Corporatist: Within corporatist governance, differences okretst between stakeholders
are recognized as inputs to processes of negatiatiovhich workable compromises
are sought. The processes of negotiation take pldabe a closed or highly regulated
space, so the decisive feature is the questiondaofission and recognition of

legitimate stakeholders.

Educational: Educational modes of governance assume that ictsnfor tensions
regarding science and technology policy are fourmea lack of knowledge on the
part of the public. Hence it is necessary to edutia public through dissemination of
scientific (expert) knowledge in order to create iaformed public of scientific
citizens that understand the experts’ assessmetiitegbroblems and possibilities of

science.

Market: Market governance is based on the notion tha&nsei and technology can be
governed through the economic mechanisms of demaaddsupply. The value of
science comes from the surplus value created thrdtesgcommercialisation and the
general contribution to the generation of wealthsatiety. Scientific governance
should be supportive of this potential. In this modhe public participates as
customers and consumers in a market when they aedisions about purchasing a

product.

Agonistic: Agonistic governance takes place under conditiohsconfrontation and
adversity, when decisions have to be made in digadlicontext where positions are

strongly opposed.

Deliberative: Deliberative governance rests on the ideal tbaeghance of science can be

based on strong public support deriving from a iomiatus public debate of, and
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engagement with, science. Consensual agreemergogded within the framework of
the public sphere serve as foundations for legtenmolicy decisions. In this mode,
members of the public do not partake as consumerscience, but as scientific

citizens.

Each of these approaches to the governance ofcecimay have shaped the governance of
dual-use issues. It is also possible to conceivea¥ the political contentiousness of the
dual-use issue in either of the nation states nag mpacted upon the adoption of a model

at various points in time.

These typologies suggest that public engagementbeagiven a different level of priority
within NEST regimes, with various motivations artgless of implementation. There may
also be different understandings of the extent bickv stakeholders should seek consensus
over issues, and how this should be publicly diseds Furthermore, all of the above are

dependent on political conditions which can alwerdime.

This suggests that, in the analysis of the devedspinof dual-use governance at national
level, close attention should be given to the neébetsveen NEST governance as well as to
developments within other domains. In particulaslitigisations of relationships between

stakeholders, as seen in the biosafety domainertB, can have resonating effects within
the NEST domain. It may also be argued that thetamlo of certain NEST approaches may
impact upon deliberative processes in other domainsouraging or restricting the range of
stakeholders within the deliberative process oficgodevelopment. These themes are

returned to in the analylitic and conclusive chegpte
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2.4.2 Biosafety Domain

The term biosafety refers to principles and prastidirected at preventing the unintentional
release of biological organisms and toxins intoehgironment, as well as the protection of
personnel working with dangerous organisms and robielogical materials. States are
required to implement biosafety policies undernmétional health law, and also increasingly

under agreements made in relation to internatibimabkecurity. This is outlined in the figure

below:
WHO Intemnational Health | UN Security Councll Resolution | Biological Weapons
Regulations (2005) 1540 (2004) Convention (1672)
Applicability: | All 192 UN Member States All 192 UN Member States 163 States Parties
To prohibit non-State actors from
rag.-i e SR manufacturing, possessing, production, acquisition,
Purpose: P mmn‘; i transporting, transferring or using | transfer, stockpiling and use
international spread of nuclear, chemical or biclogical of biological and toxin
Hiaaah weapaons and their delivery weapons
systems.,
8 core capacities "to detect, | Domestic controls to prevent the m’:::r;r:;y maam‘tu
assess, notify, and report praliferation of nuclear, chemical dFI.ava nt.m S
Requirements: | events” [Laboratory core and biological weapons, their mﬁ';: i nudisuih::nn !
capacity includes biosafety means of delivery, and related valiattat "g,lm s uu' of
I biosecurity] materials hh::ln;,:lin al weapons
E“’:I?m","“ 15 June 2007 28 April 2004 26 March 1975
Mandat Status of implemantation / +
I‘E-'PGI'“T;:T WHO A s soon as possible |  Status of implermentation /1540 “CBM vol Hone o
. | Butno later than five years Committee / “without dela untary
where | when: mmmmm ’“ " | BWC ISUf annually by 04/15
-ssssssmmui Biosafety / Blosecurity I N i

Table 1 International agreements covering biosafety and biosecurity

From: Bakanidze, Imnadze, and Perkins (2010)

An addition to this spectrum would also be fhiee Cartagena Protocol on Biosafedy

agreement made under the convention of biologicadrsity which entered into force in
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2003. However, biosafety policies have generaligésl to be developed and implemented at

national and sub-national level within the UK ahd tJS*?

In the US as well as in the UK, existing biosafkety, institutions and practices have been
understood to be central to the implementationadicigs directed against the misuse of the
life sciences. However, the politics of biosafetyquite distinct within these states. In the

following sections, the biosafety domain is introed in these national contexts.

Biosafety and the dual-use issue in the US

In the US, laboratory biosafety governance firstedi@ped in relation to classified biological
research. Since the 1950s, biosafety informatios b@en made available to the wider
scientific community through a series of publicascand conferences (Fleming 2007, 109).
The Asilomar process also stimulated the emergearicbiosafety governance activities
during the 1970s in the broader scientific commurihe process led to the publication of a
set of voluntary guidelines for the physical contagént of recombinant DNA molecules. In
the 1980s two institutions within the DepartmentH#alth and Human Services (DHHS)
would also collaborate in a consultation procesd tbd to the development of a set of
guidelines for worker safety as well as for pulbiealth in response to potential biohazards
associated with the possession and use of pathddenenal Research Council 2004, 41—
46). This included the development of a tiered gaisation system based on the hazards
particular pathogens pose. The most dangerous getep which includes many classic
biowarfare agents, are referred to as ‘select-af&reenberger, Kovacs, and Mike 2010,

11).

12 Although some aspects of UK biosafety policy barunderstood to have been impacted upon by EC

legislation, specifically the Environmental Prdiec Act of 1990, the so-called Green Bill 1990,
which focused on the controlling the environmenakease of GMOs. However this has also been
implemented domestically through Health and Safettitutions.
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Since the establishment of the select-agent systeamiNIH has also taken on responsibility
for the oversight of genetic engineering reseaidtis responsibility has been discharged
through encouraging the adoption NIH guidelinesalhinstitutions (both domestic and

international). In order to receive NIH supportstitutions must establish an institutional
biosafety committee (IBC) to ensure transparenay@mpliance with the guidelines. These
committees must consist of at least five members,df which cannot be affiliated with the

institution which represents the interests of tagainding community (National Research

Council 2004, 35).

Private organisations, as well as non-NIH federdllpded institutions, are not legally
required to adhere to the NIH guidelines. Howegeme private organisations as well as
federal agencies have voluntarily developed andste@d their IBC's with the NIH. There
are a series of motivations for this, includingensy compliance to anti-terrorism law, as
well as protection against private litigation (Knes 2012, 50). There are also a series of
other regulations concerning the handling of hazasdmaterials, specifically from the
Environment Protection Agency and Department ofiddture; however, these regulations
focused on the transport of pathogens rather tha@arch practices (Steinbruner et al. 2005,

23).

Within the US, concerns about bioterrorism creaddrge impetus for quick and decisive

responses to the threat posed by the misuse atsmjents. As Atlas states:

In only five years, the regulatory regime for passen of certain Microorganisms
and toxins in the United States went from a perwessatmosphere, in which
biosafety was the primary concern and the laboyatacility, not the individual

scientist, the focus of regulation, to a situationwhich biosecurity is of prime
importance and individuals face criminal sanctiahsthey violate any of the
restrictions outlined in the USA Patriot Act or tB@terrorism Act of 2002 (Atlas
2005, 9).

35



Lack of faith in the existing biosafety regime alsgpacted upon discussions of dual-use
research oversight. In 2003, the NRC report edtBetechnology Research in the Age of
Terrorismidentified the IBC system as a mechanism by whickas possible to review the
misuse potential of any experimental of concerne Tdbility and suitability of these
institutions in discharging this role has been arse of political contention within the US
since this timé? This debate was certainly stimulated by the pabiim of research
conducted by the Sunshine Project in 2004, whickluated IBCs based on several criteria
that essentially revolved around public accounitgbilThese criteria centred on how IBC
reviews were recorded by institutions, and how s&ibde this information was to the public.
They claimed that only 4% of the intuitions theyntarted demonstrated adequate
accountability (The Sunshine Project 2004, 4). Taksp identified over 30 companies with
NIH funding, some of whom who were conducting bietse research on ‘select-agents’ that
had no NIH registered biosafety committee (The BimesProject 2004, 14). Since this time
further criticisms of the IBC centric approach it the US have also emerged which have
also focused on the absence of compliance withid Ninded institutions as well as the
absence of voluntary application of these guidslimethin the private sector (Race and
Hammond 2008).

To sum up, the nexus between existing biosafetyndv@orks and dual-use governance
remains a source of contestation within the USs Paliticisation is undoubtedly important
in making sense of emergent debates about resptms®sicerns about bioterrorism. This
idea is subject to examination in later chapters.

Biosafety and the dual-use issue in the UK

In the UK, laboratory biosafety has been regulaede the emergence of concerns about
recombinant DNA in the 1970s. Over time, the UK lHeand Safety Executive (HSE) has
become central to the oversight of research inmghpotentially dangerous pathogens and
organisms, as well as laboratory and medical baaggflasanoff 2005, 55; Nightingale and

Mcleish in Lyall et al. 2009, 174)Health and safety measures, generally speaking/ve

13 For a an introduction written at the time see £io2004). See also a letter from 11 prominent

members of the scientific community which discugbesweaknesses of IBCs (Cook-Deegan et al..
2005). Another sceptical perspective on biosafetlyiwinstitutions is provided in J.B. Tucker 2003.
See also Klotz and Sylvester 2009, chap. 7 andeliossen 2006.

36



legal duties for employers, employees and contracio the workplace. The primary
legislation of biosafety in relation to geneticattyodified organisms, as well as biological
agents, is theControl of Substances Hazardous to Health Reguiatiof the Health and
Safety at Work Act (1974This act created the HSE, which can design amglement
secondary legislation in this area. The policy nstihhe main implemented through the
Biological Agents Unit of the HSE, which also cabiites to the development of secondary
legislation. Following the terrorist attacks of 200the HSE has implemented new
regulations. An advisory committee within the utasked with‘advising the Health and
Safety Commission, the Health and Safety Executigalth and Agriculture Ministers and
their counterparts under devolution in Scotland,|®8aand Northern Ireland, as required, on
all aspects of hazards and risks to workers anerstfirom exposure to pathogelfsas also
produced a series of annual reports and othergailadins, such as guidance for practitioners,

which can be used to indicate the work and perasmeacof the unit?

The secondary legislation frameworks which are tstded to be relevant to biosafety within
the unit is theControl of Substances Hazardous to Health Reguiatig2002, the
Genetically Modified Organism (contained Use) Ragahs (2000 as well asThe
Management of Health and Safety at Work Regulat{@899. The relationship between
these regulatory frameworks in terms of the typésuties that they have created for

employers, employees and contractors are outlimélaei figure below

14
15

http://www.hse.gov.uk/aboutus/meetings/committessiitar2004. pdf.
http://www.hse.gov.uk/aboutus/meetings/committeep/.
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Control of Substances
Hazardous to Health
Regulations’

measures

Health
surveilance

"Risk assessment
/ Dealing with emergencies'y,

Information, instruction
and training

Management of Healt
% and Safety at Work
%, Regulations*

/ Genetically Modified
/ Organisms (Contained /
Use) Regulations”

Competent advice

Table 2 The relationships between UK health and safety regulatory frameworks

From: Advisory Committee on Dangerous Pathogens (HSE%» 200

Nightingale and McLeish argue that in the main tb#t legislators, have concentrated on
tightening pre-existing health and safety practmed have not introduced any radically new
requirements in response to concerns about thatiobal misuse of biological agents and
toxins (Nightingale and McLeish in Lyall et al. Z0 The HSE has identified publicly the

Anti-terrorism, Crime and Security Act 2001 (ATCS49 a relevant regulation to its work
since at least 2006. However, since the terrorisicks of 2001, there have not been
substantive changes to the policies of the biolmlgagents implementing unit within the UK

(Corneliussen 2006). Neither have there been sobstachanges to laboratory biosafety
practices, including those involving research omggsous pathogens (McLeish and
Nightingale 2005; Nightingale and McLeish in Lyall al. 2009). Since the emergence of

concerns about bioterrorism, the biosafety systeétheoUK has received attention in relation
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to the accidental escape of the foot and moutradeseirus from the high-level containment
laboratory at Pirbright. This incident did provids opportunity for reflection on anti-

terrorism, as well as biosafety policies, in highkdl biosecurity laboratories. Under the
review that followed, however, it was found thatd tHSE was not required to take on further
anti-terrorism roles in relation to biological agen(House of Commons, Innovation,

Universities, Science and Skills Committee 2008, 16

To sum up, dual-use concerns have not been unddrdto challenge the UK biosafety
system. A key reason for this, is faith in the loegjablished legally enforced controls on
laboratories. These controls have also been umdetstwithin the HSE as well as at
parliamentary level, in the context of extra setslwecks and enforcement in relation to
schedule 5 agents provided by the police forceheyNational Counter-Terrorism Security
Office (NaCTSO) (House of Commons, Innovation, Wnsities, Science and Skills
Committee 2008, 16). The impact of this on dual-psktics in a UK context is discussed

further in later chapters and is contrasted witsafety politics within the US.

2.4.3 Anti-terrorism Domain

Anti-terrorism policies in general terms are desmjho prevent or mitigate the use and threat
of violence by states and sub-state actors to eopersuade and gain public attention.
Concerns about bioterrorism were galvanised iratiteterror domain and received increased
public attention following the US Amerithax attack$ 2001, where the September 11th
attacks in the US were shortly followed by the\atiof letters containing anthrax spores at
five major US media offices. Several weeks later offfices of two US Senators were also
targeted. Five people died, and at least sixty [geapre harmed. These events contributed to
heightened anxiety in the US as well as in Eurdpeutithe threat posed by bioterrorism.

Although the source of the anthrax spores was aadiyt identified as a US defence
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laboratory, there have been concerns about the otBans by which terrorists could access
and use dangerous pathogens. Following these etensynthesis and even the modification
of select-agents by terrorist groups are scenaviosh have received both policy maker and

public attention.

There is a long history of controls on scientigsearch and cutting-edge technologies within
both the US and the UK. Since at least the SecooddvWar, both states have sought to
protect the advantage gained from military sciepiogress. In the Cold War era, the vast
majority of science and technology of military irest was developed in a military context.
Security regimes have developed within leadingestdand between allies) that utilised
inward looking controls to prevent the leakage dfitany-related technology, scientific
knowledge and expertise to their enemies. This gmilgninvolved controls over exports, in
addition to the screening and restriction of pensbraccess to classified technologies and
associated scientific and information (Relyea 19%nce the BTWC was signed into force
in 1972, states have also been required undematienal law to prevent the production,
development and stockpiling of biological weaponthiw their jurisdictions. This has tended

to be enforced through the criminalisation of sachvities.

Towards the end of the Cold War era many statearbedncreasingly concerned about the
threat posed by the international trade of chendadl biological agents and technologies that
could contribute to prohibited state level or stdtes weapons programmes. This led to the
emergence of the so-called ‘Australia group’, whisha voluntary, informal export-control

arrangement between member states.

Increasing apprehension of the dual-use naturengble and widely available biological
techniques, materials and technologies, as weth@growing significance of international

terrorism, has galvanised dual-use concerns. Tbeseerns in turn have led to fears that
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existing national regulation and international agnents can no longer be relied upon to
prevent rogue states and particularly sub-stateradtom developing terror weapons (Sims
2009; J.B. Tucker 2003; Kelle, Nixdorff, and Dar2la06). At international level this has led
to the reassertion of states obligations undeclart/*° of the biological and toxin weapons
convention in UN resolution 1540 which requiredtestato establish domestic controls to
‘prevent the proliferation of nuclear, chemical anidlogical weapons, and their means of

delivery, including by establishing appropriate tmfs over related materiald’

Concerns about the misuse of scientific reseam r@sulted in the extension of the remit of
the Australia group in 2002, who since this times lmught to control the spread of

technology by “intangible means", including viareil, phone, or fax'?

Developments within the life sciences have beergyeed to necessitate a turn away from
traditional arms control approaches towards broduesecurity policies. The table that
follows outlines characteristics of biological pagiens which make traditional non-

proliferation controls unsuitable.

16 Article iv reads: Each State Party to this Cariam shall, in accordance with its constitutional
processes, take any necessary measures to prasibitrevent the development, production,
stockpiling, acquisition, or retention of the agenibxins, weapons, equipment and means of delivery
specified in article | of the Convention, withiretkerritory of such State, under its jurisdictioruader

its control anywhere.

Available at http://www.un.org/sc/1540/.

See: http://www.armscontrol.org/factsheets/atiatgeoup.

17
18

41



Fissile materials

Biological Pathogens

* Do not exist in nature

» Generally found in natur

* Non-living, synthetic

* Living, replicative

« Difficult and costly to produce

» Easy and chéayproduce

* Not diverse: plutonium and highly enrich
uranium are the only fissile materialsedsin

nuclear weapons

edHighly diverse: more than 20 pathogem®

suitable for biological warfare

Can be inventoried and tracked in

guantitative manner

»aBecause pathogens reproduce, inver

control is unreliable

Can be detected at a distance from

emission of ionizing radiation

t¢fi@annot be detected at a distance \aithilable

technologies

» Weapons-grade fissile materials are stored

limited number of military nuclear sites

at Rathogens are present in many types

facilities and at multiple locations within

facility

Few non-military applications (such
research
and production of radioisotopes)

reactors, thermo-electric generg

asMany legitimate applications in biomedi
teesgarch and the pharmaceutidadtechnology

industry

tory

of

cal

Table 3 Contrasts between the characteristics of nuclear and biological weapons as a subject of oversight

From: (J. B

Tucker 2006)

National responses to the new threat of biotemoiis the 2% century can be understood to

have impacted upon the emergence and governandeabiuse issues in several ways at

national level. Primarily this has involved

incredslegal controls upon select-agents.

Paradoxically, however, concerns about bioterrorisame also led to calls for increased
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engagement in research with agents and biologioglesses that have been of highest misuse
concern, especially within the US (Tucker 2003),issue discussed at greater depth in this
thesis in relation to the public health domainthe following section the nature of the US

anti-terrorism domain, as well as its impact onldis® governance, is discussed.

The anti-terrorism domain and the dual-use issubha US

Within the US, government security controls ovelesce and technology have generally
been understood in the context of the requiremanthie state to encourage the openness of
science to the greatest extent possible. Thisiterased in the US context in tH&irective

on Fundamental Research Exemption NSDD-{®B5), which asserts that ‘basic’ research
should be exempt from controls on disseminatiomhto fullest extent possible. In the US
restrictions have primarily involved controls owxports and screening of personnel working
in military research. This has also led to, at 8meontrols over research and technology
developed outside a military context. Relyea (198dhlights this oversight system involved
censorship and suppression as well as inventiomesgc These were in the main
implemented through a series of federal regulatiorder theAtomic Energies Act of (1954

which allows for the classification of state fundedearch.

During the Cold War period, the focus of US biot@dinon-proliferation policy was on the
prevention of states acquiring biological weapohmsass destruction. It wasn't until towards
the end of the Cold War period that US attentiomeéd to domestic terrorist threat. This is
exemplified in theBiological Weapons Anti-Terrorism A989). This act made it illegal for
anyone (without good reason) to knowingly develpmduce, stockpile, transfer, acquire,
retain, or possess any biological agent, toxindelivery system for use as a weapon, or

knowingly assists a foreign state or any organizatd do so.
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Seven years later, Congress passeditiigerrorism and Effective Death Penalty Act (@9
primarily in response to the 1984 Rajneeshee Sadit@ohioterrorism incident as well as the
failed Aum Shinrikyo anthrax attack in Kameido Japahe Act expanded upon the 1989 Act
in several ways, with a focus on ensuring terrdhs¢ats and attempts were covered under
recombinant DNA technologies in the synthesis ol & existing pathogens (Ferguson
1997). Under this Act, the legal basis for a selagent regulatory framework was also
established. The Centre for Disease Control (C¥D),0organisation within the US DHS
department, was charged with the development abtaof select-agents, as well as of

regulations to prevent national and internatioeaiarism (Ferguson 1997, 359).

Since 2001 several anti-terrorism Acts have imghcetpon the oversight of select-agents.
The first is thedUSA Patriot Act (20011 The Act impacted upon the program by criminalisi
the shipping, possession, and receipt of seleaitader restricted person$.This Act also
expanded on existing bio-weapons statute, explictiminalising the possession of select-

agents without just causg$A Patriot Act of 20Q1sec. 817).

Under theBioterrorism and Preparedness Act 20@3 well as thégricultural Bioterrorism
Actsof 2002, two institutions were charged with theelepment, maintenance and oversight

of lists of select-agents. The first was the HH®gBrtment of Health and Human Services)

19 Under the Patriot act restricted persons arerstmis to include any person who:

(A) is under indictment for a crime punishable mprisonment for a term exceeding 1 year;

(B) has been convicted in any court of a crime ghuable by imprisonment for a term exceeding 1

year;

(C) is a fugitive from justice;

(D) is an unlawful user of any controlled substateedefined in section 102 of the Controlled

Substances Act (21 U.S.C. 802));

(E) is an alien illegally or unlawfully in the Ueitl States;

(F) has been adjudicated as a mental defectiva®bblen committed to any mental institution;

(G) is an alien (other than an alien lawfully adedtfor permanent residence ) who is a national of

Cuba, Iran, Iraq, Libya, North Korea, Sudan or &yor any other country to which the Secretary of

State, pursuant to applicable law, has made ardigtation (that remains in effect) that such country

has repeatedly provided support for acts of intgwnal terrorism;

(H) has been discharged from the Armed Servicéseotnited States under dishonorable conditions.
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which already had responsibilities under ftiterrorism and Effective Death Penalty Act
1996 (sec. 511); the second was the Departmentgatiture (USDA). Under these acts,

the HHS and USDA were also required to co-ordimatle each other.

Since this time the CDC within the HHS, as welklas Animal and Plant Health Inspection

Service (APHIS), have developed three select-aligist The CDC is responsible for a list

dealing with public health and the APHIS is resplolesfor two separate lists dealing with

plants and animals. In essence, however, eachesétlists is associated with a comparable
set of legal requirements. Under these regulatiathgntities possessing ‘select-agents’ are
required to designate an individual who is resdaasior ensuring safe research practices,
storage, transport and reporting of loss, theft arddents (See, for example, Hallie 2011).
Since the implementation of the new select-ageesruhere has been sustained criticism of
these regulations within the US. Many of thesdaisins constitute attacks on the wisdom of
controlling select-agents as a strategy to prewsatise more generally (Rambhia, Ribner,
and Gronvall 2011). Added to this there has beestagwied concern within government and
federal agencies that scientific research may Iees negatively impacted upon unduly by
the implementation of anti- terror regulations tedh to select-agents (Knezo 2002, 2).
Prominent members of the scientific community aleatinue to express concerns publicly
about the impact of controls on medical and biodgfe research (for example Franz et al.
2009). Such contentions have led to a series tifutienal and academic investigations into

the impact of US select-agent controls (Dias e2@10; Fischer 2006; Franz et al. 2009).

Another key issue area within this domain has beemtestation over the suitability and
effectiveness of scientific self-governance in tieta to the threat of terrorist misuse of
research. Following the Amerithrax attacks thereeweeightened concerns within aspects of

the US executive that existing declassified infatiorarelated to bio-weapons research, as
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well as cutting-edge life science research, cowdublised by terrorists. Essentially, the
responses to terrorism relevant to the practicéf@fscience research were laid out in the
House of Representatives Resolution 514 (RODi2e resolution expressed concern about the
publication of a piece of research that demonstrhtev to construct the polio virus utilising
commercially produced polynucleotide sequences.s@heoncerns were expressed with
reference to terrorist groups as well as statgwgalfferation concern. The resolution called
for publishers and editors as well as the broad@msfic community to develop ethical
standards to ensure against the publication arsgimation of dangerous information. The
resolution also called for the executive to conduotview of statute and policy regarding the

publication and classification of research in lighthe recently emerged concerns.

Following the resolution, a joint editorial statemh@ppeared iMNature which stated that its
actions came in response to a meeting between tiiciefeaders, national security
professionals and government aides (Atlas et &3R0The statement reminded readers of
the ‘active role’ that key journals had taken so ifa the development of responses to
biosecurity concerns. It was also argued that tensfic community had dealt with such
concerns with regard to nuclear technologies; thag were well placed to lead discussions
on this issue (Atlas et al. 2003). The statemefintnaéd the journal’s responsibility to ensure
the advancement of biodefense research. There Vgas am assertion of the author’s
commitment to dealing responsibly and effectively with safatg security issues that may
be raised by papers submitted for publication, smahcreasing our capacity to identify such
issues as they arisAtlas et al. 2003). This commitment also inclddde implementation
of policies to review papers of dual-use concemd where necessary modify, or censor
publications. The actions of the scientific comntyriave been characterised by some as

pre-emptive attempts to stave off regulations. &ample, Harris and Steinbruner of the
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Harvard Sussex CBW programme stated thi& Scientific organizations moved quickly to
minimize the possibility of government-mandatedricg®ns on fundamental research,
offering governance by scientists themselves adtamative’ (Harris and Steinbruner 2005,
2). Bearing in mind the political context just desedb it is unsurprising that there have been
a series of investigations into the dual-use re@hcies of biomedical Journals in the US

and internationally since this time (Aken and Hun2@09; Resnik, Barner, and Dinse 2011).

The most influential report produced on the isstig® dual-use research oversight remains
‘Biotechnology research in an age of terroris(National Research Council 2004). This
document advocated the extension of existing st@engelf-governance and biosafety
practices in the context of existing national regjohs. The report also called for the
establishment of the National Scientific Advisorgdsd for Biosecurity (NSABB), a board
which is primarily tasked with providing guidaneethe US government on dual-use issues.

The subsequent work of this board is subject tdepth examination in chapter 5.

To sum up, on the surface level developments withen US anti-terrorism domain have
appeared sporadic, and often been characterised/@sing vocal aspects of the scientific
community resisting government intervention. Howeweich a characterisation neglects the
fact that, at a national and international levehding scientists and scientific institutions
have contributed to a number of initiatives aimddimproving the understanding and
governance of dual-use issues. So far within tlz@l@wic literature, the specific impacts of
this political environment on the emergence of dis# governance in relation emerging
fields of science and technology remain unclear @mtested. This in part stems from the
vested interest the broader scientific communitynderstood to have in relation to dual-use

issues. These observations inform analysis in ttapters.

The anti-terrorism domain and dual-use issuesark
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In the UK, there have been no major changes imsfiee practice resulting from dual-use
concerns aside from increased controls over selgents, as discussed within this chapter
with regard to the biosafety domain. The primargpense to concerns about the misuse of
scientific research in the UK in the period 200D20vas the development of an ethical code
of conduct for the scientific community, by theesttific community. This had broad support
from the Home Office, the British Foreign and Conmwealth Office (House of Commons
Foreign Affairs Committee: 2003), funding counalsd learned societies. There were also
initiatives being developed by academics which hbsen discussed at international level
since the 2 BTWC inter-sessional process (Rappert 2009). & ermphasised by Pearson at
the time that in order to be effective, such caslesald need to draw upon current regulations
and also be embedded in existing governance framkasweuch as those directed at health
and safety and the BTWC (Pearson 2004). Howevezn dsom this early period, some
cynicism was expressed in relation to the value enadivation of scientific codes. For
example, a 2004 report on a meeting co-organisetthdyroyal Society and Welcome Trust
stated that

‘although some scepticism was expressed aboutalue wf codes of conduct, it was

suggested that the scientific community should thkdead in determining any codes

of conduct or good practice, to pre-empt theiradtrction through legislation or other
‘top down’ approaches’ (Royal Society and Wellcohnast 2004, 1).

The Royal Society and Wellcome Trust also suppodi@r forms of self-governance as
early as 2004, usually with an explicit preferefmethis approach over legislation. Another
approach identified was the extension of researndihg review procedures. However it was
unclear at the time how potential dual-use reseeocitd actually be identified in the absence
of a risk assessment framework (Royal Society arelldéime Trust 2004, 1). Another

approach discussed in 2004 was the restrictidchetommunication of research results, but

it was made clear thatih'e very strongly and widely held belief was expedghat preventing
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publication of basic research would not preventnisuseé (Royal Society and Wellcome
Trust 2004, 3). There were also a series of argtsr@ovided against censorship. The first
argument related to the practical unfeasibility cginsorship. This included the idea that
censored scientific information could be commuredatia other formal and informal routes
(including email, conferences and publication itemative journals or on websites). The
second argument was that research which was cehs@® likely to be conducted by other
researcherswithin two yearsanyway (Royal Society and Wellcome Trust 2004, e
third argument related to the impact which cengprsbuld have on the development of
science and technology. Specifically, it was argtled the open publication of research was
essential to knowledge exchange, as well as t@¢lee review process. The final argument
related to accidental findings; it was stated thatpublication of accidental ‘dual-use’ results
(such as the now notorious mouse-pox experiment)ldvanake other scientists aware of

potential unintended results (Royal Society andld@ete Trust 2004, 3—4).

Following the publication of the US National Academof Science’s (NAS)Biotechnology
Research in an Age of Terrorisméport in 2004, the Biotechnology and Biologicale®ices
Research Council (BBRSC), Medical Research CoyhHC) and Wellcome Trust began to
implement policy changes directed against the ofskisuse. Such activities were described
in a joint BBSRC, MRC, Wellcome Trust publicatiomdaincluded
[the] introduction of a question on application rfer asking applicants to consider
risks of misuse associated with their proposalg][taxplicit mention of risks of
misuse in guidance to referees as an issue todmngihe] development of clear
guidance for funding committees on this issue dvel grocess for assessing cases
where concerns have been raised; [and the] motidficaf organisational guidelines
on good practice in research to include specifieremce to risks of misuse (BBSRC,
MRC and Wellcome Trust 2005).

Despite explicit reference to dual-use issues dmd NAS report in guidance to those
involved in funding application processes at the@/RVellcome Trust and BBRSC, there

remains no publicly available evidence that angaesh applications have been modified as
49



a result of dual-use concerns within the UK. Indaadthe context of an earlier statement
(2004) made by the Wellcome Trust and the BBRSG, uinclear how dual-use work could
be identified and what action could actually beetalf there had been dual-use concern. In
response to the perceived absence of awarenessirai@istanding within the scientific
community, a key area of activity within the UK h&agen awareness-raising among
scientists. However, research conducted as pad tie Wellcome fundedBuilding A
Sustainable Capacity for dual-use bioethias well as other projects associated with the
Universities of Exeter and Bradford, have highlgghthat educational activities have tended
to be limited in nature, with dual-use issues oodginning to enter a limited number of

ethics courses provided for scienti&ts.

To sum up, in response to concerns about biotemprihe UK government tightened up
laboratory biosafety and biosecurity; however, sitigis time public and press attention in
relation to the issue has been minimal. UK scieniifstitutions, motivated primarily by

concerns about bioterrorism in the early 2000sehawlemented some dual-use policy.
However, these activities have had very little istpan the actual practice of scientific
research so far. Key activities in this area haaenbsmall initiatives, primarily conducted by
academic researchers, designed to have impactsnaire local level and in relation to

specific fields. This suggests that the domainaasinimal impact on the governance of the
majority of new and emerging fields of science &xhnology within the UK. These themes

are taken up in analysis in later chapters.

2.4.4 The Public Health Domain
The term public health essentially refers tthe‘ science and art of preventing disease,

prolonging life and promoting health through theganized efforts and informed choices of

2 http://www.brad.ac.uk/bioethics/Monographs/.
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society, organizations, public and private, comrhasaiand individuals’(Winslow 1920).
The state tends to take a leading role in the feflghublic health provision within liberal
democratic states; however, many activities mag aks conducted in partnership with the
private sector. The primary functions of public lleaystems are disease surveillance and
intervention, which require having complex and 1sglecific systems in place. Increasingly,
public health theory, practice and capabilities @vasidered important in responding to the
risk of biological attack, and are related to irged concerns internationally about the threat
of infectious diseases, regardless of origin (K2De7; Aldis 2008; Fidler and Gostin 2008).
A term often utilised to describe this area of goa@ce in the US and EU is ‘Bio-
preparedness’. In its broadest sense, this ternbearsed to define all activities within states
which are understood to improve the ability of goweents and responsible organisations
(such as Public Health institutions) to predicteyent and respond to biological based
incidents. This also includes activities directétha attribution of responsibility for bioterror
attacks (Lentzos and Rose 2009). In order to psaithoundary to my own understanding of
this area of governance within this thesis, thentgyublic health domain’ is used to denote
the role of public health thinking, institutionsdanesources in dual-use governance. This

includes bio-defensive research capacity.

The Public Health domain and the dual-use isstleeriJS

In the US since at least the early 1990s, the ds@issue has been placed in the context of
long-standing concerns within aspects of the USegawent about the threat posed by
bioterrorism(Wright 2006; Reppy 2006; 2008; Kelle 200%uch concerns, supplemented by
growing concerns about natural infectious disehsge led to the growth of public health
and security infrastructures directed at the thiabioterrorism and naturally occurring
infectious diseases. In 2004, for example, fodarslof US ‘biodefense’ were identified:
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- Threat Awareness, which includes biological weeplated intelligence,
vulnerability Assessments, and anticipation ofrutareats.

- Prevention and Protection, which includes intetiin and critical
infrastructure protection.

- Surveillance and Detection, which includes attergkning and attribution.

- Response and Recovery, which includes resporesiph, mass casualty
care, risk Communication, medical countermeasuwaad, decontamination.

(The White House, Office of the Press Secretaryt200

Within the US context there has been a sustairemigision of the consequences of the policy
collision that occurred between national securitgl aublic health within both academic and
policy literature in the period following 2001. Thpeed at which events unfolded following
the 2001 attacks undoubtedly contributed to thensg politicization of this issue within the
public health domain. This politicization led tobd¢es about the skewing of institutional and
funding priorities, particularly in regard to theoBshield programmes which involved large

investment into a failed small-pox vaccination peogme (Fidler and Gostin 2008, 101).

Another development relevant to the dual-use idsuthe expansion of US bio-defence
research, including work on select-agents pathoffefifis has led to a vastly increased
number of high level containment facilities, andnsiderably increased the number of
individuals working with select-agent pathogensaiftgy in mind the disordered and un-
legislated nature of biosafety governance strustunéhin the US, it is unsurprising that this
issue has led to concerns domestically. It has @lsated an imperative and mechanism for
the identification of dual-use threats, with defef&boratories as well as private compaiies
actively assessing published work for dual-use mi@k as well as the feasibility of the

misuse of this information by terrorists.

21
22

Most notably the National Biodefense Analysis &udintermeasures Centre.
The author interviewed a researcher at one gktikempanies involved in assessing the dual-usatthr
posed by civilian research, who wished to remamngmous, and who would not reveal details of the
federal contract this work was conducted under.
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This practice has not been without criticism domnoadly for two primary reasons. The first is
the absence of a convincing means of risk asses$sifoerexample, Carus and Petro argue
that it may be necessary to undertake researatidi@ss threats validated by US Intelligence
(Petro and Carus 2005). However, others have bese steptical of the reliance on the
intelligence community with regard to bio-weaporpalilities. Leitenberg (2005, 88) and
Vogel (2008b) have argued that US Intelligence teasled to overestimate the bio-weapon
capabilities of enemies, and that it has done $b migard to the current bio-terror threats.
This suggests that any risk/benefit analysis oflefense research at federal level may be
skewed by worst-case and inaccurate bioterror theasaessments. The second cause for
concern has been the risks associated with su@anas including local concerns about
laboratory accidents (Klotz and Sylvester 2009) thedrisk of the leakage of technology and
know-how from biodefense laboratories into the Isanél state enemies terrorists (Tucker
2006). There also have been numerous criticisnteeofJS pursuit of threat characterisation
research, which involves the creation of bioweapwnsrder to test defensive measures
without transparency and convincing internationakersight (Bansak 2011; Klotz and

Sylvester 2009; Steinbruner et al. 2005).

The impact of these discourses on the governancepetific emerging science and
technologies remains unclear within the existingrditure. However, this situation certainly
suggests anncreased institutional capacity for the identifioa of dual-use aspects of
biotechnology within this domain, as well as thesgbility of political contention over the

appropriate response to such concerns.

Such tensions have emerged from the very realictmthat exist between homeland security
and public health communities. As Fidler and Gokane highlighted, traditionalists within
the public health and security realms have resmteaving these previously separate realms
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together. Much of this conflict has revolved aroutiéé role and governance of the
biosciences in response to the threat posed bygats (Fidler and Gostin 2008, 2). The

concerns of non-proliferation experts have alsomieminent within this domain.

To sum up, in the public health sector politicadadjreements over threat characterisation
research and military investment into the biosa@snm response to bioterror threats have
informed discussions about the dual-use issueart®. In later analysis the specific impacts
that these debates have had on the governancevadmek emerging science and technology

are examined.

The Public Health domain and dual-use issues itJtke

Within the UK, Lentzos and Rose (2009) have idedifseveral institutions which are
central to the state’s capacity to predict, pre\amt mitigate the threat of bioterrorism in the
public health domain. The primary institution i t@ivil Contingencies Secretariat (CCS),
which sits within the Cabinet Office and works iarfmership with government departments
as well as key stakeholders to enhance the UKIgyatioi prepare for, respond to and recover
from emergencie$ The Health Protection Agency is another institutisith a mandate
related to the threat posed by infectious diselsaddition, more than thirty other state,
guasi-state and non-state bodies were also idehtiiy Lentzos and Rose as having
responsibilities in this domain. The primary rolé tbese institutions in the UK context
appears to be galvanising existing health survelaand emergency response infra-
structures in order for them to deal with bio-dgttacenarios. As Lentzos and Rose state, the
UK approach to bio-threat management, whatevesatgce, is one of ‘resilience’ (2009,

245).

s http://www.cabinetoffice.gov.uk/content/civil-ctimgencies-secretariat.
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In the UK context there has been little vocal disaghent between organisations within the
public health domain about bioterror response mdibetween institutions, although dissent
directed at regulatory burden is common within seeentific community. The lack of bio-
defence research imperative within the UK has aisant that, in contrast to the US, little
energy has been directed towards identifying asdaeding to misuse concerns surrounding
‘grey-area’ bio-defence research by academics aidypmakers. The current focus on
preparedness, especially within the UK, has alsudributed to a situation where there is less
attention paid to science and technology developgnen domestic policy formation, as
policy is focused more heavily on responding torthsuse of research rather than attempting
to identify specific research that could be misysadjustifying investment into technical

responses to the issue.

2.5 Synthesising Domains: Dual-Use Risk Pre-Assessmh Regimes

So far in this chapter, a broad collection of ldygmdependent governance activities at
national level have been introduced under the labdual-use governance. This chapter has
also provided a broader ideational and histo-palitcontext of these activities, which has led
to the identification of four domains of dual-usevgrnance. It has been demonstrated that
the dual-use issue been constructed as a seriaggefy discreet challenges by stakeholders

in each of these domains.

In both the US and the UK there are institutionartaps between the domains identified, for
example, scientific institutions have played a rislemany of the domains as a source of
expertise or as a target for governance activiliéere is also likely to have been flows of

ideas and knowledge between the domains via th®uginternational policy shaping
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networks that have developed in the previous detafle far, however, care has been taken
within this chapter not to imply that there exisiis overall single ‘project’ or ‘rationale’
which unites each of the governance activitiestifled. This is because an essential step in
understanding the governance of dual-use issués &ppreciate that, while most policy
makers in this field would agree that dual-use goamce to some extent incorporates each of
the activities identified above, there have notessarily been self-aware national projects to
define overall goals or develop the political andtitutional capacity to reach them. This
means that care must be taken not overestimatextemt to which such responses are
integrated as part of a broader governance sch&uneh assumptions are tempting
considering the prominence of holistic governangussions within the literature. For
example, the ‘web of prevention* concept came tonpnence as early as 2004 in an
International Committee of the Red Cross (ICRC}estent which defined the project of
preventing the hostile use of the life sciencesaslving ‘a range of synergistic measurgs’
meaning that dual-use governance was necessity a multidisciplinary endeavo(lCRC
2004). The ‘web of prevention’ concept has sincerbased in several ways in academic
literature, and it is worth briefly distinguishitigese in order to demonstrate how the concept

is utilised within this thesis.

The concept can be utilised in two central wayadademic analysis. First, it may be utilised
to denote the scope and consequences of a cuneusativof practices, as well as the means
by which actors have co-operated within a concereggime. This then enables discussion of

the nature and prospect of an overall regime. Eoersd use of the web concept is as part of

2 These networks have developed as a result dfutisbal governance activities associated withried

societies and non-governmental organisations ssitheaCentre for Scientific Culture Alessandro
Volta network, the BTWC (especially in relationrview conference and inter-sessional processes),
academic projects such as the Wellcome funded DsmBioethics Project, US government
departments such as the US department of HHSNS#BB meetings and report consultation process,
and a series of ELSI and bio-security activitiglated to the field of Synthetic biology, including
notably the S.Bx series of events.
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the development of a ‘gold standard’ for dual-us&egnance regimes, against which the

‘strengths’ and ‘weaknesses’ of existing governataebe evaluated.

Within this thesis the concept of the governancé veutilised in the first, non-normative
sense, as a key conceptual step in delineatingrdetices and politics of existing governance
frameworks in the UK and the US. It has alreadynb@emonstrated in this chapter that the
US and the UK exhibit some variation in how duat-ussues have been addressed in the
domains identified. However, before it is possibde compare thesestyles of dual-use
governance, it is necessary to de-limit the extérihese governance frameworks and to be

more explicit in the criteria by which they are quared®

The risk governance literature provides some useduicepts for characterising dual-use
governance styles in national contexts. In theofeilhg section | draw upon several scholars
associated with the International Risk GovernanoarCil (IRGC), a non-governmental
organisation founded in 1999, in order taridge the increasing gaps between science,
technological development, decision-makers andpthsic’.?® While the academic literature
associated with this organisation is tightly boumd@lh conceptions of what ‘good’ risk
governance should look like, it also provides aeseof analytical heuristics, firmly grounded
in existing institutional approaches to risks irveleped nations which can act as a departure

point for the discussion and analysis of dual-useeghance activities.

The first concept of interest is that of ‘systemigk governance’. This can be defined in
contrast to ‘simple’ risk problems, which generattyolve the unquestioned application of
pre-defined institutional decision-making routinesisk problems as they manifest, utilising

existing standards and decision-making processesornparison, systemic risk governance

% In effect, addressing this issue ensures that éxplicit about how | conceptualise the ‘phenonmeab
interest’(George and Bennett 2005) within this gtud
% Further information available at http://www.irga/.
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problems are characterised by complexity, uncestaamd ambiguity (Renn 2008; Renn,
Klinke, and Asselt 2011; Klinke and Renn 2006). §héssues are complex, as they do not
involve simple causal chains of events with eaqiyantifiable consequences, but rather a
large set of intervening variables. These issuesuacertain, as there is insufficient data or
information to convincingly assess the probabgithgd outcomes of bad events. They are also
ambiguous, as they typically include conflicts owedues, such as different stakeholders
taking contrasting ‘legitimate’ standpoints on &egi issue (Renn, Klinke, and Asselt 2011,
235). Different aspects of the dual-use issue @amdnceptualised as ‘systemic risks’. To
give some examples, the risks posed by terrorisha@s are complex because of the
number of variables in threat assessment, withrdet@a the technology as well as to the
intentions and capabilities of actors. There i® &8s absence of criteria for measuring the
probability and effects of misuse of research awhnology by terrorists groups, meaning
discussions are largely based on analogy. Fintibre is ambiguity with regard to how the
values of ‘scientific freedom’ and ‘security’ shdube conceptualised and balanéédhe
concept of ‘systemic risk governance’ is furthepacked below, and some categories of risk

governance behaviour, relevant to describing dealgovernance activities, are introduced.

Systemic risk governance involves multi-stage psees directed at the identification,
communication and evaluation of risks. Of particuliaterest within this thesis are the
activities which occur during what is known withiisk governance literature as the ‘pre-
assessment’ phase. The term ‘pre-assessment’ tefdrs normal political process by which
novel issues (i.e. risks/threats) tend to be idiedtiand constructed as governable problems

within modern societies. The pre-assessment plaskemost interest within this thesis, as it

2 Despite that fact that all stakeholders withialeuse governance may not have conceived of thie dua

use issue as a ‘systemic’ rather than ‘simple’ igskie, it still makes sense to conceptualise dsel-
governance more broadly as systemic risk governasctnis concept includes the type of activities
seen within the governance of simple risk issues.
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describes the type of activities that have beecudsed or have already been implemented in
the relatively short time period that dual-use teckciences have been on the agenda. This
phase is also most important in identifying andrirag dual-use issues, and therefore most
revealing in relation to the ideational, discursaral histo-political factors that give shape to
dual-use governance. Renn has identified four related components that would be
expected in the pre-assessment stage or in an Eqengstemic risk regim@genn 2008, 48—
52). The first component is the framing of the peofy which often involves disagreements
over problem definition (such as the scope, seyedausation). The second component
involves systematic searches for new hazards, wimals, for example, see an institution
being tasked with an in-depth systematic enquity the area in order to identify the extent
and source of risks. The third component is to tifieexisting systems or risk governance
already in place within relevant institutions temify and respond to the problem in hand.
The final component is the selection of scientificteria for risk assessment in which
involves the adoption of key assumptions, convest@an procedural rules for assessing risks
(Renn 2008, 49) and may involve the developmennhitél plans for the ‘roll-out’ of these
conventions across relevant institutions. Withie #malysis which follows, the extent to
which these types of activities are taking placgas of an overall national approach to the

governance of dual-use issues will be examined.

2.6 Conclusions

In this chapter, two central lines of argument hheen developed. The first relates to the
range of responses to dual-use issues which hawrgeth within the four domains of

governance identified within the US and the UK. lica€ these domains provided a distinct
political context for dual-use governance initi@svwhich emerged primarily in the period

between 2003 and 2006. However, existing literaha® not traced the effects of the politics
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and practices within each of these domains on thesrgance of specific biotechnology
fields of dual-use concern. It is clear that thegjuires further investigation in order to
develop a clearer understanding of the practice lao@der political context of dual-use
governance at national level. Second, discussioth@fconcept of overarching models of
national responses to dual-use issues, such aseriggowce webs’ and specific ‘risk-
reassessment regimes’, has so far suggested amcabskagreed overarching political and
scientific rationale to bring to bear on dual-ussues. This means that the current situation
within a national context is best understood aatalpwork of relatively discreet governance
activities (Kelle 2012b). A key question which eges as a result of this conceptualisation
of the political landscape is the extent to whittere have been political attempts to
overcome the challenges raised by dual-use as plermsk issue within national contexts.
Such actions, by necessity, involve attempts tosfcam norms within domains, as well as to
alter relationships between these domains with rcega the dual-use issue. This is in
addition to questions about how various domainsehgegnerated policy initiatives, and

impacted upon the implementation of these initediv

In the following chapter an analytical frameworldesveloped which allows for these lines of
enquiry to be further developed. In particularstimvolves paving the way to examine the

scope, politics and practice of dual-use governantten the UK and the US.
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Chapter Three: Theory and Methods

61



3.1 Overview and Introduction
This chapter begins by arguing that the concepgexdurity’ is a suitable departure point for
the study of dual-use governance. This claim isetbasn trends as well as gaps within
existing academic and policy literature which addes the dual-use issue. Following this,
the sub-field of securitization theory is introddcas an appropriate field to provide a basis
for an analytical framework for the study of theezgence of dual-use governance. This is
followed by the development of an analytical frarekvfor the study of the emergence and
practice of dual-use governance which is tailo@the requirements of a comparative case
study. It is also argued that certain conceptssatl within this study are of value to other
constructivist scholars who utilise securitizatireory. Finally, the research design and

methodologies adopted in this thesis are discussed.

In the context of the overall thesis, this chapseintended to outline how an analytical
framework has been developed in order to refine adatess the central research question,
which specifically relates to:

- thesubject and scope of dual-use govewen
- thepolitics and practice of dual-use governance

- thenatureandprospeciof national approaches to dual-use governance.

3.1.1 Dual-Use, Security and Academic Research
References to ‘security’ are rife within the duakwgovernance literature; this is not at all

surprising considering the nature of the issue udéeussion, as well as the political context
in which the issue emerged. What is interestingeher, is the different roles that ideas
related to security have played within existingderaic research. Through briefly exploring

these roles, this section provides an accountustdigation for the approach adopted within
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this thesis. Within this approach a specific anefftconception of security becomes the

focus of a comparative analysis of dual-use goveraavithin the US and the UK.

Within academic studies of dual-use issues, comepbf ‘security’ have played a
fundamental role in the emergence, design and sisaly enquiry. First, academics have
studied security as a ‘value’ which, does or shomfghact upon decisions about dual-use
issues. This is most apparent in the work of ettscivho have looked at this area (Miller and
Selgelid 2007). A second way in which academicglsiudied this area is to focus on the
transformations of scientific practices and innavapolicy in the name of security(Rabinow
and Bennett 2012). Third, academics have sortv¥eldp a clear conceptualisation of
security as an ends in relation to dual-use isstigs.has included work how to approach the
dual-use issue from a risk-assessment perspedtiakér 2012), or work which outlines
more holistic approaches to conceptualising thealmeroject of dual-use governance
(Rappert and McLeish 2007). A final type of wohlkowever, has sort to emphasise the
contingency in way in which dual-use issues cambec(or fail to become) conceived as
security threats. As well as the nature of conte@yosecurity practices in given contexts,
and how these help co-produce dual-use concermpfRa2007). Each of these areas has
impacted upon the development of research withstttesis. However, there are some key
ideas and observations within this literature wthiele been fundamental to how |

understand and have chosen to study the politise@irity which surround dual-use issues.

The first, is thatlual-use governance has commonly been understdndadive an
institutional, ideational and co-operational ‘oegribetween formally distinct areas of
governancéMcLeish and Nightingale 2007; Fidler and Gosti®8p However, the nature
and extent of the overlap at policy level doesapgear to be uniform within the US and

Europe, despite the fact that many academics Haireed that there were comparable levels
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of concern expressed about bioterrorism in botlogeiand the US in the 5-7 year period that
directly followed the terrorist attacks of Septemb&" (Rees and Aldrich 2005; Lentzos
2006; Meyer 2009)This suggests that it is not possible to simplyl@n away the question

of why dual-use governance is different in the Utd éhe US with reference to subjective

levels of fear of bio-terror attack experiencednmitkey institutions in Europe and the US.

The contrast between US and European approachmstéororism in particular has attracted
interest from scholars in the field, and certaidlyes not appear straightforwafidentzos
2006) Instead, there are an innumerable range of wmieati institutional and historical
factors which could be understood to impact upa ghenomena of dual-use governance
within the UK and the US. In the context of tHigsis, there is a requirement to identify and
examine some important and specific aspects whachhelp in conceptualising the practice
and politics of dual-use governance. A focus on plditics of security is an obvious
approach, particularly when one bears in mind g@hparisons made between US and
European approaches by policy practitioners andnuemators are usually implicitly or
explicitly along a non-security/ security aXfsDespite this, little attention has been paid to
the political process by which the principles o&Huse governance have been developed and
institutionalised in relation security discoursasstitutions and practices- as well as the
effects this has in relation to specific dual-usmies. Such thinking, leads to questions about
who can make issues subject to security governanee)ature of such political processes, as

well as the ideational aspects prevalent in theegmance of dual-use issues as a security

28 For example, in relation to proliferation riskssaciated synthetic biology, a classified repantrfithe

Ottawa embassy in response to an Australia graegting highlights the view that ‘US and EU
approaches represented two ends of the scale N\GFOADE N T | AL SECTION 01 OF 02
OTTAWA 000716 SIPDIS STATE FOR ISN/CB (ASOUZA) E.Cr958: DECL: 09/14/2019 TAGS:
PARM[Arms Controls and Disarmament], PREExternal Political Relations], ETT{Trade and
Technology Controls], Cf{Canada] SUBJECT: CANADA: RESPONSE TO AUSTRALIA GRB).
NON-PAPERS REF: A. STATE 087595 B. STATE 087596TATE 087597 D. STATE 088010
available at http://dazzlepod.com/cable/09O0TTAWA? Es=1.
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challenge. In the following sections there is atroduction to how the field of security

studies can potentially provide insights into tk&ue area.

2.2 The Concept of Security and the Fractured Fieldf Security Studies

The term ‘security’ refers to a region of human engnce and behaviour which is political
and fluid; it is unsurprising then that the meanarigerm is essentially contested. Within the
academic field of security studies, there are abmmof divergent conceptualisations of the
definition of security, as well as divergent apmiwes to its study. The table below, for
example, outlines some key approaches and indisates fundamental distinctions between

major contemporary approaches to the study ofnat@nal security:

Referent Views of Power| View of Truth | Main research
Object focus
Realism States Material Objective Power-balancing
Liberalism Social Groups Varies Objective Learning/
Institutions
Marxism Economic Material Objective Capitalist
Classes problems,
Socialist
alternatives
Social Social Structure, Socially Subjective Reproduction of
Constructivism | Human Agents | Constructed social order
Critical Theory | Humans and theVaries Subjective Emancipation pf
earth all humans from
harm
Feminist Theory| Gender Masculinist ysSubjective Gender
Feminist relationships

Table 4 A comparison of the major approaches within international relations theory

Adapted from (Smith 2010, 32)
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The historical route that the field of securitydis has taken in its development has shaped
epistemic and ontological debates within the fi€lthese developments stem from the
changing practices in military security, the wideniscope’ of security studies in academia,
the development of theoretical trends within IR @oedio-political theories more generally
(Baldwin 1997; Buzan and Hansen 2009). The deldag¢éseen the various perspectives on
the study of security have encouraged analystetionalthemselves explicitly in relation to
existing intellectual divides within the field. Té® long-standing discussions have also

impacted upon the framing of debates within suln$i®f security studies.

Balzacq states that whilen‘the abstract such [ontological and epistemicdalissions might
be justified, they are often distracting at the amopl level’ (Balzacq 2009, 57). With this is
mind, discipline-specific debates are addressezliivout this chapter in order to clarify the
approach adopted. The intention, however, is adytanot to supplementthe cottage
industry’ (Baldwin 2001, 7)of redefining the concept of ‘security’ in termslohg-standing
debates within or between branches of securityietuthstead, the aim is to develop and
apply an analytical framework to the problem indv@ama replicable manner, which is drawn
predominantly from a sub-field of security studi@is being said, it is also hoped that
analytical tools developed within this work may described in such a way that they might
be useful to other scholars working within the sggustudies sub-field this work focuses

upon.

3.2 An Introduction to Securitization Theory

Securitization theory, which has become establig®ed sub-field within security studies in
the past decade, is well placed to address thetiguesf the relationship between the

concepts of dual-use governance and security., Rivet sub-field focuses on the political
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processes by which issues do or do not end up lggimgrned as security issues, as well as
the nature and consequences of security governAsd@uzan et al. (1998, 32) state,
[the field of] securitization studies aims to gan increasingly precise understanding

of who securitizes, on what issue, for whom, wiityy what results and, not least,
under what conditions

Second, there has been rich theoretical and inaggsmethodological discussion within
this sub-field (McDonald 2008; Balzacq and Burg2840). This has generated a valuable

source of practical insights, as well as concept@s, relating to the issue at hand.

It is worth noting, however, that such pragmatisas haised its own challenges in the context
of the study of security. In more traditional apgebes to the study of international security,
scholars have studied object threats to statedy aacthe military capacities of enemies,
which were usually other states. However, incrgasonstructivist approaches have emerged
which focus on the way in which such threats anmestrocted by actors (Smith 1999). This
reframing of security threats, however, has alsenbassociated with the study of a wider
range of issues. As a consequence, the self-eadefnitie scope of security studies has been
brought into question. Such developments have @dsb doubt over the ability of security
scholars to continue to contribute constructivelyunderstandings of security politics and

practice.

The publication ofSecurity: A new framework to analysrs 1998 reflected the growing
dominance of a new approach to security studiethiWihis approach greater emphasis was
placed on the processes though which security erigdls were identified and responded to.
In particular this approach reflected an articolatof a research agenda which focused on the
means by which issues are lifted above the demoanatms of politics, allowing actors to

do something they would not be able to do undemhad circumstances.
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Essentially, within predominant understanding aiusiization, asecuritizing actoidentifies

an existent threat to eeferent objectthat requires some (usually urgent or somehow
unprecedented) response. This is known ascargizing move Securitizing moves are said
to be successful when strategiedience(spccept that the threat is in existence and requires
a response advocated by the securitizing actos. dugcess is understood to be dependent on
the qualities of the securitization move (i.e. dnetal qualities of a communication which
identifies a threat), as well as socio-historigaitbrs(facilitating conditionsBuzan, Weever,

and Wilde 1998, chap. 2)

The aim of all self-proclaimed securitization rasbafits within the broad remit of the field
to answer the question ovho securitizes, on what issues for whom, why, witat results
and, not least, under what conditiori8’ There has also been general consensus on the
terminology used; however, it is widely agreed aghdhose who have reviewed the
securitization literature that certain vagarieké@y concepts within early descriptions of the
theory have provided for a rather diverse set tdrpretations and applications (Balzacq and
Burgess 2010). This certainly rings alarm bells ioose who would seek to establish an
underlying intellectual rationale for the field sécuritization studies, an issue which is
addressed in depth later in this chapter. Howewethe context of the more pragmatic
approach adopted within this thesis, such debasee hlso highlighted the necessity for
analysts to be clear about how they utilise seeatibn theory in their research designs and
to be more explicit about how key analytical corisegre defined, as well as how they

foresee their work contributing to securitizatitbeary development and application.

3.3 Developing Securitization Theory in and for An§tical Eclectic Studies

29 This does not account for critical school readinfsecuritization theory, which often seem tdk'ta

past’ these aims and ask questions related tchehattors ‘should’ have securitized in given
situations, for example Floyd 2007.
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Even though an analytically eclectic approach &8l Katzenstein 2010) is adopted within
this study, | argue that the conceptual tools dgyad here may be useful to the various types
of constructivist scholars working with securitipat theory. The term analytically eclectic is

used here to refer to research which can be cleaised as involving:

(a) Open-ended problem formulation encompassingpéexity of phenomena, not

intended to fill gaps in paradigm-bound scholarship

(b) Middle-range causal account[s] incorporatingmptex interactions among

multiple mechanisms and logics drawn from more thaa paradigm.

(c¢) Findings and arguments that pragmatically eagbgth academic debates and

practical dilemmas of policymakers/practitioners.

(Sil and Katzenstein 2010, 19)

In relation to point (a), this research is not meanconstitute an attempt to solve problems
within existing research paradigms. Instead, thiftve process of engaging with policy and
academic literature on this dual-use issue hawléae identification of concepts and theories
developed by academics which are of use in devajopiclearer conceptualisation of the
broader political context of dual-use issues. Arpamant device in this process is the
development of middle range causal counts (b) whiely contribute to more generalizable
findings about the issue area. Such understandirgsmportant for academics and policy
makers in thinking about the emergence of dualas®&erns, as well as the feasibility of

political responses to such concerns.

This being said, as Sil and Katzenstein (2010,M8ke clear, it is still completely feasible
for researchers to engage in analytically eclaesearch while still identifying strongly with
a specific research paradigm (such as constructjvior example, it can make sense to

utilize consistent terminology drawn from a singlaradigm when communicating some
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aspects of the research method and design. Th&rtigularly the case if researchers have a
specific research community in mind (beyond thdcyoksue area they are studying) when
presenting theoretical and methodological aspettsheir research. For example, such
practice is already common within contemporary secstudies research where scholars
attempt to speak to broader theoretical and metlbgaal themes. A good recent example of
this is Galbreath and McEvoy (2012). Such work fscourse important in helping to
maintain the link between needs of policy makeid @arademic research (Sil and Katzenstein

2010, 1).

In the case of this research, it is hoped thatasp# it will be of interest to constructivist
security scholars without an immediate stake in theal-use issue area. The term
‘constructivist’ is used here with reference to insream’, ‘positivist’ constructivism
(Wendt 1999, 39-40) - this includes scholars whoy & on either side of the
agency/structure debate when it comes to desigmisgarch, or who emphasise the role of
language in the study of security (Fierke and Jesge 2001). Uniting these scholars is an
epistemological commitment to scientific principlesthe design and practice of research.
This is in contrast to post-positivist scholarscluding post-structuralists, who reject
scientific conceptions of theory and theory develept, such as hypothesis testing, the
centrality of causality in explanation and comp&emtcase study research design, within
social research. Be that as it may, there is aga® for positivist scholars to neglect the
interesting lines of enquiry that post-structutalibave often taken up (Wendt 1999, 40).
With this in mind, my work on securitization theomraws upon post-structuralist

securitization research, and involves the exanuonabif discourse and discourse production,
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an issue that has traditionally been neglectedadsytigist scholars. However, | do not engage

in the development of securitization theory fortpstsucturalist scholars within the fiefd.

My understanding of what constitutes ‘good theorgflects my rejection of the post-
structuralist epistemology, and within this worle importance of the conceptsaxfcuracy,
falsifiability, explanatory power, progressivitypresistency and parsimony¥/asquez 1995,
230), which are widely valued scholarly conventijoase apparent in the way in which |
develop my own analytical framework and carry ocegearch. While | do not necessarily
believe that these constructs help us get at aprcteire of social reality ‘out-there’, |
certainly follow the more ‘pragmatit” line of reasoning that these scientific philosophi
principles are (and indeed should be) importantnada formulating and evaluating theory

within the social sciences, particularly in contekproblem focused policy research.

Nevertheless, many of the critiques provided byt4positivists serve to reveal the potential
for ‘bias’, the ignorance of the role of languagehe construction of social meaning, and the
potential for the oversimplification of the socwbrld in positivist theory (Fierke 2001, 116—
118). Such critigues have been taken on board nwitty own research design and | have
chosen to utilise a multi-focus analysis which kelp prevent over-simplification and the
inaccurate interpretation of the meaning and comseces of social phenomena. The work is
multi-focus in the sense that it deals with micaditcal accounts of the dual-use issue within

various political forums. In this context, carefulocesses allow me to cross-reference and

30 This point is made here to distinguish the Authepistemological commitments, rather than arguing

that methodological post-structuralists should@edgage in securitization research. Indeed, while
Weaver, the architect of securitization theoryheatnfamously describes himself as a ‘post-
structuralist realist’, he himself has not embraagubst-structuralist epistemology on this isssee-
Floyd (2010, 23-28).

The term here is used to refer to the type afjpratism outlined by Katzenstein and Sil (2008,,124
who describe pragmatism as sitting in the middteigd between analytically rigid positivism and
relativist subjectivism, involving the applicatioh coherent philosophical principles in the gerierat
of policy relevant forms of knowledge. In partiaylthe concept is understood to refer to research
which aims toreorganize, define, connect and solve substantivielgms:.

31
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validate observations made in relation to multipteurces of evidence in the process of

developing qualified generalizable rules.

Such epistemological discussion aside, the remaimdethis sectionis dedicated to
addressing the question of how this thesis can ribomé to securitization theory
development; this is despite the charge that maegleéctually pragmatic approaches do not
contribute to the development of existing theonat#énstein and Sil 2008, 124). This
involves the development of analytical conceptsulh the ‘pragmatic fusion’(Katzenstein
and Sil 2008, 124) of analytical concepts developé@tin securitization theory, as well as
concepts drawn from outside of the field, includouncepts from risk governance theory as

outlined in chapter two.

Securitization Studies and Theory Development

Several scholars have investigated the philosophie@erpinnings of securitization theory,
which has involved identifying political, linguistisociological and post-structuralist theories
as being important to the study of securitizationcpsses (Floyd 2010, chap. 1; Hansen
2011, 358). Discussion of political theory has ulgld the ideas of Schmitt (1996), who
focuses on the distinction between ‘normal’ lowitedl processes and the ‘high drama’ of
security related political processes — an idea glesw in the works of Weever (Buzan,
Weever, and Wilde 1998, 24-26; Williams 2003; Rilayl 2010, 17-19). Increasingly,
however, there has been focus on the collectivareadf decision and policy making in
security politics (Weever 2011, 467). This has ersseal the idea that security policy
making necessarily involves more than one actergtiore, even securitized politics does not
normally involve the dominance of a single actor discourse. Others scholars have
identified the importance of linguistic philosophgpecifically ‘speech-act’ theories, in

understanding the process of securitization. Spaetlheory has also been employed as a
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theoretical framework for discussions about balagndihe role of securitizing actors and
audiences in the legitimization of activities whiatilise the rhetoric of security, as well as
how to adequately incorporate ‘facilitating conalit$’ into the study of securitization

processes (Stritzel 2007; Balzacq 2005; Huysmardd)2(Bociological theories have also
been employed, and advocai{®alzacq2010a, 37)in the examination of contextual factors
relating to securitization processes. This hasudwdl the use of Goffman's (1974)
dramaturgical analysis (a type of sociological rifia analysis’) of securitization events,

which focuses on how the identities of securitizeggors and their audiences interact in
institutional contexts (Salter 2008). Discussiohgast-structuralist theory have focused on
the discursive construction of security threatghvgparticular emphasis on the concepts of
discursive formation and governmentality. Theseot&uls have tended to focus on the
discursive process by which issues are construagegbvernable security problems (Stritzel

2007; Rita Floyd 2010, chap. 1; Hansen 2011).

Investigations into the philosophical heritages@duritization theory have demonstrated that
it has been successfully applied by a wide rangsebblars with a diverse range of epistemic
and ontological commitments. This suggests tha¢éngits to develop an underlying,
philosophically-grounded theory of securitizatioerlpaps risk creating the misleading
perception that there is theoretical unity in tleddf Such an endeavour also risks squeezing

which could unnecessarily limit analytical and nogtblogical scope.

There is now consensus within the field that theterce of such variance must not stunt the
ability of scholars to produce new theory that mawtribute to the field. This is reflected in
the way that early critics of the antecedent Copgeh approach, as well as members of the

Copenhagen school, note the importance of ensungtg-theoretical means for collaboration
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between these between linguistic and sociologiggir@aches to securitization theory
(Balzacq 2010b, 26; Balzacq 2010a, 36—37). This iBnsure that securitization theory does
not become several relatively discreet sub-fieldgctvcan no longer benefit from each other.

In pursuit of this goal, two approaches have beroeated.

Balzacq (2010) suggests that both linguistic andensociological securitization research can
be considered to contribute to the study of a beoadnception of securitization grounded in
social theory. Within this conception, the worktbé Copenhagen School occurs mainly at
one level of a three level conception of securitmastudy. At this level, securitization is
understood to include acts (including, but not tedi to speech-acts), agents (actors’
identities and socially constructed objects) anadhtext (agents’ interaction with their
surroundings). Balzacq's model is useful insofandestifying the analytical strengths and
limitations of various theoretical conceptualisatoof the securitization process; it also
provides a broadened range of research methodslégpamsisting of theoretical frameworks
and research methods) that scholars may choose flowever, Balzacq's work is less
useful in providing guidance to scholars about htow conceptualise the theoretical
contribution of their work to the overall developm®f securitization theory. This is because
Balzacq’s approach is heavily informed by sociatagthinking and this does not necessarily

speak to approaches which are informed by polibcdihguistic theory.

Waeever offers an alternative approach to understgrithe collective project of securitization

studies, arguing that securitization is an ‘idesotly’, meaning a theory with one simple core
idea that is used by analysts (Waever 2011). Heeargfoat researchers should distinguish
between the core concepts of securitization andutated knowledge from the diverse range
of empirical studies in the field. Within this camtion, the central concepts of securitization

theory (i.e. actors, audiences and securitizatiavas) are freestanding from changing
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practices of security and without underlying phalpkical or methodological groundings.
This understanding of securitization theory empdessthe importance of developing a set of
conceptual tools which can be used by the variatsgories of scholars identified, as well as
in the context of more interdisciplinary analysis.is this latter approach which allows the
appropriate level of flexibility and structure fecholars to contribute to theory development.
In the following section | take up the task laidt @y Weever and characterise some useful

analytical concepts, which will then be embedded my own analytical framework.

3.4 Securitization and the Potential Utility of Paicy Process Models

The previous section highlighted the need for newceptual tools which can be employed
by the wide range of scholars operating within fib&l, as well as within interdisciplinary
case-study analysis. The following section demaiessr how policy process models can be

useful in achieving these objectives.

First, they can provide focus, structure and limitishin analysis, which are of central
importance in interdisciplinary studies, as well iasmulti-level approaches, such as that
identified by Balzacq (2010a, 36—37). This can hbakanalyst to identify which factors are
and are not relevant with regard to policy outcan®scond, such tools can be utilised by
linguistic focused scholars to overcome a commaahintified analytical weakness of this
type of research. This is the issue of adequatelgrporating histo-political and contextual
factors into the study of ‘speech act’ events ddgroduction and reproduction of ‘security
discourses’. Policy models can provide a straightéwd institutionally, historically and
politically situated ‘environment’ for discoursesida ‘speech-acts’ to occupy within an
overall process of securitization. Finally, policyodels also help to make the assumed
relationships between central concepts within ditally frameworks more explicit, for

example, the relationship between actors and aceleor individual securitization moves
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and overall policy outcomes with relation to a givessue. For example, high level
‘securitizing’ communications to the public areesftidentified as important within studies of
securitization processes; however, there tends fitle investigation into what these acts are
actually designed to achieve or explanation of hHbwese activities relate to governance
outcomes. The absence of explanation within exstiasearch is based on implicit
understandings of the relationship between poli@kens and the public. The adoption of a
clearly defined policy process model would proviaemeans for scholars to make their

understandings of such relationships more explicit.

Despite the utility of these models to the variapproaches to the study of securitization, the
discussion of policy process models has been comspsly absent from the work of Critical
Security School scholars, who have published lgrgethe Security Dialogue Journalt is
early-career scholars who have taken up the clydleri investigating the utilitypf policy
process models. This dynamic has favoured tentattydorations, as well as demonstrations
of the value of well-known and conceptually parsmoois policy models, specifically
multiple streams and linear models. However, it maégo be the case that securitization
scholars have had sound theoretical reasons fadiaganore complex theories of the policy
process. With this latter point in mind, the foliogy section reflects on the range of policy

theories available and the suitability of theseuse in securitization research.

3.5 The Selection of Policy Process Models in Settimation Case Study Research

The primary purpose of policy analysis frameworkas hbeen to help analysts to
conceptualise complex political processes whiclolver a wide range of actors, institutions
and discourses (Sabatier 2007, 4). Sabatier hasfidd several categories of policy models

for used in the US and Europe; these are:
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The policy stages heuristicPolicy is studied as a series of identifiable esam the
overall process of policy development.

Institutional Rational Choice: This approach focuses on how the rules of institigi
affect the behaviour of rational self-motivatediunduals.

Multiple stream models Within this approach policy process is studiedsageral
largely (ideationally and institutionally) discrestreams of activity. The approach is
used primarily to help explain why policy initiaéi® emerge when they do.

Punctuated- Equilibrium framework: This approach focuses on the causation and
consequences of periodic shifts from instrumeritdisms of policy making to
periods of major policy change.

The advocacy collation framework: This approach focuses on the development of
collectives who share policy beliefs within polioyaking communities — in essence,
this approach focuses on the condition that leapdolay-learning across groups of
policy makers.

Policy diffusion framework: This approach examines how ‘policy innovations’
spread between political systems.

Large N- models: These approaches focus on macro-variance withsstatel the
effect on policy (i.e. budgetary expenditures, pubpinion) (Sabatier 2007, 8-10).

Sabatier (2007, 3—4) has argued that many of tieyomodel frameworks can also be used

in complimentary ways in applied research. Sucheaspective makes sense in more

inductive approaches to theory, as each of theyaliodels have analytical advantages as

well as shortcomings, such as blind-spots and #oalybias. It is therefore tempting to

utilise a combination of the wide range of modealsstudy securitization processes. This

suggests that there is potentially a wide rang&vays to conceptualise the policy process

within this research, and in securitizing researnciie generally. However, before selecting a
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policy theory model to use, it is worth making egplthe requirements for use within this

thesis.

The first set of criteria for the selection of alipp process model are that it needs to be
suitable for a comparative small-n research desunich makes up the bulk of securitization
research. The comparative nature of the reseasigrddoes not exclude any of the dominant
theoretical frameworks, as many of these have esdefipm comparative studies and since
been widely utilised as a means to structure cosgas. The requirement for an approach
suitable for small-n models leads to the exclusadnseveral predominant frameworks
designed for large N-studies, which can be disrdishee to the well-known differences in
the analytical focus of small-n and large-n redeaesigns. In addition, there are in practical
terms simply not enough cases, or at least caseshich there is adequate information, to

make such comparisons in relation to dual-use g@aae at national or sub-national level.

The second set of criteria relate to the suitabibf the theory for use within inter-
disciplinary analysis, as well as for the wide raraj academics that employ securitization
theory. First, it is required to be suitable foemdifying facilitating conditions (historical,
discursive, and institutional) and actors, and inglpo place their activities in an institutional
context. There is no reason why any policy modetaufl be rejected due to this criteria, as
policy process models, according to Sabatier (2864), all models represent an attempt to

take these factors into account, although with waryevels of success.

The second requirement is that the policy modelkhbe simple to apply within analysis;
this stems from the low level of explicit use oflipp models within existing securitization
literature, as well as the need for the policy stiarto be transposable enough for use in the
wide range of approaches to the study of secutitizadentified above. While traditionally

theoretical ‘parsimony’ is seen as anti-ethicalntore detailed and rich small-n analysis
78



(George and Bennett 2005, 31), it is worth reitegathe point that the policy process model
described here is understood to be one transpopaie of conceptual apparatus that can
embedded in broader theoretical frameworks uséldeircontext of other applied research. In
the following section, the two models which haveeatly been advocated within the

literature are evaluated according to these caitéfhis then informs the development of a

synthesised model.

3.5.1 Linear Model of Policy Development

The linear model of policy development is best tifduof as a heuristic for breaking down
complex policy processes into more manageablefsstages (Sabatier 2007, 6). The stages
most commonly identified within policy studies teabks are: 1) issue identification and
recognition; 2) appearance on agendas; 3) poliopdtation; 4) policy adoption; 5) policy
implementation and 6) policy evaluation. Sabat&s hlso highlighted that many authors of
the policy process literature have utilised thiarisic to provide a boundary for the focus of
their research, which has led to stage-specifiadsodf literature (Sabatier 2007, 6). This
model was widely employed in the early stages ef development of the field of policy
studies; however, the approach is now understoobetinadequate in the formulation of
causal explanation across stages. The approachisisoconceiving the policy process as a
single linear process. Despite these limitatiomss heuristic provides a straightforward
means to group and describe governance activiResently Bright (2010) has utilised a
simple linear policy model in a single case stilithin this work he also went some way to
theorising the ways in which securitization proessmay manifest at various stages of the
policy process, which were intuitively developednr the ‘special’ type of politics usually

associated with securitization. This included:
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- Agenda setting — the rhetorical reference to spcwai the agenda
setting stage was understood as a means to raigestle on agendas.

- The possibility that existing governance structurmesy be ignored or
compromised at the policy formation stage.

- The ‘legitimation’ of the deployment of significamésources at the
implementation stage.

- The use of the grammar of security in the evaleashage.

This compartmentalisation of the securitizationgass certainly appears a straightforward
way to conceptually untangle complex securitizatnocesses. However, as previously
outlined with regard to a general critique of lingmlicy, this approach risks neglecting
cross-stage factors. For example, to what extent agions at the various stages be
considered part of a collective project, and whanyone, could be understood to be the
driving force behind policy emergence? Another igipissue with such a framework is that
there is still a requirement to conceptualise ne@icitly the role of historic, ideational and
institutional practices within the policy makingogess, and this framework alone provides
little guidance on how to incorporate these factioésnard and Kaunert (2010) have already
advocated Kingdon’s (1984; Kingdon and Thurber 3ahéee streams model as a means to
better address some of these issues in the stughcafitization. In the following section, the
utility of this model to this thesis is examineddetail.
3.5.2 Kingdon’s Three Streams Model of Policy Charey

Kingdon’s dissatisfaction with the linear and raib nature of some approaches to the study
of the policy process motivated the developmentisfthree streams model. He framed his
thesis with the question ‘How does an idea’s timme?’, and sought to develop a theoretical
framework which focuses on the role of identitigsl anstitutional norms in the agenda
setting process. Within Kingdon’s model, policy nbe is conceptualised as consisting of

three essentially independent streams (problemarstrpolicy steam and the politics stream),
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which converge at key moments called policy windowkese policy windows can be
understood to represent the alignment of polittcadditions, which allow a policy to make it
through the selection process. These policies avally advocated by identifiable ‘policy
entrepreneurs’ who utilise various types of paditiesources available to them to get specific
policies on agendas. Each of these streams is ntimex.

The problem streaninvolves the identification of a pressing problémat requires attention.

In this stream, policy makers begin the proces$frarhing an issue as a solvable political
problem. Actors’ identification and framing of assue depends on a wide range of histo-
political factors, including actors’ identities arelents. Actors also utilize a series of
rhetorical approaches to convince others to addregegen issue. This includes references to
causality, severity, recent examples, novelty, e &s attempting to assign the responsibility
of dealing with the issue to a target instituti®o¢hefort and Cobb 1994). Kingdon suggests
several routes by which issues may gain attent®mra groblem: the routine monitoring
activities of institutions, dramatic events or sésdby government agencies, governmental
researchers or academics. It is also worth higtihghthat just as problems can emerge
within this stream, they can also fade away. Tteeea number of reasons for this; policy
makers may feel that the problem has been adeguatdiessed (by themselves or others) or
actually ‘solved’, there may be a perception tih&t problem has somehow ceased to be, or
fatigue may set in amongst advocates when it besoaobear that actors of strategic

importance will not address the isse.

32 Based on Kingdon (1984, 2nd:103-104). Howevam Icareful here in distinguishing between the idea

of the problem ‘actually’ disappearing, and theaideat there is a perception among key actorslleat
problem has disappeared. This is especially impbitamore systemic and complex issues,
as compared to say ‘brute’ problems with directigervable causation and effects,
such as the ‘millennium bug’ problem which almastantaneously disappeared on the 2nd of January
2000, or the complete eradication of a specifieae such as the agricultural Rinderpest virus. See
also Floyd (2010, 32-33) on this issue, who distisiges between the idea of ‘brute’ threats and
constructed threats.
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Kingdon pinpoints ‘policy communities’ to be of ¢esd importance to understanding the
policy stream. Policy communities are usually wedtworked and operate according to
values and norms that may be quite distinct froheiopolicy communities as well as from
other stakeholders. Within this thesis, the termliqy domain’ has been used in order to
capture the dominant discourses, institutionalirggdt practices and favoured governance
tools utilised within a given policy making envimoent that have impacted upon dual-use
governance (NEST, anti-terrorism, public healtlosbhfety). Within each of these domains,
decision makers identify potential solutions anédeappropriate’ policies based on criteria
such as technical feasibility, value and the extentvhich they can be sold to strategic
audiences such as politicians and other policy conmties (Kingdon 1984, 2nd:125-143).
This can lead to the identification of a singleipplor short-list of potential policy options
which may vary in nature depending on the levelfraigmentation’ in relation to a given
issue within a given domain (Kingdon 1984, 2nd:1BH. In cases of more diverse
fragmentation, ‘competing’ policy proposals maydsveloped. It is worth highlighting that
institutional path dependency and ideational facian be understood to have a particular
impact upon the decision process at this levelhigss the stream in which the fine details of

policy programmes are developed and refined.

The politics streamis heavily associated with ideas of legitimacy, povand persuasion.
Kingdon identifies several important facets of gwditical stream, including public mood,
pressure group campaigns, election results, idembdistributions in political institutions
and changes in administration and powers, andtutistial relationships (Kingdon 1984,
2nd:145-165). In essence, these factors impedeamlitdte actors in building strategic
coalitions of decision makers in pursuit of implemieg a particular policy. Theolitics

streamcan have more of an effect on the policy processertain situations. Politically
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controversial issues which are likely to emergedemily and dramatically seem to increase
the role of the political stream in the policy pess. This impact can be both facilitative (i.e.
increased funding) or deleterious (i.e. rejectibioag standing policy approaches in favour
of something new). In contrast, when issues daceive public or policy maker attention,
and an issue is successfully argued (if it everdside be) to fall within the remit of an
existing governing institution, then the politidsesm becomes much less important (unless
extra resources are required to deal with a newe)ss

The three streams theory provides an explanatamdwork for the emergence of a given
policy initiative. At certain historic moments, attions are right for a policy to be
developed and implemented. These moments areadfariby Kingdon as ‘policy windows'.
These selection pressures may be heavily institaki®ed, meaning that the approach leads to
a relatively deterministic policy process. Howeweithin Kingdon’s framework, individual
agency is also understood to play a role in thergemee of policy. Policy entrepreneurs,
who may work from various positions inside and migdormal politics, are understood to
play various roles within the administration litenee. These include:

- Advocating new ideas and developing propas@lseese may initially
be free of existing institutionalised governancedures.

- Defining and reframing problemsOften with specific actors or
domains of government in mind.

- Specifying policy alternativesParticularly in the context of issues
seeming to require collaborative governance, wheme may be
several possible ways for the same issue to bergede

- Brokering ideas among the many policy actofsis is in order to
build a coalition of support.

- Mobilizing public opinion:This isin order to create the right political

environment for a given policy.
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- Setting the decision making agenddhis involves identifying
decisions and agreements that need to be madeeirpribtess of
developing and implementing policy.

(Roberts and King 1991, 152).

Criticisms of the multiple-stream model

Zahariadis (2007, 80-83) has highlighted the katicems laid out against the use of
multiple streams framework. The first relevant esalates to the scope of the framework,
particularly in the context of the appreciationtlod multiple stages of policy making. This is
because the model was initially developed for tielys of the agenda-setting state of policy
making. Kingdon, as well as several other scholzas,successfully applied the framework to
various stages of the process (Zahariadis 2007 ,H&)ristically, there is no reason why the
framework can’t provide an initial structure to Bisés at the various stages of the policy
making process. These stages can then be usedructust observation related path
dependency, framing effects and institutionaligatibhis can be considered a strength rather
than a weakness of the approach, as it providesiashic to investigate the role of different

actors, discourses and institutions at variousldesethe securitization process.

A second charge made against the framework is baseithe claim that streams are less
independent than the heuristic would suggest. ay well be the case; however, careful
process tracing and elite interviews can reveahtgoat which these streams interact. This
characteristic may be an advantage in the conteatsecuritization research, as it is widely
agreed that securitization can involve actors bngakhe normal rules of politics. For
example, securitization may involve developmentghea politics stream impacting upon
norms or practices within a given policy streanatounusual extent. An obvious example of
this would be the provision of more resources fodéfense based on decisions made in the

political stream, which led to more ambitious potgebeing considered within the policy
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stream. Therefore, the points of interaction betwateecams, for the purposes of this research,
can be conceived as an aspect of analysis ratlar &hlimitation if it is adequately

acknowledged.

A hybrid of the three streams and linear modelsotporating agency ideas and institutions

into the securitization process.

Leonard and Kaunert (2010) have already arguedpbkty process models, such as the
three streams model, can provide a clear concegatiah of securitizing actors and
audiences, including the relationships between datirs and the overall policy making
process. Likewise, Bright (2010) has argued thatursgzation theory can provide
expectations of how the rhetorical deployment o€usiy will affect specific policy
processes. | have also demonstrated that policjersacan be developed and utilised in a
way that draws attention to structuring factorscfsas identity, discourses institutions) at
various stages of the policy processes. Speciicéllhave outlined how linear and the

multiple streams model can be utilised in a comehtary way within empirical research.

To sum up, this model provides a straightforwanaristic, designed with the requirements of
securitization scholars in mind, with sufficientustture to help analysts identify important
agency intervention points as well as the role @f kisto-political factors in the emergence
of policy. This is achieved without unnecessariystraining the scope of analysis, a charge
which has been made against discipline-specifengits to contribute to the development of
the field. In the following section | utilise thisodel for the development of my own

analytical framework.

3.6 Analytical Framework for the Study of the Secuitization of Dual-Use Issues
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In this research, the aim is to make claims abbetrble of security politics (understood to
refer to actors, discourses and institutions) ie #mergence of the distinct dual-use
governance assessment regimes that have emerded thé UK and the US. Other research
into securitization processes has not always miaglgdvernance of a specific issue the focal
point of research. The original analytical framekvof Waever inSecurity: A new framework
for analysis for example, focuses on ‘sectors’ (military sdtyurenvironmental security,
economic security, societal security, and polit&aturity), which were utilized to distinguish
the ‘rules’ of securitization in relation to a btbeange of issues which had emerged on the
security studies agenda in broader policy domduz#én, Weever, and Wilde 1998, chap. 1).
Within my own work, however, the focus is on a mudrrower set of institutions and
discourses. This means that | am examining thegsand consequences of securitization
with the aim of discerning some ‘rules’ of secuiylitics (i.e. who securitizes, what do they
securitize, under what conditions and with whae&#) in relation to the dual-use issue. In
this respect, my preoccupations align more closath those scholars who have utilised
securitization theory to examine how ‘logics of waty’ (i.e. discourses associated with the
national security domain) , ‘security practicesé (ipolicies of control usually developed and
prevalent the national security domain) and thditipe of security’ (i.e. the ‘emergency’
political processes associated with securitizatibaye impacted upon the emergence of
specific policies directed at a given issue (Hang0hl; Rita Floyd 2010; Cook 2010;

Emmers 2009; Hameiri and Jones 2013).

Securitization and the subject of governance

All manner of issues can be constructed as seciimigats; however, within case studies it
usually appears that some rather specific (evelmaacaspects of a much broader field are

identified to be of dual-use concern. This therdg# questions about the political and
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discursive process through which the scope of sueiterns have become set, or at least
dominant, within the discourse. As has already bexelear, claims about the scope of
problems and the nature of responses are likelgetdheavily influenced by pre-existing
governance domains. However, emergent issues sarbalunderstood to challenge existing
predominant practices and styles of reasoning. §ippt, one approach to thinking about
dual-use issues is to prioritise pre-existing goaece frameworks when thinking about the
scope of dual-use problems. A second is to emphasiagining new scenarios of misuse
which can’'t be addressed by existing frameworkse Tditer approach tends to generate
concerns which cannot be addressed purely throogtemental improvements to existing
governance systems. A key question in the contetti® thesis is the significance of these
approaches in the emergence of dual-use policynatidnal styles of dual-use governance.

With this in mind, it makes sense to briefly chaeaise these two types of logic:

Scenario heuristicsnvolve interrelated (and often implicit) assumpsoabout the
intentions and capabilities of misusers, as wellh@smisuse potential of science and
technology. Such heuristics may also emphasisesipitis/’ rather than ‘probability’
(Vogel 2006). As these scenarios are generatedideutexisting regulatory
frameworks, there is likely to be an absence ofveations to quantify such issues as
risks. This means that such scenarios are oftescassd with ‘precautionary’ styles
of reasoning and may be articulated as part oflldaraanticipatory responses in the

absence of scientific evidence.

Pre-existing governance rationalitieset the scope for dual-use problems with
reference to foreseeable coverage given by existiremerging systems of oversight.
These framings place greater emphasis on theemsdior adaptability of existing or

proposed systems in addressing the dual-use i€ueh approaches also tend to
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discount misuse scenarios which cannot be addrassedgh modest adaptions of

existing governance systems.

The identification of these styles of reasoning angumentation within the discourse can
provide only a partial understanding of the padditiprocesses which underpin the emergence
of dual-use governance. In the following sectitwe, analytical framework utilised to address

this question is outlined.

Securitization and the question of how and whyasdsecome subject to governance

In this thesis, the question of ‘how’ an issue lmees subject to governance is understood to
relate to the mutually constitutive ideas of ageang structure. This question comprises of a
series of interrelated sub-questions related tarteans by which human agency impacts on
the emergence of dual-use governance, as welleasrtéibling, structuring and constraining
histo-political and ideational factors which givapetus, meaning and limit to the scope of
this agency. This understanding is in keeping vathmore ‘mainstream’ or ‘consistent
constructivist’ approach to the study of security. It can be usefully casted to more
language focused approaches which concentrate nguidtic features of securitization
‘events’* or on the linguistic processes through which actmmstruct security threats. It is
also in contrast to more micro-sociological exptares which focus exclusively on the way
in which security and securitizing practices argroeluced by actors in a given context. In
this respect, | follow the approach of those satsol@ho have emphasised that the study of

‘emergency policy’ should not be restricted to au® on an enabling step which justifies

‘dramatic emergency measures’, or acts purely as/stem for maintaining a state of

3 For more on the idea of consistent, or mainstreamstructivism in securitization theory see:

McDonald 2008; Thierry Balzacg 2009. For more onstaictivism more generally see Fierke and
Jorgensen 2001. This issue is also discussedrikeF2007, 181-182.

The term ‘securitization events’ is sometimegdusith a negative connotations by constructivist
scholars, such as McDonald (2008, 576), who agsothies with the analytical narrowness of studying
rhetorical acts of securitization.
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emergency politics. These scholars argue that sgqalitics should not simply be studied
as a symbolic watershed moments, involving a dison between ‘normal’ and ‘emergency’
politics. This is because such an approach createartificial and analytically unhelpful

dichotomy between security and normal politics i(k@e2007, 187-190). Instead, security
politics can be studied with much greater referdnctne institutional/governance context in
which all policy is generated, including situatiomgere policy appears draconian or

unprecedented.

As has already been outlined, securitization schdt@ve so far tended to study either the
emergence of specific security policies or the iotpE ‘emergency’ politics in relation to a
given issue area. However, both of these type®airdization may be studied as part of a
single case-study. Below, distinctions are madevéeh ‘primary politics’ and ‘secondary

politics’ in securitization processes, both of whare subject to study within this thesis.

Primary politics: Securitization is sometimes thought of as a fofrpolitical crisis

in which institutionalized elites mobilize in respEe to the issue. Vuori (2008, 72)
explains that, in times of crisiséecuritization processes may be restricted to inner
elite audiences and strugglesThus, policy windows open for would-bepolicy
entrepreneursvho are in the right place at the right time, avidb may attempt to
develop policy responses within this closed envitent®®> While there may
eventually be pressure on parties from various estaklers to ‘open up’ policy
development in western democratic countries, aadponses to crises, especially in
relation to the threat of terrorism, are almostaafsrdependent on the decisions and

resources of the state. These situations priotiisaole of political elites early on in

% Leonard and Kaunert (2010, 68) have suggesteégdtiay entrepreneurs are closely related to the

concept of securitizing actors. | agree, althoagihas already been argued within this work,ithis
not to suggest that identifying an ‘entrepreneusams that the ‘cause’ of securitization has badly f
explained. Such explanation would require referand@roader political conditions.
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the shaping of the process through framing and geplendency effects.

It is worth highlighting at this point that, whileetrospectively many primary
securitization moves appear urgent, drastic, arnehedraconian in nature, these
policies were not necessarily advocated for ‘imadil’ reasons by the actors. This
appears to be a tendency in the thinking of somwlars who have applied
securitization theory. This distinction also makies question ofwhy actors engage

in primary securitization more meaningful.

A more useful approach to thinking about primargusity politics is to frame it as a
political process which shapes the rules, definutgch future decisions are made in
relation to a given topic. This may involve, foraexple, the establishment of a legal
framework which gives power to an institution tok®aa decision, or implement
policy on a given issue. It might also involve #&ablishment of broader political
process designed to generate policy on an isstigeifuture. Primary securitization,
then, essentially involves the formation of agreetsiethough consensus or coercion,
over the rules by which policies are made in thery including the rules about who

participates in the process and how.

Secondary politics: This involves the process through which policy iops are
developed, articulated and implemented in the camteagreements about the overall
process of policy development. It will usually e the application of existing
governance frameworks to a given issue by an estalol regulatory body. However,
this may also involve sui generis governance at/when a new channel of policy

development has been opened up (perhaps througimary securitization process).

The study of secondary politics involves analysithe historical and political factors
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have impacted on specific policies throughout théér cycles. This includes, for
example, how actors have strategically engaged withcy development and
implementation processes, as well as the identidicarationales which have been
utilized to inform and challenge policy initiativel also includes reference to the
role of the broader political environment in sugpa or hindering specific policy

initiatives.

Another key question within securitization literegus how analysts can make defensible
claims about the motivations of actors who engag® wecurity politics. For clarity of
explanation, and in-keeping with the trend withie field, | approach this issue with a focus
on the securitizing actor. However, answering thusstion is ultimately understood to relate
to the agency of all actors involved in securitylitpgs, including those who resist
securitization. The question of ‘why’ actors sdttze has been approached in various ways
by scholars of securitization, who differ on ontpt@l and epistemological grounds. Gad and
Peterson(2011) have argued that over the previenad#, the issue of ‘intentionality’ has
been understood by securitization scholars in thwesys. Their way of grouping
securitization research is utilised below to expldow the issue of intentionality is

understood within the thesis.

The first understanding is that securitization iwes actors in a position of power making a
decision to secure a referent object through argexation move. Within this understanding,
securitizing actors wilfully decide to constructiaaue as a security threat and communicate
this decision to audiences, who either refute arept this claim (Pram Gad and Lund
Petersen 2011, 318). This approach to understantdengecuritizing move emphasises the
‘top-down’ or ‘imposed’ nature of successful setimation, as it does not account for the role
of audiences in the production of the securityahrgVithin this understanding, the agency of
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audiences is reduced (they can only receive theraamtation and make a decision to accept
or refute it), and the agency of the securitizirgjoa in emphasised. Securitizing actors
‘design’ a securitization move based purely onrtle@n purposes, but tend to frame their
communication in a way that ensures support. Thidetstanding has led to more critical
scholars, such as Floyd, to seek ways to normgterdhluate securitization moves based on
the distinction between what actors claim to bengdaovhen they securitize, and what they

actually do (Rita Floyd 2010, 1-2).

This approach neglects the idea that, in the psooégolicy development, actors (including
audiences and facilitating actors) may continue eteert their agency following a
securitization move. To claim that successful siézation always involves command and
control type policy implementation, orchestratetrety by the unchangeable will of a single
securitizing actor, seems to set the bar for ‘ss&fte securitization’ impossibly high in the
context of modern democracies, where securitizgi@ity necessarily involves a wide range
of actors and institutions in the overall policyopess. To give an example, a securitizing
actor may initially choose to implement a certaoligy, and all relevant audiences may
agree, but during the process of policy implemémnatactors involved in the process may
convince the securitizing actor that the implemeotaof this policy must be modified in
some respects to be feasifiérhis suggests that while securitization moves aglve the
dominance of actors and discourses, the outconseairitization should still be studied as
the result of collective action, rather than asr@cess by which issues are lifted above the

political in the context of modern democratic state

% This approach also (perhaps unfortunately) rajsestions about the critical approach of Floyd

referred to the in the previous paragraph, as fianore cynical perspective it provides a rich sedm
potential excuses for why securitizing actors dahitays act as they say they will.
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The second approach is closely linked with Ole Weetie founder of the CS school, who
has remained influential in debates within thedfieAccording to this way of thinking,
securitizing actors and audiences in effect agmreeutes about the future discussion of a
given threat. The way in which agreements betwkersécuritizer and audiences are reached
is through a linguistic process, or ‘event’, whiobsults in an acceptance of a shared
discourse of securitization. Within this conceptitimere is no scope for assessing reasons
that actors securitize aside from the communicatidmetween these actors. This
understanding is very much restricted to the stfdye intentions of actors in securitization
processes and confines the study of securitizgtiooesses to discourse analysis, usually of

public texts.

Waeever’s decision not to address actor intentionalitrelation to the securitization processes
is based on post-structuralist leanings within thisking (Floyd 2010, 10-32), rather than
been an essential aspect of the securitizatiora ‘ideory’. To explain this point further,
Weever chooses to follow a more Derridian post-stinadist conception of what should be
the appropriate focus for analysis in the studgesfuritization processes (i.e. ‘texts’). This is
in contrast to the approach of IR scholars, suchdisr, who focus on the individual motives
and interests of actof$.Waever's decision, then, reflects his own undegyphilosophy,
rather than a definitive aspect of the ‘idea théafysecuritization. This means that the
founding figure’s analytical framework cannot bedarstood as the ‘only’ way to understand
the phenomenon of securitization. Indeed, there besn sustained criticism of the
inadequacy of Weevers particular framework, espgdiadm sociologists and constructivists
(Williams 2003; Balzacq 2005). Rather than rehegrshese criticisms once again here, it is

worth concluding with the point that the Weever'pragach does not attempt to, and without

For more on this issue in relation to construstivmore generally see Fierke (2001).
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serious reformatioff’ is unable to address questions of agency, whiatadas the approach
irreparably with regard to addressing questionsutiasto-political context. Despite these
shortcomings however, Weaever’s position on thisassantinues to be an important reference
point when securitization scholars address the tguesof why actors securitize in

contemporary work.

The final approach, typified by Balzacq (2005), @éagises micro-sociological accounts of
how actors continually reproduce structures ingrecesses of securitizatiShThe approach

also emphasises the importance of studying agendys&ructure as mutually constitutive
contexts. However, the issue of why actors seeeriis not directly addressed by this
framework. In this respect Balzacq exhibits a smitlisposition Waever, in that the

motivations and intentions of actors are largehoiged.

With the above discussion in mind, | now develop awn approach to addressing the
guestion of why actors securitize. In the contéxhe research, | understand the question of
‘why actors securitize’ to involve analysing thehbeiours of actors in relation to the goal of
developing policy, which usually involves the apption or extension of existing policy
practices. This could be understood to create aremental/institutionalist bias within the
analysis, as securitization moves are always utwisin relation to the governance
structures that they alter, rather than the unspaktentions of the actor. However, the
ultimate goal of most securitization is usuallyoat ©f institutionalisation; therefore, it makes
sense to focus on the relationship between sexatign moves and existing institutionalised

norms, values and practices in defining the palitpurposes of securitization. The focus of

8 An attempt from a sociological perspective t@ref the nature of the speech-act is made by Balzacq

(2010a), for example, although the purpose of #esalluded to in earlier in the thesis, was tcetigy

a more sociological account of securitization.

An example is Salter, Mark B. 2008 ‘Securitizatand Desecuritization: a Dramaturgical Analysis of
the Canadian Air Transport Security Authority’ Joak of International Relations and Development 11
(4) (December): 321-349. doi:10.1057/jird.2008.20.
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analysis is the identification of which pre-exisgfipolicy objectives are embodied in actors’

engagements with the process of securitizationo\Belidentify two central focal points in

the analysis of why actors engage in securitizgtimtesses.

Pragmatic actions and interestsThis relates to the short-term goals and actual
practices of individuals who are involved in theezgence of securitized policy.
This is most obviously epitomised in the case @f folicy entrepreneur’ who
mayseek to get an issue on an institutional agendsaure institutional support,
for example but it also relates to those actors who are centoalthe
implementation of policy at later stages of its eye@ice. These actors may utilise
security rhetoric in various ways in pursuit of gmaatic goals (i.e. convincing
others to act, portraying favoured policies in wofarable light to others to favour
the adoption of these policies, closing down debated legitimating existing
practices). The pursuit of pragmatic interestellation to securitization processes
can be understood in the context of the overalicgahodel. Pragmatic acts of
securitization can occur at various levels of thécy making process, and within
different streams. The question of how these agorabout achieving these goals

(i.e. coercion and argument) can also be addresstib stage.

Institutionalised practices, interests, values andavoured policy responses:
These activities depend largely on the valuegpistemic communitiesf policy
makers in the identified domains, to include ingiinalised norms of
engagement within the securitization process. semse, this reflects many of the
‘default’ basic positions relating to a given issaeea, such as being ‘pro-

regulation’ or ‘anti-regulation’.

Under what facilitating/structuring conditions aheal-use issues securitized?
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In this work, the study of security politics prinlgrcentres on the study of the political

processes which led to the emergence of policyelation to the dual-use issue. This has
considerable impact on how the concept of ‘fadilig. conditions’ are understood here, to
the extent that the term ‘structuring conditiors'utilised in place of Weever’'s term. In the

following section | introduce how this analyticarcept is defined within this thesis.

There are essentially two key ways of understandiagimpact of structuring conditions
within the securitization literature. The first wrdtanding is typified by the work of Weaever
and Buzan inSecurity: A new framework for analysi®ccording to understanding,
structuring conditions are crucial to the succestiture of a securitizing ‘speech-act’. The
speech act consists of a rhetorical act in whichetbing is agreed and achieved using words
by an actor, for example, in the naming of a shir. these scholars, the success of a speech-
act represents a watershed moment, the point athven issue is lifted above the realm of
‘normal politics’ and into the realm of ‘emergencsecurity politics’. Within this
conceptualisation, facilitating conditions are urstieod to be influential at the moment of a
securitization ‘event, for example, at the pointwdtich a state-department convinces the
cabinet that an issue presents a threat in aniaftommunication. A key issue with this
approach is that it narrows the focus of analysihé study of a series of symbolic watershed

moments within broader the political process.

The second approach to the study of security pslis to conceive it as a broader political
process, embedded in the wider political context@ignald 2008). This widens the attention
of analysis beyond texts, accounting for the inftihal and political processes through
which texts are generated, as well as for otheitiqall activities which are not necessarily
embodied in texts. It is this latter approach tisaddopted within this work. A typology of

structuring conditions identified within this resela is laid out below; these structuring
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conditions can each impact across the various staigde policy making process, and within

various streams of policy making.

a) Institutional path dependencies: These inchigiorical explanations and possible

policy implications of the existence or absenceahef capacity to identify or respond to a
given issue, or the prevalence of particular ideeti values within an institution. An
example would be the reasons for the prevalenceioiear physicists in decision related to
the misuse of biological research and technologkimgain the US immediately following
the terrorist attacks of 2001. Another example \wche the reasons for and extent to which
there were pre-existing institutional relationshipsbuild upon in the development of dual-

use policy.

b) Political fragmentation and polarisation inat@n to an issue: This relates to the

extent to which there is disjointedness within angbngst policy making communities which
tend to be in agreement about the ends of poliesn & not the means. This disjointedness
may be understood to manifest along ideational wstitutional divides. Political
fragmentation can lead to uncoordinated and sedynpayadoxical policy/decision making;
that is to say, there may be a situation whereigte hand does not know what the left hand
is doing, or where there is open conflict over @enefd approaches (Roberts and King 1991,
119). An example of this would be disagreementsiwithe public health community about
either engaging in threat analysis research otihignithe biodefense imperative in the US.
Political fragmentation may also in itself be a wation for securitization moves at various
levels — it can act as a means to discredit oppasir rally support, particularly in the
absence of agreed criteria to quantify the immedifireat. Within this work, political
fragmentation is studied within domains well as lwa$ with in processes of policy

emergence.
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c)_ldeational and discursive factors: The finaltéacrelates to the discourses that

structure the deliberative process of governanceaich of the cases. This is not only in
regard to the central assumptions in the constmucif dual-use issues, but also the way in
which debates about dual-use issues are strucf{ueedhs a dilemma, as a risk as a threat,
etc.). In examining this aspect, it is useful tawlrupon Hansen who suggests three concepts

of value to the study securitization processes $dar?2011, 359):

Structural incorporation This refers to the use of signs (such as thihgs are
generally held to be threatening) in the constouctif problems. For example, the
dual-use issue has been governed as the novel estibn of an existing
category of problem within the governance domauteniified (i.e. terrorism,

safety, societal backlash against science, infestibsease).

Epistemic terrain:This refers to claims based on assertions or gssoms. That
is to say, for example, what is ‘known’ about theaduse issue, as well as what is
‘known’ about the field of synthetic biology, andova this knowledge is

synthesised in the generation of dual-use problems.

Substational modalityThis refers to claims about the set of normsesuand

values which should be used to evaluate and gdherthreat. Within all domains
of dual-use governance, it is either implicitly explicitly asserted that the issue
requires some sort of response which is in keepily or an extension of the
existing governance discourses within the domalestified. There are, however,
perhaps disagreements about how the dual-use sd8udd be conceptualised,
which may have served to frame debates in natiooatexts (i.e. whether the
issue is a risk, an ethical dilemma or a threaty. &ample, claims about the

ability to make scientifically sound risk/threatsassments may be central to the
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deliberative process (Villumsen 2011; Van Munst@®02 Aradau and Van

Munster 2007).

In securitization processes, it is likely that #heare many central assumptions shared
amongst the various stakeholders who chose to engath the dual-use issue. In
understanding the structuring conditions of theustzation of dual-use governance, it is
essential to map and characterise the nature stthgreements. Having addressed these
analytical issues, the remainder of this chapteledicated to outlining the methodology for

this study.

3.7 Methodologies and Study Design

The scholars who have dedicated their studies @odtial-use issue represent a broad and
quite transient church, which has included thedfedf applied ethics, arms control, political
science, sociology, anthropology, science and t@olgy studies, and security and strategy
and defence studies. There is now quite a substapbidy of literature which directly
addresses the concept of dual-use governance; koytbere is a clear absence of discussion
of socio-political epistemology and ontology withinis area. Indeed, the absence of such
theoretical considerations made the dual-use isswwh an interesting topic for Rappert
(2009; 2007), who was one of the first to highlighé constructed nature of the dual-use
problem, and articulate the challenges it posea asuibject of research. However, such
guestions have often been second to more immedigstions facing policy communities
and academics about what needed to be done, and Tewhis end, much research has
focused on the implementation of specific polidisgch as education and awareness-raising
within the scientific community) or the developmehiared definitions of the dual-use issue.
For example, Miller, Selgelid and van der Brugg&®l(l, 8) sought todevelop an

acceptable, adequate and applicable definition lod tlual use concept for researchers,
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universities, companies and policy makers [as]..lagiftcation of the dual use concept and
its scope of application would greatly facilitateetwork of policymakers...In addition to

this, dual-use issues have increasingly appearedhenfringe of more long-standing
academic and institutional agendas, particularly retation to the BWC regime and
increasingly in the context of ELSI agendas. Th&s lesulted in a nebulous body of

academic and policy literature addressing the tappa.

It became apparent during the literature reviewt thathesis provided an appropriate
opportunity to develop a more systematic approacthé¢ study of the issue, which could
synthesise existing research, together with my @mdings, into a more coherent whole. A
key part of this process was the development dralytical framework for the study of the

practice and politics dual-use governance, whigblired consultation with literature on bio-

security politics and practice, as well as moreegaltexts on the study of policy, risk and, in
particular, securitization theory. In the approagscribed below, the methodology through

which this framework was operationalized as a me$earoject is outlined.

Within this thesis, a theoretically structured camgiive case study approach is adopted; this
is well suited to the inductive aims of this reséa(George and Bennett 2005, 19-21). The
cases have been chosen according to the diverggntenof governance processes and
outcomes (i.e. policies, governance activitiesjsThbecause cases that diverge in relation to
a variable of interest are especially likely toaavimportant intervening variables (George
and Bennett 2005, 21). In this case, the variatfi@sterest are practices, politics and security
rhetoric which are understood to be distinct iratieh to dual-use issues in the US and the
UK. Added to this, the political developments withihe US and the UK in relation to
synthetic biology are also likely to become arcpatyn future debates about the governance

of other techno-scientific fields.
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Although the small-n case study approach is watkeduo this research, it is worth briefly
outlining the potential limitations of the methodgy, and how these have been addressed in
the study design. Selection bias can hinder thigyabf a researcher to make generalizable
claims about other cases of interest in this typeesearch. However, this study is the first
major investigation into this area and is primaslyned to be exploratory. The main focus is
the identification of important factors within tholicy development process in each case,
and this may be of use to future researchers whdystlual-use governance in relation
comparable technologies, time periods or perhagestAnother claim often made against
small-n case studies is the ability of the resear¢h assess the impact of the variables
identified. While it is important to accept the tiation of findings, a process-tracing element
in comparative research can certainly help theareber to make tentative claims about
which variables should be considered important, Htase which should be discounted
(George and Bennett 2005, 22). Careful proces#gfaran also address the concern that the
case studies are not independent. This is a comenim this research, as there are many
inter-textual links between policy documents in d&d the UK. Certain individuals and
institutions have also impacted upon both caseestudnd within ostensibly discreet political
processes. Process-tracing can ensure that suctiomships are uncovered and
acknowledged within the research. During the litene review for example, it became clear
that debates within the UK have been shaped byla@@vents within the US and that it was
likely that US experiences had discernible impamisdevelopments in the UK. Process-

tracing was utilized in order to delineate the ozl significance of these links.

With regard to research methodologies, documerysisaand elite interviews are utilised in
this study. The approach to document analysis figrnmed primarily by theoretical and

methodological texts within the field of criticalsdourse analysis (Fairclough 2002; Locke
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2004; Wodak and Meyer 2009). This work emphasikesneed to examine the context of
text production, the purposes these texts are detkrio serve, and the significance that
becomes attached to such texts during politicatgsses. As has already been outlined within
the theoretical chapter, in relation to the stuflgecurity, such texts can serve a variety of
pragmatic purposes but are at the same time infibiand structured be prevailing discourses.
In the context of process-tracing, analysis invelwmaaking explicit these features of reports

and other texts as part of a broader political @ss@as conceived by the analyst.

In addition to document and literature analysiss tesearch makes use of a series of semi-
structured interviews, carried out over the phosievall as in person, at scientific and policy
conferences, as well as more informal discussiomsiwtook place in meetings and social
events associated with these meetings. My expea®ené carrying out interviews for this

research are discussed below.

Of particular significance within this thesis ahe tdocuments which reflect growing political
consensus on problem definition and action, and d@dsuments which seek to communicate
such consensus to others. Likewise, internal instarxcies, tensions or ‘problem narrowing’
within documents can at times also be linked toeulythg political disagreements, or to
prevailing understandings of the difference betwdarse responses which would be ideal,

and those which are understood to be politicalhsiele.

On top of document analysis | conducted a serigsaufrded in-depth elite interviews. These
elite interviews were also complimented with dozefsnformal discussions, and email
correspondence, with key individuals. Such inforrdaécussions often occurred on the
fringes of international when the opportunity arose made a decision early within my
project to protect not to identify all my interviesubjects. This reflected a desire to ensure

that interview subjects could feel confident enotglengage in frank discussions about the
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politically charged issue area, without fear offpssional repercussions. Within this thesis,
such interview subjects are identified in such g Waat does not make them immediately
identifiable’® Elite interviews are understood to complemergrditure and document

reviews in several ways. First, the approach mayused to corroborate what has been
established from other sources. Second, eliteviei@s can help with the reconstruction of
key events in political processes. Third, eliteeimtews can establish or corroborate the
underlying interests and/or assumptions of keyractéinally, elite interviews can yield other

sources of data, or provide an assessment of Exaree or impact of documents that have

already been identified as important by the analyst other researchers (Tansey 2007).

Occasionally, potential interviewees flatly refugedbe interviewed, did not interview after
agreeing to interview, or did not respond to emafter initial face to face contact. In the
main, however, both scientists and policy shapeesned eager to discuss their perspectives
and experiences. This was to a great extent faatit by the use of a semi-structured
interview approach, which allowed participants ¢aus on their own areas of knowledge.
The semi-structured interview approach also gagpamders the opportunity to query my

line of questioning if they thought | was encourggcertain types of answers.

Within the interviews, | ensured that | presentegself as an academic interested in the
process of governance, rather than being interesteatvocating a specific position, or
criticising specific groups or viewpoints. | wasrieularly eager to do this given the
contestation over the role that social scientistsevalready understood to be playing within

the governance process (Calvert and Martin 2009%yad also aware that some interview

40 Anonymised transcripts of these interviews distrsare available upon request. Such censorsa, h

placed extra pressure on me to validate claimspangpectives expressed in interviews, or ‘off the
record’ with reference to publicly available eviden Something which is apparent throughout the
analytical chapters.
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subjects may have perceived me as having a spquifitical agenda because of my
association with the study of security, and paléidy with the politically contested idea of
bioterrorism. The main motivation for taking suclare was a fear of antagonising
interviewees and causing them to ‘close-up’; appea (2007) has highlighted, taking only
modest positions to encourage conversation is @abéd interviewing technique. Generally
speaking, however, most people interviewed wer@hap offer a frank description of their

own personal experiences and perspectives inaelé&tithe issue.

Interview subjects were identified in several waysst, it was apparent that it was essential
to identify key individuals within UK and US poligyrocesses. This was primarily achieved
by contacting authors of key reports, as well asviduals who represented institutions in the
wide range of conferences that have addressedudeabksues. From the outset, it was clear
that there were likely to be divergent perspecti@a®ngst policy shapers on these issues,
and so the interview set represents contributioor fas wide a range of institutions active in
the process as possible. Interviews were also awedwafter recommendations from other
interviewees. The central themes of these interviewere individuals’ understandings of
what constituted dual-use aspects of synthetiobiglas well as their experiences in relation
to the governance of the dual-use issue. On taptefviews, numerous experts were also

contacted directly via email in relation to spexiuestions.

A commonality among the synthetic biologists intemwed was that they all had at least some
awareness that there had been public, governmdntaanmunity concern about the dual-use
potential of the field of synthetic biology. Therre ‘dual-use’ did not always elicit
immediate recollection of the issue among the redpots and other scientists | spoke to.
However, the mention of terrorism was usually erpug prompt an opinion on the

governance of or likelihood of misuse of aspecttheffield. In the interviews and discussion
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it also became clear that newcomers to the fielcevetruck by the high levels of biosafety
and biosecurity discussions in relation to thedfief synthetic biology. Some scientists also
raised the prospect of specific applied researdedasolutions to dual-use and broader

biosecurity concerns without prompting.

While many scientists were happy to discuss thd-dsmissue, some were less willing to go
‘on record’ or to discuss the issue in any realtkle@ther scientists, while polite, also often
seemed indifferent to the issue. One publicly fuhdeientist who had recently published a
collaborative paper on the dual-use issue as plagrgect funding requirements, also
claimed that the dual-use issue haltlbeen dealt with’back in 2006, and then terminated an
interview which had initially been agreed to. Anatiscientist, who is prominent in a private
polynucleotide synthesis company, stated that Hseiei was Very important’ but was

unwilling to be interviewed.

Other interview subjects included: a research sistewho worked for a consultancy firm
contracted by the DHS involved in dual-use assessmwo high-level policy shapers from
the HHS and the NIH, an early advocate of polymitde synthesis biosecurity governance,
a technologist who had been engaged with the GiE€klynthetic biology from an early stage,
individuals involved in report writing process asiitutions such as the Royal Society and
Royal Academy of Engineering, as well as individuglvolved in international diplomacy

related to biological and chemical weapons andipuiigalth.

Each of these individuals felt much more confiderdiscussing the dual-use implications of
fields such as synthetic biology than ‘scientistsbwever, a key theme in responses from
those involved with policy was that there were slvns in knowledge, particularly between

scientific and security expertise that existed leetuvfront-line scientists and policy makers.
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These silos also seemed to exist between instiisiiiovolved in the policy making procets.
As a consequence, scientists and policy makers aftdy felt comfortable discussing or
expressing opinions on specific aspects of thedaodual-use issue. This often meant that
discussions focused on specific misuse scenariggally sub-state rather than state level

terrorism) or a specific type of policy (such asieation).

Another issue faced during the search for intervawjects was the issue of secrecy. In
relation to state secrecy, one leading academitstio biologist | interviewed went as far as
stating that I' don’t think you will get an idea what’'s going on.anything in the US is
classified, yeah, and | doubt you'll get any idetall.” Such sentiments seem to be
something of an exaggeration given the number bfipgollaborative biosecurity initiatives
occurring within the US in particular. Commerciagécsecy also occasionally caused
problems; on one occasion a non-disclosure agreewssirequested in order for me to visit
a lab, which created a hindrance to all involveddéd to this, in the private sector, where
there are defined channels for public engagemerigntssts appeared cautious about
discussing policy issues without permission. Onenpnent scientist associated with the
Craig.J. Venter institute, while happy to discussgs ‘off the record’, was unwilling to be
recorded as part of the interview process, statingesponse to the request thdte ‘liked
having his jols. Generally speaking however, the process of gimgain interviews and
discussions with key experts, emphasised for mecdhiaborative nature of the relationship
between arms control and non-proliferation acadendaod policy makers in dual-use
biosecurity. An idea which is certainly reflectedthe number of collaborative projects and
publications involving both academics and policykera. There was also familiarity
between scientists and those scholars that stugy tiresent within the field of synthetic

biology. Such familiarity, was based part on tegearch occurring both scientists and social

41 This issue was first raised by the ICRC aly ear 2004.
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scientists within the major synthetic biology resdanetworks and institutions. This
familiarity was reflected not only in my intervievesid discussions, but also in many of the
meetings | attended which included input from sos® as well as social scientists and

policy makers.

It is also worth highlighting that many of the sttists | interviewed or had discussions with
had often already discussed dual-use issues iodtiext of academic ELSI initiatives or as
part of research conducted by other scholars lgp&indual-use issues. This suggests that
research in other fields on dual-uses issues, wigsie not been subject to such media and
social scientists attention, may present a moratdayitask than synthetic biology for future

research on dual-use issues.

2.8 Conclusions

Within this chapter an account has been providetiefnalytical framework which has been
developed to address and refine my research questib has been argued that certain
aspects of this framework may be of use to otheolacs examining security politics,

particularity in relation to issues involving coragity, contestation and uncertainly.

Added to this, there was also an account of kelleatges faced in identifying, collecting and
analysing evidence within case study researchisnigbue area. These discussions were not
designed to be an in-depth step by step accoumtwithe research was carried out. This is
primarily because this research does not refleettt@mpt to trial an untested or controversial
methodological approach to case study researcht 3o say, case study research involving
document analysis and interviews are already westdbed in practical guides written for

security theorists as well as social scientistseng@nerally. It is hoped however, that this
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section communicated to others some of the pradiEdlenges which are specific to this

area of academic research.

This been said, potential shortcomings and biasdsempproach adopted were still
discussed at length within this chapter in the tigyment of my analytical framework. In
particular this discussion emphasised the needltdate and de-limit analytical findings
with reference to available evidence. In the canbéxhis thesis, this evidence took the form
of recorded anonymous interviews (which remainilenwith the Author) as well as publicly

available policy documents.

Now that these issues have been addressed, waunototanalysis of the case studies in the

remaining chapters.
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Chapter Four: An Introduction to Synthetic Biology as a field of Dual-Use Concern
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4.1 Introduction

This chapter serves several purposes which ardwboigfly outlining, before introducing the
chapter structure. At its most basic level thispteais intended to introduce the reader to the
dual-use concerns that stakeholders have exprasseelation to the field of synthetic
biology. Naturally, this requires some form of oduction to the science, practice,
institutions and technologies of which the fieldsghthetic biology comprises - as well as the
dual-use scenarios that have been associated syt of the field. The second aim of this
chapter is to demonstrate that the constructioduaf-use issues does not just involve the
embedding of objective ‘scientific facts’ about thectices, methods and artefacts of a field
within a constructed misuse scenario. Outside & Miboratory, scientists and other
stakeholders actively seek to make sense of thegemgefield and this is the point at which
scientific knowledge, products and institutions aosceptualised in a social context. It is
these ‘framings’ of the science that are utilisathin dual-use constructs. It is argued that
these framings are based on thgisteme(i.e. agendas and knowledge claims) of the
stakeholders as well as the social norms whickciire the framings of new and emerging
techno-sciences within NEST assessment regimescdineept of ‘hype’ is introduced as an
example of this last point, which is particularlglavant when one considers that the
discussions of techno-sciences are largely predieenpnd take place in the context of the
unknown and unknowable futures of emerging fieldgere is also discussion of the political
and institutional context in which these framinge @roduced, although naturally these
themes are further developed in the analytical iapA final aim of the chapter is to begin
the process of answering the questions set outdantlteory and methods chapter. These
guestions relate to the actors, discourses andtsting conditions that are important in the

examination of the process of securitization ohte:sciences.
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The structure of this chapter is now outlined.éot®n 4.2 it is argued that emerging techno-
scientific fields are understood to defy existingtagorisations within predominant
governance frameworks, meaning that disagreeméotd éhe scope, definition and political
significance of the field have emerged. Sectionidi®duces the underlying ways in which
the field of synthetic biology has been concepsealiin policy discourse, with an emphasis
on introducing the reader to the broad scope, feahaspects, practice and institutions of
synthetic biology. Section 4.4 and 4.5 outline thaitical significance of the various
framings of the field as well as how norms, in thay in which institutions in NEST
assessment regimes make predictions about theefpttential and future governability of
technologies, are highly relevant to the understendf how dual-use issues are constructed.
Finally, in the remainder of the chapter the emecgeand scope of dual-use concerns related

to the field of synthetic biology are introduced.

4.2 The Challenge of Making Techno-Sciences ‘Goveable’

The increased involvement of a wide-range of stakksns in the governance of science and
technology since the end of the Second World Warcheated a certain fluidity in the way in
which new and emerging technologies are incorpdraui® existing governance frameworks.
In ‘Designs on NatuteSheila Jasanoff refers to regulatory institutioaagagement with
biotechnologies as ‘boundary work’. Such institoiattempt to place human activity and its
consequences, which are temporarily exposed byeviof appearing novel, into finite and
pragmatic conceptual categories (Jasanoff 20023P&87). Examples of these categories
include: ‘safe’, ‘risky’, ‘immoral’, ‘patentable’ r@d ‘national security threat’. In modern
democracies this labelling often happens in thaedrof disagreements amongst interested
parties such as civil society organisations, inguahd branches of government, despite high

levels of pre-existing institutionalisatig@temerding, Vriend, and Walhout 2009).

111



In a recent report produced by researchers at timeldn School of Economics, it is argued
that the root cause of the governance challengthsio biology poses, emerges from the
combination of ‘scientific uncertainty’ and institonal ‘cross-borderness ’(Zhang, Marris,
and Rose 2011). However, it is not the intrinsioparties of the field that lead to such
problems but rather the interaction of construciarh the field with existing governance

discourses.

The problem of ‘scientific uncertainty’ can be urgteod to relate to the difficulty that actors
face who wish to make defensible claims about redsociated with new technologies in the
absence of a legitimate risk assessment processexflain this point further, it is not the
absence of ‘scientific-certaintyer sethat allows for disagreement, but rather an aleseiic

an agreed authoritative account of the risks aasettiwith new and emerging technologies.
Currently there is also no available funding foractive projects dedicated to risk assessment
of the field of synthetic biology, suggesting thhése debates are likely to continue in the

foreseeable future (Synthetic Biology Project 208)0,

The idea of ‘cross-borderness’ relates to the wayhich the field straddles institutional and
disciplinary divides, which create difficulties fahose wishing to utilise or incrementally

develop upon existing governance frameworks.

Such uncertainty has led to the emergence of almmihtive assessment regime associated
with the field of synthetic biology. This multi $&holder approach to the governance of
synthetic biology has certainly generated a volumsacademic and policy literature on the
nature, potentials, ethics and risks of the figtlich serve various political purposes in the
biosafety, national security, NEST and public Headlbmains identified in chapter two. This
literature is utilized here to provide an overviefithe various ways in which the field can be

understood and defined. This includes referenceondt to more technical aspects of the
112



research, but also the institutional context inchhthe research takes place. This precedes a
discussion of the political significance of variofremings of the field within NEST

governance more generally as well dual-use spegafiernance.
4.3 Introducing the Cutting-Edge Field of SyntheticBiology

The term ‘synthetic biology’ has a long history kit the biological sciences. In the work of
Keller (2003), the history of the term is traced back e work of the French biologist

Stéphane Leduc at the beginning of th& 28ntury. The term was originally associated with
the construction of artificial organisms which l@okand behaved like natural organisms.
Today however the term is used in a much broadeet€ampos 2009).The term is used to
refer to a wide range of research, involving défar research goals, technologies and
techniques. The term is also used by a much walege of stakeholders, including industry,

civil society actors and funding bodies.

An important way of defining the field has beenotigh comparison with more established
fields of science technologies. These comparisoasvade in relation to the nature of the
products, the nature of the technologies and stietéchniques and approaches used as well
as the institutional settings in which the resededtes place. Comparisons with the field of
molecular genetics and associated synthesis arérsng technologies have been central to
some understandings of the field, most recently afestnated in the report on synthetic
biology from the US Presidential Commission for theidy of Bioethical Issues (PCBI
2010).Within this is conception, synthetic biology is @dal in the context of a heritage of
genetic focused technologies (i.e. genetic engingewhich emerged in the early 1970s and

continued to develop as the speed of DNA sequenoargased during the 1980s and 1990s.
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However, it has also been argued that synthetiodpois not simply ‘the next step’ in gene
focused biotechnologies. This is because of thegnmation of powerful computational and
nanotechnology into the field as well as a broagérof conceptual tools. This has led to the
claims that the field of synthetic biology operatesa different paradigm to that of earlier
genetic based technologies. This is in the sensheohims, approaches and applications of

the field (Vriend 2006, 25).

Other researchers have understood synthetic bidtm@wolve the application of engineering
principles to biology. This understanding is epiteed by work associated with the BIO-
bricks project and the scientist Drew Endy. Endy &egued that three ideas drawn from the
field of engineering were essential if the field ©thetic biology was to reach its full
potential (Endy 2005; Endy 2008). The first of #hédeas is standardisation, which involves
the development of a shared set of standards @bitilogical parts developed so that they
can be utilised by other in the field. This essaltiinvolved researchers providing detailed
accounts, in a format recognisable by the resh@ttbmmunity, about function, composition
and environmental tolerances of given parts as these published. The second of these
ideas was abstraction. This involves the developmeooncepts and shared practices which
allowed researchers to utilise and develop biolldtools’ as well as ‘parts’ without needing
to fully understand the overall biological systetmsy were building or operating within. The
final idea is decoupling which essentially involvid@ development of conceptual tools and
practices that allowed complex biological-basedireegying projects to be broken down into
smaller problems which could be worked on indepatigeand by those with the appropriate
expertise (Endy 2005). Keller (2009, 35), an experthe philosophy of biology, states in
regard to Drew Endyl ‘don’t think | could have invented a purer exempénd advocate, of

the engineering ideal [in the field of bioscience]’
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While the influx of engineers into the biosciencesertainly a novel development, this does
not suggest that the synthetic biology can be wgtded purely as collective engineering
project. What is clear from the work of those wiavén focused upon is that the field is also
influenced by epistemologies in the life sciencdss for example includes the construction
of artificial models to better ‘understand’ lif@ther than ‘create’ or ‘mimic’ life processes in

the generation of new commercial applications (Ql&iaet al. 2008; Keller 2009).

Such discussions of the comparability as well aspthilosophical heritage of the field aside,
some scholars have been inclined to take a mogmaiac approach to defining the field of
synthetic biology and rather than focusing on undyaspects, or unique qualities of the
field, instead have identified various sub-fieldieh are operating under the label of
synthetic biology. In the following section, thisub-fields’ approach is introduced which
also provides an opportunity to elaborate somédsiignore ‘technical’ aspects of the field to

the reader. This is followed by an introductiorthie institutions of the field.

4.4 The Sub-Fields of Synthetic Biology

There are various conceivable ways to distingthehtype of research currently occurring in
the field of synthetic biology. They may includesttype of technologies or knowledge that
are foundational to a given branch or the natuth@fprimary intended products (such as
new scientific knowledge or biotechnologies). Aretapproach may be the nature of the
research the field involved- for example doesvbime live cell cultures, does it involve bio-
chemical experiments, does it occur on a compatefpes it involve macro-level
manipulation of complex organisms? Another appgnaaould be to distinguish research
branches based on the discreet teams of reseasiegensstitutions who are operating within
the field, who often at once seek to distinguigkirtbwn research and place it in the context

of other work occurring within the field.
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For the purposes of this chapter, the approachntalgel am et al. (2011) is most useful in
outlining the more technical aspects of syntheidolgy to the reader. Within the Lam et al.
approach the field is broken down into sub-fielastidguished by research approaches and
purposes. This way of describing the field of setith biology also draws attention to the
idea that work which has been referred to as ‘®tithoiology’ involves lines of research,
technologies and institutions that pre-date thergemee of conceptions of the synthetic

biology community.

4.4.1 DNA Circuits

The ‘DNA’ circuit approach within synthetic biologynvolves the development of
standardised biological parts with predefined fiomd, as part of a broader project to
generate numerous ‘parts’ that can be used togethmological-engineering projects. A key
problem in this approach is overcoming biologicainplexity. The 'bottom-up' approach of
Endy (2005, 450) tackles this complexity by bregkoiown tasks into a set of smaller
discreet problems at different levels of biologicaimplexity, the results of which can be
combined to provide a foundational platform for thevelopment of new applications.
However the realisation of Endy’s engineering-stglgpirations for the field has been
hampered by a series of conceptual and practisakss associated with coordinating and

synthesising the various types of knowledge an@eige that are required.

To date, the field has produced technologies wlhialke been compared to electronic
components. These consist of biological, chemical physical inputs into the biological
circuits which result in predetermined outpdikis output usually involves the transcription
of proteins, leading to the expression of a bialagfunction being turned ‘off’ or ‘on’. The
most recent successes of this approach have came the MIT 1Gem (Internationally

genetically engineered machine project)(Goodman 8R00This project involves
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undergraduate university teams developing noveamsgns as part of annual competitions.
Project success stories have included genetic lsggtthat can be turned off and on by light,
cell cultures that can be used to perform basicprdation and addition, bio-sensors of toxic
chemicals as well as biological cultures that readight in a similar way to photographic

film. Although such experiments generated one-afi kreations, they demonstrate the
possibility of future wider applications of the bewlogy. The bio-banks registry developed
in this field also contains thousands of biologipalts, however there is not complete or
accurate information in the database for many eée¢hparts, due partly to the WIKI style
system of data entry which allows a large numbeegistered individuals to add parts to the
system, which are in the main un-reviewed by otffeBespite these shortcomings, this sub-
field demonstrates innovative thinking not only its products and controversial

conceptualisations of biological systems (from pleespective of traditional biologists), but

also in way in which the practice of collectiveestific research is conceived.
4.4.2 Synthetic Metabolic Pathways and Cellular Chssis

This approach involves artificial interference witie metabolic and genomic properties of
cells. As in genetic modification, synthetic metidbpathway research involves the ‘splicing

in” of novel DNA sequences, as well as those frdimep species into a cell genome. The
contrast with genetic modification however is tl@vances in gene mapping and gene
synthesis has the potential to allow for much largetabolic pathways to be moved between
cells, or designed (Lam, Godinho, and Martins 2@), The most striking and popularised

example of this approach has been the re-bootingekts. In these experiments an inserted
genome causes the ‘host’ cell of a different sette express the genes of the inserted

genome. In a recent experiment, the approach ldatola cell of the speciddycoplasma

42 Registry is maintained online at http://partssegiorg/Main_Page
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curriculum being ‘changed’ into a cell of the specimycoplasma mycoidéollowing the
insertion of the genome of the latter into the fermMost recently the same feat was
achieved, only this time an entirely synthesisedogee was used (which was based on a
natural template). This sub-field has received hg far the most funding and has received
public notoriety through its association with thé& @ntrepreneur Craig Venter. Currently
much of the ground-breaking research in this selotfis occurring at the J. Craig Venter
institute which has laboratories on both the Eadt\West coast of the USA, in Rockville and

San Diego respectivefy.

It is hoped that the knowledge and technologie®iggad by this approach can be utilized in
the design of new metabolic pathways. These pathway then be integrated into living
organisms allowing for novel cell functions. It adso hoped that simple, reliable cellular
‘chassis cells’ may be produced, which could béset as reliable and efficient ‘hosts’ for
metabolic processes in industrial production. SaHa applications of these techniques have
been described as countless, specific research |meposed include bio-fuels and the

production of antibiotics.
4.4.3 Proto-Cell Creation

From the perspective of a scientific researchermaximg the genomes and chemical
reactions that take place within living cell, thenplicated nature of living organisms can
frustrate attempts to isolate, investigate and madate specific biological processes. In
response, scientists have sought to engineerwbitdh exhibit only the most basic processes
required to survive. This type of research has il@ssediate applications than the fields just
described, but certainly offers the prospect ofeased understanding of life processes, as

well as the prospect of producing simple organisvhech might even have the ability to

a3 For further background on the history of Vented #his institute see: (Solomon 2011, 31-149)
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reproduce. This type of research is taking placa mumber of university contexts. With the
research that is probably best known taking plddheaSzotazak Lab based at the Harvard
Medical School (Lam, Godinho, and Martins 2009, 3y~ This lab focuses on the study of
chemical and biological evolution. The potentiatlustrial applications of this type of
research are understood to be less immediate tmafirst two sub-fields, as the focus of

much research is the development of more basiatifiteknowledge?*
4.4.4 Unnatural Components

Within this field the aim is to creatde novoartificial 'parts’ in living organisms by
attempting to manipulate or supplement the natoicbgical systems that produce natural
‘parts’ naturally within cells. The term ‘parts’ iessence refers to proteins, which are
function-specific compounds comprising of foldidg tstrings of amino-acids (the substances
coded for in DNA). A well-known example of a pratas haemoglobin which chemically
binds oxygen and carbon-dioxide in red-blood ceAstificial proteins could be utilized
within broader biochemical processes, in an indalstontext, in the production of novel
materials or provide more efficient ways to prodooeplex compounds such as those found
in many pharmaceuticals. The potential utility @val proteins has been demonstrated in
theoretical computational as well as experimems¢arch (Lam, Godinho, and Martins 2011,

35-36)

There are essentially two lines of research oaegrwithin this sub-field which focus on

different levels of the central microbiology dogwiacell function (.i.e. the causal chain of
events that lie between the transcription of DNAthe cell nucleus and the production of
proteins by the cell). In the first line of resdarecientists are attempting to develop atrtificial

gene-systems. This could foreseeably lead to tbdyation of a broad range of new amino-

a4 Laboratory website available here: http://malivigh.harvard.edu/szostakweb/people.html
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acids and these in turn could lead to a vastly eded range of proteins. An example project
of this ilk is the ORTHOSOME project based in Belgium at the Catholic Universif
Leuven(Lam, Godinho, and Martins 2011, 36). Theosdcline of research essentially
focuses on the generation of novel proteins, améigees these by manipulating the amino-
acids found within the proteins, rather than theADMhich codes for the amino-acids. An
example of this type of research is that of the Wéoo Lab, in the School Of Chemistry,
Bristol. This group examines the way in which amawid sequences effect the way in which
proteins fold, which has involved manipulating atesigning proteins which they claim may

have applications in the broader field of synthbtaogy.*®
4.4.5 Synthetic Microbial Consortia

In the study of multi-cellular organisms, such asnhns or mammals, bio-chemical cell-to-
cell communication is understood to be essentighéregulation of bio-chemical processes.
Within bacterial cell colonies made up of a singleecies, scientists also investigate
mechanisms of ‘communication’ between cells. Foaregle, the communication systems
which regulate colony size in some bacterial sgecihis regulation usually occurs as a
result of cells experiencing environmental changeich leads to some form of biochemical
communication with the rest of the group to encgara given behaviour by each cell within

the collective ( i.e. slow metabolism, speed upainelism, reproduce, die).

Another group of researchers are investigatingnieans to make collectives of engineered
cells, each perhaps serving different function€domunicate with each other. This may
enable the ability for collectives of specialisedlis to perform co-ordinated collective

activities that could not be performed by singldscesuch as the degradation of stubborn

% Further Information on this project available at:

ftp://ftp.cordis.europa.eu/pub/nest/docs/pathfingenjects_2003-2006. pdf
Project website: http://www.chm.bris.ac.uk/orgbhson/index.html
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environmental pollutants (Lam, Godinho, and Mar@&@d.1, 37). An example from this sub-
field of research is a project of Dr. Jingjing Sainthe Weisse Lab at MIT.This research
involves manipulating the metabolic systems foundhiw yeast that lead to cells
commutating the messages that encourage cellsvtitbicolony to ‘commit suicide’ (which
in nature is used when the colony needs to redgcaumbers because of environmental

pressures).
4.5 The Funding and Practice of Synthetic Biology &earch

While a generally agreed unifying definition of theld of synthetic biology have not been
forthcoming, funding and institutional support bétdiverse sub-fields of research have been
provided under the label of synthetic biology siatdeast 2005. This financial incentive has
motivated new forms of collaboration between distrdisciplines under this banner. The
result is a patch-work of collaboration betweeneagsh teams and institutions with
overlapping, but often distinct interests and agmns (Molyneux-Hodgson and Meyer
2009). There are discreet funding environmentgHerfield in the US and the UK which are

now outlined.

Within the US the main sources of investment haagnithe Department of Energy (DOE) as
well as the National Institutes of Health (NIH)etNational Science Foundation (NSF) and
the Department of Agriculture (DoA), totalling aral $430 million between 2005-2010
(Zhang, Marris, and Rose 2011, 11).The Defence Aded Research Agency (DARPA) also
announced an investment of $30 million in 284 This has also been supplemented with
private investment mainly in applied proje¢8ynthetic Biology Project 2010), for example

Synthetic Genomics Inc. have reportedly investgar@amately £30 million since 2005 and

47 Project website: http://groups.csail.mit.edulsgrpeople/jingjing-sun/

Grant details available at http://www.grants.geafch/search.do?mode=VIEW&oppld=119953
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have collaborated with Exxon Mobil, who have repdly invested approximately $600
million (Howell 2009). Another major contributor the field has been Amyris who have
reportedly raised around $224 million. Most privaterestment has focused on the

development of biofuel$itzpatrick Dimond 2010).

Collectively, US based synthetic biology is undeost to involve over 180 institutions
(Synthetic Biology Project 2010, 3).These instdns include universities, private research
intuitions as well as National Laboratories. Witkine US there is also over 24 gene synthesis
companies, and the US has been described asingtidte industrialisation of the field

(Synthetic Biology Project 2010, 4).

In contrast, within the UK, state investment irfte field lags behind the US with estimations
ranging between £20 million and £53 million betw@&@5 and 2010. There has also been a
recent collaborative investment of £2.4 millionrfrdSTL, BBSRC, EPSRC and the MRC.
In both the UK and the US up to 5% of public budgetere allocated for engagement with
social and ethical issues in the field. Such aotsialso seemed to contribute to the
emergence of critical attention from CSOs in the. U8is has also been reflected in the
involvement of a number of social and politicalesttists as well as the production of a range

grey literaturéZhang, Marris, and Rose 2011, 12).

A major aspect of the organisation in the UK of tieéd of synthetic biology has been seven
UK networks which were funded over a three-yeaiopebetween 2008 and 2011 by the
BBSRC, EPSRC, ESRC, and AHRT These have involved a number of national and
international conferences. In the US, Drew Endyth&f Bio-Bricks Foundation initiated a

series of international conferences. The firstpedcand fifth of these conferences took place

49 Funding call available at :http://www.bbsrc.adfukding/opportunities/2007/synthetic-biology.aspx
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in the US (2004 and 2006, 2011), the third toolcglan Europe (2007), the fourth in China

(2008) and the sixth conference took place in tKeir2013.

The field of synthetic biology is also being ingtibnalised further with the emergence of
post-graduate courses that focus in the field.hin WK, for example, LSE as well as the
University of Edinburgh offer aMasters by Research in Systems and Synthetic Biolog
Added to this, SyntheticBiology.org associated vitle open wetware Bio-Bricks Project,

identified over ten US institutions that supportedduate study in the fiefd.

The growth of the amateur community

Since 2003 there has been discussion of an emeagiageur community. This community
consists primarily of a handful of small organisas (National Science Advisory Board for
Biosecurity 2011, 6). One of these organisationsDIi¥bio, an organisation which is

‘dedicated to making biology an accessible pursuitcftizen scientists, amateur biologists

'>1 3 second is the glibly name&locuriouswho state thatWe

and biological engineers
believe that innovations in biology should be asit#s, affordable, and open to everyorfe’

a third example is Genspace who define themselséa aon-profit organization dedicated
to promoting citizen science and access to bioteldlyy.®® Another group which has
emerged within the UK is Manchester DIYbio whichshdeveloped in collaboration with

Manchester Metropolitan University - which is desg to encourage wider participation in

biological research’

=0 Data available fro: http://syntheticbiology.orgé@uate.html

o1 Website:http://diybio.org/
22 Website: http://biocurious.org/
3 Website:http://genspace.org/
4 Website: http://madlab.org.uk/content/diy-biolegnanchester-gains-funding-for-innovative-new-
%E2%80%9Ccitizen-science%E2%80%9D-partnership/
123



The actual capabilities of these groups remain eoaige to high school laboratories
(Ledford 2010). However, pioneers such as Carlsawe henvisaged a future in which
amateur communities play a role in replicating @anerating technologies as well as
producing products such as pharmaceuticals (Aldiddwcomb, and Carlson 2008). The
relationship between the amateur community and laggny institutions, as well as the
relationship between the amateur community andfidld of synthetic biology remains

contested in both a UK and US context and the fgigimice is examined in later chapters.
4.6 The Politics of ‘Making Sense’ of Synthetic biogy

The way in which actors and publics make sensenwdrging techno-scientific fields is a
complex process. The various framings of synthatitogy available to actors, generated by
think-tanks, horizon scanning exercises, publicuisions and indeed science fiction, can be
used to serve political purposes such as mobiliging coordinating action as well as
legitimising activities. The most notable exampte synthetic biology is the emotive
depiction of the field of synthetic biology by divsociety groups such agsénetic
Modification on Steroids a metaphor designed to elicit a revival of lostgnding debates
about risk comparable to that seen in relation eénegic modification technologi€3.in a
situation where several actors are in a positioartoulate a conception of the field’s future
and significance, it is unsurprising that differennhceptions of the field are prevalent. Added
to this, the ‘cross-border’ and interdisciplinargture of synthetic biology also make this
field particularly malleable within public discogrsn contrast to ‘established’ fields, which
are understood to have more clear-cut, institutiand technological heritages. This leads to

the observation that despite the ‘revolutionar@nfing of synthetic biology, promissory

* A phrase predominantly associated with the ET™M society Group, website:

http://www.etcgroup.org/fr/node/602
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discussions are actually dependent on the ideatific of a wide range of analogous-

established and familiar technologies and scierfigids.

Such analogies have certainly been forth-comingpérticular computing and electronics);
however the explanatory and predictive strengtBuzh analogies is always limited. One of
the earliest comparisons to electronics was madgéarison (2003; 2011) which focused on
polynucleotide synthesis technologies as a prinengbler to the field. In his work he
predicted that the cost of polynucleotide produciier base could reduce exponentially, as
had happened in the semi-conductor industry. Sedaation in cost, was also linked to
increased speeds of production. This exponentahgh was understood to be a the result of
a feedback cycle involving the decreasing cost ofymucleotide sequences and the

increasing availability and distribution of ever mgowerful gene focused technologies.

The focus on polynucleotide synthesis as a keyirdyiforce in the development of the field
risks over-emphasising the role of this enablinght®logy and ignoring other limiting
factors such as computational capacities, financedources and availability of the
appropriate expertise and new technigues. Simifguraents are made in relation to
computing technology analogies. These predictionsekample seem to disagree about the
role of amateurs in the emergence of the field. dades of higher contributions point to the
amateur computer programmers of the 14&atmidt 2008). Conversely, others have tended
to point to the role of large well-funded projeats institutionalised expertise have played in

the development of biotechnologies (Aldrich, New&grgind Carlson 2008)

The take home lesson from such observations isnthd¢ actors may make claims about the
development of the field and emergence of appbaati such claims are based on a wide
range of assumptions. There also seem to be miotrgafor those advocating fields to

construct the field through comparisons with othelds despite the obvious limitations of
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these approaches. This applies to both making slabout the potential for the field and
contesting the governability and risks associateith vthe field®® In essence, as a
consequence of the anticipatory nature of debatdsrwNEST-assessment regimes, the
absence of agreed definitions of the field are laothuse and result of political disagreement
about risks and potentials of the field. As Kaiseal. have already highlighted, these debates
make unknowable futures the subject of debateseiielt actors’ conceptions of the ideal

role of science and technology in society (Kaidémasen, and Kurath 2010a).

4.7 The Politics of Science Hype: Implications forDual-Use Scenario

Construction

It has just been argued that the risks and potentifi synthetic biology are essentially
contested within the policy community, and thas tisireflected in the way in which the field
is conceptualised and communicated by various Btd#ters. This highlights the way in
which claims about science are not the same astgmelaims and are likely to be contested
as freely as any other aspect of a potential dsalseenario. This raises interesting questions
about how science is understood and communicateglation to the governance of the dual-
use issue and what effects this has on the sesairitn potential of the field. The concept of
‘hype’ is now introduced as a means to show the wayhich a general trend within NEST
governance is highly applicable to understanding bspects of science and technology of

concern are identified in the dual-use pre-assesisragime.

An interesting question is the policy impact of theriod of hype that follows the initial
identification of a trigger technology in the early phases of mecbcience emergence

(Mampuys and Brom 2010). This period of hype temdmvolve very optimistic predictions

% This argument has already been made well inioel& nano-technology in Kaiser, Maasen, and

Kurath (2010b)
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about the speed of new application emerging, ad a®lthe societal impact of these
applications. If the trigger within the field of styetic biology is understood to be gene-
synthesis then this hype cycle began as early &2,2@ith the identification of gene

synthesis technologies as having a revolutionapachby individuals such as Carlson. This
‘hype’ reached its peak in the period between 2080, at which point Mampuys and Brom
(2010) have identified evidence of scientific detscwhich down-play the potential of the

field, signifying the downturn in expectations bétfield.

Coincidently it the time period in which academexsd commentators were likely to be
‘over-valuing’ the revolutionary potential of syetiic biology and the speed at which
applications would emerge, coincided with the eleddevels of bioterror concern in 2002,
following the US Anthrax attacks. The broaderdielf synthetic biology, already on many
security institutions’ radars due to concerns alpmlgnucleotide synthesis, may momentarily
have provided a fertile field for the generationdual-use issues in the minds of many of
those conscious of the threat posed by bioterrongmgel (2008a) has already identified the
role of ‘group-see dynamitswithin intelligence communities who examine biotgism
threats can lead to the ‘overvaluation’ of the lilkess and seriousness of potential threats,
and uncritical acceptance of threat scenarios withat community. Such claims are also
made by Koblentz (2010, 98) who argues that in ssithations éxtreme worst-case
assumptions is the reill These claims are not made here in an evaluagmse, or meant to
characterise these constructions as irrationabsrungrounded in fact. This idea is instead
raised to make the point that hype combined witimareased bioterror imagination seem to
have allowed for the generation of dual-use isse&ded to the field of synthetic biology

among security policy communities in a way that wagrecedented historically.
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Such hype can potentially serve as a valuable ricata°commodity as actors in the various
domains of dual-use governance seek to mobilize @atdinate in pursuit of policy

objective (such as pre-emptive science and techgotegulation), or else in raising a
specific issue on agendas (such as the absen@wahcing science and technology review

processes at the BTWC at international level).

It currently remains unclear within the existintetature as to whether the same levels of
technology hype have been experienced within theadt& US, as well as the way in which
this has affected dual-use governance. Howeves by be an important factor in

explaining the emergence of more fantastical dsalacenarios in the governance discourse.

To sum up, the dual-use concerns involve assungpabout the current understandings and
future visions of science and technology, as weltlaims about the contexts and scenarios in

which the field could be misuses.

4.8 Overview of Dual-use Synthetic Biology Concerns

Since at least 2004 (Tucker and Zilinskas 20dD&l-use discussions related to synthetic
biology have referred to bioterrorist threats agged with synthetic genomics, military
(including biodefensive) interest in the field aslhas the potential diffusion of knowledge
and technologies related to this field . The kegyoapts and arguments that have been central

to discussion of dual-use aspects of synthetiogpbver recent years are now introduced.

4.8.1 Synthetic Biology and Bioterrorism

Polynucleotide synthesis was the earliest and mashinent aspect of the field of synthetic
biology to be problematised as a source as ‘dugl-csncern(Kelle 2009a). The earliest

document identified within the literature was proédd in 2003 by a small network of
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concerned scientists (known as the Sunshine P)ojEa¢ document referred to the prospect
of the synthesis of classic warfare agents, as a®lhovel agents, with a focus on the
consequence of state investment in bio-defensigeareh for non-proliferation and inter-

state arms control (Sunshine Project 2003).

This was followed in 2004 by the publication of anrproliferation proposaby George
Church (Church 2004), a leading scientists in gsequencing, at the Harvard Medical
School. This document considered the optafrsetting up a clearing house with oversight
assigned to one or more of Homeland Security or EB¢" The document made two
suggestions. First, it suggested that oligonuadeotoligo) sequencé orders should be
screened for similarity to select-agent pathogdie paper also suggested that all use of
reagents and oligosduld be automatically tracked and accountableigadone for nuclear
regulations) ".Church also discussed the potential for dienovosynthesis of select-agents

by terrorists utilising current science and techggl

Since the Church proposal, attention has beemdwéhe idea of licensing or monitoring of
polynucleotide synthesisers as a means to redwddepation potential (Nouri and Chyba
2009). However, this approach is usually discusee@rms of the expense and hindrance
such measures could cause (Garfinkel et al. 200¥gre have also been proposals which
have focused on engineering monitoring or safetgianto new DNA synthesisers.(Nouri

and Chyba 2009).

In recent years, the most dual-use polynucleotigeghesis discussion has focused on the
development of synthesis industry screening prastidhese have been designed to prevent

terrorists from being able to buy dangerous seqgeefom providers. Currently there are

57 Oligos are short chains of single stranded DNAeawdes ( or RNA) which are short ( less than 200bp

and have a range of applications within research.
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understood to be three competing voluntary starsjardo of which come from industry
associations and the other from the US governnfebncern on the horizon within this
literature is the development of polynucleotidetbgsis technologies in states outside of the
Australia Group as well as the ability of sciemtifievelopments to undermine polynucleotide
sequence focused screening (Schmidt and Giersch).2This for example includes the
prospect that faster, cheaper and more user-fyiesyhthesis technologies will potentially
mean that many companies will choose to have dwuse synthesis capacity, rather than

being reliant on synthesis providers.

4.8.2 Synthetic Biology and Bio-Warfare

The recent interest of military research institnsicsuch as DARPA and DSTL also seem
likely to raise concerns within the arms controt amtional security communities about
increasing perceived military utility of the fieldayhich may undermine the norm against
biological and indeed chemical weapons. Converdehgs been argued by members of these
communities as well as the scientific communityattipursuing research in this field is
essential to developing bio-defensive and bio-ggclgystems against potential threats
(Maurer, Lucas, and Terrell 2006, 7). However theesponsive in themselves, particularly
research which would involve working with classianfare agents, would potentially
generate concerns about biodefensive researchirggase line into offensive research (as
discussed in chapter two). This then suggestsdhd for oversight mechanisms beyond that

of the synthetic biology community (See for exampleir and Selgelid 2009) .

Kelle (2009a) has argued that current debates éacwas the threat of bioterrorism and
community self-governance neglect the threat akdevel biological weapons. Within his
work the issue is understood to be a problem thailves the threat posed by the possible

acquisition of dangerous technologies and knowldggerrorists, as well as the threat posed
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by offensive weapon programmes. This is reflectetis call for a holistic approach to the
governance of the field which includes sub-natipnational and international approaches to
the governance of biosecurity of the field. Thiske beyond existing policy and proposals
directed at the threat of terrorism; considering fature long-term international security
implications of the field, including those relatiedstate funded bio-defence research. He also
argues that the dual-use issue involves a broagercaof the field of synthetic biology than
synthetic genomic&elle 2009b). Within this conception, the scieistifommunity, national
governments or gene synthesis industry are not postion to develop and implement

responses to the dual-use issue alone.

Within the analytical chapters, the extent to whibls challenge has been understood and

taken up at national level is assessed.

4.8.3 Synthetic Biology and the Threat of Diffusion

Since at least the early 2000s (Carlson 2003)ethas been attention given to the idea that
the de-skilling agendas of both institutional bgjpas well as the amateur community have
implications for national security and internatibaams control. This has been in the sense
that the field can be understood to facilitatedsthavithout biological training to deal with
potentially dangerous organisms. This aspect oish#e has often been discussed in terms of
biosafety practices (Schmidt 2008, 2). It has &lsen argued that the de-skilling agenda has
the potential to undermine both national and irdgomal controls on biological weapons
(Tucker 2011). As Schmidt also highlights in redatio the oversight of gene-synthesises, the
development of polynucleotide synthesis facilitatesountries outside of the Australia group

could be understood to challenge the existing egguy system (Schmidt and Giersch 2011).
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Aspects of the amateur community have also beeamtiigel as a source of dual-use concern
(Markus Schmidt 2008; Wolinsky 2009; Jefferson 20I3e focus of much discussion has
been on the political motivations of groups invalver the amateur synthetic biology
community which often exhibit anti-establishmentu@cteristics (Delfanti 2011). There are
fears that sub-cultures may develop within theseigs that seek to develop weapons - as can
be observed in some computer-hacking communitiesai$ publicly known policy proposals
have related to outreach and the development gorssility within these communities,
however amendments to the patent system have asa bonsidered as a means to
encourage the amateur community to maintain bioggarompliance, as well as to monitor

developments within the field (Gorman 2011).

4.9 Conclusion: Securitization, Risk and the Fals®ichotomy of Promise and

Peril

In chapter one it became clear that while it isgidude to study the dual-use issue as an
‘ethical dilemma’ facing the scientific communitthat this is a rather myopic approach if
one wishes to fully appreciate the various waywlnch the issue has been constructed as a
governable problem by policy-making communities.abuse governance has involved a
wider set of value judgements, as well the issdi@sniiguity and complexity. Further to this

it was argued that the broad range of governantetees that have emerged in response to
the dual-use issue exist as part of a broader gawee regime directed at the issue. What
remained unclear however was the extent to whidhivises within the four domains

reflected what one would expect to see in a systeisk governance regime.

In chapter two it was argued that security poliigstill a suitable departure point in making
sense of the politics and practices of dual-useeg@mnce. The UK and US are intriguing

comparative studies as governance of dual-use sssuighin these states are still
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conceptualised along security/ non-security axisngny academics and policy-makers.
Following this, a theory of securitisation was aduced which could adequately incorporate
agency, discursive and histo-political factorsha study of dual-use governance. However it
became clear that there was a requirement to tefledhow to study the securitisation of

techno-sciences in the absence of existing litegadua this issue.

In chapter 3, the techno-scientific field of syrtibebiology was introduced as a source of
dual-use concern. Within this chapter it becamarctbat scientific practices, technologies
and knowledge, were not the focal point of anajysig rather the framing of these social
artefacts, which are essential components of dsmlHmisuse scenarios. This last point
emphasises that dual-use issues are not simplyraotisns that emerge out of the existing
national securityepistemeput instead the result of the interactions of fragsiof (usually)
civilian newly-emerging science and technology gmeé-existing national security pre-
occupations, such as mass casualty terrorism. h&utb this, it was also argued that the
emergence and ascribed significance of such sosnaray be affected by a wide range of

histo-political factors. The concept of hype wasdi emphasise this point.

The observation that dual-use problems do not ‘appsut are made, inevitably leads to
guestions about the nature of the overall politmralcess that has created dual-use problems
and the associated governance regimes in the dilslynthetic biology. This essentially
involves addressing questions related to the ‘sitbgeg ‘scope’ of governance ( i.e. which
specific aspects of synthetic biology are subjectdtial-use governance) as well as the
‘politics and ‘practicé of governance (i.e. how are policies generatetiatwnature of
policies have been implemented?). This also leadsuestions about emerging overall

approaches to the governance of dual-use issusgdelb cutting-edge aspects of synthetic
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biology in national contexts. In the following sects these questions are addressed in

relation to two national case studies.
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Chapter Five: The Politics and Practice of Dual-Us&overnance in the US
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5.1 Introduction
In this chapter there is analysis of the governahad-use aspects of synthetic biology in a
US context. The way in which analysis has beenethmp reflects the discreet policy-
generating forums and processes which have giwntd dual-use governance activities
directed at the field of synthetic biology. In thest section there is discussion of how the
concept of dual-use techno-science emerged on @8dag. This involves introducing key
institutions in the development of dual-use govecea specifically the NSABB and
SynBERC. In the sections that follow, there is dgsson of the governance of dual-use
technology and dual-research in a US context (tiseudsion of technology rather than
research first reflects the chronology of majora@legments in relation to these issue areas).
In the final section, there is an analysis of tleEommendations of the Presidential
Commission for the study of Bioethical Issues (PGQBICBI 2010), as well as the prospect of
a new style of dual-use politics directed at theht®-science of synthetic biology, with

reference to recent developments at SynBERC

5.2 Early Biosecurity Initiatives in the Emerging $§nthetic Biology Community

2003-2005

If aspects of the US government were ever goingeémt drastically to the threat posed by
biotechnology, the biggest window of opportunitytie previous decade within the political
stream was the period 2002-2005. This is for séveesons. First, as Maurer states during
this period there was a
‘... Crisis atmosphere [which] predictably led to i@rs Executive Branch
responses... Such concerns also occurred in the xtootethe recent tightening of

biosafety and vetting measures on individuals waykivith select-agentgMaurer
2011, 1395).
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As Maurer has also pointed out the establishmetheNSABB in 2004 had also generated
the expectation that the US government would takaesform of action (Maurer 2011,

1397).

This suggests that there were appropriate faafgatonditions for the US executive to
formulate and execute a primary securitisation meleted to polynucleotide synthesis if the
political will and capability had been there. Addea this, George Church, a publicly
prominent and widely respected scienfistad formulated and actively advocategolicy
proposal (Church 2004) which discussed the prospéctational security style controls
which would utilise systems analogous to drugs rrtnd nuclear counter-proliferatioh.
The proposal also gave the US security institutiengrominent role (he suggested
collaboration between the CDC, DHS, and FBIyet despite this, policy initiatives were not
forthcoming from the US government. It wouldn’t batil 2007 that the US government
would take any concrete action, when a task foras eonvened (under the auspices of the
HHS, rather than the FBI or DHS) to begin the psscef developing federal guidelines in

relation gene-synthesis technology.

George Church’s proposals were discussed at thiesfiinthetic biology conference held in
2004. These discussions reflected the emergenaeofitical synthetic biology community
which was not only discussing dual-use issues IkBpiriag to engage with governance
(Carlson 2005; Maurer, Lucas, and Terrell 2006)2005, following discussions at SB.1,
Church wrote an article iNaturewhich contributed to expectations that biosecurity acion

would be taken at S.B2(George Church 2005). With regard to synthesisreldgies, his

8 George Church was a pioneer in the emergenc®éf &quencing and synthesis technology and

remains closely involved with the field of Syntledtiology today.

This proposal came after gene synthesis techieslagere implicated in dual-use concerns in refatio
to the synthesis of viruses around 2003.

Aspect of the CIA were interested in this isatiearound this time, see (CIA 2003)
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report focused on the possibility of surveillanced amaterial controls. His suggested
approach was in stark contrast to the perspectofesome aspects of the scientific
community at the time. For example, following tH. 5 Robert Carlson stated that;
‘Not for the first time in this circle did | hear ggestions of licensing for scientists
and of strict controls on the distribution of tedhmgy and reagents. But such

measures are not likely to be effective. Worsey thél instil a false sense of
security’(Carlson 2005)

Such sentiments would ultimately motivate count@ppsals from within the academic
community and gene-synthesis industry who woulagdar as stating publicly in 2006 that
Church’s initial proposals werempractical(Bugel et al. 2006). As time went on then, the
implementation of the Church’s initial proposalsked increasingly unlikely as competing
visions of dual-use governance, with a bro&deappeal in the emerging scientific

community, began to take shape.

As early as 2003, Drew Endy had raised the ideaaitedemic scientists could place pressure
upon industry to implement screening standards (Bra011, 1426). Fresh impetus was
given to his perspective in November 2005 when lanmang article in the New Scientist
entitled your bioweapon is in the pogldhous 2005) raised the prospect to the pubkt th
terrorists might order from these service prowsddihis in itself was worrying for concerned
aspects of the community, but also heralded mogrmgiurblic pressure on the government to
act for some observers. Just 3 days later, it esrted in the New Scientist that Endy’s Lab
would:
‘...only do business with companies that operate traresg procedures for

screening gene-synthesis orders for potential bapwes. If other researchers follow
suit, rather than simply placing orders on the lsasf cost or speed of delivery, the

o1 Church’s proposals would have likely to have twéan extra set of responsibilities for the sdfient

community (probably biosafety officers or Primanyéstigator) to implement tracking and monitoring
systems within ( and probably during transportatmand from) their labs of relatively basic and
common materials and technologies. Naturally, seatal aspects ot he scientific community were
averse to such a burden.
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whole industry would be forced into adopting touglséandards(New Scientist
2005)

However,in the following year, politics conspired againsading members of the emerging
synthetic biology vanguard@ho were seeking to develop and implement self-gwauece
mechanisms. This resistance would not only stem ftwe anti-terrorism domain; if anything
it would appear that institutions such as the FRravsupportive of industry and academic
self-governance initiatives at this tirfffelnstead, it was divisions within the policy stream
well as the political landscape of the US NEST dionahich would frustrate community

attempts in 2006 to implement policy directed aldise issues.

Events in this early era are important understantiie politics of US dual-use governance,;
this is in four senses. First, George. W Bush-eoandland security politics is often
characterised as involving knee-jerk and dracoreaponses — however the Federal response
to biosecurity issues in this era were not in faat that straightforward. While the state has
taken drastic action and taken the lead on issuediodefense - there has been less
willingness to take action in relation to dual-ussues. If one were to assume that the
government had indeed wanted to take urgent adtiostealing with the threat posed by
polynucleotide synthesis, it is likely that the @ttu proposal would have been used in a
securitisation move for this purpose - perhaps ltieguin a closed policy development
process directed by the US executive. This acti@s wot taken however. In fact what
followed was that the US executive adopted a ‘&wadl see’ approach in the period between
2003-2008° as various state and non-state expert panels lgtapjith the issue. Second, the

hunt for technical science-based solutions to dsalissue - through either better screening

62 This is reflected in the involvement of the FBIthe first major self-governance proposal which

followed S.B 2.0 as part of tripwire initiativéBFwebsite http://www.fbi.gov/about-
us/investigate/terrorism/wmd/key-programs

During this time the NSABB, the primary sourcesath guidance, had been slow to get started.
Evidence of this in (Gerald L Epstein 2012, 22)
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or through engineering safeguards into technologylecontinue to be prominent within the
US discourse. Church’s early efforts to launch qplinitiative also reveal competing
conceptions of what constitutes desirable dualgmesrnance within the synthetic biology
community, as well as a the willingness of thisnocaunity to engage with such discussion
and even action. Finally, the absence of supporthis early initiative reveals the potential
for mismatch between more forward-looking initigsvstemming from the immediate agora
around the field and the more slow-moving and pragmfederal institutions. These

processes are now examined in further detail.
5.3 Dual-Use on the NEST Agenda

In the following two subsections, two institutiomfich are key to understanding the politics
which surrounds the governance of dual-use symthmtilogy are introduced. The first of
these is SynBERE a major federally funded synthetic biology reskarentre. This centre
has a well-established tradition of collaboratiogtvieen synthetic biologists and those
concerned with governance issues. The second isNthABB, which is a federally
established advisory body tasked with examining-dsa issues, including those associated

with the field of synthetic biology.
5.3.1 SynBERC: Dual-Use Techno-Science on the Commty Agenda

After the first synthetic biology conference of 280a group of engineers and life scientists
from US institutions proposed the establishmerd obllaborative project (Synthetic biology

Engineering Research Centre or SynBERC). It wanaed that this centre would enable the
coordination of research activities across thesgtitions. The goals and means, as well as

some of the technical and conceptual hurdles oh stmllaboration had already been

o4 Website: http://synberc.org/

& Held in Cambridge MA 2004.
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discussed by this time at S.BA funding application was made to the NSF, wharficed
the project from summer 2006, on the proviso theg project would include a social
implication element, particularly in light of temrem concerns related to the field. Since this
time a series of scholar have served as leadseddttiical component of this project - which
has been a turbulent institution for social scestio work in. For only a matter of weeks,
the post was held by Stephen Maurer, a scholadbadée Berkley School of Public Policy,
he was replaced at the end of summer 2006 by Pabih®w and Kenneth Oye. Rabinow
was an anthropologist working at Berkley and Oymohtical scientists working at MIT. At
the End of 2010 Rabinow was removed as the heattheofHuman Practices thrust and
replaced, by prominent synthetic biologist Drew ¥nthis followed disagreements over the

purpose and outputs of the thrust.

Since at least 2006 the aspirational ‘up-streanficponitiatives within this institution have
continually shown faith in the idea that securipnsiderations could be engineered into the
synthetic biology innovation processes. This wamalestrated as early as 2006, when
Stephen Maurer secured funding from the Carnegrpdation of New York and MacArthur
Foundations for a collaborative project which wassigned to study and facilitate
community action on issues of concern to the woaddwsynthetic biology communrity
(Maurer, Lucas, and Terrell 2006). The researcheptpinvolving interviews with experts;
coordination with other institutions and workingogps as well as two public meetings, was
designed to be the basis for eventual communitedastion. Initially, things started well as
an exercise in the delineating self-governancecpotiptions. A report produced a few
months before S.B 2.0 suggested a set of policipgptto be considered by the scientific

community at the forthcoming conference. The repeserted that:

66 For example, the first SB conference (2004)udet tutorials that described how to establishrand

a registry of standard biological parts as weliuagrials for educators who wished to teach intesgta
biological systems engineering. http://openwetvargimages/7/79/SB1.0_overview.pdf .
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‘synthetic biologists share a deep understandinthefiosafety/biosecurity problem
and — in some cases — emerging consensus aboutcahaand should be done to
manage it. Many options can be implemented throcgimunity self-governance
without outside intervention(Maurer, Lucas, and Terrell, 1)

The advocacy for self-governance was tempered thélstatement that:
‘Community self-governance provides a realistic apdtentially powerful
complement or alternative to regulation, legislatidgreaties, and other interventions
by outside entities(Maurer, Lucas, and Terrell 2006, 4)

The report also confidently reassured to thoseifmp&n that policy proposals were the result

of a consultation with the scientific communitigsdugh interviews which had set out to

learn what members believe, want, and are prepared te V¥ot' and that the policy

proposals were derivétfom consent(Maurer, Lucas, and Terrell 2006, 5)

It was intended that the vote would take place iplybat the SB 2.0 and involve scientists
within the community. The resolutions within thisoaiment that directly addressed
polynucleotide synthesis technologies included raisience that the academic community
only deal with gene-synthesis companies which hddpted best-practice screening
procedures by a given date and the engagementiagftists in research on screening to
further facilitate the implementation of these bpsictices. The proposals also addressed
research. This included the appropriation of th&lsstic biology community as both experts
in dual-use governance and implementers of secpotigy - the report states, for example,
that
‘Six years of almost continuous discussion havengsymthetic biologists a solid

understanding of biosafety/biosecurity risks andk tavailable possible policy
instruments for reducing thérfMaurer, Lucas, and Terrell 2006, 25).

The report also gave the scientific community am@mole in the development of policies to
prevent and mitigate the risk of the misuse of dguments within the field. Other modest
initiatives not in keeping with existing risk gowance systems were also suggested, such as:

the ‘biosecurity hotline’; education of studentsoab dual-use issues; outreach to the
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emerging amateur bio-hacking community as wellhasimcorporation of dual-use expertise

into existing bioethics/ biosafety review was adsiggested.

Various factors would conspire to undermine thigiah experiment. Some factors were
internal to the SynBERC Project - members of tHeeptesearch thrusts on the SynBERC
projects began private discussions which resulieMaurer’s proposal been pulledt ‘the
very last momenby Keasling and his colleagu¢Rabinow and Bennett 2012, 18). Maurer
suggests that there were several reasons that membéhe organising group pulled the
proposal for the agenda,;
‘Some needed more time to think about the ideasr©there concerned that the
conference needed a constitution before it coutd,var that a vote might be divisive.
Some participants hesitated out of respect for therce opposition of
activists(Maurer and Zoloth 2007, 17)
These activists, headed by the ETC group, pubtcilycised the ‘Asilomar-style approach’
suggested by Maurer’s’ group on the basis thatas wndemocratic and represented a pro-
science agenda. A further reason given for th&lBgiproject not achieving its original aims
was that the initiative was trumped by the annomme of a Sloan Foundation funded
project involving the Craig. J .Venter Institute ialh would also discuss options for federal
oversight. This was to be published after the SERI@urer 2011, 1398-1399)Regardless
of the causes, SB2.0 did not include a communiggewwote on the implementation of
biosecurity actions. Added to this, Maurer hightgghthe incorporation of Civil Society
Groups such as the ETC at the SB3.0 and SB4.0®wentld block the prospect of any such
action in the futurgS. Maurer 2011, 1429However, despite the fact this project did not
achieve its primary aims, other outputs from thigjgxt including draft reports and an online

resolution were utilized in future reports and wbirfluence future initiatives. The extent of

this influence will be outlined in later sectionsamalysis.

5.3.2 The NSABB: Dual-Use Techno-Science on the fegdl Agenda
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In order to understand federal policy on dual-aspdécsynthetic biology it is essential to
examine the role of the US federal advisory board dwal-use research which was
established in 2004 following the recommendatiohshe Fink report (National Research
Council and Committee on Research Standards ancti¢es to Prevent the Destructive
Application of Biotechnology 2004) (see chapter on€he report recommended the
establishment of an advisory board that would lwatled within the Department of Health
and Human Services (HHS). Since its establishmiemtboard has produced a series of
recommendations for government on specific dualissees and dual-use policies and has

also provided advice on specific dual-use casesiwave received public attention.

As a federal advisory body, the charge of the NBAS codified in a charter. This charter
also sets the terms on which NSABB provides adv@edhe government. Because this
committee is a federal advisory body it is alsourexfl by law to keep public records of its
finances and meeting. The large documentary fadtpfithe NSABB belies the fact that the
institution actually operates on a modest budgedrofind $541,120 per year (Secretary of
Health and Human Services 2012, 2). The NSABB laisidependent full-time staff. Instead
a designated federal officer assigned by the NIHhigharge of: approving and calling
NSABB meetings, preparing and approving all meetiggndas, attending all committee and
subcommittee meetings, adjourning any meetings wthendetermined to be in the public
interest and chairing meetings when directed byoseoificials. The NSABB committee
comprises of up to 25 voting members, plus otheitad experts who meet intermittently.
The work package of the NSABB was broken up betvaesaries of working grouf$.0One

of these working groups (The Synthetic Genomicskimgrgroup) focused specifically on the

&7 By the end 2006, there were six working groups:;

Dual Use Criteria Working Group, Communicationsritfog Group
Codes of Conduct Working Group Synthetic Genomicskivig Group
International Working Group and the Dual-use regtearersight working group.
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issue of polynucleotide synthesis technology. Tleekimg group, under the aegis, produced

an influential report (NSABB 2010a) which would weto frame future federal responses.

The role of the NSABB in dual-use governance hasnbsubject of contestation among
academics, commentators as well as policy-maketsin® an interview, one senior
individual closely involved with the Fink reportafting process stated that that the role of
the NSABB depend[ed] on who you as¥’ The official role served by the NSABB is to:
‘provide advice on and recommend specific stratefieshe efficient and effective
oversight of federally conducted or supported dusé biological research, taking
into consideration both national security concemnsd the needs of the research

community to foster continued rapid progress in lpulbealth and agricultural
research (Secretary of Health and Human Services 2012)

In practice, the actual remit of the NSABB has bgette fluid, with alterations in the boards
charges between 2005 and 2012. This may partlyesept the completion of work
programmes but also reflects changes in the urmtetsple of the NSABB. A snap-shot of
the understood role of the NSABB when Genomics workgramme was established, is
provided by the executive director of the NSABB whatlined 12 charge¥. This list

demonstrates that there is a potent range of thisthe NSABB could have played in the

68
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Interview with senior National Academy of Sciem#icy shaper: On file with Author
Develop criteria for identifying dual use reséaand research results; Develop guidelines forsigbt
of dual use research, including guidelines for/iskefit analyses; advise on national policies
governing local review and approval for dual ussegch, including guidelines for case-by-case
review and approval by Institutional Biosafety Coitiees (IBCs);Advise on criteria and processes for
referral of classes of research or specific expanismby IBCs to NSABB; Review/provide guidance on
specific experiments that exemplify significantoomplex permutation or represent a new category of
dual use research; Respond to research institutieqsests for interpretation and application of
guidelines to specific proposals that have beeteddny an IBC; Provide recommendations regarding
the development of a code of conduct for scienéistslaboratory workers for adoption by professiona
societies and institutions engaged in life sciemessarch; Provide recommendations on the
development of mandatory programs for educationteainling in biosecurity for all scientists and
laboratory workers at federally funded institutipAslvise on national policies for publication,
communication, and dissemination of dual use rebeawethodologies and results; Provide
recommendations regarding strategies for coordihiaternational oversight of dual use biological
research; Advise on national policies for conddictual use research, including strategies to addres
national security concerns while fostering rapidgpess in life sciences research Address othegsssu
as directed by the Secretary of HHS. From a ptatien given by Thomas Holohan (then Exectutive
Director of the NSABB) at the NSABB inaugural meetiune 30-July*12005, Bethesda.
http://osp.od.nih.gov/office-biotechnology-activities/event/2005-06-30-160000-2005-07-01-
160000/nsabb-first-meeting
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governance of dual-use aspects of synthetic biolttgg worth briefly characterising these

roles in the context of the analytical framework.

The first set of roles relate to the impact of Nf@ABB in the life cycle of specific policies.
In a meeting report from 2005, the executive doeet the time indicates that the NSABB
roles were to
‘identify and analyse dual use research issues,lititei coordination in the
development of Federal policies on dual use regearparticipate in the

implementation and interpretation of the Federaidglines for dual use research,
and develop training and education programs for $8@ISABB 2005a, 5-7)

This suggests a broad remit in the linear policyettgpment process, ranging from issue
identification and policy development and selectidlrough to policy evaluation. The
understood role of the NSABB at this time wouldodtsok to include many of the roles often
ascribed to policy entrepreneurs including: advagahew ideas and developing proposals,
defining and reframing problems and specifying polalternatives. Added to this there is
also evidence to support the argument that the NESABthis time was involved in other
roles typically ascribed to policy entrepreneurdie Tiirst is the mobilization of public
opinion the importance of public opinion a common themhatinaugural NSABB meeting,
with references made to the NSABB can help mainfaiblic trust in federally-funded
science(NSABB 2005b, 8,11,164). This was also reflectedconcerns about public
misperception of the dual-use issue, with some neesnbf the NSABB claiming that the
‘public must be educated on the complexity of dealissues(NSABB 2005a, 7.)Another
role envisioned for the NSABB in 2005 was the idé¢drokering ideas among the various
communities and building collaborative relationshiyetween stakeholders. This is reflected
in an interview with an expert involved with thenkireport drafting process, as well as a

regular attendee at early NSABB meetingecause we thought, the committee thought you
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would really need a source of continuous engagerhetween the science community and
the security communityThis was in as far as identifying and respondindual-use issué$.
Another role the NSABB could be expected to playalso setting the decision making
agenda, which involves outlining decisions and agrents that need to be made in the
process of developing and implementing policy. Thiseflected in the work packages of the
first NSABB working groups, which for example indled groups tasked with identifying
criteria for dual-use research. Finally, the NSABIBo appeared to open policy windows (i.e.
joining the problem, policy and political streary)providing feasible responses to the dual-
use issue, developed by experts from the relevalitypcommunities to the US executive,

which could choose to provide support for the immatation of these policies.

The role played by the NSABB is also complicatedaose it potentially engages in the type
of activities you would expect to see in risk pes@ssment (discussed in chapter two). This
includes setting the scope of problem definitidvg, tlelineation and analysis of a wide range
of policies in biosafety, public health and antéerdomains as well as the selection of
normative and scientific criteria for the ident#ton and management of risks. Such a
situation often places the NSABB in a precarioutipal position, making the institution
prone to controversy. This point was highlightedsmoecently in the political fall-out
surrounding the governance of two ‘dual-use’ pieaksesearch on Avian Influenza. With
one detracting member of the NSABB arguing that imsitution had found itself in
‘uncharted scientific and public policy watergi a ‘leaked’ letter to other NSABB

memberd?

70

Interview senior National Academies of Scienckcganaker on file with the Author.
71

The letter was written by Michael Osterholm @2ior of Institute of Center for Infectious Disease
Research and Policy) to Amy Patterson, to an affiai the National Institute of Health. . Letter
Available online at
http://news.sciencemag.org/scienceinsider/NSABB#i#1%20final%2041212_3.pdf.
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5.4 Dual-Use Technology and the Politics of Secwyi2006-2012

As it currently stands, the majority of the genatkgsis industry, which is based mainly in
Europe and US is sighed up to one of two compeimystry standards, each include
technical protocols for screening orders. In essé¢hese industry standards are a promise to
the public and other stakeholders that steps ae taken to prevent terrorists from receiving
dangerous sequences from these suppliers. RecémlyJS government also produced a
voluntary ‘harmonized’ standard. There are sometlsubifferences between the three
standards - this includes most notably divergemcéhé recommendations on the level of
reliance on human expertise. As it currently stathése also remains uncertainty about how

companies will modify their practices to incorp@r#te most recent government standatds.

These vague policy outcomes, a result of severtdrtimined political process, are
supplemented with other outcomes which involve stef# working relationships between
industry, scientists and security communities igoaernance system, as well as concerns
about the responsiveness of this system to the gamg;ntechnological and security
environment. For scholars such as Maurer, the gursg¢uation represents a moment of
stagnation after a period in which more could hadwen done. In contrast, other
commentators have also expressed optimism abouydrtticts of the previous decade as a
good first steg? Naturally, such perspectives are based on a rahgesumptions about the
threats posed by polynucleotide synthesis techyolitng way in which this issue should be

dealt with and the realities of generating secyiicies in this area.

& Estimated to be around 80 % of global capacityf®2009 (S. Maurer 2011, 1389)
However, to the author’s knowledge there have Ioeesubstantive and systematic independent public
investigations into the current implementationh@ge standards within industry since the publipatio
of the guidelines.
An interview with George Church reportedNiature (Ledford 2010)
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In the following section there is an examinatidrihe political processes of the which have
underpinned the emergence of dual-use policy. willg Maurer, distinctions are made
between three channels of dual-use governancesdetat synthetic biology; the academic,
industry and federal tracks. This distinction magesse, in that each of these tracks operated
according to distinct time frames and distinct ésgiand in relation to different problem
definitions. However, it is worth noting explicitihat these channels were not operating in
isolation to each othéP.As Maurer has already pointed out, individuals anganisations
contributed to multiple tracks of policy developmdiMaurer 2011, 1426). The political
significance of having multiple streams of poliogvdlopment is a national context is also in

itself an interesting line of enquiry which is deged within the following in-depth analysis.

5.4.1 The NSABB and the Synthetic Genomics WorkinGroup 2005-2007

In late 2005, a synthetic Genomics working grouptie@ NSABB was established to
‘Examine the potential biosecurity concerns raisgdtlie laboratory synthesis of

Select-agents, and the broader field of syntheiotogy; and recommend possible
strategies to address these concgRelman 2006)’.

The working group broke this task down into a tviage project (Relman 2006). In phase 1,
they were to address the issue of de novo syntbésmlect-agents, they would then go on to
address broader biosecurity concerns associatédhatfield of synthetic biology in phase 2.

This appears to be in-keeping with sentiments efSlman funded Maurer et al. report,(2006)

which identified synthetic genomics as an issuemofre immediate concern than other

& This has at times been complicated by two trevittén the grey material produced within this area.

First, in some documents produced by the NSABBethess been a tendency not to ascribe comments
to specific individuals and representatives in rimgeteports. This means that ideas can simultamgous
appear in two channels, and it is unclear wherg wee initially introduced, and by whom. Second,
authors of policy proposal documents have ofteigbgrance of design been quite selective about
which parallel initiatives in other tracks that yrecknowledge. This can also complicate the
reconstruction of events. For example, the firajomindustry initiative did not acknowledge relava
NSABB activities in publicly available materialgspite the involvement of several of the authoth wi
the NSABB process . The issue of so called ‘Chathause rules’ in research on biosecurity policy is
addressed in (Rappert 2009)
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technologies which could be eventually producedth®y field. The work of this NSABB

working group, as well as its implications in USatluse politics, is now examined.

Historically, the US had ensured against the misos&select-agents via a containment
strategy. It was understood that this system edsthrat only responsible individuals had
access to dangerous pathogens utilized in scent#fsearch. Domestically, the system
depended on select-agent agent biosecurity, inhwdimty individuals granted permission by
the NIH could possess dangerous pathogens. Thensyatso depended on select-agent
biosafety, which was implemented through NIH stadddthe primary funder of US select-
agent research); to which researchers had to coihphey were to receive support. The
emerging field of synthetic genomics was understmdhallenge this existing strategy in
fundamental ways in the report produced by thiskimgr group (NSABB 2006). First, the
field of synthetic genomics was associated with thevement of increasing complex
polynucleotide synthesis out of NIH funded labs and the hands of an emerging industry.
This industry was not necessarily covered by betgaduidlines, which covered the safety
practices and containment measures when dealifgselect-agent pathogens. Added to this
more general concerns in relation to recent chaofdge select-agents programme were also
raised in the synthetic genomics forum, leading NiBABB recommendations which were
relevant to a much broader swathe of the life sgenthan the field, and in particular
biodefense activities. These recommendations facosethe existing legal characterisation
of what constituted a select-agent, which appeareneasingly outdated as human

understanding and ability to manipulate the ageatsincrease’

The Synthetic Genomics Working Group made two ksyommendations to government

which were relevant to the oversight of technol@gpgociated with the field of synthetic

e A Broad overview of resultant actions is avdeadn the Select Agent Programme website:

http://www.selectagents.gov/resources/synthetic%a0mics. pdf
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biology. The first recommendation directed relevagencies to engage with the scientific
community and industry to raise awareness and dasdication in relation to existing legal
requirements upon individuals working with and #sising select-agent organismsrhe
second recommendation directed the US governmesttame the relevant agencies with the
development of harmonised industry standards fondlag polynucleotide synthesis
orders’® The group had also considered several other apfimnthe oversight of synthetic
genomics, which included:

- restricting access to new sequence information aBelect-agents;
Monitoring the sale of chemicals and lab equipmes@d to synthesize DNA;

- voluntary/involuntary surveillance/tracking of resehers/students using or trained
to use synthetic genomics;

- modifying the SAR so that all select-agent gen@resovered; and

- Modifying the SAR or issuing new regulations defijnbelect-agents in terms of their
sequencéNSABB 2010a, 8-9)

The working group stated that they:

‘Chose not to adopt such recommendations becauseatige either not feasible,
likely to be ineffective, and/or would unduly hindeientific research. In certain
instances, science has not advanced to the paattstich recommendations could be
implementedNSABB 2010a, 9)

This decision however was not only informed by dieecis on technical feasibility. It was

increasingly apparent at this time that federalitagpns were not likely to be forthcoming in

" Recommendation 1: The NSABB recommends that HHSUSIA collaboratively develop and
disseminate harmonized guidance to investigataishaoleic acid/gene/genome providers concerning
the SAR with respect to synthetically-derived DNBgecifically, the Departments should provide
clarification of what genetic elements or genomescavered by 42 CFR 73.3c and 73.4c. Such
clarification should include a list of the organsmhose genomes are explicitly covered and where th
reference sequence can be found, and instructiwnghfom to contact if an investigator or provider
has questions about covered genetic material. Tlh@lso a need for HHS and USDA to increase
awareness among investigators and nucleic acidfgemame providers about their responsibilities to
know what they possess, manufacture and/or trams@@der to comply with the SAR.

8 Recommendation 2: The NSABB recommends that the &/8@ld charge relevant federal agencies,
in consultation with outside experts to 1) devedggrocess to be used by providers of synthetic DNA
for determining the sequences for which to scr&ebect Agents or otherwise); 2) develop and
promote standards and preferred practices for sicrgerders and interpreting the results, and requi
that orders be screened by providers; 3) drafttBemConsider for determining whether genomic
material that does not exactly match the genonfesareced in Recommendation 1 should be
considered covered under the SAR; and 4) develboplatds and practices to be used by providers for
retaining records of orders for gene-length or gesdength nucleic acids, and require that orders be
screened by providers. The NSABB also recommeratdtie USG require federal grantees and
contractors to order from providers that screenrataln information about requests for Select Agent
sequences following standards and practices dexelbp relevant federal agencies, and foster an
international dialogue and collaboration with tloalgof developing and implementing universal
standards and preferred practices for screeningesegs and related matters.
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relation to this issue area. This suggests thalewbgulatory approaches were ‘considered’,
it is unlikely that those involved took the prospexf drastically altering select-agent
regulations, or else developing stringent regulatmiaterial and researcher controls that

seriously.

The political context of the NSABB recommendatiois,particular the extent to which
government were willing to let industry and academnake a lead on this issue, are revealed
in the minutes of a NSABB synthetic genomics wogkgroup meeting at the time. During
this meeting , a representative from the US Exgeullffice who had beemlaying a very
important role ...in helping shepherd [the NSABB]aepanto the system(David Relman
NSABB 2007, 4) gave a presentation on how the tdmaat been understood and responded
to. First, he highlighted that the NSABB’'s call fahe US government to develop
polynucleotide synthesis screening practices (comtsnef Ben Pietro, NSABB 2007, 22—
23), could be interpreted ( and indeed had been) @l for the development of regulatory
framework’® He noted, however, that there were alternativecamhes to regulation and that
regulation was not in line with thinking in the Exgive Office. Furthermore, he outlined the
extent to which the Executive Office was taking tbad from the Sloan Report process,
stating that the inter-agency process to develogesing standards would draw on:

‘policy option reports pertaining to screening tihatve been developed by folks out at

UC Berkley, the Sloan Foundation funded study af,MVI, CSUS, and also some

other publicly forwarded options for consideratig@omments from Ben Pietro
NSABB 2007, 23)

It was in this context that governance initiativesuld emerge in relation to polynucleotide
synthesis technologies within the US. A contextvirich the US government were unwilling

to take the lead, or develop regulation directeth@issue.

& The recommendations themselves are ambiguowation to this point. Calling for the USG to work

with others to develop screening practice standdmatsnot outlining how such a system should be
enforced, or whether government departments shmildgally mandated to develop and implement
such standards.
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4.4.2 Industry Stream Emergence and Initiatives 2082010

By late 2006 a consensus had emerged in which tndwgas envisaged as central
gatekeepers in a system designed to keep danggemgs sequences out of the hands of
terrorists®® This had been reflected in discussion in bothatedemic and federal streams.
The details of the role of industry in this systexre yet to be worked out at a federal level;
however it was clear at this early stage that iildake time for the USG to produce the
guidance requested by the 2006 synthetic genonep®rt. Meanwhile, industry was
beginning to organise into associations. The fifsthese was the International Consortium
for Polynucleotide Synthesis (ICPS), an industigoagtion which included Geneart, Codon
Devices, Blue Heron, and Codagenomics Codon dewSehin this organisation there were
three key individuals with an interest in bioseturissues associated with synthetic
genomics. Leading scientists George Church and [Eeedy had already been prominent in
biosecurity discussions. The third individual wasd Mulligan who was President and CEO
of Blue Heron Biotechnology, an individual who halceady been active in the federal policy
stream. Blue Heron were also acting as a test bed fsoftware development and data

analysis interested in developing sequence scrgesoiftware (CRAIC computing).

The ICPS published a policy proposal in 200 Nature (Bigl et al. 2007) . The purpose of
this document was to cement the role of the ICPBendevelopment and implementation of
biosecurity governance. This was reflected in tlag ¥he policy proposal was presented, as
well as the content of the policy proposal. In 887 publication, it is apparent that those
involved wished to present themselves as takingldhd in the development of policy in
relation to the dual-use issue. In the documeneti'eno mention of activities in the federal

stream, specifically the synthetic genomics worlgngup, which was advocating a similar

80 This was also reflected in FBI outreach projéotidustry and the acamdemic community at thigtim
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approach to the one outlined in the docurfénin relation to the policy proposals
themselves, it is worth noting that the only otpeticy option discussed is that of George

Church which is categorized aspractical without further justification.

Reflection upon this early ICPS initiative is relmeg in relation to the principles that would
continue to shape industries engagement with tbeeisThe first question relates to the
motivations of industry to engage with the goven®af dual-use technology. One argument
is that even engaged aspects of industry weregstile ignorant to existing responsibilities
under existing US law, and this was worried thehmose following the work of the NSABB
working group would have been aware that aspectseofiene synthesis Industry may have
unwittingly been contravening select-agent law éydsing unknown biological substances by
post, and second in the context of inadequate scrgepractices, may have also been
unwittingly producing, handling and transporting ter@ls covered under select-agent
regulations without legal authorisatiéh.This was perhaps enough in itself for leading
aspects of industry to wish to get their housesrater. The second motivation was the need
to represent industries’ interests in the develagned the emerging governance system
directed at polynucleotide synthesis which was wmtigcussion at a federal level. A final
incentive was that there were perhaps competitdeartage and financial reward to be
gained by industry who engaged with the biosecustye earlf{Maurer 2011, 1431). This
perspective was based on a reassurance from pnamaspects of the synthetic biology
community that researchers would only deal withustdes that screen, as well as the

prospect that the USG (more specifically it's stfenfunding bodies) would ensure that that

81
82

Those involved in the drafting of this document baén actively involved in WG process.
This is because DNA Synthesisers may have beemugraglsequences were in themselves infectious.
....Such genomes include RNA viruses that are in agessense, DNA viruses that do not require a
special viral enzyme to replicate and nucleic athids, if inserted in the appropriate host systean,
create a fully functional toxin (Attachment 2). Acdingly, synthesized genomes and toxin expression
systems of these Select Agents are also regulated.’
http://oba.od.nih.gov/biosecurity/pdf/Final_NSABBepdrt_on_Synthetic_Genomics.pdf pp5.
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all publicly funded researchers follow suit in thisgard®® A further incentive was the
prospect that leading aspects of the industry caddure biosecurity funding from
government to development proprietary practicesicivlwould also provide a source of
revenue and a competitive edge. The second sebsdreations relate to how industry
pursued interest in relation to the dual-use issligere were two facets to industry

engagement with this issue area.

The first was through the federal track; industeytainly helped refine the scope of the
problem definition and the closely related proaafspolicy selection by providing technical
expertise on the feasibility of policy responsddowever, a second facet of this approach
was more of that or a primary securitizing actbis is in the sense that industry established
its own channel of policy development. Both setsadtivities provided the context of the

next major round of political activity directedtae polynucleotide synthesis sector.

Despite these early successes however, when fuaildsl to materialise for the ICPS it
appeared increasingkely that little would happen in a US context nelation the
development and implementation of industry stanslamil the USG produced its guidance.
However it would be developments outside of thewHih would serve to motivate further
development in policy discussion in late 2009. Ehdsvelopments would also have more
fundamental impacts on the politics of the industtyeam of policy development. In the
following section there is an examination of thegass by which the emergence of the
ISAB, a European gene synthesis consortium, wonddact on the US industry policy

stream, as well as the consequences of this.

83 The NSABB report of 2006 (NSABB 2010a) recommenithed the government should require federal
grantees and contractors to order from providexsgbreen and retain information about requests for
Select Agent sequences following standards andipeaaeveloped by relevant federal agencies (See
21.1-2.14).
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5.4.2 The impact of the European Industry Associabn on the US Industry

Stream

In April 2008, representatives of the founding mensbof the ICPS were invited to a
workshop run by the Industry Association of Synithd&iology (IASB)2* The IASB had
been established in 2007 by a handful of Europgathssis compani€s, many of these
individuals involved had also contributed to the&l funded report (Rabinow and Bennett
2012, 144). The founding members of the institsteé been considering the establishment of
some form of industry association since early 2@0@elp ensure the continued development
of the field. Some of these members also had acpéat interest in biosecurity issues, in the
context of concerns in both the US and the ®Whis concern extended not only to the
requirement for responsibility within the industhyt also the requirement to ensure against
public backlashes against the indufrfhe meeting resulted in the establishment of &wor
package of activities to be undertaken by the mesal¥he IASB approach jarred with the
thinking of some pioneering US companies in twossen The first related to the way in
which the IASB went about developing policy and ayed with other stakeholders. The
second related to the nature of policy proposatidel to these disagreements, growing
support within key circles within the US for theAB approach threatened to undermine the
control the pioneer US industry had to set the seahindustry stream governance. This

resulted in a period characterised as a ‘standaad’s which is now examined.

84 This would be one of the last publicly known witiies of the ICPS, which quietly folded soon after

IASB workshop
8 ATG:Biosynthetics GmbH, Biomax Informatics AG, Eleighon GmbH, febit synbio GmbH, MWG
Biotech AG and Sloning BioTechnology GmbH (Bermagteal.. 2008)
In 2006, the Guardian conducted a similar piedew#stigative journalism to the New Scientist which
had brought to public attention the nature of inuscreening practices my placing an order fot par
of the small pox genome, it found that ‘one ditl smeen customers or sequences, one carried out
checks on customers only and a third checked cestand had carried out a pilot study on screening
DNA orders but is not currently doing so’. (Ranaer2006)
Interview with industry representative. On filélwAuthor.

86
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In the context of the failed ICPS initiative thevas an awareness within engaged aspects of
the synthesis industry that there was still thedniee development of screening practices in
both the US and Eurofi&. However, it appeared at least for a short ting-2607 as if these
companies would no longer pursue their intereshénindustry stream of policy development
and instead focus on impacting upon the slower ngpvederal stream when it was felt
necessary. However, following this false stargrdgs in Europe would serve to motivate a
restart of the US industry stream of policy deveiepmt. The announcement of the ISAB
work package had been well received Ngture in an editorial in September 2008, which
made no reference to the work of the US based li@iE&tive (Nature 2008). Added to this
the decisioff of the ISAB to attend the BTWE,had also contributed to the initiative being
tracked by interested aspects of the US securitynmonity. Such a situation must have been
troubling for engaged aspects of the industry thetv faced the prospect of another
organisation filling the vacuum in the US indusstyeam left by the petering out of the ICPS
initiative. Importantly, the organisational structtandmodus operandivas also different to
that of the ICPS, being more inclusive of broadakesholder input than the corporatist
approach of the ICPS. Added to this, the ISAB’spgarpfor the use of a human expert as part
of the screening process was also disconcertingdore aspects of industry which felt that a
human step in the screening process would unnedgssaw orders and add extra expense.
These factors were enough to motivate Geng-artcollaboration with the US firm DNA.
2.0 to react with a counterproposal (Check Haydé@9® This proposal was not well

received, and was dead within a matter of weeks.

8 Especially Blue Heron, and Integrated DNA Tecbgas who had been involved with the ICPS
proposal.

89 An action encouraged by Professor Kathyrn Nixdatfain IASB meeting (Bernauer et al.. 2008, 18)

% At the 2008 MSP Germany submitted the ISAB codeooiduct as a working paper

BWC/MSP/2008/WP.3. The ISAB also gave a presentatiAvailable at
:http://www.unog.ch/80256EDD006B8954/%28httpAss&8#65E 15F1EB02210EDC125751A004B1
AT7E/$file/BWC_MSP_2008-Presentation-IASB.pdf
o Gene-art, a German company, destined to be baugHy the international biotech firm ‘Life
technologies’ which had been involved in the fi3PS biosecurity initiative
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The reasons for the failure of the Gene-art/ DN@ @oposal are revealing about the role of
industry as a secondary securitising actor, andctimstraining forces which acted upon it
within the industry stream of policy making. Sir2@06, it had been apparent that the main
role of industry in dual-use governance would berplement some sort of screening. It was
also apparent that industry could be expected ¢otesome influence in the development of
this policy. However, between the 2007 ICPS prolsoaad the summer of 2009, there had
been some fundamental changes in the politics efWs industry stream which were

underpinned by work at the IASB and the appealttmatapproach had to US policy-shapers.
Essentially, the work of the IASB had become a tgpeyold-standard against which any

proposals could now be evaluated. This gold stahohatuded both technical criteria, such as
the use of a human screening stage, as well ascpblcriteria such as inclusivity and

openness, which has been absent in the first US I@fposals. This then suggests a
potential for a very real impact of European indysecurity practices and politics upon the

politics of US biosecurity.

As a consequence, in order for Gene-art/ DNA 2.@rtpact in this, they were forced to

develop a second proposal, in collaboration wittess other of the largest gene-synthesis
providers, a collaboration undoubtedly galvanisgdhe pace of developments in Europe.
This proposal closely resembled that of the ISABhwegard to the technical requirements it

placed upon industry.

So to sum up, prominent aspects of industry, ifabokation with leading aspects of the
synthetic biology managed to establish a novel oéhrof policy development and
implementation in the context of community actianSaB 2. In many ways this channel
initially held the promise of escaping some of fhaitical and procedural realities that

frustrated the development of policy in both thademic and federal streams. This act was
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‘primary’ in nature as it opened up a political nhal of policy development that bypassed
the understood political realities at the timeha hame of security. However the act was also
secondary as once the fissure had been concehedCPS proposed specific policies to be
implemented through this channel. Ultimately theP8C would succeed as a primary
securitizing actor as it established the industrgnmel of policy development, making such
processes appear a feasible political reality.hie» $econd sense however, as a secondary

securitization actor the ICPS proposal failed tchethe implementation stage.

Once established however, the industry channehdicexist in a static political domain and
US perspectives on activities of the ISAB in Europedified the expectations upon industry
as an implementer of security policy within the USwould be the drafting of the federal
guidelines on screening which would be the nexbmayent that impacted upon the politics

within this channel.

5.4.3 US Inter-Agency Process and Federal Guidanagan Screening Practices

2007-2010

In this final section, the process, politics andcomes of the US federal track of dual-use
technology governance activities in the period 20061 are examined. This period
essentially involves studying the way in which macoendations from the 2006 NSABB
report were translated into policy outcomes. Thgomaart of this response came in the form
of an NSC inter-agency process which led ultimateliter public consultation, to the
publication of Screening Framework Guidance for Providers of SstthDouble-Stranded

DNA’ (Department of Health and Human Services 2610Jhese guidelines are analytically

92 The second part of the response involved a Naltimecademies report entitled ‘Sequence-Based

Classification of Select Agents: A Brighter LineThe purpose of this report was to examine the
scientific and technical developments requiredeieetbp a means to improve existing select-agent
characterisation systems ( which rely largely ogsphiogical characterises) which were being
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interesting as they represent the culmination of géSernment activities directed at the
immediate dual-use technology problem associatéd the emerging gene-synthesis. This
provides a moment upon which to reflect upon the od the US government played in the

overall process of policy development in relatiorthe issue.

An interesting observation in that academic angg®Vverage on the emergence of federal
guidelines has been divisive. Some placed a pesgmwphasis on collaboration between
government and industry in the development of stedwl However, others worried that the
government had been cowed into action that waslawqBhattacharjee 2009). The arms
control community in particular favoured the latiew suggesting that the government had
adopted a moderate approach to defining and regppmnd the risk. For example, it was
suggested that the guidelines only covered doubdeided DNA (neglecting the threat posed
by single stranded DNA viruses or the construcbbwiruses from multiple ssDNA orders
(i.e. oligos)). It was also highlighted that theidance was voluntary rather than legally
binding, based on the assumption that NIH enforecgmeould be enough to ensure
compliance. It was also claimed that the governimestdreening protocol was weaker than
the ones currently favoured by industry (See foangxe: Maurer 2011; Ledford 2010;

Eisenstein 2010).

Within the US context, since at least the NSABBore@mn synthetic genomics, there had
been an expectation that more far ranging and esdinle controls will be developed at
federal level in relation to gene-synthesis tecbgglwithin some circles. However, the
primary response at federal level has been volyrgaidelines which are narrow in scope.

This raises some interesting questions. The fiestrelate to why it was assumed the

undermined by the ability of scientists to genétyomodify and hybridise bacterium and select-
agents, blurring the line between what constitatselect-agent and what did not.
160



government would favour strong forward-looking riegion. The second relates to why the

government have not adopted such an approach.

In relation to the first point, the characterisatiof the government as ‘pro-regulation’
stemmed from two primary areas. First, within théblg health domain, the bio-defence
community in particular had repeatedly pointed thet dangers of federal over-regulation of
the biosciences (For example Franz et al. 2009} Treated an environment in which
discussion of dual-use research regulation hadrbeqmlarised. Within the NEST domain
the ETC’s involvement with the academic stream olicy development also led to the
characterisation of the political situation as ilwwag a dichotomy between technological
innovators who were opposed to government regulat@md the state, which if pressed,
would bring regulation to bear on safety and ségussues. Added to this the announcement
that the US government would develop guidelinesugh the National Security Council
Interagency Process further cemented outside petirgpe that the US government was
looking to implement strong policy informed by metal security over the longer term -
naturally such perspectives were informed by tl@Eainian national security responses of the
post-9/11 era. In the context of the pro-regulataharacterisation of the national security
community at the time, it appeared likely that thimcess would become a gateway into

stricter regulation of industry in the name of aatl security.

It is clear, however, that such perspectives dbraflect the current US approach to the
regulation of cutting-edge dual-use technology tedfact that federal engagement with the
interagency process has not become the basis ffirefufederal initiatives to regulate the

field, is testament to this. This then leads tostjoes about the actual nature of the federal

track of policy development.
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Upon further investigation into the interagencyqass, it becomes apparent why the federal
track has favoured moderation, rather than moreathian measures. First, it was public
health rather than homeland security institutiorfsctv took the lead on this issue. The
interagency process was established by the Whitesél®ffice of Science and Technology
Policy and the National Security Council; howewewould be the HH% which would be
tasked with taking the lead on this issue. The aesdor this decision were not made
explicitly in public, but the decision reflectedetlprevailing wisdom at the time which
prioritised the role of the HHS for three reasodfsst, the HHS, through the work of the
NSABB, had been key to the emergence of the is§geme-synthesis oversight on federal
agendas. Second, the HHS already had substantiairgmce competencies and expertise in
biosafety and select-agent oversight through ite-departments. These two areas of
governance were understood to be of central impogtato the oversight of dual-use
technology following activities in both the academiederal and industry tracks. Added to
this, the HHS had already been identified as aikstjtution in ensuring compliance within
industry and the scientific community. The deparim&ere and continue to be the main

funder of scientific research in the fields of paltiealth and bio-defence within the US.

With the HHS in charge, the development within tbderal track would continue to reflect
the consensus and technical episteme that had ethexghin leading aspects of the
academic and industrial community, which had regaigitasserted itself against a regulatory
approach, and so limited the definition of the dusg issue to those risks which could be
addressed by screening focused approaches. The paallth community were, after all,
keen to ensure that vital public health and biodsdéeresearch could take place in a way that

was not unduly fettered by novel regulation; thewes also a faith within leading aspects of

o Specifically, the Assistant Secretary for Pregasss and Response (ASPR) at the US Department of

Health and Human Services (HHS)
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the public health and biodefense community that rmamity based approaches (as seen in
biosafety) preferable to the implementation of newmtested and possibly cumbersome

regulations.

5.4.4 Conclusion: Gene Synthesis Technologies argtPolitics of Security

The analysis above has highlighted in some deh&l answers to the questions of who
securitises how, and with what effects in the UStexrt. Before moving on to the discussion
of the securitisation of dual-use research it igtlvanaking a few remarks to sum up this

process.

In relation to the question afho generates security policy with relation to theuessthe
answer appears to be thainsensudetween the scientific community, industry and the
government has meant the securitization should m@enstood as a collective activity
between these actors. The construction of consdmsusver relied on a dynamic in which
the threat of government enabled coalitions to ftwetween industry and academia which
lead to the development of a model of oversightyesided in assumptions about science and
technology drawn from an episteme developed dutiegmajor ELSI initiatives within the
field. Later on, developments in Europe would atsativate industry to re-assert its role as
the predominant secondary securitizer within theddfi This role would be cemented by
activities in the federal stream which resultedhie release federal guidance. This left future

policy develop in this area reliant on the actiohgdustry in the foreseeable future.

In relation to the question of ‘how’ actors sedastl, there were attempts at both primary as
well as secondary securitization. The initial apedoy Maurer to create a channel of primary
securitization failed on its own terms, howevewauld serve to facilitate securitization in

other channels that emerged. The activities ofl@RS represent an example of successful
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primary securitization, as it resulted in an indiastchannel of policy development emerging,

however these early actions failed as an act gy securitization.

In relation to the question afhat was securitized it is apparent the emergence #isage
scope of dual-use technology, securitization waseddent on a focus on industry as a
central gate-keep in biosecurity. This focus me#wdt later discussions focused the
development of scientific conventions for risk &sseent as well as screening practices once
this framing became dominant. The dominance of nglel led to the externalisation of

broader and more forward-looking concerns fromtjoslin relation to this issue.

5.5 Dual-Use Research and the Politics of Security

The academic field of synthetic biology has receéigedisproportionate level of attention as a
source of dual-use concern within the US, comp&yexther contemporary emerging techno-
scientific fields. This raises the question: whyabmcerns about the dual-use nature of gene-
synthesis technologies and more general concems doomedical research come to focus
on the broader field of synthetic biology? For epdanthe field of nanobiotechnology is
contemporary to synthetic biology and is very samilin organisation as well the
technological and epistemic aims of researchersiwed. Added to this, some branches of
the field are also dependent on foundational ggn#issis technologies in a comparable way

to some sub-fields of synthetic biology.

The reasons for this discrepancy stem from ingtiball links between emerging gene-
synthesis technologies and the emerging acadesid dif synthetic biology in the early to
mid-2000s. In the early 2000s George Church, Cvagter and Drew Endy (who would
become fundamental to the emergence of the fieldyathetic biology) had already been

involved in high-level dual-use discussions abarglsynthesis technologies and techniques.

164



This in itself could have been enough to providébleed’ of dual-use concerns from
polynucleotide synthesis technologies to the broéidiel of synthetic biology. However, this
in of itself did not provide a forum for such dissions to take hold. Instead, it was initiatives
within the NEST domaitf which would prove fundamental to cementing broatieal-use
concerns on the US ELSI agendas as early as 200gl. it must also be noted, represented
the first ever major engagement of ELSI researciwétsdual-use issues. The announcement
that NSABB Synthetic Genomics Working Group wouldoabe turning its attention to
broader aspects of the field of synthetic biologg®it completed its work on polynucleotide
synthesis technologies also undoubtedly providedxara incentive to keep the issue on the

ELSI agenda in the US context in this early period.

This institutionalisation contributed to initiatssewhich discussed the broader dual-use
potentials of synthetic biology. These discussiamosild go far beyond immediate concerns
about the misuse of polynucleotide synthesis teldgies by terrorists. They would also
inspire academic analysis which was more anticiyatand reflect on a broader range of
misuse scenarios - including importantly the misokthe field by states. However, as now
should be clear, secondary securitization doe®qoéate simply to the rhetorical labelling of
an aspect of a field as being as a security conbgroertain actors. It also involves the
development of policy directed at that aspect, Wwhicakes that aspect subject to a risk

governance regime.

Rabinow and Bennet argue that there have beerandasids developed to allow for the dual-
use issue to be converted into a mangle risk wisithe assumed aim of the institutions and
actors they study (2012, 158). To this end, theguarthat current dual-use policies,

particularly those of scientific self-governancee aactually pre-emptive of further

o Primary in the form of meetings and commissioresgtarch which led to a series of reports and other

documents Including: (Garfinkel et al. 2007; S.Naurer, Lucas, and Terrell 2006)
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intervention that may redress the broader issuth@frequirement for regulator to engage
‘upstream’ with the innovation process. To plads ttiea in terms of arguments developed in
chapters two and three, this essentially equattdetolaim that in the absence of the political
and institutional tools to redress broader dual-issees, the only issues currently being
turned into risks requiring a response are thogeadte already been addressed under existing
governance frameworks, or can be addressed imtediate future through the incremental
(and modest) changes to these systems. This coafbaslarge range of dual-use concerns
that cannot be dealt with through existing knowksdgnaterial and technology containment

systems.

For two reasons however, it is likely that ELSIesssnent activities will have been of some
political consequence in the study of the secatikin of dual-use research. First, such
activities have encouraged the engagement of @itters through raising the profile of the
field and bringing different assessment ration&tebear which may challenge the dominant
discourse. Second, there have been political dpuwaats outside of the field of synthetic
biology that ELSI activities (and associated cajes)i seem to have fed irfito In the

following section questions about the role of seagagement is of central importance in the
study of the political process that has given tsdehe securitization of specific dual-use

aspects of synthetic biology research.
5.5.1 The NSABB and the Governance of Dual-use Sywtic Biology Research

In 2007, the NSABB published a report on tReoposed Framework for the Oversight of
Dual Use Life Sciences Research: Strategies formMaing the Potential Misuse of Research

Information’ The report essentially called for existing Insi@otl Biosafety Committees, in

% Referring back a point made at the beginnindnefahapter, when looking out from synthetic biglog

community as an analysis, there is likely a tewgid¢a underplay the political reconfigurations that
occur outside a field as it develops
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state funded institutions, to address dual-use emiscas part of the normal internal review
process which ensured that the institution waseiepikng with relevant guidelines related to
biosafety. These recommendations were deemed inatkegvithin some non-proliferation
and civil society circles. These concerns wereparn, based on a general mistrust of the
transparency and legitimacy of biosafety oversightt also concerns that this approach
would act to placate broader concerns about statd-bio-defence research on dangerous
pathogens, or focused too narrowly on single expemis rather than trends in biotechnology
innovation (see for example Sunshine Project 2008)the context of the emerging field of
synthetic biology however such critiques would matittle. As the NSABB model would

have substantial impact on the evaluation of sadpmisuse risks in the coming years.

5.5.2 The Sloan Report

The Synthetic Genomics: Options for Governance mtefmften referred to as the Sloan
Report) (Garfinkel et al. 2007), represents the tmesbstantial publicly available
investigation into the broader dual-use implicagioof the emerging field of synthetic
biology. The ninety-six page document emerged battaventy month process, and involved
a central panel of twelve experts, six commissioaeddemic papers and three invitation-
only meetings. The Sloan Report adopted a framindemtifying dual-use risks associated
with synthetic biology research which closely falled that of the 2006 NSABB report.
Specifically in relation to the issue of researersight, the starting assumption of the Sloan
Report is that the principle investigator of a sti& project is best placed to identify and
address risks associated with his work in the cdrdéappropriate institutional support and
oversight (specifically institutional biosafety hes). On the basis of this assumption, the
Synthetic Genomics report externalised broadercasyd the dual-use issue which could not

be identified and dealt with at this interventiamm. Specifically, this excluded the issue of
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the contribution of the field to state-level weapdevelopment or, more long term
contributions of single experiments to misuse sdesawhich were not likely to be

foreseeable during the IBC process.

As the Sloan research group had utilised the sdargng assumptions about the nature of
the dual-use issue proffered by the NSABB, whemexig the field for dual-use potential,
it is then unsurprising that this investigation didt reveal any scientific development that
generated challenges significant enough to brita guestion the NSABB’s proposed model.
Added to this, as the Synthetic Genomics Workingpugr would draw heavily on the
expertise and framing of dual-use synthetic biolatgrveloped during the Sloan report
process, this inevitably lead to a bias which préet the NSABB group from identifying
broader dual-use concerns which could not feashi®ydealt with under its proposed

oversight framework.

The experiences of the working group led to twostanitial conclusions relevant to the
continuing governance of the field of synthetic lbgy and the governance of emerging
biotechnologies more generally, which were commatexd in a 2010 report. First, the group
found that the oversight framework the NSABB hadpmsed back in 2006 could adequately
address the current biosecurity concerns raisethdyield of synthetic biology. This also

served to validate the framework in terms of it8itglto handle the challenges presented by
emerging scientific fields, to this end the NSABBaoareasserted the requirement for the

government to implement its recommended framework.

Indeed, since 2006 whenever developments in ejbétics® or science and technology

appeared to challenge the suitability of the predoSSABB model, the assigned working

% Such as the implication of a senior US biodeferesearcher Bruce Irvins in the fallout of the 2012

Amerithrax attacks.
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groups focussed on clarifying or amending and sampphting their favoured approach, rather
than question it. The field of synthetic biology the first major test case for the NSABB,
raised several issues which the NSABB understoodidhbe addressed in order to sustain
the viability of its proposed framework which foesson the responsibility of the scientific

community; specifically the issues of:

1) non-life scientists entering the field,

2) the emergence of the amateur community, the

3) international spread of the field as well as the

4)Rapid pace of the development of scientific axahhical capabilities.
The way in which the NSABB working group chose tloligess these issues is now discussed.
| argue that these recommendations have limitecaatspon the scope of synthetic biology
which is likely to be the subject of dual-use rewit institutional level in the near term in the
US context, despite the appearance of the NSABBdoengaging with broader more
forward-looking concerns. It is worth reiterating even in respect to a relatively narrow
range of the broader dual-use problem that the NEBABs concerned itself with, which by

and large relate to terrorist misuse scenarios.

5.5.3 The Impacts of the “Addressing Biosecurity Gacerns Related to Synthetic

Biology” Report

Over a period of several years, the Synthetic Ger®iWorking Group had been examining
the nascent field of synthetic biology as a sowtedual-use concern. In-keeping with the
trend set by the Synthetic Genomics: Options fové€snance Report the primary focus of
the investigation was the approaches currentlygoelmampioned at leading US institutions,
specific top-down and bottom-up approaches to esging biotechnologighNSABB 2010Db,

8). This scope was actually quite narrow, neglectinoader aspects of the field including
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research lines directed at proto-cell creation, dbeelopment of unnatural components as
well as research on synthetic microbial consomihich were in part ignored due to the
infancy of these approaches and the absence ofdratedy foreseeable misuse scenarios
(NSABB 2010b, 16). A trend that had been set inSlwan Report and would be repeated in

the 2010 presidential report on bioethical issues.

The 2010 report highlighted several challengesdaisy the field of synthetic biology. First,
was the idea synthetic biology innovation was ogogroutside of federally funded life
science labs. This potentially challenged the agsapproach to biosafety oversight which
focused primarily on NIH guidelines for laborat@i€second, the convergent nature of the
field meant that researchers from non-biologicalkigaounds, and importantly without NIH
association or biosafety training, may potentidgcome PI's in synthetic biology research.
Added to this the field appeared to be moving midy out of the labs into industry, but also
into the hands of amateurs. This meant that then nmatitutional infrastructure that the
NSABB model was dependent on was absent. The respointhe NSABB was to call for
outreach to these communities, and the requirerteernhake industry and the amateur
community subject to some form of local-level ingional review. Substantial federal
support will be needed to aid and ensure the imgiegation of this across these contexts-
which will not only involve educational impacts bother forms of intervention to ensure
these communities are given appropriate levelsippart to discharge these responsibilities.
Currently, while there are examples of more substiaimitiatives, such as those developed

by the FBI - these are largely proof of conceptetyptiatives.

The second major issue, related to the abilityhefdversight system to respond to; trends in
the practice of scientific research, as well ag #ugmenting qualities of emerging

foundation technologies and scientific discovenasesearcher capabilities. A case in point,
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was the ability of institutions to identify, monitand respond to trends in synthetic biology
which may cause a dual-use concern. The 2010 regpostynthetic biology identified such
trends; specifically the emerging amateur commuaity well as emerging foundational
technologies. However, the recommendations of tlerkiwg group had been greatly
facilitated by evidence and working relationshipsveloped during the the Sloan Report
process. In this context, the call for a fedeeahtwatch initiatives within the 2010 report is
not unsurprising and reflects an appreciation efgdhsence of federal attention and support to

examine to more forward-looking issues.
5.5.4 Conclusions: Dual-Use Research 2006-2010

So far it has been argued that the NSABB and EL®|epts which have assessed the
emerging fields have adopted a specific framingwdl-use issues. This has been as a result
of the NSABB'’s pragmatic approach to defining tbee of the dual-use research problem.
While the NSABB approach has yet to be implemefitedrelation to state-funded research
institutions dealing with non-classified researitie assumption remains that this model can
be rolled out across industry and the emerging ematommunity. As a result the NSABB
approach can only respond to a limited range of-ds@ concerns. This specifically involves
scenarios in which single pieces of research rals@ous’ dual-use concerns when dutifully
assessed against the NSABB’s recommended rubrigs.approach is designed to keep the
results of dangerous research (both biological nadgéeas well as information) out of the
hands of terrorist groups. Even if the approach wabe implemented in the ways most

optimally envisaged, the approach can still onlgrass a narrow range of scenarios of

o7 It is of course possible to argue that the aativiof the NSABB and the patchwork of education

projects that emerged have insured that is alreathrfacto system of screening within the field of
synthetic biology- in keeping with arguments magétaurer back in 2006, in relation the engaged
and informed nature of the biosecurity communldowever such arguments seem rather misleading
as even if generous assumption are made aboutubls lof awareness of dual-use issues, this ddes no
constitute the institutional capacity to identifydarespond to issues.

171



terrorist misuse. This is because it involves @eging system which adopts a case by case
approach with no formal requirements for institnido report research of dual-use concern
to higher institutions. This suggests that it isikely that challenges beyond the immediate
foresight of local institutions will be identifiednd brought under the scope of dual-use
governance. As has already been highlighted howekeradoption of the limited NSABB
heuristic by the Sloan Report, suggests that minkkely that other institutions with the
potential capacity to construct dual-use risks| geinerate concerns beyond those which can
be addressed by the existing system (for examm@eptbposed tech-watch schemes). The
work of the NSABB then represents the establishnoéra pre-dominant episteme of dual-
use governance within the US context - which appaitgs biosafety modes of risk framing
and management in the name of nation security. Ulotgally then, the work of the NSABB
has shifted the focus of dual-use politics firmlyay from state-level regulatory intervention
and instead diffused responsibility for the issuéhww the scientific community and

increasing industry and the amateur community.

5.6 The Prospect of Reinvigorating Techno-Scienceo@ernance 2009-2012

So far, discussion has emphasised the way in wiaciow- and pragmatic-guided problem
framings have emerged within community and goveminievel political process. In this
final section there is a more cross-cutting analymsed upon recent developments which
potentially suggest a revival in interest of braa@dmge of concerns, as discussed in the early
Maurer report in relation to the techno-scienceSghthetic biology within the US. These
developments do not only stem from the NEST domaimere the concept of a dual-use
techno-science first entered the political disceulsit also the involvement new actors with
the funding and governance of the field. In thdofwing section two types of development

are discussed. The first relates to the promisa afew form of politics in relation to
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governance of dual-use synthetic biology and isrectdresponse to the 2010 President’s
Council on Bioethical Issues (PCBI) report on seghithbiology. The second relates to more
incremental developments in dual-use governancerecent years which reflect the

predominance of existing dual-use problem framings.

The PCBI report was optimistic about the role itldoperform in changing the prevailing

approach to US governance of the field of syntha@béogy. The report states that:
‘President Obama gave the Commission a rare andpéro@l opportunity in the
world of presidential bioethics commissions to dwvhrd looking instead of reactive.
We are ahead of the emerging science, and thisuenigpportunity underscores the
need for the government to act now to ensure alaegongoing process of review as

the science developgPresidential Commission for the Study of Bioethitssues
2010, 3)

To this end the report made several recommendatibich were designed to ensure that the
emerging field of synthetic biology was governedorder to be in keeping with 5 ethi-
political principles: (1) Public beneficence, (Zsponsible stewardship, (3) intellectual
freedom and responsibility, (4) democratic delitiera and (5) justice and fairness. In
relation to dual-use issues the report found na feenew regulations or institutions, it did
however, argue that there was a need for wholesalevaluation of existing federal
approaches to risk assessment because ofdiffeculty of risk analysis in the face of
uncertainty—particularly for low-probability, potg&ally high-impact events in an emerging
field’. The report also called for specific attention toplaéd to developments in the practice
of science which may impact upon the suitabilityewisting oversight systems. In particular,
the movement of life science research out of dtatded laboratories and into the hands of
industry and amateur scientists. Such recommendasoiggest the possibility of broader
framing of the dual-use issue emerging within the discourse, in which the government
plays a greater role in facilitating, developingdaimplementing more anticipatory

approaches to governance. Indeed, this has betmmeged most clearly by the work of
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scholars at the Woodrow Wilson Centre, who havepced an online ‘score-card’ to assess
federal activities in relation to the 18 recommdimis made by the PCBf. The
recommendations also repeatedly refer to the pobspé engineering biosafety and
biosecurity into emerging technologies, as welltlges prospect that synthetic biology can
provide novel technologies to manage safety andrggcrisks - an important driver in
motivating interest, particularity within the scigic community, in dual-use issues within
the US in previous decade. The report also alltdebe new synergies that have emerged
between security and law enforcement communitiés academic, industry and the amateur
community. This has involved a handful of proof a@fncept initiatives, such as FBI
involvement in IGEM, amateur community outreachwadi as a biosecurity hotline. Added
to this, developments at SynBERC could also bepné¢ed as move towards improved bio-
risk identification and management. In 2010, Rawineas asked to step down as head of the
ELSI thrust of SynBERC, the reason given by the N&ks that the thrust had paid

insufficient attention to ‘biorisks’ (Stavrianakz®12, 163).

However, there is certainly cause for some pessinmsrelation to the prospect of a new era
of dual-use governance. First, there has been senab of federal action in response to the
recommendations made by the PCBI report. The Woodhilson centre have reported
minimal federal activities, with many of these atigs pre-dating the PCBI report (Wadman
2012). Second, research conducted by Rabinow #neilsoat SynBERC has drawn attention
to the challenges of anticipatory governance withia institution. In particular it has drawn
attention to the entrenched values within the sdiercommunity and research institutions
which prevent the transformation of innovation pices in order to identify and address
misuse concerns (Rabinow and Bennett 2012; Stakiar2012). For example they have

reasserted the idea that concerns about misusebraadler societal effects are currently

% Website: http://www.synbioproject.org/news/prtje627/
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externalised from the innovation process (Rabinad/ Bennett 2012, 153). Stavrianakis has
gone even further than this, warning that the ghoot attention to the idea of bio-risk
management in recent years is in fact tantamouatragreat within the SynBERC institution
towards public engagement and reassurance withiBLiSI thrust (Stavrianakis 2012, 155).
These observations raise some interesting questlomst the relationship between such risk-
assessment and the prospect of anticipatory deafjasernance - an idea discussed in the

final chapters.

A second cause for pessimism has been the narroge raf misuse scenarios currently
addressed within the US discourse. For exampleP@BI report only discusses the issue of
bioterrorism, and did not reflect on broader asp@&dtthe field than the NSABB did in its
2010 report. This narrow problemisation is alsdextéd in the way in which the BTWC is
not referred to as an appropriate internationalrfoffor the US to pursue discussions about
the misuse potential of the field of synthetic bg). This suggests the continued pre-
dominance of the NSABB conceptualisation of thel-disa problem within US politics in the
foreseeable future. As was argued in the previestia, the consequence of this will be a
continued narrow experiment by experiment and teldgy by technology focus of dual-use
risk assessment which is not designed to identifsespond to the broader trends in techno-
science. This, for example, includes the proliferabf powerful technologies and the growth
of the biodefense imperative. In the context ofitariy investment into the fiel®, such
investment will potentially lead to exclusionargh@ologies in which security controls are
‘engineering in’ as well research which pushes gairsst the norms against biological and
chemical weapons. Such concerns are as pertinetitegswere in 2006 and yet remain

marginalised from US discussion.

9 The most recent DARPA project ‘bio-foundriest &xample invested $15.5 million into university

and industry projects aimed at developing new fatiodal technologies for the production of GM
materials
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These observations reveal that the PCBI report pnayide a politically useful endorsement
for actors who are seeking to encourage a moremyaic implementation of systemic risk
assessment rationale in relation to anticipatoogdfiety and biosecurity concerns. However
it has also revealed the challenges of such anagnde within the existing US institutional
landscape. It has also revealed the extent tohathietoric of transformation in relation to
innovation processes thorough ‘risk-management’ a@yally be understood as a means of

deferring and externalising many dual-use concerns.

5.7 Conclusions

In the study of securitization a key focus has hgson the questions of who securitizes,
how, under what conditions and with what effedféithin this chapter each of these
guestions has been attended to and it is worthgad@ch of these questions in turn before

further discussion in the comparative and conckusivapters.

In relation to the question of who securitizediat become clear that several different actors
have emerged in relation to distinct dual-use a@spafcsynthetic biology. Not only have

these actors sought to develop and implement sgqaiicies (secondary securitization), but
they have also sought to alter the political cdodg& under which policies are developed. It
has become clear that a coalition of industry azatlamia have become central to setting the
agenda and selecting policy options over the prevaecade. The NSABB has impacted
upon the episteme within these communities, pdatiuwith regard to its definition of dual-
use research, but has struggled to pass initiatwesh are not supported by industry,
academia, angbso factgthe state. This observation points to the ideattlequestion of
‘what’ becomes securitized is closely intertwineithvguestions of political feasibility, rather
than being dependent on intrinsic qualities of #gpeaspects of innovation - a point that will

become clearer still during comparative analysis.
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In relation to the question of ‘how’ actors havedmassues subject to security governance,
several trends are evident. The first is that astioave tended to be solution rather than
problem led. That is to say, in the absence oéstervention, only narrow aspects of the
dual-use issue which could be addressed with mimmisruption and at minimum cost have
been considered feasible. Polynucleotide scredsiagase in point, as this policy option
presented a narrowly focused, neat and relativedypensive policy option. In contrast, in
relation to the issue of dual-use research, brodd@ward-looking concerns have been
marginalized as addressing these concerns wouldreespuch more developed national
capacities to identify, respond to and where necgsestrict issues of dual-use concern.
This means that for now, US discussions remaindedwn reactive case by case analysis of
problem experiments. A second observation has thedrthe primary audience of
securitization activities in a US context has b#engovernment itself. This is in the sense
that in order to implement preferred security ppbptions, the engaged aspects of the
academic and policy community have had to provimeegiment with a feasible policy
options. An interesting question which remains, éeav, is the extent to which it would have
been politically feasible for the US executive svelop or implement regulatory alternatives
in 2006 without the pre-emptive actions of industng academia. There was, after all,
decreasing public attention to bioterror conceswall as constant pressure on government
from the public health domain not to stifle puldlealth and defensive research. This
observation points to the idea that policy develeptrand implementation in a US context
was, by necessity, much more collaborative thaargsad. It is this collaborative
environment which has constituted the conditiorndennvhich specific favoured policy

options have risen to prominence.

This is not to argue however, that there have renliechnical disagreements over the

implementation of such policy options. In the cabpolynucleotide synthesis, these
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disagreements have manifested in the developmexttropeting standards of screening.
Such disagreements have not always been of imneechaisequence for policy however.
For example, the NSABB had repeatedly called ferithplementation of a federal review
process for dual-use research of concern. Howeemng the period analysed within this
research, the government chose not to implemeht oo mmendations. This observation
points to the idea that the political landscapsewiuritization is not just dependent on
consensus within key policy communities within gadicy stream, but also developments
within the political stream. In this case, it woldd events outside of the field of synthetic
biology specifically concerns over H5N1 gain ofdtian research, which would provide the
political moment for the implementation of federaview policy in 2012. This observation
reminds us that the promises of transformatiortb@felationships between innovation and
regulatory systems periodically espoused withinliseNEST domain cannot be initiated by

activities within the field of synthetic biologyaile.

In relation to the question of ‘effects’, a kegdais that it is possible to distinguish between
consequences of securitization for the field otlkgtic biology , as well as for future
discussions of dual-use research and technologg gemerally. For example, it is clear that
in relation to oligonucleotide synthetises, indygtmerged as the pre-eminent actor in the
development and implementation of security politgeems likely, such actions not only
reflect the political environment in which theygaoirred, but may also in themselves set a

precedent for industry engagement with dual-useg@ance in the future.

In the final two chapters each of these ideasdsem$ed as more cross-cutting themes are

developed and analysed.
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Chapter Six: The Politics and Practice of Dual-Us&overnance in the UK
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6.1 Introduction

In the UK context, the politics of dual-use goverca has been of a sporadic and nebulous
nature. This, in the sense that there is no cepuhtical process, institution or discourse,
which explicitly ties together activities in theri@us domains of dual-use governance. As a
result, the dual-use issue constitutes a vaguauaedsy political issue. Within the scientific
community for example, when the issue is attended tends to be understood as an add-on
to ethics review activities, or as part of scidasti€LS| engagement responsibilities. This
means that many scientists within the synthetidogip community see the dual-use issue
purely in terms of public engagement, whereas sthmderstand the issue to potentially
require the development of extra risk managemesgioreses® That being said, in practical
terms there exists a real absence of clarity ankeygstakeholders about the role they can or
are expected to play in response to a poorly défisgue. As one UK Synthetic biology PI
stated during an interview when pressed on howdeotify and manage the risks presented
by the field: How do you find it? | find it very very hard to abuthese questioh®
Likewise in a recent House of Lords meeting, tearyafter the emergence of dual-use life
science issues emerging on agendas it was statied th
‘Given the boundaries between pure and applied rebealefensive and offensive,
civilian and military uses are unavoidably blurrelt. is also important to better
integrate biosecurity considerations into currenibfic policy on biotechnology,
nanotechnology and synthetic biology. | suspect th&s is largely missing from

current policy initiatives in these areas, not leasithin the European Union
framework’ (Falkner 2013)

These initial themes serve to introduce an examinabf political processes which have
generated dual-use governance in the UK. This ierder to address the question of the
extent to which conceptions, practices and thetipslof national security are relevant to

understanding dual-use governance in the UK.

100
101

Interview with two leading UK synthetic biologiston file with Author.
Interview with UK synthetic biology PI, On file witAuthor.
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In remainder of this chapter, analysis proceed$our parts, which reflects the discreet
policy-generating forums and process which havergiise to dual-use governance activities
directed at the field of synthetic biology. In tfest section there is an examination of how
synthetic biology was identified as a dual-use neckcience by European and UK funding
Organisations, as early as 2005. In the following sections governance activities directed
specifically at the issues of dual-use technologyg aual-use research are individually
addressed in the period between 2006-2010. Firthlye is an analysis of the governance of

dual-use techno-science in the period 2010-2012.

6.2 Dual-use Concerns on the European NEST Agenda004-2007)

As early as 2003, the major EU funding body of NIES8entified the field of synthetic
biology as area of investment (European Commis3@i8). Misuse issues were raised in a
2005 EU high-level report - and received the liost'are of commentary in the section of the
document on potential risks associated with thé&l.fidhe document would prove to be
indicative of an emerging problem framing of duaéussues which was informed by EU
experiences with genetic modification research suthnology. It was argued within the
document that synthetic biology research and tdolgyavas comparable to, or an extension
of, existing genetic modification practices. Thiaim extended to assertions about the way
the field would be made subject to existing govaoearegimes. The report states:

‘In terms of risks, abuses and safety measures, bt obvious that there is any

aspect of synthetic biology that is qualitativelffetent from the way such issues

apply to biotechnology and genetic modificationdadrom the far greater capacity

for manipulation and control that synthetic biologwill afford’(European
Commission 2005, 18).

Even at this early stage, however, it was becorapgarent within the NEST domain that
there might be a need for novel governance intéiwes (such as industry screening), which
would create extra responsibilities for emergindustries which provided increasingly
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complex and tailored biological products. AddedHis, the document reveals an assumption
that discussions of issues, such as dual-use, likedg to be polarised, reflecting a more
agonistic type of politics. To this end, the docaimm@rovides ‘for and against’ type
arguments in relation to potential risks. It alsartpays science and technology as both a
cause and solution to misuse concerns. The docuatemteveals a concern about knee-jerk
public opposition to the field by stating that:

‘Any discussion of the potential risks of a techgplas powerful as synthetic biology

must inevitably sound rather alarming. But it is@important with a new technology

of this sort to consider also the risks, and indebhd ethics, of not developing
it' (European Commission 2005, 19).

Analysis of the document reveals two key issuesumggled in tensions found within EU
NEST politics which continue to be reflected atthBuropean and national level. The first is
the understood need to reassure the public ineal&d concerns which are yet to manifest as
manageable risks. The second is the absence dfitafmapre-emptively address, rather than
just discuss, dual-use issues, in a mandatedqadlpfrocess - despite increasing pressures on

relevant industry, funders and scientific commuhityengage in such processes.

In relation to the latter point, it is worth notitlgat dual-use issues entered European NEST
ethical discourse on the back of US discussiorib@field of synthetic biology. In 2004, the
misuse scenarios circulating in policy circles ahed press were American rather than
European- as were potential models of oversighe Z005 European Commission report
identified the issue of bio-warfare, bio-terrorig® well as bio-hacking as relevant dual-use
scenarios. However, there had been little indicatimat the UK security community were
taking such issues seriously enough to warrantifgignt state intervention in the name of

national security in the near term at this titffenor were there organic community initiatives

102 Instead emphasis had been placed on moderate @qs0§Law enforcement responsibilities to

engage with CBRN misuse concerns against labsthendeed for the scientific community to
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within the emerging synthetic biology communityreiation to the dual-use issue. Indeed the
European synthetic biology community was yet to amalise (Molyneux-Hodgson and

Meyer 2009) and there were no publicly known EUeldasmateur bio-hacking communities.

This meant dual-use issues existed as a potentatal anxiety, but it seemed unlikely that
the issue could be converted into a quantifiabtk manageable risk in the near term. In this
respect, the 2005 NEST document demonstratesrihatBuropean context there existed a
type of over-hang in which security concerns, alovith other risk and ethical concerns
associated with synthetic biology, were being feess which appeared to outpace the

emergence of institutional capacity to assess ddceas these issues

The first major European investigation which cops@tl dual-use issues associated with the
field of synthetic biology was a 2 year EU-FP6 faddproject called ‘SynbioSafe’. The
primary purpose of the SynbioSafe project wasstaniulate a debatt® on the safety and
ethical aspects of synthetic biology. The projeutiuded engagement with the scientific
community at the S.B3 event, public discussion,satiation with synthetic biology experts
as well as the production of a series of acadenatenals on the subject - some of which
were published in leading science journals suciNarire. This then suggests the early
incorporation of dual-use concerns into the EuradeaSI agenda. In the following section
there is an examination of the extent to whichereadivities at European level contributed to

the generation of UK ELSI initiatives directed atttuse issues.

6.3 From Europe to the UK: Dual-Use Techno-Sciencen the ELSI Agenda

(2006-2008)

demonstrate the development of infrastructuregléfgovernance in relation to the dual-use issamfr
as early as 2003 to prevent the politicisatiorhefissue
103 http://www.synbiosafe.eu/
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Shortly after the announcement that the BBSRC wermvest into the field of synthetic
biology the BBRSC commissioned research into ElsSueés entitledSynthetic Biology:
Social and Ethical ChallengeéBalmer and Martin 2008). The report was draftegtiyolars
based at the University of Nottingham. Martin adlgahad an interest in engaging in
bioweapon and biosecurity issues and also contaithisother UK based scholars who had
been following the US dual-use biosecurity disausst®® The report identified three major
misuse scenarios under discussion within the U&giBgally bio hacking, the development
of new weapons by states, and bioterrorism. Thertdpund that there was a:

‘require[ment for] a thorough review of existing rdools and regulations, and the

development of new measures, particularly relatbog biosafety, environmental

release and biosecurit@nd further to this thaA robust governance framework must

be in place before the applications of syntheticldgy are realised’(Balmer and
Martin 2008)

These sentiments certainly chimed with the 2005NBR$T report. However, the report also
reveals emerging tensions within the UK ELSI pcditirelevant to understanding scope,
nature and feasibility of dual-use governance withie UK. In the following section there is

an examination of how US dual-use concerns wer@iited onto the UK ELSI agenda.

The first impact that the US governance discoues® ih Europe was to raise the dual-use
issue on the ELSI agenda. Within the US, concebmitathe prospect of terrorist use of
gene-synthesis technology had spread to the brddiérof synthetic biology. This spread
was due, in part, to the US institution relatiopshibetween emerging gene-synthesis
capabilities and the emerging synthetic biology camity which was galvanised by the
involvement of social scientists associated withElyRC. This situation had resulted in the
field of synthetic biology being subject to duakusoncerns to a greater extent than any other

contemporary techno-scientific field. The UK discsri inherited these concerns. This was

104 Including Filippa Lentzos, and Paul Nightingaléo had both been following biosecurity issuegeain

at least the mid 2000’s, and had ties to the Sei€@uticy Research Unity at the University of Sussex
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despite the fact that the UK lagged behind withardgo national gene-synthesis capabilities
and that the European synthetic biology community gene-synthesis industries were both
in their embryonic stages. This, added to the tlaat synthetic biology was the first techno-
field to be the subject of European dual-use disions suggests it would have been unlikely
that these issues would have emerged in Europeutithfluence from developments within

the US.

These discussions certainly created fresh impeiilmnwsome institutions as well as external
political pressures for research councils and fogdiodies to engage pre-emptively with
discussions about the dual-use issue despite sened of the manifestation of ‘problematic’
research in a UK context. US experiences also hathar more subtle, but equally important
impact on dual-use discussions in the UK. Thisteslao how the issue was framed and
expectations about how the issue would be govermed. UK context, dual-use concerns
were a new addition to the type of concerns raisedublics and stakeholders in relation to
new and emerging technologies. Traditionally (ncedioal) ELSI biotechnology issues fall
into two general categories. The first are relatedlefining, agreeing and managing risks
(here referred to as ‘risk’ issues). These issngslve activities by institutions such as the
HSE or other secondary regulators. The secondhgelves more ethical reflections about the
relationships between novel science and techndogmel ‘humanness’ or ‘society’. These
latter societal concerns such as ‘playing god’ amaally understood to require a
philosophical rather than physical remedy. Riskasions, on the other hand, tend to result
in the generation of concrete societal problemscwlare understood to require immediate

risk assessment activities of some kind.

It is conceivable that dual-use issues could hasnlliscussed as an ‘ethical’ rather than a

‘risk’ issue within this document and the UK ELSkalissions which followed. Such an
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assertion is supported, when one considers atstoflsome leading scientists in the field,
who make the claim that any science and technotagybe considered ‘dual-use’, and so
does not constitute a risk that can actually beresigd through governarie As it

transpired, dual-use issues were understood tantalthe former category in early European

and UK reports.

The fact that US discussions had adopted this fresking, and that communities were in
policy focused political processes, certainly cimtied to this ‘risk’ framing emerging in the
UK. However, in contrast to the US, there was & ploint no synthetic biology community
and no major initiatives underway to assess orrdoiate a response to dual-use concerns

associated with the field.

The BBRSC report then signalled the establishméatdominant dual-use governance logic,
which was forward-looking in the sense that newtitimsons discussed potential dual-use
issues which were yet to materialise. Howeverhedbsence of any substantive promises of
financial and institutional support for new poldlcprocesses of collaborative policy
development, it was also dee@yg hocand incremental. This was in the sense that it was
assumed that response would take the form of ahpabrk’ (Kelle 2012b), which reflected
discreet institutional rationales, rather than Imir@ new forms of collaboration politics as
part of a co-ordinated policy response. With thassumed political realities in mind, it is
unsurprising that Balmer and Martin pragmaticaliyled for engagement with education as a
first step in the development of dual-use goverearegime, which at the time appeared both
dimly conceived and politically contentious. Sucbcammendations chimed in with
educational and awareness-raising initiatives Weae been favoured at this time within the

UK by intuitions such as the FCO and aspects ofsthentific community. This was in the

105 Interview. UK scientist, on file with author.
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context of the growing significance of educationl @wareness raising within the context of

the BTWC.

This situation reminds us that developments witihia ELSI discourse were tightly inter-
wound with the assumed realities in other domdimghe following sections the nature of
this relationship, as well as the role of the rhetand politics of security are put under
scrutiny. Specifically there is a need to considew developments within each of the four
domains of dual-use governance can be understobdv® contributed to, or else impacted
upon, the process by which initiatives have emerged how this relates to theoretical

guestions about the politics of security.

6.4 Dual-Use Technology and the Politics of Secwi{2006-2010)

So far it has been demonstrated that between 2005008 broad aspects of the techno-
science of synthetic biology were being discussdti veference to dual-use potential in
European ESLI forums. This ranged from bio-termrbio-warfare concerns relating to a
broad swathe of foreseen developments in syntbeilogy. The potential need for controls
in response to such developments had also beeedralhis was understood to extend
beyond genetic material, conceivably including pirtd involved in biochemical expression
systems. At this time, it was also suggested tt@itrols and regulations [could] be imposed
on ‘parts suppliers’(European Commission 2005, L&ewise in 2009, the European Group
on Ethics expressed concerns related to the pateftstate as well as sub-state misuse of
synthetic biology technologies and called for sysef oversight that could address both of
these issues, under obligations laid under the BT&\@opean Group on Ethics 2009, 52).
Added to this, various bioweapon experts and cotesst largely from the US, had
suggested that the foreseeable proliferation ofh&fic biology technologies could aid the

development and use of novel weapons in the foaddeduture (Tucker 2012).
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However, the only specific technology, which wasbjeat of policy discussions at
government level within the UK during this perioglas gene-synthesis technology. This
raises questions about why this specific field edhhology has been subject to action and

why broader aspects have not. In the followingisadhis issue is examined

6.4.1 Early Government Responses to Dual-use Gengthesis Technology

(2006-2009)

In 2006, the first significant biosecurity concéonemerge in a UK context were raised by an
article that appeared in the Guardian. The artizldined how a journalist had ordered a
segment of smallpo¥ariola DNA from a UK biotechnology company. (Randerson &00
The segment, which encoded for part of the prote@t of theVariola virus, *°° was duly

dispatched to a private address in London.

It was argued in the article that the order shddde raised alarms at the company. The
article also connected its findings with trendsaence and technology which were making
the synthesis of genome-length sequences from shi@gonucleotide sequences more
commonplace. This then, for a while at least, sstgf the prospect of public pressure on
government to toughen up on the regulation of #eegsynthesises industry. However, in the
absence of political and public interest, the Gizararchestrated ‘scandal’ did not become a
means to instigate a broader review of the dualliséech issue or indeed bleed into
concerns about the misuse of scientific researchelation to pathogens or contemporary

poster-boy fields such as synthetic biology.

106 The DNA code had actually been modified slighvdore it was ordered, as to avoid breaking laws

covering select-agents. However the modificatiomldmot have been significant enough for the
company to argue that the modification undermimedt tscreening processes (if such processes had
been in place).
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The primary publicly-known response from governmesame in the form of an
interdepartmental meeting held by the Departmerusiness Innovation and Skills which
addressed The potential for misuse of DNA sequences (oligeatides) and the
implications for regulation(Department of Business Innovation and Skills @00rhe focus

of the meeting and the report that followed wasruffee immediate feasibility of misuse by
small terrorist groups. This pragmatism meant thatproblem framing was very restricted in
comparison with discussions occurring in some aspecthe European NEST domain at this
time, which, although largely constrained to thes# of bioterrorism, were still looking
beyond immediate industry capabilities. The meetimgised on risks which were understood
to be ‘immediate’ rather than feasible in the ldegn based on hypothetical developments
within national biotechnology capacity or sciemtifiesearch. Such perspectives were also
informed by assumptions about the central role xistmg biosafety and biosecurity
paradigms in preventing misuse. Within this underding, existing governance systems
were expected to maintain vigilance and respondoiel risks at the point at which they
appeared more immediate. This idea was also swgapbit the claim that standard operating
practices within research institutions and indusimg similar ethical systemesan be used to
respond quickly to changes in technolo@pepartment of Business Innovation and Skills

2006).

Such framing impacted on the aspects of the genthssis technologies which were made
subject to dual-use governance at this point irtiRrst, it was more established practices of
shorteroligonucleotidesequence synthesis, rather than the emerging lgagdét sequence

industry that was the focus of attention. This miglat concerns about terrorists ordering
gene- or genome-length sequences from speciaimss fivere not attended to. This issue

would spark a European industry response only twars later as the European gene-
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synthesis continued to develop. Second, while tiaag an appreciatiorteéchnologies will
advance such that pathogenic organisms could bstagted or (more likely) be modified
more easily(Department of Business Innovation and Skills @90o specific developments
were identified, nor was there discussion of thednt identify these developments. This
meant that no specific political process was pyplate to respond to such issues, instead it
was stated thakéy organisations [were] to alert Government if yHeecome aware of any
significant advances which might lead to major tesdbgical changes and thus to increases
in risk’ (Department of Business Innovation and Skills 2008) the period between 2006-
2008 there were minimal activities within the HSECO, Home Office and National
Counterterrorism security office directed at dusdsynthetic biology or dual-use technology
more generally which was, in the main, confinedtganising and attending seminars and
keeping a watching brief on fields such as syntheiblogy’®’ However, this did not
translated into policy initiatives on the part dikese institutions. For example, the HSE
produced a small horizon scanning piece on thedamfeld of synthetic biology in 2007,
but this did not address misuse issues. Added i REO, Home Office and National
counter-terrorism security office policy initiatvevere also slow to emergeor example, it
was not until 2012 that the National counter-tasror security office began seriously
considering the development and implementation abfl-dse awareness-raising and
educational programmes outside of military resedaatilities in relation to life-science

research®®

107 In relation to the HSE see Memorandum submitieatie House of Lords Select Committee on

Intergovernmental Organisations (Health and Sa&escutive 2008). In relation to the FCO see
evidence submitted to House of Commons Foreignisffaommittee (Foreign and Commonwealth
Office 2009) also were keeping a watching briekgnthetic biology through attendance to the
Synthetic Biology Policy Co-ordination Group frod@ to 2009 (on file with Author)

Presentation from NACTSO representative at ResiplnConduct of Research for Scientists and
Engineers: Twin International Meeting, The Norci@finference Centre, University of Bradford,
Bradford, UK July 2012. On file with Author.
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This is particularly surprising as education haérba favoured response to other ‘dual-use’
technology issues (i.e. firearms and chemicalshiwithat organisation (Home Office 2009,
2:2 at 12.19). There was also minimal interesinftbe Ministry of Defence, who delayed an
investigation into potential threats and opportesissociated with the field which had been
agreed in 2006%° This lack of engagement was also reflected aiigmaentary level, with
minimal discussion of the dual-use issue more gglyein this period, with the issue only
raised on the periphery of international non-pesétion, laboratory biosafety and public
health issues in debates within various parliamigntammittees, often by aspects of the

scientific and academic arms control communitigs.

In this period, there is little evidence of systémaearches for new risks, as well as an
absence of investment into the development of sewrriteria for the identification and

evaluation of novel dual-use risks in relation $yatic biology technologies. The absence of
engagement, as well as clear direction, would bealed most clearly in coming years, as

the gene-synthesis industry emerged.

6.4.2 The rise of International Industry Associatims in Dual-use Technology

Politics (2007-2010)

In 2007, several industry scientists and technetsgivith an interest in the emerging
European gene-synthesis sector met in Heidelbezgné@ny in order to discuss the potential
for the establishment of some form of synthetiddgy industry association. The foundation

of the ISAB in early 2007 was underpinned by a nendf political drivers. First, there was

109 Plans for this investigation were picked up aggbrted publicly in a Parliamentary Briefing Paper

(POST 2008, 3) However, the plans were shelvedfatdarticular enquiry never took place.
(Confirmed by Email correspondence with the intehdethor report, on file with Author).

For example (Health and Safety Executive 2088an Inter-governmental organisations committee
meeting, House of Lords. (Foreign and Commonwe@ffite 2009) at Foreign affairs committee
meeting, House of commons
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a growing interest within European industry in tiedd, which created a need for novel
forums for pioneering biotech companies to collalber Second, there was an apparent need
for industry to pre-emptively engage with risk issuassociated with the technology in the
context of growing European and funder intereghenfield of synthetic biology. This need
stemmed from historical, European experiences ot resistance to GM technologies, as
well as more recent US experiences in relationdsdeurity issues. Third, the novelty of the
field meant that the government was only in thelyeatages of assessing its potential
regulatory implications of increasing gene-syntheaspacities, creating uncertainty for the
industry. While indications had been given that thesting regulatory framework was
adequate, it seemed increasingly likely that thieaemeworks would require review and
amendment in response to the emergence of the gyeleesis industry at national and
European level" In response, a decision was made to engage in fameof activity to
which would pre-emptively address the risk issuss®aiated with the field, this activity from
the outset was understood to involve public engagenrisk management activities and
advocacy in relation to regulators. The politicergsunding the emergence of the policies are
significant for understanding the politics of segusurrounding dual-use technology issues,

and are now addressed.

The IASB held a workshop in April 2008 in Munichhd workshop brought together
industry representatives, social scientists, a$ assEuropean public health and biosecurity
experts. An important addition to this group wasoabteven Maurer, who had already had
first-hand experience of the development of biosgcinitiatives in the US in relation to the
field of synthetic biology. The workshop agreed arkvplan which was published on the

ISAB website and has since been widely cited inoBaan policy material on synthetic

11 Interview, with ISAB representative. In a UK contewhile there has been a re-assertion that non-

infective genetic material was not subject to Biesaand Anti-terror laws, there was no guaranie t
this position would be maintained, genetic matesias also covered under Export Control regulation.
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biology. This work package included six sets ofvties these were: the harmonization of
screening practices, utilizing closed online indgshformation forums; co-operation with
the Goldman School of Public Policy in the Buildinga virulence factor databaSé:the
publication of an article on the ‘status quo’ ofdetic biology; the establishment of a policy
steering group; Publication of IASB member scregmracticesas well as engagement with
other stakeholders internationally. Since thisetinmowever, there have been modest
activities in relation to these aims, constrainedhie main by the absence of resourcgs.
This has meant that much of the focus of the 1ISAB Ibeen raising its profile in industry and
biosecurity forums, as well as courting governmerestment. For example, work on the
development of new screening databases and softhasebeen very slow (in both a
European and US context). Added to this, therebeas little, if any, publicly known work

on the harmonization of practices among membece s1009.

This being said, the ISAB has certainly punchedvebits weight when one considers its
political impact in Europe. Not only has the thda behaved as a successful securitization
actor in relation to the issue of gene synthesiss also likely that this may set a broader
precedent in European politics in relation to otheustrialising aspects of synthetic biology.
Largely insulated from the antagonistic politicstie NEST domain, the IASB instigated a
political process which allowed industry to rise #s predominant developer and
implementer of security policy directed at the gegethesis issue in relation to the scenario
of terrorist misuse. This helped secured ‘industcyeening’, rather than other forms of

intervention, as a central part of the responsestamnario of terrorist misuse of synthetic

112 The idea behind this data-base is can used ¢ersegainst dangerous ‘genes’ encoding for virelenc

factor proteins, as opposed to screening from whickd genomes. This was in order to make
sequencing more focused on dangerous aspectsabfemomes.

The ISAB composes or a core ‘staff' or around 6 andividuals who work on the project in their
spare time, They have a very modest annual speup @f approximately 10,000 Euro a year.
(interview with ISAB founding member, on file withuthor).
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DNA. However, the existence of the ISAB in its opwlitical niche has come with a cost,
which, for the foreseeable future, will likely litihe institution’s ability to further develop
and implement policy. Specifically, the ability tife IASB to be more reactive to the dual-
use challenge presented by gene-synthesis techeslbgs meant that for several years ‘it
has ran beyond’ the interests of the Europeantunstns from which it needed support. If
anything this group’s activities have, at timeseresed as a ‘public bolster’ by departments
against the need to take action as the work of gnsup was often referenced within
European NEST forums without the suggestion of guwent support or viable policy

alternatives at this time (House of Commons: 2GH),

This being said, in the following section it becanwdear that the ISAB has likely cemented
the position of similar institutions in Europeanifpos in the coming years. This, in essence,
means that even if the IASB were to quietly folccoming years - taking the existing policy
channel with it - the absence of state activityhis area, coupled with the activities of this
group, has resulted in the emergence of politipaice for such organisations within the
NEST, anti-terror and biosafety domains. This lodiksely to facilitate the emergence of

similar actors within industry who would likely nmiar the approach of this group.

6.4.3 Conclusions: The Securitization of Dual-Usey8thesis Technology in the

UK (2007-2010)

In the UK, the domestic gene-synthesis industrnsnwll, with a handful of companies

providing tailored gene-synthesis produtfsthere is no data publicly available about how
many of these companies there are; how many anedigp a screening standard or how
many implement biosecurity policies. Added to thie nature of the market is also unclear.

It is likely, for example, that many UK-based resbars also rely on imports from the US,

114 For example, http://www.bioscience.co.uk/prodigetee-synthesis-service-genemaker
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Germany and, increasingly, Chil.In the UK there are no clear channels of policy
development in relation to the gene-synthesis isgua national level, with no institution

having a clearly defined remit in this regard.

During this period, the UK government, the HSE &, as well as the Department of
Innovation of Skills who grant dual-use export tices, adopted a wait and see approach in
relation to scientific and technological development. Erigtibiosafety and ethical
governance structures were appropriated or earadadsde factobiosecurity systems -
however there is little evidence that they werereactually utilized for the development of

secondary securitization.

The process of organising the interdepartmentatingees an example of successful primary
securitization as the meeting constituted a coatripolitical process which allowed an issue
to be made ‘governable’ in the name of securityisThmeeting also reflected the

predominance of a framing of the dual-use technplegue which was constrained to those
issues which could conceivably by addressed egidiinsafety and export control systems.
Thus while the dual-use issue was making it ongendas, there was no pre-emptive policy
development, such as in-depth risk-assessment aypiwities, or the development of

capacities to implement such assessment. Insteadut-use issue continued to exist in the
main as an under-addressed ‘ethical’ issue on N&f&hda, rather than a risk issue requiring
action in the biosafety or anti-terror domainsisltclear that this creates an environment
which is unfavourable for the emergence of pre-@mappolicies directed at identifying a

responding to potential dual-use concerns. It $® alorth reiterating at this point that the

majority of initiatives discussed in this were mt#signed to address the prospect of state-

15 The tendency for scientists to choose cheapreliable products regardless of where they are

produced, or the bio-security policies that the panies adhere to, was a re-occurring theme in my
discussions with UK scientists.
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level misuse and tend to ignore more forward-logktoncerns about broader trends within
emerging biotechnology. This issue is returnedteards the end of the chapter. In the next
section the emergence of activities directed at-ds@ research within the field of synthetic

biology in this period are now addressed.

6.5 The Security Politics of Dual-Use Research (202010)

By 2007, growing interest at US an EU level in &tic biology had motivated a BBRSC
led funding initiative. The initiative involved thestablishment of seven new research
networks in synthetic biology designed to foster iaterdisciplinary synthetic biology
community within the UK. From the outset, the wasequirement for scientists to engage
with ethical, legal and social issues when desmramd carrying out research (BBSRC
2008a). There was also a level of optimism expikgseelation to the ability of the synthetic
biology community to engage pre-emptively and resgdy in managing the societal
impacts of the field. In the public announcementhef Network Initiative, it was stated that:
‘We think it is important that scientists and res#afunders are aware of the wider
social and ethical issues surrounding syntheticldgg. From events that we and
others have held recently, we are confident thatddientists will address such issues

when planning and carrying out research involvingntbetic biologyfBBSRC
2008a)

Such optimism was unsurprising for several reasdfisst, there was a pre-existing faith in
the capacity of the existing regulatory framewarkatidress any risks that emerged related to
the field of synthetic biology. This suggested tthat scope of the community responsibilities
were limited to public engagement or helping talitate the response of existing regulatory
institutions such as the HSE to the isStfelt was also assumed that ELSI researchers

(mainly social scientists and ethicists) could cbute to the evaluation of ethical concerns

116 As was stated at a regulators meeting organis¢debBBSRC at the timéhe overriding message

from advisory committee members was that noneeafdiestions and hypothetical scenarios suggested
a paradigm shift that would necessitate amendiegdK’s regulatory framework. However, some
issues may require particular attention within fremework’.(BBSRC 2008b, 2)
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as well as risks in the context existing regulatoynding and research ethics review
processe$t’ This was in the context of rise of synthetic biplas a ‘hot topic’ within policy
and ethics research centres following US debatbs. BBSRC Network model held the
promise that the interest of these scholars co@dclannelled in the related tasks of
integrating societal demands and concerns intgpthetice of research and reassuring the
public in relation to the fledgling field. The reseh councils and regulators were also keen
to emphasise the role of the synthetic biology camity and ELSI researchers for another
reason. This was because there were concernsaintiei among the funding institutions that
there was a risk that security, and particularfigtsaconcerns, about emerging fields would
lead to a public back-lash before novel applicaioould even be developed. In a publicly
available report on a meeting between the reseauahcils and regulators, violent imagery
was used to describe the threat posed by publicregulatory backlash against the field,
stating that:

‘There was agreement [among those that the meetnghe importance of ensuring

that unnecessary regulation does not ‘strangle mthbthe potential benefits of

synthetic biology products; and that regulatory gedures should be realistic and
proportionate, not burdensom@BSRC 2008b, 4)

During this period, research funding institution®hilised to ensure a central role (for
themselves) as well as the emerging synthetic gyotommunity in the political process of
policy development directed at ELSI issues assediatvith the field. This involved

collaboration with institutions such as the HSE, Bepartment of Innovation and Skills and
law enforcement agencies in the context of existiagulatory structures. The question
remains, however, in relation to the extent to Whibese activities constituted primary

securitization, or fostered secondary securitizatia relation to the first question, there was

17 At the BBRSC regulators meeting it was also stéttat Research applications go through local ethics

committees and research council ethical review gsses in addition to their review through
regulatory committee reviews. A view was expreisgidconstitution of these committees should be
considered to ensure their capacity to manageribis Consideration of Ethical Legal Societal Issue
(ELSI) is also an important part of the new syrithbiology networks (BBSRC 2008b, 3)
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early consensus between the scientific community @her regulatory institutions that the
scientific community would take the lead in relatim governing dual-use research. This was
based on consensus which had emerged as earlg datiamentaryScientific Response to
Terrorism’ report writing process (House of Commons Sciemzk Bechnology Committee
2003). Therefore, this was an attempt to encousagendary securitization within relevant
communities, who were expected to play a role enitlentification and governance of dual-
use issues as part of a system of identifying @s@anding to dual-use risks. This idea was
not challenged nor were there moves to developrgqolicy beyond these earlier vague
agreements. This, essentially, meant that the tharestill a space for the synthetic biology
community to behave as a secondary securitizatear,awithin the remit of the vague
agreements made in 2003. In the following sectimd is an examination of the extent to
which the scientific community (including assoc&tELSI scholars) took on this role in

relation to the field of synthetic biology.

6.5.1 Community Self-Governance (2008-2010)

UK scientific institutions can be understood to énaesponded to dual-use concerns in two
ways. The first is through the development and @npmntation of policies to enable the
identification and management of certain types wdldise risk, particularly in relation to
theft and diversion, in collaboration with law erdement (which primarily involved
education and awareness raising initiatives witthe community). The second set of
activities, were intended to frame and communitia¢edual-use issue to wider society. Most
of the activities of the scientific community aresdy separated into these two categories. For
example, the Report from the Royal Academy of Eegimg (Royal Academy of
Engineering 2009), is obviously primarily desigrtedframe and communicate risks to the

public. Likewise, educational and awareness deadivities engaged with by the Royal
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Society and under the aegis of the Wellcome Trusjept Building a sustainable capacity
for dual-use bioethicsare primarily, designed to contribute to a systeimdentify and
responding to dual-use risks. In contrast, it iclesr which of these categories ELSI
activities conducted under the auspices of the BBR$ded networks fall into. This is
because at different points in time various rolagehbeen ascribed to both the scientists and
social scientists that make up this community (®eeExample Calvert and Martin 2009).
Such confusion stems from long-standing tensiondKnELSI politics, as well as the need
for social scientists involved in ELSI governanogjustify their own role in the innovation
process- to publics, funding institutions as wedl the public. In the following section

activities of ELSI researchers in these communigdarther examined.

Dual-use synthetic biology in the seven syntheitidolpy research networks.....

As should now be clear, in the early years of ib&l fof synthetic biology there were very
limited risk-governance activities taking place hit government departments and Royal
Society, as well as at community-level in respotsedual-use concerns that directly
contributed to the emergence of dual-use governeapacity. This reflected a broader trend
reflected in recent dual-use discussions about gaiunction H5N1 research, which have
moved on little from discussion about dual-use aes®ewhich began nearly a decade ago in a
UK context. This is in the sense that there remansemphasis on the importance of
education of publics and scientists, as well asddetrality of review at funding stage.
However, there were no substantial technical resievthe development, implementation

and evaluation of these policies during this pebggarliament or key departments.

Despite the fact that dual-use issues had emengeahtdterrorism and biosafety agenda, the
prevailing logic was that the dual-use issue ditl aorently raise problems that required a

response, and that institutions could respond toissues that did manifesid hoc This
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produced a dead policy space between the socatabéms imagined in the BBRSC report as
well as the public in the mid-2000s and projectededbpments in the field over the coming
decades. As a consequence, governance responshs thallenges raised by synthetic
biology would involve incremental responses witkiscreet institutions, rather than more
forward-looking policy and capacity-building. Theypuld also involve the externalisation of
broader societal issues which could not feasiblyatidressed through existing regulatory
systems, or modest modifications of these syst&tithin in the NEST domain, in reaction
to this type of approach to science governance menerally, several social scientists active
in the BBRSC networks have expressed an interasbie ‘up-stream’ engagement with the
scientific process. In the remainder of this settitere is a critical assessment of the aims of
these researchers in the networks between 2002@h@, the extent to which these aims

have been achieved as well as the discernible ingrathe governance of dual-use issues.

Writing in 2009, two social researchers centrah® UK synthetic biology ELSI community,
outlined their preferred model of engagement waiergists, which was held in contrast to
more traditional forms of ELSI engagement (Cahemtd Martin 2009). They argued that
such an approach to engagement required ‘collabatdietween social researchers and the
synthetic biology community. They argued that scalaboration could involve:
‘Scrutinizing the assumptions underlying the redeast both natural and social
scientists, and challenging habitual ways of thmgkemong both groups. Which

could help treate a more ethically acceptable and sociallyfuisield of study and
applicatiori (Calvert and Martin 2009, 202).

These researchers were seeking to engage up-streaaeprocess of innovation and address
potential risks before they emerged. Conceivahlghsactivities include the instigation of

policy initiatives and political processes desigaédenerating and responding to foreseeable
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risks; including those raised by the dual-use isSueh sentiments reflected the approach to

ELSI engagement which was being attempted at Sgrdighis time™'®

There were, however, from the outset, two limitasiaon the potential scope of impact of
these activities in relation to the developmentplementation and politics of dual-use

governance.

The first related to the primary focus upon engag@mvith the scientific community, based
on the view that this would have knock-on effeeit®i in the innovation process. This then
meant that activities primarily focused upon engitirgg ethics (or reflexivity) into scientific
research, as an exemplary field, rather than dyremtt changing prevailing norms and
practices within institutions involved in the fundi of translational research; the
implementation of risk governance directed at imusuch as the HSE; or within biotech
industry. This essentially meant that while ther@svgome engagement ‘up’ the innovation
process, there were less activities directed atatipg upon the politics of risk governance
‘down’ the research translation process. For examplscenarios where scientific research is
utilised by industry to generate novel technolodgsinvestors from outside of academia.
Such a position was not unreasonable, bearing md rthe absence of interest from key
regulators during the early period of the fieldsvdlopment. Instead, the researchers were
forced to adopt pragmatic aims — which combined fwee-existing sociological interests in
the formation of techno-scientific fields and thaiability of the growing synthetic biology

community as a more accessible (if limited) agdmthange.

s Indeed, scholars from Synberc were asked to presethteir experiences at a meeting which launched

a UK ELSI manifesto document for discussion at @ting held at King’s College on the"19une
2012.1t is worth noting that this meeting providegublic froum for Gaymonn Bennett to express his
explanation of why social scientists had not besngcessful in achieving their goals at Synberc; as
well as why his boss Paul Rabinow had to step-dasieader of the Synberc ELSI thrust.
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The final issue related more specifically to thanfing of the dual-use issue adopted by
prominent members within this community who havatest publicly that, the forward-
looking dual-use concerns do not constitute an idiate risk and are a distraction from
other, more pressing, issues which require attentioch as the democratic deficit within the
innovation process. For example, Marris and Ro6&ZPargue that most discussion of dual-
use and other risk issues is based on technicaragone about the current capabilities and
practice of the field of synthetic biology and th&@bmmentators instead focus on potential
reckless use or misuse, overestimate the pathogmassibilities.... They argue that this is
an:

‘Example of speculative ethics that distracts umftess exciting but more pressing

guestions. What are synthetic biologists actuatlynd? How easy, or difficult, is it

proving? What applications are they realisticallpigg to develop in the short to

medium term? What is their intended purpose, andvbat extent could these
contribute to the public good?(Marris and Rose 2012, 28-29)

This then suggests a mismatch between the optiraigmmessed by social scientists within
this community as well as the research councilsutlioe role of ELSI activities in risk
governance and the realties within the researclar&s. Indeed this discrepancy motivated
Edwards and Kelle to examine the relevance of EaSlvities within the UK synthetic
biology networks to the prospect of dual-use edanaiThey found minimal attention to the
dual-use issue and minimal activities with a disdde impact on the emergence of
education initiatives (a widely favoured strategy improving risk management) (Edwards
and Kelle 2012). Further investigation into theio@lrecord of network activities reveals that
the conceivable impact of social scientists witlhiis network on the emergence of a dual-use
governance regime directed at synthetic biologgassh was, in the main, limited to raising

awareness within the synthetic biology communitgwlihe work of social scientists as well
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as societal concerns and relevant governance framsw?® Interviews with Pls also
revealed that awareness and substantive knowladgelation to the dual-use issue also
varied greatly, reflecting the absence of systaamadiucation and awareness-raising in this
field. However, there is also some evidence ofd@asing interaction between the broader
synthetic biology community and the broader BTW@srcontrol regimé? This suggests
that the support provided by the network ELSI fungdihas helped foster some tentative novel
collaboration between the UK synthetic biology coummity and those with an interest in

dual-use issue.

6.5.2 Conclusions: Governance of Dual-Use Aspects &ynthetic Biology

Research (2008-2012)

In relation to the question of who securitizes ba tssue of dual-use research within a UK
context, the situation remains largely up in the. &vhile the UK synthetic biology
community had a remit (albeit vaguely defined)mpiement and develop policy responses
to the dual-use issue, such developments wererotiest and tentative in this period. This
was underpinned by the absence of institutionapstpand engagement, specifically the
FCO and HSE. However, this was also underpinnethéypre-dominance of a norm within
the broader UK synthetic biology community, whiahahplayed the significance of dual-use
issues as they were understood to constitute nogeterm, or far-fetched concerns, in the
pursuit of more pragmatic aims in relation to tieddf This then demonstrates the absence of

secondary securitization processes within thiglfi@lnalysis has also demonstrated that it is

119 Based on examination of network website and plybéivailable meeting material, discussions and

interviews with prominent members of the ELSI comityuas well as project reports. On file with
Author

See for example: (Dando 2010) Jane Calvert ( Aas&tientist involved with the synthetic biology
networks) was a speaker at a side event at ther2@lw conference, along with other prominent
members of the European and US synthetic biologylEbmmunity. Several other events addressing
dual-use issues have also being organised thriiegbK based ESRC Genomics network
http://www.genomicsnetwork.ac.uk/esrcgenomicsnetiements/.
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unlikely that the dual-use issue will stimulate rsfigant anticipatory risk governance
activities in relation to synthetic biology in tiereseeable future. This situation has also
been underpinned by an absence of support andtivés within the anti-terror and biosafety
domains in relation this issue. As a consequelhegpolitics of security surrounding research
within the UK remains one that is dominated by iingbns in which the issue is
marginalized. These findings, along with developtsein relation to gene-synthesis

technologies provide the context of the final pcdit process which is now examined.
6.6 The Prospect of Re- invigorating Techno-Sciencgovernance (2009-2012)

In the period between 2009 and 2012, a coalitiorrapiresentatives from UK biotech
industry, leading scientists, as well social agmsirsts associated with key synthetic biology
research centre (in particular those from the @efdr Synthetic Biology and Innovation
based at Imperial) advocated greater support ferdibmestic gene-synthesis capability as
part of improving UK research and translation caliss,’** as well as basic and
translational research within fietd® In 2010, the House of Commons Science and
Technology Committee held a meeting on the topibioéngineering and were convinced
that there was:

‘a widespread consensus that developing a natiomtdA Bynthesis capability would

put the UK at the forefront of synthetic biologgrtslation and what some consider to
be the next industrial revolutiofHouse of Commons: 2010, 44).

Further to this, it stated that

‘Such is the current, and future, value of DNA sgsiththat the UK cannot be found
to be in a position where this capacity is sub-cacted. A national initiative to

develop cheaper, faster, longer, high-fidelity DiiAthesis would put the UK firmly
at the front of this new industrial revolution..].We should not be put in a position

121 This perspective was supported with referencesteent industry investment in UK gene-synthesis

translational research to the value of £2.5 millon
This built in part on coalitions built throughetlsynthetic Biology Policy Co-ordination Group, &as
at the Royal Society, which functioned from aro20@8-2011.
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where we try to build a new industry on top of sathced foundationgHouse of
Commons: 2010, 26)

To this end, the report suggested that the Teclyofirategy Board should manage a
national initiative to develop the field. WithingHollowing 2 years, UK institutions received
approximately £25 million in investment, the majgrof this funding focused on the
development of foundational technologies, as wslittee translation of synthetic biology

research (BBSRC 2012).

Scientists and social science researchers from Qaetre for Synthetic Biology and
Innovation gave evidence as part of the bioengingeairafting process and referred to the
issue of dual-use technology. Their comments idenwce, as well as a report from the
Synthetic Biology Co-ordination group that followaetemonstrated continued optimism:

‘Overall our view is that further research and coniing discussions are needed
between SB practitioners and national and intermadil regulators to develop an
effective governance framework that will mitigatsks without imposing an undue
burden of regulation that hampers the innovatiopegtine, yet which ensures justified
public confidence in the safety and security issu&sme of this work will be
conducted by BIOS researchers within CSynBIl, wagrkiwith the Royal
Society.(House of Commons: 2010, 4)

Such sentiments were also expressed in a repoduped by the Synthetic Biology
Technology Strategy Board:

‘It will be crucial, as synthetic biology progressés continue developing a robust
regulatory and enforcement regime involving scrytievaluation and modification of
existing regulations to address issues such asentjidelayed, and cumulative long-
term effects, including accumulated effects of apgls for different organisms; and
appraisal of risks which consider how the technglagll be used in practice, in real-
world conditions. The latter includes the potentfar ‘dual use’ at a time of
increasing global uncertaintifUK Synthetic Biology Roadmap Coordination group
2012, 21)

Such rhetoric certainly suggests a continuing supfoo the development of anticipatory
systemic risk governance systems. However, bearingnd the recent history of the field of
synthetic biology, specifically with the slow anthgmatic response of regulatory bodies, the

government, as well as the synthetic biology comtygumne must question the current
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feasibility of such an endeavour even in relatiorekisting gene-synthesis technology and
practices of innovation. In relation to the duat¢usssue in particular, the recent
characterisation of the dual-use issue as an a@thiather than ‘risk’ issue by prominent
scholars at LSE, suggests that the dual-use isslikely to receive much less attention
within this institutional context as a target oéwnsecondary securitization initiatives within

the NEST domain.

6.7 Conclusions
Within securitization theory, a key focus has bapan the questions of who securitizes,
how, what, and under what conditions and with wafgcts. Within this chapter each of
these questions has been attended to, and it th warapitulating some key points before

further discussion in the comparative and conckusivapters.

With regard to the question of who securitizesallation to dual-use issues, it is apparent that
institutions such as research funders as well@setin charge of laboratory biosafety and
biosecurity are widely understood to be of centrglortance in the oversight of dual-use
issues. This role has been secured through twosfofractivity. First, institutions such as the
HSE as well as member of the ELSI community hagerasd the role of existing biosafety
regulatory systems, education and awareness-raistrajives as central to the governance
of existing dual-use concerns as part of parliaargmeviews of the area. Second, in relation
to oligonucleotide synthesis, these institutiongeheollaborated in the generation of political
process in which these existing systems were edeadas key aspects of biosecurity
responses. Another key actor has been the ISABhiitas taken a pro-active approach in
defining policy options and implementing policytiatives directed at the synthesis industry.

Generally speaking, however, government departnies adopted a wait and see approach

206



with regard to dual-use concerns and have plagddifethe idea that scientific institutions

and industry are in a position to identify and wegpto dual-use concerns.

In relation to the question of what has been stzad, it is clear that, apart from initiatives
within the gene-synthesis industry, those aspdagrihetic biology which have been made
subject to security governance are those whiclcoaneivably be addressed through existing
systems of biosafety and biosecurity governancéh Yégard to the consequences of these
activities, the extent to which dual-use issuesehaotually, or are likely to be made subject
to risk management within these systems, remaiokean This is because there is absence of
a designated institutional capacity to resolve -dis@ dilemmas should they emerge in a UK
context, as well as an absence of specific andmativide conventions to identify and
respond to dual-use research of concern. Spedyfioath relation to the synthetic biology
NEST domain, there has also been no significaatrgtts to identify dual-use concerns
specific to the UK field. This, again, reveals dsence of institutional interest in pre-
emptively engaging with dual-use concerns whicmoame addressed through the

application of existing biosafety and biosecuriskmanagement systems.

In the final two chapters each of these ideasdsesm$ed, as more cross-cutting themes are

developed and analysed.
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Chapter Seven: Comparing the Scope, Practice and Racs of Dual-Use Governance
within the US and the UK

208



7.1 Introduction

Analysis has revealed key historical moments, tunsbins, ideational factors and practices
which have constituted dual-use governance wittendase studies. In the following section
these findings are held in relief against eachroitherder to develop key lines of argument
about the scope, politics and practice of dual-ggeernance. This involves a structured
comparison utilising analytical concepts develogedughout this thesis in order to address
key research themes outlined in chapter two. Af lonverview of these themes, as well as the

analytical framework developed to address thesadlseis now given.

At the outset of this thesis, it was claimed tiet émergence of the dual-use issue on US and

European agendas was underpinned by:

a) The emergence of fears about terrorism, in @4ati bioterrorism, both in
public and policy circles, specifically the thrdéam non-state actors;

b) The dominant assumption about the fast paceieftfic and technological
development associated with the life sciences;

¢) Changes in the relationship between sciencalantbcratic societies. Over
the past decade much of the academic literaturé¢hendual-use issue has
focused on the question of how to address a cowcepf the problem of

dual-use.

In chapter two it was argued that in order to sttisly practice and politics of dual-use
techno-science governance, it is important to rdgstish between four discreet domains of
politics. It was suggested that it would be mydpi@nalyse the manifestation of the dual-use
issue within a specific domain which were each ustded to comprise of different styles of
politics and reasoning. However, carving up of idea of ‘dual-use governance’ into four
largely discreet domains challenged the stabilitg aelf-evidence of the concept dual-use

governance. That is to say, while most scholars @oidty-makers identified comparable
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histo-political context and responses in their dpsion of dual-use governance as part of a
web or responses, the question of how these aesivi¢élate to each other in the formation of
an emerging regime remains largely unansweredas suggested at the end of chapter two,
that in conceptualising dual-use governance asna@rgng systemic risk in governance

regime was the first step in addressing this gqoestiThe second step required the
development of an analytical framework which couldorporate agency, ideational and

structural factors into a coherent overview of ploditical processes that have generated dual-

use governance.

This task was addressed in chapter three. Thetaralframework that was developed built
upon insights from securitization theory. Scholerghis field have been reflecting on the
politics and practice of security for over decadel @ range of analytical concepts were
identified for use in the task in hand. The ana8ftiframework focused on the interaction
between agency and structure in the process byhwtodicies emerge, utilising analytical
concepts drawn from policy process theory as wellcatical discourse analysis to help
structure the study of this interaction. This inwex the analysis of how actors engage with

security politics (including the policy-making pess) why and with what effects.

In chapter four, the field of synthetic biology wiasroduced as an example of an emerging
techno-scientific field which has been the subatlual-use governance. A focal field was
required for two main reasons. First, there has lmeein-depth study of new and emerging
scientific practice and artefacts as the subjefcsgcuritization. Therefore it was necessary to
conceptually unpack the process by which framirfge@ntific fields are generated. Second,
as there was an absence of dual-use governancey théhbin the literature, a narrow and

deep focused approach (i.e. a single field) wasehdo enable the development of new

theory and hypotheses related to dual-use goveendrfe field of synthetic biology was
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chosen as a focus because it was the field thatobad associated most prominently with
dual-use concerns. This was important as dual-agergance norms developed in relation to
this field may be reproduced in relation to othetds that become embroiled in dual-use
politics. Investigation into this field may also gmme way to revealing which factors

contribute to scientific practices and artefactsdpdabelled as dual-use concerns. It was
demonstrated in chapter five that claims about-dsalproblems involve assumptions about
governance but also about science and technolagyhdt to this, it was suggested that the
emergence of shared assumptions in relation tovangtechno-scientific field are be

underpinned by trends in the way in which new ameérging technologies are assessed in

modern societies.

In the following sections, concepts, hypothesis lmels of argument (developed in earlier
chapters) are used in order to examine the thnegaddocal points identified in chapter two

specifically:
- The subject and scope of dual-use governance
- The politics and practice of dual-use governance

- The nature and prospect of national styles of dsalgovernance

These central lines of inquiry are now addressesuthh a structured thematic comparison of
the US and the UK. Each of these sections, to ngrgixtents, emphasise the role of ideas,

practices and political processes in the emergehdaal-use governance.

7.2 The Subject and Scope of Dual-Use Governancethn the UK and the US

This focal point of analysis involves identifyingigh aspects of synthetic biology have been
constructed as presenting a dual-use threat andrelagionships between these threat

constructions and pre-existing discourses and ipexct it is worth briefly distinguishing
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between the ideas of ‘subject’ and ‘scope’ herethasdistinction is of some consequence.
‘Subject’ refers to the delineation of those spedtientific and technological artefacts and
practices which, though political processes, haeenbframed as part of governable
problems. In contrast, questions of ‘scope’ placeater emphasis on the idea that certain
lines of research, materials, technologies andtipeschave been made subject to dual-use
governance and others have not. This distinctiaddeto questions about the nature of the
frames which have been applied to scientific pcacind artefacts in dual-use discussions
within both cases. This later discussion emphagise®xtent to which the identification of
dual-use problems is heavily dependent on histteabl context. This dovetails into
guestions about the political processes which hampacted upon questions of ‘subject’ and

‘scope’ of dual-use discussions in national corgext

A key finding within this thesis has been that canmgble scenarios have been discussed in a
UK and US context (see table belowpwever, the identification of such scenarios e
are not, in themselves, an indication that thesmaos are been taken seriously as policy
challenges. For example, one individual interviewedblved in the DIY bio-movement,
tongue firmly in cheek, suggested a scenario irctvhesearch into the effect of chicken soup
on the immune system could breed ‘dual-use’ finsliig Likewise, a leading scientist, part
of the UK synthetic biology community, who alsoualked to common misuse scenarios in his
interview, expressed the view thaanything could be dual-uséd* in the context of
frustrations with public discussions of the duadussue. Indeed several scientists
interviewed commented on the seemingly arbitrary imavhich dual-use scenarios appeared
within the governance and public discourse. Twerdsts interviewed also referred to the

way in which scenarios were maintained throughudisons on ELSI agendas. One even

123
124

Interview on file with Author: Foundational AmateBiologist.
Interview on file with Author: Foundation scientistthe UK synthetic biology community
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went as far as to argue the ELSI and public dissmaiso generated implausible scenarios
which were based on misunderstandings of the sefatee science and informed by spurious

claims within the pres¥>

However, certain scenarios, such as the misusgntiiessised select-agent viral-genomes by
terrorists, have been taken seriously enough toawasome form of response and have even
become key conceptual factors shaping the desigolidfy. A case in point being industry
screening in order to prevent terrorists from orderdangerous’ genetic material from
select-agent organisms. Many of these scenario® lsso been reproduced by non-
proliferation and national security circles as astdgle exemplars, by academics and
institutions involved with dual-use governance. Télgle on the next page characterises some
prevalent misuse scenarios which have been distweskin policy documents, as well as
raised in my own interviews with policy experts asdientists (many of whom have

transatlantic institutional links) in both the USdathe UK.

125 Interview on file with Author: Leading US Scientish the Synthetic biology community.
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Scenario

Description

Terrorist misuse

Terrorist group use technologied scientific

knowledge to synthesis select-agent.

Bad scientific practice

A scientist, through baddaifety practice,

allows dangerous pathogen to escape lab.

Criminal misuse of technology

The use of new techniques for the development

of illegal drugs such as LSD.

Prank by student

Student releases modified organism which

cause harm or public panic.

State-level misuse

Scientists directly/ indirectigntribute to 3

covert bioweapons programme.

Table 5 An overview of the key scenarios of synthetic biology misuse in the US and the UK

An interesting observation which emerged withirs tihiesis is that in both the US and the UK
is that the NEST domain has had fundamental impatthe scope of synthetic biology
which has been discussed as dual-use issues i poeims as well as within the scientific
community. However, the US and UK differ in sommgportant ways in relation to the extent
to which such concerns have translated into poksponses. These responses have involved
changes in national legislation, stakeholder poasywell as novel voluntary governance

initiatives. Below, the scope of policy responsathw the US and the UK are outlined and

compared.

Controlling Foundational Synthetic Biology Techmoiks
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There have been two key ways in which emerging malieotide synthesis capacities have
been understood to challenge national regulatostesys by policy makers. First, this
development has been understood as a potentidewbalto biosafety systems addressing
Genetically Modified Organisms. In a US, followimgcommendations from the NSABB,
NIH guidelines were updated to explicitly includgnthetic as well as recombinant nucleic
acid molecules, as well as organisms which cortta#se molecules. This was in order to
close a loop-hole in the existing guidelines whadvered modified genetic material and
organisms which had been produced recombinant metHaut did not explicitly address
those produced by synthetic means. In contrastiwitiie UK, this development was not
understood to challenge existing UK and EU levelsafety oversight systems. A second
development has been the emergence of screenindastis within the polynucleotide
industry. In the US, the government establishethtar-agency process to develop screening
standards following the lead of industry. The soheg standards, which the government
developed, addressed double-stranded polynucleat@tpiences only meaning that the
standards did not address shorter, single strasdgdences (i.e. less than 200 nucleotides)
despite concerns that it was possible to synthgeisogens using these sequences and that
developments in synthetic genomics would make pingecess simpler and cheaper in the
future!®® In contrast, within the UK, the government hasydreld a publicly known cross-
departmental meeting on the issue of short, siaglEnded sequences. This came in response
to the Guardian article which reported on how analtist had ordered a fragment\gdriola
genetic material from a polynucleotide synthesisngany. Such distinctions are rather
academic, however, when one considers final outsorme both the UK and US, longer

double-stranded DNA segments which are only prodlusgbject to screening in those

126 It is worth noting however, that under the sciiegmuidelines fragments as small as 200bp within

larger strands are still subject to screening.
215



companies which have adopted screening practiedsereas the shorter strands, which are

currently primarily used in research, are not.

It is also worth reiterating that while polynuclet® synthesis technology has been discussed
in terms of control, other technologies associaté the field of synthetic biology have as
of yet received little societal attention as soareédual-use concern but have been discussed
by experts. This includes technologies and assatigchniques which underpin; advanced
genetic manipulation, such as DNA shuffling, (Eps22012); protein engineering (Jefferson
2012); as well as projects which aim to developalies of categorised biological parts
(Kelle 2012a). Such technologies could also foraslelead to the development of new

means to synthesise toxins, as well as to the gaoprof new toxins, or pathogens.

Designing safeguards into technology

Another type of policy response to dealing with thallenges raised by synthetic biology, is
to engineer safeguards into biotechnologies arodymts (Moe-Behrens, Davis, and Haynes
2013). At SynBERC in particular, this approach t@naging risks has become very
prominent, however there is much less attentiathéadea in the UK. In relation to dual-use
issues, there has been no discussion of the wiabilithis approach for addressing dual-use
risks. Although it appears likely that such applresc may be considered in security and
proprietary terms in the future. It is worth notihgwever, that these potential governance
initiatives will have comparable scope to thatadddratory biosecurity and biosafety. This is
in the sense that it will potentially discourageaiagt the theft and diversion of genetically
engineered life forms for hostile purposes, bul wit address the prospect of state level
programmes. There has also been limited discussiotine potential for regulating and

licencing polynucleotide synthesis technologieshimithe US in particular, although no such

action has been forthcoming.
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In both the US and UK, local-level biosafety andiet review has been the dominant way in
which research has been assessed for dual-usereoAdeled to this, within the US there is
evidence of higher level dual-use review occurmithin the NIH, as well as of local level
community driven biosecurity initiatives, which tawnvolved collaboration with security
experts and regulators. Within the UK, this laftem of engagement has been more limited.
In both the US and UK the focus of dual-use corceemains upon the misuse potential of
single experiments. However there remains an absehagreed risk assessment criteria for

identifying dual-use research.

It is also apparent that there is a higher levehwhreness of many biosecurity concerns
within the field of synthetic biology as comparexdther fields, as a result of awareness-
raising and education activities at national le@rehich includes those within the amateur
biology community). Such awareness is of centrapdrtance if the prospect of self-

governance is to be taken seriously. However, ith lmases there is a requirement for
institutional developments outside of the fieldsghthetic biology if review processes are to
be more comprehensive and have an impact on tlstiger@and direction of research. There is
evidence in both the US as well as Eurdpef the institutionalisation systems of dual-use
use research review; this incudes, for examplaeweby funding organisations. However,

there has yet to be a comprehensive analysis ofthese review processes actually function

across institutions in national contexts.

Added to this, synthetic biology innovation presechallenges which go beyond the scope of
these review systems. For example industrialisatiolh lead to a host of ‘technical
challenges at national level, related to safety sawlrity. It is also likely that R&D with be

carried out in an increasing range of intuitionahtexts as private investment increases -

127 In the Netherlands in particular.
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such R&D may be subject to different ethical andyutatory environments. Such
developments will also create challenges at inteyrnal level as new types of biological and
chemical development and production facilitateshinitstates (which may potentially be

utilised for hostile purposes) emerge.

7.3 The Politics and Practice of Dual-Use Governanc

A key narrative of dual-use governance within bitth US and the UK is that of optimism,
under performance and renewal in the faith of tlespect of up-stream, participatory and
anticipatory governance. The primary and immediasponsibility has fallen to ELSI thrusts
of synthetic biology institutions. However, the HBL&mmunity has faced severe political
obstacles, from within, and external to, the sdientommunity. This created a type of
political over-hang, where dual-use scenarios ak agesolutions could be imagined, but
implementation of such responses was unfeasibleowitbroader support from government
and other stakeholders. During analysis the NSARBk#g groups on synthetic genomics
and synthetic biology were also identified as keynponents of the US NEST domain; an
institution which is without counterpart within UHual-use politics. To some extent this
institution has both reflected and has facilitatbd emergence of US political capacity to
address dual-use issues associated with synthetagip. However, this institution has also
operated in a similar political environment to thegthin the ELSI community. This is in the
sense that the implementation of NSABB recommeadatis dependent on other actors, in

particular at federal level.

This being said, within both the US and the UK éher evidence of local ELSI initiatives
targeted at the emerging synthetic biology comnyuras well as the associated amateur
community, which have sort to impact upon innovajoactices in the name of biosafety and

biosecurity. Primarily, this has been constrained educational and awareness-raising
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initiatives targeted at participants of the inteior@al 1IGem competition, as well as the
amateur community. This has been the case in ety and the UK. Within the US, this
has also been supplemented by the developmentllaboration between the FBI WMD

directorate and the amateur and synthetic biolagyrounities. Added to this, within the US
there has also been the addition of ‘hotline’ atities. In neither the US nor the UK however,
is there evidence that these activities have domst broader transformations in the
relationship between the field of synthetic biolcayyd regulatory institutions in the name of

security.

7.3.1 The Prospect and Significance of ‘Top-Down’ &ulation of

Scientific Practices in the Name of National Secus

There were stark contrasts between the US and kherWelation to the significance of the
prospect that the government may engage in an skpaf its activities directed at the
governance of new and emerging life science, beyioaidof improving existing enforcement
of laboratory biosecurity. This would involve tightcontrols on the dissemination of both
information about cutting-edge research and tecuwes. Within US the sweeping changes
under new homeland security meant a co-ordinatédrée response to dual-use has been a
prominent spectre on the horizon, particularly witthe scientific community. This has been
reflected each time dual-use concerns have corpalilic attention. However, as of yet, this
response has not materialised. In contrast, witlenUK, the prospect of such response is the
name of security is taken less seriously. Instbadklashes in the name of safety have been
more significant, but have had little direct relega to the politics of dual-use issues within

the UK.

Comparison of UK and US experiences reveals thatptiospect of government regulatory

intervention has had two effects on the discoufsest, it has tended to lead to the
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presentation of a ‘top-down’ verse ‘bottom—up’ mestion of oversight options. In reality,
of course, most systems of oversight advocated dvindlude at least an element of both.
This dichotomy has been particularly prevalent witihe US, as a result of the antagonistic
state of ELSI politics surrounding the field of #iyetic biology, but also because of the pre-
existing politicisation related to biosafety andd®curity regulation. This is in contrast to the
UK, where, in the absence of the prospect of $¢akd response, there has been substantially

less debate about the issue and less polarisation.

The second consequence of the prospect of fedambention within the US has been to
motivate and galvanise responses from the polyotide synthesis providers and the
scientific community. Within the US, it was in thentext of a potential federal response that
aspects of the synthetic biology community begacotwsider and develop technical solutions
to security challenges posed by the emerging sgighedustry. Secondly, the prospect of
federal oversight was also utilised rhetoricallyhedp motivate early community involvement
with other biosecurity policy initiatives. This alfad knock-on effects within the European
and UK discourse, as it meant that the dual-useiassee was initially framed as a poorly
defined risk requiring a practical solution, rathtban an issue which primarily required

public education initiatives to downplay concerns.

7.3.2 The Impact of Systems of Anti-Terrorism Overght on the Practice of

Innovation within the Field of Synthetic Biology

There is little evidence that anti-terrorism polltgs had immediate impacts upon innovative
practices in response to concerns about synthaétiody. In both the US and the UK,
outreach and education have been the main meawsigthrwhich national security
institutions have engaged with the dual-use isbu¢he US this has been through the FBI

WMD directorate. In the UK, there is some evidenbat NaCTSO is also considering
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pursing educational initiative, although there hagn no specific intuitive directed at the

field of the field of synthetic biology.

This is not to suggest however that aspects oétherging field of synthetic biology will not
be made subject of anti-terror regulation in theirfe, or else be used as further evidence for
the need to develop existing systems of oversightlation to the first point, in both the UK
and the US, bioterror scenarios have already metiveross-departmental discussions of the
emerging polynucleotide synthesis industry. In thi€, these discussions have primarily
resulted in the appropriation of existing biosafeggulation in the name of security, as well
as the adoption of a wait and see stance. Sinsdithe, developments within the European
gene-synthesis industry have not motivated furtpeblicly known responses from
government. These developments include the growsupport for increasing UK industry
capabilities to synthesise much longer polynuctEpsequences as well as the emergence of
a European industry channel of policy developmirseems likely that any future discussion
which could be sparked by a press scare for exampleld need to take these developments
into account. Within the US, the prospect of tastomisuse of gene-synthesis capabilities
was enough to motivate a more substantive fedesplanse, in the form of detailed federal
guidelines for industry. However, this responsdofeéd largely in the wake of pre-emptive
industry engagement misuse of the issue. Once ,agawems likely that tougher or broader
action from government may be called for if furtipeess scares, or expert concerns emerge

in relation to this or associated industries.

7.3.3 The Externalisation of Concerns about Biodefsse and the Arms Racing
Dynamic
In chapter two, it was argued that developmentsasibnal level within public health and

biodefense policy were potentially important to ersanding the governance of techno-
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scientific fields such as synthetic biology. Thuas for two primary reasons. The first was
that there had been higher levels of investmeiat DIWRC of concern within the US under
biodefense initiatives. This suggested that DUR® hwve been a greater priority within the
US and had knock-on effects for the field of sytithbiology. The second reason was that
that some biodefense research was politically coioies, especially in the US. In particular,
there had been debate about the militarisationestarch agendas, the issue of threat
characterisation research, as well as concernst aheusafety of US biodefense labs- in
public, scientific, non-proliferation as well aswgonment circles. These concerns had been
accompanied by a broader set of debates about sitgcesd effectiveness of the US
biodefense programme (Kelle, Nixdorff, and Dandd20chap. 5). This situation could be
contrasted to the UK public health domain, wherehsissues had been absent, primarily
because of the absence of a politicised relatipnbbtween the public health and security

community, as well as the absence of a significedefense research imperative.

In analysis, it became clear that there were noifssgnt differences between the US and the
UK with regard to the emergence of policies dirdaéthe identification and management of
dual-use risks associated with state-level mistisieeofield of synthetic biology at domestic-
level, that were publicly known. In fact, in neithease were there significant activities or
channels of policy development in place to deahwitis issue. This was quite surprising
considering the amount of attention received byfigld of synthetic biology in US and UK
submissions to the main international body thatisdeath these issues (the BTWC) since
2006 as part of working papers and confidence mglaneasures. Indeed, in many ways
synthetic biology has become an exemplar of ddisliland globalising dynamics in the

context of the BTWC regime.
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The absence of attention to state misuse scenardss also surprising considering the
increasing military interest in the field with baotthe US and the UK? This is not to argue
that current work crosses the line into offensiesearch, purely by virtue of military
involvement, or because of the nature of the rebed&ndeed the majority of this work would
not be considered to be of misuse potential by nfioxit all of those actors who have been
involved with dual-use politics over the previouscdde. This because the publicly known
investment into the field has not been directedjyraly area bio-defensive work - instead
projects have tended to focus on more efficientdpotion of conventional military materials
and biomedical interventions, or else been usefund more foundational technologies.
Instead, what should be considered surprisingasatssence of discussion of the potential of
state-level misuse raised by the prospect of tHganmation of aspects of the field in the
long term’*® Specifically, that early military investment coyddtentially become the preface
to more aggressive investment which pushes up sigaimrent bans on the development of
biological weapons, or else undermines the BTWGntegby reducing states’ faith in the
idea that other states are not willing or able uespe biological weapons as part of a viable
defence strategy. It is possible to argue that #hia more systemic issue related to the
absence of an international compliance verificatsystems in the BTWC, and it will be
interesting to see whether Synthetic Biology reegiwmore attention in this respect as the
Organisation for the Prohibition of Chemical Weapamhich does have a verification

system) begins to grapple with the field.

7.4 Towards National Styles of Dual-Use Governance?

128 Within the US this has been reflected in investméytDARPA, DTRA as well as Office of Naval

research. Within the UK this has also been redtbat investment by DSTL

A point made for exapie by In an interview with a BWC official( Dr Piers Millet) (Newswire 2012)
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In both the US and the UK the continued prominesfcanticipatory and up-stream framings
of dual-use techno-science were dependent on eangproduction on the NEST agenda.
Within the UK dual-use concerns about the technerse of synthetic biology actually
largely pre-dated substantial investment into tbilf It is worth remembering that the first
major UK investment into establishing a synthetioldgy community occurred after a
conception of dual-use techno-science had alrean kestablished within the US. An
important consequence of this was that early frgsof the dual-use issue articulated within
early EU and UK reports on synthetic biology werBiuenced by US framings of the issue.
In particular, they placed the emphasis on the nfeedconcrete risk evaluation and
management response to the problem. However, #tisdblow levels of interest within the
UK synthetic biology NEST domain in relation to ¢huge issues, as well as the government.
In contrast to the US, these early articulatiomsribt occur alongside political efforts within
and outside the community to engage in anticipapaiicy-focused discussions. This meant
that dual-use discussions, when they did take pfa&s S| forums, tended to be speculative
rather than tied to specific dual-use concernsdaly the field in a UK context. As a result,
there would be less discussion of need to devetdifigal and technical capacity to address

the dual-use challenges posed by the techno-sgieas@mpared to the US.

In the absence of root and branch changes to tetige and governance of techno-science
biosafety governance rationalities have been fumdhah within the US and UK. Specifically
these frames were essential in delineating theesobphe innovation practices and artefacts
of the techno-scientific field of synthetic biologyhich were discussed as governable
problems. For example within the UK, faith in theisting biosafety system meant that
agreements on the scope of the dual-use problentlassly linked to the range of dual-use

scenarios that existing biosafety systems couldsieeably address. Within the US, this was
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also the case with the identification of institutéd biosafety review as a centrepiece in the
US response to dual-use issues by the FINK repbe.NSABB also explicitly supported the
adoption of this model for state funded aspectthefsynthetic biology community. In both
cases this has placed the emphasis of dual-usergowe upon the review of single projects
and experiments at institutional-level as a keyrapph in dealing with dual-use issues. This
has had fundamental impacts upon how the ‘problefmn’dual-use research has been
conceived in national contexts. Specifically, itshad to the predominance of a framing
which places local-level scientific and ethical issv as central to defining which type of
research constitutes a reasonable dual-use corf€elmards, Revill, and Bezuidenhout
2013). This externalises those aspects of the asmlssue, including trends in the practice of
science, or broader questions about the trajeaibmesearch from assessment as well as

broader transformations in innovation practices.

Such a situation has not seriously dampened thmspt of the emerging coalitions of social
scientists, scientists and industry embarking a ribxt stage of the field’s development
within the UK and US about the prospect of pre-evay engaging with the dual-use issue
through the application of existing national goarce practices. However, it is likely that in
relation to the field in both the US and the UKIlippwill continue to be made reactively and
on the hoof, driven largely by press scares, sdarata disasters, with waxing and waning
levels of attention from government departmentsecéihg this™*® As has already become
clear, attempts to transform the relationships betwinnovation and governance in the UK

at SynBERC, as well as the more modest attemphksnatihe UK synthetic biology networks,

represent failures to establish institutionalisegdp®ort of anticipatory policy-making.

130 As one prominent policy shaper in the US stated, with regard to the engagement of the security

community, after the establishment of the NSABB in response to concerns about bioterrorism
between 2001-2004 ‘over time most of the security people became much less engaged in the
process’. On file with Author.
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To date, only a very narrow range of scenariosatefacts are currently subject to the type
of politics and practices expected within a riskvggmance regime. Specifically, this has
involved a focus on securing physical controls osertain biological materials in order to
ensure against terrorist diversion as well as dimgathe circulation of specific experimental
findings with obvious and immediate dual-use appions. This has meant that dual-use
concerns about broader trends in innovation andss@es involving state-level misuse which
have been raised in the ELSI and arms control comisnuemain excluded from such

discussions and processes.

A key contrast between the US and the UK has blesinthere has been greater attention to
the issue of polynucleotide synthesis at natioeadll from the government within the US.
However in the US, UK and Europe more generallgusiry has taken the lead in the
development and implementation of governance throtlng development of harmonised
screening standards. Within the US, attention witthie academic research community
resulted in the emergence of a public consensusnitite Sloan Report and NSABB report,
which emphasised the role of industry and the s@iecommunity in the development of
oversight of polynucleotide synthesis. Within th& Where has been less evidence of
processes of consensus-building in relation to ifseie of polynucleotide synthesis at
national-level involving government institutiondhére is evidence, however, that through its
actions, the ISAB has ensured industry-led polieyedlopment and implementation in this
issue area at a European level, if and when govenhatepartments review this area. In the
coming years it will also be interesting to see ¢lkeent to which other comparable service
providers (such as those which provide tailorectiémical systems or even organisms) also

end up taking the lead in the development of itgusiosecurity standards.
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7.5 Conclusions
The process of analysis and comparison has ledséni@s of conclusions about the nature of

the prospect of dual-use governance at national ithin both the US and the UK. Most
significantly, the work has highlighted the extémtwhich rhetoric of risk management belie
low-levels of engagement by key regulators in thses analysed, and has outlined the
factors which have driven and frustrated such eegemt. Comparison has also
demonstrated the extent to which national capacitieimagine dual-use issues out run the
ability of institutions to comprehend, and, wheeeessary, respond to such fears. This work
has mapped out, in detail, the discursive and ipalimechanisms through which this has
manifested in national contexts. Secondly, analjas led to a clearer understanding of the
significance of the various domains of governamcthée politics of dual-use governance at a
national level. In particular, it has highlightélde significance of the NEST domain in
articulating dual-use concerns and the prominentethe biosafety domains in the
identification of which aspects of these broaderceons require a response at national-level.
Analysis has also revealed that the anti-terror&amd public health domain has actually
played a less significant role than expected iati@h to the governance of the techno-science
of synthetic biology, in both cases. This findingsaparticularly surprising in relation to the
US, as there had been an expectation that thecgadihd practices of US anti-terrorism and
bio-preparedness would have had a much larger immpad¢he politics and governance of
dual-use techno-sciences in the US as compardeettK. It was argued that this outcome
primarily reflected the externalisation of more viard-looking concerns about trends in
innovation as well as concerns about developmebiaddgical weapons by states, from the
dual-use discourse in both the US and the UK. Hberealisation of such concerns reflected

a trend among key regulators within both the US thledUK to only address dual-use issues
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ad hocand only then in the face of significant publiadastakeholder attention to a given

issue.

In both the US and the UK, this style of politicasiresulted in the in the situation that Kelle
(2012b) refers to as ‘patch-work precaution’; tisisn the sense that only a narrow range of
possible interventions (effective against a narramge of possible misuse scenarios), are in-
place along the pipeline of innovation. Potentialerventions range from international
treaties at the level of the state, down to laws standards for individuals. Currently these
safe-guards, where they are present, are primdiicted at controlling specific pieces of
technology and laboratory biosafety. Politicallyeaking however, the patch-work of
precautionary activities has also been associaittdanpatchwork of reassurance and deferral
activities. These activities have sought to reassioe public that dual-use issues are already

being dealt with by existing systems, are else bdallmanageable in the future.

In the following chapter, there is a recapitulatiof these findings in the context of the
overall purposes of this thesis as well as disounssf their significance for the study of dual-

use governance.
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Chapter Eight: Conclusions and Future Research
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8.1 Introduction
At the outset of this thesis, the following questwas asked:

To what extent are the conceptions, practices aolitigs of security relevant to
understanding the governance of dual-use aspectewfand emerging science and
technology at national level in the UK and in th8?J

The motivation for asking this question stemmednira desire to develop a clearer
understanding of the political processes which havderpinned the emergence of dual-use
governance within the US and the UK. This inteneas largely driven by the observation
that claims about security politics, security thntkand the value of security were central to
the way in which dual-issues had been conceptubirs®oth academic and policy literature.
One example of this dynamic is the presentatioth@flual-use issue as an ‘ethical dilemma’,
involving a balance of principles relating to theperatives of security with principles related
to innovation, such as the freedom of intellecerajuiry and the right for society to benefit
from scientific progress. Another example is thehdiomous presentation of dual-use
governance options which pit restrictive modelsowérsight driven by national security
actors against governance approaches driven bgctbetific community. Within the context
of this thesis, it has been demonstrated that sgiaiiotomies represent a relatively crude
understanding of the politics of dual-use issud®yTtherefore became focal points of this
thesis, which led to findings which are relevantbmth dual-use governance theory and
securitization theory.

8.2 The Significance of Findings for Dual-Use Govaance Theory
In chapter two, a set of underlying drivers wereniified which could go some way to
explain the modern manifestation of dual-use isssigscifically:

a) The emergence of fears about terrorism, in @4dati bioterrorism, in both

public and policy circles and specifically relatitaythe threat from non-state
actors.
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b) The dominant assumption about the fast paceieftfic and technological
development associated with the life sciences.

c) Changes in the relationship between sciendalamocratic societies.

However, it was argued that identifying such drévettid not constitute a complete
explanation for how issues are governed in natiooatexts, and why. In chapter two, it was
stated that such an explanation required the ifilgation of important factors within the

policy development process in each case.

In chapter three, securitization theory was takenas suitable departure point for the
development of an analytical framework which colddp to identify such factors. Security
was an interesting departure point, not only beeafghe terms prevalence in in discussion
of the ethics and politics of dual-use issue, bigb decause the US and UK reflected
different approaches to addressing the dual-uskealga, and this distinction was often made

in relation to the involvement of national securitgtitutions.

In the chapters that followed, specific factors evatentified, and a thematic overview of
these findings was provided. In the following seasi the implications of these findings are

considered.

8.2.1 Misuse Scenarios and Dual-Use Governance

Within this research, emphasis has been placedherptocesses through which misuse
scenarios have been imagined, gained policy saamfie and informed policy responses.
Publicly accessible misuse scenarios have beermiatsw within rallying calls to transform
and amend existing regulatory systems. This has tefkected in the US in particular, where
dissatisfaction about the US system of laborataogdfety oversight voiced within some
aspects of civil society has been a key drivingdobehind the continued discussion of the
risks posed by select-agent research. At timesatsdaction with international regulatory
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frameworks, specifically the BWC, have also ledctincerns about biodefense research
crossing the line into offensive research, or amulating arms racing dynamics within

national dual-use discourses.

However, it is not only imagined scenarios whicfoim the scope of dual-use issues under
discussion. Understandings of existing regulatbmycsures, such as laboratory biosafety and
laboratory biosecurity have also been key in engbéictors to distinguish between dual-use
concerns which can be conceivably addressed as askl those which cannot. The NSABB
understanding of the scope of dual-use issue ficp&ar, with its focus on local level review,

has become central not only in how dual-use isavegoverned, but also in how new dual-

use issues are being identified.

Taken together, these findings point to the idest thhile it is the actors rather than the
analyst which define dual-use concerns, analysts hedp to explain why some dual-use
concerns attract attention as governable problenas athers do not. In addressing this
guestion, the analyst can not only discern whishas actors take seriously and why, but also
which key factors set the limits of political felasity of responses to dual-use concerns at

national level.

8.2.2 Dual-Use, Security and the State

While it is important for analysts to escape thésdadichotomies of ‘top-down’ verses
‘bottom-up’ governance when thinking about the goaace of dual-use issues, it is worth
remembering that this distinction still has sigeaince in dual-use politics. During analysis it
became clear that the prospect of top-down govemamintained a significant role in how
publics and even many scientists and policy makemderstood the politics of dual-use

issues, primarily in the name of security in the &l of safety in the UK. Nonetheless, it

232



has been demonstrated within this thesis that the¥evarious reasons that the prospect of
top-down governance may be overplayed in the comterual-use discussions. First, there

may be incentives for actors wishing to stimulatens sort of response to dual-use issues
within the scientific community to emphasise andhpps even exaggerate the prospect of
top-down regulation. Second, certain scientifistilmtions have a tendency to react to the

prospect of state involvement by demonizing thespeat of further regulation.

However, for various reasons it is unlikely thae tstate will engage in the pre-emptive
regulation of dual-use life science research amthriglogy. First, such issues are rarely
conceivably addressed through the application dtieg technologies of control. In the US,
for example, the discussions of ‘nuclear style dis# controls’ reveal the extent to which
traditional controls on materials and technologiwese widely understood to be unsuitable for
the oversight of life science research. In the atsef an acceptable transferable model, it is
understandable that there is sometimes little ipaliinterest in a complex and politically
charged issue area. In this context, it is unssing that the Executive look to industry and

the scientific community to develop systems of sigt.

Another key finding within this research is thancerns identified and expressed within the
ELSI domain which cannot be dealt with through mg or modestly modifying existing
systems of governance can quickly become exteathfiom the discourse. This means that
the emergence of policy responses to these issuasgyely at the whim of broader historical
and political factors. For example, a key explamafor the emergence of dual-use concerns
about synthetic biology in the US context is theesping changes under new homeland
security in the early 2000s, which meant a co-@teid federal response to dual-use was, for
a while at least, spectre on the horizon, partitplaithin the scientific community. This fear

has been reflected each time dual-use concerns deave to public attention. In contrast,
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within the UK the prospect of such a response éenrthime of security is taken less seriously;

instead, backlashes in the name of safety have fbeea significant.

This suggests that, while lessons may certainlyebened from oversight initiatives which
have reached the implementation stage, such dewelags should not mean that we forget
the political obstacles to policy development. &émtggular, it is essential to remember that the
state, and its regulatory bodies, plays a fundaateole in the fate of ‘bottom-up’ initiatives.
For example, the prospect of intervention by rewua bodies can motivate action, and
financial and other forms of institutional suppadn validate bottom-up initiatives and
support successful implementation. However, itl$® &lear that such bottom-up initiatives
tend to be heavily truncated in scope, focusingarily on galvanising existing governance

structures such as laboratory biosafety and bigggcu

8.2.3 The Prospect of Anticipatory Governance

Within the case studies it became clear that gatiory governance can involve the pre-
emptive development and institutionalisation ofieas aspects of risk pre-assessment of
dual-use issues. To recap, risk pre-assessmenlvasvthe four different types of activity
problem framing: systematic searches for new hazahe identification of relevant systems
of oversight, and the adoption of scientific cieand procedures for risk assessment. This
research has demonstrated the extent to whichpbssible to distinguish which of these
goals have been pursued and reached in nation&éxtenn relation to specific dual-use
issues. In the cases of the US and the UK, for pl@nthe predominant role of the NSABB
framing of the problem of dual-use research wastifled. It is also possible to argue that
there was greater evidence of systematic searoheweW risks, reflected in the work of the
Sloan report and NSABB. A point worth noting hesethat such ‘systematic searches’ are

likely to systematically exclude certain concernsnf consideration, as they tend to be
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focused on immediate challenges, as demonstratée iSloan report in particular. Dual-use
research and gene-synthesis technology within theahtd Europe can also be contrasted in
relation to the significance of scientific convemts for risk assessment. With regard to gene-
synthesis screening, conventions were developednwbcused primarily on gene-sequences
homology with select-agent pathogens. This quitidgame a metric which all stakeholders
could agree on, even if there remained some disaggrt on the specifics of
implementation. In contrast, the issue of dual-ussearch remains a matter of contested
expert judgement, rather than ‘objective’ techn@sdessment. Such ambiguities extend well
beyond the field of synthetic biology, and haverbeeflected most recently in discussions
about H5N1 avian influenza gain of function reshafiedwards, Revill, and Bezuidenhout
2013). It is likely, however, that in the nearukd, certain lines of research and emerging
laboratory techniques currently associated with fiblel of synthetic biology will become

embroiled in comparable debates, particularly seegch involving pathogens.

It is worth noting that ambiguities related to duak research manifest in both the US and
UK discourses; however, a key distinction is tih&t issue has received a much greater airing
in the forum that the NSABB has provided. This seglg that the existence of such
institutional focal points are also important tonking about the governance of dual-use
issues in national contexts. This work has alsoadestnated that ‘official’ institutions such as
the NSABB can have a political significance whigm@xtend beyond its primary purpose of
advising government. The position of such bodies aatoo easily become conflated with
the position of the Executive within political déés. However, as has become clear in this
research, not only has government tended to fofldew years in the wake of its blue-ribbon
institution, it has also been selective about whohcy recommendations to implement. For

those that would like to see a more prominent fole such expert panels in dual-use
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governance in the US, EU or elsewhere, there diteabte lessons to be learned from this
institution. This includes, for example, the rof@tt such institutions can play in validating

industry and academic initiatives which by and éargn before government engagement.

Another key observation, is that anticipatory dssions are informed not only by claims
about the potential of science and technology, als by assumptions about the political
feasibility of responses to a given concern. Irtipalar, it is worth bearing in mind that those
involved in anticipatory governance may have incest as well as biases, which lead to the
to the communication of narratives of transformatiSuch claims, however, tend to under-
emphasise the extent to which governance initiativethese fields, while often novel and
inspiring, are subject to a broad and entrenchédofehallenges. Such challenges, for
example, have hampered attempts to move governapestream’ within the innovation
process through transforming human practices inctih@ext of SynBERC. It is essential,
then, not only to focus on the question of why sutiatives emerge, but why they don't,
and the extent to which such initiatives can beeustdbod to have resulted in comprehensive
transformations of governance in relation to a ggessue. A key part of such analysis is
therefore focusing on the failings and limitatioas,well as the promise, of such initiatives in
order to stay sober about the scope and feasibilitrgsponses to dual-use concerns in other
national contexts, or in relation to other techigads.

8.3 Dual-use Governance and Securitization Theory
Dual-use governance has proved an interesting m®aefor the application of securitization
theory. First, this research has drawn attentiohto role of epistemic communities and
scientific consensus positions on given issuedhéndontext of complexity and uncertainty
(Buzan, Weever, and Wilde 1998, 72-73). In particuthis work has emphasised the

fundamental impacts of the emergence of these faada agenda setting and problem
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definition. Added to this, the work has drawn atien to the idea that systemic risks are
made governable rhetorically with reference to clempwvebs of collaboration between
institutions in the development and implementatminrisk governance activities. This
includes, for example, bio-preparedness modelowéimance which have developed in the
US and Europe. However, the work also draws atiert the idea that such collaboration
faces a series of political challenges, particylanl the context of anticipatory modes of
governance which attempt to deal with challengegoheé the scope of existing risk

management structures.

Second, this work has outlined that it is in thisyiext that actors (including state and non-
state institutions) engage in two key modes of gagent with security politics. The first is

the primary mode, which involves engagement in activities giesil to set the rules for

future policy making processes in relation givesues This includes, for example, deciding
which institutions are in charge of developing amglementing policies, and the nature of
collaboration between actors within these procedssin this work, it has been argued that
the epistemic communities embodied in the NSABB &lwén report processes, for instance,

have been central to such processes.

The other mode of engagementsecondarywhich involves engagement in the context of
agreements about the overall process of policy [dpweent. Within this mode of action,
actors seek to impact directly on the policies \whate being developed and implemented.

This may include initiating, advocating, facilitagj or resisting specific initiatives.

Third, this work has outlined the extent to whialigy models are useful to those who study
processes of securitization in the context of sygteisks. In chapter three, it was argued that
these models could provide focus, structure anddimithin analysis, which are of central

importance in interdisciplinary studies, as welliasmulti-level approaches, and that this
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could help the analyst to identify which activitiediscourses and actors are and are not

relevant with regard to policy outcomes.

It is certainly the case that these models perfdrthese roles in two important senses. First,
they provided a central narrative for the life adeath of single initiatives and policy
proposals. For example, they allowed for the extion of the extent to which forward-
looking oversight proposals have been rejectedimvtblitical and policy streams within the
US. A case in point is recommendations made byNtBABB in relation to synthetic biology
research and technology, which have often strugglegharner federal US support. Another
example was the 2004 bio-hazard non-proliferatimpgsal of George Church, which was
dropped in favour of other governance options dged within the academic channel of

polynucleotide synthesis policy development.

It was also argued in chapter three, that suclktyatodels could provide a straightforward
institutionally, historically and politically siteed ‘environment’ for discourses and ‘speech-
acts’ to occupy within an overall process of sd@aiion Such claims were made in the
context of the concern that analysts studying sezafion processes who rely on a linguistic
approach may struggle to adequately account fosdle@®-historical context of speech acts,
and to sufficiently trace the impact of such actspmlicy outcomes. Simply put, it was
argued that some approaches focus much more oe #mesaking’ security in relation to an
issue, and much less on those actually developidgiraplementing security policy. During
the analysis process, policy process models prdvadéramework to help understand why
actors were speaking security in some contextswdrat the actual implications of this was
for emerging policy. A key example related to th&SN domain, where the scientific
community, as well as associated social scientisse been identified as a first line of

defence in dealing with dual-use issues. Placirggsghassertions in a broader political
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context, however, revealed the extent to whichahdaims were contested, as well as the
extent to which such assertions often belied loxelke of action. Further to this, reasons were
given to explain why NEST initiatives were struggliwithin both a US and UK context to

transform innovation practice, as well as to enagarkey regulators to engage pre-emptively

with broader dual-use concerns.

Finally, this research also demonstrated the extenthich the questions of ‘why’ actors
engage with securitization processes could be adéddewithin analysis. To recap, in section
2.6, it was argued that the issue of intentionalgs largely neglected within predominant
approaches to the study of securitization for waitheoretical and methodological reasons.
In response, a new means of conceptualising iateality in the study of securitization was
outlined. Specifically, it was argued that thereravéwo types of explanations for the
behaviour of actors within security politics. Thiestf related topragmatic actions and
interests which involve identifying the context of specifactions, such as publications, or
lobbying at a specific event. In this thesis, feample, some of those interviewed identified
specific actions with which they had engaged ireotd alter specific policies. Such actions,
however, can also be explained with referenciagbtutionalised practices, interests, values
and favoured policy responsesghich point to a broader underlying political dseape which
informs pragmatic actions. This latter set of ewmpl@gons can also highlight more
generalizable findings which highlight the lessg®vided by the analysis of specific
episodes and initiatives in relation the issue .afdas includes, for example, the types of
policy are and are not feasible in the existingt@al context. However, this work has also
drawn attention to the idea that changes in théigal environment, such as those which
resulted from the terrorists attacks in the eai®d, can have fundamental impacts in

motivating action by freeing up resources, andterga sense that that dramatic changes in a
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given policy area are possible. There is no guagrtowever, that future transformations in
the governance of dual-use synthetic biology wél motivated primarily by the threat of
federal responses to terrorism; in fact, it appdahet market forces will play an ever
increasing role in the field as it becomes moreigtdalised.
8.4 Future Research

The majority of research into dual-use aspectsynthetic biology and indeed the dual-use
issue more generally has sought to make obsergatedavant to policy makers or to aid the
implementation of policy initiatives. A potentiask of such work, as with all policy driven
research, is that it becomes easy to focus on ssidgepolicy challenges within the existing
political environment, rather than questioning #evironment itself. My aim within this
work was to engage in both types of activity, aritbpe that this apparent within the work.

Below | highlight some key questions that the pssoaf conducting this research has raised.

The first relates to the lessons which can be &xhabout dual-use politics as the field of
synthetic biology develops. In particular, it seeneasonable to assume that over the coming
decade, the field of synthetic biology will produzeange of foundational technologies and
techniques which will become fundamental to newciizas of innovation, as well as in the
production of new products. A key question will tee extent to which early dual-use
discussion and initiatives translate into lategstanitiatives which continue to have
discernable impacts upon the industrialisation gpe&ts of this field. This includes, for
example, ELSI components of future synthetic biglagsearch initiatives such as the
recently announced EU wid6YNENERGENE™' project. It also includes national level
initiatives which focus on supporting the tranglatiof synthetic biology research for

applications, and which incorporate synthetic lglonto plans for the emerging bio-

131 http://www.synenergene.eu/.
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economy; this has already been reflected in Thet&MHbuse US National Bio-Economy

Blue Print, which was produced in April 2012.

This question is particularly important, and chadimg, as the field of synthetic biology is
the first techno-scientific field to address conpemary dual-use concerns so early in its
development. Such research could have significaptications for understanding how field
specific early- and mid-stage ELSI dual-use inked should be designed and implemented
in the future if they are to ensure regulators atier stakeholders adequately anticipate and

engage with advances in science and technology.

A question relates to the consequences of develofsme the field of synthetic biology for
thinking about future dual-use concerns. It igljkthat over coming decades, experiments in
dual-use governance which have occurred in reldtidhe field of synthetic biology will be
important in discussions of other dual-use isslibg not just in the sense that development
will have rhetorical significance as an accessédemplar in policy circles, but also in the
sense that developments in the field may have iboied the new epistemic communities
and institutional relationships and capacitiese$sence, then, this issue involves questioning
the impact of synthetic biology dual-use governaing@tives on the governance of the dual-
use life sciences and biotechnology more generdlhys may, for example, include the
spread of specific approaches developed in thd békynthetic biology to other fields and

national contexts.

The third question relates to the significance affianal experience in governing dual-use
aspects of synthetic biology for the governancdusl-use aspects of life science innovation
at an international level. In both the CWC and BWiére exists a requirement for state

parties to take into account the impact of advannescience and technology upon the
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implementation of the convention, including in tela to developments which could
contribute to the prospect of misuse. However, th@ark has identified many of the
conceptual and political obstacles which face thwis@ing to develop anticipatory responses
to such developments. For example, it is clear thany key regulatory institutions do not
engage policy focused dual-use discussions beylmdstope of laboratory biosafety and
biosecurity. This suggests that, if broader dual-asncerns about developments in the life
sciences are to be taken seriously, then new utistiial capacities are required. Future
research could be conducted to examine the exdemhich discussions at international level
could usefully be informed by accounts of thesaonal level experiences. In particular,
these experiences seem relevant to discussion abeumplementation of the BWC and
CWC at national level, as well as to the reviewsogntific and technological developments

which occurs within these regimes.

A further line of enquiry also developed during tmg this thesis relates specifically to
research being conducted on securitization. Tlasaieh has demonstrated that securitization
theory could benefit greatly from further engagemeith policy theory, particularly in the
context of analytically eclectic research which uses on specific ‘real world’ policy
challenges. Within this thesis, emphasis has béseg on two relatively simple heuristics:
specific linear and multiple stream models of pplitevelopment. This work has also
touched upon ideas which are central to severarahkplanatory models of policy change
and development, including, those which focus oistemic communities for example. It is
apparent that the utility of such concepts to gaeation theory requires further

investigation, if we are interested in developihg &nalytical tool kit within this field.
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