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ABSTRACT

This paper presents a briel discussion of. some
research directions and open problems in the areas of
distnibuted computing and communications. Three
areas of theoretical problems and two technical
problem domains are considered  The paper aims at
providing a brief tutonal/survey of the respective
problem domains The presentation is naturally biased
to reflect the interests of the author

1. Theoretieal Foundations

1 1 Coordination

For the purpose of this section, a network 1s a
labeled graph A network problem is one involving a
computation of a function of the network. Examples of

network problems include. computing a minimal
spanning tree shortest path tree and a maximal
matching [Papadimitriou, A and  Steightz, K. 82|
Problems of network coordination involve the

cooperative solution of a network problem by
processors placed at network nodes and to
which only the data local to the respective
nodes (l.e., the local topology and Iabels) 1s
available. Examples of coordination problems include

the computations’ of opumum routing [Kleinrock,
L. 76, Schwartz, M 77|, computation of a mnimal
spanning tree (Dalal, Y 77 Spira, PM. 77, Chang,

E 80 Gallager, RG et Al 79, Dechter, R et Al 81]
computation of maximal flow [Segall, A 83| and

range measurements [Yemim, Y 83a]. The complexity
of a coordination algonthm s typically measured 1n
terms of the (worst case or average) number of
messages required to accomplish the computation of
the respective problem.

Coordination problems typically anse in the
design of orotocols for the distributed cooperative
solution of certain network management problems. As
computer networks evolve [rom commuaication
mechanisms 1nto distributed computing systems, the
signtficance of network coordination problems may be
expected to 1ncrease.

Theoretically speaking, 1t s always possible to
provide a centralized solution to a coordination
problem Simply collect all data avalable to nodal
processors to a single central. processor and solve the
problem there disseminating the solution, if necessary,
to the required nodes. The delivery of information to
the central node requires at most ofr) message
transmissions, where r 1s the radius of the network. U
n 1s the number of nodes in the network there are
o{nr) transmissions involved. The radius of a random
network with n nodes 1s on the average o{lgn}), thus
the centrahized solution requires of(nlgn) message
transmissions for a random network with o nodes.

The centralized solution 1s basically undesirable
Firstly, some coordination problems possess a
distributed solution involving fewer commumcations
Secondly, the centralized solution requires that a single
node be charged with the computational task; this 1s
both an wunreliable solution and one where the
computing power avalable 1n other nodes s not
utiized to reduce the computing time Thirdly, the
communication complexity measure used above dces
not capture the bottleneck effect created by ofn)
message transmissions at the central node

Very little experience and understanding of
network coordination problems exist s the description
of network problems as specified above, plausible?
Obviously not Real networks do not involve arbitrary
graphs Algorithms that perform well in the worst case
of a general graph may be much worse than other
algorithms when the graph s a drop-tree network
How do we design coordination algonthms to perform
well (optimally) for graphs represeating real networks’
[s the complexity measure above (1e, counting message
transmissions) adequate? Obviously not  Counting
messages does not capture communication bottlenecks
nor does 1t capture the delays involved in sequential
rransmussions (1e  f n nodes transmit aimultaneously
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or if they transmit sequentially, the times :gvoived are
‘substantially different) Finally, one of the important
rationales for a decentralized solution s that typical
getwork problems involve time-varying labels and/or
graphs. The above defimtion of coordination problems
does not capture the dynamics of these changes.

111 Example: Data_Collectiog

Suppose sach node 1n a given network possesses
some data. Any givens aode might wish to collect all
the data 10 the network i1n order to execute some local
aigorithm. E. Chang {Chang, E. 80 suggested the
bug/echo coordination algornithm to solve the problem.
The given node serves as the onginator of a "bug’
message that it broadcasts to all its neighboring nodes
Nodes continue broadcasting the bug to any ‘of their
getghbors that were not visited by the bug. Each
node identifies 1ts "{ather” as the node from which it
received the bug, and its "sons” as all the nodes that
accepted the bug from 1t. The bug thus spaos a tree
rooted at the ongin node through the network graph.
A node 1s a leal 1n the tree if it has no sons (1e, all
its neighbors have been visited by the bug) A leaf
node turas the bug into an “echo” message and sends
1t back to its father Each node waits for echoes {rom
all 1ts sons and then sends an echo to its father
Echoes might carry the data back from the nodes, up
the the tree, to 1ts root. Clearly, the number of
transmissions 1avoived 1o this algorithm 1s O(tx)l

Now suppose that a set of m nodes tres
(asynchronousiy) to collect the same data {rom the
network. [f each of the m nodes executes its own
bug/echo aigonthm, thea m data-collection trees will
be spanned 1n the graph, each rooted at a different
onginator The number of transmissions involved 13
O(mn) [s it possible to improve this? There are a few
positive answers possible. Let us bnefly outline one
coordination  algorithm  that achieves coordinated
muitiple ongins data collection 1a Of(a) transmissions.
Each of the ongins might start a3 bug/echo aigonthm.
The different bugs create a set of trees through the
network. However, this time a node becomes a leal if
all 1ts neighbors have been visited by any bug In
each tree, the onginating node coilects all the data
using the echoes. At the end of the first phase of the
algornthm, the network nodes are partitioned into
disjoint trees whosa roots possess the data for all the
nodes in their respactive trees. Two neighboring leaves

INote that the discrepancy between this and the
Of(nign) centralized soiution :omplexity originates here
since we allow nodes to combine messages

of two trees are said to form a bridge In the second
phase, each of the trees formed ia the first phase
becomes a "node’ in a graph whose edges are bridges
The echo/bug aigorithm 13 executed :n this new graph
to coilect all the data from =ach of the ocngins aad s
then used to disseminate ail of this information o
each origin.

We can now add the following questions to the
open protlems stated above How do we adequately
describe coordination algorithms? How do we prove
the correctness of the algorithms? How do we provide
a more realistic and less crude performance anaiysis?
How do we deal with temporal dynamics of the
network/data (e g, what if, as the bug travels through
the network described in the above example, the
topology changes so that the echoes canmot retura
along the same path)?

12 Artifictal_Society

How should one design aetwork algonthms? Most
practical algonthms running o networks fall into the
category of resource shanng algonthms. Accordingiy.
let us restrict our interests to the problem of designing
effective network resource shanng algonthms Problems
of this nature have been addressed i1n numerous works
over the past two decades [Klemnrock, L. 735, Kleinrock,
L. 76, Schwartz, M. 77, Taaenbaum, AS. 81}
Typteally, a global optimization paradigm is assumed
10 addressing a network resource sharing problem,
namely, a global performance objective :s assumed and
an algonthm (protocol) to (approximately} optimize the
goal 1s proposed. The problem with the global
approach 1s that it leads to resuits that are aot sasily
decentralizable (sometimes provaoly)

Perhaps the best examples of decentralized
resource shanng mechanisms with which we are
{amiitar, are those wused by society Interestingiy

enough. despite the rich body of formal methods and
heunistic  descriptions of social organizations for
effective resource sharing, very little has been done to
apply this knowledge to optimum network algorithms.

The social-approach to the design of network
algorithms may be loosely described as [ollows Every
computing agent n the network s endowed with a
personal selfish  utihty fubction representing its
objectives Rather than opumiziag 3 siogle global
objective. the agents aim at obtaining 3 Pareto-optimal
(Shubitk., M. 83| operating point 12, an operating
point at which 1t 13 impossible for any agent to
:mprove ts own utibity without affecting any cthers



Such optimization 1s carried out 1n a completely
decentralized manner. Global prionties may be
achieved by centralized priontization of agents. In
short, one views a network as an artifictal soclety of
computing agents, each pursuing 1ts own goal while
interacting with other agents.  This approach was
applied to network and distributed problem solving in
{Yemini, Y. and Klewnrock, L. 79, Davis,
R 79, Yemini, Y 81, Brooks, R. 83, Kurose,
J. 84, Kurose, J. et al. 83}

The advantages offered by the social approach to
distributed problem solving can be summanzed as
follows: First, 1t 1s possible to utilize the rich body of
methods constructed by social scientists in the solution
of distributed problems. Second, the algorithms
generated by this approach are decentralized to start
with (unlike the global approach that typically yields
centralized solutions requiring ad-hoc decentralization).
Third, 1t allows unified systematic attack on classes of
problems. Finally, the solution 13 robust to il-behaved
individual agents (1e, a falure tn the operation of any
single igent does not cause 3 domino-effect by the
decoupung of objectives among agents)

Recent work by J Kurose [Kurose,
J. 84, Kurose, J et al. 83| demonstrates how netwerk
resource sharing problems may be addressed by
bulding an exchange economy 1o the network.
Resources are initially allocated to the agents and
prices set to certain initial values. Resources are then
traded by the agents and prices are reset according to
supply and demand. This iterative process leads to an
equiibrium allocation of the resource that 13 Pareto-
optimum. Such algorithms have been appiied to a few
resource sharing problems (e g.. channel access schemes)
leading, 1n all cases, to optimum solutions.

121 Example Social Aloha

The Slotted-Aloha access scheme problem has
been extensively addressed in the literature [Abramson,
N 70, Kleinrock, L. 76 A tme-slotted broadeast
channel is shared among multiple bursty users. User 1,
having 3 packet, decides whether or not to transmit
by tossing a coin with probability of transmission p(1).
H two or more users transmit at 3 given slot, the
transmissions collide. The problem 1s for users to set
the value of p{i) to achieve optimum channel
utilization.

Consider a multihop packet broadcast network
using Slotted Aloha. U the resources are defined as
channal usage at the nodes. then the transmission

probabtlities p(1) define an allocation of the resources
to nodes. The utiity of each node 1s definable ip
terms of the probability of its successful transmission.
Nodes can prices their transmission probabilities and
trade channel usage with neighbors adjusting prices
according to supply and demand Such a decentralized
tatonment process can be shown ([Kurose,
J 84, Kurose, J et al. 83] to lead to Pareto-optimum
equilibrium  allocation of the chaopel. Simulation
studies show that this process converges to classicaly
optimal choice of transmission probabiliities.
Furthermore, the 1ntial distribution of traosmission
probabilities provides for a continuum of priorities
among nodes.

1 3 Analysis

The problem of developing adequate tools for the
understanding and design of large-scale and complex
computing systems s undoubtedly one of the prime
challenges of computer science. As large-scale
compuyting systems are formed and the interaction
between their components follow patterns of increasing
complexity, the problems of apalysis of the system
behavior become exceedingly difficult. Examples of
domains where such problems arnise iaclude large-scale

networks, muitiprocessor switching mechansms and
distributed databases.
The problem of analysis 18 a problem of

description. Basically, one s interested in a global,
macroscopic description of the system behavior (e g,
average thruput and delay) Moreover, one is interested
10 a steady-state description of the behavior. There
usually s ample 1nformation avalable on the
microscopic rules governing the dynamic evolution of
interactions among system compoaneats. How do we
pass from a microscople dynamie deseription to
a macroscopie description? The dual problem s the
problem of synthesis. Given certain global macroscopic
performance objectives, how do we design the set of
microscoptc  rules to optimize global performance
objectives?

The classical Markovian approach to analysis
requires that one describe the evoiution of the system
as a Markov process by wusing a detailed state
description. The steady-state distribution of the
Markov process 1s computed (if possible) and, from
that, the global macroscopic behavior. While this
approach 13 powerful in apalyzing small systems (one
whose state description s sufficently simple) or
systems decomposable to small systems, 1t cannot
adequately address the problems of complex systems



Again, the resemblance to problems faced by
other fields, such as physes, s stnking. Yet despite
the rich body of resuits developed by physicists to
address the problems of coarse-graining descriptions,
little use has been made of the analogies. It took
physicists 3 few hundred years to find out that an
abstract and unobservable quantity of "energy” could
provide a more adequats description of the laws of
mechanies than the use of an observable such as
"force” It also took several ceatunes for physicists to
build bridges between microscopic descriptions (many-
body problems) and macroscopic (thermodynamic)
descriptions. [n the process, powerful methods were
developed that may be found useful 1n addressing the
problems of distributed systems analysis.

Can 1t be that a better road to analysis 1s to
replace classical observables (armval &  service
processes) with other quantities that may not be
directly observable? Can we use approaches to the
analysis of large-scale distnibuted systems similar to
those used by physicists? [nitial positive results 1a this

direction  have beea reported in [Benes, VE
65, Ferdinand, AE. 70, Yemini. Y 83b] and the
closely related {Boorstyn, R.R., and Kershenbaum,
A 80|,

131 Example A Distnibuted Data Base Svstem

Consider 3 distnbuted DBMS consmisting of a
lockable units (e g., records). A query that accesses the
DBMS requires the exclusive use of a subset of units
that 1t locks using one protocol or another If a query
attempts to access a locked umit, it 18 queued and s
serviced later on when the record becomes available.
Assuming that queries are generated accordinag to
certain statistics, the problem of analysis 1s that of
computing such macroscopic quantities as the average
throughput of the system (e g, how many quenes are
processed per unit time) and the average blocking rate.
A formal model can be preseated of the system
[Yemim, Y 83b| that is formally analogous to some
models of stauistical mechanics as [otlows: The inverse
logarnithm of the query generation rate defines the
"temperature” of the system. An active query s
analogous to a ceater of a "hard sphere’ consisting of
all quertes that are blocked by it. This defines the
“volume” of the system as that space occupied by the
hard spheres. The “energy® of the system reflects the
average number of quenes concurrently processed. The
“pressure” of the systam reflects the average rate of
biocked queries.

The formal analogy to physical models permits

not only the derivation of macroscopic descriptions of
the behavior of complex computing systems but
potentiaily a global approach to their demign For
example, in the case of a distributed DBMS 1t ailows
lor the dentification of  bottlenecks (records
experiencing high-pressure) and permits their removal
through redesign. Finaily, some physical systems
experience discontinuous phase transitions when the
temprature changes through some critical vaiue For
example [erromagnetic metals become perfect magnets
when they are cooled beyond their Cune temperature
Such critical transitions typically invoive formation of
long-range order among the constituents of the system
The existence of critical transitions in large scale
compuling/communications systems 13 of particular
significance.  [n [Yemini, Y 83b|, certain  packet
broadcast systems that exhibit critical phase transitions
are described.

2, Technieal Foundatlons

2.1 Protocol Development

According to recent sstimates, by 1990 between 3
quarter to a third of all US households will have a
computer Ten years [rom aow, the computer will be
a common household utility like the refrigerator aad
the television set. A major use of the home computer,
as weil as office and [actory computers, wil be access
to information resources over computer networks.
Uarversal accessibility of such resources 18 undoubtedly
3 key slement in the unfolding of the informaticn
revolution. The development of protocols to [acilitate
unmiversal accesmibility to information resources 1S a
prime technical problem that we face Furthermore, as
large-scale distributed computing systems assume an
increasing role tn supporting spectal computing
functions. it 18 reasonable to expect that the varety
and complexity of communication protocols wiil be
increased  What are some of the xey open questions of
the protocol design problem?

The problems of formal protocols descriptions
(specifications) methods. implementation and
validation/analysis [Sunshine, C 82, Rudin. H. and
West, CH. 83| are still far {rom a conclusive solution
Over the past decade, numerous [ormal toois have
been proposed to support the above [unctions yst very
little has been achieved 1n terms of full automation of
distributed message-based systems design ;rocess. Like
the VLSI chip designer, the distributed-system protocol
designer faces the problem of managing desiga
complexity The problem could be substantially eased
through a software :nvironment for protocol dasign A



aumber of research efforts 1o this direction are
currently being pursued [Rudin, H and West, CH
83|.

Of particular mgnmificance s the problem of
unifying dufferent tools for performance and functional
verification of distmbutad systems Distributed systems
tend to exhibit “timing bugs® that geaerally are aot
captured by classical venfication techniques Timing
bugs i1n communication protocols can account for some
major problems, such as PABX's faling to establish
connections and the space-shuttle failing to imtialize its
computing engines [n a recent work [Yemim, Y and
Kurose, J 82|, 1t has been shown that the alternating-
bit protocol, perhaps the smplest and most widely
verified protocol, does in fact possess 3 uming bug
with potentially disastrous functional behavior This
bug cannot be adequately captured by current formal
verification methods. This underlines the signtficance of
building a stronger, more comprehensive foundation for
protocol specifications and analysis techniques, such as
how to formally specify protocols behavior accounting
for both their [unctional and performance behavior, or
how to unify venfication/performance-analysis to
capture the full behavior of the protocol How caa
these formal methods be supported by a unified
automated protocol-CAD workstation? These are some
of the key technical challenges of this field.

2 2 Integration of Media

The problem of providing communication
technology to support integration of communication
media (e g, audio. data, graphics, facsimile, image) aad
communication and processing is widely regarded to be
one of the major problems of computer communication
technology 1n the coming decade [ntegration s
required to facilitate the automation of the office and
to allow individuals at home to benefit from a large
vartety of information and communication services
Among the key guestions to be answered by the
technology are What novel and useful services may be
offered to users by integrated systems and how should
communication architectures be designed to support
opumum integrated communications?

In the area of user-oniented integrated services,
early expennmentation i3 aming at the creation of
integrated work-stations supporting text/graphics/voice
processing and communications. Early systems (eg,
Forsdick, HC., 83, Swnehart, DC et Al, 83) am at
multi-media, multi-window documents  The electronic
medium does not have the lLimitations of the paper
medium, and may be used in novel ways to present

information. [t 1s possible to create documents that
preseat multiple streams of information through
multiple windows on 3 powerful bit-mapped display
A stream may present text, graphics or voice Streams
may be used for coordinated presentation of related
tnformation. For example, a voice stream might be
used to annotate a shde presentation through stream
In a graphics window By keeping a distributed
document over a network, it is possible to 2xchange
streams of 1aformation through the windows usiag any
of the media. Thus, multi-media teleconferencing may
be viewed as a distnbuted editing of a multi-media
multi-window document. How should multi-media
distributed documents be supported over a network’
How should distnbuted editing be coordinated? How
should multi-media documents be projected through
ltmited capabilities terminals (eg.. ordinary CRT,
telephone)” These are just some of the questions [or
which expenimental research wiil need to provide the
answers

How should integrated aulti-media
communications be ocally distributed? Local
distribution 18, at present, the scene of a clash between
two philosophies & technologies, the PABX and LANs
The underlying assumption of classical teiephony 1s
that the devices served by the network possess very
limited  processing  capabilities and  thus  all
communication processing should be centralized in the
network. The underlying assumption of LAN-
technologies s that the devices served by the network
possess very powerful processing resources and
therefore could easily perform all communication
functions, thus rendering the network a passive
transmission medium. Distnibuting  communication
processing to the network periphery ailows use of
demand adaptive resource sharing as in  packet
switched communications. On the other hand, the
complexity of coordinating distributed access o0 a
resource limits the geographical range of the network
and the 3bility of the network o support the
regularity of traffic streams, centralization addresses
these dimensions more fully The ceatralized approach
seems to serve volice communications more adequately
while decentralized approach i1s more suitable to handle
the requirements of bursty data commuaications. s
there an architecture between that of PABX and
LANs that would support equally well both traffic
types’ A direction to search [Yemuni, Y 83c¢, Suda,
T and Yemimi, Y 83] is for an architecture that
combines communication processing at the network
periphery with miaimal  distributed processiag
(switching capabilities) inside the network
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