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Abstract

Several DES-likeciphersaren’t utilizing their full potentialstrength,becauseof theshortkey
andlinear or otherwiseeasilytractablealgorithmsthey useto generatetheir key schedules.
Using DESas example, we showa way to generate roundsubkeys to increasethe cipher
strengthsubstantiallybymakingrelationsbetweentheroundsubkeyspractically intractable.

1 Introduction

A Feistelcipherconsistsof two parts:

� thekey schedule,whichproducessubkeysfor eachround,normallyfrom the“generating”or main
key; and

� scrambling—the“real” encryption,which mixesthesubkey bits with theinput bits to producethe
outputbits.

While scramblinghasbeenstudiedverythoroughly, key schedulegenerationhasnotenjoyedtheattention
it rightfully deservesuntil recently[Kn93]. It hasbeenshown that poor key schedulescan breakan
otherwiseperfectly good cipher [Bi94], but relatively little hasbeensaid aboutwhat it meansfor a
key scheduleto be strong. Lars Knudsen[Kn93] suggeststhata strongkey schedulehasthe following
properties:
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1. Givenany � bitsof the � roundkeys,derivedfrom anunknown generatingkey (where� is lessthan
thetotal amountof roundkeysmaterial),it is hard to find any of theremainingkey bits from the �
known bits.

2. Givensomerelationbetweentwo generatingkeys,it is difficult to predicttherelationsbetweenany
of theroundkeysderivedfrom thesetwo generatingkeys.

Severalattacks,notablydifferential[BS93]andlinearcryptanalysis[Mat94a],eventhoughthey theoret-
ically recover thesubkeysdirectlyandindependentlyfrom eachother, in practiceutilize thefactthatthe
relationbetweenthe bits of the subkeys of differentroundsis ratherlinear, thusavoiding considerable
amountof work.

The idea,therefore,is to generatethesubkeys in sucha way, that the relationbetweenany subkey bits
of any roundsis practically intractable.As aside-effect,generatingakey schedulethisway takeslonger
thantraditionalkey schedulesetup;this, coupledwith the fact that we allow for variablekey lengths,
helpsfoil bruteforceattacksaswell.

Lookedat anotherway, aDES-likecipheris really two separatecryptosystems,� and � . Theusersees

�
	
�������������������� �"!#�%$
But thereis reallyunderlyingcryptosystem

�
	
��& �����'�(���)������*+!",-�
anda mapping ./�0�����-��� �"!21 �����-��� *+!", suchthat &�345�768	9��� for all input keys � . We assertthat the
standardmapping . hassomeundesirableproperties,andproposea new mapping .;: . As noted,our
functionis moregeneral,in thatit maps����������< to ���)����� *+!", .
Section2 describeshow we generatethekey schedule.We useDES[NBS77] asanexample,andhence
suchmagicnumbersas168and768,but any similar block ciphersuchasIDEA or SKIPJACK couldbe
usedinstead.Section3 presentsthejustificationfor eachstep.We discusspossibleattacksin Section4,
andgiveafinal analysisin Section5.

2 Design

We first definea primitive called = -folding, which takesa variable-lengthinput block andproducesa
fixed-lengthoutputsequence.The intent is to give eachinput bit approximatelyequalweight in deter-
mining thevalueof eachoutputbit. Note thatwhenever we needto treata stringof bytesasa number,
theassumedrepresentationis Big Endian— Most SignificantBytefirst.

To = -fold anumber> , replicatetheinputvalueto a lengththatis theleastcommonmultipleof = andthe
lengthof > . Beforeeachrepetition,the input is rotatedto theright by 13 bit positions.Thesuccessive



= -bit chunksareaddedtogetherusing1’s-complementaddition(thatis, additionwith end-aroundcarry)
to yield a = -bit resultdenoted?@>BADC .
We take the64-foldof theuser’s input E to produceaseedvalue

F 	G?HEIA !+J $ (1)

Thisseedvalueis usedbothasthekey anddatato produceaninitializationvectorIV andanintermediate
key K . Theextra 8 bits areignoredwhen

F
is usedasa DESkey. If this is unacceptable,the56-fold of

E couldbe taken to produce
F : , thekey. We think this extra operation(i.e. folding 64 bits to 56 bits)

is unnecessaryin this case.However, if the key sizeanddatasizediffer sufficiently, aswith IDEA or
SKIPJACK, this extra stepwouldbeneeded.

K�L is producedby encryptingtheseedtwice usingthatseedasa key; K is producedby decryptingthe
seedtwice usingtheseedasakey:

K)L 	 �)MN� F � FPO � F (2)

K 	 �)MN� F � FRQ�STO � FRQ�S (3)

where ��UV��E denotestheencryptionof plaintext U undercontrolof key E and ��UV��E Q�S
thecorrespond-

ing decryption.

Notethatweneedtwo key schedules.Oneis the“secondary”,to beusedin preparationof the“primary”
key schedulethatwill beusedin dataencryption.Thispaperis concernedwith generationof theprimary
key schedule.Requirementsfor thesecondaryarelessstringent;webelievethattheDES-likegeneration
of roundkeys is goodenough(but that the regular shift of the IDEA generatingkey during roundkey
generationisn’t sucha goodidea).A shift with a regularstep,interspacedby a few irregularsteps—just
asDESdoes—seemssufficient for our purposes.

The intermediatekey K and K)L areusedto producea generatorkey � . First, E is 192-foldedto create
three W�X -bit chunksto be the keys for triple-DES. ?HEIA7SHY"Z is then encryptedundercontrol of K using
CFB-64modewith initializationvector K)L :

�[	\�)?HEIA]SHY"Z�� K (4)

The bits of � are usedto form keys for triple-DES in encrypt-decrypt-encryptmode(parity bits are
ignored). This time, we usetriple-DES EDE CFB-64 modeon ?HEIA *+!", , using keys � and the same
IV asbefore. The outputof this encryptionis usedasthe ^�W`_ -bit key schedulefor ordinaryDES data
encryption. It is obvious, that onecanobtainasmany bits of key materialasneededby using ?HEIATa ,
where b is the numberof key bits required. This is useful for caseslike describedin [BB94] andin
appendixA.

To formalize,thekey schedulegeneratingalgorithmis:



Algorithm 1 GenerateKey Schedule
Fdc-e;f�g

from userkey E of = bits
Require: =BhiX`�kjl=Imon`p�WF�q ?rEIA !+J ;s q � F � F0t K)L q � s � Fut

{ singleDESECB}s q � F � F Q�S t K q � s � F Q�S t { singleDES
Q�S

ECB}
� q �)?HEIA SHY"Z � K t { singleDESCFB-64usingkey K andinit vector K)L }FPcve;f�gwq �)?HEIA *+!", ��� ; { triple DESEDECFB-64with key � andinit vector K)L }

3 Theory of Operation

Our basicassumptionis that theunderlyingblock cipherusedis fundamentallystrong,but possiblyhas
aninappropriatekey size,eithertoo small (asin DES[DH77, Wie94]) or too large(asfor anexportable
cipher [DML x 93, DML x 94]). A fundamentaldesigngoal is to ensurethat all input key bits have an
equaleffecton thegeneratedkey schedule.

We use = -folding (equation1) to changethelengthof a bit string. Replicationto thel.c.m. of the input
andoutputlengthsensuresthateachinput bit hasequalweight. Therotationby 13 bits—anumberthat
is likely to berelatively primeto any inputkey lengthof interest—servesto blur theeffectof regularities
in theinputvalue[Bi94].

One’s-complementadditionof wordsof width = is usedto generatethefinal fixed-lengthoutputvalue.
Becausewe aregeneratinga bit string,ratherthana number, we useone’s-complementaddition,rather
thanthemorecommontwo’s-complementaddition. Thearithmeticresultsaresimilar thoughnot iden-
tical — the answersare in the range y{z|MHn C z
� O �~}wMHn C z
� O"� , ratherthanthe moretractablereduction
modulo n C . Also, this waycarrybit is preserved.

If the input valueto = -folding is alreadyof thedesiredlength,theoperationhasno effect; this is quite
acceptable,sincesubsequentstepswill scrambleit sufficiently.

Thenext step,generationof K (equation3) and K)L (equation2), is accomplishedvia aone-way function.
Dependingon the input value, = -folding may not be strongenough,so we usethe underlyingblock
cipherasour primitive. Applying encryptionanddecryptiontwice (equations2 and3) servesto defeat
theeffectsof weakinput keys. For example,if E were0,

F
would be0 aswell, which would resultin K

and K)L having thesamevalueif singleencryptionwereused.1

While weknow of noway to exploit thisproperty, westill preferto avoid theregularity.

Equation4 is usedto producethreeDESkeysfor encryptionof thekey schedulebits. Triple encryptionis
necessaryto guardagainstbrute-forcesearchesfor thegeneratingkey. Assumeanattackthatcanrecover
thekey schedulebits usedfor, say, thefirst round. This is not anunreasonablesupposition;therehave

1For cipherswith unpleasantpropertyof �7��7����� , this maynot hold,and � will bea weakkey always.LOKI89 is one
exampleof suchcipher. In general,�7�V�7�o��� is a badpropertyof a cipherto begin with, andwe do not have a curefor it.
Reminder:ourmethodimprovesalreadygoodbut imperfectciphers,it doesnot turn badonesinto goodones.



beenattackspublishedagainstshortenedversionsof DES[BS93]. In thatcase,abrute-forcesearchcould
be usedto find the generatingkey � , which could conceivably be usedin an attemptto find the other
subkey bits.

Thefinal stepproducestheactualkey schedule.We use ^�W`_ -folding asanadditionalway to spreadout
theeffectsof the input key, but othermechanismswould probablywork aswell. Onepossibilitywould
bethestandardkey schedulegenerationmechanism.Wedorecommendthattheplaintext for theCFB-64
operationbekey-dependent,to frustrateknown-plaintext attackson thegeneratorkey.

4 Attacks

BihamandShamirhavealreadystudiedthestrengthof DESwith independentsubkeysagainstdifferential
cryptanalysis[BS93]. While the bits of our subkeys are not truly independent,they are sufficiently
scrambledthat thereis no exploitablerelationshipbetweenthem. Eitherway, differentialcryptanalysis
becomesconsiderablymoredifficult, asevery bit of every subkey of every roundhasto be recovered
independently. On the order of n ! S chosenplaintexts is neededto mount a successfulsliding attack,
comparedto ��MHn JD* O whenstandardDESkey scheduleused[BS93].

A similar argumentcanbemadewith respectto linear cryptanalysis[Mat94a]. Unfortunately, theonly
successfulresultspublishedwererelatedto DESwith a 56-bit key andthestandardkey schedule.Since
the linear expressionswere computedfor the assumptionof independentsubkeys, their probabilities
stand.However, in our caseit allows anattacker to recover only 12 bits from eachthefirst andthe last
roundsubkeys(using =wzBn approximation)with n JN� complexity andrequiring n JN� known plaintext pairs.
It is obvioushowever, that in orderto recover theother �`W bits of the roundsubkeys in question,other
approximationswith weaker probabilitieswill have to beused.Biham[BB94] estimatedthecomplexity
of linearattackfor independentsubkeys ��MHn !"� O . Thus,linearattackseemsimpractical,thoughof course
possible.

Furthermore,evenif any subkey bits arerecovered,going from thembackto the input key—andhence
possiblyto someknown plaintext with which to attacka key exchangedialog—would requirecryptan-
alyzing triple DES with very little ciphertext. Suchan attackis clearly infeasible.This makesthe key
generator2 immuneto potentialcryptanalysisin thehighly unlikely casethatall thesubkeys arerecov-
ered.

Sincewe allow variable-lengthinput keys, a brute-forceattackmaybe feasibleif the user’s key is too
short.Thisis hardlyasurprise;thatis oftenthepointof usingshortkeys. Evenso,ourcipheris somewhat
strongerthanit mightappear;key setuptime is quitelong,whichwouldhinderany brute-forceattack.

We do not seeany shortcutattackson this scheme. Even if thereare someweaknessesin the early
part,thefinal step—tripleDESencryptionof a moderatelyrandomstring—shouldproducehigh-quality
randomnumbers.We do not think it possibleto cryptanalyzethis operation.The only feasibleattack

2It producesgeneratingkeys for users.



would appearto bea cryptanalysisof DESitself thatdoesnot rely on thekey scheduleto aid in full key
recovery.

Matsui-san[Mat94b] showed that if the order of the S-boxes is changedto “56412738”, thenDES
becomesimmuneto linear cryptanalysis,but its resistanceto differentialattackdropsto ��MHn JN� O from
��MHn JD* O . This orderof S-boxescould be usedwith our key schedulegenerationalgorithm,sincea dif-
ferentialattackwould not befeasible.ThesamepaperalsoshowedthatS-boxesorder“24673158” is
immuneto both differentialandlinear attack. Combiningthis with our key scheduleanda generating
key lengthof at least64bits againresultsin apracticallyunbreakablecipher.

5 Analysis

What we have doneis to specifya new algorithmfor generatinga key schedule.Many detailsof our
schemecouldeasilybechangedwithoutaffectingtheessence.

The leastimportantdesigndetail is the = -folding algorithm. Othermechanismsfor converting a user-
specifiedkey to output stringsof different lengthswould work as well. The propertieswe consider
necessaryarefirst, thatall input bits shouldhaveanequalweightfor all outputlengths;andsecond,that
thefunctionshouldbeat leastweaklyone-way. Arguably, oursdoesnot go far enoughin thatdirection,
sinceit usesonly linearfunctions.

Theseconddetail is how we producethegeneratorkey andIV. Again, theexactmechanismisn’t impor-
tant,thoughthesametwo propertiesshouldhold.

Our final designchoiceis how we actuallygeneratethekey schedule;thatin turn reflectstwo decisions,
our desireto useDES,andthe precisemechanismusedto producethe plaintext. The former is much
moreimportant:we havea greatdealof confidencein thebasicstrengthof DES,andin therandomness
of its output.While not perfect[Mat94a], we do not think thereareany seriousthreatshere;theamount
of ciphertext is quitelow, andknown plaintext shouldbeall but impossibleto obtain.

Clearly, any otherone-way pseudorandomfunction could be usedinstead. But if, say, MD5 [Riv92]
wereused,it would introduceanotherelementto analyze. Besides,thereis both a conceptualandan
implementationgainin eleganceby usingonly onecryptographicfunction. Of course,usingDESslows
down key setup;asdiscussedbelow, this is notnecessarilya disadvantage.

Thereis moreroomfor choicein theselectionof theplaintext. While wehavemadeourskey-dependent,
anotherpossibility would be to make it key family-dependent,much as with [Bl94b] and the Soviet
GOSTcipher[GOST, Chx 94]. This would allow for separatecommunitiesof interestwithout therisks
run by tinkeringwith theS-boxes.

Most of the strengthof our cipher is derived from the strengthof the underlyingblock cipher. This
is intentional; in commonwith the designersof CDMF [DML x 93, DML x 94], we prefer to build on
foundationsthat are known to be strong. We could changesomeaspectsof the DES design— for



example,theE-boxwould no longerneedto betied to PC2,sincethelatterwould no longerexist—but
we arevery reluctantto upseta delicateengineeringbalance.This bringsto light yet anotheradvantage
of thisapproach— any DEShardwarecanutilize it, aslongasit allowsfor downloadingthekey schedule
(vs. insistingon downloading56-bit key andderiving thesubkeys internally, by itself). We areawareof
at leastonemanufacturer, thatproducesDEShardwarecapableof downloadingkey scheduledirectly in.

Very clearly, though,our key scheduleshave no moreinformationthanthe input key. If 40 bits arefed
in, abrute-forceattackonthose40bitswill work, thoughtheattackwouldbemuchmoreexpensivethan
with CDMF; our key setuprequires43 encryptionoperations,ratherthantwo.

Thelongerkey setuptimecouldbeproblematicfor thingslikenetwork encryptors,which needto main-
tain very many encryptioncontexts. Still, memoryis cheap,andcachingthekey scheduleis oftendone
even in today’s implementations.The total key scheduleis only 96 bytes;mostlikely, otherstatethat
mustbekeptpersecurityassociationwould beat leastthat large. Sothe total storagerequirementsper
key wouldnot increasethatmuch.

In anothervein, our cipherwill encryptanddecryptasquickly asDES.This is anadvantagecompared
with othersecurecipherslike triple-DESor DES with 32 roundsandthe traditionalkey schedule.In
short,wehave tradedsetuptime for run time,which is almostalwaysagooddeal.

Our key schedulealsoeliminatesweakkeys andthecomplementationpropertyof DES.To seethat the
formerholds,observe thatweakkeys in DESarisebecauseof regularitiesin thekey schedulealgorithm.
If thebits of our key scheduleareuniformly randomlydistributed—afair assumption,giventheknown
randomizationpropertiesof DES—it is exceedinglyimprobablethat, say, E S 	 E S ! , let alonethat
thatwould hold for all 8 pairsof key scheduleregisters.Thecomplementationpropertyoccursbecause
selectionsof thekey bitsaredirectlyexclusive-ORedwith plaintext fields;ourscramblingstepseliminate
thatregularity.

Keyspace linearity. However, while eliminatingDESweakkeys,anew classof potentiallyweakkeys
canbe introducedwhenuserkeys have lengthmultiple of �� . As pointedout [Sch96], in this casethe
resultingkey schedulewill beeithertrivial, or haveonly n S ! possibilities.

Our approachcanbe usedtogetherwith otherproposedandpublishedimprovementsof DES,suchas
[BB94]. In thiscase,all thekey materialcanbederivedfrom themainuserkey. Thisapproachimproves
thestrengthof any DESor DES-likevariation,includingdifferentor key-dependentS-boxes.

We recommendour approachto be usedwith every iteratedblock cipher, asit maximizesthe cipher’s
strengthwhile preservingit’ sbulk encryptionspeed.
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Appendix A DES-SK/ � Family

Following theexampleof R. Rivest[Riv94], wedefineaDES-SKfamily with variablenumberof rounds�
(between��W and W�X ), whereeachroundis equalto a roundof standardDES,exceptin theway round

key is obtained.Wewill useour key scheduleto generateroundkeys for any numberof rounds.

Judgingby theresultsof differentialandlinearcryptanalysis,we conjecture,that thenumberof rounds
shouldbemultipleof 8 andin total preferably24 or more.

As aprimarykey schedulegeneratorwewill usealgorithm1, Theonly modificationwouldbein thelast
step,whereinsteadof ^�W�_ -folding userkey E andencryptingtheresultwith triple-DESEDECFBmode
using ����n bits of � , weneed3 X�_ � �

-fold of userkey:

Fdc-e;f�g 	
�)?HEIA JN, <"� ��� (5)

Appendix A.1 DES-SK/ ��� with 32 rounds

It appears,that 32 roundsis aboutasmany asoneneeds.Note, that both SKIPJACK andGOSTuse
32 rounds. We’ll usekey scheduleasdescribedabove (seealgorithm1) with n-folding the final step
to � p��`W bits andevaluatethestrengthof the resultingcipher, which for thesake of simplicity we name
DES-SK/�`n (vs. traditionalDESof 16 rounds).Let usselectgeneratingkey 80bits long.

Beforeproceeding,it’ sworth to mentionthatif anadversaryhasn !+J known plaintexts,hehasacomplete
dictionaryfor thegivenkey, andmorethat n !+J plaintextssimplydoesn’t exist .

� Brute force: obviously, sincethegeneratingkey is 80bits — ...

� Performance: conjecturedto be one half of “normal” single DES performance,hardware- or
software-based.

� Differential attack: conjecturedto requireat least n SHZ"Z chosenplaintexts. Thereforewe areim-
muneto this attack.

3To generatekey schedulefor � roundsof DES-SK.



� Linear attack: not botheringwith probabilitycalculations,conjecturedto requireat least ��Mrn ,"! O
known plaintexts4. Thereforethis attackis impossible.

� Weak keys: doesn’t have.

� Complementary property: doesn’t have.

Note,thatthealgorithmis built onwell-known anddeeplyresearchedcryptographicprimitives.And the
hardwareexists,thatcanutilize it.

Appendix A.2 DES-SK/48 or Triple-DES?

Wenotice,that3DESin essenceis nothingmorethan48physical(or about46actual5) roundsof standard
DES, wherethe regular key scheduleis “disrupted” in threeplaces,becausedifferent partsof it are
generatedby differentbits of themainkey. However, therelations,thatmake theattackeasier, arestill
there.I.e. every16 roundsexhibit tractablerelationsbetweenthesubkeys.

On theotherhand,usingour key scheduleandapplying48 roundsof straightDESscrambling,we get
bettersecuritydueto lack of exploitablerelationsbetweenthe roundkeys andmuchhigherbarrieron
cryptanalyticattacks,with performance(hardwareor software)betterthan that of 3DES.But clearly,
both3DESandDES-SK/48seemanoverkill, asDES-SK/32will do asgooda job with only about W�p %
of computationalexpenses.

Appendix B Reference Source Code

Appendix B.1 � -Folding

#include � stdlib.h �
#include � memory.h �
#if defined(NFOLD_TEST)��� defined(DEBUG_NFOLD)
#include � stdio.h �
#endif �v� TEST_NFOLD� DEBUG_NFOLD �v� 5

�����v�#�v�#�#�v�#�v�#�#�v�#�v�#�~�v�~�#�~�v�~�#�#�#�~�v�~�#�~�v�~�#�#�#�~�v�~�#�~�v�~��v� Providesn-foldingof theinput string �v��v� of mbyteslong to a stringof n bytes�#��v� long. Buffersbetternot overlap! �#� 10�����v�#�v�#�#�v�#�v�#�#�v�#�v�#�~�v�~�#�~�v�~�#�#�#�~�v�~�#�~�v�~�#�#�#�~�v�~�#�~�v�~�
int nfold(unsigned char � in, int m, �v� len in bytes�#�

4 �0�¡ v¢@£@¤¦¥ seemsmorelikely.
5Sincethereis no swapbetweenthe last roundof one“sweep”of singleDESandthefirst roundof thenext “sweep”of

singleDES— thesetwo roundsarenotasstrongas“full-fledged” two DESrounds.



unsigned char � out, int n) �v� len in bytes�#�
{

unsigned char � buf = NULL; �v� tmpstorage �v� 15

unsigned char � a= NULL; �#� save"in" for rot13 �#�
int LowestCommonMult= 0; �v� LCM(m,n) �#�
int i = 0;

#ifdef DEBUG_NFOLD
int k = 0; 20

#endif

�#� functionsweneed�#�
extern int lcm(int u, int v); �v� LowestCommonMultiple �#�
extern int rot13(unsigned char � a, �#� Rotatestring 13 bits right �v� 25

unsigned char � b,
int len); �v� lengthin bytes�#�

extern int ocadd(unsigned char � add1, �v� one’scomplementadd �#�
unsigned char � add2, �#� two bytestrings/int �#�
unsigned char � sum, �v� resultgoeshere �#� 30

int len); �#� lengthof each in bytes�#�
�#� Stupidityisn’t welcome�v�
if (n § 0 �¨� m § 0) return -1;

35�#� Prepare tmpplacefor theinputsothat �#��#� wedon’t damagetheoriginal with rot13 �#�
a = (unsigned char � ) malloc(m);
if (a== NULL) return -2; �v� no memory, bad �#�
memcpy(a, in, m); �#� savetheinputstring �#� 40

�#� ComputeLowestCommonMultiplier of the �v��#� input string lengthanddesiredoutput �#��#� string length. �#�
LowestCommonMult= lcm(m,n); 45

#ifdef DEBUG_NFOLD
printf("Input string is: © n");
for (k = 0; k � m; k++) {

printf("%02x", in[k]); if (((k + 1) % 20)== 0) printf(" © n");
} 50

printf(" © nComputed LCM(%d, %d) � %d © n", m, n, LowestCommonMult);
#endif

buf = (unsigned char � ) malloc(LowestCommonMult);
if (buf == NULL) return -3; �#� no mem,bad �#� 55

�#� Replicatetheinput th theLCM length �#�
for (i = 0; i � (LowestCommonMult� m ); i++) {

#ifdef DEBUG_NFOLD
printf("input for %d-th replication is: © n", i+1); 60

for (k = 0; k � m; k++) {
printf("%02x", a[k]); if (((k + 1) % 20) == 0) printf(" © n");

}
printf(" © n");

#endif 65



memcpy((unsigned char � )&buf[i � m], a,m);
rot13(a,a,m);

}

memset(out,0, n); �#� just in case�#� 70

#ifdef DEBUG_NFOLD
printf(" © nReplicated string (buffer filled) is: © n");
for (k = 0; k � LowestCommonMult;k++) {

printf("%02x", buf[k]); if (((k + 1) % 20) == 0) printf(" © n"); 75

}
printf(" © n");

#endif

80�#� Nowweview thebuf assetof n-bytestrings �v��#� Addthen-bytelong chunkstogether, using �v��#� one’scomplementaddition,storingthe �#��#� resultin theoutputstring. �v�
for (i = 0; i � (LowestCommonMult� n); i++) { 85

ocadd(out,(unsigned char � )&buf[i � n], out,n);
#ifdef DEBUG_NFOLD

printf("after %d-th one’s complement addition sum is: © n", i+1);
for (k = 0; k � n; k++) {

printf("%02x", out[k]); if (((k + 1) % 20) == 0) printf(" © n"); 90

}
printf(" © n");

#endif
}

95

free(buf); free(a); �#� don’t behoggish �v�
return 0; �v� A.O.K. �#�

}
100

#ifdef NFOLD_TEST
#include � stdio.h �
int main(int argc,char �v� argv)
{

unsigned char key[7], res[8]; 105

int i = 0, rc = 0;

printf("N-Fold test (strings/numbers treated Big Endian) © n");

memset(key, 0, sizeof(key)); 110

memset(res,0, sizeof(res));
for (i = 0; i � sizeof(key)-1; i++) key[i] = (char) (060+ (i % 10));
printf("We will 64-fold 40-bit long string: © n");
printf(" © "%s © " in ASCII © n © n", key);
rc = nfold(key, 6, res,8); 115

printf(" © nN-Fold returned %d © nResulting string is: © n", rc);
for (i = 0; i � sizeof(res);i++) {

printf("%02x", res[i]); if (((i + 1) % 20) == 0) printf(" © n");



}
printf(" © n"); 120

}
#endif �v� NFOLD_TEST�#�

Appendix B.2 Output of � -Fold

N-Fold test (strings/numbers treated Big Endian)

We will 64-fold 40-bit long string: "012345" in ASCII

Input string is: 303132333435
Computed LCM(6, 8) = 24

input for 1-th replication is: 303132333435
input for 2-th replication is: a1a981899199
input for 3-th replication is: 8ccd0d4c0c4c
input for 4-th replication is: 626466686a60

Replicated string (buffer filled) is:
303132333435a1a9818991998ccd0d4c0c4c626466686a60

after 1-th one’s complement addition sum is: 303132333436a2a9
after 2-th one’s complement addition sum is: b2bbc4cdc003b0f6
after 3-th one’s complement addition sum is: be072631266b1a56

N-Fold returned 0
Resulting string is: be072631266b1a56
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