-

View metadata, citation and similar papers at core.ac.uk brought to you by .i CORE

provided by Electronic archive of Ternopil National Ivan Puluj Technical University

X BceykpaiHcbka cmydeHmcbka HayKoeo - mexHiYyHa KOHgepeHuist
"[MPUPOAHUNYI TA T'YMAHITAPHI HAYKU. AKTYAJIbHI TUTAHHSA"

YK 004.77
Ceupuga A. B. —ct. rp. Clm-51
TepHroninbcokuyl HAYiOHAIbHUL MeXHIYHUU YHIgepcumem imeni leana 11yntos

AOCHIKEHHS METOAIB HECAHKINIOHOBAHOI'O JOCTYILY
A0 IH®OPMAILII BEB-CAUTIB TA CIIOCOBH 3AXUCTY BIJ HUX

HaykoBuii kepiBHUK: K.T.H., Jo1eHT JIynkiB A. M.

Svyryda A. V.
Ternopil Ivan Pul’uj National Technical University

RESEARCH METHODS OF UNAUTHORIZED ACCESS TO
WEBSITES INFORMATION AND HOW TO PROTECT YOURSELF

Supervisor: Lutskiv A. M.

Kiro4oBi ciioBa: pu3uK, BEO-CalT, 3aXUCT
Keywords: risk, website, protection

HeHnaniliHicTh TpOrpaMHOTO 3a0€3MeUeHHs HETaTMBHO BIUIMBAE HA BAXKIIMBI 00’ €KTH
iHdpacTpykTypHu: (iHAHCH, OXOpPOHA 3J0pOB's, 000poHa, eHepreTMka Ta iHII. OCKUIBKH,
nporpaMHe 3a0e3MeUYeHHs € CKIAJHUM i PO3TaTYy)KEHUM, TPYIHOII JOCATHEHHS! HE0OX1THOTO
piBHSI O€3MeKH MOJAaTKiB 3pOCTAalOTh B reoMeTpuyHiid mporpecii. LIIBuaki Temnu cydacHuX
IPOIIECiB PO3POOKH MPOrpaMHOro 3a0e3MeUeHHs] BUMAraloTh BUSABIIATH PU3UKU MaKCUMAJIbHO
MIBUKO 1 TOYHO.

3rigHo 3 akrtyambHuMmu (2017) nocmimkenHsmu I[ntepHer pecypcy Open Web
Application Security Project (OWASP) BugineHo 10 ocHOBHHX 3arpo3 iH(opMarriiimii
6esmerti: Injection, Broken Authentication and Session Management, Cross-Site Scripting
(XSS), Broken Access Control, Security Misconfiguration, Sensitive Data Exposure,
Insufficient Attack Protection, Cross-Site Request Forgery (CSRF), Using Components with
Known Vulnerabilities, Underprotected APIs. Bouu He 3aBX/1H € i30JIbOBAHUMH, YU CIIAYIOThH
oOMmesxeHil cucremaruii. Lli Bpa3nuBocTi Ki1acu(iKyrOThCs 3a XapaKTepoM [iil 37I0BMUCHHKA,
HEJI0JIIKOM O€3MeKH CUCTEMHU YU THUTIOM TIEBHUX aKTUBIB [1].

3 METOI0 MiJBUIICHHS CTIMKOCTI BeO-calTiB MOTPIOHO BpaxoOBYBAaTH pPEKOMEHJAIlii
(best practices) wHa BciXx eTamax KHTTEBOTO IIUKJIy MPOTPAMHOIO  3a0e3MeueHHS:
(dbopMyITIOBaHHS BUMOT, NMPOEKTYBAHHS CHCTEMH, KOAYBaHHs, TECTYBaHHS, JOKYMEHTYBaHHS,
pO3rOpTaHHA Ta CYNpoOBOAY. BapTo BIiACHIIKOBYBaTH KIFOYOBI AacCMEKTH isSTIBHOCTI
3I0BMUCHUKIB B YKpaiHi, 30KpeMa, aKTyaJbHa iH(OpMalis CTOCOBHO IHIIMJICHTIB
BiJIoOpakeHa Ha pecypci [2].

B Xxoai marictepchbKoro AOCHIPKEHHS MPOBOJUTHCS aHATII3 MOXIUBUX 3arpo3 Ta
PO3pOOIIAIOTECA 3aX0M MO 3MEHUIEHHIO KUIBKOCTI MpOorajiiH y Oe3meli MporpaMHOro
3a0e3medeHHs.
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