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Abstract. The increasing demand for intelligent control and automa-
tion in industry requires better use of the radio spectrum due to the use
of industrial wireless sensor networks (IWSNs). Cognitive Radio (CR)
is a promising technology to improve the spectrum utilization by sens-
ing spectrum holes. Research in this area is still in its infancy, but it
is progressing rapidly. In this paper, industrial environment with dif-
ferent wireless technology, such as WirelessHART and ISA 100.11a is
investigated. Various sensing schemes and the challenges associated for
the cognitive radio are reviewed. In addition, the paper discussed the
methods relevant to industrial applications, covering architecture, spec-
trum access, interference management, spectrum sensing and spectrum
sharing.
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1 Introduction

In the current information-intensive society, the development of distributed mon-
itoring and control system and industrial and factory automation is featured
by the characteristics of flexibility, integration, robotization and intelligentiza-
tion. Industrial applications have no longer been confined to closed plant en-
vironment, the networks tend to coexist with other industrial wireless systems
and existing commercial wireless systems [1]. Given the growing number of in-
terconnected industrial systems and devices for agile industrial manufacturing,
industrial wireless sensor networks (IWSNs) are playing an increasingly more
important role. In an industrial environment, wireless sensor nodes are installed
on on-site equipment and used to monitor diverse parameters such as tempera-
ture, pressure, humidity, location and vibration [2]. The advantage of IWSNs are
appealing over traditional wired communication systems such as cost-efficiency,
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self-organization, scalability and mobility [3]. It has been seen as a vital com-
ponent in the Industry 4.0 framework, and can be used for smart factories,
networked manufacturing and industrial internet of things.

Current spectrum allocation mechanism assigns wireless spectrum to licensed
operators based on the static spectrum allocation policy. The cost of the license
is very high, however, only parts of the spectrum is utilized effectively. Most
of the distributive spectrum is utilized intermittently. According to report of
Federal Communications Commission (FCC), the current utilization of a licensed
spectrum varies from 15% to 85% [4]. The inefficient use and spectrum scarcity
definitely hinder the development of wireless communication systems. The rest
of industrial and home applications have to compete for the even more crowded
free Industrial Scientific Medical (ISM) bands not only with each other but also
with other wireless communication devices in the same area.

Cognitive Radio (CR) technology is recognized as an emerging technology
to solve the dilemma spectrum utilization is facing: the contradiction between
rapid-growing number of wireless devices and the scarcity of available spectrum
resources. The definition of CR by FCC is “Cognitive radio: A radio or system

that senses its operational electromagnetic environment and can dynamically and

autonomously adjust its radio operating parameters to modify system operation,

such as maximize throughput, mitigate interference, facilitate interoperability,

access secondary markets [5].” In this paradigm, sensor nodes can sense the idle
frequency bands (namely, the spectrum holes) and transmit data by re-using
the frequency bands occupied by the authorized users. Thus, the utilization of
existing spectrum resources is enhanced. The authorized users are recognized
as primary users(PUs) while sensors nodes are secondary users(SUs). SUs carry
radio devices that have the ability of scan and sense of the surrounding spec-
trum utilization. Once spectrum holes found, SUs can access the idle spectrum
opportunistically by altering their spectrum bands subsequently [6].

In this paper, we start with a discussion on the challenges of industrial envi-
ronments, focusing on different interference sources, coexistence, and heteroge-
neous environment. Next, an overview of spectrum sensing techniques is given.
This is then followed by a presentation on a range of methods relative to spec-
trum utilization. Finally, we discuss some open problems and future trends of
IWSNs.

2 Challenges of Wireless Industrial Network

2.1 Interferences in Wireless Industrial networks

Industrial environment is often more complicated than public and private envi-
ronments. It has higher quality of service (QoS) requirements than that applica-
tions at homes and offices. Reliability, latency, and availability are some major
aspects and they can be quite specific for different applications. For example,
monitoring system is usually time-sensitive. Data with long latency may lead to
wrong decisions.
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The signal strength in the industrial environment is heavily affected by mul-
tipath fading (e.g., the reflections from floors and walls), the interferences from
other devices(e.g., motors), and noise. Specifically, interference signals can be
divided into two classes: broadband or narrowband [7]. Broadband interferences
usually come from unintentional radiating sources. They have high energy and
constant energy spectrum across a large range of frequencies whereas narrow-
band interference signals have lower energy at specific frequencies.

In a typical industrial site, there are sufficient wireless communication sys-
tems and networks that might generate interference against the radio signals [8].
The co-existence issues between various wireless networks also need to be consid-
ered. The deployed networks include wireless local area networks (WLANs) and
wireless personal area networks (WPANs) which are short range networks. The
common protocols used in industrial environment like Zigbee, bluetooth, Wi-Fi
(Wi-Fi also works in the 5GHz band), WirelessHART, ISA 100.11a and wireless
interface for sensors and actuators (WISA) are operating at 2.4GHz band. The
emerging low power wide area network (LPWAN) allows small amounts of data
to be transmitted within a long distance at lower frequencies. Table 1 presents
the key characteristics and make a comparison among different platforms. Zig-
bee, WirelessHART and ISA 100.11a use the same physical layer and media
access control protocol (IEEE 802.15.4). The frequency spectrum is divided into
16 channels at 2.4GHz with each channel having a bandwidth of 2MHz. IEEE
802.11 is adopted by Wi-Fi which also works at 2.4GHz and normally has 13
channels. The bandwidth of each channel is 20 MHz and most routers choose
channel 1,6 and 11 because they hardly overlap.

Table 1. Wireless Industrial Communication Protocols

Zigbee Wi-Fi WirelessHART ISA 100.11a LoRa

Bandwidth 2MHz 40MHz,20MHZ 2MHz 2MHz 125KHz
Frequency 2.4GHz 2.4GHz 2.4Ghz 2.4GHz 433,915MHz
Channels 16 13 16 16 32
Radio 802.15.4 802.11a,b,g 802.15.4 802.15.4 Proprietary
Data Rate 250kbps 11-54Mbps 250kbps 250kbps 10kbps
Range 10-100m 1-100m 50-100m 50-100m 50m-10km

In order to reduce the effect of interference, spectrum allocation without CR
technology chooses non-overlapping channels. Figure 1 illustrates the channel
distribution and highlight the non-overlapping bands between IEEE 802.15.4 and
IEEE 802.11. In [9], a multi-dimensional resource allocation strategy (MRAS) is
used to meet the different industrial requirements. It can improve the utilization
of available wireless network resources, but the improvement is not significant
enough compared to its complexity.
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Fig. 1. The Channel Distribution of IEEE 802.15.4 and IEEE 802.11

2.2 Complex Heterogeneous Environment

Traditionally, the applications of the IWSN systems can be classified into three
categories: safety systems, control systems, and monitoring systems [10]. In these
systems, a wide range of data are collected or processed over a given region for
a long duration and the data are exploited thoroughly to make certain conclu-
sions. In recent years, the data sources are more abundant which may include
on-demand or live video streaming, audio, and still images. These multimedia
applications set high demands for transmission rate and bandwidth. Moreover,
in a dense network environment such as indoor plants, the media control access
mechanism should be carefully designed because different sensor nodes in the
area are likely to access a channel simultaneously. In addition, the topology of
the network and connection of the nodes change over time due to the link fail-
ures and battery depletion. The idea of heterogeneous sensor networks thus come
naturally with two of more nodes working with different energy and hardware
complexity.

3 Spectrum Sensing Technologies

In section 2, the difficulty of spectrum scarcity is discussed and the deployment
problem of several objects connected to infrastructure through radio links is in-
troduced. Recently, integration of CR technology in wireless sensor nodes has
gained much attention as it enables sensors transmit data packets over the li-
censed spectrum bands as well as the free ISM bands. Spectrum sensing is a
critical component for CR. Through spectrum sensing, CR can obtain necessary
observations about its surrounding radio environment, such as the presence of
PUs and appearance of spectrum holes. Basically, there are two types of sens-
ing techniques: signal processing techniques and cooperative sensing techniques.
Figure 2 shows the classification of spectrum-sensing techniques.

3.1 Signal Processing Techniques

1) Matched Filter Detection: The matched filter (also known as coherent detec-
tor), is considered as the optimum method because of its accuracy. As the pa-
rameters of the transmitted signals are known, the matched filter accordingly
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Fig. 2. Classification of Spectrum-sensing Techniques

maximizes the received signal-to-noise ratio (SNR). The presence or absence
of PU is determined by the comparison between the result of correlation and
a predetermined threshold. However, matched-filtering also has limitations.
It requests the features of PU signal in advance, which include bandwidth,
operating frequency, modulation type and order, pulse shaping, and frame
format [11]. Also, the computational complexity and power consumption are
very high.

2) Energy Detection: Energy detection is performed in both time and frequency
domain. It compares the energy received by PU signal with a threshold based
on the noise estimation. The method is simple and has low computational
cost because it does not need a priori information of PUs signal. But, the
drawback of the method is obvious as well. The noise needs to be accurate
which is difficult to estimate [12]. It is also not suitable to use the method in
low SNR environment and for detecting spread spectrum signals.

3) Cyclostationary Feature Detection: The cyclostationary feature detector dif-
ferentiates the PU signal from the additive noise since the method deals
with the inherent cyclostationary properties or features of a signal. A cy-
clostationary signal is said to be periodic when considering the mean and
autocorrelation [13]. The technique is simple and effective. Only one or two
periodic features of the PU signal are needed. It can be used to detect at very
low SNR condition. The robustness to noise of the method performs better
than energy detector, nevertheless, the computational complexity is higher
than that of energy detector.

3.2 Cooperative Sensing

Cooperative sensing literally means that the sensor nodes with CR can cooper-
ate and exchange their sensed information in different manners. It can improve
sensing accuracy by exploiting spatial diversity.

1) Centralized Cooperation: In centralized cooperation, a central cooperator,
which can be a collector, or server, is used to manage the information from
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distributed CR sensor nodes and determine the absence or presence of the PU.
Firstly, each sensor node with CR senses the surrounding spectrum by them-
selves and distinguish the presence of the PU from the absence at a specific
frequency. Secondly, the nodes forward the results to the central cooperator.
At last, the central cooperator aggregates and organizes data together. Once
a sensor node requests for channel information, the cooperator can transmit
the final decision after data fusion.

2) Decentralized Cooperation: The decentralized cooperation works in a decen-
tralized manner with no central cooperator. Instead, it uses a spectrum infor-
mation table to record the sensing results. Each node performs local spectrum
sensing and make a decision as to the presence or absence of the PU. Then
the nodes spread the information to neighbouring ones and create spectrum
information table in a predicted period. The scheme is more flexible, but the
storage and computation cost are high due to the updated table [14].

3) Hybrid Cooperation: The hybrid cooperation combines the advantages of cen-
tralized cooperation and decentralized cooperation. Each sensor node sense
and transmit information in the same way as decentralized manner and it
may share channel information with centralized cooperator as requested.

4 Spectrum Utilization

The cognitive capability is a promising solution to enhance the spectrum sens-
ing of dynamic environment by adjusting the parameters used to determine
the transmitted signal. Meanwhile, it provides an elastic feature, known as re-
configurability, that is suited to the changing parameters in a dynamic radio
environment without modifying the hardware structure. In this section, many
techniques that can be used to improve the spectrum efficiency are introduced.
The network architecture, spectrum access, interference management, spectrum
sensing and spectrum sharing should always be considered together.

4.1 Clustering

The complexity of the architecture can be reduced by forming clusters with
neighbouring nodes. The physically nearby sensor nodes are grouped into single-
hop clusters with a star topology. Each cluster elects a cluster head (CH) to
perform the intra- and inter-cluster management and data processing. CHs then
forward their data to sinks or base stations (BS) which are supposed to have
higher energy and stronger processing capabilities.

The existing clustering algorithms [15–18] consider homogeneous sensor nodes,
and in [19] a cluster-based approached is formed for a meshed network. Within
the cluster, the CH is responsible for the spectrum management. In [20], a dis-
tributed spectrum-aware clustering (DSAC) protocol is proposed. The simula-
tion results show the preferable scalability and stability under dynamic spectrum
access.
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4.2 Hierarchical Topology

A hierarchical network allows nodes at different tiers to perform different tasks.
Among them, a typical example is the two-tier structure. The lower tier is re-
sponsible for sophiscated task such as monitoring nodes without CR. In the
upper tier, it comprises a set of SUs opportunistically access the spectrum to
send the detection results to the sink node. In [21], the author incorporated two
constrained Markov Decision Processes (MDP) with the two-tier network for
event detection and channel allocation. One MDP is used to adjust the detec-
tion criterion for the delay constraint. Meanwhile, the other MDP is used for
optimum spectrum allocation of SUs.

4.3 Fuzzy Cognitive Map

When multiple objectives, environment variables, and processes are considered,
fuzzy cognitive map (FCM) is a simple way to present the system in a param-
eterized and directed form. The goals can be expressed as causal relationships
which are in low complexity under conflicting constraints [22]. FCM is an un-
supervised model which can be viewed as a intelligent tool. The authors of [23]
present a cognitive sensor network framework for highway safety applications.
FCM is used to address the challenges of highway safety, network lifetime and
throughput. The Q-learning algorithm is also incorporated in the system so as
to enhance the learning ability of the FCM after evaluation and improve the
system performance by a well-designed reward system.

4.4 Optimization

The challenges of power and hardware limitations of sensor nodes should be over-
looked as its inherent characteristics. Combining CR functionalities with sensor
nodes is a self-evident choice when energy and network lifetime is co-considered.
The existing networks and protocols are seldom aware of cognitive capability,
many open optimization issues are left for research. For example, authors in [24]
investigated the optimal packet size for a cognitive wireless sensor network. It
defines the system and gives the simulation result of the optimal packet size for
the proposed system with maximum energy efficiency while maintaining reason-
able interference level for the licensed PU. In [25], a multi-objective optimization
framework is proposed for reducing CO2 emissions. The cooperative cognitive
system jointly optimizes the relay assignment and power allocation with two
conflicting objectives which are to maximize the sum-capacity and to minimize
the CO2 emissions. Although a hybrid evolutionary scheme of EDA is proposed,
the real-time performance is poor due to the priori knowledge of the distribution
of relay nodes and the constraints of greedy algorithm.

4.5 Random Processes

A random process is often referred to a whole set of random variables that depend
on the parameters. One of the parameters is usually time. Random variables are
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the mathematical models of random phenomena, and their values will change
with the affecting factors. [26] proposes a hybrid sensing method using a continu-
ous time Markov chain model to adjust the parameters in avoid of contradictory
factors. According to the characteristics of PU and SUs, the best sensing period
is found. Considering that sensing results are affected by uncertain noise and
contradictory factors, [27] introduces the partially observable Markov decision
processes to build the channel model. It enables the cognitive nodes with the
ability of channel sensing, channel switching, and data transmission.

4.6 Game Theory

Game theory mainly studies the interaction between the formulated incentive
structure, which is a mathematical theory and method for studying the phe-
nomena of competition. It considers the predicted behavior and actual behavior
of individuals and studies their optimization strategies [28]. Cognitive radio net-
work is a good instance of game theory as the SUs are competing for spectrum
usage based on the sensed spectrum and actions of other users. Non-cooperative
game theory can be used for spectrum sharing schemes since the SUs are as-
sumed to be selfish who only care about their own spectrum. [29] analyzes how
to maximize the benefits of cognitive users (i.e., maximize spectrum utilization).
In the premise of maintaining the benefits of the authorized users, the choice of
cognitive nodes are evaluated by the revenue function. On this basis, the decision-
making interactions among cognitive nodes are formulated as a non-cooperative
game process and Nash equilibrium (NE) corresponding to a stable decision is
obtained. The proposed mechanism shows that the complexity is relatively low.
Auction mechanisms are also widely used for spectrum sharing. In [30], the spec-
trum usage is defined as a function of SNR. [31] proposes a real-time spectrum
auction framework. In the mechanism, spectrum channels are assigned to proper
SUs under interference constraints.

5 Conclusion

In this paper, the potential benefits and current studies of using CR technology
to improve the spectrum utilization in IWSN have been discussed. We give a brief
introduction of the CR technology and its different sensing techniques, namely
signal processing and cooperative sensing techniques. Further, the potential tech-
niques from the aspects of network architecture, spectrum access, interference
management, spectrum sensing and spectrum sharing are presented. However,
there are still some open problems in this area. One thing should be noted is
that there is no universal test platform and test environment to implement the
approaches, evaluate the cooperation mechanism and verify the accuracy. Hence,
standardized protocols and practical methods need to be proposed.
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