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Abstract
Cloud computing has seen a great deal of interest by researchers 
and industrial firms since its first coined. Different perspectives 
and research problems, such as energy efficiency, security and 
threats, to name but a few, have been dealt with and addressed 
from cloud computing perspective. However, cloud computing 
environment still encounters a major challenge of how to allocate 
and manage computational resources efficiently. Furthermore, 
due to the different architectures and cloud computing networks 
and models used (i.e., federated clouds, VM migrations, cloud 
brokerage), the complexity of resource management in the cloud 
has been increased dramatically. Cloud providers and service 
consumers have the cloud brokers working as the intermediaries 
between them, and the confusion among the cloud computing 
parties (consumers, brokers, data centres and service providers) 
on who is responsible for managing the request of cloud 
resources is a key issue. In a traditional scenario, upon renting 
the various cloud resources from the providers, the cloud brokers 
engage in subletting and managing these resources to the 
service consumers. However, providers’ usually deal with many 
brokers, and vice versa, and any dispute of any kind between 
the providers and the brokers will lead to service unavailability, in 
which the consumer is the only victim. Therefore, managing cloud 
resources and services still needs a lot of attention and effort. This 
paper expresses the survey on the systems of the cloud brokerage 
resource management issues in multi-cloud environments.

Keywords: Cloud computing
1. Introduction
Cloud computing has witnessed the increase in delivering computing resources 

as a utility as per cloud consumers dynamically changing needs [1]. Essentially, 
the purpose is to transfer the responsibility of resource management and allocation 
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to the cloud providers, to create demands for the computing resources, to reduce 
the service launch-time, and to remove the costs of establishing the infrastructure. 
Basically, the examples of cloud providers include Microsoft Windows Azure, 
IBM cloud, Amazon Web Services, as well as Google Apps. Indeed, the key 
characteristics that cloud computing systems exhibit include scalability, reliability, 
and flexibility [2]. The capitalization of these key characteristics has been the focus 
of research in the recent past that has optimized the issues such as affordability, 
security, and availability. Notably, the cloud resource providers, service providers 
and the service consumers are the key components of the cloud computing system 
[3]. The cloud providers sublet computing resources to service providers so that 
they could deploy their services on the cloud and offer them to service consumers. 
Principally, the service providers rely on the Service Level Agreements (SLA) 
in service deployment to the multiple computing nodes. The SLA is negotiated 
between the two parties for the availability of the particular system resource while 
specifying the use. The SLA may be violated by the extreme resource scarcity 
caused by the high optimism of the deployment scheme that underestimates the 
required resources. On the other hand, the cloud system operating costs may 
increase without the increase in revenue due to the inefficient deployment of the 
resources of the pessimistic scheme that overestimates the required resources. 
However, the applicability of the deployment schemes is based on the operating 
conditions and the specific domain of application. Hence, the process of system 
design encounters limited scope, reliability, and utility [4]. 

The reason for the decrease in the performance of the application is that the required 
storage resources, network, and computing configurations were complex. Ideally, the 
SLA only provides for the aspects of availability of resources for the infrastructure of 
cloud computing. The quality of service and the application level lack the agreement for 
their specification for the particular resources to provide services and application. The 
majority of the cloud providers are capable of addressing the provider requirements of 
services and application. However, the main challenge is in choosing the best cloud 
provider and requires optimized customization, integration, and aggression of the 
necessary cloud resources [5]. 

The complexity of cloud resource management significantly increased due to the 
advent of cloud brokerage and cloud federated systems [3]. The cloud broker, that 
is a third party, has gained popularity recently for helping the service providers in 
the selection of the appropriate cloud providers as well as deploying the services in 
federate or single cloud infrastructure. In reality, the role of the intermediary cloud 
brokers is to help in service deployment in federated cloud infrastructure, negotiate 
the conditions of the contract, and identify best cloud provider [NIST]. In fact, in other 
situations, they engage in multiple cloud providers to host service and rent resources 
from them. Therefore, they overcharge for the cloud resources more than the cost 
providers receive [6]. Moreover, in cloud computing, cloud brokerage is an IT role that 
provides value added services for the cloud providers for the benefit of customers. 
Additionally, it can achieve the business continuity by mitigating the risk of service 
downtime. Through the cloud brokerage services providers; users can easily identify 
the right provide and cloud service which meet their demands. 

Bandar Aldawsari, et al. 



53

2. Background
 2.1. Cloud computing
According to [9], Cloud computing is the next stage in evolution of the Internet, 

offering the means through which everything can be delivered to users on demand 
everywhere at any time from computing power to computing infrastructure, applications, 
business processes to personal collaboration. Unlike storing information on office 
computers or servers, cloud computing store data on the Internet, enabling users to 
access information anywhere using compatible electronic devices. In fact most of these 
services are accessed from a multitude of servers usually distributed across numerous 
data centres, and for which the cloud provider is responsible for maintenance [2]. For 
instance, the word processor application such as Google Docs or Adobe’s Buzzword 
can be used at anytime from anywhere without the need to install them in their local 
computers. Another common service that cloud computing can offer to its users is 
storage, e.g., Amazon Web Services, Google App Engine, etc. [7][8]. 

Cloud computing architecture consists of three layers: application, platform, and 
infrastructure. As shown in Figure 1, application and platform layers provide Software 
as a Service (SaaS) and Platform as a Service (PaaS) while infrastructure layer provides 
Infrastructure/hardware as a Service (IaaS). To sum up, cloud computing contains 
three models of service: Infrastructure as a Service (IaaS), Platform as a Service (PaaS) 
and Software as a Service (SaaS). 

Figure 1 Cloud computing models service 
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There are four deployment models of cloud computing: Public clouds, Private 
clouds, Community clouds and Hybrid clouds [2]. Public clouds provide resources 
such as storage applications for general use via the cloud provider. These services are 
either operating on a pay-per-use model or in some cases offered free of cost. Private 
clouds offer the power, and features of a public cloud, including security, scalability 
and self-service, but implemented within the corporate firewall. It is managed within 
the organisation or via a third party. Community clouds provide the opportunity for 
several organisations to share cloud services so they can form their own community 
with common concerns. Hybrid clouds are a combination of two or more clouds 
(community, public or private) to perform distinct functions.

 2.2. Cloud Computing Actors and Characteristics
The most important factors for cloud computing with significant roles within the 

cloud environments are listed in Table 1.
According to National Institute of Standards and Terminology (NIST) there are five 

main characteristics for cloud computing (Table 2):

 2.3. Cloud Broker
NIST and Gartner have provided a definition of Cloud Service Brokerage [11, 12]. 

Their definition revolves around a three-pronged categorization. According to the 
two organisations, cloud broker refers to an entity, which oversees the negotiation 
of relationships between service providers and cloud providers, and manages the 
use, performance and delivery of cloud services [13]. Both organisations single 
out aggregation. The focus of Gartner customisation and NIST intermediation is 
on promoting the existing service. Gartner integration and NIST arbitration share a 
similarity that is reflected integration of diverse systems and flexible mediation.

• Aggregation focuses on the delivery of two or multiple services to several 

TABLE 1 Could Computing Actors [10]

cloud-user
A person who is authenticated to a cloud-provider but 
does not have a financial relationship with the cloud-
provider.

cloud-provider
An organization providing network services for which it 
changes the cloud-subscribers. A (public) cloud-provider 
provides services over the Internet.

cloud-
management-

broker

A service providing cloud management capabilities over 
and above those of the cloud-provider and/or across 
multiple cloud-providers. Service may be implemented as 
a commercial service apart from any cloud-provider, as 
cross-provider capabilities supplied by a cloud-provider 
or as cloud-subscriber-implemented management 
capabilities or tools

unidentified-user An entity in the Internet (human or script) that interacts with 
a cloud over the network and has not been authenticated.
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customers; however, this does not involve provision new customisation, integration, 
and functionality, rather it focuses on providing central management of security and 
SLAs. Service Aggregation models play an important role in the broker systems, they 
help deploy customer applications across multiple cloud providers [14]. Some jobs 
across multiple cloud providers’ that offer similar or different types of services can 
be aggregated to meet user requirements. Sometimes, consumers may have specific 
time and limited budget and need their application to be distributed across multiple 
cloud providers, which meet their requirements.

• Customisation involves increasing or modifying capacities for improvement and 
promotion of service, alongside the analytics.

• Integration tackles the problems associated with the functioning of independent 
services in a combined manner; this usually involves combining processes in a layer/ 
combining a vertical cloud data or stack. Conventional methods such as orchestration, 
mediation and transformation offer solutions. Generally, the Integration process, allows 
the communicated data and information to be integrated via mediation technique. 
In addition, service discretion plays an essential role in cloud brokerage systems 
especially in the integration process. It enables the system to discover, deploy, and 
manage multiple services [15]. In the broker system, users need to know all the related 
information of services such as capabilities of cloud resources, quality and availability.

 2.4. Cloud Service Broker Architectures
Cloud brokerage solutions are based on existing SaaS/PaaS/IaaS, cloud platform, 

and virtualisation [2]. According to Fowley et al. [16] there are three architectural 
patterns may be identified:

• Cloud Management: supports monitoring, providing, deployment, and designing 
cloud resources, for instance, using management portals; this constitutes an 

TABLE 2 Cloud Computing Characteristics [10]

On-demand self-
service

The cloud computing vendors can easily and automatically 
get the provision of cloud resources on demand whenever 
they are required without the need of human interaction.

Broad network 
access

Cloud capabilities are available over the network, so users 
can access them from anywhere once they have a connected 
device, such as mobile phones, laptops and PDAs

Resource 
pooling

Provider’s computing resources such as storage, processing, 
memory, network bandwidth, virtual machines and email 
services are pooled together to serve multiple users 

Rapid elasticity
Cloud services can be rapidly and elastically provisioned as 
they are unlimited and can be purchased in any quantity at 
any time.

Measured 
service

Cloud resource usage can be measured, controlled, and 
reported providing transparency for both the provider and 
the consumer of the utilised service. Cloud services use a 
metering capability to control resource usage.
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expansion of the Central Lifecycle Management (LCM), incorporating tracking 
features and interactive graphical forms. Rudimentary characteristics for integrating 
compatible services may be offered. A management layer is usually located within 
cloud architecture to management, which enhance scalable and effective provisioning 
within the following platforms.

• Cloud Broker Platform: is used for supporting the types of broker activity such 
as integration, customisation, and aggregation that requires a specified language 
for description of services in a balanced manner and for definition of the integration 
mechanism. This originates from the common broker pattern in software design, 
applied on a cloud environment.

• Cloud Marketplace: originates from broker platforms and it brings customers and 
providers together. Additionally, description of service for integrated and core services 
are critical in enhancing technical and functionality quality features. The second aspect 
that requires facilitation is trust. Notably, apps marketplaces are ubiquitous, thus the 
marketplace pattern reflects future cloud-specific marketplaces.

 2.5. Resource Management in Cloud Broker 
The support of diverse service consumers by the cloud brokers is based on its ability 

to integrate resources from more than one cloud provider. The cloud provider receives 
payment for the resources from the cloud broker, who places premiums on the charges 
to the consumers. Therefore, there is the maximization of profits among the cloud 
providers and the cloud brokers. Essentially, the cloud provider targets the satisfaction 
of the SLA for the hosted services through the utilization of minimal hardware resources 
amount that is received from the cloud broker [6]. On the other hand, the cloud broker 
targets the improvement of the profits through the leasing of optimal percentage for 
the resources of computing provided to the consumers. Additionally, the environment 
of computing has unpredictable differences leading to an excess arrival rate of web 
request more than the expected value. Thus, it becomes necessary for the cloud 
broker to be requested for additional resources by the consumers. Therefore, it is 
important for the consumers to negotiate with the cloud provider for the resources by 
relying on pricing schemes that support in maintaining the SLA as well as minimize 
the cloud resources costs [6]. Furthermore, additional resources may be required by 
the multiple consumers via the cloud broker. Thus, it may lead to competition over the 
limited resources by the cloud providers. 

The majority of the researchers now focus their attention towards the solutions 
addressing resource management challenges between the service users and the 
cloud providers. Mostly, the approaches fail to address the problems of management 
of the resources within the framework of the enterprise. The reliance on the cloud 
brokers has the advantage of the possibility for integration of many cloud providers; 
thus, require exposure to the requirements of orchestration. The recent literature 
has indicated that the efficient operation and management of the cloud computing 
environment is essential because the framework for federated cloud computing has 
increased in demand. Therefore, the cloud brokers provide the best hope for dealing 
with the federated cloud environment complexities. In that regard, it emphasizes the 
need for efficient management and allocation of the resources in the model of relying 

Bandar Aldawsari, et al. 



57

on cloud brokers [17].

3. Literature Review
 3.1. Resources Allocation
Due to the increasing demands of users for provisioning cloud services, the cloud 

infrastructure faces the challenge of efficient and accurate allocation of resources to 
the user demands in order to satisfy the agreed SLA. The work of various research 
and academia communities suggested the utilization of diverse resource allocation 
techniques that help in maintaining the SLA. The development of a dynamic method 
for resource allocation entails the considerations for the SLA between the Software-
as-a-Service (SaaS) provider and the user during the resource allocation [6]. The 
SaaS (Software as a service) provider deal with the heterogeneity of the VMs (Virtual 
Machines), map the requests of the customers to parameters of infrastructure levels, 
and manage the changes in requests of customers. The technique considers the QoS 
(Quality of Service) for the customer including the response time and the parameters of 
infrastructure levels. However, the major challenge for the IaaS cloud provider may be 
in the evaluation of the SLAs between the SaaS providers and the user especially with 
the large number of SaaS providers. The resource allocation technique that is based 
on priority is another approach to allocating the resources as presented in [18], [19]. 

Figure 2 Cloud Service Brokerage Roles
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These approaches are categorized into the resource priority based and the user priority 
based. Essentially, the approaches have bias considerations for the single service 
provider that support in solving the problem of load balancing. The introduction of the 
resource allocation based on a neural network in [20] focuses on the maximization of 
the use of the resource through the strategy of allocating resources offered by genetic 
algorithm. The technique focuses on the resource-abundant systems. In that regard, 
the users do not compete for the resources. 

The cloud resource allocation is the recent focus of the researchers who apply 
schemes of auctioning to the SaaS providers. Therefore, the requests of the SaaS 
providers are accepted by the IaaS cloud providers who auction the cloud resources 
to allocate the highest bidder. The majority of the researchers are focusing on the 
approaches of game theory studies to solve the complexities of allocating resources 
in evolutionary and dynamic environments. The mechanism of allocating the resources 
based on the game theory has been focused on in cloud computing for addressing the 
problem of optimization of resource allocation [21]. However, according to the recent 
surveys, the techniques fail to consider the parameters such as resource reliability, 
execution efficiency, service deadline, resource availability, and fairness. Moreover, A 
combinatorial auction-based mechanism is investigated for the pricing and allocation 
of the VMs in the platforms of cloud computing. The approach relies on three schemes 
including the greedy scheme, linear programming, and the fixed price scheme. The 
approach has the weakness of only considering the maximization of the user gains 
while limiting the allocation of the VM types to a value that is pre-determined [22]. 

 3.2. Workflow scheduling 
A study proposed by Stefansson et al. [23] presents an extensive production 

scheduling. The researchers offer an evaluation among two mathematical formalisms for 
a pharmaceutical production scheduling as a MILP (mixed integer linear programming), 
with one employing a discrete-timeline while the other employs a continuous-timeline. 
The researchers came to a conclusion that utilisation of a continuous-timeline represents 
the real-world decision problem and the solutions are more accurate, while the other 
formula discrete-timeline increases the simplicity of the structure model hence addition 
of complex constraints can be achieved easily. Another study conducted by Floudas 
et al. [24] included an outline of the general progression in MILP for the scheduling in 
chemical processing schemes. The researchers argue that solution precision would 
escalate by minimizing the time interval (slots) duration, with solver running time being 
higher besides that of the restraints and variables. Regardless the fact that these 
studies offer literature on time discretion of scheduling problems, the cloud computing 
has not been considered in any of them. 

As described in Tordsson et al [25], the researchers present an approach based 
on ILP formulation as a way of optimising the placement of independent tasks in multi-
cloud providers respective of user-specified criteria. Furthermore, the authors employ 
a static cloud brokering technique besides using “IBM CPLEX solver 1” to evaluate 
simulations, whereby execution time is increase significantly as the number of tasks 
goes up. Another study by Van den Bossche et al. [26] produced an independent 
task-scheduling with ILP formulation as a way of reducing the expense of external 
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provisioning in hybrid clouds. For the purpose of quickly acquiring feasible options, the 
authors decided to have the scheduling problem simulated to decrease tasks quantity 
to (≈ 20). Regardless the fact that this paper offers a study in scheduling problems 
in cloud computing settings, none of them consider the implementation of workflows. 
Furthermore, the literature equally outlines limitations related to the number of tasks 
against the scheduler execution times. 

 3.3. Service assurance and optimization
The domain of adaptive SBS (service-based systems) [27] deals with the 

establishment of approaches for monitoring and employing SBS, which share similar 
characteristics and problems with cloud services. Hence, approaches from this field 
can be employed for the framework of cloud service brokerage, primarily needing 
the intermediary to monitor heterogeneous sources’ data to determine systems as 
well as comparing those symptoms with further knowledge to predict or determine 
failures. An extensive high-tech analysis can be found in [28], where approaches 
used in adapting or monitoring SBS are described, besides methods for multi- and 
cross-layer monitoring and adaptation [35], plus relevant work on failure prevention in 
SBS. The survey addresses several challenges in relevant to cloud service recovery 
and failure prevention that are not covered in the existing studies; inclusive of (a) the 
techniques that can be engaged to identify failures of cloud services and what data 
should be gathered by a broker, (b) the approach to be engaged by the broker to 
avoid overwhelming situations while monitoring of the different metrics regarding a 
wide range of cloud services, which are offered by many cloud providers and (c) the 
appropriate prediction approach to be used by cloud service broker in identifying 
an impending failure, founded on a metric. Furthermore, a number of additional 
architectural concerns linked with extensibility, dynamicity and flexibility should be 
considered. 

Authors in [29] implemented a service recommender framework employing VM 
(Virtual Machine) and Networks QoS technique assisting user’s decisions regarding 
cloud computing optimization, addressing only Iaas issues. In addition, a study 
in [30] engaged the use of the so-called service optimizer (SO) used in managing 
dynamics SLAs. It has been confirmed that the existing work has highly focused on the 
optimization methodologies instead of the optimization process all together. Existing 
literature, such as [31], highly focuses on IaaS layer and doesn’t reflect on the variety 
of changing conditions that may happen in a cloud service ecosystem. Furthermore, 
prevailing optimization approaches use only measurable (quantitative) metrics in the 
evaluation of service characteristics [32]. 

 3.4. Multi-clouds brokerage threats
The threats that cloud computing encounter are similar to most corporate networks. 

The increased number of collaborative parties in a multi-clouds environment such as 
cloud broker leads to an increased number of connections via networked systems and 
thus increases the system exposure to threats [33]. The major vulnerabilities in cloud 
computing brokerage system are therefore as a direct result of the ubiquitous nature of 
using cloud-based networked systems, as follows:
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• The system is now able to deliver and integrate services from any location or 
vendor. 

• Authorised users should be able to interact with the services from anywhere at 
any time. 

As a result, there are a number of networking threats that should be considered 
as relevant here: Insider attacks, Equipment failures, End-to-end issues, Data loss or 
corruption, DDoS attacks, Cyber threats and hacking attacks, Espionage

These threats may be innocent or malicious; however, the fundamental issue is 
that the most of Critical Infrastructure is denied access to its data or services or that 
its confidential data may fall into the hands of another party. Thus, these represent the 
core requirements that must be met in our work.

4. Discussion
Utilising services and resources from multi-clouds is forced by consumers who 

focus on further enhancing the business worth by purchasing services and resources 
that best suit specific business requirements. An enhanced level of decision support is 
needed to gain values from adopting IaaS, particularly in consideration of multi-clouds 
providers’ resources. Specially, the complexity is linked with locating an appropriate 
set of resources corresponding to specific application-driven resource requirements 
and restraints while maximizing the value respective of cost and quality of service. Due 
to the growing number of cloud providers offering various services and resources with 
diverse aspects for different prices, even use of varied pricing systems, complexity 
of the process related to decision making, become more if conflicting objectives are 
considered. Furthermore, there is the need for consumers to respond on variations in 
prices and features occurring in over time. As reviewed above, the following table 3 and 
Fig.3 and shows that the investigated researches in utilising services and resources 
in multi-clouds, do not support the decision making process to enable customers of 
purchasing services and resources that best suit their requirements.

As shown in table 4 and stated in [34], either dynamic or static technique can 

be employed in tackling the scheduling problem in cloud environments. The static 
approach is most appropriate in conditions where the cloud provider has high 
resource availability and accessibility and its provisions (resource configurations and 

TABLE 3 investigated researches in utilising services and resources in multi-clouds.
Decision 
support

Cost Quality of 
service

Respond time

K. Gouda et al. 2013.    

C.S. Pawar, R.B. Wagh 2012.    

K. Dinesh et al. 2012.    

M. Jebalia et al. 2013    

S. Zaman, D. Grosu 2013    
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prices) cannot persistently vary all through the workflow execution lifecycle. Therefore, 
it is possible to execute workflow scheduling off-line ahead of workflow deployment. 
Alternatively, the dynamic approach is highly significant in scenarios where uncertainty 
condition are high, for instance dynamic resource availability, changeable resource 
costs, variable bandwidth within networks, and so on. In this way, the algorithm in 
scheduling should be executed online in order to have the cloud environments 
information updated.

Brokerage abilities for continuous quality assurance and cloud services optimization 

Figure 3. investigated researches in resources allocation.

TABLE 4. investigated researches in scheduling within cloud environments.

Scheduling
Type Rescores Execution

Quality of 
serviceStatic Dynamic Avail-

ability
Acces-
sibility

On-
line

Off-
line

Stefansson 
et al 2011    

Floudas et 
al. 2005     

J. 
Tordsson 

et al. 2012.
   

Van den 
Bossche et 

al. 2010
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are of enhanced worth to service users, and at the same time, of high complexity for 
enterprise cloud service brokers to execute. The brokerage structure should presents 
a range of interfaces promoting interaction among the evolved actors and access to 
the quality assurance and optimization techniques in an interoperable manner, i.e., 
as services. In addition, services description has to be considered and exchanged 
in a platform-neutral manner among different actors involved in brokerage situation. 
Services description has to reflect different features of a broker service at the 
operational, business, and technical level. Most of the investigated researches do not 
consider services description in their platforms as shown in Table 5 and Fig.4.

TABLE 5 investigated researches in quality assurance and cloud services optimization.
Monitoring Failure 

detection
Quality of 
service

Service 
description

V. Yiannis et al 2013.    
S.-M. Han et al.2009.    

A. Lawrence et al. 2010.    
P. Pawluk et al. 2012    
S. K. Garg et all 2011    

Figure 4 investigated researches in quality assurance 
and cloud services optimization.
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5. Conclusion 
Cloud service brokerage represents a new service model in the area of cloud 

computing, within the domain of cloud computing, focused at helping businesses to 
handle the complexity of consuming huge numbers of cloud services from diverse 
sources. Currently, this field is facing a growing number of cloud service mediators that 
facilitate customization and integration or aggregation brokerage capabilities, however 
in future; businesses will need much more complicated brokerage services. In this 
paper we present a Literature on the systems of the cloud brokerage and resource 
management and the concerns related to them in a multi-cloud environment.
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