
$EVWUDFW²� $�ZLUHOHVV� QHWZRUN� FRQVLVWLQJ�PXOWLSOH� �UDQJLQJ�
IURP� D� IHZ�KXQGUHGV� WR� WKRXVDQGV�� QRGHV�ZKLFK� DUH� VSDUVHO\�
GLVSHUVHG� DQG� KDYH� GHGLFDWHG� VHQVRUV� IRU� PRQLWRULQJ��
UHFRUGLQJ��GHWHFWLQJ�HQYLURQPHQW�DQG�JDWKHULQJ�HQYLURQPHQWDO�
GDWD� �H�J�� OLJKW�� VRXQG�� WHPSHUDWXUH�� SUHVVXUH�� ZLQG� VSHHG��
GLUHFWLRQV��PRWLRQ��HWF���LV�XVXDOO\�NQRZQ�DV�D�:LUHOHVV�6HQVRU�
1HWZRUN� �:61���7KHVH� QRGHV� DUH� VHOI�RUJDQL]LQJ� DQG� DUH� QRW�
FRQWUROOHG�E\�D�FHQWUDO�DGPLQLVWUDWRU��7KH�ZLGH�DGRSWLRQ�DQG�
GHSOR\PHQW�UDWH�RI�:61�LV�DV�D�UHVXOW�RI�WKH�SURFHVVLQJ�SRZHU��
ZLUHOHVV� FRPPXQLFDWLRQ� DQG� WKH� VHQVLQJ� WHFKQRORJ\� WKDW� WKH�
:61�SRVVHVVHV��7KH�QXPHURXV�DGYDQWDJHV� WKLV�QHWZRUN�KROGV�
KDV� OHG� WR� LWV� JURZWK��$V� WKH� GHSOR\PHQW� DQG�DFFHSWDELOLW\� RI�
:61�LQFUHDVHV��WKH�YXOQHUDELOLW\�WR�DWWDFNV�LV�LQFUHDVLQJ�KHQFH�
WKH� QHHG� IRU� HIIHFWLYH� VHFXULW\� PHFKDQLVPV�� (QFU\SWLRQ� KDV�
SURYHQ� WR� EH� D� UHOLDEOH� ZD\� RI� GDWD� SURWHFWLRQ� KHQFH� LWV�
DGRSWLRQ� LQ� WKH� LPSURYHPHQW� RI� WKH� VHFXULW\� OHYHO� LQ� :61V��
,GHQWLI\LQJ� VXLWDEOH� HQFU\SWLRQ� PHFKDQLVP� IRU� :61V� KDV�
SURYHQ�WR�EH�D�FKDOOHQJH�GXH�WR�WKH�OLPLWHG�DPRXQW�RI�HQHUJ\��
FRPSXWDWLRQ� FDSDELOLW\� DQG� VWRUDJH� UHVRXUFHV� RI� WKH� VHQVRU�
QRGHV��7KLV�SDSHU�DGGUHVVHV�WKH�VHFXULW\�FKDOOHQJHV�LQ�ZLUHOHVV�
VHQVRU� QHWZRUNV� DQG� HIIHFWV� RI� FU\SWRJUDSK\� LQ� WKH� ELG� RI�
LPSURYLQJ�LWV�VHFXULW\��

,QGH[� 7HUPV²� :LUHOHVV� 6HQVRU� 1HWZRUNV�� (QFU\SWLRQ��
6HFXULW\��
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(1625�QHWZRUNV�DUH�KHWHURJHQHRXV�QHWZRUN�V\VWHP�WKDW�
FRQVLVWV� DFWXDWRUV�� VHQVLQJ� GHYLFHV�� DQG� FRPSXWLQJ�

HOHPHQWV�� 7KLV� QHWZRUN� V\VWHP� FRQVLVWV� KXQGUHGV� WR�
WKRXVDQGV� VHOI�RUJDQL]LQJ�� ORZ� SRZHU�� ORZ� FRVW� ZLUHOHVV�
QRGHV�WKDW�KDV�WKH�DELOLW\�WR�PRQLWRU�WKH�HQYLURQPHQW�>�@�DQG�
WKH\�FDQ�DOVR�FRPPXQLFDWH�ZLWK�RWKHU�GHYLFHV�VSUHDG�RYHU�D�
VSHFLILF�JHRJUDSKLF� ORFDWLRQ� IRU� VRPH�H[SOLFLW�SXUSRVH� OLNH�
WDUJHW� KXQW� GRZQ�� REVHUYDWLRQ�� HFRIULHQGO\�PRQLWRULQJ� HWF��

0DQXVFULSW�UHFHLYHG�'HFHPEHU�����������UHYLVHG�-DQXDU\������������
2��$ZRGHOH�LV�ZLWK�WKH�6FKRRO�RI�&RPSXWLQJ�DQG�(QJLQHHULQJ�6FLHQFHV��

%DEFRFN�8QLYHUVLW\��1LJHULD��H�PDLO��DZRGHOHR#EDEFRFN�HGX�QJ�
-�2�� 2NHVROD� LV� ZLWK� WKH� 'HSDUWPHQW� RI� &RPSXWHU� DQG� ,QIRUPDWLRQ�

6FLHQFHV�� &RYHQDQW� 8QLYHUVLW\�� 1LJHULD�� H�PDLO��
2ODWXQML�RNHVROD#FRYHQDQWXQLYHUVLW\�HGX�QJ�

.�2�� 2NRNSXML� LV� ZLWK� WKH� 'HSDUWPHQW� RI� (OHFWULFDO� DQG� ,QIRUPDWLRQ�
(QJLQHHULQJ�� &RYHQDQW� 8QLYHUVLW\�� 1LJHULD�� H�PDLO��
.HQQHG\�RNRNSXMLH#FRYHQDQWXQLYHUVLW\�HGX�QJ

)RZRUD� LV� ZLWK� WKH� 6FKRRO� RI� &RPSXWLQJ� DQG� (QJLQHHULQJ� 6FLHQFHV��
%DEFRFN�8QLYHUVLW\��1LJHULD��H�PDLO��GDPLOROD�IRZRUD#JPDLO�FRP�

$��.X\RUR�LV�ZLWK�WKH�6FKRRO�RI�&RPSXWLQJ�DQG�(QJLQHHULQJ�6FLHQFHV��
%DEFRFN�8QLYHUVLW\��1LJHULD��H�PDLO��NX\RURV#EDEFRFN�HGX�QJ��

$�$�� $GHEL\L� LV� ZLWK� WKH� 'HSDUWPHQW� RI� &RPSXWHU� DQG� ,QIRUPDWLRQ�
6FLHQFHV�� &RYHQDQW� 8QLYHUVLW\�� 1LJHULD�� H�PDLO��
$\R�DGHEL\L#FRYHQDQWXQLYHUVLW\�HGX�QJ

6HQVRUV� FDQ� EH� XVHG� WR� PRQLWRU� WHPSHUDWXUH�� GHQVLW\��
KXPLGLW\��VRLO�FRPSRVLWLRQ��QRLVH�OHYHOV��OLJKWLQJ�FRQGLWLRQV��
WKH� SUHVHQFH� RU� DEVHQFH� RI� FHUWDLQ� NLQGV� RI� REMHFWV� RU�
VXEVWDQFHV��YHKLFXODU�PRYHPHQW��DQG�PDQ\�PRUH�>�@��$FWLYH�
UHVHDUFK� LQYROYLQJ�GLVWULEXWHG�DOJRULWKP��GDWD�PDQDJHPHQW��
SURJUDPPLQJ� PRGHOV�� QHWZRUNLQJ�� KDUGZDUH� DQG� VRIWZDUH�
GHVLJQ��VHFXULW\�DUH�RQJRLQJ�LQ�WKH�GRPDLQ�RI�:61�PDNLQJ�
LW� DQ� LPSRUWDQW� WLHU� LQ� WKH� ,7� HFR� V\VWHP��+RZHYHU�� VHQVRU�
QHWZRUNV� DUH� W\SLFDOO\� FKDUDFWHUL]HG� E\� OLPLWHG� PHPRU\�
VL]H�� ORZ� EDQGZLGWK�� DQG� OLPLWHG� HQHUJ\� GXH� WR� WKH�
PLQLDWXUL]HG� VL]H�� 7KLV� OHDGV� WR� D� YHU\� GHPDQGLQJ�
HQYLURQPHQW�LQ�SURYLGLQJ�VHFXULW\��7KLV�SDSHU�DGGUHVVHV�WKH�
VHFXULW\� FKDOOHQJHV� LQ� ZLUHOHVV� VHQVRU� QHWZRUNV� DQG� WKH�
HIIHFW�RI�FU\SWRJUDSK\�LQ�LPSURYLQJ�LWV�VHFXULW\��7KHVH�ZHUH�
DGGUHVVHG� E\� GLYLGLQJ� WKH� SDSHU� LQWR� PXOWLSOH� VHFWLRQV��
6HFWLRQ� ,� DGGUHVVHV� LQWURGXFWLRQ�� VHFWLRQ� ,,� GLVFXVVHG�
VHFXULW\� UHTXLUHPHQWV� LQ� ZLUHOHVV� VHQVRU� QHWZRUNV�� VHFWLRQ�
,,,�ZDV�WDLORUHG�WRZDUGV�KLJKOLJKWLQJ�WKH�VHFXULW\�FKDOOHQJHV�
LQ�ZLUHOHVV�VHQVRU�QHWZRUNV��FU\SWRJUDSK\�ZDV�GLVFXVVHG�LQ�
VHFWLRQ�,9�DQG�WKH�ILQDO�VHFWLRQ�9�GLVFXVVHV�FRQFOXVLRQ���
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3URWHFWLQJ� LQIRUPDWLRQ� RQ� WKH� QHWZRUN� IURP� DWWDFNV� DQG�
WDPSHULQJ�LV�D�PDMRU�DLP�RI�VHFXULQJ�WUDQVPLVVLRQ�RI�GDWD�RQ�
D�VHQVRU�QHWZRUN��7KLV� LV� WR� LPSURYH� WKH�GHSHQGHQFLHV�DQG�
UHOLDELOLW\� RI� WKH� LQIRUPDWLRQ� WKH� QHWZRUN� �� VHQVLQJ� QRGHV�
SURYLGH�� 7KH� GHSHQGHQF\� RQ� WKH� LQIRUPDWLRQ� LV� GHSHQGHQW�
RQ� WKH� ULVN� DVVRFLDWHG� ZLWK� LQIRUPDWLRQ� WUDQVPLVVLRQ�� 7KH�
JUHDWHU� WKH� ULVN� DVVRFLDWHG� ZLWK� VHFXUH� WUDQVPLVVLRQ� RI�
LQIRUPDWLRQ�RYHU�WKH�QHWZRUN��WKH�ORZHU�WKH�GHSHQGHQF\�RQ�
WKH� LQIRUPDWLRQ� SURYLGHG�� 7KH� VHFXULW\� UHTXLUHPHQWV� LQ�
ZLUHOHVV�VHQVRU�QHWZRUN�LQFOXGH��

'LVFUHWLRQ�3ULYDF\��'LVFUHWLRQ� KDSSHQV�ZKHQ� WKH� GDWD� LV�
GHOLYHUHG� WR� WKH� LQWHQGHG� UHFLSLHQW�V�� DQG� SUHYHQWHG� IURP�
XQDXWKRUL]HG�DFFHVV��1HLJKERULQJ�QRGHV�VKRXOG�EH�XQDEOH�WR�
SLFN� UHDGLQJV� IURP� D� QRGH� H[FHSW� WKH\� DUH� WKH� LQWHQGHG�
UHFLSLHQWV�DQG�VRXUFH�QRGH�VKRXOG�QRW�OHDN�VHQVRU�UHDGLQJV���

9HULILFDWLRQ��9HULILFDWLRQ�HQVXUHV�WKH�GHSHQGDELOLW\�RI�WKH�
LQIRUPDWLRQ�PHVVDJH�� ,Q� D� ZLUHOHVV� VHQVRU� QHWZRUN��
FRPPXQLFDWLQJ�QRGH�VKRXOG�EH�FRQILUPHG�WR�EH�WKH�QRGH�LW�
DVVHUWV� WR� EH� DQG� WKH� EHQHILFLDU\�UHFLSLHQW� ZRXOG� YDOLGDWH�
WKDW� LQIRUPDWLRQ� DFNQRZOHGJHG� KDYH� JHQXLQHO\� RULJLQDWHG�
IURP�WKH�JHQXLQH�VRXUFH�>�@��

'DWD�8SULJKWQHVV��8SULJKWQHVV� RI� GDWD� LV� SUHYHQWLQJ� WKH�
LQIRUPDWLRQ� IURP� XQDXWKRUL]HG� PRGLILFDWLRQ�� 'DWD�
XSULJKWQHVV� FHUWLILHV� WKDW� DQ\� UHFHLYHG� GDWD� KDV� QRW� EHHQ�

&U\SWRJUDSK\�DQG�WKH�,PSURYHPHQW�RI�6HFXULW\�
LQ�:LUHOHVV�6HQVRU�1HWZRUNV

$ZRGHOH�2OXGHOH��2NHVROD�2ODWXQML��2NRNSXMLH .HQQHG\��'DPLOROD�)RZRUD��.X\RUR�$IRODVKDGH��
$GHEL\L�$UL\R
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FKDQJHG�RU�PRGLILHG�WKURXJK�WUDQVIHU���

'DWD�&OHDQQHVV��7KHUH� LV�QHHG� WR�DVFHUWDLQ� WKH�FOHDQQHVV�
GDWD�EHLQJ�WUDQVPLWWHG�RYHU�WKH�QHWZRUN��)RU�GDWD�FOHDQQHVV��
GDWD� KDV� WR� EH� UHFHQW� DQG� QRW� EURDGFDVWLQJ� ROG� PHVVDJHV��
'DWD� FOHDQQHVV� JXDUDQWHHV� WKDW� ORQJVWDQGLQJ� PHVVDJHV� RU�
LQIRUPDWLRQ�KDYH�QRW�EHHQ�UHSHDWHG�UHEURDGFDVWHG��

$FFHVVLELOLW\��$FFHVVLELOLW\� JXDUDQWHHV� WKDW� IDFLOLWLHV� DQG�
GDWD� VKRXOG� EH� DEOH� WR� EH� UHWULHYHG� DW� WKH� WLPH� WKH\� DUH�
UHTXLUHG��
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7KH�YXOQHUDELOLW\�RI�ZLUHOHVV�QHWZRUNV�WR�YDULRXV�VHFXULW\�
WKUHDWV�DUH�XVXDOO\�KLJKHU� WKDQ�WKRVH�QHWZRUNV�WKDW�WUDQVPLW�
GDWD�YLD�D�JXLGHG�PHGLXP��7KLV� LV�GXH�WR� WKH�PRGH�RI�GDWD�
WUDQVPLVVLRQ�RQ�ZLUHOHVV�QHWZRUN�±XQJXLGHG�PHGLXP���7KH�
QHWZRUN� LV� SURQH� DQG� VXVFHSWLEOH� WR� HDYHVGURSSLQJ�� 2WKHU�
WKDQ�WKH�VXVFHSWLELOLW\�RI�WKH�ZLUHOHVV�QHWZRUN��WKH�:61�KDV�
PDQ\�RWKHU�FRQVWUDLQW�FRPSDUHG�WR�WKH�WUDGLWLRQDO�FRPSXWHU�
QHWZRUNV��'LUHFW�DSSOLFDWLRQ�RI�H[LVWLQJ�VHFXULW\�DSSURDFKHV�
RQ� D� WUDGLWLRQDO� ZLUHOHVV� QHWZRUN� WR� WKH� :61� LV� TXLWH�
FKDOOHQJLQJ�GXH�WR�WKHVH�FRQVWUDLQWV�>�@��7KH�LQDELOLW\�IRU�WKH�
GLUHFW� DSSOLFDWLRQ� RI� WKH� VHFXULW\� PHDVXUHV� LQ� WUDGLWLRQDO�
ZLUHOHVV�V\VWHPV�WR�:61�LV�EHFDXVH�RI�WKH�FKDUDFWHULVWLFV�RI�
WKH�:61�DPLGVW�ZKLFK�DUH��WKH�DELOLW\�WR�RUJDQL]H�LWVHOI��LW¶V�
WRSRORJ\� G\QDPLVP�� D� QHWZRUN� V\VWHP� WKDW� LV� SHHU� WR� SHHU�
ZKLFK�DUH�GHVLJQHG�E\�D�JURXS RI�PRYHDEOH�QRGHV�DQG� WKH�
DEVHQFH�RI�D�XQLILHG�XQLW�>�@��6RPH�RI�WKH�FKDOOHQJHV�:61V�
IDFH�LQFOXGH��

9HU\� /LPLWHG� 5HVRXUFHV�� ,Q� SXWWLQJ� LQ� SODFH� VHFXULW\�
DSSURDFKHV��VRPH�VSHFLILF�YROXPH�RI�UHVRXUFHV�DUH�UHTXLUHG�
IRU� WKH� H[HFXWLRQ�� 6RPH� RI� WKHVH� UHVRXUFHV� LQFOXGH�� FRGH�
VSDFH�� PHPRU\�� DQG� HQHUJ\�� +RZHYHU�� WKH� VPDOO� VHQVRU�
QRGHV�RQ�WKH�:61�FRXOG�EH�UHVSRQVLEOH�IRU�WKH�YHU\�OLPLWHG�
UHVRXUFHV��

�5HVWULFWHG�6WRUDJH�6SDFH��6HQVRU�QRGHV�DUH�OLWWOH�GHYLFHV�
WKDW� KDYH� EHHQ�GHVLJQHG� WR� KDYH� OLPLWHG�PHPRU\� DQG� OLWWOH�
VWRUDJH�VSDFH��IHZ�NE���7KLV�OLPLWHG�UHVRXUFHV�RI�VSDFH�DQG�
SRZHU� DUH� D� FRQVWUDLQW� LQ� WKH� LPSOHPHQWDWLRQ� RI�
FU\SWRJUDSKLF�DOJRULWKPV�LQ�ZLUHOHVV�VHQVRU�QHWZRUNV��

3RZHU� /LPLWDWLRQ�� 7KH� EDWWHU\� RI� VHQVRU� GHYLFHV� FDQQRW�
EH� UHFKDUJHG�RU� UHSODFHG� RQFH� WKH\�KDYH�EHHQ�GHSOR\HG� LQ�
DQ� DUHD� WKDW� LV� GLIILFXOW� WR� DFFHVV� RU� D� KRVWLOH� HQYLURQPHQW�
>�@�� 'XH� WR� WKH� OLPLWHG� SRZHU�� HQHUJ\� HIILFLHQF\� LV� RQH� RI�
WKH� FRQVLGHUDWLRQV� IRU�:61� URXWLQJ� DOJRULWKPV��1XPHURXV�
:61�RSHUDWLQJ�V\VWHPV�RIIHU�VHYHUDO�VWUXFWXUHV�WR�PD[LPL]H�
HQHUJ\�>�@��

5DQJH� RI�7UDQVPLVVLRQ�� ,Q� VHQGLQJ� SDFNHWV� YHU\� D� ODUJH�
QHWZRUN�� WKH� QRGHV� VHQG� GDWD� XVLQJ� PXOWL�KRS� WHFKQLTXH��
7KLV� LV� DOVR� VR� WKDW� PLQLPDO� SRZHU� LV� FRQVXPHG� LQ�
WUDQVIHUULQJ� GDWD� IURP� VRXUFH� WR� GHVWLQDWLRQ� DQG� WKXV�
WUDQVPLVVLRQ�UDQJH�LV�XVXDOO\�YHU\�VPDOO�OLPLWHG���

8QUHOLDEOH� 7UDQVIHU�� 7UDQVIHU� RI� SDFNHWV� RQ� QHWZRUN� LV�
YLD� DQ� RSHQ�XQERXQGHG� PHGLXP�� 7KLV� JLYHV� ULVN� RI�
XQUHOLDEOH� WUDQVIHU� RI� SDFNHW� DV� LW� LV� VXEMHFW� WR� QRLVH�� ,Q�
DGGLWLRQ�� SDFNHWV� FRXOG� EH� ORVW� GXH� WR� FRQJHVWLRQ�� FKDQQHO�
HUURU�RU�QRGH�IDLOXUH��7KHVH�FRXOG�UHVXOW�LQ�GDPDJHV�SDFNHWV�

RU� SDFNHW� ORVV�GURS�� 7R� KDQGOH� WKLV�� PRUH� UHVRXUFHV� ZLOO�
QHHG�WR�EH�GHGLFDWHG�WR�HUURU�PDQDJHPHQW��,QDGHTXDWH�HUURU�
PDQDJHPHQW� FDSDELOLW\� LI� LPSOHPHQWHG� E\� WKH� SURWRFRO�
FRXOG�OHDG�WR�ORVV�RI�VHQVLWLYH�SDFNHWV�DQG�WKLV�PD\�LQFOXGH�
DQ�HQFU\SWLRQ�NH\�>�@��

/DWHQF\�� 7KH� PXOWL�KRS� URXWLQJ� LQ� WKH� ZLUHOHVV� VHQVRU�
QHWZRUN�FRXOG�UHVXOW�LQ�LQFUHDVHG�ODWHQF\��$OVR��WKHUH�LV�ULVN�
RI�FRQJHVWLRQ�ZKLFK�IXUWKHUV�DJJUDYDWH�WKH�ODWHQF\���

6XVFHSWLELOLW\� WR� SK\VLFDO� GDPDJH�� 6HQVRUV� FRXOG� EH�
GHSOR\HG� LQ� ORFDWLRQV� QRW� HDVLO\� DFFHVVLEOH� WR�PDQ� DQG� WKH�
SRVVLELOLW\� WKDW� D� QRGH� LV� SK\VLFDOO\� GDPDJHG� LQ� VXFK�
HQYLURQPHQW�LV�KLJK��
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7UDQVPLWWLQJ� GDWD� LQ� :61� LV� SURQH� WR� DOWHUDWLRQ��
VSRRILQJ��LW�FRXOG�DOVR�YDQLVK�RU�EH�UHSOD\HG�DJDLQ�>��@��%\�
ZD\� RI� ZLUHOHVV� FRPPXQLFDWLRQ� EHLQJ� SURQH� WR� VQRRSLQJ��
DWWDFNHUV� FRXOG� LQWHUFHSW� WUDIILF� DQG� LQWHUUXSW�� IDEULFDWH� RU�
PRGLI\�SDFNHWV�WKXV��RIIHU�LQFRUUHFW�LQIRUPDWLRQ�WR�WKH�EDVH�
VWDWLRQV�� VLQNV� RU� LQWHQGHG� UHFLSLHQWV�� 7KH� FU\SWRJUDSKLF�
PHWKRGV� GHYHORSHG� IRU� WKH� FXVWRPDU\� ZLUHG� DQG� ZLUHOHVV�
QHWZRUNV� WR� LPSURYH� VHFXULW\� FDQQRW� EH� LPSOHPHQWHG�
GLUHFWO\� IRU� WKH� :61V�� :61V� FRPSULVHV� RI� WLQ\� VHQVRU�
QRGHV� WKDW� KDV� OLPLWHG� SURFHVVLQJ�� PHPRU\� DQG� EDWWHU\�
SRZHU� >�@�� 7R� DSSO\� FU\SWRJUDSKLF� VFKHPHV�� EURDGFDVW� RI�
DGGLWLRQDO�ELWV�DUH�UHTXLUHG�KHQFH��DGGLWLRQDO�FRPSXWDWLRQV��
VWRUDJH�DQG�EDWWHU\�FDSDFLW\� LV�QHHGHG�ZKLFK�DUH�QHFHVVDU\�
SURSHUWLHV� IRU� WKH� GHYLFHV¶� GXUDELOLW\�� ,PSOHPHQWLQJ�
FU\SWRJUDSK\�LQ�ZLUHOHVV�VHQVRU�QHWZRUNV�LQFUHDVHV�ODWHQF\��
MLWWHU� DQG� SDFNHW� ORVV� >�@�� 0RUHRYHU�� ZKHQ� DSSO\LQJ�
FU\SWRJUDSKLF� VFKHPHV� ZLUHOHVV� VHQVRU� QHWZRUNV�� VRPH�
TXHVWLRQV�VLPLODU�WR��LQ�ZKDW�ZD\�ZLOO�WKH�NH\V�EH�VSDZQHG�
DQG� GLVVHPLQDWHG"� ,Q� ZKDW� ZD\� DUH� WKH� NH\V� GLUHFWHG��
DQQXOOHG�� DOORFDWHG� WR� D� QHZ� QRGHV� DULVHV�� $Q� LPSRUWDQW�
LVVXH�LQ�WKH�XWLOL]DWLRQ�RI�FU\SWRJUDSK\�LQ�:61�LV�KRZ�NH\V�
ZLOO� EH� PRGLILHG� IURP� WLPH� WR� WLPH� EHDULQJ� LQ� PLQG� WKDW�
PRVW�VHQVRU�QRGHV�KDYH�PLQLPDO��RU�QR��KXPDQ�LQWHUDFWLRQ��
+RZHYHU�� SUHORDGLQJ� NH\V� WR� VHQVRU� QRGHV� EHIRUH�
GHSOR\PHQW� GRHV� QRW� VHUYH� DV� DQ� HIILFLHQW� VROXWLRQ� WR� WKLV�
FKDOOHQJH��

,Q� PHHWLQJ� EDVLF� VHFXULW\� UHTXLUHPHQWV� OLNH�
FRQILGHQWLDOLW\� DQG� LQWHJULW\�� &U\SWRJUDSK\� VFKHPHV� DUH�
RIWHQ�XWLOL]HG��7KH�OLPLWDWLRQV�RI�VHQVRU�QRGHV�FDQQRW�PDNH�
WKH� ZHOO�NQRZQ� FU\SWRJUDSKLF� WHFKQLTXHV� DSSOLFDEOH� WR�
ZLUHOHVV�VHQVRU�QHWZRUNV�ZLWKRXW�DGMXVWPHQWV�>��@��

6\PPHWULF� &U\SWRJUDSK\�� 6\PPHWULF� HQFU\SWLRQ��
VLPLODUO\� NQRZQ� DV� WKH� VHFUHW�NH\� FU\SWRJUDSK\�� XWLOL]HV� D�
ORQH�SULYDWH�NH\�IRU� WKH�GHFU\SWLRQ�DQG�HQFU\SWLRQ�SURFHVV��
7KXV�� NH\� LV� WR� EH� FRQILQHG� ZLWKLQ� WKH� QHWZRUN� DV� RQO\�
V\VWHPV� LQ� WKH� V\VWHP� KDV� WKLV� NH\�� ,Q� ZLUHOHVV� VHQVRU�
QHWZRUNV��WKLV�FDQ�EH�TXLWH�GLIILFXOW�EHFDXVH�RI�WKH�H[SRVHG�
HQYLURQPHQW�DQG�WKH�DELOLW\�IRU�QHZ�QRGHV�WR�MRLQ�DQG�OHDYH�
WKH�QHWZRUN�>��@��6HYHUDO�VFKRODUV�KDYH�IL[DWHG�RQ�DVVHVVLQJ�
FU\SWR�JUDSKLFDO�SURFHGXUHV� LQ�:61V�DV�ZHOO�DV�SURSRVLQJ�
SRZHU�HIILFLHQF\ LQ�FU\SWRJUDSKLF� WHFKQLTXHV��([DPSOHV�RI�
V\PPHWULF�FU\SWRJUDSK\�LQFOXGH�DUH�$(6���'(6�HWF��

$V\PPHWULF� &U\SWRJUDSK\�� $V\PPHWULF� HQFU\SWLRQ��

3URFHHGLQJV�RI�WKH�:RUOG�&RQJUHVV�RQ�(QJLQHHULQJ������9RO�,�
:&(�������-XO\������������/RQGRQ��8�.�
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VLPLODUO\� NQRZQ� DV� SXEOLF�NH\� FU\SWRJUDSK\�� XVHV� GXDO�
DVVRFLDWHG�NH\V�ZKLFK�DUH�WKH�SXEOLF�DQG�SULYDWH�NH\V�IRU�WKH�
GHFU\SWLRQ�DQG�HQFU\SWLRQ�SURFHVV��7KLV�PHWKRG�HOLPLQDWHV�
WKH�VDIHW\�ULVNV�DWWDFKHG� WR�NH\�VKDULQJ�� �7KH�SULYDWH�VHFUHW�
NH\�LV�NHSW�VHFUHW�DQG�QHYHU�YLVLEOH��,I�D�FRPPXQLFDWLRQ�GDWD�
LV� HQFU\SWHG�E\�XWLOL]LQJ� WKH�SXEOLF�NH\��RQO\� WKH�PDWFKLQJ�
VHFUHW� NH\� FDQ� EH� XVHG� WR� GHFU\SW� WKH� VDPH�� 6LPLODUO\�� D�
FRPPXQLFDWLRQ�GDWD�HQFU\SWHG�E\�PHDQV�RI�WKH�SULYDWH�NH\�
FDQ� RQO\� EH� GHFRGHG� E\� PHDQV� RI� DSSO\LQJ� WKH� PDWFKLQJ�
SXEOLF�NH\��6RPH�RI�WKHVH�WHFKQLTXH�LQFOXGH�WKH�56$��(&&�
HWF��

&U\SWRJUDSK\� ZLWK� SXEOLF� NH\� FDQQRW� EH� HIIHFWLYHO\�
XWLOL]HG� LQ� :61V� DV� D� UHVXOW� RI� LWV� H[FHVVLYH� HQHUJ\� DQG�
EDQGZLGWK�FRQVXPSWLRQ�ZKLFK�DUH�YHU\�FULWLFDO�LQ�:61V��$W�
WKH� SUHVHQW� WLPH�� D� VHQVRU� WXUQ� RXW� WR� EH� SUHYDLOLQJ� LQ�
UHODWLRQV� WR� SURFHVVLQJ� DQG� VWRUDJH� FDSDFLWLHV�� ODWHO\� WKHUH�
KDV� EHHQ� DQ� DGMXVWPHQW� RI� DWWHQWLRQ� LQ� WKH� UHVHDUFK� ZRUOG�
IURP� V\PPHWULF�VHFUHW� NH\� FU\SWRJUDSK\� WR� SXEOLF� NH\�
HQFU\SWLRQ�� ,Q� DGGLWLRQ� WR� WKDW�� VHFUHW� NH\� FDQQRW� EDODQFH�
SURSHUO\�DV�WKH�DPRXQW�RI�VHQVRUV�LQFUHDVHV�>�����@��

$JUHHLQJ�WR�>�@��DV\PPHWULF�FU\SWRJUDSK\�LV�XVHG�LQ�TXLWH�
D� QXPEHU� RI� UHTXHVWV� IRU� VDIH� LQWHUDFWLRQ� H�J��66/� �6HFXUH�
6RFNHW�/D\HU��DV�ZHOO�DV�,3�6HFXULW\�FULWHULD�XWLOL]H�WKLV�IRU�
WKHLU�NH\�DUUDQJHPHQW�SURFHGXUHV��>��@�0DGH�D�MXVWLILFDWLRQ�
WKDW� WKH� FRQVXPSWLRQ� RI� HQHUJ\� E\� SXEOLF� NH\� FUHDWLRQ� LV�
KXJH�DV�D� UHVXOW�RI� WKH�YROXPH�RI�FDOFXODWLRQ�DQG�KDQGOLQJ�
LQYROYHG�� ,W� LV� DGGLWLRQDO� HQHUJ\� FRQVXPSWLRQ� FRPSDUHG� WR�
SULYDWH�V\PPHWULF� NH\� PHWKRGV�� 7KH� UHVHDUFKHUV� IXUWKHU�
VWDWHG� WKDW� RQH� SXEOLF� NH\� SURFHVV� FDQ� GHYRXU� HTXLYDOHQW�
YROXPH�RI�SRZHU�DQG�SHULRG�DV�HQFRGLQJ�WHQV�RI�GDWD�ZKHQ�
D�VHFUHW�NH\�WHFKQLTXH�LV�XVHG��

7KH�56$�6HFXULW\�LQ�������>��@��VWDWHG�WKDW�WKH�GHSOHWLRQ�
RI�UHVRXUFHV�LQ�SXEOLF�NH\�DSSURDFK�LV�DV�D�UHVXOW�RI�WKH�IDFW�
WKDW� WKHUH� DUH� WZR� NH\V� LQYROYHG� DQG� PRUH� FRPSXWDWLRQDO�
SRZHU� LV� UHTXLUHG� WR� JHQHUDWH� WKHVH�� 2QH� RI� WKHVH� NH\V� LV�
XVHG� IRU� HQFU\SWLRQ�� HYHU\RQH� FDQ� XVH� WKH� SXEOLF� NH\� WR�
HQFRGH� LQIRUPDWLRQ� ZKLOH� WKH� RWKHU� SULYDWH� NH\� LV� XVHG� WR�
GHFRGH� WKH�GDWD��7KH�GHULYDWLRQ�RI� WKH� VHFUHW� NH\� FRXOG�EH�
JHQHUDWHG�IURP�WKH�SXEOLF�NH\��+RZHYHU��WR�VDIHJXDUG�NH\V�
IURP� DWWDFNHUV�� WKH� GHULYDWLRQ� LV�PDGH� WR� EH� DV� GLIILFXOW� DV�
SRVVLEOH� WKXV� UHTXLULQJ�PRUH�SURFHVVLQJ�DQG�FRPSXWDWLRQDO�
SRZHU�� ,Q� UHODWLRQ� WR� ZKDW� ZDV� VWDWHG� LQ� >��@�� ³WKH�
LPSOHPHQWDWLRQ� RI� WKH� SXEOLF� NH\� DSSURDFK� LV�PXFK� FRVWO\�
ZKHQ� FRPSDUHG� WR� V\PPHWULF� NH\�� $Q� H[DPSOH� LV� WKH�
LPSOHPHQWDWLRQ�RI� D� ���ELW�5&�� HQFU\SWLRQ� FDQ� WDNH� XS� WR�
����PV�ZKLOH�D�����ELW�6+$��ZLOO� WDNH�RQO\�DERXW�����PV��
WKLV�V\PPHWULF�NH\�SURFHGXUHV�VHHP�WR�EH�IDVWHU�WKDQ�SXEOLF�
NH\�HQFU\SWLRQ�´

3XEOLF�.H\�FU\SWRJUDSK\� LV�QRW� MXVW�FRVWO\� LQ�SURFHVVLQJ�
DQG� FRPSXWDWLRQV� EXW� FRUUHVSRQGLQJO\� LQ� PHVVDJH� DV�
DVVRFLDWHG� WR� SULYDWH� NH\� HQFRGLQJ� WHFKQLTXH� >���� ���� ��@��
$FFRUGLQJ� WR�>��@��DW� OHDVW������ELWV�DUH�UHTXLUHG� WR�VHQG�D�
SXEOLF�NH\�EHWZHHQ�WZR�QRGHV���

>��@�%DVHG�RQ� H[LVWLQJ� OLWHUDWXUH� GLG� DQ� LQYHVWLJDWLRQ�RQ�
HYDOXDWLQJ� EORFN� FLSKHUV� IRU� VHQVRU� QHWZRUNV�� 7KH\�
LQYHVWLJDWHG� WKH�PRVW�HIIHFWLYH�LQ�UHODWLRQ�WR�HQHUJ\��SRZHU�
FRQVXPSWLRQ� VWRUDJH� DQG� VHFXULW\� SURSHUWLHV�� � 7KH�

FRPSDULVRQ�ZDV�GRQH�RQ�WKH����ELW�5,6&�063���)����DQG�
GLYHUVH�FLSKHU�IDFWRUV�VXFK�DV�URXQGV��NH\�DQG�EORFN�OHQJWK�
ZHUH�XVHG�IRU�WKH�HYDOXDWLRQ��'LYHUVH�SURFHVV�PHWKRGV��VXFK�
DV�� FRXQWHU� �&75��� &LSKHU� )HHGEDFN�0RGH� �&)%��� 2XWSXW�
)HHGEDFN�0RGH��2)%��DQG�&LSKHU���%ORFN�&KDLQLQJ��&%&��
ZHUH� DOVR� LQYHVWLJDWHG�� 7KH� DVVHVVPHQW� RXWFRPH� LQGLFDWHV�
WKDW� WKH�PRVW� DSSURSULDWH�EORFN� FLSKHUV� IRU�ZLUHOHVV� VHQVRU�
QHWZRUNV�KDG�DQ�LPSUHVVLYH�PHPRU\�HIILFLHQF\�DQG�IXOILOOHG�
WKH�VHFXULW\�UHTXLUHPHQWV���

>��@�$FFHQWXDWH�WKDW�(&&�LV�DPRQJVW�WKH�XWPRVW�HIIHFWLYH�
NLQGV�RI�SXEOLF�NH\�HQFU\SWLRQ�IRU�ZLUHOHVV�VHQVRU�QHWZRUNV��
7KH\�SUHVHQWHG�VWHSV�LQYROYHG�LQ�WKH�GHVLJQ��H[HFXWLRQ�DQG�
HYDOXDWLRQ� (&&� WHFKQLTXH�� $Q� RUJDQL]DEOH� DQG� PDOOHDEOH�
VWRUDJH� IRU� (&&� SURFHVVHV� LQ� :61V�� ZHUH� RIIHUHG�� 7KH�
OLEUDU\� VWRUDJH�SURYLGHV� D�TXDQWLW\�RI�RSWLPL]HG� DOWHUDWLRQV�
WKDW�FRXOG�EH�VKDUHG�DJUHHLQJ�WR�WKH�GHVLJQHU¶V�UHTXLUHPHQWV�
IRU�D�VSHFLILF�XVH��FDXVLQJ�PXOWLSOH� LPSOHPHQWDWLRQ�SHULRGV�
DQG� UHVRXUFH�GHSOHWLRQV��7KH� VWRUDJH�DOVR�ZDV�DQDO\]HG�RQ�
PXOWLSOH� VHQVRU�SODWIRUPV�DPLGVW�ZKLFK� DUH�7PRWH�� ,PRWHO��
0,&$]��DQG�6N\�VR�DV�WR�HYDOXDWH�WKH�PRVW�HIIHFWLYH�VWRUDJH�
DQG�FRPSXWDWLRQDO�DOJRULWKPV��

$FFRUGLQJ� WR� >��@�� SXEOLF� NH\� &U\SWRJUDSK\� HVSHFLDOO\�
WKH�56$��(&&�SURYLGHV�HTXDO�VHFXULW\�ZKLOH�XVLQJ�D�VPDOOHU�
NH\� VL]H� FRPSDUHG� WR� RWKHU� DOJRULWKPV�� 7KLV� UHGXFHV�
SURFHVVLQJ�SRZHU��HQHUJ\�FRQVXPSWLRQ�DQG�FRPPXQLFDWLRQ�
RYHUKHDG�>����������� ��@��

>��@�QRWHG� WKH�HIILFLHQF\�RI�SXEOLF�NH\�FU\SWRJUDSK\� IRU�
:61V�� 7KH\� KLJKOLJKWHG� WKDW� WKH� SXEOLF�NH\� LV� D� PRUH�
VXLWDEOH� WHFKQLTXH� IRU� ZLUHOHVV� VHQVRU� QHWZRUNV� EHFDXVH� LW�
RIIHUV� D� JRRG� FRPSURPLVH� EHWZHHQ� NH\� VL]H� DQG� VDIHW\��
7KH\� FRQFHQWUDWHG� RQ� WKH� LVVXHV� UHODWLQJ� WR� VHFXULW\� E\�
H[DPLQLQJ� WKH� LPSOHPHQWDWLRQ� RI� WKH� V\PPHWULF�
FU\SWRJUDSK\�DV�DJDLQVW�WKH�SXEOLF�NH\�FU\SWRJUDSK\��

9� &21&/86,21

7KH�:61� FRQWLQXH� WR� JURZ� DQG� LW� LV� EHFRPLQJ� EURDGO\�
XWLOL]HG� DQG� DGRSWHG�� 6R�� WKH� SUHUHTXLVLWH� IRU� VDIHW\� DQG�
VHFXULW\�FRPH�WR�EH�LPSRUWDQW��&RQYHUVHO\��WKH�:61�VXIIHU�
IURP� QXPHURXV� UHVWULFWLRQV� DPLGVW� ZKLFK� DUH�� HQHUJ\�
FRQVWUDLQW�� OLPLWHG� SURFHVVLQJ� SRZHU�� VWRUDJH� FDSDFLW\�� DQG�
VR�RQ��0XOWLSOH�ZD\V�RI�SURYLGLQJ�VHFXULW\�DUH�DYDLODEOH�RI�
ZKLFK� FU\SWRJUDSK\� LV� RQH�� 7KLV� �FU\SWRJUDSK\�� FRQVXPHV�
ORW� RI� UHVRXUFHV� IURP� WKH� VHQVRU� QHWZRUNV� DQG� WKXV�
UHVHDUFKHUV� DUH� ORRNLQJ� LQWR� GHYHORSLQJ� FU\SWRJUDSKLF�
WHFKQLTXHV� WKDW�ZLOO� KHOS�PD[LPL]H� WKHVH� OLPLWHG� UHVRXUFHV�
LQ�:61V�� ,Q� DGGLWLRQ�� WKH� GHYHORSPHQW� RI� PRGHV� WR� KDYH�
PRUH� UHVRXUFHV� DOORFDWHG� DUH� EHLQJ� GHYHORSHG� E\�
UHVHDUFKHUV��

5()(5(1&(6
>�@ 0��:HOVK�� '�� 0\XQJ�� 0�� *D\QRU�� DQG� 6�� 0RXOWRQ�� ³5HVXVFLWDWLRQ�

PRQLWRULQJ� ZLWK� D� ZLUHOHVV� VHQVRU� QHWZRUN�´� LQ� 6XSSOHPHQW� WR�
&LUFXODWLRQ��-RXUQDO�RI�WKH�$PHULFDQ�+HDUW�$VVRFLDWLRQ�������

>�@ $�.�� 3DWKDQ�� +�� /HH�� &�� 6�� +RQJ�� ³6HFXULW\� LQ� :LUHOHVV� 6HQVRU�
1HWZRUNV��,VVXHV�DQG�&KDOOHQJHV´��,&$&7��SS�������±�������������

>�@ '�� &DUPDQ�� 3�� .UXV�� DQG� %��0DWW�� ³&RQVWUDLQWV� DQG� DSSURDFKHV� IRU�
GLVWULEXWHG� VHQVRU� QHWZRUN� VHFXULW\�´�7HFKQLFDO�5HSRUW� ��������1$,�
/DEV�� 1HWZRUN� $VVRFLDWHV�� ,QF��� *OHQZRRG�� &RPPXQLFDWLRQV�
0DJD]LQH��SS�����������������

3URFHHGLQJV�RI�WKH�:RUOG�&RQJUHVV�RQ�(QJLQHHULQJ������9RO�,�
:&(�������-XO\������������/RQGRQ��8�.�
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>�@ .�� $NND\D�� DQG� 0�� <RXQLV�� ³$� VXUYH\� RQ� URXWLQJ� SURWRFROV� IRU�
ZLUHOHVV� VHQVRU� QHWZRUNV�� $G� +RF� 1HWZRUNV´�� YRO�� ��� SS�� ���������
�����

>�@ 0��+HDO\��7��1HZH�DQG�)��/HZLV�� ³3RZHU�PDQDJHPHQW� LQ�RSHUDWLQJ�
V\VWHPV�IRU�ZLUHOHVV�VHQVRU�QRGHV´��LQ�SURFHHGLQJV�RI�WKH�,(((�6HQVRU�
$SSOLFDWLRQV� V\PSRVLXP� �6$$¶����6DQ� 'LHJR�&$����������� ,(((�
:LUHOHVV�&RPPXQLFDWLRQV��YRO�����SS���������������

>�@ /�� $N\LOGL]�� :�� 6X�� <�� 6DQNDUDVXEUDPDQLDP� DQG� (�� &D\LUFL�� ³$�
VXUYH\� RQ� VHQVRU� QHWZRUNV´�� ,(((� &RPPXQLFDWLRQV�0DJD]LQH�� YRO��
����SS�����±�����������

>�@ 0��6DOHK�DQG�,��$O�.KDWLE��³7KURXJKSXW�$QDO\VLV�RI�:(3�6HFXULW\�LQ�
$G�+RF�6HQVRU�1HWZRUNV´��7KH�6HFRQG�,QWHUQDWLRQDO�&RQIHUHQFH�RQ�
,QQRYDWLRQV�LQ�,QIRUPDWLRQ�7HFKQRORJ\��,,7¶�����'XEDL������

>�@ )��$N\LOGL]��6��:HLOLDQ��<��6DQNDUDVDXEUDPDQLDP��DQG�$��&D\LUFL��³$�
6XUYH\�RQ�6HQVRU�1HWZRUNV´��,(((������

>�@ 3�� 1LQJ�� 5�� :DQJ�� DQG� :�� 'X�� ³$Q� HIILFLHQW� VFKHPH� IRU�
DXWKHQWLFDWLQJ�SXEOLF�NH\V�LQ�VHQVRU�QHWZRUNV´��3URFHHGLQJV�RI�WKH��WK��
$&0� LQWHUQDWLRQDO� V\PSRVLXP� RQ� 0RELOH� DG� KRF� QHWZRUNLQJ� DQG��
FRPSXWLQJ��&KLFDJR��,/��86$��SS���������������

>��@ -�� *RRGPDQ� DQG� 3�� &KDQGUDNDVDQ�� ³$Q� (QHUJ\� (IILFLHQW�
5HFRQILJXUDEOH�3XEOLF�.H\�&U\SWRJUDSK\�3URFHVVRU´��,(((�MRXUQDO�RI�
VROLG�VWDWH�FLUFXLWV��SS�������������������

>��@ 56$� 6HFXULW\�� ³&U\SWRJUDSK\´�� ������ $YDLODEOH� DW��
KWWS���ZZZ�UVDVHFXULW\�FRP�UVDODEV�QRGH�DVS"LG ������

>��@ 3��*DQHVDQ��5��9HQXJRSDODQ��3��3HGGDEDFKDJDUL��$��'HDQ��)��0XHOOHU�
DQG�0��6LFKLWLX�� ³$QDO\]LQJ� DQG�PRGHOOLQJ� HQFU\SWLRQ� RYHUKHDG� IRU�
VHQVRU� QHWZRUN� QRGHV´�� ,Q� 3URFHHGLQJ� RI� WKH� ,VW�$&0� LQWHUQDWLRQDO�
ZRUNVKRS� RQ�:LUHOHVV� VHQVRU� QHWZRUNV� DQG� DSSOLFDWLRQ�� 6DQ�'LHJR��
&DOLIRUQLD��86$��������

>��@ 7�� /LQJ�� 6�� =KDQJ�� 6�� <DQIHQJ� DQG� -�� 4L�� ³$SSOLFDWLRQ� RI�:LUHOHVV�
6HQVRU��1HWZRUNV��LQ��(QHUJ\´�������

>��@ <��/DZ�� -��'RXPHQ�DQG�3��+DUWHO�� ³6XUYH\�DQG�EHQFKPDUN�RI�EORFN�
FLSKHUV�IRU�ZLUHOHVV�VHQVRU���QHWZRUNV´��$&0�7UDQVDFWLRQV�RQ�VHQVRU�
1HWZRUNV��7261���YRO�����SS���������������

>��@ $�� /LX� DQG� 3�� 1LQJ�� ³7LQ\(&&�� D� FRQILJXUDEOH� OLEUDU\� IRU� HOOLSWLF�
FXUYH�FU\SWRJUDSK\�LQ�ZLUHOHVV�VHQVRU�QHWZRUNV´�������

>��@ <��=KDQJ�� ³7KH� 6FKHPH� RI� 3XEOLF�.H\� ,QIUDVWUXFWXUH� IRU� LPSURYLQJ�
:LUHOHVV�6HQVRU�1HWZRUNV�6HFXULW\´�

>��@ %�� $UD]L�� /�� (OKDQDQ\�� 2�� $UD]L� DQG� +�� 4L�� ³5HYLVLQJ� SXEOLF� ±NH\�
FU\SWRJUDSK\�IRU�ZLUHOHVV�VHQVRU�QHWZRUNV´��,(((�&RPSXWHU��YRO������
SS�����������������

>��@ -�2��2NHVROD�DQG�2�6��2JXQVH\H��³0HWD�KHXULVWLFV�%DVHG�0XOWL�/D\HU�
$FFHVV� &RQWURO� 7HFKQLTXH� �0%0$&�´�� $QQDOV�� &RPSXWHU� 6FLHQFH�
6HULHV�� ,661�� ����������� ����������� 9RO�� � �� ,VV���� SS�� ��������
������ 7LVELVFXV� 8QLYHUVLW\� RI� 7LPLVRDUD�� �5RPDQLD��� $YDLODEOH�
RQOLQH�� KWWS���ZZZ�DQDOH�LQIRUPDWLFD�WLELVFXV�UR�GRZQORDG�OXFUDUL���
�����2JXQVH\H�SGI�

>��@ 2��)RORUXQVR��,�2��<XVXI��DQG�-�2��2NHVROD��-�2���³$�6HUYLFH�2ULHQWHG�
$UFKLWHFWXUH� �62$�� 6XSSRUWLQJ� 5HDO� 7LPH� 'DWDEDVH� 6\VWHPV´�
2ULHQWDO�-RXUQDO�RI�&RPSXWHU�6FLHQFH�	�7HFKQRORJ\��YRO����LVV����3S�
��������� �,&� -RXUQDO��� 2ULHQWDO� 6FLHQWLILF� 3XEOLVKLQJ� &RPSDQ\��
�,QGLD��� ����� $YDLODEOH� RQOLQH��
KWWS���ZZZ�FRPSXWHUVFLMRXUQDO�RUJ�GQORDG�2/86(*81�
)2/258162�/$7(()�2�<868)�DQG�-8/,86�2�2.(62/$�
�2-&69��,��3��������SGI�

>��@ -�2��2NHVROD��2�%��/RQJH�DQG�$�3��2EL���³7RZDUGV�WKH�'HYHORSPHQW�
RI�D�7LPH�RXW�0XOWLSOH�&�5�&$37&+$�)UDPHZRUN�8VLQJ�,QWHJUDWHG�
0DWKHPDWLFDO� 0RGHOOLQJ´� $IULFDQ� -RXUQDO� RI� &RPSXWLQJ� 	� ,&7V�
YRO�� �� LVV�� ��� SS� �������� ����� ,(((��
KWWS���ZZZ�DMRFLFW�QHW�XSORDGV�9�1�3�������B$-2&,&7�SGI�

>��@ -�2��2NHVROD��2�6��2JXQVH\H� DQG�2��)RORUXQVR�� ³$Q�(IILFLHQW�0XOWL�
([SHUW� .QRZOHGJH� &DSWXUH� 7HFKQLTXH´�� ,QWHUQDWLRQDO� -RXUQDO� RI�
&RPSXWHU� $SSOLFDWLRQV� �,-&$��� YRO�� �� LVV�� ���� SS�� ���� �����
KWWS���ZZZ�LMFDRQOLQH�RUJ�YROXPH��QXPEHU���S[F��������SGI�

>��@ $��$��2ZRDGH��2�)�:��2QLIDGH��-�2��2NHVROD�DQG�%�/��$ELPEROD��³$�
)UDPHZRUN� IRU� 0XOWLPHGLD� 'DWD� +LGLQJ´�� ,QWHUQDWLRQDO� -RXUQDO� RI�
&RPSXWHU� 6FLHQFH� DQG� 1HWZRUN� 6HFXULW\� �,-&616��� YRO�� ���� LVV�� ����
SS���������������
KWWS���SDSHU�LMFVQV�RUJ���BERRN�����������������SGI

>��@ &KLQRQVR�� 2NHUHNH�� 2VHPZHJLH� 2PRUX\L�� .HQQHG\� 2NRNSXMLH�� DQG�
6DPXHO� -RKQ�� �'HYHORSPHQW� RI� DQ� (QFU\SWLQJ� 6\VWHP� IRU� DQ� ,PDJH�
9LHZHU�EDVHG�RQ�+LOO�&LSKHU�$OJRULWKP���&29(1$17�-2851$/�2)�
(1*,1((5,1*�7(&+12/2*<����QR������������

>��@ 2NRNSXMLH� .��� (WLQRVD� 12��� -RKQ� 6��� -R\� (�� ������� &RPSDUDWLYH�
$QDO\VLV� RI� )LQJHUSULQW� 3UHSURFHVVLQJ� $OJRULWKPV� IRU� (OHFWURQLF�
9RWLQJ�3URFHVVHV��,Q��.LP�.���.LP�+���%DHN�1���HGV��,7�&RQYHUJHQFH�
DQG� 6HFXULW\� ������ /HFWXUH�1RWHV� LQ�(OHFWULFDO� (QJLQHHULQJ�� YRO� �����
6SULQJHU��6LQJDSRUH�

>��@ 2NRNSXMLH�.��1RPD�2VDJKDH�(��-RKQ�6��$MXOLEH�$��$Q�,PSURYHG�,ULV�
6HJPHQWDWLRQ�7HFKQLTXH�8VLQJ�&LUFXODU�+RXJK�7UDQVIRUP��,Q�,7�
&RQYHUJHQFH�DQG�6HFXULW\������������SS������������6SULQJHU��
6LQJDSRUH��
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