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Abstract:  

Security is the main issue concerned with protecting the digital images that are transmitted 

over the network. By providing the high security, the digital images on the network can be 

protected from various types of attacks. A Cryptographic technique plays a major role in 

providing the security goals such as confidentiality and integrity for digital images. 

Elliptical curve cryptography (ECC) is the asymmetric encryption which is used to apply to 

the images that result from DWT Compression. Discrete Wavelet Transform (DWT) is an 

important compression technique which is used to compress the image effectively. It 

represents the input data in the form of the low pass (approximate) and high pass (detailed) 

coefficients. These coefficients are entered into the filters. The outputs from these filters 

are down-sampled for compression. In this paper, the transmitted images via wireless 

network were secured by encryption using the public key. The sender will generate the 

private key from the compressed image based on elliptical curve cryptography. The Sender 

will send the compressed image and private key separately to the receiver. DWT provides 

high compression ratio and robustness for protecting the digital image integrity. This 

experiment result provides some performance measures such as Peak Signal to Noise Ratio 

(PSNR), Bit Error Rate (BER) and Mean Squared Error (MSE). It also provides high 

integrity for transmitted digital images. 

Keywords: Discrete Wavelet Transform (DWT), Elliptical curve cryptography (ECC), 

Encryption, Security, Integrity. 

 

1. INTRODUCTION 

The Image Compression is one of the most 

important concepts in Image processing. It is 

used to decrease the storage size of an image 

without affecting the quality of an image. In 

image processing, there are various types of 

methods available for image compression. 

The minimization of file size will increase the 

storage capacity. Due to reduced size, the file 

is easy to transfer. Finding out the less 

correlated pixels is the main aim of image 

compression. Redundancy and Irrelevancy are 

the two important principles used in 

compression of an image. There are three 

types of redundancy. They are coding, 

interpixel and psycho-visual redundancy. The 

removal of any one or more of the 

redundancies will achieve the better 

compression. An algorithm such as DCT and 

DWT are used for image compression. In that, 

Wavelet transform is the best technique used 

for image compression [1]. Compared to 

DCT, DWT produce effectively high 

compression ratio, and it takes less time than 
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DCT [1]. DWT provides robustness for 

protecting the image integrity. In this paper, 

DWT produces the performance measures 

such as Peak Signal to Noise Ratio (PSNR), 

Bit Error Rate (BER), and Mean Squared 

Error (MSE).  

                                        

The Quality of the compressed image was 

predicted by two error metrics. The Error 

metrics are PSNR and MSE. The Ratio of 

maximum strength of the signal to the 

strength of the corrupted noise is called as 

PSNR [2]. The Cumulative squared error 

between the original and compressed image is 

called as MSE. The Number of bit errors per 

unit time is known as Bit Error Rate (BER). If 

the PSNR value is high and the MSE value is 

low, then the quality of the compressed image 

is better [2]. 

 
 

Fig1.Types of Cryptographic techniques 

 

The concept of cryptography plays an 

important role in protecting the transmitted 

images on the network from various types of 

attacks [11-20]. A cryptographic technique 

protects the user's data. The Security goals 

such as confidentiality, authenticity, and 

integrity were provided by encrypting the data 

[21-30]. The cryptographic algorithm includes 

both symmetric and asymmetric encryption. 

In Symmetric encryption, both encryption and 

decryption were done by a single key (same 

key) [3]. In Asymmetric encryption, two 

different keys are used [31-35]. One key is 

used for encryption, and another key is used 

for decryption. This encryption is also called 

as Public key cryptography
 
[3]. 

 

Fig1 shows the type of cryptographic 

techniques. The Symmetric encryption 

algorithm includes DES, AES, IDEA, TDES, 

Blowfish, Serpent, RC6, TEA, MARS and 

CAST5 [3]. The Asymmetric encryption 

algorithm includes RSA, SSH, 

Diffie-Hellman key exchange [4] and 

elliptical curve cryptography. In this paper, 

elliptical curve cryptography is used for both 

encryption and decryption. In existing 

systems, they performed the DCT based 

encoding for produce the encoded data and 

symmetric encryption for encrypting the data. 

This encrypted data was transmitted through 

the wireless network. This encryption 

provides the secured transmission. In DCT 

based encoding, the image was divided into 

8×8 blocks, and these blocks are quantized by 

quantization table to produce 64 coefficients. 

The first value in the leftmost corners is called 

as DC coefficient, and other 63 values are 

collectively called as AC coefficients. 

Differential Pulse Code Modulation (DPCM) 

was used to encode the DC coefficients, and 

Run Length Coding (RLC) was used to 

encode the AC coefficients. Finally, they 

performed the symmetric encryption for 

securing the encoded data. The Sender will 

send the encoded data after encryption, and 

the receiver will decrypt the data. 

 

2. RELATED WORKS 

Barbhuiya, Laskar, and Hemachandran [1] 

proposed a new technique for compression. 

They developed DWT and Inverse DWT for 

achieving high compression ratio. Mostafa 

and Fakhr [2] they introduced a technique 

called compressive sensing to achieve high 

PSNR values. Amara and Siad [3] used the 

Elliptical curve cryptography for encryption. 
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Through ECC, they achieve high security for 

encrypted data. 

  

Khan and Singh [4] used the ECC for 

reducing the size of the key. In comparison 

with RSA, ECC requires smaller key size. 

Nashat and Hassan [5] they developed the 

new wavelet transform called Haar wavelet 

transform to attain the high compression ratio 

and PSNR values. Tabassum, Islam, and Amin 

[6] they also developed the Haar wavelet 

transform to represent the image in terms of 

frequencies to achieve the high-quality image. 

Bio medical images are embedded secretly in 

selected cover images using meta data [7]. 

Setiadi, Kistijantoro, and Miyaji [8] they used 

ECC for achieving the high computational 

power. 

 

3. DISCRETE WAVELET TRANSFORM 

(DWT): 

The Signal Analysis is represented by the 

Wavelet function. In DWT compression, the 

Sum of wavelet function represents an image. 

These Wavelet functions are collectively 

called as Wavelets. It represents an image in 

terms of both location and scale [5]. The 

DWT compressions represent the input data in 

the form of low pass and high pass 

coefficients.  

 

The properties of the wavelet functions are: 

 

  

   The above function represents the wavy 

appearance of the signal. 

 

 2
 

It represents that the energies are confined to 

a finite duration. 

 

The two important filters are used in DWT 

[5]. They are low pass and high pass filter. 

The coefficients are entered into those filters. 

The Approximate coefficient and detailed 

coefficient are the output of low pass and high 

pass filter respectively. These coefficients are 

also called as subbands [5].These outputs are 

divided into LL, LH, HL, and HH. The LL is 

said to be approximate coefficient, and all 

others are said to be detailed coefficient. All 

research work uses 2-Dimensional DWT. In 

DWT, the LL, LH, HL, and HH are the output 

which comes from the first level of 

decomposition. After performing the matrix 

transformation, again the approximate 

coefficients and detailed coefficients are 

divided into four parts. A further level of 

decomposition is done on approximate 

coefficients. 

 

The Fig 2a and 2b represent the level of 

decomposition occurs in an image. 

 

 After performing DWT, we will find the 

PSNR and MSE ratio [5]: 

 

 
                                 If 

the value of PSNR is high and MSE is low, 

then the compressed image quality is better.  

 

 
    Fig2a.First Level of Compression  
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     Fig2b.The second level of compression 

 

4. INVERSE DWT: 

The Reverse process of DWT is called 

Inverse DWT. Therefore an original image 

can be reconstructed from the compressed 

image.  

 

5. HAAR WAVELET TRANSFORM: 

 

Haar Wavelet Transform is one of the 

important transformations in the DWT [6].  

It is the best method used for compressing the 

image. In HWT, if the Matrix A has an image 

with even dimensions M×N, then we have to 

compute the value of WMA. Here, the matrix 

multiplication was done by applying WM to 

each column of matrix A. Therefore; the 

output will be a matrix with M×N dimension. 

Haar matrix is used to process both columns 

as well as the row of an image. By the process 

of Wavelet Matrix Transposition, the 

coefficients of the filters are placed on the 

column of Matrix A.  The Discrete Haar 

Wavelet Transform was computed by, 

            

             B = WMAWN
T 

 

In HWT, most of the information was 

conserved in the upper left corner and 

remaining  

 

 

Blocks contain less information about the 

image. After compression, the input details 

are divided into four parts. The upper 

left-hand corner of the block contains an 

approximation of an entire image.  

 
Fig3. DWT Compression 

 

The lower left-hand corner represents the 

horizontal information of an image. The upper 

right-hand corner contains vertical 

information of an image, and the lower 

right-hand corner is hard to see.  

 

Table 1: Comparison of PSNR values 

between DCT and DWT 

 

 

     Table 2: Comparison of MSE values 

     between DCT and DWT 

Image 

Id 

Size of an 

image 

DCT DWT 

im1 256×256 

(medical 

image) 

31.080dB 50.260dB 

im2 256×256 32.732dB 46.207dB 

im3 512×512 34.260dB 46.130dB 

im4 1024×1024 37.620dB 46.063dB 
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The Compressed or blur portion have higher 

intensities when compared to other portion. This 

process is invertible. So, the original image was 

reconstructed from the blurred image. The Fig3 

shows the compression of an image. 

 

 

 
 

Fig4.The graph on PSNR values between 

DCT and DWT 

 

 

 
 

Fig5.The graph on MSE values between DCT  

and DWT 

 

 

The above Fig4 and Fig5 show the 

performance measure of DCT and DWT. In 

this, DWT produces high values of PSNR 

than DCT. 

 

6. ELLIPTICAL CURVE 

CRYPTOGRAPHY 

Nowadays, Elliptical Curve Cryptography is 

the one of the popular cryptographic 

technique used for encrypting the data. ECC 

provides high security by encrypting the data 

[7]. When compared to other public key 

cryptographic algorithms, ECC use only 160 

bits for key size [9] [10]. The other 

asymmetric algorithms use 1024 bits for 

exchanging the keys. The Encryption and 

Decryption process of ECC will be faster 

when compared to other algorithms. Both 

Public Key and Private Key can be generated 

by using this ECC algorithm. The public key 

is used to encrypt the data by the sender, and 

the private key is used to decrypt the data by 

the receiver. 

 

7. ELLIPTIC CURVE 

 

          Fig6.Elliptic curve 

 

Consider an elliptic curve E with a particular 

point L. Consider the curve equation as 

      

Image 

Id 

Size of an 

image 

DCT DWT 

im1 256×256 

(medical 

image) 

32.670 0.246 

im2 256×256 34.930 0.514 

im3 512×512 21.720 0.616 

im4 1024×1024 21.026 0.537 
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L is a point on the curve and m is the 

maximum limit. The Fig6 represents the 

elliptic curve [10]. 

 

Key generation is an important part of the 

elliptical curve cryptography. Here, we can 

generate the key for both encryption and 

decryption. The sender will encrypt the image 

by using the public key, and the receiver will 

decrypt the image by using the private key. 

Choose a value ‘e’ within the range of m. 

          P= e*L 

The e is the private key and P is the public 

key. 

 

 
 

     Fig7.Process Flow Diagram 

 

The Fig7 represents the process flow of 

secured transmission. In this process, we send 

the private key and encrypted image 

separately. The encrypted image will be sent 

through this process. But the private key will 

be sent to any other network account (like 

Mail, Mac address, etc.) of the receiver.  

 

8. CONCLUSION 

In this paper, we exploit the secured image 

transmission via the wireless network by 

using ECC. Before encryption, we 

compressed the image by using DWT. DWT 

avoids the blocking artifacts which cause the 

loss of valuable information. It produces the 

image with better quality. It provides higher 

PSNR values when compared with DCT 

compression. By using DWT, we are 

increasing the overall image quality by 32%.  

Then, we provide integrity to the transferred 

image by generating the key using ECC.  
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