FACULTY OF LAW

THE STATUS OF DIGITAL RIGHTS MANAGEMENT IN SOUTH AFRICAN LAW

Mini-thesis submitted in partial fulfilment of the requirements for the LLM degree in the

Department of Mercantile Law and Labour Law

IR _WIN EI -”ll .‘H L LY
JEoob-LEE VWREINSLM |

Pk |
O

UNIVERSITY of the
WESTERN CAPE

Supervisor: Mr Pieter Koornhof

15 June 2017



DISCLAIMER:

It should be noted that legislation pertaining to this thesis was substantially redrafted roughly

two weeks prior to final submission. As a result of this, significant amendments had to be made
in order to bring the thesis up to date with the current legal position. While care has been taken
to ensure consistency in the substantive law, presentation and narrative of this contribution, an
unfortunate consequence has been that the thesis is now over the word count generally allowed
for. The decision has been made to rather ensure that the law is properly analysed, and risk any
penalty that may occur as a result of the length of this thesis rather than submit an out of date
work. The author would like to hereby apologise for any inconvenience caused, and ask that

examiners bear this context in mind when assessing the contribution.

UNIVERSITY of the
WESTERN CAPE

http://etd.uwc.ac.za/



DECLARATION

I declare that ‘The Status of Digital Rights Management in South African Law’ is my own
work, that it has not been submitted before for any degree or examination in any other
university, and that all the sources | have used or quoted have been indicated and acknowledged

as complete references.

Student: Jesse-Lee Wrensch

Signature: ........ooovviiiiiii

UNIVERSITY of the
Supervisor: Mr Pieter Koornhofiy ES TERN CAPE

Signature: ........coviiiiiiiii e

Date: oo

http://etd.uwc.ac.za/



DEDICATION

This thesis is dedicated to all those who have contributed to my journey. Where | am right now
and where | will be one day is due to the lessons I have learnt through all of you. May the force
be with us all.

UNIVERSITY of the
WESTERN CAPE

http://etd.uwc.ac.za/



ACKNOWLEDGEMENTS

There are many people who have contributed to my life. Although | cannot put everyone here,
know that every person who has been with me every step of the way has played a vital role in

my development as not only a researcher, academic or legal scholar but also as an individual.

First and foremost, 1 would like to extend my gratitude to my girlfriend, Miss Merishka-Lauren
Fester. Without your help and guidance during this period | would not have had the belief in
myself to complete my studies. You kept my confidence high and were by my side through all

the hardships that | had endured and showed me that nothing is impossible.

Secondly, to my Mother, Michelle Wrensch, my Grandmother, Linda Wrensch and the rest of
my family, your support has been immense throughout the years and no words can show how
much | appreciated the things you have done for me over the years and | take teachings and

wisdom with me wherever | go.

Thirdly, to my supervisor and frigndgMr-Pigterikoomhof;you have been my Jedi Master

through these past two years and asy t so much from you. Not only in

terms of academics but also in smg are stuff legends are made of.

FOO-IABV-0 - VoH-auVvVsto-na

Fourthly, to all my friends, there-are-too-many-of yotrgeys-to-nrame here but you should know
that even though we do not socialise bs,iudH. as We (ged/ta/ithe brief times we get to spend
together mean the world to mevand ithe impagts that youshave-had on my life has shaped me

into the person | am today.

Fifthly, to the Graduate Lecturing Assistant Program and all the GLAs from 2016 to 2017, It
has been an honour to work with you all through these past two years or so. Further, the
resources in the offices have been an incredible help to me and without it | doubt that | would

have been able to complete this work.

Sixthly, I would like to thank the YouTube and 9gag for keeping me sane during the low points

in my thesis.

Last but not least, | would like to thank the Heavenly father for his contributions to my life. He
has given me the will to succeed and through him all things are possible. Whenever |

encountered low points in my life during this journey he helped me through it.

http://etd.uwc.ac.za/



KEYWORDS

Computer Programmes
Copyright

Copyright Infringement
Doctrine of First Sale
Digital Rights Management
Fair Use

Fair Dealing

Technical Protection Measures

UNIVERSITY of the
WESTERN CAPE

http://etd.uwc.ac.za/



TABLE OF CONTENTS

DISCLAIMER: ..o 2

1.9 CONCLUSION ..ottt sttt sttt e et e sreeabeesnneeneee e 24
CHAPTER TWO ettt sttt b et e st e be e nneeneee e 25
2.1 INTRODUGCTION... ettt sttt st st et e e sbeesnteesneaabeesneeas 25
2.2 THE WIPO COPYRIGHT TREATY OF 1996 .......coiiiiiieiieiie e 26
2.3 DIGITAL RIGHTS MANAGEMENT ..ot 30
2.3.1 Technology BeNINA DRIMS .......c.ooiiiiiiiiieieee s 30
2.3.2 BENETITS OF DRIMIS ...ttt bbb bbbt 31
2.3.3 CritiCISM Of DRIMS ...ttt 32
2.3.3.1 Issues Pertaining To Fair Dealing And Fair USe .........cccccooviviniiieiiie i, 33

http://etd.uwc.ac.za/



2.3.3.2 Competition Law Related ISSUES .........ccciveiiiieiiieie e 37

2.3.3.3 The Doctring Of FIrst SAIE .........cceiiiiiiiiiiceeeee e 39
2.4 CONCLUSION ..ot nnne s 41
CHAPTER THREE ...t 43
3L INTRODUGCTION. ...ttt ettt et e st et e e naeeeneesnneas 43
3.2 THE USA AND THE DMUC Aottt 43
3.2.1 Section 1201(a)- Circumvention of Access Control TPMS. .........cccccevviiiiiiiciiieecnnn, 44
3.2.3 Section 1201(C) — The EXCEPLIONS .....ocveiviiiiriieiieiieieie et 45
3.3 CASE LAW RELATING TO THE DMCA ...t 47
3.3.1 Universal Studios INC V REIMEITES..........coiiiiiiiiieie e 48
3.3.2 Universal Studios v Corley..........c.cc......... NS 49
3.3.3 Sony Computer Entertai o 1<) TR 50
3.3.4 Lexmark International In .' L X SINC .o, 50
3.3.5 Chamberlain Group Inc v $kylink Te hno OV A 51
3.4 THE INFORMATION SC TY-DIRECTI TR 52
3.4.1 Article 6(1) And Its Impfmnfagicﬂ RSITY: 1 53
3.4.1.1 — Circumvention For Gamputen Programs {_itl B s 54
3.4.2 Article 6(2) - Circumvention DEVICES ........cccueiiiiieiiieie e, 56
3.4.2.1 — Circumvention Devices In The UK ..., 57
3.4.3 Article 6(3) - INTErPretations. .........ccooieiiiiiieieeeee e 57
3.4.4 Article 6(4) — The EXCEPLIONS......coviiiiiiiiieeieeee e 58
3.4.4.1 Private Copying IN The UK ..o 60
3.5 Criticisms Of The Information Society DIreCtiVe ..........c.ccocviviiiiieieni e, 61
3.6 CONCLUSION ..ottt sttt et e et e ante e sneeenbeennee s 62
CHAPTER FOUR. ...ttt ettt ettt e nn e e 64
4.1 INTRODUCTION. ...ttt sttt 64
4.2 ELECTRONIC COMMUNICATIONS AND TRANSACTIONS ACT (ECTA)......65

http://etd.uwc.ac.za/



4.2.1 SECtiON 86 OF ECTA .. .ot 66

4.2.2 Criticism Of The Section 86 APProach ..........cccccoeiiiiiiii i 67
4.2.2.1 The Effect Of Section 86 On End-User RightS..........cccoveiiiiiiicii e, 68
4.2.2.2 Potentially Criminalising ENd-USAQE..........cccveiueiieiicieieese e 69
4.2.2.3 1s There A SUFFICIENT LINK?......ooiiiiie e 70
4.3 THE DRAFT COPYRIGHT AMENDMENT BILL .....ooooiiiiiiiiiieeeeeee e 71
4.3.1 Definitions In Terms Of SECHION 1 .......cccooiiiiiiiiii e, 71
A.3.2 FAIT USE ...ttt bbbttt bbbt 73
4.3.3 TPMs Under The Copyright Amendment Bill..............ccoooiiiiiiiiece, 75
4.3.3.1 Section 280 ANd SECLION 28P.........coiiiiiiieieiees e 75

4.4.1 The Copyright Act And ﬂ.ﬁm A __“ ..............................................
4.4.2 Section 25 Of The Constit | 81
4.5 CONCLUSION ................ e — : : by s 81
CHAPTER FIVE ...................] U"N'I'V'E'R'S'I'F'F"‘fr“..r}f"'l‘.fr'{' ........................................... 83
5.1 INTRODUCTION...occo.. IW-E S T ERN--GAP B reeeeemmmsssssssssssssensees 83
5.2 CONCLUSIONS ...ttt sttt e nte e sneeabeennee s 83
5.3 RECOMMENDATIONS. ...ttt ettt sbeennee s 86
5.3.1 Fair Use And Fair DEAIING .......ccueiiiiiiieiiieeeeee e 86
5.3.2 Redraft Certain DRM Provisions Within The New Bill...........cccccooooiiniiiiieen, 86
5.3.3 The Implementation Of A Triennial Rule Making Process..........cccocevvevvninivneennen, 87
5.3.4 The Implementation Of A Rights Exhaustion DOCEriNe...........cccoceveniiienenicieienen, 87
5.4 FINAL CONCLUSION .. .oiiiiieiieitesee ettt st e ae e sneeanbeennee s 88
BIBLIOGRAPHY ..ottt ettt b e 89
9

http://etd.uwc.ac.za/



CHAPTER ONE

1.1 INTRODUCTION

It is justifiable for the holder of copyright to be entitled to its protection and to be granted the
exclusive right to profit from their innovation, and this is the basis for the development of laws
promoting intellectual property rights. Accordingly, the principle of allowing for copyright

protection is more than justifiable.

Modern copyright is traditionally defined as the right that a creator has in their literary or artistic
works.! These types of works include computer programmes, films, books and music. Modern
copyright protection finds its origins in the Berne Convention of 1886 which provided authors

with a standardised means to control how their works are used, by whom they are used and on

protection.

Protection of Copyright law uncl erne|
principles.® The first principléﬁs—that—of—rratronal—treatrnent,—'which states that any works
originating in one of the contra&ijhﬁélﬁtﬁeﬁﬁhgtrfegﬁﬁ}déd the same protection in each of
the other contracting countries '&s’ theYattef provides(to, itsiown citizens works.* The second

principle is automatic protection, which describes that once the formalities of copyright have
been complied with, protection should be given automatically.® Finally, the principle of
independence of protection states that the enjoyment and exercise of the rights granted in terms

of copyright is independent of the existence of protection in the country of origin of the work.5

It is common cause that, in the modern information era, instances of copyright infringement

have increased exponentially. Whereas it was possible to copy material such as films, audio

! World Intellectual Property Organisation ‘What is Copyright?’ available at http://www.wipo.int/copyright/en/
(accessed 27 June 2016).

2 World Intellectual Property Organisation ‘The Berne Convention for the Protection of Literary and Artistic
works’ available at http://www.wipo.int/treaties/en/ip/berne/ (accessed 27 June 2016).

3 World Intellectual Property Organisation ‘The Berne Convention for the Protection of Literary and Artistic
works’ available at http://www.wipo.int/treaties/en/ip/berne/ (accessed 27 June 2016).

4 Dean O & Dyer A (2014) ‘Introduction to Intellectual Property Law’ 6.

5 World Intellectual Property Organisation ‘WIPO Intellectual Property Handbook: Policy, Law and Use’ 2004
available at http://www.wipo.int/about-ip/en/iprm/ 262.

& World Intellectual Property Organisation (2004) 262.
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and books through analogue means, the advent of the internet has created a plethora of new
means of accessing and distributing copyrighted content. It is also uncontroversial to submit
that the law is often slow to catch up and provide proper remedies. In a response to this,
copyright holders have sought, over the years, to develop private means of copyright protection
and enforcement, commonly referred to as technical protection measures (commonly
abbreviated as TPMs). In turn, the World Intellectual Property Organisation drafted the 1996
WIPO Copyright Treaty (WCT hereafter),” which gives recognition to these measures.

Digital Rights Management technology (commonly abbreviated as DRM) is a modern iteration
of a technical protection measure. It is a form of digital copyright protection which is normally
unilaterally imposed on media such as films and software by publishers in order to control the
use of content after its sale. The primary justification for this is to serve as an additional means
of protecting against the threat that piracy poses to businesses. However, DRM in itself is

controversial, and has garnered much criticism from society and jurists. From a consumer point

It is submitted that the status ofﬁM‘m‘SoU‘fhﬂfnca‘rS‘not‘a‘settled point of law. Whereas
we are a signatory to the WCT, itha8 Hotbéedatifiell. Mnitiallya draft Copyright Amendment
Bill*® was introduced in July 2015 dndssaughtfto Give €ffécttoithis treaty, among other things.
The bill was heavily criticised, and on 17 May 2017 a new Copyright Amendment Bill** was

tabled in parliament. Both these draft bills made significant changes to the old position

" The text of the treaty is available at http://www.wipo.int/treaties/en/ip/wct/ (Last accessed 17 May 2017).

8 In general, see Scharf, N ‘Digital Rights Management and Fair Use’ (2010) 1 European Journal of Law and
Technology 1; Visser ‘Technological Protection Measures: South Africa Goes Overboard. Overbroad.” 2006
The Southern African Journal Of Information And Communication 54; Loock C & Grobler B ‘The dilemma of
intellectual property rights in educational cyberspace’ (2006) 10 Education as Change 171; Gloglo LL ‘Finding
The Law: The Case of Copyright and Related Rights Enforcement In The Digital Era’ 2013 W.I.P.0.J. 220;
Griffin J *An historical solution to the legal challenges posed by peer-to-peer file sharing and digital rights
management technology’ (2010) 15 Communications Law 78; Zingales N ‘Digital Copyright, “Fair Access”
And The Problem of DRM Misuse’ 2012 BCIPTF 1; Matin A ‘Digital Rights Management (DRM) In Online
Music Stores: DRM-Encumbered Music Downloads' Inevitable Demise as a Result of the Negative Effects of
Heavy-Handed Copyright Law’ (2008) 28 LYLAELR 265. These articles generally speak to the history, basis for
proliferation and criticism of DRM technology, which will be discussed throughout this thesis.

9 See the list of signatories at http://www.wipo.int/treaties/en/ShowResults.jsp?lang=en&treaty id=16 (Last
accessed 17 May 2017).

10 Government Gazette No 39028 of 27 July 2015.

11 B13-2017. The text of the Bill is available
athttps://www.parliament.gov.za/storage/app/media/Docs/bill/ffd3aa9e-77f2-4903-b496-13fa282056¢f.pdf (last
accessed 24 May 2017)

http://etd.uwc.ac.za/
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regarding TPMs, with the second draft addressing much of the criticism found in the first
iteration. This mini-thesis seeks to assess the status of TPMs in South Africa, with a specific
focus on that of DRM technology, and to critically analyse whether the new proposed
amendments will adequately address the current lacuna in our law. It should be noted that
analysis of both drafts of the amendment bill will be done in order to show how criticism from
civil society and academia has seemingly changed some of the legislature’s views on issues

relating to TPMs.

The purpose of this chapter is to serve as point of departure and to provide a roadmap for the
analysis provided in this mini-thesis. In doing so, a brief overview of South African Copyright
Law will be given, along with an overview of the development of TPMs and DRM in particular.
The proposed changes to South African Copyright Law, along with a general introduction to

the most pertinent issues, will be briefly discussed, which will then be expanded upon in

._-——m

I8 NIN NIN BIN NIN NI
T L A 1+

subsequent chapters.

1.2 COPYRIGHT: THE CURRENT SOUTH AFRICA OSITION

Under South African Law an aullr isienti tUd t0 cop iqu orotection if he or she complies

v |

with the following requirement§:
UNIVERSITY of the

e The work falls into oni‘_ﬁ)jﬁ]%calte%?rﬁs%igi@fli{pipigtection under s2(1) of the
Copyright Act 98 of 1978;?

e The work has been expressed into a material form under s2(2);** and

e The work is considered to be original.**

e The author of the copyright must be either a citizen or domiciled or resident in the
Republic or if a juristic person that has been incorporated under the laws of the
Republic®®

Once all these requirements have been met, an author will be eligible for copyright protection.

12 Copyright Act 98 of 1978, s2(1).

13 Copyright Act 98 of 1978, s2(2).

14 Haupt t/a Softcopy v Brewers Marketing Intelligence (Pty) Ltd. and Others [2006] ZASCA 40 35. See also s2(1)
of Copyright Act 98 of 1978 in which it is stated that if the work falls into one of the categories in this section and
is original, the work will be worthy of copyright protection.

15 Copyright Act 98 of 1978, s(3)(1).

http://etd.uwc.ac.za/
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1.2.1 Requirements For Copyright Protection

For a work to be protected by copyright it must fall within one of nine categories listed in s2(1)
of the Copyright Act, including literary works'®, musical works!’, cinematographic films'® and
computer programmes.*® These categories are particularly relevant as they tend to be the ones
that are commonly infringed on the internet. Section 1 of the Copyright Act provides for the
definitions of the works in question. In accordance with these definitions, there are certain
qualities that the works must have in order to fall into this category of works. For example, s1

states that a computer programme is defined to mean:

‘a set of instructions fixed or stored in any manner and which, when used directly or

indirectly in a computer, directs its operation to bring about a result; %

If it is found that the particular work fits the required definition, it will therefore fall into the

appropriate category. It is important to note here that computer programmes are protected under

protection.

Under s2(2) of the Copyright %ﬁwﬁeu%ee—expfesseﬂ in some material manner or
form for it to benefit from copyrighPprotectior.?3 i i§ evident hot only from s2(2) but also from

the very nature of a copyright that awork canjonty be fogigally protected if the said work has

been reduced to a material form capable of being copied. Related to this is the notion that
copyright protects the expression of an idea rather than the idea behind a work itself, a principle

discussed at length and confirmed in the case of Galago Publishers (Pty) Ltd v Erasmus.?®

16 Copyright Act 98 of 1978, s2(1)(a).

17 Copyright Act 98 of 1978, s2(1)(b).

18 Copyright Act 98 of 1978, s2(1)(d).

19 Copyright Act 98 of 1978, s2(1)(i).

20 Copyright Act 98 of 1978, s(1) Computer Programme.

2 Pistorius, T ‘Copyright Law and IT” in Van der Merwe D (2016) Information and Communications Technology
Law 271.

22 Section 2(2) of the Copyright Act states that: ‘A work, except a broadcast or programme-carrying signal, shall
not be eligible for copyright unless the work has been written down, recorded, represented in digital data or signals
or otherwise reduced to a material form.’

231989 (1) SA 276 (A).

http://etd.uwc.ac.za/
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Arguably the most important requirement for copyright to vest in a work is that it must be
original. Originality is not defined in the Copyright Act,?* but in South Africa it is generally
accepted that for a work to be considered original it must have come about as a result of the
‘sweat of the brow’ of the author.?® Essentially, this means that the work must not have been
copied from prior works but rather the work has come about as a result of the author’s own
skill and effort.?® This standard has been criticised as being quite low and out of step with the
standard used in other countries.?” In addition to the so-called ‘sweat of the brow” test, the case
of Haupt t/a Softcopy v Brewers Marketing Intelligence (Pty) Ltd. and Others,?® stated that a
work will be original if the work has not been copied from an existing source and if the work’s

production required a substantial degree of skill, judgment and labour.?®

1.2.2 Copyright Infringement

infringement is dealt with in terma b 3 e

) ot i opyr o
African Weather Services*? de$ vpri : i
performance of an act in which.gn ' the-autho right to do s0.3® An example
of this would be the reproductiop_]q&alcanLRﬁp[ogTaanf the
Secondary infringement is covered Ey‘iéﬁ(i‘_)ﬂh‘l’g tyﬁe of 'ﬁfh'ngement typically arises when

any person who is not the copyright owner sells, lets or by way of trade offers or exposes for

sale or hire any article or distributes any article for the purposes of trade or any other purpose.®

These goods are commonly known as infringing copies and are usually either derivative works

24 Klep Valves (Pty) Ltd v Saunders Valve Co Ltd [1987] 4 All SA 147 (AD) at 27.

% Dean & Dyer (2014) 16.

% Dean & Dyer (2014) 16.

27 Klopper H The Law of Intellectual Property in South Africa (2011) 164.

28 [2006] ZASCA 40.

2% Haupt t/a Softcopy v Brewers Marketing Intelligence (Pty) Ltd. and Others [2006] ZASCA 40 at para 35.

30 Klopper (2011) 199.

31 Copyright Act 98 of 1978, s23(1).

522009 (3) SA 13 (SCA).

3 King v South African Weather Services 2009 (3) SA 13 (SCA) at para 10.

34 King v South African Weather Services 2009 (3) SA 13 (SCA) at para 10.

% Groenewald L ‘Legal Analysis Of Fair Dealing Relating To Music Works In The Digital Environment’
(Unpublished LLM Thesis University of South Africa, 2011) 16. See also Dean O ‘Copyright v Grey Goods in
South Africa, Australia and Singapore’ (1994) 111 SALJ 746 747.

http://etd.uwc.ac.za/
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or reproductions of works.*® An important difference between primary and secondary
infringement is that guilty knowledge is a requirement for secondary infringement and not for
primary infringement.3” It should be noted that certain acts of copyright infringement may
attract criminal liability for the infringer.3® For example, if the infringer is in possession of a
particular item that is knowingly going to be used for the manufacturing of infringing copies;

this will constitute a criminal offence under s27 of the Copyright Act.%

Notwithstanding the above, it is common cause that there are instances where the making of a
copy, even when the work is copyrighted, is justifiable or necessary. Accordingly, exceptions
to copyright infringement can be found in ss12 to 19B of the Copyright Act. These are known
as fair dealing exceptions and they essentially allow for limited copying, performance, display
and distribution of copyrighted works for certain educational and personal research uses.*® For
example, according to s19B, the copyright of an author of a work that falls into the category of
computer programmes will not be infringed by a person who is in the lawful possession of that

computer programme or an authorized-copy-the that-person makes copies to the extent

necessary for back up.*

Most jurisdictions, including th
(USA), have incorporated the Be

that these principles are at timeslimﬁ&ﬁérfe&Mﬂér‘&ht%éﬁmérs. For instance, in relation to
computer programmes, the EU fdllaws;a Siriler fair dealing’approach to South Africa®? but in
the case of the USA, the doctrine of fair use is followed. While fair dealing and fair use appears
to be similar in the sense that they provide exceptions to copyright infringement, their practical

implementations are vastly different.*®

% Dean (1994) 747.

37 Klopper (2011) 205.

3 Klopper (2011) 209.

39 Klopper (2011) 209-210. See also s27 of the Copyright Act for other instances in which copyright infringement
may attract criminal liability and the remedies available for these offences.

4 Armstrong C and Ford H ‘Africa and the Digital Information Commons: An Overview’ 2006 The Southern
African Journal of Information and Communication 4 11.

41 Copyright Act 98 of 1978, s19B(2)(a). For more information relating to copyright exceptions of computer
programmes see the rest of s19B.

42 See Directive 2009/24/EC on the legal protection of computer programs (hereafter ‘the Software directive’).

43 See Schonwetter T ‘The ‘Fair Use’ Doctrine and the Implications of Digitising for the Doctrine from a South
African Perspective’ The Southern African Journal of Information and Communication 2006 32 34. The
distinction will be discussed at a later stage.

http://etd.uwc.ac.za/
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The landscape regarding copyright protection has changed dramatically in light of the veritable
explosion of piracy in the internet era. Digital means make it easier to copy a book that was
bought by one person and then share it instantaneously with the rest of the world. This has
diluted an author’s ability to control their own copyright. A classic example of how the digital
era has affected copyright is the case of Sony Corp. v Universal City Studios,** commonly

known as the Sony Betamax Case.

1.3 THE SONY BETAMAX CASE

The case came about as a result of Sony’s Betamax Machine, a home video recorder capable
of recording broadcasted TV shows and replaying them at a later stage.*® The respondents in
the case alleged that this machine allowed individuals to infringe their copyrights in the

programs that were recorded and furthermore_sought to hold Sony Corporation liable for

T T ETH NTE NTNRT
In the District Court, the court hat

ik

realms of fair use.*’ It should be n

contributory copyright infringement:#

1
ati !g to !1‘ transfer of Betamax tapes from
person to person, the use of horﬁle-recorded tapes for public perff)rmance, or the copying of TV
programs transmitted on pay or L Jek\l@l&?}ktgm‘%\;\féryﬁbt raised.*® Moreover, the court
found that even where there wé&ralfe‘édﬂdiﬁg%f% dntire [:Béyrighted work, this would still

amount to fair use as there was no reduction in the market of the respondents.*® Furthermore,

ercial home use of recording

material would not amount to th s it was deemed to fall into the

the court was of the view that since the material was broadcasted free to the public at large,
there could not be a finding of contributory infringement.>® The Court of Appeal reversed the
District Court’s decision on the basis that the recording of copyrighted programs did not

amount to fair use as it was not a productive use of the works in question.® Similarly, the Court

4464 U.S. 417 (1984).

4 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 422.

46 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 420.

47 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 425.

48 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 425.

49 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 425-426.
%0 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 425-427.
51 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 427.

http://etd.uwc.ac.za/
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of Appeals stated that the Betamax machine was used solely for the recording of copyrighted

works and was therefore incapable of any non-infringing, non-commercial use.>

In the Supreme Court the majority found that Sony was not liable for contributory infringement.
The main question that the court had to grapple with was whether the Betamax was capable of
non-infringing use.>® The Supreme Court identified that Betamax could be used for authorized
time-shifting and unauthorized time shifting. Time-shifting is essentially recording material on

a medium to view at a later instance.

Authorised Time-shifting would relate to the situation whereby copyrighted material is
recorded for non-infringing use, for example, recording a children’s TV show for later
viewing.>* Unauthorised Time-shifting would be the instance whereby copyrighted material is
recorded onto a medium for the purposes of deriving some form of commercial benefit.>® It
was held that the former instance would amount to fair use whereas the latter would amount to
infringement of copyright.>® The Suprem herefore agreed with the findings of the
District Court on the fact that the=Betamax-was-capable-6f=ndn-infringing use in so far as it

relates to the recording of progr

ne ofjteasoning applied in the Court of

The minority judgment in this case follawed the same

Appeal case as it found that ev ; N able of non-infringing use, it

was still used to infringe the cop[yngm QJtPelitggT)T \lHere }he minority court identified two
potential uses of the Betamax, namely tlme shlftmg and I|brary keeping.*® Library keeping
refers to the situation whereby the users ofithe Betamax recoErd their favourite shows for the
purpose of building a library of viewable materials.®® The minority concluded that time-shifting
did not amount to fair use as it could be shown that time-shifting could have a substantial effect
on the potential market for the copyrighted works of the studios.®* Accordingly, the minority
held that Sony provided a means to perpetuate copyright infringement, had full knowledge of

this infringement, and as such they were deemed to be liable for contributory infringement.®2

52 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 427-428
%3 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 442.
y Corp ty
54 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 443-447.
%5 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 447.
%6 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 449.
57 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 456.
%8 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 499.
%9 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 458.
80 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 458-459.
81 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 485-486.
52 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 499.
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Notably, Judge Blackmun, writing for the minority, made an important consideration when

dealing with the question of contributory infringement, stating that:

‘Remedies may well be available that would not interfere with authorized time-shifting at
all. The Court of Appeals mentioned the possibility of a royalty payment that would allow
VTR sales and time-shifting to continue unabated, and the parties may be able to devise other
narrowly tailored remedies. Sony may be able, for example, to build a VTR that enables
broadcasters to scramble the signal of individual programs and "jam" the unauthorized
recording of them. Even were an appropriate remedy not available at this time, the Court
should not misconstrue copyright holders' rights in a manner that prevents enforcement of
them when, through development of better techniques, an appropriate remedy becomes

available.”®

In essence, the Sony Betamax case highlighted the potential problems that Copyright Law has
in adapting to technological developments. The system proposed by Blackmun was essentially

Fobosedwas-never-implemente

I8 NIN NN BIN WIN NV
T L A i T

1.4 WHAT ARE TECHNICA

A TPM is best described as method lised byl copyfightigwiiers to protect their copyrighted
material.®> Essentially, TPMs ‘arefan; attempt to engagepin: private copyright protection.
Traditionally, two subsets can be identified, namely those related to access control, and those
related to copy control.%® Access control TPMs are measures that authors employ in order to

control access to their works.®” Examples of this include password control systems, payment

8 Sony Corp. v Universal City Studios 464 U.S. 417 (1984) at 494

84 Scharf (2010) 2.

8 Von Lohmann F ‘Measuring The Digital Millennium Copyright Act Against The Darknet: Implications For
The Regulation Of Technological Protection Measures’ (2004) 24 Loy. L.A. Ent. L. Rev. 635 638.

8 Australian House of Representative Committees (2006) “Overview: Technological Protection Measures,
Copyright in Australia, the Australia-United States Free Trade Agreement, Regulation in the United States, and
Region Coding” available at
http://www.aph.gov.au/parliamentary business/committees/house of representatives_committees?url=/laca/pr
otection/chapter2.htm (accessed on 13 February 2017) 8.

67 Kerr I, Maurushat A, and Tacit C ‘Technical Protection Measures: Tilting At Copyright’s Windmill’ (2003) 34
Ottawa Law Review 7 16.
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systems and encryption measures applied to DVDs whereby only certain DVD players would

be able to access the content.®®

Copy Control TPMs are mechanisms used which prevent the copying of copyrighted material.®®
These types of mechanisms are mostly found in the form of software and include software
locks that prevent you from copying from a device like the ones usually found on a pdf
document and software that prevents the unauthorised copying of a film or game.”® The critical
difference between the two types of TPMs lies in the fact that an access control TPM will block
access to the work entirely, whereas a copy control TPM will only operate when the user
attempts to make copies of the work.” These methods may be used by authors to protect their
works. However, as these measures were forms of private enforcement, it was initially possible

to circumvent these mechanisms, and such practices did not necessarily carry a penalty.

Given the above, a need arose to provide some degree of protection for the circumvention of

eet authors of copyrighted works
as a result of these rapid -W@m FF_, pertinently, the WCT required
| |l protection and legal remedies

authors to protect their works.”

The treaty provided the nece§sary—regal—batkmg—mat—was—ratklng from private copyright
enforcement prior to its inceptidnl [N LV ERSTTY of the

WESTERN CAPE

1.5 DRM TECHNOLOGY

Before the digitisation of works, a user could only obtain access of a copyright through the
physical possession of the work.” Access to works has since become easier. A person can
purchase an e-book online or even unlawfully download a ‘free’ copy of the book from any

website that offered it for download. This naturally causes massive problems for the rights of

8 National Copyright Unit ‘Technological Protection Measures and the Copyright Amendment Act 2006° 2006
available at http://www.smartcopying.edu.au/copyright-guidelines/hot-topics/technological-protection-measures
(accessed on 13 February 2017).

89 Kerr, Maurushat & Tacit (2003) 19.

0 National Copyright Unit Smart Copying Website (2006).

"L Australian House of Representatives Committees (2006) 8.

2WIPQO Copyright Treaty, Article 11.

3 Conroy M ‘Access to Works Protected by Copyright: Right or Privilege?’ (2006) 18 SA Merc LJ 345 345.

http://etd.uwc.ac.za/

19


http://www.smartcopying.edu.au/copyright-guidelines/hot-topics/technological-protection-measures

authors who want to control access to their works.”* In relation to protecting software and other
forms of copyright that are vulnerable to being copied through digital means, various digital
methods are used. This subset of TPMs is commonly referred to as Digital Rights Management
(DRM) technology. DRM technology was created to solve the problem of controlling who can

access works, including, at times, controlling how they may do so.”™

While DRMs are seen by some as a victory for private copyright protection, there are others
who feel that it creates an unnecessary boundary to knowledge and the free flow of
information.” A further criticism levelled against DRMs is that they tend to be excessive due
to fact that they may prevent a user from accessing a particular work that they may have
legitimate rights to.”” For example, look no further than when Amazon unilaterally removed
copies of George Orwell’s ‘1984° from various Kindle e-readers. Amazon could do this
because it had installed DRMs on the Kindle e-readers which allowed them to privately enforce

their user agreements and licences.”®

Giving authors the exclusive rightte€ont : Hel
e Il.lll".ll.“.ll
new, and it is justifiable that the :@mmmmqu- works in the sense that they

Particular work is not something
may licence or sell their work to |z S in when the type of protection

employed is excessive, frustrating)a use and access, as well as their

2 il
property rights when they attenfpt‘to*reseﬂ‘a‘product‘“—'?hesﬂypes of measures have the effect
of blocking both the applicationlof faif (e ahd Fair Jeélllﬂ(j éxtéptions that are provided for.&°

WESTERN CA f! : :
Samuelson and Schultz argue that DRMs can have a ch|II|ng effect by enforcing and enhancing

anti-competitive conduct within a particular market place.®! As such, an undue use of DRM
technology could not only raise issues in relation to intellectual property law, but also that of
Competition Law. This type of conduct was criticised in the cases of Chamberlain Group Inc
v Skylink Technology® and Lexmark International Inc v Static Control Components Inc?®

4 Conroy (2006) 346.

75 Visser (2006) 55.

6 Armstrong & Ford (2006) 7.

7 Schonwetter (2006) 46.

8 Koornhof P ‘The Pitfalls Of Enforcing Copyright In The Digital Age’ 2015 available at
http://theconversation.com/the-pitfalls-of-enforcing-copyright-protection-in-the-digital-age-48848 (accessed 4
July 2016).

8 Scharf (2010) 2.

80 Scharf (2010) 3.

81 Samuelson P and Schultz J ‘Should Copyright Owners Have to Give Notice of Their Use of Technical Protection
Measures’ (2007) 6 J. on Telecomm. & High Tech. L. 43 53

82381 F.3d 1178 (Fed. Cir. 2004).

83387 F.3d 522 (6th Cir. 2004).

http://etd.uwc.ac.za/

20


http://theconversation.com/the-pitfalls-of-enforcing-copyright-protection-in-the-digital-age-48848

whereby in both instances the court found that DRMs were being perpetuated for anti-

competitive reasons. These cases will be further discussed in later chapters.

In relation to the above, it should be noted that problems have at times arisen due to the apparent
conflict between Intellectual Property Law and Competition Law.8* On the of the reasons for
this apparent conflict lies in fact that Intellectual Property Law offers the holder the exclusive
right to exploit such right in any manner or form, thus creating a type of monopoly over the
right.®® The effect of this monopoly generally has the effect of market exclusion.® This type of
exclusion could lead to unfair competition within the market and Competition Law generally
tries to maintain fair competition within the market.®” This has led to limits being placed on the

exercise of exclusive rights by competition authorities.®

As noted, while they are a signatory of the WCT, South Africa does not currently have any

laws directly recognising or regulating TPMs or DRMs. The initial draft of the proposed

Fhothit oposed-te
T o n -1 811 m i
in South African Copyright Law.?2-The new ‘

subtle changes were made to the
doctrine of fair use would then|a ithe C off copyrighted works without the
permission of the author in ceﬁam‘mrcumstarrces*"“ﬁven“ﬂmugh these provisions will allow
South Africa to comply with itslobligdtions. Jndarhe WeT fitis submitted that the provisions
of the initial Bill would have causell seribus prolilems. However, the fact that a new draft bill

was introduced recently does not make these observations irrelevant. These aspects will be

properly analysed in later sections of this contribution as well as how these aspects were

changed in the new draft of the bill.

8 Anderman S(ed) ‘The Interface Between Intellectual Property Rights and Competition Policy’ 3 Ed (2009) 1.
8 Anderman (2009) 1.

8 Hovenkamp H ‘Response: markets in IP and antitrust’ 2011 Geo LJ 2133 2139.

87 Anderman (2009) 1.

8 Anderman (2009) 1.

8 Copyright Amendment Bill 2017, s12(1)(a).

% Schonwetter (2006) 33.
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1.6 SIGNIFICANCE OF THE PROPOSED RESEARCH

As noted, fair use is sought to be incorporated in South African Law through the proposed
Copyright Amendment Bill. In the first draft, fair use was sought to be incorporated in terms
of s12A, but under the recent revised draft of the bill fair use is now dealt with in s12(1)(a).
These provisions will introduce new circumstances in which works may be used which will

not cause the copyright therein to be infringed.

While the fair dealing exceptions have been retained under the Copyright Act, the introduction
of fair use extends the situations in which others can use copyrighted works and not be subject
to unnecessary fears that they may be punished for copyright infringement. It is submitted that
this is one of the positive aspects of both the initial and the new draft of the Copyright
Amendment Bill. In the initial draft, the treatment of TPMs was quite problematic. Section 28P

of the initial draft contained specific exceptions to the circumvention of TPMs as well as the

manufacturing of devices which are primati i to circumvent them, but only exempted
conduct amounting to fair deal : , amended and fair use is now

included under the list of permittegs i »aspects, along with others, will

be expanded on in Chapter Four. \

The initial draft of the bill made cesto-DRMS A _under different headings. The

way in which it sought to mtrodfq?{r TMSF%QWVP was ‘m%t! with quite a substantial amount
of criticism. Under the initial dre{t ?"L;S?BQ ﬁa% iti éj g‘chir, an any person to circumvent a
‘ b | ‘ o b )

TPM.% Further, s23(6) created new offences which made the penalty for circumventing a TPM
or DRM more excessive than traditional secondary copyright infringement. While much of this
has changed under the new draft, TPMs are still dealt with in a problematic manner at times.
For example, s27(7) makes it an offence for any person to circumvent a TPM.% This section is
similar to s86 of the Electronic Communications and Transactions Act 25 of 2002 (ECTA).
Under s86(3) for example, any person that creates a device in which its purpose is to overcome
security measures will be guilty of an offence.%® Additionally under s86(4) any person who
uses the device mentioned to overcome security measures in s86(3) will also be guilty of an

offence.®* Commentators believe that incurring criminal liability at first resort is not the right

% Copyright Amendment Bill 2015, s280(4).

92 Copyright Amendment Bill 2017, s27(7)(c).

9 Electronic Communications and Transactions Act 25 of 2002, s86(3).
% Electronic Communications and Transactions Act 25 of 2002, s86(4).
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solution.®® The reason for this is that anti-circumvention measures can at times create undue

burdens on the doctrine of fair use.*®

Given that the implementation of DRMs may have certain anti-competitive effects, it is
submitted that these issues may also arise in the South African context. Therefore, how these

issues have been resolved in other jurisdictions will become important to highlight and explore.

1.7 AIM OF THE STUDY

The purpose of this research is to assess the current status of DRMs in South African Law. In
doing so, the positions in the EU and the USA will be analysed as they have enacted the WCT
long before South Africa through the EU Information Society Directive of 2001 and the Digital
Millennium Copyright Act of 1998 (DMCA) respectively. This research will highlight the
criticisms levelled against DRMs, in e-;_._-'...; alia how they clash with established
principles in both copyright a W DRMs can be used in the
enforcement of anti-competitive practicessA-criticabliscussio
DRMs in South Africa will be d

affected these.

of the laws currently related to
ent of how both drafts of the bill

LACUCEeSTACIHITICA [SC 31O

v |

UNIVERSITY of the

1.8 RESEARCH METHoDol 06y ' E RN CAPE

This thesis will adopt a desktop research methodology which will comprise of analysing
primary sources such as case law and legislation. Additionally, this research will also adopt a
comparative analysis of foreign law as well as relevant international law. Secondary sources

comprising of journal articles, books and the internet sources will also be used.

% The Anton Mostert Chair of Intellectual Property ‘Commentary on the Copyright Amendment Bill’ 2015
available at http://blogs.sun.ac.za/iplaw/files/2015/08/CIP-Formal-Comments-Copyright-Amendment-Bill-2015-
Onlinel.pdf (accessed 27 June 2016) at 51.

% Commentary on the Copyright Amendment Bill at 51.
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1.9 CONCLUSION

The impact that the internet has had on Copyright is undeniable. The problems that have arisen
can only be attributed to the fact that the law has not been able to adapt well to the fast paced
development of technology and now Copyright finds itself in danger of becoming an
inappropriate way of protecting works in multimedia form. The issue is not one that is special
to South Africa in that jurisdictions like the USA and the EU faces similar if not tougher
problems that South Africa in that while their legislation is far more developed, issues relating

to Competition Law and the doctrines of fair use and fair dealing continually arise.

In order to fully understand these challenges that arise, the international instruments relating to
DRMs need to be analysed and contextualised in light of the legislations that have given rise

to these issues.

Chapter Two of this thesis will deal with the proliferation of DRMs, including arguments for

its use, and criticisms against it 1 ill take a look at international
instruments that relate to DRMs I efal more spe€ifically the WCT. Chapter Three will
be a comparative analysis lookin ; [ P  in relation to the DMCA and in

the EU in relation to the Information $aciety| Directivie, including brief examples of how the

Directive has been implemente Ehapter Four looks at the position

of DRMs in South African Lawlcyﬁelitv%s mel_lr isrlelw H?e J.|?rods,ition, including approaches to
the position, has changed in the\&w?:d{;afis gff &e&ope{riq:hijplmendment Bill. In concluding,
Chapter Five will summarise and include recémmendatfdns regarding the future regulation and

application of DRMs in South African Law.

24

http://etd.uwc.ac.za/



CHAPTER TWO

2.1 INTRODUCTION

As stated in the previous chapter, TPMs are methods that authors employ in order to protect
their works against piracy and exploitation. However, these methods were generally seen as
less effective without proper legal backing.®” As such, the WCT was drafted, which has been

implemented in several jurisdictions, and which South Africa is a signatory of.

A modern iteration of TPMs is DRM technology, the concept of which was also introduced in
the first chapter. Scharf defines DRMs as:

‘technical code, backed up by legal code, for the purposes of identifying, distributing and
protecting digital content and that works by actlng as a constraint against unauthorised uses

of such content.’%

e Technical Code;

e Legal Code;

e The ability to identify,
e The ability to constrain dnatthohiséd bises.°T of the

While each of these aspects are %rlh?oﬂ aﬁ‘al%igﬁ“th&mﬂsl' péirtinent ones for purposes of this
contribution are the aspects relating to legal code and the ability to constrain unauthorised use.
Legal code relates primarily to the laws that protect DRMs from being circumvented, the
origins of which are found in the WCT through Article 11 and 12.1%° Unauthorised use is
generally self-explanatory. What is however important to note is that what authors who use
DRMs may consider to be unauthorised may in fact be authorised in terms of Copyright Law

(in relation, for instance, to either fair use or fair dealing).1%

This chapter seeks to establish and analyse the legal basis of DRMs, including the proliferation

thereof. In doing so, the provisions of the WCT will be highlighted and analysed. Additionally,

% Tian Y ‘Problems of Anti-Circumvention Rules in the DMCA & More Heterogeneous Solutions’ (2005) 15
Fordham Intell. Prop. Media & Ent. L.J. 749 751.

% Scharf (2010) 4.

9 Scharf (2010) 4.

100 Scharf (2010) 4.

101 Schonwetter (2006) 46.
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this chapter will look at how DRMs have affected the law with a particular emphasis on aspects

such as fair use and fair dealing. Criticisms and justification for DRMs will also be discussed.

2.2 THE WIPO COPYRIGHT TREATY OF 1996

As evidenced by its preamble, the conflict between Copyright Law and technology was the
clear motivation behind the drafting of the WCT.%? It is stated that contracting parties
recognise the need to implement laws which can deal with the issues that arise due to the
dynamic growth in technological innovations.*®® Furthermore, a balance needs to be struck
between protecting the rights of authors in their copyrighted works with the larger public

interest in works that foster innovation through access to such works.'%

It is important to point out that the WCT reaffirms certain principles contained in other

international instruments. For example Articles=i~te.3 reaffirms the principle that copyright
protects the expression of ideas'a ""‘Ih""

t ideas themselves.1% 2 dditionally, in terms of Article

lI.!!lQ
(I8 NIN BIN NIN NIR NI
ll nvention.1% This in turn further

4 and 5, both computer progra --—- , . .. it ]
' ! e * C re nent on Trade Related Aspects of

Intellectual Property Rights (TIEQIPS).N’ As stated In chapter 1, the most pertinent articles of

the WCT in relation to this mhlﬁhgskm';’hhgﬁif‘ér{ci'ﬁz which will be set out and
discussed below. WESTERN CAPE

(Databases) are recognised as

literary works within the meaning c

=é-...fr::

reaffirms the principles containe

Article 11 states that:

‘Contracting Parties shall provide adequate legal protection and effective legal remedies
against the circumvention of effective technological measures that are used by authors in
connection with the exercise of their rights under this Treaty or the Berne Convention and
that restrict acts, in respect of their works, which are not authorized by the authors concerned

or permitted by law. contracting parties shall provide adequate and effective legal protection

102 WIPO Copyright Treaty, Preamble.

103 WIPO Copyright Treaty, Preamble.

104 WIPO Copyright Treaty, Preamble. It is stated that rights of the larger public relate to access to information,
education and research.

105 WIPO Copyright Treaty, Article 2. See also Article 1 and 3.

106 WIPO Copyright Treaty, Article 4 and 5.

07 TRIPS, Atrticle 10.
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against the circumvention of technical protection measures that authors use in the protection

of their works. 1%

In essence, Article 11 provides for a minimum framework for the protection of TPMs and
DRMs. Article 18 of the WIPO Performances and Phonograms Treaty also contains identical
language to that of Article 11.1°° Commentators of Article 11 have stated that Article 11 does
not provide for a new fundamental right for holders of copyright.1* Instead it is stated that
Avrticle 11 was enacted in order to provide authors with a framework enabling them to manage
and enforce their rights in terms of their works.*'! This means that authors cannot claim that
they have a right to attach TPMs to their works in order to protect them, nor could they could
to have a right to control all forms of access to their works!!? as this was not the intention
behind Article 11.

Article 12 states:

‘(1) Contracting Parties shall provide. adequatezandeffective legal remedies against any

person knowmgly performmg .mvrn!ur.imlmmigu!-mulmmwm. or with respect to civil

(18 NIN NI
remedies having reasonable grogngdsite-k

€; enable, facilitate or conceal

an infringement of any right cove | e Convention:

(i) to remove or alter any electrenic-rights-m agement-information without authority;

(i) to distribute, import for distribution; E;Rdéﬁit']ir"pbmfhmi@ate to the public, without
authority, works or copies of Vﬁrkf lqgim'nrig t‘@t{lec‘ion c ilg?,ts management information
has been removed or altered without authority.’ '

Acrticle 12 authorises member states to provide adequate remedies for copyright holders to use
against persons for the removal or modification of DRMs.** The phrase ‘rights management

information’ is also used, which refers to:

‘...information which identifies the work, the author of the work, the owner of any right in

the work, or information about the terms and conditions of use of the work, and any numbers

108 WIPQ Copyright Treaty, Article 11.

109 Tian (2005) 754.

110 Reinbothe J & von Lewinski S The WIPO Treaties on Copyright: A Commentary on the WCT, the WPPT, and
the BTAP 2ed (2015) 171.

111 Reinbothe & Von Lewinski (2015) 171.

112 Nicholson D ‘Digital Rights Management and Access to Information: a developing country’s perspective’
(2009) 19 Library and Information Science Research Electronic Journal 1 2.

113 WIPO Copyright Treaty, Article 12(1).

114 Shienblatt J “The WIPO Copyright Treaty’ (1998) Berkeley Technology Law Journal 13 535 548
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or codes that represent such information, when any of these items of information is attached

to a copy of a work or appears in connection with the communication of a work to the
public.’*®

Rights management information is an important part of DRMs as it refers to the aspect which
allows the author to set the limits of use of their particular work. It further has the effect of
strengthening authors’ moral rights in terms of their work.*'® Commentators have stated that,
like with Article 11, Article 12 does not create necessarily new rights for authors to enforce

against third parties.’

In Article 11 and 12, the words ‘adequate’ and ‘effective’ are used as descriptive words. These
words are not defined in the context of the treaty. Devici opines that this provides legislators
sufficient flexibility in order to determine what would be considered as ‘adequate’ and
‘effective’ in implementing their own forms of protection.!!® This is further confirmed by

commentators of the WCT, whom have stated that Contracting parties were bound to give the

interpretation of these words that t i ies_deem appropriate in terms of their
national laws.!*® Visser in turn “thatra— TR IVi-can—betéffective even where it can be
circumvented.!?® Further, Visse ' _ ctive’ introduces a knowledge

requirement to acts of circumvention,|arguing that liability will not arise involuntarily or
without the necessary guilty knowledge:*2 Whi terpretation of such words are left to

signatories, the author believes_that the treaty should have given more guidance as to what
_ U %lt[i l'altz'“wlmi- Y of the o
effective and adequate means in the context. This wouldeliminate the situation whereby the

protection given for TPMs and B‘RR/IS?N(!UFG r%twf);é tgc;‘ éiﬂ'«,lgsgai'\/e.

A further observation regarding Article 11 and 12 is that there is no reference made to devices
that can circumvent TPMs. Article 11 and 12 speak to the act of circumvention rather than the
devices that are used to do so. Visser submits that the argument against the blanket prohibition
on both the technology and the act of circumvention is the fact that the technology is capable

of both infringing and non-infringing uses, as was evident in the Sony Betamax case.'?? Others

115 WIPO Copyright Treaty, Article 12(2).

116 pedley P Digital Copyright 2ed (2007) 51. Rights Management Information was also referenced in the above
definition of DRMs where one of the purposes of DRMs is identifying digital content and the owner thereof. See
Also Reinbothe & Von Lewinski (2015) 180.

117 Reinbothe & Von Lewinski (2015) 180.

118 Devici H ‘Can Hyperlinks and Digital Rights Management Secure Affordable Access to Information?” (2012)
28 Computer Law and Security Review 651 652.

119 Reinbothe & Von Lewinski (2015) 171.

120 visser (2006) 56.

121 Visser (2006) 56. See also Reinbothe & Von Lewinski (2015) 173.

122 \/isser (2006) 56-57.
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are of the opinion that there should be a blanket prohibition on both the technology and the act.
For example, Marks and Turnbull argue that if the act of circumvention is prohibited, devices
that allow for it should be prohibited too.'?® Merely prohibiting the act of circumvention is not
enough as those able to readily obtain devices will then be able to circumvent in the privacy of
their own homes.*?* This is in turn lowers the risk of being caught by a substantial margin.?
Such prohibitions, according to Marks and Turnbull, are effectively toothless, amounting to no
more than cold comfort for copyright owners. It is submitted that Visser’s view is more
appropriate when one considers aspects such as fair use and fair dealing, and a blanket
prohibition could potentially present an obstacle for the operation of these established norms

in Copyright Law.1%

The WCT provides a framework for possible exceptions through the three-step test provided
for in Article 10.12” Article 10 describes that:

‘(1) Contracting Parties may, in their_natigfia islation, provide for limitations of or
exceptions to the rights grante i -and=artistic'works under this Treaty in
certain special cases that do no rmal tion of the work and do not

unreasonably prejudice the legitimate finterests of|the author. | |

W 1
|
\
|
\

(2) Contracting Parties shall, w i Conv

of or exceptions to rights proxildc;_h tfr\mfnilf tolcelrlgln spec jal cases that do not conflict
r.!'

with a normal exploitation of the work and do not unreaéonably prejudice the legitimate

interests of the author>2 W ESTERN CAPE

tion, confine any limitations

It is important to note that provisions similar to Article 10 can be found in Article 9 of the
Berne Convention and Article 13 of the TRIPS agreement. Furthermore, in a footnote to Article
10, Contracting Parties are permitted to carry forward and appropriately extend into the digital

environment the limitations and exceptions that are provided for under their national laws.'?°

123 Marks D & Turnbull B (1999) ‘Workshop on Implementation Issues of the WIPO Copyright Treaty(WCT)
and the WIPO Performances and Phonograms Treaty(WPPT)’ available at
http://www.wipo.int/edocs/mdocs/copyright/en/wect wppt imp/wet wppt_imp_3.pdf  (accessed on 27 March
2017) 6.

124 Visser (2006) 57.

125 Marks & Turnbull (1999) 6.

126 This argument will be expanded on at a later stage.

127 Geiger C et al. ‘The Three-Step Test Revisited: How to Use the Test’s Flexibility in National Copyright Law.’
2013 PIJIP 1 7.

128 WIPO Copyright Treaty, Article 10.

129 WIPO Copyright Treaty, Footnote to Article 10.
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In addition, Contracting Parties may introduce new limitations and exceptions that are

appropriate in the digital environment.*°

Commentators have stated that the purpose of Article 10 is to assist in the balancing of interests
between copyright holders and end-users of particular works.**! This also echoes the sentiments
found in the preamble of the WCT. This is done so that copyright holders are properly
compensated for their works and end-users can take full advantage of digitised copyrighted

works.

The provisions discussed above form the point of departure in law for the proliferation of
TPMs, and DRM in particular. It is submitted that in order to properly assess its impact on
Copyright Law and understand both the criticisms and justification for it, an understanding of
the functioning and implementation of DRM is warranted. This will be set out in the following

section.

2.3 DIGITAL RIGHTS MANAG

2.3.1 Technology Behind DRMS

Generally, DRM seeks to facilitate[al Ilpbtéﬂtl?xlﬁ&s]fh‘ét a’rﬁ dltkor may take in order to enable
them to trade with their content/infa gigitaF ervironmeént.’f2 DRMs usually take the form of
enabling software'3® which is specifically tailored to protect copyrighted works reduced to a

digital format.*3*

A good DRM system can be characterised by three key components, namely those relating to
the creation of content, the managing of content!3 and the use of content. ¢ First, content

130 WIPO Copyright Treaty, Footnote to Article 10.

131 Reinbothe & Von Lewinski (2015) 151.

132 Becker E Digital Rights Management: Technological, Economic, Legal and Political (2003) 4.

133 May C Digital Rights Management: The Problem Of Expanding Ownership Rights (2007) 129. For more
information on how DRM systems work see Arnab A and Hutchison A ‘Digital Rights Management - An
Overview of Current Challenges and Solutions’ Proceedings of Information Security South Africa(ISSA)
Conference 2004. Here the authors give an overview three DRM systems but they also analyse the potential
players in a DRM system. Similarly, they highlight quite importantly that the most desirable DRM system is one
that can handle most instances where fair use can be invoked.

134 Zeng W, Yu H & Lin C Multimedia Security Technologies for Digital Rights Management (2011) 23.

135 Cope B & Freeman R Digital Rights Management and Content Development (2001) 32.

136 Zhang X ‘A Survey of Digital Rights Management Technologies’11 November 2005 available at
http://www.cse.wustl.edu/~jain/cse571-11/ftp/drm/index.html (accessed 30 March 2017).
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creation refers to the situation when a DRM is created, it is then required to ensure that any
rights that an author or owner will have in a work are recognised as such so as to make use of
such rights.®” Secondly, managing of content refers to the instance where a DRM needs to be
able to provide sufficient access to content.!3® Additionally, the DRM would need to be able
to manage any licences or permissions granted by the owner or author.'® Lastly, the use of
content needs to be ensured not only for the author or owner but for other persons who have
subsequently obtained the right to use works through trade by having an effective permission

system in place.

Lucchi considers that DRM protection generally takes one of two approaches, being the
containment approach and the marking approach.'** The containment approach is used to
manage and control access and sharing, usually through cryptographic methods.'#2

Cryptography is a method of encryption that ensures the protection of information by

means for the use of content by"thuserwho‘havvnghmcruserﬂré content as well as to provide
a platform for the facilitation of Stich sk Funder! the ﬁé)é’tl"ft&No headings, the benefits and

criticisms of DRM technology Wwill bethighlighteds! . A P |

2.3.2 Benefits Of DRMs

While the excessive or unnecessary usage of DRM technology is something that this
submission is critical of, it is nevertheless submitted that DRMs can be beneficial to both the

137 Zhang (2005) 2.

138 Zhang (2005) 2.

139 Zhang (2005) 2.

140 Umah JC The World Beyond Digital Rights Management (2007) 170.

141 Lucchi N “Countering the Unfair Play of DRM Technologies’ (2007) New York University Public Law and
Legal Theory Working Papers. Paper 50 7.

142 Bhat IH ‘Technological Protection Measures Under Copyright Law’ (2013) 3 IJETTCS 319 320.

143 Umah (2007) 147.

144 Kerr, Maurushat and Tacit (2003) 22.

145 Umah (2007) 155.
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author and the user of the works. For instance, DRMs can provide a secure platform for the
distribution of digital works.*® Due to the growing trend in cybercrime, there is a need to
provide a secure platform for digital content as it is easy for cyber-terrorists to attach malware
and viruses onto unprotected works. DRMs can also assist in identifying authors of and
managing digital works.**’ Additionally, this secure platform for content could also be a

stepping stone to provide ease of access to certain works for the purposes of fair use.®

Potentially, DRMs could have the effect of fostering creativity and innovation on the parts of
authors of copyrighted works.*® Traditionally, providing intellectual property protection
comes from the Lockean notion that one should be able to benefit from the fruits of their
creation. As such, providing adequate protection provides an incentive to innovate, which is
seen as a social benefit.'® Effective usage of DRM reinforces this principle in a digital

environment, providing authors with the ability to protect works from unauthorised uses.**

Economically speaking, Scharf submits tha Ms_can also have the effect of remedying

certain market failures in relatiof-te=CoRstmer- d=priging.'>? Zingales also notes that
Il- ll '-:II - H - ll [ R
DRMs could potentially create opportunities-for.perfect-price-discrimination, offering different
tiers of services and products in

Tt

UNIVERSITY of the
2.3.3 CriticismOfDRMs WESTERN CAPE

onsumer choice and leading to

greater profit for businesses.!>

As has been noted, while DRMs have potential benefits, the technology has been the subject
of some criticism. From a legal point of view, four primary issues of criticism can be identified,

namely:

o the effect that DRMs have on fair use and fair dealing;

e Competition Law-related issues that are created through DRM abuse;

146 Owens R ‘Digital Rights Management(DRM): A look Ahead’ (2002) 7 Int'l Intell. Prop. L. & Pol'y 1 2.

147 Scharf (2010) 4.

148 Owens (2002) 2.

149 Zingales (2012) 3-4.

150 See Koornhof (2015)

151 Zingales (2012) 3-4.

152 Scharf (2010) 7. See also Chang Y ‘Does Lessig’s Criticism of Digital Rights Management Target One
Technology That the Information Industries Desire More Than They Can Actually Provide?” International Review
Of Law Computers & Technology (2005) 19 235 243.

153 Zingales (2012) 29.
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e interoperability concerns; and

e the effect of DRMs on the doctrine of first sale.

These four aspects will be discussed below.

2.3.3.1 Issues Pertaining To Fair Dealing And Fair Use

Before the effect that DRMs have had on aspects such as fair use and fair dealing can be
considered, these concepts should be properly set out and differentiated. it is important to note
that while fair dealing and fair use share similar qualities, they are different in several
aspects.™* First, fair use is generally seen as a defence whereas fair dealing is seen as a right
that can be relied on pre-emptively.’® Secondly, whereas fair dealing is confined to set
circumstances, fair use is not, and as such its potential ambit is wider.*® For example, s12 of

the South African Copyright ..a.-..c ary and musical works copyright will not

be infringed where the copying lgi-!-liln"-"!-dr"'“ rposes of research or private

study.'>’ Fair use, in turn, is dealt-with-onsa-case-byseasesbasis and is not confined to such a
limitation. Further, fair use relates
TRIPS and the WCT.*8 The test cal

use must:

est found in the Berne Convention,

articular elements, namely that the

|
v |

UNIVERSITY of the

e De for a specific purposei_.g, ESTERN CAPE
e not be in conflict with the normal explbitation of the WOrk; and

e not unreasonably prejudice the legitimate interests of the author.*>°

The test for fair use is formulated slightly differently in the USA. Section 107 of the US
Copyright Act states:

‘Notwithstanding the provisions of sections 106 and 106A, the fair use of a copyrighted
work, including such use by reproduction in copies or phono-records or by any other means

specified by that section, for purposes such as criticism, comment, news reporting, teaching

154 Schonwetter (2006) 33-34.

155 pistorius (2016) 335-336. See also Gloglo LL ‘Finding The Law: The Case of Copyright and Related Rights
Enforcement In The Digital Era’ 2013 W.1.P.0.J. 220 223.

156 Schonwetter (2006) 33-34.

157 Copyright Act 98 of 1978, s12(1)(a).

158 Schonwetter (2006) 34.

159 Armstrong & Ford (2006) 9.
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(including multiple copies for classroom use), scholarship, or research, is not an infringement
of copyright. In determining whether the use made of a work in any particular case is a fair
use the factors to be considered shall include—

(1) the purpose and character of the use, including whether such use is of a commercial nature
or is for non-profit educational purposes;

(2) the nature of the copyrighted work;

(3) the amount and substantiality of the portion used in relation to the copyrighted work as a
whole; and

(4) the effect of the use upon the potential market for or value of the copyrighted work. 6

The application of the fair use provisions will vary from case to case. A good example of how
fair use operates in terms of software would be the cases relating to modification and creation
of derivative works, such as the case of Lewis Galoob Toys, Inc. v. Nintendo of America, Inc.1®
In Lewis Galoob the court looked at whether or not fair use can be used when dealing with a

video game accessory that modified certain aspe

ts of a game, ultimately finding that incidental

t cases to recognise the possible

causes that DRMs can have on trl1e operatlon of fair use and fair dealmg 166 The court noted that
the use of technological means to contIr:)\ accessh}o works mafﬁirﬁamper the ability of fair use to
operate.*®” Furthermore, it was ‘éﬁt!zd‘?halt l"ecﬁo%géaléc[:e% control mechanisms can have
the effect of blocking off both lawful and unlawful uses.'®® The facts of the case present an
interesting conundrum: sometimes, if use of a work is justifiable in terms of fair use or fair
dealing, one may need to circumvent DRM in order to use the work. As such, lawful usage is

either frustrated, or a lawful user, in attempting to exercise their rights, may have to engage in

160 17 USC § 107.

161 780 F. Supp. 1283 (1991).

162 |_ewis Galoob Toys, Inc. v. Nintendo of America, Inc 780 F. Supp. 1283 (1991) at 1298.
163 154 F.3d 1107 (9th Cir. 1998).

164 Micro Star v FormGen Inc 154 F.3d 1107 (9th Cir. 1998) at 1112.

165111 F.Supp.2d 294

166 Zingales (2012) 10.

167 Universal City Studios Inc v Reimerdes 111 F.Supp.2d 294 at 322.

168 Universal City Studios Inc v Reimerdes 111 F.Supp.2d 294 at 322.
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an unlawful activity.*®® This case, along with others decided in terms of the DMCA, will be

discussed in greater detail in the next chapter.

Importantly, the action of circumventing DRM is distinct from an action for copyright
infringement.1’% It can be stated that where one cannot demand use of the work, one cannot
demand access to it either.!’® In the case of United States v Elcom Ltd'’2 the court made an
important observation regarding protected works and fair use in that when dealing with
protected works, there is no recognised right to simply allow a party to make copies of protected
works in any manner or form.}”® The court emphasized this by stating that while making a
back-up copy of an e-book could fall within the realm of fair use, this is not the same situation
when dealing with something like computer programs where a right to make a backup copy of

it is a statutory right.1’

The impact that DRMs have on fair use and fair dealings in principle rests on the fact that while

ity to use the work, the operation of this can

)i accessing the work. This is

jork, is completely sealed off due to
!Eii ‘rk without circumvention. The
Mmits DRM ' c Lise a work to become obsolete in
instances where the technology"ls—no—rongersuppvrted,—and"rhé costs of removing it are too

high.1 This highlights the préblemé that. bverprdteétifig Gopyrighted works in the online
environment can lead to. WESTERN CAPE

How courts solve the above problems will be particularly interesting. Schonwetter, in analysing
a variety of sources, notes that some commentators believe the concept of fair use may not
survive the current growth in technology, whereas others believe that changes brought about
by technology have not changed the doctrine but have instead created new issues for it to deal

with.2’® In turn, other scholars believe that fair use is doomed due to these changes in

169 Universal City Studios Inc v Reimerdes 111 F.Supp.2d 294 at 322.

170 Conroy (2006) 352.

111 Conroy (2006) 351.

172 203 F Supp 2d 1111 (ND Cal 2002).

173 United States v Elcom Ltd 203 F Supp 2d 1111 (ND Cal 2002) at 1135. See Also Conroy (2006) 351.

174 United States v Elcom Ltd 203 F Supp 2d 1111 (ND Cal 2002) at 1135.

175 EFF ‘Digital Rights Management: A Failure In The Developed World, A Danger To The Developing World’
available at https://www.eff.org/wp/digital-rights-management-failure-developed-world-danger-developing-
world (accessed on 30 July 2016).

176 Schonwetter (2006) 45.
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technology.*’’ Leaffer proposes that the use of DRMs has unsettled the delicate balance that

copyrighted has attempted to create between users and works.’®

It is submitted that there are possible ways in which fair use can be preserved in a digital
environment. One way of preserving the doctrine of fair use is by looking at Article 10 in the
WCT. As noted above, Contracting Parties are permitted to carry forward and appropriately
extend into the digital environment the limitations and exceptions that are provided for under
their national laws.'”® Article 10 can be interpreted to mean that authors are allowed to have
their works protected through DRMs and other TPMs as they were entitled to prior to the digital
era, but this does not mean that the same exceptions that applied before the digital era are not
applicable. Additionally, new exceptions and limitations can be created to cope with

technological changes.

Schonwetter notes that, when dealing with the above problems, judges in the USA have been

neutral way.'® This approach is to be

found to apply the fair use doctrine in a tec
lauded. It is submitted that tk ] gentral to the development of
Information and Communicatiops- ..be of benefit when dealing with

o founding principles are that of

il 7 neutrallty, which were first put
forward in the UNICITRAL Mddﬂtavmrr?@mnmerce—“*—ﬂctlonal equivalence relates to
treating the material form of sorLét‘?nb%nb‘utl% BlJclIohlc.{l’foirfdiOf something in the exact same
manner.'® The guidebook to thé ehattriedt 6t the nadel law, gives the example of a paper

based document and the purposes that it serves and then it looks at the fact that an electronic

based document can have the exact same purpose.®® The principle of non-discrimination
provides that the electronic format of something is not afforded special or differential treatment
by virtue of the fact that it is in digital in nature.'®* Lastly, the principle of Technological

Neutrality provides that the same regulatory principles should apply regardless of the

17 |_eaffer M ‘The Uncertain Future of Fair Use in a Global Information Marketplace’ (2001) 62 Ohio State Law
Journal 849 849. See also Schonwetter (2006) 45.

178 |_gaffer (2001) 849-850.

1 WIPO Copyright Treaty, Footnote to Article 10.

180 Schonwetter (2006) 45.

181 United Nations ‘UNICITRAL Model Law on Electronic Commerce with Guide to Enactment’ 1999 available
at http://www.uncitral.org/uncitral/en/uncitral_texts/electronic_commerce/1996Model.html (accessed on 18 July
2016).

182 United Nations (1999) 29.

183 United Nations (1999) 29.

184 United Nations (1999) 43.
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technology used, provided that the differing technologies ultimately achieve the same
purpose.*®® In short, the foundational principles generally speak to the notion that one should
not seek to develop new legal norms or remedies simply because of the fact that we are now
dealing with a more high-tech iteration of an age-old problem. Such an approach ensures that
past solutions, instead of being rejected, be adapted, allowing for both fluidity and legal

certainty.

2.3.3.2 Competition Law Related Issues

From a Competition Law point of view, DRMs are increasingly becoming a means for players
in a market to enforce tying restrictions, to assert dominance over a particular market segment,
or in some cases to attempt to protect their profit margins. The cases of Lexmark International

Inc v Static Control Components Inc and Chamberlain Group Inc v Skylink Technology are two

In Lexmark International Inc v
Static Control Components (SCC i

IEE i!i! nc, Lexmark sought to prevent
_ re cartridges
printers which was sold at a lower price than Lexmark’s own “branded ink cartridges. They

relied on the DMCA, stating that &é}iva]g!—%g}g[mg:h QhisifuI circumvention by finding a

means of creating replacement ih‘krc]arfﬁio‘de!s‘fc%eﬁle 5fiwbeir{§ ffécognised by their printers. The

that were compatible with their

court refused to uphold Lexmark’s claim in the matter as it was clear that this was an attempt

at curtailing competition by excluding a potential competitor from the market. 18

In the case of Chamberlain Group Inc v Skylink Technology, the Court was faced with another
instance where DRMs were being used as a means to perpetuate anti-competitive conduct.®’
In this case, Chamberlain Group were in the business of manufacturing of garage door openers
and transmitters. They instituted action against Skylink Technology for the creation of a
universal transmitter that worked with Chamberlain’s garage door transmitter.*8® Chamberlain

had created technology that constantly changed the garage transmitter signal however,

18 Thompson M ‘The Neutralisation of Harmony: The Problem of Technological Neutrality, East and West’
(2012) 18 Boston University Journal of Science and Technology Law 1 1.

186 |_exmark International Inc v Static Control Components Inc 387 F.3d 522 (6th Cir. 2004) at 529.

187 Matin (2008) 278.

188 Chamberlain Group Inc v Skylink Technology 381 F.3d 1178 (Fed. Cir. 2004) at 1183.
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Skylink’s product could essentially bypass this technology and make itself compatible with
Chamberlain’s garage doors. 18 Like in Lexmark, the court refused to uphold Skylink’s claim

as it was evident that Skylink was trying to maintain its dominance in the market.

What makes these cases special is the fact that they were not concerned with traditional
copyright infringement situations. Instead, these cases deal with situations where business
have attempted to use DRMs in order to enforce or maintain a hold they have on the market.
The judgments also show that courts in the USA will not enforce DRMs if they are sought to

be used in order to achieve a somewhat more nefarious goal.**°

Interoperability, or the lack thereof created through wilful means, can also have several
Competition Law concerns. Interoperability is defined as the ability of differing technology to
work with one another.'* Consumers look for interoperability as an attractive feature in today’s
market for technology.'®> DRM-Protected content that prevents interoperability could have an
effect on the market, not only in terms of get.yvalue but also in terms of the exclusionary

effect it might have on other pr

The case of Microsoft v the Com ASSiC ple of where interoperability can

. - ! \
be used against other competitors in an @ttempt to(fore | se t j market.'® The case came about

after Microsoft refused to provide-ts= ors-Wwith-interoperability information relating to

its Windows operating system. Tﬁcfws&oﬁ fnf Ehe cou rt.! both deemed that Microsoft’s

conduct amounted to them abusir{g their domlnance in the market 19

ERN CAPE
Another example of the impact of DRMs on interoperability which then has an exclusionary

market effect would be that of Apple’s iTunes music store. It is well known that only devices
compatible with the iTunes software can be connected for the transfer of music.'*® Due to these
interoperability issues, Apple has been accused of anti-competitive conduct.’®” Real Networks’

Harmony Technology was able to circumvent Apple’s DRM to achieve interoperability with

189 Chamberlain Group Inc v Skylink Technology 381 F.3d 1178 (Fed. Cir. 2004) at 1183.

190 Zingales (2012) 14.

1 US Legal.com ‘Definition of Interoperability’ found at https://definitions.uslegal.com/i/interoperability-of-
devices (accessed 27 February 2017).

192 Samuelson and Schultz (2007) 47.

193 Case T-201/04; OJ C 269 of 10.11.2007.

194 Devici (2012) 657.

195 Devici (2012) 657.

196 Matin (2008) 283.

197 Matin (2008) 282.
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its own music store but eventually gave up on this venture after Apple updated their DRM

systems and threatened Real Networks with litigation.!%

All of the above examples constitute instances where copyright holders use DRMs not to
protect their intellectual property, but rather their market share. In such cases, abusive practices
by rights holders cannot be justified by instruments allowing for the recognition of TPMs, nor
should such actions be protected by them. As such, the approach adopted by the US courts
should be lauded.

2.3.3.3 The Doctrine Of First Sale

The doctrine of first sale is an important doctrine in Copyright Law. It serves to determine the

extent to which a copyright owner can control the sales of its copyrighted works beyond the

time of initial distribution.**® For example& ne.Qf the copyright for a particular brand of

software sells that software to sor ul,x-m.-l.i».j--i-ini-ig !ﬁ"i[i"i—}i_‘ sale will exhaust the copyright

owner’s ability to control what .,.-,.. AS3 -I-- softwaresbeyond the person that they sold it
t0.2° However, DRM allows the m ght - ne Il rol such software, which means
that how the doctrine of first .‘ wOrks an nling env ronment is quite an interesting

question. Case law relating to thls aspect have had differing outcomes in various jurisdictions.
Of these cases, the most notable[aljx}tllz} ok(!%p;?tél ]r;;bof.&s*r (i v ReDigi Inc? in the USA,
and the case of UsedSoft GmbH\\}rdF-a‘élé]irit_ema‘fl'bnzi(lt@brbﬂzlin the EU. .

The case of Capitol Records LLC v ReDigi Inc dealt with the resale of second-hand iTunes
digital music tracks.?%® ReDigi were in the business of buying and selling second hand digital
music tracks and Capitol Records felt that this was an infringement of their copyright.?®* What
made this case special was not only was it the first case to deal with the doctrine of first sale in
the USA regarding the sale of digital music. It should be noted that ReDigi’s technology

assured that, subsequent to the sale, only one copy of the song was available for playback.?%

198 Matin (2008) 282-284.

199 Karjiker S ‘The First Sale Doctrine: Parallel-Importation and Beyond” 2015 Stellenbosch Law Review 639. See
also Calboli | & Lee E Research Handbook on Intellectual Property Exhaustion and Parallel Imports (2016) 44.
200 Karjiker (2015) 640.

201 Unreported March 30, 2013 (D (US)).

202 (C-128/11) [2012] All E.R. (EC) 1220.

203 Capitol Records LLC v ReDigi Inc Unreported March 30, 2013 (D (US)) at 1.

204 Capitol Records LLC v ReDigi Inc Unreported March 30, 2013 (D (US)) at 3.

205 Capitol Records LLC v ReDigi Inc Unreported March 30, 2013 (D (US)) at 5.
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This is unlike instances such as with peer-to-peer file sharing where there would always be an

unauthorised copy of the file available somewhere else.2%

The court found that ReDigi was liable for copyright infringement and rejected their defence,
holding that the sale of second-hand music was not covered under the doctrine of first sale.?%’
The court noted that if the original purchaser of iTunes music sold an iPod with the music
stored on the iPod, this transaction would be covered by the doctrine of first sale.?’® However,
because the files available from ReDigi were infringing copies, the doctrine of first sale did not
cover them.?% Additionally, the court went further and ruled that the doctrine of first sale would

not apply to items that are not reduced to a material form.2°

The ReDigi judgment is quite worrying, as it effectively ignores the functional equivalence
approach. The reason for the concern primarily rests on the fact that if such a matter arises

again for a different product, for example the resale of a digitised copy of a video game, this

case would be the current ruling precedent on matter. It is submitted that the conclusion in

The case of UsedSoft GmbH v ( came to a different conclusion.

UsedSoft was a company tradin-u- narketforused-software licences, including licences

for products developed by Orafl AL ?ri_slﬁaﬁligfd\lthat U;?edSOft s actions amount to an

infringement of their copyright in thelr computer programmes 212 The question that the court
had to decide was whether UsedSoft couldirely on the d'octrme of first sale in order to justify
their actions which was the resale of software licences that they had acquired from previous
owners.?3 The European Court of Justice (ECJ) found that the doctrine of first sale does apply
to the resale of software that has been digitally downloaded.?'* The rationale behind the

decision was that if the doctrine of first sale would only apply to tangible items then it would:

206 Capitol Records LLC v ReDigi Inc Unreported March 30, 2013 (D (US)) at 5.

207 Naylor D ‘After Redigi: Contrasting The EU And US Approaches To The Re-Sale Of Second-Hand Digital
Assets’ 2013 E.I.P.R. 487 487-488.

208 Naylor (2013) 488.

209 Naylor (2013) 488.

210 Capitol Records LLC v ReDigi Inc Unreported March 30, 2013 (D (US)) at 12.

211 UsedSoft GmbH v Oracle International Corp (C-128/11) [2012] All E.R. (EC) 1220 at para 24.

212 UsedSoft GmbH v Oracle International Corp (C-128/11) [2012] All E.R. (EC) 1220 at para 28.

213 UsedSoft GmbH v Oracle International Corp (C-128/11) [2012] All E.R. (EC) 1220 at para 30.

214 Naylor (2013) 489.
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‘[A]llow the copyright holder to control the resale of copies downloaded from the internet
and to demand further remuneration on the occasion of each new sale, even though the
first sale of the copy had already enabled the right holder to obtain an appropriate
remuneration. Such a restriction of the resale of copies of computer programs downloaded
from the internet would go beyond what is necessary to safeguard the specific subject-

matter of the intellectual property concerned.’?

It is submitted that the ECJ applied the principles of technological neutrality and functional
equivalence in arriving at its conclusions, and the judgment is to be lauded for this approach.

The UsedSoft judgment has championed the application of the doctrine of first sale for digital
goods, and it is possible for DRMs to either stifle this, or assist in its proper implementation.
For example, if someone decides to purchase a game or software online from someone else but
a DRM is applied to that software which only allows the software to be used on the machine

that it was initially installed on, this would create massive problems as that person would not

be able to use that piece of softw ally entitled to do so. DRMs can
be a barrier to the distribution of [digital '€ontentiover the internet through the doctrine of first
sale as it provides a means for ¢Op 5 € their distribution rights which

should have been exhausted whenithe ¢content/w ‘ nitially sold. In contrast, DRM technology

could also be used to identify which=new=party-should-be-ehtitled to access and usage, and

ensure that only the particular ;ieﬁ,c_:nl skc?pfglgr Tfldqlng SQ. Agaln the question of how the
technology is used in such instances pla%s a keil role in deterrpmmg whether the protection it

wd i

grants to a copyright holder is warranted or not

2.4 CONCLUSION

Seemingly, traditional Intellectual Property Law principles such as fair use and fair dealing are
often at odds with DRMs, especially when such technology is used in an abusive manner. Not
only have the application of these principles been watered down by DRMs (especially in the
instance of fair use analysis), instances where a legitimate user may seek to rely on them are
also frustrated.?*® Abusive conduct relating to DRMs also create Competition Law concerns,
as illustrated by cases such as Lexmark and Chamberlain. It is submitted that anti-

215 UsedSoft GmbH v Oracle International Corp (C-128/11) [2012] All E.R. (EC) 1220 at para 63.
216 Zingales (2012) 10.
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circumvention legislation cannot be used to perpetuate anti-competitive conduct.?*” How this

will be dealt with in South Africa will be interesting to see.

The doctrine of first sale is also a potential victim as a result of the wrongful usage of DRMs.
The cases of UsedSoft and ReDigi have showed us the troubles encountered when dealing with

the doctrine on a digital level.

The WCT has only provided the bare minimum of guidance in relation to anti-circumvention
measures through Articles 11 and 12. Importantly, Article 11 and 12 require that the measures
adopted by member states be adequate and effective. As such, a vast amount of flexibility has
been given to individual countries in implementing the provisions of the WCT. Of equal import
and interest is the reiteration of the three-step test in Article 10 of the WCT. It is submitted that
this was done to reaffirm the fact that while there should be added layers of protection applied
to copyrighted works in the context of digital means of reproductions, the exceptions and rights

due to the public should remain the same. lt.is=submitted that a proper implementation of the
-ﬂm%

principles of this article is one oftheways-in-ensuring-that-abusive practices relating to DRM
T NI NI B AT R
T L e i |

technology is kerbed.

The USA’s DMCA and the EU” itective have attempted to provide

some clarity on how the provisi e ‘ e=implemented, including how these

jurisdictions have dealt with theﬁe@;.nﬁs E.fﬁq#v\ioidsl -ade: ra‘!:[.e and ‘effective’ in the treaty.

These instruments will accordm\qhy be dlscussed in the next chapter

ERN CAPE

217 Matin (2008) 279.
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CHAPTER THREE

3.1 INTRODUCTION

In Chapter Two, The WCT and the problems associated with DRMs were highlighted and
discussed in general. In the USA, the treaty was implemented in the form of the Digital
Millennium Copyright Act, 1998, while the EU introduced its Information Society Directive
in 2001. These, as previously mentioned, are perhaps the two most notable examples of
legislative attempts by signatories of the WCT to fulfil their obligations under the treaty.

The DMCA provides for anti-circumvention measures in terms of s1201. The purpose of the
DMCA was, inter alia, to discharge US obligations in terms of the WCT, but also to update
the law in preparation for the digital era.?!® In terms of the Act, TPMs are divided into two

categories, namely those that prevent unauthorized access to copyrighted work and those that
of- ----‘m'--- ping to the EU, the Information

T T P TR R Wl ) i e ey S TR
[[E HIN BIN BRI WIN NI
.iinmaimamamn‘ﬁmm WCT as well as to harmonise

rd -"

prevent unauthorized copying
Society Directive was both an
Copyright Laws within the EU.%3 In this rege )f the directive provides for anti-

circumvention measures.

|
i

This chapter will highlight the ition i ati nIt DRM technology in the above stated
P I llia'uﬁﬁiei VTY of the %
jurisdictions. Provisions relevant for the purposes of DRMs will be analysed, as well as
2 -

W CAL
examples of case law where such prowsmnsp'have been mterpreted In relation to the EU,

examples of how the directive has been implemented in member states will also be analysed.

3.2 THE USA AND THE DMCA

Section 1201 of the DMCA provides for two instances where liability will arise in respect of

DRMs. These instances are respectively governed by the provisions of s1201(a) and s1201(b).

218 Report to Congress: Joint Study of Section 1201(g) of the Digital Millennium Copyright Act’, accessible at
http://www.loc.gov/copyright/reports/studies/dmca_report.html (accessed on 12 March 2017).

21917 USC § 1201.

220 EU Information Society Directive 2001/29/EC Recital 4.
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3.2.1 Section 1201(a)- Circumvention of Access Control TPMs.

Section 1201(a)(1)(A) states that no person shall circumvent a TPM that effectively controls
access to a work protected by copyright.??* Additionally, s1201(a)(2) states that:

‘No person shall manufacture, import, offer to the public, provide, or otherwise traffic in any
technology, product, service, device, component, or part thereof, that—

(A) is primarily designed or produced for the purpose of circumventing a technological

measure that effectively controls access to a work protected under this title;

(B) has only limited commercially significant purpose or use other than to circumvent a

technological measure that effectively controls access to a work protected under this title; or

(C) is marketed by that person or another acting in concert with that person with that person’s
knowledge for use in circumventing a technological measure that effectively controls access

to a work protected under this title.”2?

In essence, liability will accrue "}"""‘“ ho eireumvents TPMs or who creates a device

circumvention of a TPM means| te] t]rqalqumpap? EPM, without the permission of the
copyright owner.??* In the contﬁ(-t Pf;ﬁhﬁ?l\ﬁ& eﬁeg{i‘fe’!.r-neans that the measure, in the

ordinary course of its operation needs particular information or methods on the part of the

copyright owner in order to access copyrighted work.??®

3.2.2 Section 1201(b) — Circumvention Of Copy Control TPMs

Section 1201(b) is similarly worded to s1201(a), although the focus of the sections differs.
Whereas s1201(a) dealt with access control, s1201(b) focuses on copy control mechanisms.

22117 USC § 1201(a)(1)(A).

22217 USC § 1201(a)(2).

23 Conroy M ‘A Comparative Study on Technical Protection Measures in Copyright Law’ (unpublished LLD
thesis, University of South Africa, 2006) 100. See also Schwabach A Internet and Law: Technology, Society and
Compromises (2014) 7.

22417 USC § 1201(a)(3)(A).

22517 USC § 1201(a)(3)(B).
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Furthermore, s1201(b) does not consider the act of circumvention to be an offence, whereas

$1201(a) does.??® In the case of United States v Elcom, the court noted that:

‘Unlike Section 1201(a), however, Congress did not ban the act of circumventing the use
restrictions. Instead, Congress banned only the trafficking in and marketing of devices
primarily designed to circumvent the use restriction protective technologies. Congress did
not prohibit the act of circumvention because it sought to preserve the fair use rights of

persons who had lawfully acquired a work.’%’

This statement is important as it indicates that fair use can be used as a defence to the
circumvention of a copy control TPM but not for an access control TPM. As with s1201(a), the
DMCA provides meanings for the words circumvent and effective in terms of this s1201(b) In
the context of this section, circumvent means to avoid, bypass, deactivate or otherwise impair
a TPM?28 and effective means a TPM that would in the ordinary course of its operation prevent,
restrict or limit the exercise of a right of a copyright owner under the US Copyright Act.??®

T unu-u
_

3.2.3 Section 1201(c) — The Excéptiol

Section 1201(c) provides that in

circumvention provisions of 31201 230 Under leOli_)(lr) itis pFovided that:
UNIVERSITY of the

‘(1) Nothing in this section sha\__lgaflfler‘t%m?h? ﬁn{cjle%—. i[qitta;ii;.ns, or defences to copyright

infringement, including fair use, under this title.

atfected by the operation of the anti-

(2) Nothing in this section shall enlarge or diminish vicarious or contributory liability for
copyright infringement in connection with any technology, product, service, device,
component, or part thereof.

(3) Nothing in this section shall require that the design of, or design and selection of parts
and components for, a consumer electronics, telecommunications, or computing product

provide for a response to any particular technological measure, so long as such part or

2% US Copyright Office Summary (1998) ‘The Digital Millennium Copyright Act’ p3-4 available at
http://www.copyright.gov/legislation/dmca.pdf (accessed on 6 July 2016).

227 United States v Elcom Ltd 203 F Supp 2d 1111 (ND Cal 2002) at 1120.

228 17 USC § 1201(b)(2)(A).

229 17 USC § 1201(b)(2)(B).

230 US Copyright Office Summary (1998) ‘The Digital Millennium Copyright Act’ p5.

http://etd.uwc.ac.za/

45


http://www.copyright.gov/legislation/dmca.pdf

component, or the product in which such part or component is integrated, does not otherwise
fall within the prohibitions of subsection (a)(2) or (b)(1).’%%

The DMCA provides for further exceptions from the anti-circumvention provisions in sections
1201(d) to 1201(k). Examples of this would be for non-profit libraries, archives and educational
institutions,?32 or when TPMs are circumvented for the purpose of reverse engineering in order
to achieve interoperability.?3®* These further exceptions essentially come across as a form of

fair dealing type approach to the anti-circumvention provisions, in addition to that of fair use.

Notably, the DMCA contains what is referred to as a triennial rule making procedure found in
$1201(1).%** The purpose of this procedure is to review the anti-circumvention provisions of
the DMCA and determine whether or not the public are able to take advantage of copyrighted
works through fair use and other non-infringing uses.?® This is done every three years and is
continually updated.?*® The Library of Congress has to keep five factors in mind during the

opyrighted-works; —
FS RN BN NIN NIN N

rule making progress. These are

‘(i) the availability for use of ¢

(ii) the availability for use of
pUrposes;

(iii) the impact that the prohibition on the circumvention of techriological measures applied
to copyrighted works has on driticisth, \camirert, ;héw repbrting, teaching, scholarship, or
research; WESTERN CAPE

(iv) the effect of circumvention of technological measures on the market for or value of

copyrighted works; and

(v) such other factors as the Librarian considers appropriate.’?%

23117 USC § 1201(c)(1)-(3).

23217 USC § 1201(d).

23317 USC § 1201(f). The reason for highlighting these two exceptions is based on the fact that circumvention for
educational use relates directly to fair use and the same applies for reverse engineering.

23 United States Copyright Office ‘Section 1201 Rulemaking: Sixth Triennial Proceeding to Determine
Exemptions to the Prohibition on Circumvention’ 2015 available at http://copyright.gov/1201/2015/introduction-
analysis.pdf (accessed on 3 August 2016) 2.

235 Burri M & Cottier T Trade and Governance in the Digital Age: World Trade Forum (2012) 373. See also
United States Copyright Office (2015) 2.

23 Burri & Cottier (2012) 373.

23717 USC § 1201(a)(1)(C).
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Additionally there are set exceptions that are laid out at the end of the process which essentially
represents what is considered to be fair use or non-infringing use.?®® The Library of Congress
uses public participation to assist it when determining which specific classes of works and their
uses thereof are considered during the process.?*® The triennial rule making process has yielded
quite interesting results. For example, in the second triennial rule making process one of the
exemptions created was in relation to computer programs and video games which were
distributed in obsolete formats and where the original media is required for access.?*
Additionally, in the third triennial rule making process the Library of Congress permitted
computer programs in the form of firmware that circumvents access control mechanisms in
order to enable wireless phones to connect to a wireless communications network.?*! The most
recent triennial rule making process occurred during 2015 and one of the exceptions to the anti-
circumvention provisions is relates to what is commonly referred to as ‘Jailbreaking.’

Jailbreaking is defined as the breaking down of security measures on a device with the goal of

enerally not permitted by the

manufacturers of the device.?*? &
II-- [N BIN Eif BIN | H
L ——

achieving interoperability with

When the DMCA was first signedrintplaw, it was praised-for; achieving the balance between
fostering creativity and allow"i@{“i{f_@"f”{ﬂﬁﬁ QI fa& ?éélﬁ'fhe digital environment.?*® As
noted in Chapter 2, the protection afforded to TPMs is not founded in traditional Copyright
Law.?** This would then mean that defences used in copyright may not necessarily be used as

238 United States Copyright Office (2015) 2.

239 United States Copyright Office ‘Understanding the Section 1201 Rulemaking’ 2015 available at
https://www.copyright.gov/1201/2015/2015_1201 FAQ final.pdf (accessed on 22 March 2017) 1.

240 United States Copyright Office Second Triennial Rule Making Procedure ‘Statement of the Librarian of
Congress Relating to Section 1201 Rulemaking’ available at
https://www.copyright.gov/1201/docs/librarian_statement_01.html (accessed 2 April 2017).

241 United States Copyright Office Third Triennial Rule Making Procedure ‘Statement of the Librarian of
Congress on the Anti-circumvention Rulemaking’ available at https://www.copyright.gov/1201/2006/ (accessed
2 April 2017).

242 United States Copyright Office (2015) p7. Interestingly Jailbreaking of video game consoles was also up for
consideration during the most recent rulemaking process but was dropped due to both legal and factual backing.
243 Anderpont C “Digital Millennium Copyright Act: Copyright Protections for the Digital Age’ (1999) 9 DePaul
J. Art, Tech. & Intell. Prop. L. 397 420.

244 Conroy (2006) 135.
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defences in terms of the liability that arises from s1201.24° Under the next few headings cases
that have looked at the DMCA will be highlighted and discussed.

3.3.1 Universal Studios Inc v Reimerdes

Universal Studios Inc v Reimerdes was the first case to deal with the anti-circumvention
provisions in the DMCA.?* This case dealt with anti-circumvention software that decrypted
the DRMs on DVDs in order for movies on the DVDs to be susceptible for copying onto the
computer system of the person who decrypted the DVD.?*” This therefore also allowed the user
to play the decrypted and copied movies on any system that it was compatible with.2*® The
plaintiffs in the case were 8 major United States motion picture studies that distributed many
of their motion pictures on these DVDs.?*° The plaintiffs brought a claim under the DMCA
regarding the trafficking of technology that circumvented their encryption system on the DVDs

were preliminarily prevented

The defendants argued here that g8 the DMCA as their actions fell

within the realms of fair use.251 | A were to apply, then it would

prevent those who wish to gain access to copyrighted works in' order to make fair use of the
works so as to make non-infringHgT}-oHérsE‘f]&MéR‘érrl%chB pirate the works.?>? The court
looked at the doctrine of fair‘t}isfel"iﬁ'”;'I'i'g‘h?tltﬁi the BCMA’ and recognised that the use of
technological means can stifle one’s ability to rely on fair use.?®® The court did not however
go further with this observation as it believed that the DMCA provides enough clarity on the
matter and stated that the fact that Congress did not provide for instances where a person who

245 Conroy (2006) 135.

246 Zingales (2012) 10. See also the case of 321 Studios v Metro-Goldwyn-Meyer Studios(MGM) 307 F Supp 2d
1085 (ND Cal 2004) where the court had to deal with the question of whether 321 Studios DVD ripping software
was legal under the DMCA and further dealt with a question on the constitutionality of the DMCA. The result of
the case was that the software fell foul of the DMCA and further that the DMCA was not unconstitutional.

247 Universal Studios Inc v Reimerdes 111 F.Supp.2d 294 at 303.

248 Universal Studios Inc v Reimerdes 111 F.Supp.2d 294 at 303.

249 Universal Studios Inc v Reimerdes 111 F.Supp.2d 294 at 303.

250 Universal Studios Inc v Reimerdes 111 F.Supp.2d 294 at 303.

251 Universal Studios Inc v Reimerdes 111 F.Supp.2d 294 at 304.

22 Universal Studios Inc v Reimerdes 111 F.Supp.2d 294 at304.

253 Universal Studios Inc v Reimerdes 111 F.Supp.2d 294 at322.
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wishes to access encrypted copyrighted works without the means to do so is not a matter for

the court to decide.?**

This judgment is a clear indication that fair use does not necessarily mean that access will be
granted. The case essentially tells us that fair use cannot be used to justify the circumvention
of DRMs automatically or unreservedly, even where fair use would actually apply.?® It should
be noted that without fair use, the balance between the rights of copyright holders and those
who wish to make use of the copyrighted works is greatly imbalanced. In addition to this, the
fact that the DMCA has been often narrowly interpreted by Courts does not assist this growing
imbalance either. For example, in both the cases of Universal Studios v Corley?®® and Sony
Computer Entertainment America Inc v Gamemasters®’ illustrate the way in which this

imbalance is perpetuated.?®

3.3.2 Universal Studios v Corle :

The case arose initially after Corleyat e-and magazine directed at hackers,

Ii s that are used to protect DVDs,
" merdes. Corley raised certain
constitutional arguments in the aistrict court but these were rejec]ted.259 An important argument
that was raised in this case was Maﬁa‘ﬁjsg\m?cgrgthuffénrarﬂﬁl required in order to reconcile

the conflict between Copyright\%dr"--tﬁ‘b'ﬁr& amendmenti?® The court however rejected this

argument and stated that the claim that the DMCA was unconstitutional without a fair use

distributed code for a programme|t

such as the one in the case ¢

defence was considered to be an extravagant claim.?8! The court further stated that fair use is
considered to be a defence against the circumvention of TPMs.?%? This type of decision appears
to be quite narrow in the sense that the court refused to recognise the fact that the provisions

of the DMCA could potentially lessen the operation of fair use if not properly applied.

254 Universal Studios Inc v Reimerdes 111 F.Supp.2d 294 at 324.
2% Zingales (2012) 11.

256 273 F.3d 429 (2d Cir. 2001).

257 87 F.Supp.2d 976 (N.D.CA 1998).

258 Conroy (2006) 160.

259 Universal Studios v Corley 273 F.3d 429 (2d Cir. 2001) at 441.

260 Mihet H “Universal City Studios, Inc. V. Corley: The Constitutional Underpinnings of Fair Use Remain an
Open Question’ (2002) 1 Duke Law & Technology Review 1 6.

261 Universal Studios v Corley 273 F.3d 429 (2d Cir. 2001) at 458. See also Mihet (2002) 7.

262 Universal Studios v Corley 273 F.3d 429 (2d Cir. 2001) at 459 See also Mihet (2002) 7.
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3.3.3 Sony Computer Entertainment America Inc v Gamemasters

The case arose as a result of the sale of certain items by Gamemasters, one of which was a
device known as Game enhancer, which could allow individuals to play games purchased from
outside a designated region of play and trade.?%® The case also dealt with aspects of trademark
infringement, but the court held that the distribution and use of Game enhancer device fell
within the ambit of s1201(a)(2)(A).?%* The problem with this decision is that while the device
was considered to be a circumvention device, it did not perpetuate copyright infringement per
se. Whereas the practice of regional locking for films and video games is relatively well-known
and used as a method to kerb parallel importation and enforce regional licencing, it is submitted
that there is nothing in principle wrong with a user who lawfully purchased media in another
jurisdiction to seek a means of accessing and using it elsewhere, which is what the particular

device sought to do.

The DMCA has been criticised for providing

d-&‘_'-—# -
[1cli 'l LLILY LT LCTITLS U .)14"!- Ij N

N B llﬂlll-ll-n
would mean that copyright infringementimay-net-even-neee r|Iy have occurred butllablllty

J-copyFight owners with a new right, that being the

right of access control.?% Since¥§ 35 outside of Copyright Law, it

would still arise.?®® This has led

to the DMCA having the effect of perpetuatmg anti- competltlve conduct within particular

markets. The cases of Skylink ;ﬂhl)&nzl'r@vhlzhrw‘éréﬁ%ﬁéffy highlighted in the previous
chapter provides us with exampleslof'ways in-witich the\DMEA has been used to perpetuate

anti-competitive practices.

3.3.4 Lexmark International Inc v Static Control Components Inc

Lexmark alleged that the technology that SCC used in order to make their ink cartridges
compatible with their printers constituted a violation of s1201 of the DMCA in that it qualified

263 Sony Computer Entertainment America Inc. v. GameMasters 87 F.Supp.2d 976 (N.D.CA 1999) para 1 & 3.
264 Sony Computer Entertainment America Inc. v. GameMasters 87 F.Supp.2d 976 (N.D.CA 1999) para 39.

265 Tjan (2005) 774.

266 Tjan (2005) 774. See also Conroy (2006) 135.

267 Gillespie T ‘Copyright and Commerce: The DMCA, Trusted Systems, and the Stabilisation of Distribution’
(2004) 20 The Information Society 239 241.See also Tian (2005) 774 and Matin (2008) 280.

268 De Beer J ‘Constitutional Jurisdiction Over Para-copyright Laws’ 2005 Irwin Law Journal 89 89-90.
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as an anti-circumvention device.?®® The reason for this is that built into Lexmark’s toner
cartridges is a technology that only allows cartridges that were bought from Lexmark to be

used with the Lexmark printers.?’°

The court rejected Lexmark’s claim under the DMCA and stated that the DMCA was not
created to be used as a means to impose liability for the circumvention of technological
measures which are designed to prevent consumers from using goods while leaving the
copyrightable work unprotected.?’* Essentially this means that the DMCA will not be used as
a tool to enable companies to enforce tying restrictions that are put in place to ensure their

profit margin stays intact.

3.3.5 Chamberlain Group Inc v Skylink Technology

In Chamberlain, the facts of whhapter 2, the court noted that:

‘The essence of the DMCA’s an that 8§ 1201(a),(b) establish
stat p right. The DMCA’s text
§1201(c)(1) (“Nothing in this

causes of action for liability. _ it

indicates that circumvention is [

section shall affect rights, remedies;

[ETeNCEeS:

fo copyright infringement,

including fair use, under thlS[ Ilkf ,angi l%e sfaiut;; ’s structure makes the point even

of the
clearer.’?"2

WESTERN CAPE

The above extract from the case illustrates that the DMCA does not create new rights for the
copyright holders. Further, the court made an interesting observation regarding one of
Chamberlain’s claims that the DMCA per se prohibits all uses of devices containing
copyrighted software unless an express authorisation is given.?”® Flowing from its earlier
statement that the DMCA does not create a new property right, the court opined that
Chamberlain’s observation would mean that they would have the protection of both
Competition Law and Copyright Law.?* This would only be the case where a new property
right had been created, which it did not.2”> Therefore, the DMCA, by virtue of Chamberlain,

269 |_exmark International Inc v Static Control Components Inc 387 F.3d 522 (6th Cir. 2004) at 531.
270 |_exmark International Inc v Static Control Components Inc 387 F.3d 522 (6th Cir. 2004) at 530.
271 | exmark International Inc v Static Control Components Inc 387 F.3d 522 (6th Cir. 2004) at 549.
272 Chamberlain Group Inc v Skylink Technology 381 F.3d 1178 (Fed. Cir. 2004) at 1204
273 Chamberlain Group Inc v Skylink Technology 381 F.3d 1178 (Fed. Cir. 2004) at 1206.
274 Chamberlain Group Inc v Skylink Technology 381 F.3d 1178 (Fed. Cir. 2004) at 1206.
275 Chamberlain Group Inc v Skylink Technology 381 F.3d 1178 (Fed. Cir. 2004) at 1206.
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cannot be used to protect and maintain a monopoly within in a market. Similarly, the court
stated that the DMCA did not change the landscape regarding the reasonable expectations of
consumers and competitors.?’® It further stated that the DMCA did not take away rights and

uses that are vested in the public sphere.?”

In both Lexmark and Skylink the court stated that the DMCA does not allow companies to use
it as a means to facilitate anti-competitive conduct.?’® It is apparent that while the courts in the
United States have stated that the DMCA should not be used as a tool to restrain competition,
commentators point out that the courts have not yet taken the opportunity to analyse and discuss
the consequences of such conduct.?’® It is submitted that this will likely remain the case up
until such a point in time where an antitrust complaint is expressly brought to court, and it does
not detract from the fact that courts have already set a precedent that the DMCA should not be

used as a tool for anti-competitive conduct.

3.4 THE INFORMATION SOCIETYIDIRECTIV/E LR 1]

Iﬁ Society Directive in 2001. It is trite
.,| lu /ides a mandate for EU member
states to implement laws on a particular issue, along with guiaelines on what the minimum

content of the law should be. THIA 15th MnSurEharmbrisdioAIBE certain key aspects of the law
across the European Union. W ES TERN CAPE

As stated, the European Union in

R

that a directive does not constltu

In relation to the above, member states are, in effect, free to fill in the blanks in order to ensure
that the content of directives also harmonise with their own laws to the extent that it is possible.
As such, it assists in analysing a directive by also looking at how it has been specifically
implemented. In this section, the directive will be discussed, along with examples of how
member states have implanted its principles. A particular focus will be placed on the United
Kingdom given the similarity of its Copyright Laws to that of South Africa.

276 Chamberlain Group Inc v Skylink Technology 381 F.3d 1178 (Fed. Cir. 2004) at 1204.

277 Chamberlain Group Inc v Skylink Technology 381 F.3d 1178 (Fed. Cir. 2004) at 1225-1226.
278 Matin (2008) 279. See also Zingales (2012) 16.

279 Matin (2008) 279.
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3.4.1 Article 6(1) And Its Implementation

One of the crucial motivations for the enactment of the Information Society Directive was to
strengthen the protection for intellectual property rights within the EU as the internet became
a platform for the distribution of content.?®® The Information Society Directive requires
Member states to provide a framework for the protection against the circumvention of TPMs

as well as devices created to circumvent TPMs. %81

It is important to note that, unlike the DMCA, Article 6(1) introduced a subjective knowledge
requirement to acts of circumvention as evidenced by the phrase ‘has the knowledge or with
reasonable grounds to know.” Conroy states that this means that the person who commits the
act of circumvention needs to have the goal of circumventing TPMs and not the goal of
copyright infringement.?®? This provision covers the act of circumvention. An example of how

this has been implemented can be seen in the United Kingdom’s Copyright, Designs and

Patents Act, 1998 (CDPA), which will be.disctissed.below. It is important to note that while

m

the UK has voted to exit the E nlu-num-x-)xu-b!mun'ulluvmp

enced regarding their exit and
[N _BIN NIN NI

therefore, the laws remain the '.... ..... dine -gircumyvent ion mechanisms until such time
that they have completed their ex ilﬁl ﬁhll
Article 6(1) of the Directive was-implementecthrotigh-the=infroduction of ss296 to 296ZF of

284 ; g e : :
the amended CDPA.“** The ovqrqlrﬁhm-pfolf{sa% —T}%ﬂm tﬁrtahe act of circumventing TPMs

IS s296ZA which states that: WESTERN CAPE

‘(1) This section applies where—
a) effective technological measures have been applied to a copyright work other than a

computer program; and

280 Renda A et al ‘The Implementation, Application and Effects of the EU Directive on Copyright in the
Information Society’2015 CEPS Special Report No. 120 available at
https://www.ceps.eu/publications/implementation-application-and-effects-eu-directive-copyright-information
society (accessed 18 March 2017) 125.

281 EU Information Society Directive 2001/29/EC, Article 6(1).

282 Conroy (2006) 191.

283 For more information regarding this consult French D ¢"Brexit": A Constitutional, Diplomatic and
Democratic Crisis. A view from the Trenches’ (2016) 19 PER / PELJ 2 and Gordon R & Moffat R ‘Brexit: The
Immediate Legal Consequences’ 2016 available at https://www.consoc.org.uk/wp-
content/uploads/2016/05/Brexit-PDF.pdf (accessed on 23 March 2017).

284 Butoon D & MacCulloch A ‘Liability For The Circumvention Of Technological Protection Measures Applied
To Videogames: Lessons From The United Kingdom's Experience’ 2012 J.B.L 165 169.
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b) a person (B) does anything which circumvents those measures knowing, or with

reasonable grounds to know, that he is pursuing that objective.’?®

As can be seen, s296ZA is very similar in wording to Article 6(1), although with some subtle,

yet notable, differences.

3.4.1.1 — Circumvention For Computer Programs

Interestingly, the CDPA has a separate provision relating to circumvention devices of computer
programs in terms of $296.2%% The section would apply in the situation where a ‘technical
device’ was applied to a computer program to protect it from being copied and an individual
attempts to remove the said technical device in order to make infringing copies through any
means.?®’ Liability in this regard will be founded in terms of a civil remedy as opposed to a

criminal sanction.®® This provision is parti i teresting in the sense that it is much more

armni

it attribute liability to a person

e e uu-gs!
Il.lll".ll.ll.ll 290
who engages in the act of circumyenting. devices.{ .- hat protect software.” In essence, the

3 . circumvention rather than actual
Il l Is |case works on the basis that the
person in question must have fhe—krrowiedgrrhat“they‘arrla‘fadlitating the circumvention.?

This type of provision is uniquelif‘l thelsénde IRatnkither thé {i¥fermation Society Directive nor
the DMCA regulates computer ptogramsilike thissy] . A P F

provision prohibits the facilit

circumvention.?®! More importa

An important case in this regard is the case of Sony v Ball?®® which dealt with the interpretation
of s296 after the Information Society Directive was implemented into law.?®* The case in
question concerned the circumvention of Sony’s TPMs on its PlayStation 2 Console (PS2
hereafter). The copy protection device on the PS2 was two-fold in the sense that copy-

protection mechanisms are contained in both the console and the disc containing the game.?%

285 CDPA 1998, s296ZA.

286 Denoncourt J Q&A Intellectual Property Law (2015) 66.
287 CDPA 1998, s296.

288 Denoncourt (2015) 66.

289 Bentley L & Sherman B Intellectual Property Law (2014) 363-364.
2% Bentley & Sherman (2014) 364.

291 Bentley & Sherman (2014) 363.

292 Bentley & Sherman (2014) 363.

293 [2004] EWHC 1738 (Ch).

2% Denoncourt (2015) 66-67.

2% Sony v Ball [2004] EWHC 1738 (Ch) at para 4.
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The disc contains software that the PS2 needs to recognise as being compatible within the
specific region that the console and game was bought in order to allow the user to play the

game.?%

In essence, Sony alleged that the defendant had infringed s296 of the CDPA by creating an
electronic chip (the ‘Messiah chip”) used to bypass the copy-protection mechanisms within the
PS2 and which allowed the user to play copied games as well as games from other regions.?®’
The defendant raised several defences, the most pertinent one being that the Messiah chip was
capable of non-infringing uses. The court however rejected this defence and stated that the sole
purpose of the Messiah Chip was to circumvent the TPMs Sony installed on the PS2 in order

to likely commit further forms of unlawful conduct.?®®

Another example of a case where s296 was used is that of Nintendo v Playables®®® which dealt
with the legality of modification chips for Nintendo’s DS handheld gaming console. Here the

court interpreted the definition of technical.mes € in terms of the CDPA and found that it

meastre.2% The court made a further

to be present for the purposes off

circumvent a TPM.3% This statem

of a TPM, copyright infringem , Turther strengthening the notion
that TPMs provide copyright holders Jrﬁéﬁﬂa@érrgf‘brr@tédﬁﬂh that need not even always be
linked to Copyright Law expressly . S TE RN CAPE

In the recent judgment by the Court of Justice of the European Union in the case of Nintendo
Co Ltd. and others v P.C Box Srl and 9Net SrI*% the court made a statement regarding the

extent of the protection that TPMs could cover.3%® The case concerned the circumvention of

2% Sony v Ball [2004] EWHC 1738 (Ch) at para 4.

297 Sony v Ball [2004] EWHC 1738 (Ch) at para 7.

2% Sony v Ball [2004] EWHC 1738 (Ch) at para 22 and para 33. A similar situation occurred in the case of Sony
Computer Entertainment v Owen [2002] EWHC 45 (Ch) which was decided before s296 of the CDPA was
amended to comply with the obligations in terms of the Information Society Directive. In this case the court found
that the defendants were liable for copyright infringement as the Messiah Chip was designed to allow the copying
and the playing of infringing copies of games. See also MacQueen H, Waelde C & Laurie G Contemporary
Intellectual Property Law: Law and Policy 3ed (2013) 203.

299 [2010] EWHC 1932 (Ch).

300 Nintendo v Playables [2010] EWHC 1932 (Ch) at para 33.

301 Nintendo v Playables [2010] EWHC 1932 (Ch) at para 34.

302 (2014) C-355/12 CJEU. See also MacQueen H, Waelde C & Laurie G Contemporary Intellectual Property
Law: Law and Policy 4ed (2016).

303 Denoncourt (2015) 68.
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Nintendo’s DRM:s in their DS and Wii Consoles by PC Box.3 PC Box marketed original
Nintendo consoles with third party software that allowed the users to play copies of games

without purchasing the original titles.3%

The question the court had to determine was whether the protection provided for by the TPMs
went beyond what was ordinarily required to protect the work.3%® What is particularly important
about this case is not the result as such but rather what the court had stated during its judgment.
It stated that while developers of video games are well within their rights to implement TPMs
to protect their copyrighted works, this protection should not go further than what is necessary
to protect said works.>*” Once the protection oversteps what is required of it, the TPMs will
lose the protection afforded to it.3%®

3.4.2 Article 6(2) - Circumvention Devices

Article 6(2) covers the devices Us '

‘Member States shall provide adet ainst the manufacture, import,

distribution, sale, rental, advertis

\ ) .
| possession for commercial

purposes of devices, products o] e provision of serwces which:

(a) are promoted, advertised or m%kitid' for li;:e pfr%ogf of C|rcumvent|on of, or
(b) have only a limited commerual y S|gn}ﬁcant purpose or use other than to circumvent, or
(c) are primarily designed, pr&&éedf‘ac]apiéo[%r}erf&mﬂbdI?o!‘:the purpose of enabling or

facilitating the circumvention of, any effective technological measures.”3%

Like its counterpart in s1201(a)(2) and s1201(b) of the DMCA, Article 6(2) prohibits the use
of anti-circumvention devices to circumvent TPMs. This does not mean that devices need to

be designed in terms of a particular manner that will restrict its use to non-infringing uses.3*°

304 Nintendo Co Ltd. and others v P.C Box Srl and 9Net Srl (2014) C-355/12 CJEU at para 10 and para 12.

305 Nintendo Co Ltd. and others v P.C Box Srl and 9Net Srl (2014) C-355/12 CJEU at para 14.

308 Nintendo Co Ltd. and others v P.C Box Srl and 9Net Srl (2014) C-355/12 CJEU at para 17.

307 Nintendo Co Ltd. and others v P.C Box Srl and 9Net Srl (2014) C-355/12 CJEU at para 31.

308 Nintendo Co Ltd. and others v P.C Box Srl and 9Net Srl (2014) C-355/12 CJEU at para 31. See also Denoncourt
(2015) 68 and MacCulloch A (2014) ‘Nintendo v Mod Chips: Score Draw in the CJEU’ available at
https://eutopialaw.com/2014/01/27/nintendo-vs-modchips-score-draw-in-the-cjeu-2/ (accessed on 21 March
2017).

30% EU Information Society Directive 2001/29/EC, Article 6(2).

310 Guibalt L, Westkamp G and Rieber-Mohn T ‘Study On the Implementation and Effect in Member States' Laws
of Directive 2001/29/EC On the Harmonisation of Certain Aspects of Copyright and Related Rights in The
Information Society’ (2012) available at https://ssrn.com/abstract=2006358 80 (accessed 15 March 2017).
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The main requirement here is that it must not fall within the ambit of Article 6(2).3'! The effect
of this would be that devices which do not have infringing uses or have infringing uses but

predominantly have non-infringing uses, will be exempted from the operation of Article 6(2).

3.4.2.1 — Circumvention Devices In The UK

In the UK circumvention devices are regulated in terms of s296ZB and it is important to note
that this section introduces criminal sanctions for a person who deals in devices that are
designed to circumvent technical measures.®'? On the other hand the act of circumvention
merely provides for a civil right against another if the person in question had the knowledge
that they were circumventing a technical measure.!? Section 296ZB was successfully used in
the case of R. v Gilham®* in which the accused was convicted for selling mod chips that

circumvented the game systems of certain cosols.315 As criminal prosecution is usually an

route rather than a criminal one. 'Il 1 |I|II[II|II 1
3.4.3 Article 6(3) - Interpretations/ [V ERSTTY of the

As with the DMCA, the Inforrﬁgtlbn“éc]clé%;r\ect&‘e‘élgs ontains a definitions clause to

qualify the meaning of certain terms in terms of Article 6(3). A technological measure is

defined in terms of the directive as any device or component that, in the normal course of its
operation, is designed to prevent or restrict acts in respect of works where the right holder has
not given permission for use of such works.3!" It can be implied from the above definition that
this covers both access control mechanisms (where the word prevent is used) and copy control

mechanisms (where the word restrict is used).®!® Further, Article 6(3) describes that an effective

311 Guibalt, Westkamp & Rieber-Mohn (2012) 80.

312 CDPA 1998, s296ZB.

313 CDPA 1998, s296ZA.

314 [2009] EWCA Crim 2293; [2010] E.C.D.R. 5.

315 Heath G & Dixon L ‘Game Over’ 2009 available at www.nabarro.com/downloads/game_over.pdf (accessed
on 21 July 2016).

316 Butoon & MacCulloch (2012) 169.

317 EU Information Society Directive 2001/29/EC, Article 6(3).

318 Aplin T Copyright Law in the Digital Society: The Challenges of Multimedia (2005) 232.
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technical measure is, within the context of Article 6(1) and 6(2) is where the use of a protected
work is controlled by the right holder through application of an access control or a copy control

mechanism, which achieves the protection objective.>!°

The interpretation clause of the CDPA is found in s296ZF and is similar to what Article 6(3)
describes with the only difference being that s296ZF uses the phrases ‘copy control’ and
‘access control” when defining what the term effective denotes in relation to different
mechanisms.3? The definition of a ‘technical measure’ merely states that it is any device or
component that is designed in the normal course of its operation to protect copyrighted work
other than a computer program.3?! Specific references to access or copy control measures are
omitted in the section.

In the Nintendo PC Box case, it was found that Article 6(3) covers technological measures that
not only form part of the vessel that contains the copyrighted work with a device that recognises

it as such, but also extends to the devices_that-are_used on conjunction with the game.3?? In

peripherals that accompany it.

3.4.4 Article 6(4) — The Exceptions

One of the most important pr0\[i_§ipm of Eeﬂrﬁqqaqo% ﬁ?ﬁiﬁty Directive is that of Article
6(4). Article 6(4) provides that\QAcierr]siatﬁ z{e r u;‘refi,io take appropriate measures to
ensure that right holders make available to persons that are entitled to exercise a specific
limitation or exception in respect of the right-holder’s work.3?® Further, the Information Society

Directive implements the Berne Convention’s three-step test under Article 5(5). The intention

319 EU Information Society Directive 2001/29/EC, Atrticle 6(3).

320 CDPA 1998, s296ZF(2).

321 CDPA 1998, s296ZF(1). In terms of this section, the definition merely states that a technical measure is any
device or component that is designed in the normal course of its operation to protect copyrighted work other than
a computer program.

.322 Nintendo Co Ltd. and others v P.C Box Srl and 9Net Srl (2014) C-355/12 CJEU at para 37. See also Lieser M
‘Nintendo Vs PC Box: Circumventing The Law In Copyright Of Gaming Systems’ 2014 available at
http://www.thedrum.com/opinion/2014/02/09/nintendo-vs-pc-box-circumventing-law-copyright-gaming-systems
(accessed on 16 March 2017).

323 Article 6(4) states that: ‘Notwithstanding the legal protection provided for in paragraph 1, in the absence of
voluntary measures taken by right-holders, including agreements between right-holders and other parties
concerned, Member States shall take appropriate measures to ensure that right-holders make available to the
beneficiary of an exception or limitation provided for in national law in accordance with Article 5(2)(a), (2)(c),
(2)(d), (2)(e), (3)(@), (3)(b) or (3)(e) the means of benefiting from that exception or limitation, to the extent
necessary to benefit from that exception or limitation and where that beneficiary has legal access to the protected
work or subject-matter concerned.’
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behind the Information Society Directive was not to create a new form of exclusive rights or
extend existing rights.3* Therefore, the legal protection afforded to TPMs and DRMs cannot
be justified beyond the confines of Copyright Law as provided for above in terms of the
Nintendo PC Box case.®?® This essentially means that TPMs that protect anything but rights
related to Copyright Law are not protected under the Information Society Directive.®?® This is
important as it opens up the possibility that TPMs which go beyond protecting copyright will
not have the benefit of being protected in terms of the Information Society Directive. It is also
correct to say that since protection will not go beyond the scope of Copyright Law, the
exceptions to copyright infringement could then also be extended to cover the circumvention

of TPMs regardless of whether they are access or copy control mechanisms.

The Information Society Directive provides an interesting discussion regarding the rights of

copyright holders and users of works. It has been highlighted that there should be a fair balance

between the rights of copyright holders and users especially within the confines of the digital

i.« i rowde for exceptions to certain
-E- ions should be accompanied by

An important case that needs tolbe méntionedigre is ‘qu'e'_ili;d €anal, Universal Pictures Video
France and SEV v. S. Perquin and WFEC Que Ehoisiri(hexeafter referred to as the Mulholland
Drive Case)®¥ in which the French Court of Appeal held that the private copyright exception
should not be limited by technical measures.®¥ It is important to note that this case was decided
before the French code was amended to implement Article 6(4).3%2 Essentially the case

revolved around the fact that a French consumer was unable to convert a copy of the movie

324 Butoon & MacCulloch (2012) 165.

325 Butoon & MacCulloch (2012) 165.

326 EU Information Society Directive 2001/29/EC, Article 6(1) and Article 6(2).

327 EU Information Society Directive 2001/29/EC, Recital 31.

328 EU Information Society Directive 2001/29/EC, Recital 38.

329 EU Information Society Directive 2001/29/EC Recital 38. The best example to illustrate how the private
copying exception is what was implemented in member states is by looking at France where it was implemented
in terms of Article L 331-5 where it is stated that technical measures cannot be used to prevent free uses of the
copyrighted work set out by both the usage licence of the copyrighted work and the exceptions established under
the French Intellectual Property Code.

330 Court of Cassation (1st chamber, civil section), 28 February 2006.

331 Mazziotti G EU Digital Copyright Law and the End-User (2008) 203.

332 Samartzi V ‘Optimal vs sub-optimal use of DRM-protected works’ 2011 E.I.P.R. 517 519.
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Mulholland Drive from a DVD to a video cassette tape in order to watch the movie at his
parents” house.®* The decision of the Court of Appeal was overturned by the French Supreme
Court of Appeal (Cour de cassation) and found that the private copying exception is not
negatively affected by anti-copying devices.*** Additionally, the Cour de cassation argued that
the private copying exception in this case interfered with the normal exploitation of the work.33®
The effect would be that the private copying exception cannot be invoked to achieve
interoperability if a DRM restricts such an action. While this judgment is not binding anywhere
else other than in France it does provide insight into how the private copying exception can be
severely limited by DRMs even though the copying could possibly fall into the realms of fair

use.

3.4.4.1 Private Copying In The UK

p—a—case by the British Academy of

Songwriters, Composers and Aq_thﬂsljwﬁffﬂrﬁ’l’ljpi&ih yiSegretary for Business, Innovation
and Skills®®. This was a judiciﬂrrﬁ/ﬁwl oﬁtﬁ ;{K gf);\é]imﬁ:nt’s decision to introduce the
private copyright exception.®*° There were two judgments, the initial one had to decide whether
the exception was unlawfully introduced by the UK Government®*** and the final one which
dealt with the question on whether the exception should be revoked.3*? The initial judgment

found that the UK government could not support its contention that no harm would be suffered

333 Samartzi (2011) 519.

334 Mazziotti (2008) 204.

335 Samartzi (2011) 520.

33 CDPA, s28B.

337 CDPA, s296ZE.

338 Copyright and Rights in Performance (Personal Copies for Private Use) Regulations 2014 (SI 2014/2361).
339 [2015] EWHC 2041.

340 British Academy of Songwriters, Composers and Authors Musicians’ Union v Secretary for Business,
Innovation and Skills [2015] EWHC 2041 at para 1.

341 British Academy of Songwriters, Composers and Authors Musicians’ Union v Secretary for Business,
Innovation and Skills [2015] EWHC 1723.

342 Sherell P ‘UK: Copyright - Private Copying Exception Falls’
https://www.twobirds.com/en/news/articles/2015/uk/copyright-private-copying-exception-falls (accessed on 4
April 2017).
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by the different industries involved in the case. The final judgment found that the private
copying exception should be revoked as the regulation was unlawful *** Furthermore the ruling
in the case was retrospective.®** This case created a considerable problem for those who wished
to make use of the private copying exception as the court rejected it. Therefore, the current
position regarding the private copyright exception in the UK is that in the process of making

copies for private non-commercial use, persons could infringe copyright.

3.5 Criticisms Of The Information Society Directive

Much like the DMCA, the Information Society Directive is not without criticism. It was
considered to be one of the most lobbied directives in the history of the EU.34° The Information
Society Directive has often been criticised as not providing enough benefit for both copyright

owners and those who use it.3*® Furthermore, it is the opinion of some authors that the

tion relating to the prohibition
DMCA, has been criticised for

linking the circumvention of

on the circumvention of TPMs 344

giving an extra layer of protecti .__,.._f__. Tu v'i
TPMs to copyright infringement. |$ E! i

Society Directive but was removed-shorthythe
The criticisms that most commé[n'te‘ﬁ‘blls%;k&!—%%%g KehilHfhation Society Directive relate

to Article 5 and Avticle 6. Article i'fp"ﬁ)'\]i‘dgés for ‘the %}(c'bdﬁcﬁ*{s and limitations in respect of

digitised copyrighted works.3*® The primary criticism levelled against Article 5 relates to the

the first draft of the Information

|

fact that it leaves an ample amount of discretion to member states to introduce the limitations
listed in the article.®® This can also be said about the WCT as seen above, Article 6(1) of the

Information Society Directive and Article 11 of the WCT have similar wordings as both use

343 British Academy of Songwriters, Composers and Authors Musicians’ Union v Secretary for Business,
Innovation and Skills [2015] EWHC 2041 at para 19.

34 British Academy of Songwriters, Composers and Authors Musicians’ Union v Secretary for Business,
Innovation and Skills [2015] EWHC at para 21.

345 Schonning J ‘The Legitimacy of the Information Society Directive, Specifically Regarding the Copyright
Exceptions’ (Unpublished LLM Thesis, University of Lund, 2010) 7.

346 Guibalt, Westkamp & Rieber-Mohn (2012) 127.

347 Renda et al (2015) 32.

348 Renda et al (2015) 33.

349 EU information Society Directive 2001/29/EC Avticle 6.

350 Guibalt L ‘Evaluating directive 2001/29/EC in the light of the digital public domain’ International Conference
on Public Domain in the Digital Age 2008 available at http://dare.uva.nl/document/2/109730 (accessed on 30 July
2016) 6.

61

http://etd.uwc.ac.za/


http://dare.uva.nl/document/2/109730

the words © adequate’ and ‘effective’. The result of this has unfortunately led to the situation
where each member state has cherry picked which exceptions and limitations they wish to
implement in order to preserve their own national laws.3*! This has not only resulted in a
structure where copyright exceptions and limitations lack the all-important consistency that the
Information Society Directive was supposed to achieve but it also caused wide ranging
confusion amongst the EU member states.®*? As such, it this goes against one of the primary
purposes of the Information Society Directive which is to provide harmonisation of Copyright

Laws across member states.3°3

Article 6 is considered to be one of the most controversial and intricate provisions of the
Information Society Directive.*®* The article has been criticised for being too vague and
obscure, especially in relation to Article 6(4).3* The interpretation of the provisions have left
much wanting with reference to the fact that each individual member state has adopted these
provisions differently.®®® To illustrate this, whereas the way the UK had implemented relatively

stringent protection for TPMs, ¢ {6511 vide for no legal protection for
access control technologies.®®” Injgssence the followingSituation could arise: a UK citizen that
holds a copyright over a particularjprodi i their product in Denmark with an

. AU .
access control mechanism but once that mechanism is ¢ircumvented, they would not have the

necessary legal recourse for theirpetential=to 1and, a Denmark citizen in the
UK could circumvent an access[GoqfrfkTwlaqubf I,{abl? r}!terms of s296 or s296ZA. This

type of situation is undesirable zﬁlt is rlfe Wlth Ie{al uncertalnty

ER

3.6 CONCLUSION

In essence both the DMCA and the Information Society Directive have left much to be wanting

in terms of what they provide for. While the DMCA can be hailed for its attempts to make sure

351 Guibault, L. ‘Why cherry-picking never leads to harmonisation: the case of the limitations on copyright under
Directive 2001/29/EC” (2012) 1 Journal Of Intellectual Property, Information Technology And Electronic
Commerce Law 55 56.

32 Guibalt, Westkamp & Rieber-Mohn (2012) 127.

353 Guibalt (2008) 6.

354 Guibalt (2008) 9.

3% Banti-Markouti V ‘The Interface between Technological Protection Measures and the Exemptions to Copyright
under Article 6(4) of the Information Society Directive and s1201 of the Digital Millennium Copyright Act, with
particular reference to the implementation of Article 6(4) in the National Laws of Greece, UK and Norway’ (2007)
4 Journal of Informing Science and Information Technology 573 579

3% Guibalt (2008) 11 and 14.

357 Schonning (2010) 31.
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that certain uses of work can still be taken advantage of irrespective of the TPM or DRM
attached to it, the DMCA still does not, in the opinion of the author, address the growing
concern relating to the imbalance between copyright holder and end-user. The same can be said
for the Information Society Directive. This directive is often criticized as being too vague and
contradictory in the sense that while its primary purpose is to achieve harmonisation amongst
member states of the EU, due to its optional nature in terms of the important provisions, namely
Article 5, it has led to some absurd results. This is further intensified by the cherry-picking of
certain members of the EU in order to preserve the sanctity of their laws.3*® Additionally, it
seems as if the overall opinion of scholars within the EU deem the Information Society

Directive to be ineffective and obsolete.3>

Interestingly, the CJEU in the Nintendo PC Box case appears to have come to an important

conclusion regarding the circumvention of TPMs as it was stated in the case that where TPMs

go beyond the scope of protecting copyright, it loses the benefit of its protection.®®° On the

v Corley and Sony Computer Entéftaifiy §1 However, cases such as Skylink

and Lexmark have shown us that e rights of both users and of the

copyright holders.36!

v |

In the next chapter, the positionli}w %Lﬂﬂrlﬁﬁaﬁ%ﬂ&hg.ﬁh‘éhﬂrcumvention of TPMs will be
explored as well as how the neWACopyright: AméndmentiBill lseeks to change the law once it

comes into operation.

3% Guibalt (2012) 56.

39 Renda et al (2015) 32.

360 Nintendo Co Ltd. and others v P.C Box Srl and 9Net Srl (2014) C-355/12 CJEU at para 31.
361 Conroy (2006) 160.
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CHAPTER FOUR

4.1 INTRODUCTION

In Chapter 3 the DMCA and the Information Society Directive were both highlighted and
analysed. This chapter will consider the South African position regarding DRMs. As previously
stated in Chapter 1, South Africa does not have any laws directly relating to DRMs or TPMs.
The only case where TPMs were raised, albeit as an ancillary issue, is that of Mr Video (Pty)
Ltd and others v Nu Metro Filmed Entertainment (Pty) Ltd and others®2. The case primarily
dealt with an action for copyright infringement arising from the rental of DVDs that were
imported from the USA.3%3 However, the case also indirectly dealt with the issue of region
locking. The court gave an explanation as to how region locking works but did not discuss
anything further than that.*** Even though South.Africa has signed the WCT it still has not
been implemented into law.3% itzhashi eer submitted-bysauthars such as Pistorius that s86 of

w
LN NIN BIN NIN NIN NI
ECTA covers the position __Tlm-mmn- DLOVISION Pé

to, interception of or interference

once again when, or if, the Copyrigf

of the bill propose mtroducmg'mﬁwﬁ circumvention of TPMs and
DRM:s. UNIVERSITY of the

This chapter seeks to highlight%%t!i:"tﬁer]c‘uﬁ’eﬁ g?)utﬁ“A%n(I:;r% :"position with regard to DRMs,
as well as the proposed position. As noted in Chapter 1, attention will be given to both iterations
of the draft bill to show how views relating to TPMs have changed. The doctrine of fair use
will be introduced into the law through the bill, and as such this chapter will give a brief
overview of how fair use will be introduced into the law. It is important to note that the doctrine
of first sale is also relevant in this regard. Traditionally, South Africa has not considered the

doctrine of first sale nor does it have any form of doctrine of exhaustion relating to the right of

362 [2010] 2 All SA 34 (SCA).

363 Mr Video (Pty) Ltd and others v Nu Metro Filmed Entertainment (Pty) Ltd and others [2010] 2 All SA 34
(SCA) at para 3.

364 Mr Video (Pty) Ltd and others v Nu Metro Filmed Entertainment (Pty) Ltd and others [2010] 2 All SA 34
(SCA) at para 6.

35 World Intellectual Property Organisation ‘The Signatories of the Berne Convention’ available at
http://www.wipo.int/treaties/en/ShowResults.jsp?treaty id=16 (accessed 28 June 2016).

366 Electronic Communications and Transactions Act, s86. See Pistorius T ‘Copyright In The Information Age:
The catch-22 of Digital Technology’ (2006) 1 Critical Arts 47 52.
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distribution. %7 This was also not addressed by the first Copyright Amendment Bill. However,
seemingly the second iteration of the bill introduces such a doctrine into South African Law
(albeit possibly unintentionally, as will be expanded upon in this chapter). Consequently, the

doctrine, including its desirability in the South African context, will be discussed.

4.2 ELECTRONIC COMMUNICATIONS AND TRANSACTIONS ACT (ECTA)

ECTA was introduced in 2002 as a response to the veritable growth in E-commerce globally.3®

The primary purpose of ECTA was to provide a framework for the development and regulation
of electronic transactions.®* It also covers other aspects such as cybercrime, encryption and e-

government services.>"°

Arguably the most important provision in ECTA is s11 which provides that information is not

RIN RIS B ll
1n i -

entations ofi

without legal effect simply because it i

Conroy are of the opinion that ilhis definition Is wide enough tbi include digitised copyrighted
works.3”® As noted, authors iild Plslotie B dilsey ar“gtrjé ‘that s86 regulates the current
position regarding TPMs in South Africd. Iti'submitted\thatisss could apply to copyrighted
works as its wide ambit relates, inter alia, to interference with, interception of and unauthorised

access to data.

367 Karjiker (2015) 651.

368 Kabanda SK, Brown I, Nyamkura V &Kehsav J ‘South African Banks and Their Online Privacy Policy
Statements: A Content Analysis’ (2010) 12 SA Journal of Information Management 1 1.

369 Sharrock R The Law of Banking and Payment in South Africa (2016) 296 Electronic Communications and
Transactions Act 25 of 2002, s2 Objects of the Act.

370 Eiselen S ‘Fiddling with The ECT Act — Electronic Signatures’ (2014) 6 PER 2805 2806. See also Coetzee J
“The Electronic Communications and Transactions Act 25 of 2002: Facilitating Electronic Commerce’ (2004) 3
Stellenbosch Law Review 501 501-502.

371 Electronic Communications and Transactions Act 25 of 2002, s11(1).

372 Electronic Communications and Transactions Act 25 of 2002, s11(2).

S ECTA is in part based on the UNCITRAL Model law on Electronic Commerce, which was discussed at
length in Chapter 2.3.3.1

374 Electronic Communications and Transactions Act 25 of 2002, s1 Definition of Data.

375 Latter GP ‘Copyright Law in the Digital Environment: DRM Systems, Anti-Circumvention Legislation and
User Rights’ (unpublished LLM Thesis, Rhodes University, 2010) 189. Conroy (2006) 226.
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4.2.1 Section 86 Of ECTA

There are four provisions of particular importance in s86. Section 86(1) provides that a person
who intentionally and without the required authority or permission to do so accesses or
intercepts information is guilty of an offence.®”® ‘Access’ in terms of s86 is defined to include
the actions of persons who have taken note of data, have become aware of the fact that they do
not have the authority to take note of the data and continue to do s0.3’” Section 86(1) likely
covers the situation where data is secured by access control measures, given that it criminalises
unauthorised access and the purpose of access control measures is to prevent unauthorised
access. Further, this section introduces a knowledge requirement in that a person must have
the requisite intention to fall within the scope of the provision. The knowledge requirement

here is similar to that which was introduced by the Information Society Directive."®

Section 86(2) prohibits the situation where any person who, without the required permission
or authority, intentionally interferes with _.-., o

el a way that it is modified, destroyed or

379

otherwise rendered ineffective. that the provision potentially

covers situations dealing with rig t As previously mentioned in
Chapter Two, rights management e identification of the author and

the rights that an author has in a f

Sections 86(3) and (4), unlike th ﬂrsf ikwircifqyisqd vqu\{el, }r!elate to devices that assist with
circumventing rather than the aqf f]C'fCu[n\!efEO{ Se€c q‘nlg%B) states that an individual who

unlawfully produces, sells, offers to sell, procures for use, designs, adapts for use, distributes
or possesses any device that can be used to circumvent a security measure is guilty of an
offence.®® In short, this section prohibits the production or sale of devices that can overcome
security measures. A device in terms of this provision would refer to any hardware or software
that is capable of overcoming security measures. This section is arguably quite similar to the
provisions found in terms of s1201(a)(2)(A) and s1201(b)(1)(A) of the DMCA which each

prohibit the use of devices that are primarily designed to circumvent TPMs.38?

376 Electronic Communications and Transactions Act 25 of 2002, s86(1).
377 Electronic Communications and Transactions Act 25 of 2002, s85.
378 See Chapter 3.4 in general.

378 Electronic Communications and Transactions Act 25 of 2002, s86(2).
380 WIPO Copyright Treaty, Article 12.

381 Electronic Communications and Transactions Act 25 of 2002, s86(3).
32 17 USC § 1201(a)(2)(A) and 1201(b)(1)(A).
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Section 86(4) further states that any person who unlawfully overcomes security measures that
are designed to protect or prevent access to data with the use of a device will be guilty of an
offence in terms of ECTA.33 It appears that s86(3) and s86(4) also cover access control
mechanisms but, unlike s86(1) and s86(2), could also apply to copy control mechanisms. Both
the latter provisions use either the word ‘protect’ or ‘protection’ to describe the function of the
security measures. In the context of copyright, as the primary purpose copyright to prevent
unlawful copying of work, it does not seem impossible that authors can use s86(3) or (4) to
further protect their works. Pistorius argues that herein lies the actual implementation of the
WCT in South African Law.3®

The offences in terms of s86 carry specific penalties provided for in terms of s89 of ECTA. It
is important to note that the penalties provided for in ECTA are criminal sanctions. There is no
civil liability in terms of these penalties. If a person has committed an offence in terms of
s86(1), (2) or (3), he or she will be liable for a fine or imprisonment not exceeding twelve

five years.38®

4.2.2 Criticism Of The Section86

P

Oathl

As noted above, Pistorius is of lﬁgb;;l;‘ioﬁgabsgﬁro}lédfﬁ ‘covers the situation relating to
the circumvention of DRMs. 38"\t 5. submittetfthat ECTAls broad enough to allow for this.
This contribution however contends that such an approach is problematic. Firstly, if one accepts
Pistorius’ position it would mean that ECTA implicitly creates a new right of access control
for copyright holders. Traditionally, copyright holders were only able to control access to
works if they themselves held physical copies of their works.®® Therefore, it would be
important to consider the impact that this could have on issues relating to fair use and fair
dealing. Further, the fact that the penalties imposed on a person who contravenes s86 of ECTA
is only founded in criminal law and not in terms of civil liability is also of concern. It should

also be assessed whether a sufficient link between s86 and copyright infringement exists in

383 Electronic Communications and Transactions Act 25 of 2002, s86(4).

384 Pistorius T ‘Developing Countries and Copyright In The Information Age: The Functional Equivalent
Implementation Of The WCT’ (2006) 2 PER 149 155.

385 Electronic Communications and Transactions Act 25 of 2002, s89(1).

386 Electronic Communications and Transactions Act 25 of 2002, s89(2).

387 Pistorius (2006) 7.

388 Conroy (2006) 346 & 350.
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order to ascertain to what extent the position is valid or useful. These three aspects are critically

analysed below.

4.2.2.1 The Effect Of Section 86 On End-User Rights

There are no references to end-user rights provided for in terms of copyright in s86 of ECTA.
Additionally, it is submitted that most of the measures employed in terms of s86 are access
control measures. In United States v Elcom, as discussed in Chapter Three, it was held that
end-user rights can be used as defences to the circumvention of copy control mechanisms but
not for the circumvention of access control mechanisms.®* The reason for this is that these
measures protect against the access of works and not the copying of works. Copyright protects

against the unlawful copying of works and not unauthorised access to works.3® Therefore the

same exceptions should not apply. To this end, it has been stated that the provisions in s86 of

scope of protection that is norrrr}ally_provided to authors of copyrlghted works. If a DRM is
employed by authors to protect%h&l&}r’&%ﬁ! i Vst Gheir works, they also exclude
the operation of fundamental deVicds F‘f@élz’s,iérﬁtd\haﬁtahn thé balance between copyright and

the rights of end-users in society in general 3%

A potential counter-balance to the above position could be found in s86(2) of ECTA. As noted,
$86(2) provides that if a person causes data to be rendered ineffective, that person is guilty of
an offence.3®* Given the generality of the provision, it is submitted that copyright holders could
themselves be guilty of an offence in terms of s86(2) if they employ DRMs that render the use

of their works ineffective vis-a-vis legitimate users. It is also provided that the person must not

389 United States v Elcom Ltd 203 F Supp 2d 1111 (ND Cal 2002) at 1120. See Chapter 3.2.2

3%0 Conroy (2006) 345-346.

391 Ncube C, Schonwetter T & Chetty P ‘African Copyright and Access to Knowledge (ACA2K) Project’
ACAZ2K Country Report — South Africa (2009) available at

http://www.aca2k.org/attachments/154 ACA2K%20South%20Africa%20CR.pdf (accessed 9 April 2017) 22.
392 Visser (2006) 37. See also Schonwetter T & Ncube C *New Hope For Africa? Copyright And Access To
Knowledge In The Digital Age’ (2011) 13 Digital Policy, Regulation and Governance 69.

3% See the discussion in Chapter 2 on this aspect.

3% Electronic Communications and Transactions Act 25 of 2002, s86(2).
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have permission or authority to render data ineffective.3® It could be argued that copyright
authors have the right to employ DRMs to protect their works as holders of copyright.
However, in the case of R v Alfred Whitaker®®® a decision made in terms of s3 of the UK
Computer Misuse Act, 1990,%7 the court held that a copyright holder could be guilty of
rendering data ineffective if no authority to do so was otherwise granted.3%® Given that there is
no specifically recognised right to protect works through TPMs or DRMs in South African
Law, it is submitted that a similar finding could be made in terms of s86(2). As such, the rights
supposedly granted to copyright holders by virtue of s86 is also potentially waylaid by the very

same section.

4.2.2.2 Potentially Criminalising End-Usage

ECTA only provides criminal sanctions for he offences created in terms of s86. It is not

a fine not exceeding five thousand
submitted that the problem howeue

principle. These types of measures-are-generatty-not-resorted=te where a civil route is readily

available as a viable alternativef The Iu@gpﬂtqqmq!ham was criticised as a particularly
excessive means of enforcing ergtl CI,ré:uim{erﬁOQ prew |cirgs!|n the UK.*%! In the case, the
accused was charged under the provisions of s296ZB of the CDPA.*%2 While this may be a case
from the UK, it is a good example of the fact that generally a criminal penalty for copyright
infringement is considered to be quite excessive.*% It is problematic then that in terms of ECTA

the circumvention of TPMs warrant plain criminal liability with no alternative civil remedy.

3% Electronic Communications and Transactions Act 25 of 2002, s86(2).

3% R v Alfred Whitaker (Scunthorpe Magistrate’s Court, 1993). A summary of the case is available at Turner
‘Computer Misuse Act 1990 Cases’ available at http://www.computerevidence.co.uk/Cases/CMA.htm (accessed
on 2 May 2017).

397 1t should be noted the provision resembles that of s86(2) of ECTA.

3% Also see Walden I ‘Computer Crime’, Reed C & Angel J(eds) (2003) Computer Law 295-329.

3% Klopper (2011) 209.

400 Copyright Act 98 of 1978, s27(6)(a). This penalty is for a first time conviction. In terms of s27(6)(b), in any
other case, the penalty will be a fine not exceeding ten thousand rand or imprisonment not exceeding five years.
401 MacCulloch (2012) 169.

402 R v Gilham [2009] EWCA Crim 2293 at para 1.

403 MacCulloch (2012) 169.
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The problem is further exacerbated by the fact that a legitimate user may be subject to these

criminal sanctions for exercising rights provided to them in terms of the Copyright Act.

4.2.2.3 Is There A Sufficient Link?

In light of the above discussion, the overarching question that needs to be answered is whether
there is a sufficient link between copyright infringement and the protection against the
circumvention of TPMs generally provided for in terms of s86. It is contended by this
contribution that there is no overt connection between s86 and Copyright infringement. The

reason for this is threefold, which will be set out below.

Firstly, the position becomes illogical when one views the section as a whole through the lens
of Copyright Law. The internal tension created between sections 86(1), (3) and (4) vis-a-vis
s86(2) in light of end-user rights potentialy=being-infringed by TPMs is problematic. It is

submitted that it could never m;‘ﬁ::l‘:::i-im-mﬁm-::;:i?

the ability to protect their works:w ndethenste-potentially criminalise the same

LT

Secondly, the fact that there are ho recognised exceptions to

slature to provide authors with

conduct under certain circumstance

ircumvention of TPMs under

ECTA further evidences the fatt" ﬂa'ltt\i}j’ﬁ'“wtfhﬁ’iﬂ'@e?ﬂ?d position regarding TPMs in
South African Law. Even the L{%AI vy_Ejuih Paﬁoqe of t gﬁt; Etest positions regarding TPMs,

recognises the need to provide exceptions for the use of works where the circumvention of

TPMs is a prerequisite for use.%

Thirdly, it should be noted that ECTA makes no reference to copyright or to TPMs as it is a
law that generally applies. While the green paper on electronic commerce makes a cursory
reference to the WCT, no reference is made in relation to creating a framework on the
circumvention of TPMs or any plan to implement the treaty into law.*%> Additionally, there was
no reference to the WCT in the Discussion Paper“® that preceded the Green Paper on Electronic
Commerce. The fact that there is no reference to the WCT in not only the discussion paper or

404 See United States v Elcom Ltd 203 F Supp 2d 1111 (ND Cal 2002) at 1120.

405 A Green Paper on Electronic Commerce For South Africa November 2000 available at
http://www.gov.za/sites/www.gov.za/files/electronic_commerce 1.pdf (accessed on 10 April 2017) 59.
408 Discussion Paper on Electronic Commerce Policy available at
http://www.dpsa.gov.za/dpsa2g/documents/acts&regulations/frameworks/e-commerce/ecomm-paper.pdf
(accessed on 10 April 2017).
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the explanatory memorandum to the Electronic Communications and Transactions Bill*%’
indicates that it was likely not the intention of the legislature for s86 to specifically cover the

situation regarding the protection of copyright through TPMs.

As submitted, the position as it currently stands both problematic and uncertain. It is
appropriate to consider whether the position would be alleviated if or when the Copyright

Amendment Bill comes into operation.

4.3 THE DRAFT COPYRIGHT AMENDMENT BILL

As noted, both the initial and new draft Copyright Amendment Bill seek, inter alia, to introduce
fair use into the law and provide proper regulation with regard to TPMs.*%® With the

introduction of new law comes new phrases and words that need to be interpreted. Therefore,

the first point of departure for th —

definitions section of both drafts of the bill.

T I O
[ S A e —— )

TP < e me— —

4.3.1 Definitions In Terms Of Section| L

The initial Bill sought to insert f6¢ fions into the Copyright Act. The
first definition was that of ‘Digdital\Rights'System’] whigh' was: referred to as a collection of
systems used to protect rights qﬁe]gq@epiq;rrmdi@.“o%j hiqdqfinition was criticised as being

irrelevant as there is no mention of this phrase in the bill.*' It is further unclear what it could
relate to, given its relative breadth and vagueness. This definition was deleted from the new
draft of the bill.

The definition of a TPM under the initial bill was quite similar to that of the definition contained
in Article 6(3) of the Information Society Directive. This definition is of vital importance as it
could be the point of departure in determining whether a specific mechanism falls within the

definition of a TPM. It appears from the wording of the initial bill that a TPM will only be

407 Government Gazette No. 23195 of 1 March 2002.

408 Copyright Amendment Bill 2015, Preamble to the Bill.
409 Copyright Amendment Bill 2015, s1(f).

410 Commentary on the Copyright Amendment Bill at 5.
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protected in so far as it relates to copyright infringement.*'* This would limit the scope of its
application to only copy-control mechanisms and not access control mechanisms. If this is the
case, it would be a positive for user rights, but would not be popular with authors who wish to
protect against access. The new draft adds a second layer to the definition of TPMs by stating
that any method used to control access to a work for non-infringing uses will not qualify as a
TPM under the act.**? This is strange as the definition of TPMs under paragraph (a) already
makes this clear by limiting a TPM to something that protects or restricts infringement. Due to

this the definition comes across as somewhat redundant.

The third definition that the initial Bill sought to introduce is that of a ‘Technological Protection
Measure Work.” This merely refers to a work that is protected by a TPM.*!® The reason for the
inclusion of this definition is unclear as it appears that the bill is trying to distinguish between
works protected by a TPM and works not protected by a TPM. This definition has been

maintained in the new bill.#4

The final definition worth notirig=1s
device is any device that is primakily.0
a TPM.*™ This definition appears

that do not restrict or prevent copyright inflingement 19 AltAdtgh this contribution does not
view a narrower definition as being prébléniatie. The second tiaft of the bill adds unlawfulness
as a prerequisite for the circumvention of a TPM.*Y" Therefore, it appears that the new bill only
considers devices that are primarily designed for the circumvention of TPMs as circumvention
devices and not those that may have the ability to circumvent TPMs but are not primarily

designed for such purposes. This definition is to be welcomed.

It seems that the scope of application of the old bill is somewhat narrower than that of

comparable foreign legislation. This is also true for the new bill. Additionally, the drafters have

411 Copyright Amendment Bill 2015, s1(k) — The definition of a TPM is: ‘means any process, treatment,
mechanism, technology, device, system or component that in the normal course of its operation is designed to
prevent or restrict infringement of copyright work that is protected by a technological protection measure;’.
412 Copyright Amendment Bill 2017, s1(h)(b).

413 Copyright Amendment Bill 2015, s1(k).

414 Copyright Amendment Bill 2017, s1(h).

415 Copyright Amendment Bill 2015, s1(k).

416 Commentary on the Copyright Amendment Bill at 8.

417 Copyright Amendment Bill 2017, s1(h).
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linked the protection of TPMs to copyright infringement rather than creating new rights for
authors under the bill. Notwithstanding the quality of drafting under the initial bill, the
definitions introduced by it were mostly to be welcomed, and the fact that some of these aspects

have been addressed in the amended draft is also positive.

4.3.2 Fair Use

The initial Bill sought to introduce the doctrine of fair use into the law as s12A.#'8 This has
now changed with the new bill. Section 12A has been changed in its entirety and a new
s12(1)(a) has been added to introduce the doctrine. The introduction of a fair use defence is to
be commended as it is vital in dealing with today’s rapidly growing technology and the
potential problems it may pose. The need for a doctrine capable of adapting to changes in both

the categories and uses of works that qualify for copyright cannot be understated.

As South Africa already follow ‘rauﬁl d will continue to do so, the

introduction of fair use would mea - uld:then have a hybrid system of sorts.
-‘ . here as fair use would at some

further submits that instead of

Shay is of the opinion that both

point subsume fair dealing.**° In f

adopting a dual fair use-fair deallng model, fair dealing should' be completely disregarded in
favour of an open-ended fair oA Eb&réaéff&kblwr et *sféy for certain whether this may
materialise. Even in the USA there la'bfﬁ%é‘r% to be Ehyﬁiid"la!)bliéach to fair use and fair dealing
in some aspects. For example, s107 of the US Copyright Act contains the test for fair use,
whereas the DMCA contains further exceptions more akin to fair dealing.*?! It is submitted that
it would be possible to have both fair use and fair dealing exist in tandem. For instance, fair
dealing can assist in dealing with certain common exceptions related to the use of copyright,

whereas fair use would then cater for the rest.

Section 12A(5) of the initial bill introduced the factors necessary for the determination of fair
use. These are quite similar to those in the USA with the main difference being that an extra

factor has been added which looks at whether the use of the copyrighted work is fair and

418 Copyright Amendment Bill 2015, s14.

419 Shay RM ‘Fair deuce: an uneasy fair dealing-fair use duality’ (2016) 49 De Jure 105 106.
420 Shay (2016) 106.

421 See DMCA Sections 1201(d) to 1201(k)
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proportionate.*?? It should be noted that this factor appears to apply only in cases where the
work is being used in a parody.*?® Under the new bill these factors are contained in s12A(1)(b)
and unlike the initial bill, the new bill does not have specific factors applying to parody. Instead
the factors in the new bill appear to be more aligned with the approach in the USA. This is to
be welcomed as the approach taken in the initial bill did not come across as truly open-ended

given that it had specific aspects applicable only to certain instances.

One of the common criticisms of the proposed s12A is that it repeated the most of the
exceptions contained in s12 of the Copyright Act.*** Commentators therefore argued that the
provision is not actually an open-ended fair use doctrine.*?® This appears to be the same
situation under the new s12(1)(a) even though much of the provision differs from its s12A

counterpart in the initial bill.

The proposed s12A(3) described that the fair use of digitised content was limited to educational

use only. 428 This limited the use of fair use.fe

digital content,**” and flouted the principles of
IAg-se Fortunately, this was removed
eatmient between analogue or digital

works remains. It is submitted that h| ' l. sé provisions now apply to digital

One of the primary purposes of ihe"&nfl%l ?llii/\‘q_sltéi—l rqlt.roducF! falr use into the law. However,
it did not do so in a proper mann%rg -{hiﬁm]d Silzé [qrhlltlally apFeared effective but closer analysis
shows that the section created a fair amount of confusion. Various exceptions found in s12A
were already covered by other provisions of the Copyright Act. Additionally, fair use was
seemingly closed off by creating certain defined circumstances where it operated, effectively
defeating the purpose of having a fair use provision in the first place. The position in terms of
s12(1)(a) is far clearer, but not without fault. Firstly, the provision also covers circumstances
already dealt with under fair dealing. If the provisions sought to replace fair dealing this would
not be a problem, but this is seemingly not the case. Secondly, in terms of s12(1)(b), the factors

are used to determine whether something will constitute fair use or fair dealing.*?° It appears

422 Copyright Amendment Bill 2015, s12A(5)(d).

423 Shay (2016) 113.

424 Commentary on the Copyright Amendment Bill at 31. Schonwetter (2015) 17.
425 Commentary on the Copyright Amendment Bill at 31.

426 Copyright Amendment Bill 2015, s12A(3).

427 Commentary on the Copyright Amendment Bill at 31.

428 Shay (2016) 108.

429 Copyright Amendment Bill 2017, s12(1)(b).

http://etd.uwc.ac.za/

74



therefore that the section does not properly distinguish between fair use and fair dealing. As
noted, fair dealing is generally confined to a set of circumstances, whereas fair use is much
wider, #3° and as such the conflation of the two concepts is puzzling. It is submitted that this

position should be clarified in the final draft.

4.3.3 TPMs Under The Copyright Amendment Bill

As noted, both bills contain various provisions relating to TPMs. For the purposes of this thesis,
the discussion will be limited to the relevant ones dealing with conduct and devices relating to
the circumvention of TPMs. Both drafts provide for this in s280 and s28P. In the initial bill, a
number of new offences were proposed which would have fallen under s23(4), s23(6) and

s27(5A). These offences were removed from the second draft, and the possible reasons for their

removal will be briefly discussed.

4.3.3.1 Section 280 And Sectio 5

Section 280 highlights specific prohibited-condur

f the circumvention of TPMs.

This section criminalises not onI)( the production of devices**! and the acts of circumvention
132 INIVERSI g‘[ of the :
by persons*3? but it also covers the situation whereby the-service provided by a person could
‘.",‘_"“,_" 1 _"“i'_?l.' B
circumvent TPMs*3, Furthern‘%ré; it Covers- the dituatibn where persons could publish
information which could assist in the circumvention of TPMs.*3* This provision appears to be
more closely aligned with that of the Information Society Directive. ‘Effective,’ in the context
of the initial bill, refers to the situation where an owner has control over the access and use of
the work. %% The new draft retains this definition, but replaces the word owner with author.*3®

While the USA does not use the same wording, it is submitted that the definition under the

430 See Chapter 2.3.3.1.

431 Copyright Amendment Bill 2015, s280(1).
432 Copyright Amendment Bill 2015, s280(4).
433 Copyright Amendment Bill 2015, s280(2).
434 Copyright Amendment Bill 2015, s280(3).
435 Copyright Amendment Bill 2015, s280(5).
436 Copyright Amendment Bill 2017, s280(5).
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DMCA conveys the same meaning. It should be noted that the Information Society Directive

also requires an element of control,*3” which the South African bill omits.

Both drafts of the bill provide that s280 should be read with reference to Chapter 13 of
ECTA.*® As argued above, the provisions of ECTA do not currently have any explicit link to
copyright infringement, which the provisions of the bill seek to change. The relevance of this
provision is questionable. Firstly, a reference to Chapter 13 of ECTA would mean that authors
of copyright would be gaining an extra layer of protection for TPMs, something seemingly not
in line with the definitions of both drafts of the bill. Secondly, Chapter 13 of ECTA does not
contain any exceptions, and would create uncertainty as to the true position of the protection

and application of TPMs within the law.**°

Section 28P provides for exceptions in terms of the circumvention of TPMs. The section

appears to be an attempt at trying to find a balance between the protection of TPMs and the use

of works by end users. The intention of thi i ! is to allow for the use of circumvention

include references to both fair uée*and‘farrdeahng““‘COTmnentators also proposed that s28P(1)
should allow for permitted acts r@iallp\g}tor{hke b%&bctﬂbdﬁihﬂd sale of anti-circumvention

devices.**® This aspect has beeraddresset! if the draft?**4Antérestingly, s28P now also includes
a reference to s86 of ECTA. This seems like an attempt to create a link between copyright and
the offences created by ECTA. Through this inclusion, it appears that s28P could be used to
justify conduct insofar ordinarily prohibited by s86 of ECTA insofar as it relates to copyright.

437 See Chapter 3.4

438 See $280(6) of the Copyright Amendment Bill 2015 and Copyright Amendment Bill 2017 respectively.
43% Commentary on the Copyright Amendment Bill at 60.

440 Copyright Amendment Bill 2015, s28P(1).

441 Section 28P(1)(a): ...a permitted act or an act that falls within the general public interest exceptions

in sections,12, 13, 14, 15, 16, 17, 18, 19, 19A, 19B,19C,19D of this Act.

442 Commentary on the Copyright Amendment Bill at 61.

443 Schonwetter (2015) 41.

44 Copyright Amendment Bill 2017, s28P(1)(a).
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4.3.3.2 Section 23(4), Section 23(6) And Section 27(5A)

In terms of the initial draft, s23(4) introduced new offences for certain forms of conduct. These
include but are not limited to the offence of engaging in prohibited conduct in respect of TPMs
in terms of the act,**® the offence of contravening TPM provisions in terms of the act**® and
quite interestingly, the offence of not granting permission for use of works the purposes of fair
use.*7 Section 23(6) of the initial draft created the penalties for committing the new offences
created in terms of s23(4). The penalty for committing the offences contained in s23(4) was
imprisonment for not more than ten years or the payment of a fine not exceeding fifty thousand
rand.**® Additionally, Section 27(5A) criminalised dealing in circumvention devices.*° The

section was similarly worded to that of s280.

Of the above three provisions, the most problematic ones were s23(4) and s23(6). The reason

for this is threefold. Firstly, s23 deals with civil wrongs and does not contain criminal

fine not exceeding five thousand

that the creation of circumvention ¢k

is strange. If one looks at other jurisdictions such as the UK for example, the creation of
circumvention devices is crimiralised Vi termis. of $29678!%0f the CDPA but the act of
circumvention under s296 does ot darry Heriminal :Santtions.*>® Finally, infringements
traditionally warrant civil liability with criminal sanctions saved for only the most serious
offences, such as those contained in s27 of the Copyright Act.*>* Commentators have rightfully

criticised the approach as being medieval.**®

445 Copyright Amendment Bill 2015, s23(4)(h).

446 Copyright Amendment Bill 2015, s23(4)(e).

447 Copyright Amendment Bill 2015, s23(4)(d).

448 Copyright Amendment Bill 2015, s23(6).

449 Copyright Amendment Bill 2015, s27(5A).

450 Riby-Smith M ‘South African Copyright Law — The Good, The Bad and The Copyright Amendment Bill’
(2017) 12 Journal of Intellectual Property Law & Practice 216 223. Commentary on the Copyright Amendment
Bill at 57.

451 Commentary on the Copyright Amendment Bill at 57.

452 Copyright Act 98 of 1978, s27(6)(a).

453 Denoncourt (2015) 66.

44 Riby-Smith (2017) 223.

4% Commentary on the Copyright Amendment Bill at 58.
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The new draft bill removed all references to s23(4)-(6), opting to replace it with a revised
s23(1). In terms of s23(1) all the offences contained in the formerly proposed provisions were
removed and replaced with acts that could infringe copyright.**® As such, civil liability rather
than criminal liability is now the point of departure. Quite pertinently, the section states that
copyright will be infringed where an individual misuses copyright and TPMs so as to create a
defence to copyright liability.**” This is quite unique as even jurisdictions with more developed

positions on DRMs and TPMs do not have a corresponding provision.

Section 27(5A) of the initial draft was replaced by introducing s27(7) in the new bill. Section
27(7) as the provision still criminalises the act of circumvention and the production of devices,
but eliminates knowledge as a requirement, opting for an element of unauthorised permission

to circumvent instead. As such, it bears a resemblance to that of s86(1) of ECTA.

The new draft bill should be commended for many of its changes. However, the fact that it still

seeks to criminalise the act of circumvention.is-gui

e concerning. The circumvention of a TPM

is generally geared towards a Sing

more than civil liability. The real vhen the circumvention of a TPM

will perpetuate secondary infringe

ircumstance, the attribution of criminal

infringement would be justifi ers should therefore look to
distinguish between primary and¥ sedond Binfrindemsent iffcorder to determine whether
circumvention will lead to crimipallligbilityi’. L. ™ C AP FE

Overall, the new draft bill corrected some of the mistakes created by the initial draft. However,
as noted there are still some aspects that need to be addressed. Under the next heading the

position regarding the doctrine of first sale in South African Law will be considered.

4.4 THE DOCTRINE OF FIRST SALE IN SOUTH AFRICAN LAW

The doctrine of first sale was developed in the US case of Bobbs-Merill v Macy & Co0.%® The

case concerned itself with the question of whether the right of distribution on the part of a

456 Copyright Amendment Bill 2017, s23(1).
457 Copyright Amendment Bill 2017, s23(1)(e).
458 210 U.S. 339 (1908).
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copyright extended beyond the first sale of the work.**® The US Supreme Court ultimately
found that the Copyright owner’s right does not extend beyond the first sale thereof.*®° It was
held that copyright legislation did not guarantee a right to control all future sales of copies of
works.*®!  Subsequent to the decision, the doctrine of first sale was codified as part of US
Copyright Law in 1909.462

Moosa argues that a doctrine of first sale creates a whole new market for copyrighted works. 63

A modern example of this is the manner in which certain retailers sell previously owned video
games in their stores.*®* Here the first owners of a physical copy of a video game can make
money off their original purchases. Similarly, it would enable those who cannot traditionally
afford the work to derive some benefit from it. While this may seem like a loss in the eyes of
copyright owners, it is submitted that it may create goodwill and contribute to securing and

strengthening brand loyalty for products and services.*%®

As previously stated, South Africa does no have-a-rights exhaustion regime for copyright akin

to the doctrine of first sale. Karjike Totes-that-as-a-memberofsT RIPS, South Africa is allowed
Il.lllﬂ.ll-ll-ﬂ A
to determine its own exhaustion. __‘-_.--- ating_toIntellectual Property Rights.*®® The

question of whether it is desirablg lirst sale, or whether there might

e a min |[
already exist an alternative equiva _ A _ A

affect the status of DRM in Smmsango—s—ofﬂFOpinion that while there is no
express reference to the doctring-in the ‘€apyright Act ) the ddetrine finds implicit acceptance,

most notably in libraries, and that'clister provitiés/for it acédridingly.*®” In order to see if such

an argument holds any merit, it is important to analyse whether any statutes or other principles

is necessary as it may further

expressly provide otherwise.

459 Bobbs-Merill v Macy & Co 210 U.S. 339 (1908) at 343. See also Moosa RA ‘Copyright and Property In The
Digital Era: Achieving Functional Equivalence between Digital Property and Physical Property’ (unpublished
LLM Thesis, University of Pretoria, 2016) 18.

460 Bobbs-Merill v Macy & Co 210 U.S. 339 (1908) at 351.

461 Bobbs-Merill v Macy & Co 210 U.S. 339 (1908) at 351. See also Macmillan F New Directions in Copyright
Law Volume 6 (2007) 136.

462 Moosa (2016) 19.

463 Moosa (2016) 21.

464 Both Cash Crusaders and BT Games sell second hand games at less than half the original price where they
are pre-owned copies of the game.

465 An analogous example would be the market for second-hand cars, where the quality and longevity of certain
vehicles traditionally strengthen the reputation of the producer.

466 Karjiker (2015) 650-651. See also Sinha KM & Mahalwar S Copyright Law in the Digital World: Challenges
and Opportunities (2017).

467 Masango CA ‘The Fate Of The First Sale Doctrine On Scholarship With The Advent Of The Public Lending
Right System In South Africa’s Public Libraries’ (2010) 28 Mousaion 153 154,
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4.4.1 The Copyright Act And The Patent Act

Section 24 of the Copyright Act provides that, in a suit for copyright infringement, the owner
of copyright will have all the remedies available to him or her that he or she would have had in
cases where other property rights have been infringed.*®® Furthermore, s22 of the Copyright
Act, which deals with the assignment and licencing of Copyright states that copyright shall be
transmissible as movable property by assignment, testamentary disposition or by operation of
law. %% It appears from these two provisions that in certain cases, copyright obtains the same
rights and remedies that tangible property would have. For example, the fact that copyright can
be transmissible as movable property means that the rights that accompany the individual
article would vest with the person who the property was transferred to. This appears to be a

something akin to a rights exhaustion doctrine although not expressly identified as such.

In the Patents Act*’® there appears to be a rights exhaustion doctrine under s45(2).4’* In terms

of this provision when a patented article i hird party that party is given the right to

use, the right to offer to dispose of at article to the exclusion of the

J1_d l_ll'l!_ll'! LIULIL LU UlLO] 'L'bl'!!} LI}

(15 N1 lll.ll.“.ll
original owner of the patent.*’? ¢

Quite interestingly, the new Copyrig ains a provision relating to a rights

exhaustion doctrine. In terms ofiS3 al article or copy of an article

ro s |

in the Republic or mternatlonailwfl\e}hﬁs‘t_fTng It rojfll.rotl‘i,stribution and importation in
respect of such original artlcle\qgr iog‘%/ Sl ﬁhQ{"df'e Qci@i.,that while this heading of the

provision appears to only cover parallel |mp0rtati0n of goods, the language used is wide enough
to be construed as covering the sale of copyrighted goods as well. It is unsure whether or not
the wording is unintentional, but it is nevertheless submitted to be a positive development,
especially if the section is interpreted in such a manner that effectively introduces the doctrine

into South African Law.

468 Copyright Act 98 of 1978, s24(1).

469 Copyright Act 98 of 1978, s22(1).

470 Act 57 of 1978.

471 Biago D ‘Exhaustion of Rights and the Conditional Sale of Protected Articles’ 2008 Spoor and Fisher
available at http://www.spoor.com/en/News/exhaustion-of-rights-and-the-conditional-sale-of-protected-articles/
(accessed on 20 April 2017).

472 patents Act 57 of 1978, s45(2).

473 Copyright Amendment Bill 2017, s12B.
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4.4.2 Section 25 Of The Constitution — Property Clause

Section 25 of the Constitution protects persons from being deprived of their property arbitrarily
unless it is done in terms of a law of general application.*’* Property was interpreted to include
Intellectual Property in the Certification of the Constitution of the Republic of South Africa,
1996 case.*” In terms of the common law, traditional property rights divided into either
ownership rights or limited real rights.*’® Ownership Rights are considered to be the most
comprehensive right in the law of property as all other rights in property law flow from it. 477
One of the most important ownership rights under the common law is the right of an owner to
alienate the property.#’® Section 39 of the Constitution allows for the development of the
common law in light with the spirit of the bill of rights,*’® while also giving credence to inter
alia foreign law.*®° Given that property and intellectual property are protected in the same
breath on a constitutional level, it is submitted that the same rules should apply in general. As

such, it is submitted that there is sufficient scope in our law to recognise a doctrine of first sale.

Such an approach also accord ____,, with— = — ples—of- ctlonal equivalence and non-

discrimination.

4.5 CONCLUSION = — .

The main purpose of this chapler Was\olcg%sﬁhgr];h}e szfitlfjé”of TPMs and DRMs in South

African Law. As noted, the ab‘ﬁr(]a‘csﬁ gul{‘ffgi\N}rd %y‘%’st&ﬁus, while a popular view, is
untenable and far stricter than even the position in the USA.*8! The application of s86 in this

area is too far reaching and upsets the delicate balance that copyright seeks to achieve.

474 The Constitution of the Republic of South Africa 1996, s25(1).

475 Certification of the Constitution of the Republic of South Africa, 1996 (CCT 23/96) [1996] ZACC 26 at 48.
See also Dean OH ‘The Case For The Recognition Of Intellectual Property In The Bill Of Rights’ (1997) 60
THRHR 105 where the author Dean argues that Intellectual Property should, like in the American Constitution
be protected in a separate provision rather than included in property. See also Van Der Walt AJ Constitutional
Property Law (2011) 146. For more information regarding intangible property and the constitution see
Kellerman M ‘The Constitutional Property Clause and Immaterial Property Interests’ (Unpublished LLD Thesis,
University of Stellenbosch, 2011).

476Badenhorst P & Pienaar J (2010) The Principles of The Law of Property in South Africa 42-43.

477 Badenhorst & Pienaar (2010) 43.

478 Badenhorst & Pienaar (2010) 94.

479 Constitution of the Republic of South Africa 1996, s39(2).

480 Constitution of the Republic of South Africa 1996, s39(1).

481 Visser(2006) 62.
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In the initial draft amendment bill, the position did not seem to improve the status quo.
Seemingly, drafters did not properly understand the nuance and issues related to digital
copyright. The second draft improved on many aspects, but some provisions are still redundant
while others remain potentially problematic. The fact that the new bill still seeks to criminalise
the act of circumvention does not do it any favours. It should however be commended for

generally adopting a more technologically neutral approach, especially with regard to fair use.

From the above discussion, it is submitted that the introduction of a doctrine of first sale in
South African Law is both desirable and warranted. Seemingly, s12B of the new draft

Copyright Amendment Bill introduces the doctrine, which is to be welcomed.

Due to the nature of certain types of works, for example books and music records, the alienation
of rights is inherent in their sale. It is submitted that this should also be true for digital works,
such as licences to computer software or even a licence to an mp3 file. An eBook*® and a

tangible book should be treated the same as they

ser\e the same purposes. Assuming that means

v |

In the instance where s12B of t a ent-bill is re oved or clarified, it is submitted
Tdﬁﬁ“ﬁm P FT
that it is only a matter of time before a case comes forward and the courts will be called upon

to look at whether the doctrine of frrst sale ap%res |n(South Afrrcan Law. It is submitted that

the courts should not only find that it does apply, but also that an approach similar to that in

UsedSoft should be adopted in the case of digital copies of works.

The next chapter will deal with the final observations under this thesis as well as make

recommendations as to how the position regarding TPMs and DRMs can be improved.

482 For more information, as to how eBooks work in the digital environment, see Synodinou T ‘E-Books, A New
Page In The History Of Copyright Law?’ (2013) 4 E.I.P.R. 220.
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CHAPTER FIVE

5.1 INTRODUCTION

The age of technology has caused quite a few headaches for Copyright Law and Intellectual
Property Law in general. This is illustrated by the fact that copyright protection has increasingly
become diluted by the internet. Copyright infringement has become as normal as walking
across the street. While TPMs and DRMs appeared to be the solution to the problem of internet
piracy, it came with its own myriad of problems. This thesis has identified these issues and
highlighted possible solutions to these problems. In this chapter, conclusions will be drawn
regarding the various issues identified within the thesis and further recommendations will be

made regarding future regulation in South Africa.

technological development and Eppyr]g{nan.ﬂnFle{'lﬁplqr@pt attempt to create new rights
for copyright holders.*& Rather\‘_i‘t. ci;e%teii rzgwans(foiriawlgrs to manage and enforce their

rights.*®* The same can be said for Article 12. This is impoftant as this shows that the protection
that was afforded to authors in terms of the DMCA and the Information Society Directive
should not have actually gone beyond the scope of copyright protection. This research has

demonstrated that DRM protection often goes well beyond the necessary scope of protection.

In the USA, the DMCA created quite a comprehensive position relating to DRM. As
highlighted in both Chapter Two and Chapter Three, the DMCA has been the subject of some
considerable debate. One of the primary criticisms levelled against it is the fact that it fails to
sufficiently link the circumvention of DRMs to copyright infringement.*®> This has been
illustrated in cases such as Universal City Studios Inc v Reimerdes and Universal City Studios

Inc v Corley. These cases have been criticised as not taking note of end-user rights as in both

483 Reinbothe & Von Lewinski (2015) 171.
484 Reinbothe & Von Lewinski (2015) 171.
485 See Chapter 3.3.
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cases the courts refused to acknowledge the effect that DRMs have on the doctrines of fair use
and fair dealing.*®® All in all, the DMCA remains one of the most criticised pieces of legislation
with regard to DRMs, but the triennial rule making process has been shown to mitigate and
address some of this criticism. It is submitted that this review process is important for the
purposes of certainty in the law relating to DRMs as it will continually adapt to changes in
technology. Therefore, this could be a solution to bridging the gap between the law and
technological innovation. South Africa should consider implementing a process similar to this

for the aforementioned purpose.

The EU is no better off in this regard. Article 5 of the Information Society Directive has often
been criticised for its optional approach to exceptions. As pointed out in Chapter Three, this
has then led to member states cherry-picking the exceptions in favour of their national laws.*®’
Scholars have criticised this position and has even called into question the reason for the
existence of the directive.*®® However, in the PC Box case, the CJEU stated that while authors

and rights owners are within their_ri tghted works with TPMs and DRMs,
this protection cannot exceed morg thantheliecessary protection of works.*®° This is important
as it has been a recurring theme infthisT A M usage exceeds the scope of its

intended protection. This has been illustrated|in the|cases where anti-competitive effects arose,

as discussed in Chapters Two a
the fact that DRMs cannot be qu%sltge?tﬁmfwm ?n competltlve conduct within the

0 quite importantly illustrated

market.*%!
WESTERN CAPE

The aim of this research was to assess the current situation regarding DRMs in South African
Law. It has been argued that s86 of ECTA appears to cover the position relating to DRMs. The
reason behind this is that s86 is the only provision currently that deals with some form of
circumvention measures. While this has been the view of authors like Pistorius and Visser, this
position is stricter than that of the USA or the EU,*%? and this thesis submits that it is not a
wholly correct view for a variety of reasons. As noted, there is direct evidence that this was not
the intention of the legislature at the time of drafting. Furthermore, s86 knows no exceptions

486 See Chapter 3.3.1 and 3.3.2.

487 See Chapter 3.5.

488 See Chapter 3.5.

489 See Chapter 3.4.1.1.

4%0 See Chapter 2.3.3.2, 3.3.4 and 3.3.5.
491 See Chapter 3.3.4 and 3.3.5.

492 Visser (2006) 37
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nor does it even appear to always be compatible with copyright.*®® This is due to the fact that
a sufficiently direct link between s86 and copyright infringement cannot always be drawn.*%*
Therefore, it is submitted that this cannot simply be the be-all and end-all of the South African

position regarding DRMs.

As highlighted in the previous chapter, the first iteration of the amendment bill was far from
ideal. It is submitted that some of the changes it proposed to make were unnecessary.*®® The
manner in which DRMs were sought be introduced comes across as quite severe. As pointed
out, the fact that the production of circumvention devices initially carried a lesser penalty than
that of the act of circumvention was strange as in most jurisdictions the act of circumvention
is merely just dealt with in civil actions.**® Additionally, the fact that the new bill, like the old
one, still seeks to criminalise the act of circumvention is quite problematic. A more appropriate
approach would be to distinguish between primary circumvention and secondary

circumvention.*®” As the name suggests, primary circumvention would denote the instance

affect the ability of end users td‘takE‘advan‘fagﬂrf‘therr‘rrghts—t‘Jnder the new bill, a reference
is included in s28P is made to s86 bF i&"l’hﬂu‘tﬂ, itis subrfﬁ!ttéd, is completely unnecessary.

Introducing fair use into the laviyis commendailésas if means fthat South Africa would have a

rights doctrine that can adapt to technological innovation. Even more so, the fact that the

drafters of the new bill used neutral language in s12(1)(a) indicates that the section will cover
both digital and analogue works. However, the section is not without fault as it does not seem
to distinguish between fair dealing and fair use in terms of the factors needed to consider
whether an act falls within the realms of fair use.**® As fair use is arguably wider than fair

dealing, the bill should ideally have distinguished between fair use and fair dealing.

493 See Chapter 4.2.2.1
494 See Chapter 4.2.2.3.
4% See Chapter 4.3

4% See Chapter 4.3.3.2.
497 See Chapter 4.3.3.2.
4% See Chapter 4.3.3.2.
4% See Chapter 4.3.2.
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This thesis also looked at the possibility of incorporating a rights exhaustion doctrine similar
to the doctrine of first sale into South African Law. Taking note of what happened in both
ReDigi and UsedSoft, it is important that such a doctrine is recognised in the law as it not only
rightfully limits the influence that a copyright author has over their works but can also lead to
the creation of secondary markets.>® Additionally, there is scope in the law for its introduction
given that the Constitution and the Copyright Act see copyright as equivalent to tangible
property and afford it similar rights and remedies under certain circumstances.®® This is further
supported by the fact that s12B of the new bill introduces a rights exhaustion doctrine,
seemingly for the purposes of parallel importation but which on a proper reading goes far
beyond that scope. It is submitted that this effectively introduces the doctrine into South

African Copyright Law, albeit possibly unintentionally, and this should be welcomed.

5.3 RECOMMENDATIONS

g-recommendations-contained in this thesis that can assist in

the future regulation of DRMs in <

i e —
l" | iii | |
| | |

I

E

5.3.1 Fair Use And Fair Dealind W [V ERSITY of the

The following is a summary of t

Fair use should become the B\EEJé}rﬁw}L‘g{"—c&sﬁergt}o‘;"l' (Xlr!efn it comes to exceptions to
infringement, whereas fair dealing can remain as a determining factor allowing for certain uses.
This will provide courts with an opportunity to adapt the exceptions already defined in terms
of the fair dealing provisions in the case of rapid developments in the law. To this end, the
reference to fair dealing under s12(1)(b) of the new amendment bill should be removed in order

to ensure that fair use and fair dealing are distinguished from one another.

5.3.2 Redraft Certain DRM Provisions Within The New Bill

The DRM provisions of the bill should be redrafted and brought in line with the goals of the
WCT. The references to s86 of ECTA should be removed in its entirety as it has nothing to do

500 See Chapter 4.4 and Moosa (2016) 45.
501 See Chapter 4.4.1t0 4.4.3
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with Copyright Law. Further, the act of circumvention should be decriminalised in totality or
a distinction should be drawn between primary circumvention and secondary circumvention
with criminal liability accruing to conduct of the latter. Further emphasis should be placed on
the fact that DRM protection should not exceed more than what is necessary to protect, namely
the rights of authors abuse by unlawful users. South Africa should take note of the problems
that have arisen in the EU and the USA as a result of their regulation of DRMs as these

jurisdictions have the most authority in these positions.

5.3.3 The Implementation Of A Triennial Rule Making Process

It is submitted that South Africa adopts a triennial rule making process similar to that of the

USA. Essentially, every three years or so the government will engage in with various interested

parties to ascertain if the general public can take advantage copyrlghted works through fair use

and other non-infringing uses.*°2.B

reviewed in order to determlne
This can easily be done by sim

framework in relation to TPMs a

having the act bind the relevantrrmisterto a_us:id revistor-ofithe regulations.
UNIVERSITY of the

WESTERN CAPE
5.3.4 The Implementation Of A Rights Exhaustion Doctrine

A rights exhaustion doctrine such as the doctrine of first sale should be introduced into the law
as it without it copyright authors could control the distribution of the works beyond the first
sale thereof. As illustrated by Bobbs-Merill and UsedSoft, it is not within their rights as authors
to be able to control the distribution of their works after the first sale. As such, it is submitted
that s12B should be clarified, alternatively given its ordinary meaning when interpreted by

courts, to effectively introduce a doctrine of first sale into South African Copyright Law.

502 See Chapter 3.2.3.
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5.4 FINAL CONCLUSION

This thesis has illustrated that the position relating to DRMs will always be a challenge as long
as technology continues to grow. New ways of diluting copyright protection are emerging
rapidly. It is therefore important that the law keeps up with these dramatic changes. The law
needs to be flexible in order to be able to adapt to these changing circumstances. If this does
not happen, copyright may end up becoming an inappropriate method of protection for digitised
works. The principles of Information and Communications Technology Law may aid in
preventing this from happening. However, this thesis has also demonstrated that judges are at
times unwilling to embrace these principles. The reasons behind this may vary, and are never
fully known. It is submitted that jurists, including the judiciary and the legislature, should pay
greater attention to these principles as many of the problems that are plaguing the law due to
the conflict between the law and technology can be solved by applying these principles. A good

example of how these problems can be avoided is by looking at the new draft Copyright

atic given the inherent imbalance

between Copyright authors and use is Will be addressed largely depends

on both the knowledge and the values adopted by drafters of the laws governing these issues.

One can surely wish that the pollglghl)beﬂlmeﬁb%c];r}eé’f)eﬁ& rather than worse. For now, it
seems that South Africa is, at the'wéryfedst} finally on.thé.right.track.

(Total Word Count: 31671 Words)
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