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Abstract. Cloud computing has become an innovative technology. Recent
advances in hardware and software have put tremendous pressure on administra‐
tors, who manage these resources to provide an uninterrupted service. System
administrators should be familiar with cloud-server monitoring and network
tools. The main focus of the present research is the design of a model that prevents
distributed denial-of-service attacks based on host-based intrusion detection
protection systems over hypervisor environments. The prevention model uses
principal component analysis and linear discriminant analysis with a hybrid,
nature-inspired metaheuristic algorithm called Ant Lion optimisation for feature
selection and artificial neural networks to classify and configure the cloud server.
The current results represent a feasible outcome for a good intrusion detection
and prevention framework for DDoS-cloud computing systems based on statistics
and predicted techniques.

1 Introduction

Cloud computing facilities have grown sharply in recent years due to the rise in demand
of cloud based services [1]. This has put tremendous pressure on developers to provide
sufficient hardware and software resources. In addition, system administrators need to
ensure the efficient energy and hardware utilisation of cloud computing facilities [2],
while system administrators need to address the security of cloud-based services, such
as data storage and transfer and applications of on-demand services. Therefore, it is
important to monitor cloud computing resources and their applications. This study
provides a thorough review of the cloud computing tools used for monitoring perform‐
ance of cloud infrastructure at the consumer and provider end.

Revolutionary advances in hardware, networking, middleware and virtual machine
technologies have led to the emergence of new, globally distributed computing plat‐
forms – namely, cloud computing – which provide computation facilities and storage
as services accessible from anywhere via the Internet without significant investments
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