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Abstract—Cloud computing has been an attention in the new 

era of the IT technologies as there is an increase demand in the 

services or utility computing all over the wide world web. 

Security risk resulting from resource sharing throughout the 

cloud computing becomes one of the most challenging concerns 

in providing powerful processing and storage as on-demand 

services. Taking the advantage of low cost derived from the 

increase in efficiency and performance facilitated by cloud 

computing, governments and organizations around the globe 

are motivated to build or migrate to the cloud. However, there 

are still many technical issues relating to the features of cloud 

computing and the provision of quality service, leading to a 

delay in adopting cloud computing. This review paper 

highlights the security risks and challenges of cloud computing 

and study the security requirements for cloud computing. The 

primary aim of this review is to classify the security risks and 

challenges related to the different forms of cloud computing  

(SaaS, PaaS and IaaS). 

 

Index Terms—Cloud Computing Security; Cloud Computing 

Risk. 

 

I. INTRODUCTION 

Cloud computing has increased dramatically: Microsoft, 

Google, and a lot of enterprises have been moving to the 

cloud in the last few years. The notion of cloud computing is 

disconnecting the software from the operating system and 

the hardware, and it does not mean virtual computing, The 

software is no longer depend on the hardware and the 

operating system, so if they fail, the software automatically 

migrates to other recourses. According to [1], the term 

‘cloud’ is ‘remote data center’. It also has two meanings. 

The first is the access of information and data resources via 

Internet using Web browser. The second is paying for the 

computing resources based on usage. Cloud computing has 

been defined by The National Institute of Standards and 

Technology (NIST) as “a model for enabling universal, 

suitable, on-demand network access to share pool of 

configurable computing resources (e.g., servers, networks, 

applications, storage, and services) that can be rapidly 

released and provisioned with minimal management effort 

or service provider interaction” [2]. In addition, Gartner 

defines cloud computing as a kind of computing style 

massively scalable IT that enables the capable and 

deliverable IT as services to external customers using 

internet technologies [3]. Kepes defines cloud computing in 

a simple term as “the infrastructural paradigm shift that 

enables the ascension of SaaS. It is a broad array of web 

based on services aimed to allow users to obtain a wide 

range of functional capabilities on a pay-as-you-go basis 

that previously required tremendous hardware/software 

investments and professional skills to acquire” [4]. 

Furthermore, Kumar et al. define cloud computing as a 

storage system that gives access to the files anywhere 

though any technology over the internet by storing the 

information on cloud server rather than traditional computer. 

 Cloud computing uses virtualization methods as well as 

automation decision making for hardware virtualization as 

well as server virtualization [5]. Cloud computing provides 

customers with a virtual infrastructure that they simply store 

and run software and share the server resources for many 

applications using virtualization techniques instead of 

running one application in the server with the traditional 

servers. It is possible to run many applications in one server 

by using hypervisor to implement virtualization. Outlook, 

Facebook, G-mail, Google docs and YouTube are some 

examples of cloud services. Services delivered throughout 

the internet can be generally referred as cloud computing.  

Cloud computing has five essential characteristics: 

measured service, broad network access on-demand self-

service, rapid elasticity and resource pooling. Taking into 

account to reduce cost, it is aimed to increase the efficiency 

and performance of computing systems. According to [6], 

91 % of the organizations and enterprises in the Europe and 

US that decide to migrate to cloud environment was due to 

cost reduction facilitated by cloud computing. 

 

II. CLOUD MAIN FORMS (PROVIDERS) 

 

Cloud computing [6]-[11] systems can be classified into 

three main categories based on the types of services it can 

provide to customers. The three kinds of services are: 

Software as a Service (SaaS), Platform as a Service (PaaS) 

and Infrastructure as a service (IaaS). The descriptions of 

the three types of services are presented below. 

 

A. Software as a Service (SaaS) (End customers)  

It is a kind of cloud computing that provides end 

customers with services such as apps, computing process, 

and storage, and the user can use these services remotely. 

There are many kinds of cost plan model for such a service, 

such as fixed subscription and usage-based pricing plan 

model. The software can run on the network with the user’s 

interface living on a thin client.  Examples of SaaS provider 

are mentioned in Table 1. 

 

B. Platform as a Service (PaaS): (Developers)  

It is a kind of cloud computing service that provides a 

high level of integrated environment for developers to 

enable them to build, test, and deploy practice software. 

However, there are some limitations resulting in developers 

facing some restrictions when deploying software in this 
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kind of service and exchanging for software scalability. 

Examples of PaaS providers are as mentioned in Table 2. 

 
Table 1  

Software as a service provider 

 
Name Service provided 

Drobox and SkyDrive from 
Microsoft 

Files and folders storage 
service 

Salesforce 
Online CRM (Customer 

Relationship Management) 

Live Mesh from Microsoft 

Files and folders to be shared 

and synchronized across 

multiple devices. 

Outlook from Microsoft 
Email and documents 

processing service 

Open ID and OAuth Identity service 
Amazon Simple Queue Service Integration service 

Google Maps, Bing maps and 

Yahoo! Maps 
Mapping service 

Google Checkout, Amazon 

Flexible Payments Service, PayPal 
Payments service 

Google Search, Yahoo! BOSS, 
Alexa 

Search service 

 
Table 2 

Platform as a service provider 

 
Name Service provided 

Google’s App Engine 
Build Web applications and its Web 

application frameworks 
Godaddy Build Web applications and hosting 

Heroku 
Ruby on Rails for building Web 

applications 
Mosso Web hosting 

Microsoft Azure Proprietary 

Force.com Proprietary 

 

C. Infrastructure as a service (IaaS): (system 

administrators)  

It is a kind of cloud computing with the concerns to 

provide IT for sys-admins (system administrators) by 

supplies hardware, software and equipment to deliver 

software application environments with a resource usage-

based pricing model. IaaS can scale up or down 

automatically depending on the required resources of an  

application. IaaS computing process and storage 

infrastructures are open to public access with a fix utility 

pricing model. 

Other services that can be considered as cloud computing 

forms are: 

 Anything(X) as a service (XaaS): It is a kind of cloud 

computing that has been coined for the first time in 

2008. It is about sharing the capabilities of the 

hardware throughout the software. It is going to be 

possible and can be achieved through virtualization, 

and some examples are such as: Database as a 

Service (DBaaS), Desktop as a Service (DaaS), 

Network as a Service (NaaS), Monitoring as a 

Service (MaaS) and Content delivery as a Service [3], 

[10], [12]-[17]. 

 Component as a service (CaaS):  It is related to 

services that provide an API to web services in order 

to make use of the web services as a component. For 

example, CaaS can be provided as end-to-end 

business services using the SaaS services within their 

API [1]. 

 

 

III. TYPES OF CLOUD 

 

Cloud computing architecture is wide: In any of them, the 

client is free to choose which type depending on the 

hardware and the software needed and the cost. Basically, 

cloud architecture are as below [11]. 

 Public Cloud: This type of cloud computing 

architecture is made for the client as usage plan 

model payment with the method of pay as use. 

Examples of this type are Microsoft Azure, Google 

App Engine, and Amazon Web Services. 

 Private Cloud: This type of cloud computing 

architecture is made for a critical infrastructure and 

for private companies and organizations purpose. 

This kind of cloud computing environment is not 

available for the public use. Data centers for private 

companies and government data centers is an 

example of private cloud. 

 Community Cloud: It is a powerful infrastructure that 

enables the third party to provide applications and 

platforms on which new service can be developed, 

and it involves a number of different stakeholders.  

 Hybrid Cloud: This type of cloud computing 

architecture is made of a combination of public and 

private clouds. It is defined by the National Institute 

of Standards and Technology (NIST) as “a hybrid 

cloud that has a combination of public and private 

clouds bound together by either standardized or 

proprietary technology that enables data and 

application portability” [2]. 

Cloud computing, also known as Utility computing has 

growing dramatically by several number of service 

providers. These service providers offer cloud computing 

services, such as virtual servers and storage based on on-

demand model; hence, making it possible for many of the 

customers and organizations to move into the cloud and get 

Elastic and Flexible services [11].  

However, the dramatically increase of on-demand 

application in the last few years has been facilitated by the 

growth of the wide world web. The prospective of cyber-

attacks have been increasing at high level. Thus, security 

concern relating to the risk factors for the current cloud 

computing architecture must be taken into consideration. 

Therefore, this study aims to highlight the current cloud 

computing architecture risk factors and related issues as 

mentioned below. 

 

IV. ATTACKS AND THREATS IN THE CLOUD SECURITY (RISK 

FACTORS) 

 

The attacks and threats in the cloud security are listed 

below:   

 Account and service hijacking: It is one of the most 

serious security threats. It happens when the attackers 

intend to hack a web service in a website hosted in 

cloud server or service providers, and then install 

their control software in the cloud provider 

infrastructure [18]. 

 Abuse and nefarious use of cloud computing: For this 

type, attacker can use the cloud computing power for 

the cloud infrastructure to attack targets using spam 

and malware, like botnet. According to the CSA it is 

the top security threat in the cloud computing [19]. 
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 Backdoor Channel attacks: This kind of attack 

happens in IaaS, when it gives an effective user’s 

high permeation on the VM’s or the Hypervisor level. 

This may affect the service availability and data 

privacy [20]. 

 Cross site scripting attacks: It is also called XSS.  It is 

one of the most powerful attacks of security weakness 

found through the web applications. One of the 

widest range scripting is the Java script language 

commonly used in such attack [11]. 

 Cloud malware injection attack: This is one of the top 

cloud computing security list attaches, where its 

purpose is to inject a malware, macules application or 

virtual machine to the cloud infrastructure [21]. 

 Denial of Service attacks: In this type of attack, the 

service will not be available when the users intend to 

request it from the server. They will get the error 404 

that provides the service is not found [11]. 

 Insecure application programming interface: This 

type is when the service providers deliver the service 

to the customers using APIs, and the APIs have an 

encryption with secure authentication, provided with 

secure access control and activity monitoring 

mechanisms [22]. 

 Man in the middle attacks: In this type of attack, the 

hacker makes an autonomous connection between the 

customer and the service provider to observe the data 

and information for the service without their 

knowledge [11]. 

 Metadata spoofing attack: In this type, the web 

services providers send the service metadata 

document to the client system that has all the 

information about the service invocation, such as 

security requirements, message format and network 

location. In this case, the attacker’s objective is to 

reengineer the web service metadata descriptions, 

demanding to modify the network references and 

endpoints to the security policies [23]. 

 Malicious insiders: This kind of security threat 

happens when there is a lack in the security concern 

for how to access the service provider by employees 

to the virtual properties of the cloud. This threat may 

be more complex due to employee’s privilege in lack 

of implementing in the cloud system and updated the 

responsibilities when their behavior or job is changed 

[18]. 

 Phishing attack:  It is about affecting the user privacy 

and the exposure of its data and information by 

allowing users to access fake web link installed in 

their PCs: Malicious codes expose that data [18]. 

 SQL Injection attacks: This kind of issue happens 

when hackers try to attack website database through 

the code injected in SQL statements using the website 

inquiry methods that can deactivate a security in a 

website [11]. 

 Shared technology’s vulnerabilities: This issue 

related to cloud computing that uses the same 

infrastructures used in the internet shared among the 

cloud customers. Thus, all the problems currently in 

the internet infrastructures will be migrated to the 

cloud. In other way, the traditional components have 

not been developed to share the resources in the cloud 

computing systems [18]. 

 Sniffer attacks: For this type attack, attacker intends 

to read the content of the network packet, although 

there are no encrypted methods have been applied 

during the sending of the data. Sniffer could be a 

script, an application or a device [11].  

 Security concern with the virtual machine Manager: 

The concern of type of security is that the service 

providers have to be very careful on the services 

provided by the VM technology to the users because 

this type of technology suffers from some security 

levels in some cases [11]. 

 Unknown risk profile: This kind of security threat 

happens as a result of making attention on the 

functionalities and the features gained from 

implementing cloud services without making any 

consideration for the security technologies and 

producers that are going to be developed. The 

concern is on which the features may have access to 

the data from third-party and this data may be 

disclosed for any reasons [18]. 

 Zombie attack (DoS/DDoS): It happens at the 

indirect/ direct flooding to host in the Hypervisor, 

Network, or VM level. It may affect the service 

availability and create a user account for false service 

usage [18]. 
 

V. CLOUD COMPUTING CHALLENGES 

 
 Access controls: It is a concern for all service 

providers, in which it may cause a security issue by 

revealing user’s data and giving hackers the ability to 

gain access to the organization’s infrastructure [24]. 

 Accounting: It is one of the key aspects that have to 

be measured in deploying services in the cloud 

computing solutions in order to maintain network 

management [25]. 

 Compliance: Cloud computing has a weak point for 

supporting the methods of compliance management. 

This may cause serious issues in data security and 

privacy [25]. 

 Cross-Organizational Security Management: It is a 

big challenge in cloud computing to achieve and 

maintain security requirements and compliance with 

SLAs. It needs to have a corporation among 

organizations to ensure an appropriate security 

requirement in cloud computing is achieved [26]. 

 Extensibility and Shared Responsibilities: The 

service providers and users have to give attention to 

the security concern in cloud computing. Until now, 

there is no clear view of how the security 

responsibilities are going to be achieved in cloud 

computing [27]. 

 Private Cloud: Since the term of a private cloud is on-

premises, so it is expected that the location that will be 

working is just like traditional computing. By using 

virtualization technologies for computing resources, 

the computing resources are virtually extendable or de-

extendable depending on the user’s needs. This will 

give accessibility to shared resources for the entire 

departments in the organization. However, this has not 

been fully implemented in a wide range in the 

organizations. In other words, it is a halfway step to be 

implemented by the public cloud services [1]. 
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 Heterogeneity: Heterogenous issue exists when 

various service providers deliver a massive number of 

services using different technologies. Heterogeneity 

could be happen as a result of differences in software 

or hardware level [28]. 

 Identity management (IdM): It is a key aspect in 

cloud computing security that has the goals to perform 

verification and validation process among 

heterogeneous clouds services. However, it still has 

some issues associated with interoperability among the 

latest security technologies [29]. 

 Integration: When customers or organization need to 

implement multiple service providers for several 

reasons, they have to implement and integrate software 

and data in several clouds. In some cases, this issue 

can be solved by using hybrid clouds [1]. 

 Performance: Cloud computing may reduce the cost, 

but the performance issues such as communication 

time between the user and the cloud services has 

become a problem because as the number of users 

increases, the amount of the information and the data 

to be transferred to the users increases as well. This 

will cause a high load on the hardware and software. 

Another factor is that there are differences in the 

distance between the user and the service providers. 

Furthermore, the customers may scale up their cloud 

infrastructure beyond the original expectation, leading 

to a serious problem to the service providers [1]. 

 Bandwidth requirements: Before implementing a 

cloud service, organizations have to evaluate the 

communication bandwidth requirements and assess the 

services with respect to the large amount of data 

transmission [1]. 

 Monitoring: When cloud computing is based on 

service monitoring, there will be an enormous demand 

on using monitoring throughout cloud services and 

activities either in the public or private infrastructure 

[25]. 

 Risk analysis and management: It is an important 

key aspect in the cloud security. It is about decreasing 

the loud capacity in cloud computing by scanning and 

identifying any risk before providing the service to the 

customers [25]. 

 Service Level Agreement: It is an important 

component of the contractual relationship between a 

cloud service customer and a cloud service provider. 

Given the global nature of the cloud, SLAs usually 

span many jurisdictions, with varying applicable legal 

requirements, especially with respect to the protection 

of the personal data hosted in the cloud service [30]. 

 Virtualization: It is a way to deliver cloud services to 

the customers, especially when applying IaaS services, 

but it is still suffering from security issues [28]. 

 Policies: Cloud computing needs a well-written policy 

for the security procedures and guidelines that will be 

implemented in the solutions [31]. 

 Security in the web browser: The security 

requirements in the web browser is not enough to 

handle the user’s needs in terms of complex and 

sophisticated banking and critical environments for a 

shared solution, such as cloud solutions [32]. 

 

VI. CONCLUSION AND FUTURE WORK 

 

Cloud computing has been getting major interests in the 

industry fields and academic fields lately, as it is reflected a 

backbone of future modern societies. Cloud computing 

helps economic efficiencies and reduces costs. 

Governments, organizations, and enterprisers are looking for 

enabling features of cloud computing. However, without 

suitable solutions for a substantial number of security risks 

and privacy challenges, the adoption of the cloud computing 

is still a far away in the near years to come. In this work, the 

latest risks and challenges of cloud computing have been 

identified. Making a security model concern about the risks 

and challenges identified is going to be our future research. 
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