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List of Symbols

Table 1: List of the most commonly used symbols.

Symbol | Unit | Definition
{} - Complex conjugate operator
{}* - Pseudo inverse operator
{3 - Hermitian operator
{37 - Transpose operator
{} - Average value
Qg - Coefficient for tails cutting
Qyp - Noise cross-correlation coefficient among modes ¢ and p
a,, \Y% Vector of transmitted [MIMOI symbols at m-th frequency
A - Amplitude of the
Ayp dB Logarithmic version of the squared amplitude
B - Main channel power gain
Bw - Eavesdropper channel power gain
B Hz Positive transmission bandwidth
B,. - precoding matrix at m-th frequency
Bg) Hz | Deterministic coherence bandwidth at level &
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Abstract

Nowadays, we live in a highly interconnected world, where the information exchange is
the milestone that has pushed and drives the incredible growth experienced by our society.
This huge amount of generated data traffic will be expected to grow even further in the
next few years. In order to meet these future requirements and the customers needs, the
telecommunications systems must evolve and improve. Although twisted pair copper and
wireless technologies represent an established and widespread solution, extensively adopted
for today’s communication systems, they cannot achieve these goals alone. The desire
to provide a new technology that would be able to exploit what was already existing and

deployed, has led to the development of the power line communication (PLA) systems.
The [PLA technology exploits the existing power delivery infrastructure in order to de-

liver high speed and reliable data communication. Although the energy distribution grid is
worldwide widespread, being able to reach each consumer around the world, it has not been
concetved for data transmission at high frequencies. This leads to a challenging transmis-
sion environment, characterized by strong attenuation, high selectivity, with significant
fading effects, and a great deal of noise. Despite these detrimental effects, a reliable and
secure high speed communication can be established. However, in order to design and
develop the best next generation devices, able to overcome the environment and medium
limitations, a thoroughly knowledge and a comprehensive analysis of the [PLA channel is
fundamental. All the collected information enables the development of new and effective
models, able to faithfully describe a real communication scenario, allowing to save money

and time in the development process.

The aim of this thesis is to provide a detailed [PLA channel characterization, consid-
ering several environments belonging to both the indoor and the outdoor environments.
Among the indoor scenarios, that identify a confined communication environment, the
in-home, the in-car and the in-ship networks are analyzed. Furthermore, concerning the
outdoor scenario, both the low voltage (LY)) and medium voltage (MV) distribution grids
are investigated. The properties of the noise that typically affects the different [PLA en-
vironments are assessed. The study mainly focuses on the broadband frequency spectrum
(BB-F3), although some comparisons with the narrowband frequency spectrum (NB-F3)
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are also tackled. The extensive analysis of the [PLA network, performed for each consid-
ered scenario, allows to highlight the main properties and relationships that enable the

development of new and effective channel models, herein described.

The first part of this work deals with the characterization of the in-home single-input
single-output (SISO)[PLA channel, considering a large database of measurements that was
carried out during a measurement campaign performed in Italy. A statistical analysis is
presented in terms of normality test, channel frequency response (CER) distribution and
phase behavior. Moreover, the main and most commonly used statistical metrics, namely
average channel gain (ACG), root-mean-square delay spread (RMS-DS) and coherence
bandwidth (CB), are assessed and compared to each other in order to highlight the typical
relationships. Then, the performance that can be achieved are computed, inferring the
relation between the geometrical distance and the maximum achievable rate, as well as
the improvements due to the bandwidth extension. Furthermore, the correlation that can
be experienced by channels belonging to the same network, but connecting different nodes,
is discussed. Finally, the line impedance is investigated, identifying the main existing

relationships between the resistive and the reactive part.

Then, the attention is moved to the multiple-input multiple-output (MIMQ) transmis-
ston scheme, still within the in-home environment. The signal transmission over all the
three commonly available wires, typically deployed in domestic premises, is discussed and
explained. The statistics and characteristics are assessed basing on the channels
collected by the special task force (STH) 410 of the [ETS] during an experimental mea-
surement campaign across Europe. Also the noise properties are discussed, providing a
novel method to simulate the noise correlation among the spatial receiving modes, which
is based on the actual noise measurements provided by the [STF-410. In addition, the
general processing system is discussed, describing the optimal transmission and reception
scheme under two hypothesis, full channel state information (CSI) knowledge and no[CS]
knowledge. The performance, in terms of maximum achievable rate, are computed for
both the cases.

Afterwards, the focus is turned to in-vehicle communications, where two typical ap-
plication scenarios, namely car and ship, are discussed and compared. In particular,
a fundamental distinction is made among the electric car (EQ) and the conventional
car (CA) scenarios. Both channel and noise measurements that we carried out on a com-
pact electric car are analyzed. The results are compared to an online available database of
measurements concerning a conventional fuel car. A similar analysis is tackled consider-
ing measurements that we acquired on a large cruise ship. Finally, the two environments

are compared in terms of statistical metrics relationship and average performance.

Later, the outdoor communication context is addressed, investigating and comparing
(LY and [MV distribution grids in both the narrow-band (NB) and broad-band (BB) spectra.

The characterization of this transmission scenario is of fundamental importance since it
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has become very attractive, especially in recent times, for smart grid applications. The
properties of one of the most known outdoor[LY database and two[M W set of measurements,
that were carried out in two completely different network sites, are firstly discussed. Then,
a comparison in terms of path loss, line impedance and background noise is tackled for
the (LW and [MY networks in both the and [BB\ frequency ranges. Some features of the
main network devices usually deployed in the outdoor networks are also discussed. The

final comparison, in terms of achievable rate, aims to assess if some improvements can
be obtained by exploiting the [BL-FS instead of the INB-FS.

In order to provide an overall overview and a general comparison among all the pre-
viously discussed environments, the main channel properties and the statistical metrics
relationships are shown together and distinctly discussed. Also the differences in terms of
background noise properties are summarized. The channel and noise knowledge allows the
computation of the channel capacity distribution for all the environments, which is
later compared to the [MIMQ channel capacity distribution for the in-home scenario. Two
different noise types are considered for the [MIMQ capacity computation, namely spatially

uncorrelated and correlated, relying on the [ETSIISTH-410 noise measurements.

The second part of this work focuses on the channel modeling, which represents a
quick and easy testing tool for the development and the simulation of standards and de-
vices. This translates into a considerable saving in terms of costs and time, avoiding
on-field measurements. All the detailed information previously collected, as well as the
highlighted relationships, are the foundations on which we develop an extremely synthetic
channel model, able to faithfully emulate a real MIMQO[PLQ channel with a reduced set of
parameters. The proposed model consists of a pure top-down approach, without any phys-
ical connection. It is extremely synthetic since it is able to numerically generate channel
realizations, that are equivalent to the measurements, simply basing on the ampli-
tude and phase statistics and on their corresponding properties, such as the correlation

exhibited among the frequencies, as well as between the different spatial modes.

A final fundamental aspect is also taken into account. In a world based on a massive
and constant flow of information, where usually the communications are private and confi-
dential, ensuring the security of the exchanged data is of paramount importance. Towards
this end, the concept of secure data communication is introduced focusing on the secrecy
granted at the physical level, named physical layer security (PLS). As it is discussed, this
concept completely differs from the secrecy ensured at the application layer, thus, exploit-
ing encryption protocols through the use of keys. The main concepts underlying the secure
data communication are discussed. In this respect, the wiretap channel is defined, evalu-
ating the performance that can be achieved among a transmitter and an intended receiver,
without releasing any information to a third counterpart. This quantity is known as se-
crecy capacity. The main differences between the conventional capacity and the secrecy

capacity, and among the wireless and [PLQ scenarios, are highlighted. Furthermore, the
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detrimental influence on the secrecy capacity due to the typical[PLO channel phenomena,
such as the frequency selectivity and the multiple user (MU) correlation, as well as to
the network topology, which gives rise to what is known as keyhole effect, are assessed.
Afterwards, a typical MU broadcast scenario is considered, discussing and computing the
achievable secrecy rate region under a total power and a quality of service con-
straints. Finally, in an attempt to overcome all the [PLQA scenario limitations, a
transmission scheme, a bandwidth extension, as well as a more fair background noise
assumption are assessed, relying on experimental channel and noise measurements. The
achievable secrecy rate is computed considering both an alternating optimization (AQ) al-
gorithm and a uniform power allocation approach. The results are compared to the SISO

case, as well as to the conventional capacity, without secrecy constraints.



Introduction

In recent years we have assisted at the worldwide increasing demand of data connectivity,
not only for information exchange and multimedia services, but also by “smart” devices
deployed almost everywhere, that need to communicate each other. This huge request of
high speed and reliable data traffic has pushed and drives the industry and the research
community to develop and provide new devices, specify new standards, and exploit differ-
ent communication mediums in order to meet these requirements. Moreover, the desire
to deliver new communication services, without requiring significant investments in the
expansion of the telecommunication infrastructure, motivates the development and the
exploitation of the already existing structures.

The twisted pair copper systems represent an established and widespread solution.
Furthermore, the wireless technology has become a promising, simple and cost effective
technique that has gathered great success, especially nowadays. Anyway, these solutions
will not be enough to manage and maintain this massive and increasing amount of infor-
mation exchange demand. Furthermore, as a matter of fact, there are several applications
and contexts in which other transmission techniques represent a better and more powerful
solution, being also able to aid and support the existing technologies. One of these, that
has attracted the attention of industries, especially in the last few years, exploits the
existing power delivery infrastructure in order to convey high speed data content. This

technology is known as power line communication (PLC).

1.1 The [PLC| Technology

This thesis deals with [PLC], a transmission technique that is becoming more and more
widely and successfully deployed, and that has been recently recognized as a key tech-
nology to enable reliable communications, especially within the smart grid context [1].
[PLCE have experienced several developments and different implementing strategies over

the years, depending on the use they were designed for. The main historical steps towards
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the realization of the modern [PLC| concept are briefly summarized in the following.

1.1.1 Brief History

The idea of exploiting the power delivery infrastructure as a communication medium
originates in 1918. Thus, [PLC is not a recent concept and it was initially used by power
utilities for command and control applications over high and medium voltage lines between
remote stations [2]. Since then, the application areas have significantly expanded [3]. For
example, broadband internet access offered by [PLCl over the distribution network that
feeds houses and buildings was considered of great interest, especially in the first decade
of the new millennium. Furthermore, advanced technology was deployed and it proved to
be a technically valuable solution.

In parallel, it was recognized that high speed data coming from last mile communi-
cation systems, e.g., digital subscriber line (DSI]) and optical fiber, might have found
a bottleneck at the house door. Thus, the exploitation of the power delivery structure,
which is worldwide widespread, more than the common twisted pair cables or the optical
fibers, represents a strength point for the [PLCl technology. Indeed, high speed in-home
connectivity was also desirable, allowing the home gateway to provide uninterrupted flow
of heterogeneous traffic between the outdoor and the indoor networks, hence among the
service provider and the end user, as a typical internet connection.

Wi-Fi has fostered such a paradigm and it has been largely researched, developed
and marketed as stated, for example, by the evolution of the Institute of Electrical and
Electronics Engineers (IEEE]) 802.11 standard [4]. However, wireless technology may also
experience complications, mostly due to unfavorable propagation conditions and limited
radiated power for safety reasons that do not allow to grant full coverage at the promised
speeds, e.g., in multiple floor dwellings with the presence of reinforced concrete floors.

Although the market is already highly penetrated by [DSL], typically deployed at the fi-
nal customers as asymmetric (ADST), and wireless technologies, which may relegate
[PLO in few areas, still some good chances exists about its wide use, especially in emerging
countries. Especially in recent years, indeed, a novel and increasing interest is moving
towards the [PLC technology, in particular concerning smart grid applications. This is
since, as seen, one of the main advantages of the [PL( technique is the exploitation of the
already existing wired electrical infrastructure in order to provide communication capabil-
ities. Thus, the smart grid represents one of the most appealing application contexts for
[PLC and, consequently, a lot of effort has been spent by the research community in this
area. In particular, some feasibility and experimental studies were carried out in [5HI1].
Similarly, smart city [12], in-home automation [I3] and telemetry [I4] applications can
also benefit from the avoidance of dedicated cabling deployment and can further over-
come the wireless propagation issues. Consequently, complementary technologies were

researched and [PLC| found a fertile market where to prove its own validity. Initially, a
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number of proprietary solutions were developed, but noting that the key strategy for a

wide deployment is standardization.

1.1.2 Standardization

The diversity of grid contexts and application domains to which [PLC| systems can be
applied has naturally led to a large ecosystem of specifications, many of whose have been
adopted by standards-developing organization (SDQOI) authorities. Regulatory activities
are essentially concerned with coexistence with other systems that also use the power
grid (i.e. machines and appliances that draw electricity) and wireless systems operating
in the same frequency bands as[PLC. The frequency range used for [PLC| starts as low as
125 Hz and reaches as high as 250 MHz. A useful classification of [PLCl systems according
to frequency bands has been introduced in [1] that distinguishes between ultra narrow
band (UNBJ), narrow-band (NB]) and broad-band (BBI) [PLC systems, operating between
about 125-3000 Hz, 3-500 kHz and 1.8-250 MHz, respectively. Most recent developments
in standardization and regulation activities over the past twenty years apply to [NBl and

[BBI[PLC systems, and we will focus on these in the following.

Narrowband [PLCl

There are numerous industry specifications for narrowband [PLC| (NB-PLC) systems that
support link rates of up to a few kbps and operate in the application space of home
and industry automation and for utility applications, e.g. see [I5, Ch. 7], [16, Ch. 2.2]
and [I7]. Several of these were adopted as international standards in the late nineties and
early 2000s, establishing a track record for [PL( as a proven technology for low data-rate
and reliable applications.

The development and standardization of broadband [PLC (BB-PLC) systems have
been followed by a wave of activity to specify [NB-PL{ solutions for relatively high data-
rate (HDRJ) transmission. These efforts have been driven by the demands for an effective
smart grid communication infrastructure [I§], [19, Ch. 4]. Figure [Tl provides an overview
of the development of the major industry specifications and authorities for such
HDRINB-PLJ systems. Within this context, the [HDR] term means that data rates of
tens to hundreds of kbps are achieved using the 3-500 kHz frequency band. In particular,
in accordance with the frequency bands available in different regions of the world, the
specifications listed in Figure [[LT] have defined different bandplans.

Concerning the European community, the standard European Norm (EN)) 50065 (EN
50065-1:2011) [20] was issued by the European Committee for Electrotechnical Stan-
dardization (CENELEC]) (3-148.5 kHz), which specifies four frequency bands for [PLC]
systems. Namely, band A (3-95 kHz) is reserved exclusively to power utilities; band B
(95-125 kHz) can be used for any application; band C (125-140 kHz) is dedicated to
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PRIME/G3-PLC ITU-T IEEE

February 2008

PRIME specification
made public

PRIME Alliance

established
May 2009
IEEE 1901.2
August 2009 Authorization

of project
G3-PLC specification January 2010 March 2010
. arc
made public ITU G.hnem
Start of project January 2011

eptember 201
G3-PLC Alliance ITU-T G.9955 (PHY) First draft
established ITU-T G.9956 (DLL)

G3-PLC & PRIME as annexes

October 2012

ITU-T publishes
G.9902 (G.hnem) December 2013
G.9903 (G3-PLC)
G.9904 (PRIME)

supersede G.9955/56

IEEE P1901.2
Publication

Figure 1.1: Overview and development time-line of the main [NB-PL(] specifications and
standards for PRIME)/ G3{PLC| ITUMT and TEEEISDO authorities..

in-home networking systems; band D (140-148.5 kHz) is reserved to alarm and security
systems. Instead, in the United States (USA]) the spectrum is regulated by Federal
Communications Commission (FCC]), Title 47, Part 15 (47 CFR §15) (9-490 kHz), while
in Asia by the Standard T84 issued by the Japanese Association of Radio Industries and
Businesses (ARIB]) (10-450 kHz) [21], that allow [PLC] devices to work in the 3-500 kHz
band. Also within the narrowband frequency spectrum (NB-ES) the so called
technology has been standardized. Although the first solutions deployed single carrier
modulation (e.g. frequency-shift keying (ESK]) in the International Electrotechnical Com-
mission ([EC]) 61334 standard [22]), orthogonal frequency division multiplexing (OFDM])

was chosen to provide higher speeds.

The most popular standards are Power Line Intelligent Metering Evolution Alliance
(PRIME)) (International Telecommunication Union ([TU)-T G.9904) [23] and Electricité
Réseau Distribution France (ERDE) G3{PLC (ITUFT G.9903) [24], which are specified for
working over low voltage (LV]) networks in the [CENELECFA frequency band. In[NB-PLC|

systems differential modulation is used. This avoids the need for channel estimation and is
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thus better suited for transmission of shorter messages and is also more robust to channel
variations. Furthermore, emphasizing simplicity, convolutional coding is used. In case
of PRIMEL even this is optional, while G3{PLC| adds an outer Reed-Solomon (RS]) code.
G3{PLC also specifies a robust mode that uses additional repetition. Such a mode has
been added to the latest version of [PRIMEL

In order to provide a worldwide standard, in 2011 the [TUT published recommenda-
tions, [TUFT G.9955 for the physical layer (PHY]) and [TUT G.9956 for the link layer,
which included and G3{PLJ as well as the new G.hnem technology. The latter
uses coherent transmission. For up to 500 kHz two standards, that incorporate
the features of the previous ones, have been developed, namely the [TUFT G.hnem (ITUF
T G.9902) [25] and the IEEEIP1901.2 (IEEE] 1901.2-2013) [26] (ratified at the end of 2012
and 2013, respectively), as shown in Figure [Tl They offer data rates in the order of
hundreds kbps, reaching about 500 kbps in some special conditions and through the use
of OEDMl Moreover, as outlined in [I], the TEEE] P1901.2 and G3{PLC are sufficiently

different to be non-interoperable.

Broadband [PLC

The late nineties saw a boost of activities in the [PLCl community, developing [BB-PLC
solutions for the access and in-home domains, eventually targeting data rates of hundreds
of Mbps [27,28]. This resulted in several industry specifications, mainly those backed
by the HomePlug Powerline Alliance (HP)), the Universal Powerline Alliance (UPAl) and
the High-Definition Power Line Communication Alliance (HD-PLC]). A first relevant
industry standard was promoted by the [HP| that developed a [BB| solution operating
in the 2-28 MHz band based on [OFDM| starting with the HomePlug 1.0 released in
June 2001 [29,130]. This standard was capable to deliver 14 Mbps, with a peak rate of
200 Mbps, and was adopted by the Telecommunications Industry Association (TTA]) as
the international standard [TTA}F1113 in 2008. However, the existence of different non-
interoperable specifications has not been ideal for broad market success. Against this
background, the consolidation of [BB-PL{| systems in international standards was started
by the [EEE] P1901 Corporate Standards Working Group in June 2005, followed by the
ITULT standardization project G.hn in April 2006 [31,B2]. In 2010, this resulted in the
publication of the [EEE] P1901 [33], the [TUFT G.9960 (known as [TUMT G.hn) [34] and
the G.9961 [35] standards, which specify the physical and data link layers, as well as
coexistence mechanisms and power spectral density (PSD]) masks.

The [EEEl standard uses the 2-30 MHz frequency band with an optional extended
band of up to 50 MHz. It includes two multicarrier physical layers, which are commonly
referred to as via fast Fourier transform (EET) and Wavelet [OFDM]
respectively. The former is classic (windowed) [OFDM], while the latter is a discrete wavelet
multitone (DWMT]) modulation [36]. They are non-interoperable but their coexistence
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has been ensured by an inter-system protocol ([SP). The [FETHPHY] applies a Turbo
code for forward error correction (FEC), while the Wavelet{PHY] uses a concatenated
and convolutional code, which can optionally be replaced by a convolutional low-density
parity check (LDPC) code. The physical layers support multiple signal constellations and
spectral masking, as required by regulations. On top of these two physical layers resides,
via[PHY] convergence protocols, a common media access control (MAC]) layer that enables
both carrier-sense multiple access ([(CSMA]) and time-division multiple access (TDMA]).

While [EEE] P1901 has provisions for in-home and access networks, [TU'T G.hn ap-
plies specifically to home networking. It does not apply only to [PLC| but also to commu-
nication over phone lines and coaxial cables. For [PL(] it includes three band-plans, from
2 MHz to 25, 50, and 100 MHz, respectively. The spectral mask, in order to comply with
the emission limits, is consistent with that used in [EEEI P1901. Also, as in [EEEI P1901,
windowed with flexible bit loading is applied, and and [TDMA] are used
for medium access. As it can be noted, the [EEE] P1901 and [TUMT G.hn standards are
non-interoperable. However, the coexistence is enabled through the [[SP] specified in the

TEEE P1901 and [TUT G.9972 [37].

On the way towards Gbps transmission, a multiple-input multiple-output (MIMO))
transmission extension to G.hn has been specified as[[TUFT G.9963 [38]. Similarly, Home-
Plug published the HomePlug AV2 (HPAVR) standard [39], which is backward compatible
with [HPAV] and IEEE] P1901, and promises 2 Gbps of peak rate. Such impressive per-
formance is made possible by the adoption of state-of-the-art communication solutions as
multicarrier modulation, bandwidth extension up to 86 MHz, multiple wire transmission,
precoding (using powerful Turbo codes) and adaptation. This, together with an efficient
notching, a power back-off to reduce emissions and a number of advanced techniques at
the MAC layer. At the other end of the data-rate spectrum, I[TULT G.9960 includes a
low-complexity profile for reduced component cost and power consumption targeting the
smart grid market. Similarly, a simplified low-power version of the HomePlug stan-
dard, called HomePlug Green [PHY] [40], has been developed as a subset of the [HPAV]
standard for low power consumption and low cost, targeting the home-area network do-
main of smart grids. In this respect, this standard has been adopted as a reference for

communications between an electric vehicle and the charging station.

Figure[l.2 summarizes the mentioned standards along the time-line of their publication
dates. The left column shows some important steps in the evolution of [HP] specifications,
the second column considers the [TUMT standard development, while the third one con-
cerns the [EEE] standardization process. Within this thesis the focus will be on the
broadband frequency spectrum (BB-EFS)), making just some hints about the [NB-FS
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HomePlug ITU-T IEEE

June 2001

HomePlug 1.0
Released

June 2005

August 2005 IEEE 1901
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December 2008 December 2008

ITU-T G.9960 Baseline of the
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December 2010
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Green PHY
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G.9960 (PHY), G.9961 (DLL) IEEE 1901
G.9972 (Coexistence) Publication

December 2011

ITU-T G.9963

January 2012 Published

HomePlug AV2
Released

Figure 1.2: Overview and development time-line of the main [BB-PL(] specifications and
standards for [HP], [TUFT and IEEESDOI authorities.

1.2 [PLC Application Contexts

The [PLC enables the delivery of a broad range of services by exploiting the existing power
delivery grids. Moreover, since power lines are pervasively and worldwide deployed, the
use of [PL.C] is potentially ubiquitous.

In general, [PLC| can be applied to provide two-way communication in all the three
smart grid domains, namely transmission, distribution and user domains, exploiting high
voltage (HVI), medium voltage (MV])) and [LV] lines [19]. As previously stated, typically
[PLis divided into two classes: and [BBl operates in the range of frequencies
below 500 kHz, and it is used for low rate applications, as command-and-control, remote
monitoring and automatic meter reading. [BB-PLC| instead, may signal up to 86 MHz
and it enables the streaming of high-speed multimedia content.

In particular, [PLCl can be used to deliver several applications, for instance, remote
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fault detection, remote station surveillance, or state estimation. It can provide communi-
cation capabilities between sensors located in substations so that status can be monitored,
and faults detected and isolated. [PLC]| can also be exploited for the detection of islanding
events. The main application in the [[V] part of the network is automatic/smart metering.
For this application, [PLC] has already enjoyed a great deployment success, with about 90
million meters installed in Europe, and many more installed worldwide. Sensing, com-
mand, and control applications are also of great interest for applications inside homes or
buildings. The in-home [PLC network can be exploited for energy management purposes,
together with a wide set of home automation applications for increasing security, comfort
and life quality. These scenarios, along with the smart grid contexts, correspond to one
of the most studied areas for the applicability of [PLC networks [41-H44].

Two further [PLC application areas lie in the management and control of micro grids
(e.g. local generation grids using renewable energy sources, such as solar cells and wind
turbines), and in the connection between electrical vehicles and the grid, which can of-
fer a wide set of applications. In this respect, there are several scenarios in which the
[PL technology can be applied. A promising alternative, although it is not significantly
exploited yet, is represented by in-vehicle communication, where in-vehicle [PLC| refers
to the set of applications devoted to establish data links inside any means of transporta-
tion [45], [15, Ch. 10]. Within this context, PLC networks have been explored for vehicular
environments usages. The investigation of in-car [PLC] has been documented in [46/52].
The in-ship environment is less investigated. Some results are shown in [53/[54]. More-
over, [PL can find application in more unconventional scenarios, such as planes [5556],
trains [57,58] and space crafts [59]. All the above listed works testify that the [PLC] tech-
nology can provide high-speed data connectivity via the exploitation of the existing power

network, with clear potential benefits in terms of cost and weight reduction.

However, the applicability of [PLC| networks is not restrained to the above mentioned
scenarios. A range of novel applications have been proposed for [PLC| networks, including
robotics [60], authentication [61], security systems in mining [62], as well as uses within

inductive coupling [63], contactless communication [64] and wireless power transfer [65].

As an overall final remark, it can be noted as the PLC represents a valuable solution to
deliver both high speed entertainment, or multimedia services (especially for the in-home
premises), and low data rate, reliable and robust communications (e.g. for information
exchange among sensors). Furthermore, it represents a cost effective and flexible solu-
tion, capable to overcome the detrimental effects and to adapt at the different properties

exhibited by the great multitude of possible application contexts.
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1.3 [PLC Scenario Characterization

Despite the existence of commercial [PLC] systems and recently released standards, [PLCl
can still evolve and advanced solutions can be identified to better solve the open challenges,
which mostly rely on the full understanding of the hostile communication medium, the
development of ad hoc modulation and coding techniques and the definition of [MAC
protocols for lossy channels with time variant behavior in terms of traffic, noise sources
and topology changes.

Further improvements require the detailed knowledge of the communication medium.
Indeed, the variability of the wiring structures and of the possible application scenarios
translates into an extreme variability of the [PLU channel features and noise proper-
ties. For example, line discontinuities and unmatched loads generate multipath fading
effects [3/166]. This translates into severe frequency selectivity, although, differently from
the wireless case, [PLC] channels are mostly static (no mobility). In this respect, the

characterization of the [PLC] channel and noise is of fundamental importance.

1.3.1 Channel Features

In the literature, a lot of effort has been spent on the channel analysis. A first character-
ization of the [PLC] channel was presented in [67]. The study was based on measurements
up to 60 MHz. In [68], the feasibility of high-speed [PLCl was tested for the in-home [USAI
scenario. The test was carried out with prototype devices in the 1.8-30 MHz frequency
range, which is that deployed by most of [BB-PLC| commercial systems. New standards
enable communications up to 60 MHz, e.g., [EEE] P1901 [33], and even up to 100 MHz,
such as [TUIT G.hn [34]. Moreover, some studies discuss the [PLCl applicability even
beyond 100 MHz, as for example it has been promoted by the [TUFR in [69)].

A characterization of the PLC channel up to 100 MHz was presented in [70]. The
analysis was based on a measurement campaign that was performed in France and it
yielded the classification of the channels into nine classes according to the channel capacity.
In [71], the classes were described in terms of associated root-mean-square delay spread
(RMS-DS)) and coherence bandwidth (CB]). More recently, in [72], it was shown that
the is negatively related to the average channel gain (ACG]). This result was
confirmed in 73], where the statistics of the [PLC| channel in [USA] networks was further
compared to that of phone lines, coaxial cables and [MV]lines. Both [72] and [73] targeted
the 1.8-30 MHz frequency band. An analysis of the RMS-DS, the[ACGland the normality
of the channel frequency response (CEFR]) in dB of a set of measured channels was also
reported in [74]. The database consists of 200 measurements that were performed in Spain
(ESP)). All previous contributions address the in-home PLC scenario, with the exception
of [73] that also considers [MV] grids and phone lines. An accurate characterization of
the outdoor [PLC| channel was performed by the Open [PLC| European Research Alliance
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(OPERA)) [75], and the results were presented in [76]. The work provides an experimental
channel and noise characterization for both the [[V] and sides of the distribution grid.
More recently, the line impedance of the [[V] distribution grid was investigated in the [NBI
frequency range [77].

As previously mentioned, the throughput achieved by the [PLC technique can be in-
creased by signaling in the extended frequency band between 1.8-86 MHz, making use
of advanced multicarrier modulation schemes based on [OFDM] but also by enabling the
use of solutions to further extend coverage, or to provide higher data rates with
respect to (W.r.fl) more conventional single-input single-output (SISOl [PLCl systems. In-
deed, a communication can be established by exploiting the presence of multiple
conductors, such as the phase (P), the neutral (N) and the protective earth (E) [34,[39[78].
A preliminary analysis of the improvements due to the use of a 2 x 4 [MIMO| communi-
cation method in the 4-30 MHz band is reported in [79], while [80] considers precoded
spatial multiplexing (beamforming) with zero forcing (ZF) detection and [81] describes
the feasibility study, recently extended in [82]. The frequency extension up to 100
MHz and a fair background noise assumption are discussed in [83]. Later, an experimental
measurement campaign, that was performed across Europe to collect information about
the MIMOI[PLC] channel, has been described in [78,84], providing some characterization
results in [85]. Some further considerations concerning the channel characterization and
the spatial correlation analysis within the in-home [MIMOI[PLC scenario were discussed
in [86] and [87], respectively. Finally, some details regarding the [MIMOI[PLCl channel

capacity computation are presented in [88].

Though still understudied, considerable effort is invested in the vehicular environment
characterization, especially in recent times. In this respect, probably the most well-
known and deeply analyzed scenario is the in-car context, with a sharp distinction among
conventional car (CC), fueled by combustion engine, and electric car (EC), powered by a
battery. Indeed, and [EC] exhibit several differences due to a different wiring structure,
especially concerning the wired part needed for feeding the electric motors, which inject
a great deal of noise. Some studies, based on experimental measurement campaigns, that
characterize the [PLC] channel response and the noise of an [EC] are assessed in [89,90],

while [46] discusses an online available database concerning a [CCl

All the previously discussed works focus on the [BB-FS| where [PLC is typically de-
ployed for high-speed data connectivity. For what concerns the [NB-FS| namely below
500 kHz, a detailed channel characterization analysis has been carried out in [91] for the
indoor scenario. Looking at the outdoor scenario, the utility companies have fostered the
development of low-rate [PLC technologies in order to support remote automatic meter
reading and network management via command and control applications. These applica-
tion scenarios represent the perfect context for [NB-PLC] technologies, that are generally

preferred, as proved by the multitude of commercial standards [92,03].
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Besides the channel characteristics, in order to evaluate the performance achieved on
[PLC networks, e.g. in terms of data throughput, it is of fundamental importance to

analyze and assess the noise that affects the considered scenario.

1.3.2 Noise Properties

The [PLCl networks are affected by several noise components: the stationary (or back-
ground) noise and the non-stationary (referred to as impulsive) noise, with both periodic
and aperiodic components, which are introduced by noisy loads, switching devices and
plug-in/plug-out procedures [3]. That is, the noise is dominated by a mixture of active
noise components injected in the network by the loads connected to it. Also the vehicular
environment is influenced by noise, especially if considering the electric vehicles, where the
drives that control the motors powertrain inject a great deal of noise. Noise impairments
for the [CC] were modeled in [49], taking into account the periodic components, as well
as in [94]. Contrariwise, some studies based on experimental measurement campaigns,
which characterize the [PLC| channel response and the noise of an [EC] were discussed
in [89] and [90]. Furthermore, measurements concerning the background noise observed

within the in-ship scenario were carried out in [53,95].

Non-Stationary (Impulsive) Noise

The impulsive noise can be cyclostationary, with a repetition rate that is equal to, or
double, that of the mains period; bursty and cyclostationary, with a repetition rate that is
high, namely between 50 and 200 kHz; or aperiodic. The first two components are referred
to as periodic noise, synchronous and asynchronous with the mains frequency [96]. The
periodic synchronous noise originates from silicon controlled rectifiers (SCR)) in devices,
while the asynchronous noise is due to the switching activity of power supplies. The
characterization, in the time and frequency domain, of the [PLC] noise can be done by
observing it at the receiver port [97] or at the source [98]. The aperiodic noise is the
most unpredictable component and it is due to the connection and disconnection of the
appliances from the power delivery network. The amplitude of the aperiodic noise can
be significantly larger than that of the other impulsive noise components. Beside the
amplitude, the aperiodic impulsive noise is typically described by the duration and the
inter-arrival time [99]. The statistics of these quantities depends on how the impulsive
noise events are identified and measured.

A model for the periodic noise terms that is based on a deseasonalized autoregressive
moving average is presented in [I00]. The distribution of the amplitude in the time-domain
can be fitted by the Middleton’s class A [I01] or the Nakagami-m distribution [102]. Some
further studies reveal that the normal assumption on the noise statistics holds true if

the periodic time-variant nature of the noise is accounted for [I03], and the impulsive
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noise contributions are removed from the measures [104]. In [96] a Markov-chain model
is proposed to model the ensemble of components. In [I05] the noise at the source is
modeled as in [I06] and then the noise at the receiver is obtained by filtering it with
the channel generated with a top-down channel response generator. In [107] a top-down

channel generator is used, instead, to filter the source noise.

Stationary (Background) Noise

The background noise, instead, is a combination of conducted noise and coupled radio
signal contributions. Often, the overall noise contribution is estimated by an equivalent
average (stationary) Gaussian noise, averaged over a long period of time, providing its
profile. The colored exponentially decreasing noise profile can be modeled
through a polynomial expression as in [106] for the in-home scenario, or as in [76] for the
outdoor [LV] and [MV] scenarios.

The noise in the context has not been thoroughly studied yet. Experimental
results in the domestic scenario are reported in [85,[108] and an extension to the 0-100
MHz frequency band with the assumption of colored noise, instead of white noise, is done
in [83]. Furthermore, a model to account for the spatial correlation of the noise of a
2 x4 channel is proposed in [109]. While, a noise profile is modeled

according to an exponential function of frequency in [83].

1.4 Modeling and Simulation

The characterization of the [PLCl channel is very important since it allows the develop-
ment of effective models and the design of appropriate [PIY] transmission technologies.
The specific properties depend on the application scenario and on the used transmission
bandwidth. The models allow generating channel responses that are consistent with the
experimental ones, thus are able to fairly reproduce a real communication scenario. There-
fore, new developed prototypes or updated standards can be simply tested, in an analytic
or numerical way, without the on-field measurements need. This strategy translates into
a considerable saving in terms of production times and costs.

The literature reports a variety of [PLC| channel models, for both the channel impulse
response (CIR]) and the quantities, but essentially two approaches can be followed,
that are referred to as top-down and bottom-up. Initially, deterministic models were
developed, but more recently statistical models have been proposed. Obviously, the most
investigated environment concerns the domestic premises. However, there are also some
examples of channel modeling for the vehicular scenario. In particular, in-car [PLC|channel
models that follow a top-down and a bottom-up approach were described in [47] and [48],
respectively. While, the noise impairments were modeled in [49] taking into account the

periodic components.
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1.4.1 Bottom-Up Approach

The bottom-up approach models the channel transfer function (CTE]) between two outlets
of a network exploiting the transmission line (TL) theory, under the transverse electro-
magnetic (TEM]) or quasi [TEM| mode assumption. Therefore, bottom-up modeling offers
a tight connection with the physical propagation of [PLC signals. Thus, its application
requires the knowledge of the network topology in terms of wiring cables and loads.

First attempts in the were discussed in [I10] for the in-home scenario, and
in [I11] for the outdoor [LV] scenario. The literature discusses both time and frequency
domain bottom-up approaches. The first relies on the multipath propagation model, de-
scribing all the reflection effects that a transmitted signal can encounter [I12]. While,
the second faces the same propagation problem in frequency domain, basing on the
scattering matrix (or S-parameters) [I13] or ABCD-matrix [106],114,115]. In partic-
ular, [106,113,[114] consider the BB-FS, while [I15] discusses the exploiting a
time-domain validation. Moreover, the ABCD approach allowed also to model the chan-
nel periodic time variations by adding a number of time variant loads, as it was done
in [116].

In terms of practical usability, the actual among two specific plugs is not of
fundamental interest. It is more interesting to have an overall idea of the network behavior
in order to design and test novel devices or communication algorithms. Thus, the bottom-
up approach can be statistically extended in order to obtain a random channel generator
model. A first attempt to use a bottom-up statistical channel generator was presented
in [I06] for the American indoor scenario, satisfying the National Electric Code (NEC)
wiring norms, where an abstract statistical description of a simple topology was made.
A more realistic statistical description of in-home networks, through a random channel
generator obtained combining a random topology generator algorithm and an efficient
channel response computation method, was detailed in [I17]. Herein, a voltage-ratio
approach was also proposed to efficiently obtain the in complex networks with many
nested branches. Instead, the statistics of the in-home channel were inferred in [118]
as a function of different network parameters, as wiring structures, size, and loads. In
addition, grounding practices, typical of the [USAl scenario, were modeled in [114], while
the time-variance was accounted in [I16]. Furthermore, since multiple conductors are
available between two nodes, a communication can be exploited.

Concerning the scenario, the first use of the multi-conductor [TLl theory to
model a [MIMOI[PLC channel was discussed in [119,120]. Another [MIMOI[PLC| channel
model, following a bottom-up approach, was described in [I12I]. The work in [121] prac-
tically extends the two-conductor [TT] theory channel simulator discussed in [I15], that
exploits the method of the modal expression for the electrical quantities, to the
transmission scheme. However, although the bottom-up approach is able to faithfully

describe a transmission channel, it requires a large amount of information about the
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underlying network structure and it is even computationally intensive.

1.4.2 Top-Down Approach

The bottom-up approach limitations represent the primary reasons underlying the choice
of the dual approach, referred to as top-down, which is able to overcome these limitations
and it is also attractive for its low complexity. In the top-down approach, the channel
response is obtained by fitting a certain parametric analytic function with data coming
from the experimental measures. Thus, it represents a more phenomenological approach.

One of the first and few examples of channel model, based on measurements,
is discussed in [122]. Otherwise, concerning the [BB-FS, a deterministic multipath prop-
agation model was firstly proposed in [I23] and later improved in [66], where the
was modeled taking into account the multipath nature of the signal propagation, as well
as the cables losses. The idea of developing a statistical top-down model by introducing
some variability in the model in [66] was firstly presented in [124]. Then, the refinement
of such a model to fit experimental data from an in-home measurement campaign up to
100 MHz was done in [I125]. Concerning the transmission scheme, one of the first
attempts to model a 2 x4 channel, according to a top-down approach, is described
in [126]. Furthermore, inspired by [124], a 3 x 3 statistical top-down model was
presented in [127], basing on actual measurements carried out in France.

Alternative top-down channel models were discussed in [70] and [12§], while a
simple time-domain multipath random generator for the was presented in [73] via
the exploitation of the statistics of the measurements presented in [68]. Recently, it has
been shown that also the [MIMOI[PLC] channel can be modeled via a set of statistically
simulated parameters, as discussed in [88, Chap. 5]. It is therefore foreseen that refined

top-down models will be developed in the future.

1.5 Main Contributions and Outline

The purpose of this first part has been to collect the works related to the state-of-the-art
in the [PLC environment, highlighting the main findings concerning this communication
scenario. This is done in order to provide a thorough overview of the main concepts that
will be discussed within this thesis. In the following paragraphs, instead, a brief outline
of the work is presented, highlighting the main goals and objectives. Then, in Section [[.6]
the research papers that we published on scientific journals or conference proceedings, as
well as the book contributions, are listed. These papers document the main findings and
results carried out during the research activity.

The aim of this thesis is to assess features and performance that concern the [PLC
technology, considering different communication environments under actual and real con-

straints. The main purpose is to go beyond the state-of-the-art represented by the existing
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scientific works, with the final goal of providing a simple and effective PLC| channel model,
better than the existing ones. In particular, the published scientific contributions listed
in Section [L.6] whose results underlie the content of this thesis, provide new information
about the [PLCl scenario. The intent is to foster the refinement of the existent channel
knowledge and the development of updated models, that either follow a top-down or a
bottom-up approach.

It is known that the [PLC] channels exhibit a time-variant behavior [I16], that is more
pronounced especially at low frequencies, i.e. in the NB-FSl However, within this thesis
the focus will be on the BB-F'S| namely above 2 MHz, where the channels are less affected
by the temporal variation. This is also confirmed by our experimental observations. The
same applies for the noise. Hence, the [PLCl channel, as well as the noise [PSD| will
be considered as stationary within this work. Furthermore, as a matter of fact, most
of the initial part of the work is devoted to assess and compare the properties and the
performance of different scenarios, putting them in comparison, accounting on the same
assumptions and relying on the same computational procedures.

The analysis is performed considering different measurements databases collected by
our laboratory group during the years. In particular, for the in-home scenario, the
database of 1266 measurements discussed in [I129] has been considered. Concerning the
in-home [MIMOIPLCl channel, we contributed to the experimental measurement campaign
that was performed by the special task force (STE)-410 across Europe [78], collecting 353
channel measurements. With reference to the vehicular environment, two different
measurement databases were carried out, namely 84 measurements concerning a compact
electric car [89], and a total amount of 92 measurements within the in-ship context [54].
Furthermore, measurements were also performed considering the outdoor [MV] scenario,
providing two distinct databases. One consists of 98 measurements and considers the
industrial complex where the laboratories of a public company are located, as discussed
in [I30]. While, the other concerns 122 channel measurements collected in northern Italy
in a real-life underground [MV] scenario [I31].

All the above listed databases of experimental channel measures enable a fair and
actual comparison among the different environments, providing an overall view about the
[PLCl behavior within different application contexts. In the following, an outline of the
structure of this thesis is provided, summarizing the main contents and the concepts that
will be detailed in the rest of the work.

Chapter 1: [[ntroduction

In recent decades, [PLCk have attracted considerable attention from the research com-
munity and industry, as well as from regulatory and standardization bodies. The overall
introductory part, discussed at the beginning of this chapter, provides and explains the

basics about the power line context, giving an overview of the main concepts that will be
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discussed and analyzed in the rest of this work. The preliminary discussion recalls a brief
historical outline about the [PLC technology and its standardization process. Then, the
main possible application contexts are highlighted, making clear and precise references to
the most significant scientific works. Furthermore, since the core of this work is devoted to
the [PLC channel characterization in various environments and different frequency bands,
the most relevant contributions concerning this branch are reported, along with a short
description of their contents. Another key point of this thesis is the comparison among all
the considered scenarios, especially in terms of performance (e.g. of achievable transmis-
sion rate). Hence, also the main findings and studies concerning the noise properties are
needed and herein summarized. Finally, the detailed study carried out within this work,
digging into the [PLC| channel characterization, has enabled the collection of accurate
and precise information with the aim of develop a new simple and effective [PLCl channel
model. Accordingly, the typical strategies, as well as the main scientific contributions,

related to the [PLC| channel modeling, have been summarized.

Chapter 2: [Preliminary Definitions|

Most of the published scientific works, which are the foundation of this thesis, aim to char-
acterize and analyze the [PLC| network and channel in different application contexts. In
this respect, the same well-known and widely accepted metrics for the statistical analysis
have been accounted, namely [ACG] RMS-DS, and the achievable capacity (through-
put). Thus, this chapter it is proposed to summarize and explain, providing an analytic
formulation, all these statistical metrics, which will be used and recalled along the entire
work. Furthermore, sometimes the method followed to compute certain quantities, such as
the [CIR], is not always detailed. This renders rather difficult to replicate the measurement
setup and to compare the results, as mentioned in Chapter [ Within this chapter, the
procedures for the computation of the physical quantities (metrics) that characterize the
channel, starting from the measurements in the frequency domain, are detailed. Lastly,
the differences that can be obtained when considering different computation procedures

and/or system parameters are highlighted through an example.

Chapter 3: [n-Home Scenariol

This chapter focuses on the statistical characterization of the [PL.C]channel within the well-
known in-home scenario. The detailed study examines a wide set of measured channels
in the 1.8-100 MHz frequency band, providing new insights on the relation between
the line impedance and the as well as among the channels that share either the
transmitter or the receiver outlet. Furthermore, the validity of some results presented in
the literature, that are limited to the 30 MHz band, is confirmed. The study comprises the

most frequently used statistical metrics, as well as the relation between such quantities.
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Moreover, closed-form expressions are provided to model the quantities and their relations.
Furthermore, most of the results presented in the literature are not strictly and directly
comparable because of some differences in terms of frequency range, network topology
and measuring methodology. For instance, the method used to compute the is not
always detailed and can change. Thus, it is rather difficult to replicate the measurement
setup and to compare the results. This is the reason why a detailed procedure for the
computation of the physical quantities (metrics) that characterize the channel from the
measurements (in the frequency domain) were herein provided. Finally, the coverage,
i.e. the relation between the maximum achievable rate and the distance, as well as the

achievable rate gain offered by the bandwidth extension up to 300 MHz, are studied.

Chapter 4: MIMOI Extensionl

The focus is always on the domestic environment, but the attention is turned to the
transmission scheme. The performance improvements provided by the use of
precoding schemes in [MIMOI[PLC] channels and in the presence of additive colored and
correlated Gaussian noise are investigated. A constraint compliant with the [HPAVPR
standard is assumed, considering a 2 x 4 A-style to star-style system. Thus,
the additional common mode is also exploited at the receiver side. The performance (in
terms of capacity) for different power allocation strategies, as well as for the [SISOl MIMO!
and reduced-dimension configurations, are compared. The results are based on

experimental measurements carried out during a measurement campaign across Europe.

Chapter 5: [[n-Vehicle Scenariol

The in-vehicle environment is investigated, where [PLCk can provide high-speed data con-
nectivity via the exploitation of the existing power network, with clear potential benefits
in terms of cost and weight reduction. The focus is on two scenarios: an electric car and
a cruise ship. An overview of the wiring infrastructure and network topology in these two
scenarios is provided. The main findings reported in the literature, related to the channel
characteristics, are reported. Noise is also assessed with emphasis to the [EC] context.
Then, new results from the statistical analysis of measurements made in a compact [EC]
and in a large cruise ship are shown in terms of average statistical metrics. Finally, an
overall comparison is made, highlighting similarities and differences taking into account

also the [CCl with combustion engine, and the largely investigated in-home scenario.

Chapter 6: [Outdoor Scenariol

Besides the indoor scenario, there is another environment, even more widespread, where

the [PLCO technology can be successfully applied, namely the outdoor scenario. This is
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even more true if the smart grid context is considered, that has gained high momentum
especially in the recent years. However, the high amount of applications to be implemented
in the smart grid context require bi-directional connectivity between a multitude of nodes
with a reliable, high speed, low latency, energy efficient and cost effective communication
technology. [PLC| has the potentiality to meet the requirements. Indeed, there exists
space for [PLC] technology improvements able to overcome the challenges mostly due to
a hostile communication medium. There are two considered frequency spectra, namely
the [NBl spectrum (3-500 kHz) and the BBl spectrum (1.8-86 MHz), that are exploited
by current [PLC] technology. In this chapter, the usage of these spectra, both in [LV] and
networks, are discussed. Pros and cons are highlighted, advocating the realization of
an adaptive technology that can cognitively make the best usage of available resources so

that the requirements of reliability, latency and coverage can be met.

Chapter 7: [Scenarios Comparison|

The purpose is to provide an overview of the PLC| channel properties for all the previously
discussed environments, highlighting strengths and weaknesses. In particular, the main
characteristics of both the indoor channel, namely in-home, in-ship and in-car, and the
outdoor [V and [MV] scenarios, are reported and compared. This detailed characterization
and comparison is fundamental since the thorough knowledge of the medium properties,
as well as the relationships between the most representative channel metrics, allow the
development of effective and reliable models. Indeed, as it will be discussed, modeling is
a key strategy in order to easily develop and test new standards and devices. Results are
provided concerning different available measurement databases, carried out in different

countries and scenarios. The focus is on the BB-F'Slfor both indoor and outdoor scenarios.

Chapter 8: [Channel Modeling]

The increasing amount of data connectivity demand motivates the development of new and
effective channel models, able to faithfully describe the communication medium. These
models allow to quickly develop and test new devices, allowing a considerable saving in
terms of costs and time. Thus, the attention is moved towards the modeling and the
emulation of real [PLCl environments. Differently from the typical models discussed in
the literature, which usually consider a scheme, the focus is on the trans-
mission technique, relying on real channel and noise measurements. In particular,
the experimental channels and noise acquisitions were carried out in several in-home [PLC|
scenarios are considered. The aim is to provide an extremely synthetic channel model that
follows a purely top-down approach. To this end, the channel frequency response
is expressed in amplitude and phase. The corresponding statistical behavior of these two

quantities and their intrinsic relationships, in terms of both frequency and spatial cor-
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relation, are assessed. Then, the most commonly used average statistical metrics and
the capacity distribution are computed for both the experimental measurements and the
simulated channels. The results validate the proposed model as an effective and simple
[PLO network emulator.

Chapter 9: [Beyond Capacity: Security]|

The confidential data communication over [PLC| networks is considered. In particular,
rather than analyzing cryptographic techniques, the focus is on the security provided at
the physical layer, named physical layer security (PLS). Although the has been
deeply investigated for wireless systems, it is not the same for the [PLC| environment. The
well-known wireless results are applied to the [PLC| context, considering the and
single carrier case. The differences among conventional capacity and secrecy capacity, as
well as between the secrecy capacity achieved on wireless channels (Rayleigh distributed)
and [PLC channels (log-normally distributed) are highlighted. Both optimal and uniform
power allocation strategies are considered. Then, the results are extended to the mul-
ticarrier transmission system and to the multiple user (MUl broadcast channel,
in the 2-28 Mz band and under additive white Gaussian noise (AWGN]). The effects
of the typical [PLC channel phenomena, such as frequency and correlation, as well
as the influence of the underlying network structure, in the form of the keyhole effect,
are assessed in terms of secrecy rate distribution. To provide experimental evidence, the
measurements obtained in an in-home measurement campaign are considered. Also the
secrecy rate region for the [MU| broadcast channel and the average secrecy rate under a
quality of service constraint, considering both simulated channel realizations and
channel measurements are assessed. Finally, the performance improvements attainable
with the use of the transmission scheme, the extended 2-86 MHz band and the
beneficial effect of correlated noise are investigated. A comparison between the secrecy
rate attained exploiting an alternating optimization (AQI) algorithm or an uniform power
allocation, as well as with the channel capacity, achieved without secrecy constraints, is
also performed. The experimental results are provided relying on measured noise and

channel responses.

1.6 Publications

In the following, the main results discussed in this thesis, that have been published on
scientific journals, conferences proceedings and technical books, are collected and listed.
In particular, [J6] deals with the channel characterization of the in-home channel
in the 1.8-100 MHz frequency range. The analysis is extended to the scheme in
[C4]. While, [J4] and [C1] dig into the channel characterization of the in-vehicle scenario,
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focusing on car and ship environments, and the outdoor [[V] and [MV] networks, respec-

tively. The collected results led to the development of an extremely synthetic channel

model discussed in [J2]. The work in [J1], instead, proposes a modeling strategy based

on a well-known multipath propagation model, providing its descrying parameters statis-

tics. The secure communication and the [PLS] concepts concerning the [PLC| scenario are
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Preliminary Definitions

This chapter summarizes the quantities, the main statistical metrics and the most common
statistical tests that have been used along the entire work. In particular, in Section 2.1
the [CEFR] the line impedance and the are introduced. Typically, in the past, the
available databases and the channel measurements were provided in the time domain.
However, especially in recent time, the frequency domain acquisition is largely used and
preferred since it enables to carry out both channel and impedance measurements. Since,
as seen, the properties depend on the computational method, within this section a
detailed calculation procedure is described. Moreover, an example on how and how much
the computational method and the system parameters choice affects the is discussed.
Different types of correlation quantities are also defined, namely the frequency, the [MU]
and the spatial correlation functions. Then, Section provides a concise description of
the most commonly used statistical metrics, namely the [ACG] the [RMS-DS], the and
the maximum achievable rate (or capacity). The concept of geometrical distance in the
[PLC context is also discussed. Finally, the main statistical tests that have been used in
order to study the [PLC] channel, i.e. the log-likelihood and the g-q plot, are presented in
Section 23]

2.1 Network Quantities

A [PLC system can be easily modeled as a two-port network between the transmitter and
the receiver sides, as depicted in Figure 21l In the following, the main quantities that
will be analyzed and investigated along the rest of this thesis, such as the [CER] the line
impedance and the [CIR] as well as the channel properties as the frequency, the [MUl and
the spatial correlation, are defined and discussed. Typically, the frequency domain is
considered. Thus, for the rest of this work f, f; > 0, fo > 0 and B denote the continuous
frequency, the start and the stop signaling frequencies, and the transmission bandwidth,

respectively.
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Figure 2.1: Schematic representation of a typical power delivery network.

2.1.1 Channel Frequency Response

With reference to the scheme shown in Figure [21], the [CER] at the f-th frequency is
defined as the ratio between the voltage at the receiver outlet V. (f) and the voltage at

the transmitter outlet V;,(f). Thus, it is given by

Via(f)

H(f) : (2.1)

The [CERI can be expressed in real plus imaginary part, but sometimes it is more

convenient to represent it in magnitude (or amplitude) and phase terms, as follows
H(f) = A(f)ef, (2.2)

where A(f) = |H(f)| is the amplitude, while ¢(f) = ZH(f) represents the phase at
frequency f. Sometimes, A(f) is referred to as [CTEl which is usually provided in dB
scale as Agp(f) = 10log,y A(f). Moreover, also the path loss (PL) can be defined as
L(f) = |H(f)]?, with the corresponding dB version given by Lsg(f) = 101log;, L(f).

Although it is desirable, unfortunately the voltage at the transmitter port is not equal
to that at the source port, provided by the generator. Thus, the ratio between the source
voltage Vi(f) and V,.(f) is given by

Via(f)

H(f) = V)

(2.3)

and in general, Hy(f) # H(f). Anyway, the two quantities can be related through the

line impedance, defined in the following.
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2.1.2 Line Impedance

The line impedance is the load seen by the transmitter side. It is defined as the ratio

between the voltage and the current at the transmitter port, formulated as

_ Vulf)
Itx(f)7

Zin(f) (2.4)

where [,,(f) is the current at the transmitter port, as shown in Figure 2l Contrari-
wise the [CFR] the line impedance is usually expressed in real (resistive) plus imaginary
(reactive) part, so that it reads Z;n(f) = R(f) + j X (f).

Typically, the line impedance is computed referring to a 50 €2 source (Zg) and load
(Zp) impedances at the transmitter and receiver sides, respectively. This is because the
network analyzer, which is commonly used for the network parameters measurement (e.g.
the scattering matrix S), has a built-in 50 €2 impedance at each of its ports.

Usually, a finite number of frequency points is available due to the precision of the mea-
suring instrumentation. Thus, sometimes, a discrete-frequency representation of the above
mentioned quantities is more convenient, especially for a computational implementation.
The discrete frequency index m indicates the frequency f = mAf, where m = 0,1,...
and Af is the resolution in frequency. Furthermore, f; = MiAf, fo = MyAf, with a
total number of samples equal to M = My — M;.

2.1.3 Channel Impulse Response

The real [CIR] is obtained from the [CER] by means of processing, i.e., by windowing the
[CFR] applying an inverse discrete Fourier transform ([DETI]), and truncating the less

significant tails. In detail, the procedure that we adopt is detailed in the following.

1. First, the focus is on the in the frequency range from 0 to f,. The ICERI is
defined in the discrete-frequency domain and the number of samples is My + 1.
From 0 to fi, the is set equal to zero. Since the is real, the [CER] is
supposed to be Hermitian, hence its positive spectrum, from 0 to f,, has been
extended to the negative part of the spectrum, between — f5 and 0, by applying the
Hermitian symmetry. This leads to 2Ms 4 1 frequency samples.

2. At this step different types of low-pass or band-pass filers can be applied, for example
a raised-cosine filter. The use of this kind of filter enables reducing the side-lobe
effect that will be introduced by the inverse Fourier transform [I32]. However,
we chose not to introduce any kind of filtering in order to obtain results that are
comparable to those obtained by other published works. Hence, in practice, it is

like applying a rectangular window.
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Table 2.1: Average for different transmission bands and threshold coefficients.
Band o, (us)
(MHz) € | min | mean | max

1 | 0.133 | 1.257 | 5.360

0-30 | 0.98 | 0.030 | 0.942 | 5.294

0.9 | 0.008 | 0.574 | 5.002

1 ]0.114 | 0.581 | 1.825
1.8-30 | 0.98 | 0.033 | 0.394 | 1.524
0.9 |0.012 | 0.278 | 0.957

1 ]10.114 | 1.153 | 5.284
0-100 | 0.98 | 0.018 | 0.842 | 5.210
0.9 | 0.002 | 0.500 | 4.909

1 ]0.056 | 0.502 | 1.613
1.8-100 | 0.98 | 0.017 | 0.337 | 1.280
0.9 | 0.001 | 0.239 | 0.926

3. Then, the [DEFT of the is computed to obtain the real [CIR] at time instant
t = nT, namely h(n), where n = 0,..., N, with N = 2M;. The resolution in time
is denoted with 7T'. The is defined in the discrete time domain with temporal
resolution At = 1/[(N + 1)Af].

4. To cut the tails introduced by the [DET] we proceed as follows. Firstly, the pulse
is shifted in order to bring the anti-causal tails introduced by the [DET to the
beginning of the [CIRl Then, the normalized cumulative pulse energy is computed
as Eo(n) = X0 |h(E) 2/ SN, |h(K)|?. Finally, we set h(n) = 0 V n subject to
Ec(n) < (1—ag)/20r Ec(n) > as + (1 — ag)/2. In the analysis carried out in this

thesis, the value ag = 0.98 is used.

Practically, with the last step the side lobe effects are reduced by cutting the tails
as follows. Given the channel energy, computed as
My
E=|HO)*+2Af Y [Hm)]? (2.5)
m=M,
the is limited to the one that includes the 98 % of the channel energy.

The definition of a detailed procedure is motivated by the fact that processing affects
the results and, in turn, the statistics of the metrics that are computed from the [CIRl As
an example, Table [Z1] reports the minimum, mean and maximum value of the
(defined in Section 2.2.2]) computed from impulse responses obtained with different pro-
cessing procedures. As it can be noted, the becomes larger when the bandwidth
decreases. Besides, it drastically increases when the lower frequencies in the 0-1.8 MHz
band are considered for its computation. This leads to values that are approximately

twice those obtained considering the same spectrum without the frequencies below the
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1.8 MHz. This happens because when the very low frequencies are considered, the
duration increases due to the long temporal modes influence, which are introduced by the
non-negligible low frequency coefficients. That behavior involves a greater energy
dispersion, translating into a higher RMS-DSl Furthermore, as intuition suggests, the
decreases when less channel energy is accounted by the [CIR] due to the tail cut
operation (ag factor). In this respect, the case ag = 1 shows that the side lobes introduced
by the rectangular window, applied in frequency, corrupt the calculation.

2.1.4 Frequency Correlation

In order to obtain a detailed and comprehensive channel characterization, also the intrinsic
medium dependencies, e.g. among frequencies, or between the different communication
links belonging to the same network, need to be assessed. Towards this end, the evaluation
of the frequency correlation plays a fundamental role.

The statistical auto-correlation function (SATF]) of the is defined as

O(f,A) = EIH()H (N, (2.6)

where {-}* is the complex conjugate and E[-] denotes the expectation operator w.1.tl
the available measurements. However, especially for the generation process, the auto-
covariance function is considered. This is since it enables to directly generate correlated
variables with the proper variance. The covariance function, that shows the strength
of the linear relation among the considered quantities, resembles the expression in
(24), but without the bias of the mean value, and is given by

K(f,A) = E[(H(f) —mu(f)) (HA) —mu()], (2.7)

where my(f) = E[H(f)] is the mean value of the [CFR] at the f-th frequency. However,
in order to better magnify the degree of correlation exhibited by the involved quantities,

the normalized covariance function is used, which is defined as

E{(H(f) =mu(f)) (HA) = mu(N)’]

M= ou(F)on ) ’

(2.8)

where op(f) is the standard deviation of the at the frequency f. The values as-
sumed by K are limited within the range [0,1], where 0 stands for no correlation, while
1 means completely correlated. This facilitates the understanding of the degree of the
exhibited correlation. Typically, the above mentioned functions are represented through
a matrix formulation, with f and A being the row and column matrix indexes, respec-
tively, while the elements represent the Pearson product-moment correlation coefficient

(or linear correlation) among the corresponding [CFRk. Potentially, the knowledge of the
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SAF] can allow to model the channel in a certain frequency band as a vector of correlated

random variables with a given correlation. This is what it will be discussed in Chapter 8

2.1.5 Multiple Users Correlation

[PLO channels, associated to different pairs of outlets of the same site, may share part
of the signal path, namely the backbone, because the propagation takes place on the
same electrical circuit. Thus, they are supposed to experience similar reflection effects.
In this respect, the aim is to verify whether channels of the same site, or that share the
transmitter or the receiver outlet, are correlated. This information is fundamental when
more than two nodes are involved in the communication, e.g., to study realistic multiple
user schemes or relaying techniques.

Towards this end, the space-frequency [MU] correlation function is defined. This un-
usual terminology is used to distinguish this type of correlation from the spatial correla-
tion, which refers to the correlation between the possible transmitting and receiving wires,
as described in Section 21,0l Indeed, there is a slightly, but significant, difference. Both
the correlation functions concern different communication links, but the spatial correla-
tion is referred to the wires belonging to the same bundle of cables, namely phase, neutral
and protective earth. These cables connect the same transmitter and receiver outlets and
are usually exploited to implement a transmission scheme in the [PLC scenario.
While, the [MU] correlation identifies the correlation between different [SISOl communica-
tion links, belonging to the same network, but having different transmitter or receiver
outlets, or even both.

Similarly to (Z.8)), the normalized [MUl covariance function can be defined as follows

By [(H(1) = man () (H30) = mag, () ]
o, (flom;(A) 7

V(fA) = (2.9)
where ¢ # j and the expectation in ¢, j (i.e. the measurements indexes) is across the
channel realizations of the same site. As it can be noted, the value of ¢ has not only
a frequency dependence, but it is also influenced by the set of considered channels, e.g.

that share the same transmitter, or receiver, or none, as it will be assessed in Section [3.4]

2.1.6 Spatial Correlation

Since the electrical power network of nearly all dwellings consist of three different wires,
namely phase, neutral and protective earth, a transmission scheme can be imple-
mented. Thus, in this case, the evaluation of the spatial correlation between the different
wires highlights connections and dependencies that allow a better channel understanding,

and hence the improvement of the communication medium exploitation.
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The expression of the normalized spatial covariance function is similar to the expression
in (2.9), but with some differences. It is defined as

B [H) = () (HlD) = m ()]
Xe,p(f) o O-Hg(f)o-Hp(f> ’ (210

where ¢ # p and with ¢ and p referring to the different possible transmitting and receiving
modes, respectively, that are related to the three deployed cables. In this case the mean is
performed among all the realizations within the same site and for the same frequency f.
The meaning of this quantity will be clarified in Section ELT.3], where the spatial correlation
among the transmitting and receiving modes is assessed.

Alternatively, the spatial correlation can also be computed for a single channel,
rather than for a set of measurements, which is more related to a given environment. In
this case, the average is performed over the frequency samples of the considered [MIMO
and not on the set of different measurements. However, the [PLlshould be normalized
in order to obtain proper results, as it has been discussed in [87]. In this thesis, the first
definition, computed as in (2I0), has been used since it provides the average correlation
value among all the different transmission and reception modes at each frequency sample.
This quantity, in our opinion, is more representative of the phenomena that occur in a
typical [PL{ scenario, which is what we aim to characterize. Moreover, the expression
in (ZI0) is able to capture all the fluctuations over the frequency domain, unlike the

correlation computed relying on a single IMIMOI channel.

2.2 Statistical Metrics

In the following, the most common and used metrics, that provide a statistical characteri-
zation of the[PLCl channel, namely [ACG] [RMS-DS|, and maximum achievable rate, are
described. In particular, the [ACGl and the are computed relying on the [CFR] while
the is calculated from the Furthermore, the concept of channel capacity,

as well as the meaning of geometrical distance, are also introduced.

2.2.1 Average Channel Gain

The [AC{ is a scalar metric that describes the average attenuation, averaged along fre-

quencies, of the channel. Typically, the [ACGlin dB scale is used, which is defined as

G = 1010, (; Ia 1H<f>\2df> dB). (211)
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when the bandwidth B, between f; and fs, is considered. Often, the discrete-frequency
representation of the [CER]is used, which is computed as follows

1 &

G = 1010g, ( > rH<m>\2) aB) 212
M m=NM;

In [74], an alternative definition of the [ACGl is provided as the mean of the dB-version

of the [CERL From the literature, it has been shown that G is expected to be normally

distributed [72]. This result is confirmed in Section B2l

2.2.2 [RMS| Delay Spread

The RMS-DS| accounts for the energy dispersion of the [CIRL It is computed relying on
the power delay profile (PDP)) that is calculated from the [CIR] as

Lok

PO = 12 () P

571, (2.13)

where D represents the duration of the [CIRl If the [CIRlis not limited, D goes to infinity.
Hence, the RMS-DSlis defined as

o, = J/OD 2P (t)dt — (/OD tP(t)dt>2 8], (2.14)

Usually, the RMS-DSlis computed basing on the [CIR] evaluated through the [DET] of the
ICEFRlin the discrete-frequency domain. Thus, the discrete-time expression of the RMS-DSI

reads

or = T$ ;}(n)np(n) - (%n?(n)) [s], (2.15)

In the literature, it has been shown that the RMS-DS| of the [PLC| channel can be modeled
as a log-normal random variable [72]. From experimental observations, the validity of

such a model is confirmed in Section B.2.11

2.2.3 Coherence Bandwidth

The can be defined starting from two different correlation functions. A first approach
is to use the deterministic auto-correlation function (DAF]) of the [CFR] as

RO = [ H(F+ NH (D), (2.16)

1



2.2 - Statistical Metrics 31

where {-}* denotes the complex conjugate operator and H(f) = 0 outside the frequency

range [f1, fo]. The discrete-frequency version of (ZI0) is given by

R(k) = Af % H(k +m)H*(m). (2.17)

m:M1

Hence, the at level £, namely Bg), is the frequency )¢ beyond which the absolute

value of R falls to a value that is £ times (with £ < 1) its maximum, i.e.,
BY = \¢ such that |R(X¢)| = £|R(0)]. (2.18)

The average [CBl namely B((f), is obtained by averaging B(Cg) across the ensemble of chan-
nels, i.e. BY = E[BY)].

Another approach is to compute the from the [CFRISAF], which is defined in (2.6),
as formally done in [I33]. In the presence of uncorrelated scattering, which is a typical
situation in wireless communications, ®(f, A) is a function of the difference A = f — A.
In the [PL{ scenario this assumption does not apply, therefore, similarly to [125], the

averaged correlation function can be defined as
_ f2
T()) = / O(f, \)df. (2.19)
1

In this case the[CB| referred to as 3(05)7 can be computed as in (ZI8)) by substituting R(\)
with ®(\).

Differently from (2.6]), (2-I6]) is specific to a given channel realization and it is only a
function of the frequency difference \. In order to distinguish the two different methods,
Bg) is referred to as deterministic [CBl while [;’g) as statistical [CBl For example, the
statistical was used to fit the model in [I125] to the measures. Some experimental
works, e.g. [71], deal with the deterministic because the number of acquisitions does
not allow for the expectation computation in ([2.6]). A numerical comparison between Bg)
and Bg) is reported in Section [3.2.2l In this respect, it can be noted as the two quantities

are, in general, different.

2.2.4 Maximum Achievable Rate

In order to provide an overall scalar quantity that synthesizes the performance obtainable
on a [PLC network, the maximum achievable rate, namely the capacity, is used. Under
the assumption of a normally distributed transmitted signal and a stationary additive

Gaussian noise, which is in general colored on [PLC| networks, the Shannon capacity reads

C = /;2 log, <1 + W) df [bps], (2.20)
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where P,(f) and P,(f) are the transmitted signal and the noise values at frequency

f, respectively. While, the discrete-frequency capacity expression is given by

C=Af mz;‘/h log, <1 + Pt(ngJ(an;vz)] ) [bps]. (2.21)

The maximum achievable rate is widely deployed in the literature, though, in most of
the cases, simplified noise models are used. In [70] and [73], the noise is assumed to be
white, with a PSD of —140 dBm/Hz and —120 dBm/Hz, respectively. Some other papers,
instead, account for the colored nature of the noise, as in [83]. Finally, it should be noted
that the actual [PHY] data rate can differ from the capacity estimated by (Z20) due to

the following reasons.

e The Shannon gap, which accounts for the modulation scheme non-idealities, is not

taken into account.
e The transmission header or the hardware impairments are not considered.

e Not all the noise disturbances, such as the impulsive noise or the and frequency

modulation (EM]) broadcast radios, are accounted.

2.2.5 Geometrical Distance

Typically, with distance it is intended the euclidean norm between the three-dimensional
coordinates of the transmitter and the receiver outlets that, in general, do not correspond
to the length of the backbone, i.e. the shortest signal path (or cable) that connect the
pair of outlets. The three dimensions are required because the sites can consist of multiple
floors. In this thesis, the geometrical distance between the transmitter and the receiver

outlet is simply referred to as distance and denoted with D.

2.3 Statistical Tests

Beside the previously described statistical metrics, other more classical statistical tools
can be exploited in order to infer the distribution of a[CERl In this respect, the likelihood
and the quantiles plot methods are used in order to assess the statistics exhibited by the
quantities under test. These are the most commonly used methods that enable a quick

and effective way to provide the statistical behavior of a quantity.

2.3.1 Likelihood

In this thesis, in order to assess the distribution of the measured [CEFRlamplitude, the data

measurements are fitted with the most common and well-known distributions, such as,
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exponential, Gamma, log-normal, normal, Rayleigh, Weibull and log-logistic. In order to
provide a comparative result between the various distributions, that allows to determine
which one is the best, the maximum likelihood estimates of the distribution parameters

are taken into account. The likelihood function is computed as [134, Chap. 2]

M) = TT p(al6). (2.22)
zex

where x € X is the set of measured samples, p(-) is the probability density function (pdi)
of the fitting distribution and # represents the parameters of the fitting distribution, that
were obtained by the estimation. The higher the likelihood function value in (Z.22), the
better the parameters fit the measured distribution. The limits of (Z22]), when dealing
with models having different complexities, namely that are described with a different
number of parameters, are neglected. Typically, the analysis is performed as a function

of frequency and considering the logarithmic value of the function in (Z22), namely the
log-likelihood.

2.3.2 Q-Q Plot

In statistics, the quantile-quantile (=) plot is a graphical technique for determining if
two data sets come from populations that have a common distribution. The plot
is a plot of the quantiles of the first data set against the quantiles of the second data
set, where quantile means the fraction (or percentage) of points below a given value. In
particular, a k-th g-quantile for a random variable is a value x such that the probability
that the random variable will be less than z is at most k/g. An example of the plot

usage is discussed in Section B.2.1]






In-Home Scenario

As stated in Section [LT.1], we have assisted at the development of increasingly powerful
and performing [PLC| devices, which exploit advanced modulation techniques. Especially
in recent years, [PLCk have gained success as a valuable solution to deliver high-speed
multimedia content through the existent wiring infrastructure. However, further improve-
ments require a detailed knowledge of the communication medium. In this respect, the

statistical characterization of the [PLCl channel is of fundamental importance.

In the literature, a lot of effort has been spent on this topic. However, unfortunately,
many of the proposed results are not strictly comparable because of some differences. For
instance, [70] considers the bands 0.03-100 MHz and 2-100 MHz, [72] and [73] the band
1.8-30 MHz, while [74] the band 2-30 MHz. Furthermore, the method used to compute
the is not always detailed. Thus, it is rather difficult to replicate the measurement
setup and to compare the results in terms, for instance, of [RMS-DSl In this chapter,
the aim is to provide a detailed procedure for the computation of the physical quantities
(metrics) that characterize the channel starting from the measurements in the frequency
domain. Hence, the statistical analysis of a large set of in-home channels, that we
measured in Italy ([TA]), is presented. The results are compared to those provided in
the literature, highlighting, when necessary, the differences in the setup. The focus is
on the 1.8-100 MHz frequency range because this is the band of interest of current and
next-generation [PLC] standards and devices. A further analysis, beyond 100 MHz and up
to 300 MHz, is provided in order to quantify the potentiality of the bandwidth extension
in terms of achievable rate improvement. The final goal of this characterization work is
to provide new information about the [PLC| channel, in order to foster the refinement of
the existent models that either follow a top-down or a bottom-up approach.

We collected a database of nearly 1300 channel responses in different premises, per-
forming measurements in the frequency domain up to 300 MHz. Some preliminary results
of the [CFRI analysis were reported in [135], [129]. Namely, in [I35], the relation between

the channel statistics and the physical distance, between the transmitter and the receiver
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outlet, was presented. The work focused on the 2-100 MHz frequency band. Instead,
in [129], some partial results concerning the statistics of the channel response and the
line impedance were discussed. In this chapter, a more comprehensive analysis and a
reconciliation of previous results are reported. Compared to previous contributions, the
main advances to the knowledge of the [PLC| channel with this work can be summarized

as follows.

e The statistics of the amplitude of the [CE'Rlis studied up to 100 MHz. The distribu-
tion that best fits (among the known ones) the measured [CER] amplitudes is studied,
and a closed-form expression for the mean and the standard deviation distributions

is provided, as a function of frequency.

e The[ACdl the RMS-DS| the and their relations are studied in the band 1.8-100
MHz. The main reported findings concern the relation between the [ACG] and the
[RMS-DS| and between the phase slope and both the[ACGland the[RMS-DS| as
well as the frequency behavior of the statistical [CBl Furthermore, the two defi-
nitions, referred to as statistical and deterministic [CB| are assessed and compared.
As seen in Section .2.3] they are obtained from the study of different correlation
functions of the In particular, the introduction of the statistical is moti-
vated by the work in [I125], where the quantity is exploited to fit a top-down model.
In addition, the frequency correlation exhibited by the channel measurements is also

assessed.

e The maximum achievable rate dependencies on the frequency band and on the
distance between the end nodes are shown. In this respect, it should be noted that
the distance is defined in terms of difference between the position of the transmitter
and receiver outlet, as discussed in Section [Z2.5] and, in general, it does not match

with the length of the path followed by wirings.

e The[MUlcorrelation discussed in Section 215, i.e., the correlation between the chan-
nels connecting different outlet pairs of the same network, is investigated. Several
quantities are considered, i.e., the correlation between channels of the same site,
the correlation between the channels that share the same transmitter outlet and the
correlation between the channels that share the same receiver outlet. To remove the

randomization due to the phase, the last two quantities are evaluated considering
only the amplitude of the [CERI

e The line impedance behavior, discussing both resistive and reactive components,
is assessed. A statistical characterization of these two quantities is also provided.
Furthermore, the relation between the [CER] and the line impedance is investigated,
detailing a method to determine the high probability regions in the scatter plots of

the line impedance real and imaginary parts.
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e In order to facilitate the comparison of the measured data, and following the spirit
of replicable research, closed-form expressions are provided to model the statistical
quantities and their relations. Furthermore, a script is made available on-line [136].
The script computes the and the main statistical metrics from the measures of

thelCERl The aim is to share a common tool that may allow for future comparisons.

The analysis that follows is time-invariant. The [PLC| channel exhibits, in general,
a linear and periodically time variant behavior [I37HI39], but, from the experimental
observations, we found that the time-dependency is not pronounced in the considered
frequency band. This finding is validated by other experimental results, e.g., [I40], where
it was shown that channel time variations are mostly experienced below 2 MHz. Therefore,
in the following, the channel is assumed to be stationary without loss of generality.

The chapter is organized as follows. Section B.1] provides some details concerning the
measurement campaign. In Section 3.2, the channel characterization and its properties, as
well as the main statistical metrics distribution and their relationships, are assessed and
compared. Furthermore, Section [3.3] discusses the performance achievable on the in-home
[PLC channel in connection with the geometrical distance and the improvements due to
the bandwidth extension. Moreover, Section [3.4 analyzes the [MU] correlation exhibited by
the channels when considering the same site, the same transmitter, or the same receiver
outlet. Finally, Section describes the line impedance characteristics and statistical

behavior.

3.1 Measurement Campaign

We performed an experimental measurement campaign in Italy on single-phase in-home
networks. Three sites were considered as representatives of small flats and detached houses
of the urban and suburban scenario. The area of the sites ranges between 50 and 200 m?.
For each site, all the available outlets were considered to provide a comprehensive view.
In this respect, we did not limit the set of outlets to those that were considered most
probable for a [PLC transmission, as for instance, it was done in [70].

Measurements were carried out in the frequency domain with an Agilent E5061B vector
network analyzer (VNA]). The transmit power was set to 10 dBm. Multiple acquisitions
were performed on different band portions in order to keep the maximum resolution in
frequency, given the fixed number of samples acquired by the instrument. Couplers were
used to protect the equipment from the mains and extension cables, with characteristic
impedance of 50 €2, enabled to assess distant outlets. The couplers are high-pass
filters and they exhibit an attenuation lower than 5 dB up to 100 MHz. The effects given
by the couplers and the cables were removed by measuring first their ABCD matrix and
then deconvolving them from the overall measurement. For further details concerning the

measurement setup the reader is referred to [141].
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For each channel, 16 subsequent acquisitions were averaged to obtain the actual scat-
tering (S) parameters. From experimental observations, 16 acquisitions were sufficient to
cope with noise impairments. From the S-parameters, the [CFR] and the line impedance
were obtained. A total number of 1266 acquisitions were carried out. A discrete-frequency
representation is used according to the fact that the [VNAI acquires a finite number
of points, regardless the frequency span. The index m denotes the frequency sample
f = mAf, where Af is the resolution in frequency. Unless otherwise stated, the start
and stop frequencies are denoted with f; = M;Af = 1.813 MHz and f; = M>Af = 100
MHz. For the 1.8-100 MHz frequency range Af = 62.5 kHz, M; = 29 and M, = 1600.
Acquisitions beyond 100 MHz and up to 300 MHz were also performed and are discussed
in Section B33l In this case, f; = 1.875 MHz, with Af = 187.5 kHz, M; = 10 and
M, = 1600.

3.2 Channel Properties

In this section, the results of the channel characterization are reported basing on the met-
rics definition and the statistical tests detailed in Section and Section 23], respectively.
Unless otherwise specified, the study is limited to the frequency range between 1.8 and 100
MHz, namely the band of interest of current and next generation [PL{ systems. Firstly,
the focus is on the channel attenuation, then the channel phase slope and its relationships

are assessed.

3.2.1 Statistical Tests

Herein, the statistical behavior of the amplitude, in linear scale, is investigated. The
distribution of the measured amplitudes is fitted with the most common and well-known
distributions, namely, exponential, Gamma, log-normal, normal, Rayleigh, Weibull and
log-logistic. Basically, for each distribution, the maximum likelihood estimates of the
distribution parameters is obtained through the computation of the likelihood function as
in (Z22)). The higher the values assumed by the likelihood function in (2:22)), the better
the parameters fit the measured distribution.

The analysis is performed as a function of frequency and the values of the logarithmic
version of (Z.22), obtained with the set of the distribution parameters that yields the best
fit, are reported in Figure Bl The log-normal distribution provides the highest likeli-
hood value almost in the entire frequency range, i.e., a result that was already mentioned
in [129]. Only the few low frequencies, between 1.8 and 2 MHz, are better fitted by the
Weibull distribution, which gets a slightly higher score. However, also other statistical dis-
tributions besides the Weibull one, such as log-logistic and gamma, obtain similar scores.

This is due to their [pdi] shape, which is very similar, with the main differences limited
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Figure 3.1: Log-likelihood value for the best fitting of the measured [CER| amplitude.
Different distributions are considered.

to the tails. Since the network structure, the loads, the reflections and the propagation
effects can be different in different scenarios, log-normality does not strictly apply in all
contexts. However, in this case, the measured [PLC| channel amplitudes are log-normally
distributed with good approximation [72], a result that is validated in [129]. Tt is further
noticeable that the [PLC channels do not exhibit Rayleigh fading, contrariwise to what
happens in the wireless case [142].

It is obvious that wireless and [PLC] scenarios are not strictly comparable. Indeed, in
wireless networks the channel varies because of large-scale effects, such as environmental
changes (slow fading), but also due to the users mobility or small-scale changes (fast
fading). Contrariwise, in [PLC] networks there are no mobility effects since the network
topology is fixed. However, due to the loads connection/disconnection, as well as to their
operability, some fluctuations in the can be noticed. Hence, to make a comparison
with the wireless case, the above detailed statistical characterization of the [PLC| channel
resembles the situation in which the user can be hypothetically connected to any different
plug of the considered network. Anyway, since the overall [PLC network has an effect
on the single [CER] regardless of the measuring plugs, in our opinion this phenomenon is
more related to the fast fading in wireless (which is Rayleigh distributed), rather than to
the slow fading effect.

Figure shows the mean u4 and the standard deviation o4 of the best log-normal
fit of the channel amplitude in linear scale, as a function of frequency. Both the quantities

exhibit an exponentially decreasing behavior that can be modeled as q(f) = a,f% + ¢,.
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Figure 3.2: Experimental mean and standard deviation of the best log-normal fit of the
measured [CER] amplitudes (in linear scale), as a function of frequency. The model for
both the quantities is also shown.

Table 3.1: Mean and standard deviation coefficients of the best log-normal fit of the
amplitude.
Parameter (¢) | a, by ¢y (x1073)
pa | 0.537 —0.496 1.512
o4 | 0.445 —0.256  —25.574

The variable ¢ identifies the corresponding parameter 4 or o4, while a4, b,, and ¢, are
constant coefficients. Table 3.1 reports the value of a4, b, and c,.

In terms of mean value, the channel attenuation, in linear scale, increases exponentially
with frequency, confirming that the power line cables have a low pass behavior. In terms
of standard deviation, the channel statistics is less spread at higher frequencies. In the
following, instead, the statistical behavior of the main statistical metrics, namely the
[ACG] and the RMS-DS]| are assessed and discussed. Regarding the properties of these
statistical metrics, the plot is considered in Figure 3.3l As discussed in Section 2.3.2]
it graphically compares the quantiles of the considered quantity with those of a chosen
distribution, e.g. normal, log-normal, and so on.

Firstly, let us focus on the [ACG] (G). Figure B3k shows the quantiles of the [ACG (in
dB scale), named Ayp, versus the standard normal quantiles. The following observations
can be made. First, the [ACG] ranges between —7.6 dB and —57 dB. The mean and the
standard deviation of the best normal fit of the [ACG in dB scale read ug = —35.412
dB and og = 10.521 dB, respectively. Furthermore, most of the samples lie on the dash-
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Figure 3.3: On the left (a), scatter plot of the [ACGl versus the standard normal quantiles.
On the right (b), scatter plot of the RMS-DS versus the quantiles of the best log-normal
fit.

dotted line. This would suggest that G is normally distributed, though the normality
is not strictly confirmed by tests that have been performed on the measured data, as
Kolmogorov-Smirnov, that reject always the null hypothesis. This is mainly due to the
strictness of the above mentioned test and to the slight asymmetry, which is limited to
the tails of the measured distribution.

Now, the attention is moved towards the (0,). Figure shows the quan-
tiles of the measured versus the quantiles of the log-normal distribution, which
provides the best fit. Most of the samples are closed to the dash-dotted line. This con-
firms that o, is log-normally distributed with good approximation, as pointed out in [73].
The mean and the standard deviation of the best log-normal fit are p, = 0.346 ps and
0o, = 0.260 ps, but these values are strongly dependent on the computation method,
as shown in Section 2.1.3

3.2.2 Statistical Metrics Comparison

Now, the focus is on the well-known and most commonly used statistical metrics. The
relation between the and the [ACG] computed basing on the experimental chan-
nels, is shown in Figure B:Zh. Basically, Figure B4k is the scatter plot (circles) of the
as a function of the [ACG] (in dB scale). The robust fit is also reported. The two

quantities are negatively related. In [73] and [74], a similar study was performed for two
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Figure 3.4: On the left (a), versus [ACG] and robust regression fit for the mea-
surements in both the 1.8-30 MHz and 1.8-100 MHz bands. The 1.8-30 MHz [USAI [73]
and 2-30 MHz [ESP] [74] robust regression fits are also shown. On the right (b), RMS-DS]
versus deterministic with the hyperbolic fit.

Table 3.2: Robust fit parameters for the RMS-DS| versus the [ACG in dB scale.

Band | slope (x1073) | y-intercept
CoMnLy | (MHz) | (us/dB) (1)
[USAI[73] | 1.8-30 —9.400 0.020
[ESPI[74] | 2-30 —9.630 —0.022
[TA] 1.8-30 —8.545 0.084
[TA] 1.8-100 —9.129 —0.007

sets of experimental data. The former work is the result of a measurement campaign in
the[USAlfor the 1.8-30 MHz band. The latter concerns networks in [ESPl for the 2-30 MHz
band. In order to compare the results, the robust regression fit of our data in the 1.8-30
MHz frequency range is also shown in Figure[3.4h. A good agreement, especially with the
[ESP case, can be observed. Slight deviations of the lines slope and y-intercept may be
due to the different frequency range and to the differences in the adopted procedure for
the computation, which reflects to the values. The robust fit parameters,
for each frequency band and scenario, are listed in Table 3.2l It can be noted as the values
are all very similar among the different measurement databases, especially if considering

the same frequency band.
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Table 3.3: Comparison among the statistical [CB| and the mean deterministic for
different values of &, namely 0.9, 0.8 and 0.7.
¢ | BE | B
(MHz) | (MHz)
0.9 ] 0.288 | 0.438
0.8 ] 0.545 | 0.938
0.7 | 0.846 1.563

Coherence Bandwidth

As discussed in Section 223} there are two alternative ways to compute the[CBl depending
on the type of auto-correlation function used for their computation, namely deterministic
or statistical, that are labeled accordingly in the following. Figure 3.4b shows the relation
between the and the deterministic at a level 0.9, i.e. BY?, for the experi-
mental channels. The focus is on B%Y for consistency with previous analysis [TT]. As it
can be noted from the scatter plot (circles), the samples are distributed according to a
hyperbolic trend, as highlighted by the hyperbolic fit that reads

goo = U7 (3.1)

Or

A similar result was pointed out in [71] for a set of channels measured in France. In detail,
in [71], it was shown that the relation BS? - o, = 0.055 holds, which is very close to (B.1)).

Differently from the deterministic [CB| evaluated from the [DAF] in (2I6]), which is
function only of the frequency difference A, the statistical is computed basing on the
SAF in (2.6]), which depends on the couple of considered frequencies. From the analysis
of the of the experimental data, it has been verified that the ®(f, \) expression in
([26) does not depend only on the difference f — A, as it will be clarified in Section 324
Therefore, the uncorrelated scattering assumption does not hold true. The presence of
correlated scattering can be justified by the fact that signal reflections share part of the
same network path, namely the backbone. Thus, instead of having a unique value of
deterministic [CB], it is possible to compute the statistical for each frequency sample,
as it will be discussed in Section B.2.4l The statistical [CBl trend over frequency and for
different levels &, namely 0.9, 0.8 and 0.7, is depicted in Figure[3.5l As highlighted by the
robust regression fit, the statistical has an increasing trend with a slope that increases
with the level £&. Although a similar behavior can be noted between the different levels,
increasingly wide variations are exhibited with increasing levels of &, with the highest

transitions encountered when considering the level £ = 0.9.

Finally, Table 3.3 shows the comparison between B(CO and l?(cg) The average determin-
istic CB (B(é)) is closer to the statistical CB (Bé?)) for higher values of ¢ where they can

be, to some extent, interchanged. This result can be exploited to fit the model in [I125].
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Figure 3.5: Statistical (BY)Y at three different ¢ levels, namely 0.9, 0.8 and 0.7, along
frequency. The robust regression fit is also shown.

3.2.3 Phase Slope Statistics

As discussed in Section B.2.1] beyond the amplitude of the [CER] also the phase needs
to be assessed. In particular, the analysis of the phase of the reveals that it can
be modeled as uniformly distributed in (—7, 7) for each sample over the entire frequency
range.

In the following, the focus is on the slope of the unwrapped phase that consists of
the radiant phase angles corrected by adding 27 when the jumps between consecutive
elements are lower than, or equal to, the jump tolerance of —7 radians, i.e. Ap < —m,
while subtracting 27 when Ay > 7. These adjustments allow the phase to accumulate
without limit, producing an unwrapped phase. Figure depicts the typical unwrapped
phase behavior for a number of measured and their average trend, averaged over the
entire set of measurements. It can be noted as, depending on the considered realization
(different line), the decreasing trend can be more or less pronounced. This is related to
how and how much the considered channel shifts the transmitted signal phase.

The phase slope brings some information on the delay introduced by the channel
and thus on the length of the backbone, namely the shortest electrical path between the
transmitter and the receiver. The delay increases with the distance of the path followed by
the signal towards the receiver. Similarly, the channel attenuation is supposed to increase
with the distance due to the effect of the non-ideal deployed cables and the impact of the

branches connected to the backbone.
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Figure 3.6: Unwrapped phase behavior over frequency for a reduced set of measurements.
The average trend is also depicted.

Table 3.4: Robust fit parameters for [ACG] and [RMS-DS] versus the phase slope.

. slope y-intercept
Metric | d/(MHz-2)) | (rad/MHz)
g 0.038 (x = dB) 0.203
o —1.842 (x =pus) | —0.510

These observations are validated by the results. In particular, Figure [3.7] shows the
relation between the phase slope versus the [ACGl and the The phase slope is
defined as the slope of the robust fit of the unwrapped phase exhibited by the The
robust regression fit is also shown.

The scatter plot in Figure[3.7h depicts the relationship between the phase slope and the
The robust regression fit highlights as these quantities are negatively related.
The greater the phase slope (in absolute value), the higher the (or channel
dispersion). This effect is due to the long deployed cables and to the high number of
branches, in agreement with the above discussion. Instead, Figure [3.7b shows the relation
between the phase slope and the [ACGl In this case the metrics are positively related,
indeed, high phase slope values (in absolute value) involve low [ACG] values (or high
attenuation). The robust fit parameters, for both the [ACGl and the versus the
phase slope, are listed in Table [3.41
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Figure 3.7: On the left (a), scatter plot of phase slope versus RMS-DSl On the right (b),
phase slope versus [ACGl The robust regression fit is also shown.

3.2.4 Frequency Correlation

As previously discussed, this thesis focuses on the [BB-FSl Typically, BB-PLC systems
adopt multicarrier modulation at the physical layer. The most commonly used modulation
scheme is based on transmission, as envisioned by the [HPAV] [29] and [HPAVR [39]
standards. In schemes the [BBl channel is partitioned in a number of parallel sub-
channels, or frequencies, whose responses can be correlated. The degree of this correlation
can be evaluated in terms of normalized covariance matrix, namely K (f,A), between the
f-th and A-th frequencies, which is given by (Z8), as discussed in Section 2.4l The
average of the expectation operator in (Z.8]) is performed on the entire set of channel
measurements.

The normalized covariance matrix depicted in Figure 3.8 is evaluated on the logarith-
mic (or dB) version of the channel measurements, which are normally distributed with
good approximation, as discussed in Section [3.2.Il The analysis is performed in dB scale
since the logarithmic version of the measurements, and their corresponding proper-
ties, facilitates the simulation procedure considered in the modeling generation process, as
it will be discussed in Chapter [§ It can be noted as certain frequencies (or sub-channels)
are more related to some others, such as those at 3 and 8 MHz, where the colors become
warmer (yellow and red). A higher degree of correlation can be noted also in the upper
right corner, thus at high frequencies. This phenomenon is mainly due to the cross-talk

among the wires and to the coupling effects, which become increasingly prominent at
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Figure 3.8: Normalized covariance matrix for the channel measurements in dB scale.

higher frequencies.

Furthermore, the normalized covariance matrix is directly connected to the
O(f,\), as discussed in Section [ZT.4l Thus, looking at Figure 3.8 it is clearly notice-
able as ®(f,\) does not depend only on the frequency difference f — A, as stated in
Section [3.2.21

3.3 Channel Performance

In the literature, the most widely deployed metric for the performance description is
represented by the maximum achievable rate, i.e. the capacity C, which is defined as in
Section 2.2.4l In the following, the performance that are achievable on the experimental
channels described in Section B are computed. The results are assessed in conjunction
with the geometrical distance, as well as considering a frequency band extension in order

to evaluate the data rate enhancements.

3.3.1 System Specifications

In the following the capacity has been computed as in (2:20)), assuming a profile at
the transmitter side, namely P;(f), equal to 107> mW /Hz (—50 dBm/Hz) up to 30 MHz,
and to 1078 mW /Hz (—80 dBm/Hz) above 30 MHz. The reduction is required in
order to satisfy and comply with the regulations on the radiated emissions [143].

The constraints on the transmitting [PSDI are not sufficient for the capacity evaluation,



48 Chapter 3 - In-Home Scenario

'1 25 T T T T T
AM broadcast and | Noise PSD|
130 amateur radios FM broadcast
Military
communications

-135 | .
N TV broadcast
<
&
m -140 } 4
S,
=)
&
> 145} -
k%)
[}
prd

-150

-155 R Y

Aeronautical radio communications
_1 60 1 1 1 1 1
0 50 100 150 200 250 300

Frequency [MHz]

Figure 3.9: Typical [IPSDI| profile of a measured background noise in the 0-300 MHz band.

also the noise that affects a [PLC| network must be considered. A typical background
noise profile that can be observed in the 0-300 MHz frequency band is depicted in
Figure3.9l The typical exponentially decreasing PSD profile exhibited by the background
noise in [PLCI networks (colored noise) is not clearly detectable due to the wide considered
frequency range. The considered bandwidth, indeed, gives emphasis to the noise floor and

highlights the most common disturbances that affect the [PLC scenario.

The typical background noise[PSD|exponential decreasing profile experimented in [PLC]
networks (colored noise) is not so clearly detectable due to the wide considered frequency
range that gives emphasis to the noise floor and highlights the most common disturbances
that affect the [PLCl scenario. The main [NB] disturbances that usually interfere with the
[PLO environment can be easily observed in Figure They are mainly due to radio
and television broadcast transmissions, as well as to military and aeronautical communi-
cations. Among these, the [EMl broadcast is the dominant one, increasing the floor,
equal to —155 dBm/Hz, of more than 25 dB.

In most of the cases, however, a simplified noise model is used in place of a real
background noise assumption, in order to simplify the system. In [70] and [73], the noise
is assumed to be white, with a of —140 dBm/Hz and —120 dBm/Hz, respectively.
Some other papers, instead, account for the colored nature of the noise, which consists

of an exponentially decreasing profile along frequency. We adopt the additive colored
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Figure 3.10: Scatter plot of the capacity as a function of the geometrical distance. The
robust fit is also shown.

Gaussian noise model presented in [83] that models P,(f) as follows

P,(f) = le +107"°  [mW/Hz]. (3.2)
The capacity C is computed according to the expression in (Z20), as detailed in Sec-
tion 2.2.4], considering the corresponding geometrical distance between the transmitter
and receiver outlets, as well as three different transmission bandwidths. However, it
should be noted that, since there are several noise disturbances, whose statistical char-
acterization has not been thoroughly assessed yet, the true [PLCl channel capacity may
be overestimated by (2.20) if the noise model in (3:2) is used. More in detail, we do not
account for the contribution due to and [EM broadcast radios.

3.3.2 Capacity versus Geometrical Distance

Firstly, the aim is to study the relation between the maximum achievable rate and the ge-
ometrical distance (see Section for details), in order to infer the achievable coverage.
In this respect, the capacity of all the available measurements is computed.

The scatter plot in Figure displays the capacity against the geometrical distance,
with the corresponding robust regression fit as a function of the distance. Interestingly,
the achievable rate decreases with the geometrical distance, with a maximum C value of
2.27 Gbps. The slope of the robust regression fit reads —68.7 Mbps/m. Moreover, for
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On the right (b), [CDH of the distance conditioned on the achievable rate.

distances greater than 11 m, the capacity is always lower than 1 Gbps.

In order to infer the [PLCl coverage similarly to the wireless scenario, the maximum
achievable rate is computed in connection to the geometrical distance between the trans-
mitter and receiver positions of the considered channel. In this respect, the complementary
cumulative distribution function (C-CDF]) of the maximum achievable rate, conditioned
on the distance, as well as the cumulative distribution function (CDE]) of the geometrical

distance, conditioned on the maximum achievable rate, have been computed and depicted
in Figure 3111

In particular, Figure B.ITh shows the results for three values of distance, i.e. smaller
than 5 m, between 5 and 10 m and greater than 10 m. A similar result was already
shown in [I35]. The differences in the maximum achievable rate values are amenable to
the different noise model and transmitted level assumptions. It is worth to note that
in the 70 % of the cases the channels associated to distances between outlets shorter than

5 m exceed 1 Gbps.

In a dual manner, Figure B.ITb shows the geometrical distance conditioned by
the maximum achievable rate of the channel, namely larger than 0.5, 1, or 1.5 Gbps.
Interestingly, data rates larger than 1.5 Gbps can be achieved with high probability by
channels shorter than 5 m. Therefore, in the considered sites, [PLC| can provide a real

good option for very high speed connectivity between outlets that are nearly placed.
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Figure 3.12: [C-CDEF] of the maximum achievable rate for three different transmission
bandwidths, i.e. up to 30, 100 or 300 MHz.

3.3.3 Bandwidth Extension

In the following, the improvement provided by the bandwidth extension beyond 100 MHz
is assessed. The channel measurements acquired in a wider spectrum, up to 300 MHz,
as detailed in Section Bl were considered. For what concerns the transmitting power
constraint, the same profile specified in Section B.3.1] has been assumed. Concerning
the background noise profile, to our knowledge, there is no model up to 300 MHz presented
in the literature. Thus, the noise model in ([3:2)) is extended up to 300 MHz.

The capacity evaluated considering three different transmission bandwidths,
namely 1.8-30 MHz, 1.8-100 MHz and 1.8-300 MHz, is depicted in Figure .12l The plot
limits the values to those greater than 0.5. Thus, it is easily observable that in
the 50 % of the cases a maximum achievable rate greater than 457 Mbps, 1 Gbps and
1.68 Gbps can be achieved for the three corresponding bandwidths. These values appear
to be quite high due to the low level of noise that has been considered, having a
floor equal to —155 dBm/Hz.

The 20-th, 50-th and 80-th percentiles of the capacity distribution, for all the three
considered bandwidths, are listed in Table 3.5l As it can be noted, the maximum achiev-
able rate improves significantly, but the increase provided by the bandwidth enlargement
is not proportional to such a bandwidth extension. In this respect, let us define the
average spectral efficiency n as the ratio between the average maximum achievable rate

and the transmission bandwidth. Table reports the spectral efficiency coefficient for
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Table 3.5: Achievable rate percentiles and mean spectral efficiency for three transmission

bandwidths, i.e. up to 30, 100 or 300 MHz.

Band 20-th 50-th 80-th n
(MHz) | (Mbps) | (Mbps) | (Mbps) | (bps/Hz)
1.8-30 331 410 5925 15.27
1.8-100 714 956 1282 10.47
1.8-300 | 1121 1637 2721 6.50

the three cases. It can be seen as, on average, the spectral efficiency decreases as the
bandwidth increases. This is due to the large attenuation exhibited by the [PLC| channels
at very high frequencies, although the noise [PSD| level is quite lower.

3.4 Multiple User Correlation

As discussed in Section 2.0 usually, different [PLC] links exhibit a certain degree of
correlation due to the fact that channels, associated to different pairs of outlets (and thus
users) within the same site, may share part of the communication medium, namely the
backbone. This involves a certain degree of correlation among the channels that connect
different users belonging to the same network. In the rest of the thesis, this type of
correlation is referred to as correlation in order to differentiate it from the spatial
correlation. The latter concerns the correlation exhibited by the different channels (or
modes) connecting the same transmitting and receiving outlets in a network deploying
multiple wires, i.e. in a transmission scheme.

In order to simplify the analysis, for the rest of this section the MUl correlation between
channels of the same site, namely ¥(f, \), is studied imposing f = A, i.e., ¥, (f, f) =
Y. (f). From the measurements analysis, the absolute value of the [MUl correlation, i.e.
|1(f)|, obtained through the expression in (2.9)), has been found to be small. This can be
noted looking at Figure B.I3], where |¢(f)| assumes values always below 0.05, regardless of
the considered site or frequency. This result reflects the large variability and heterogeneity
of the in-home [PL{ scenario. Indeed, in-home networks consists of many branches that
cause multipath propagation and several signal reflections. These phenomena involve
that, on average, the channels are not correlated.

To limit the variability and get useful information, we propose to focus only on the
channels that share the same transmitter or receiver outlet. The first case is representative
of a broadcast down-link scenario, while the second case of a scenario where multiple
transmitters, e.g. video cameras, send data to a concentrator. We denote with ¢, (f, \),
where = € {tz,rz}, the correlation of the between the frequencies f and A for
the channels that share the same transmitter outlet, i.e., x = tx, or for channels that
share the same receiver outlet, i.e., x = rz. Hence, ¥, (f, A) is computed as in (2.9]), but

limiting the expectation in 7, j over the channels that share the same transmitter outlet



3.4 - Multiple User Correlation 53

06 T T T T T T T T T
—&— Same site ONLY (|¢))
—A— Same Tx & Site (|th|)
0.5 i
c
0
S04t -
5 A
o
(©)
c AN
203 .
5 4 A
o
o)
O 02 B l{
2 T /N
= A
Vi
| A
01 i
&
0 G‘VU g R Z | Sre_p L @ ©
0 20 30 40 50 60 70 80 90 100

Frequency [MHZ]

Figure 3.13: Absolute value of the [MU] correlation |¢(f)| and [t (f)| as a function of
frequency. One single site is considered, as an example.

for 1, and over channels that share the same receiver outlet for 1,,. Also in this case
Ve (f, f) = ¥ (f) has been considered. An example of the correlation value 1y, (f), for the
channels sharing the same transmitter within one site, is depicted in Figure 313l It can
be noted as the maximum absolute value of the [MU] correlation is one order of magnitude
larger if the constraint of sharing the same transmitting outlet is assumed. This can be
highlighted considering the statistics of 1, (f) for the overall set of available sites.

In Figure BI4h, the 20-th, 50-th and 99-th percentile profiles of the of [ ()],
as a function of frequency, are shown. The numerical results confirm that, if a spatial
constraint is added, a higher correlation might be found. Indeed, also in this case, the
maximum value of |t (f)| is one order of magnitude larger than |¢)(f, A)|. Therefore,
as intuition suggests, the correlation between channels that share the same transmitter
outlet is non-negligible. We speculate that this is because of the random contribution
of the phase of distinct channels, which is uniformly distributed in (—m, 7). Therefore,
we also study the correlation ¥@™P(f) that is defined as ¥,(f), with x € {tz,rx}, but
considering the amplitude of the [CERE, i.e., |H;(f)| and |H;(\)|, within the expectation
at the numerator of (Z.0).

The values of ¢g, " (f) are depicted in Figure B.I4b, which shows the same percentile
profiles considered in BI4h. Note that, by definition, ¢, 7(f) is a real quantity. Inter-
estingly, the correlation is large. Therefore, the low values experienced by 1y, (f) are due
to the random phase of the channels. Furthermore, 1, 7 (f) decreases as the frequency

increases. Similar results are found for the correlation between the amplitude of the chan-
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Table 3.6: Parameter values of the best exponential fit of the [MU] correlation quantiles

for 45" (f) and ¢(f).

Correlation (¢q) | Percentile (() Qg by, Cqc
99-th —1.873 x 1072 | 0.663 0.755
Yt abs(m) 50-th 0.602 —0.290 | 0.085
20-th 0.357 —0.119 | —0.080
99-th —0.315 x 1072 | 0.906 0.735
Uy abs (M) 50-th 0.981 —0.496 | 0.136
20-th —0.274 0.057 | 0.480

nels that share the receiver outlet, ¥)2"?(f), as shown in Figure BI4k, where the same
percentiles are reported.

The experimental profiles of ¢y, 7 (f) and ¥27"?(f) can be fitted with an exponential
function, namely q¢(f) = aq, fhac Cqc» Where g stands for oy, (f) or Y™ (f), while
¢ indicates the percentile value. The corresponding fitting profiles are shown in both
Figure B 14b and Figure .14k, whose parameters are reported in Table

3.5 Line Impedance

Not only the channel response properties are important, but also the line impedance

characterization is required for the design of the analog front-end of a transmitter modem.
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Figure 3.15: Real part (a) and imaginary part (b) of the input line impedance for the
in-home scenario in the frequency range 1.8-100 MHz.

Indeed, a low line impedance at the transmitter port makes the injection of the voltage
signal challenging. The line impedance Z;y, defined as in Section 2.1.2] spreads over a
broad set of values across the 1.8-100 MHz spectrum. In the following, the real part R(f)
and the imaginary part X (f) of the line impedance are separately discussed as a function

of the frequency f.

The measurement results have shown that the line impedance can be significantly low,
in the order of few ohms, especially at low frequencies. For instance, in the access network,
this is due to the fact that the home network acts as many parallel loads attached to the
access port [3]. Within the in-home network scenario, the line impedance at the outlets

exhibits a highly frequency dependent behavior, as shown in Figure 315l

Both the resistive (on top) and the reactive (on bottom) components, namely R(f)
and X(f), are represented as a function of frequency. The different colors represent
the several line impedance measurements, while the thick black line corresponds to the
average profile along frequency, averaged over the 1266 measurements, for both R(f)
and X (f). Interestingly, the reactive part behavior is mostly inductive and the real part
slightly increases at high frequency. Therefore, it is expected that [BB-PLC| can be less
affected by the signal injection issue than [NB-PLCl Furthermore, the can provide

channel and impedance diversity that can simplify the design of impedance adaptation
techniques [144].
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Figure 3.16: 20-th, 50-th and 80-th percentiles of the resistive (a) and reactive (b) part
of the line impedance. The best polynomial fit is also shown.

3.5.1 Statistical Analysis and Properties

In order to analytically describe the statistical behavior of the line impedance measured
in a typical in-home [PLC] network, the of R(f) and X(f) is studied. A similar
characterization has been performed in [91] for the NB-FSl Figure shows the 20-
th, 50-th and 80-th percentiles of both the resistive and reactive components of the line
impedance as a function of the f-th frequency, i.e. R(f) and X(f), respectively. The
best polynomial fit modeled as q¢(f) = aq f> + by f + ¢4 is also shown. The variable
¢ represents the percentile at value ¢ of the quantity ¢ € {R, X}, while aqe, by, and
¢q. are constant parameter values. Basically, the resistive component is less spread at
high frequencies and the lowest quantile increases with frequency. Instead, the reactive
quantiles exhibit a frequency increasing behavior, that turns into an inductive like nature.

In Table 37 the parameters values of the best polynomial fit for both R(f) and X (f),
and for all the three considered percentiles, are summarized. This table facilitates the
comparison between the different fits, providing all the coefficients that are essential for
the replicability and the simulation of the R(f) and X (f) values, in agreement with their
approximated profiles.

Finally, the relationship between the resistive and reactive part is assessed. In par-
ticular, Figure 317 shows the scatter plot for the values R(f) versus X(f), expressed in
k2, at the same frequency. All the frequency samples and the available measurements are

considered. The resistive part is displayed in logarithmic scale in order to emphasize the
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Table 3.7: Quadratic fitting parameter values of the line impedance components.

Quantity (¢) Percentile (¢) | ag (x107°) (Q) | by (Q) | ¢4 ()
20 —1.213 0.029 12.926

R 20 —1.053 0.019 48.303

80 —1.004 —0.006 | 130.229

20 —0.7045 0.065 | —52.387

X 20 0.5036 0.024 15.118

80 0.5705 0.004 | 88.825
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Figure 3.17: Scatter plot of the resistive part, in logarithmic scale, against the reactive
part, expressed in k€2, of the line impedance.

rang of low values, i.e. below 10 €. It can be noted as R(f) ranges between 0.6 {2 and
3.4 kQ, while X (f) ranges between —1.7 and 1.9 k2. Furthermore, high reactive values
imply high resistive values. Instead, when the resistive component is low, in the order
of few Ohm, the reactive part is positive and approximately equal to 120 €2. Deepening
the analysis of the impedances database, it has been observed that these low resistance
values correspond to an almost series resonance, which occurs in the neighborhood of 16
MHz, as it can be clearly observed in Figure B.15 Since it is not a perfect resonance,
the imaginary part is not exactly zero and, in this case, equals 120 2. Thus, the network
loads seen at the input port of the considered channel measurements involve an input
impedance that exhibits a more inductive behavior at the 16 MHz frequency, while the

resistive part approximately decreases to zero.
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Figure 3.18: Scatter plot of the resistive (a) and the reactive (b) component of the line
impedance versus the [CERL The high-density regions are also shown.

3.5.2 Impedance versus [CFR

In addition to the relationship between the line impedance real and imaginary parts,
it is also interesting to analyze whether and how the line impedance is related to the
[CERl Figure B.I8 shows the scatter plot of the line impedance components R(f) and
X(f) versus the [CFR] evaluated at the same frequency f. The plot has been obtained
gathering the samples from all frequencies. Despite the high variability, we identify high-
density regions to which 98 % of the samples belong. The intent is to identify a range of
possible real values that can be used as a constraint for the simulation process, or that
can act as a reference bound. The region borders are shown in the figure. Similar results

can be obtained by applying the same analysis frequency by frequency.
The target frequency range is 1.8-100 MHz, considering the dB-version of the [CERI

amplitude versus the logarithmic representation of the resistive component or versus the
reactive component in linear scale. Also in this case, the reactive part is represented in
k2, while the resistive part is considered in logarithmic scale in order to magnify the
behavior at lower values. The border of the high density region can be modeled, from the

experimental evidence, as an ellipse that reads

(@ =m) | (y=m)?

u? w?

—1, (3.3)

where x and y are the variables denoting the [CE'R]| and the line impedance component
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Table 3.8: Parameters of the high-density regions for the line impedance components
versus the [CEFRlin dB scale.

Component Ma “
mponen (dB) (dB) My w
R 1.709 | 1.154
X 45330 | L6181 47 916 | 325.016

values (R or X), respectively. All the other terms are constant coefficients. The param-
eter m, is the mean value of the measured in dB scale, namely m, = E[Az(f)]
Similarly, m,, is the mean of the impedance component, i.e., m, = E[log,, R(f)] for the
resistance, and m, = E[X(f)/10%] for the reactance. The expectation E[-] is performed
across all the frequency samples and the channel realizations. The other coefficients in
(B3) are obtained as follows.

According to the results of Section B.2.1] the dB version of the is normally
distributed with good approximation. It is well-known that, for a normally distributed
random variable, more than 99 % of the samples are within three times the standard
deviation. In this respect, u = 30,4,,, where 04, is the standard deviation of the [CERI

Substituting m,, m, and v in (3.3]) with the values above described, w reads

w = J uAy = my)* (3.4)

u? — (x —my)?

The relation in (B.4]) can be computed for all x and y values. The result is a set of values
of w that are collected in a vector named w. The value that models w is chosen as the
98-th percentile of the of w. Table[3.8 reports the values of the constant coefficients
in (33) for the resistive and the reactive component. Clearly, m, and u are identical
in both cases. From the analysis of the coefficients in Table B.8, we note the followings.
First, the average value of the [CFR], the resistance and the reactance are about —45.336
dB, 51 = 1047 Q and 47.216 Q, respectively. Furthermore, the standard deviation of
the is 14.87 = 44.618/3 dB.

3.6 Main Findings

A statistical characterization of the in-home [PL.C] channel has been presented relying on
a set of 1266 measures acquired in Italy. The analysis brings new insights on the channel
behavior, confirming some prior results presented in the literature that were obtained
from measurement campaigns carried out in other countries. The aim is to allow a precise
comparison between the results of this analysis and those from other campaigns. In
this respect, the need of common processing procedures and the importance of using the

same definition for the physical quantities to be analyzed has been pointed out. This
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formulation is intended to be used for the analysis of the results of future measurement
campaigns, providing results that are consistent with the ones herein presented. Besides
the processing procedures, a detailed statistical analysis has been carried out.

In particular, it has been shown as the [PLC| channel is significantly frequency selective
in the 1.8-100 MHz band. The magnitude of the[CERlis log-normally distributed. The log-
normality applies also to the[RMS-DS] while the[ACGI (in dB) is normally distributed with
good approximation. This confirms previous results reported in the literature, obtained
in other measurement campaigns. Furthermore, the parameters of the best fit of such
quantities and the robust regression fit coefficients of their relations have been analytically
described and listed. The hyperbolic relationship between the and the has
also been assessed and modeled. In addition, the differences between two definitions,
namely the statistical and the deterministic [CBl have been discussed.

The in-home wiring, connecting a pair of outlets, can follow “unpredictable” paths,
so that the electrical and the geometrical distances do not coincide. Nevertheless, the
geometrical distance between two outlets can be statistically related to the maximum
achievable rate. This allows to infer the coverage offered by a [PLC systems similarly to
the wireless scenario. For example, in the tested scenario, rates in excess of 1 Gbps can be
sustained between outlets at distances smaller than 5 m. This application scenario is not
uncommon, e.g., the connectivity between a set-top box and a TV. Moreover, signaling
above 100 MHz, in particular up to 300 MHz, can provide achievable rate improvements.
However, the spectral efficiency, i.e. the data rate per-unit-frequency, decreases signifi-
cantly.

The correlation among channels that share, or not, the same transmitting or receiving
plug, has been analyzed. The overall ensemble of pair of channels belonging to a given site
is essentially uncorrelated. However, if the pair of channels are constrained to be asso-
ciated to the same transmitter (broadcast channel), then a more pronounced correlation
is found. Furthermore, even larger correlation is found if the latter study is limited to
the amplitude of the [CFR] It follows that the random phase of the channel significantly
reduces the [MU] correlation. Similar results apply to the channels that share the same
receiver outlet.

Finally, the line impedance in the range 1.8-100 MHz is discussed, showing that it
can assume a broad set of values but, in general, the spread is more pronounced in the
lower frequency range. Furthermore, the analysis of the reactive component highlights an
inductive behavior. Instead, no clear relation between the line impedance and the
has been identified. However, the scatter plot of the line impedance components versus
the (in dB) highlights a high probability region that can be analytically described.



MIMO Extension

As discussed in the [[ntroductionl and then validated through numerical results in Chap-
ter Bl the [PLCl technique is an established solution to convey high speed data content ex-
ploiting the existent power delivery infrastructure. Recent[PLC|standards, as[HPAVR [39],
showed that it is possible to ensure data rates of about 1 Gbps and up to a maximum
of 2 Gbps at the [PHYl Such an impressive throughput is obtained by signaling in the
extended frequency band between 2-86 MHz, making use of advanced multicarrier mod-
ulation schemes based on [OFDM] and by enabling the use of solutions to further
extend coverage or to provide higher data rates Ww.r.t] more conventional [SISOI[PLC sys-
tems. Basically, a 2 x 4 communication can be established by exploiting the
presence of multiple conductors, usually three, that reach each plug of the network. They
are the phase (P)), the neutral (N]) and the protective earth ([E). The latter is commonly
used in many countries in order to provide a return path for the power supply short-circuit

alternated currents (50 Hz) that take place in the presence of an insulation fault.

At the transmitter side, the signal is injected between pairs of wires. The transmission
modes are referred to as delta, A. Due to the Kirchhoff’s laws, only two A signals can be
injected at the same time. At the receiver, the signal is observed between one conductor
and a reference plane. The configuration is referred to as star-style and the number
of star-style modes is three, as the number of wires. Typical devices that implement
a large metal plane, which can act as a reference plane, are those that deploy large
screens, e.g. modern televisions. Fortunately, this type of devices are exactly those
that usually require a high speed data communication in order to deliver multimedia
services. Therefore, they can enjoy the performance improvements introduced by the
MIMO! transmission. Furthermore, coupling between the wires and the physical earth,
due to unbalanced parasitic capacities given by grounded devices, can be exploited to get
another receiver mode, namely the common mode (CM)) [78]. Basically, the flows
with the same intensity and direction through [Pl [N] and [El With [CM] the number of

available modes at the receiver side is four. In order to clarify the deployed scheme,
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Figure 4.1: IMIMOI transmitting and receiving modes, according to [STEF10.

the transmitting and receiving modes, which also comply with the special task force 410
(STEF410), are depicted in Figure[Il Due to electromagnetic interference (EMI) reasons,
the is used only at the receiver side.

A preliminary analysis of the performance improvements achieved through the use of
a 2 x 4 [MIMQO| communication method, in the 4-30 MHz frequency band and in compar-
ison with the system, is reported in [79]. Herein, is assumed and spatial
multiplexing, through beamforming at the transmitter side and detection at the re-
ceiver, is discussed. Under the same system assumptions, precoded spatial multiplexing
is considered in more detail in [80], while [8I] describes implementation and results of
the [MIMOI[PLJ feasibility study. Otherwise, this chapter aims to investigate the effect
of a colored and correlated noise (rather than [AWGN]), as well as the performance im-
provement provided by the frequency extension up to 86 MHz, considering the
[PLCl channel capacity. The 2 x 4 A-style to star-style communication channel
is considered. An extension to the 0-100 MHz frequency band, and the assumption of
colored noise, instead of white noise, was already done in [83]. However, in this case, the
2 x 2 [MIMOI channel with a A-style mode configuration, at both the transmitter and the

receiver ends, was taken into account.

The purpose of this chapter is to evaluate the [MIMOI[PLC performance in the ex-
tended frequency range 2-86 MHz that is foreseen by the latest [PLCl standards [39] for
the next generation [PLCl systems. A comparison is performed between different [MIMO!
configurations and precoding schemes, taking into account a 2 x 4 communication
channel, thus, exploiting the additional at the receiver side. The focus is on a A-style
feeding mode and a star-style receiving mode. Furthermore, the presence of a colored (in
frequency) and correlated (between different receiving modes) Gaussian noise is assumed.
Concerning the channel, the database that was collected by the [STEF10, which is part of
the European Telecommunications Standards Institute (ETSI), during an experimental
measurement campaign across Europe [78] is exploited. This allows to obtain fair results
that estimate with good approximation the performance that are achievable on real [PLC|
networks. The measurements were performed in the 1-100 MHz frequency range. As for
the in-home case in Section [3.2] a concise statistical analysis of the channels
is provided, in addition to what has been already done in [85]. Namely, we study the
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of the[ACGl and the mean value of the eigen-spread, as a function of frequency. Concern-
ing the noise, we model it from the experimental results reported in [85] and [T108]. It
should be noted that in [85] the channel capacity distribution was evaluated assuming an
equal constraint over the whole frequency range, as well as an uncorrelated [AWGN]
noise. Otherwise, we consider a constraint compliant with the HPAVP standard [39],
as specified in Section 4.4l and a colored and correlated noise.

The comparisons are made assuming both perfect or no channel state information
(CSI) knowledge at the receiver side. The results are provided in terms of maximum
achievable rate, which is the channel capacity under the Gaussian background noise as-
sumption [I45]. In [I08] and [126], other performance analysis were made assuming the
channel configuration to be A-style at both the transmitter and the receiver ends. While,
in our case, the A-style and star-style structures are considered at the transmitter and the
receiver sides, respectively. Moreover, the optimal joint design of the transmit and receive
signal processing scheme is discussed and the capacity, through numerical simulations, is
evaluated. Finally, the performance improvements provided by the use of schemes
w.rTISISOl are assessed.

The remainder of the chapter is structured as follows. First, in Section [4.1], we deal
with channel characterization. Later, in Section [£.2] the [MIMOI noise covariance
matrix model, that we have derived from the experimental evidence, is detailed. In
Section 4.3, the system architecture is presented. Then, in Section [4.4] the numerical

results are provided. Finally, the main findings of this chapter follow.

4.1 MIMO| Channel Properties

The [MIMOIPLC system is studied from an experimental basis. Firstly, the idea behind
the transmission scheme, when applied to the [PLC context, is described. Then,
a concise statistical characterization of the is proposed. Finally, a model for
the noise covariance matrix generation is presented and detailed. In this respect,
we remark that the channel analysis is based on the knowledge of the actual measured

channel responses, while the noise model has been derived from the main findings reported
by the [STEF410 and in [108].

4.1.1 System Principle

When more than two conductors are present, a communication over multiple wires can
be established. In general, due to Kirchhoff’s laws, with N conductors, only N — 1
channels are linearly independent, and thus, available for transmission. Contrariwise,
all the 4 star-style receiving modes can be used, although only three of them are linearly

independent and the fourth one is a linear combination of the other three modes. However,



64 Chapter 4 - [MIMOI Extension

the exploitation of the fourth mode at the receiver provides a noticeable signal-to-noise
ratio (SNR]) improvement, as it will be shown in Section F4l

We follow the approach that was proposed by the [STEFL410. The resulting [MIMOI
modes are depicted in Figure [£1l Basically, [PLC devices can signal differentially between
pairs of wires [P, [N] and [E], namely, [PHN], [PHE] and [NHE], and receive between [Pl or [N or [El
and the reference plane. To enforce the physical earth path, at the receiver, the coupler
is connected to a ground plate of approximately one squared-meter area. In this respect,
we note that flat TVs are equipped with big metal backplanes that can act as a ground
plate [146]. Moreover, the[CMlcan be used as a further received signal in order to obtain a
2 x 4[MIMOl communication system. The feeding and receiving configurations are referred
to as A and star, respectively. The A-style modes [PHN], [PHE] and [NHE] are labeled as Ay,
with the corresponding index tx € {1, 2,3}, while the star-style modes [P}, [N], [E] and as
Sre, With 7z € {1,2, 3,4}, respectively. Given the aforementioned Kirchhoff’s constraint,
we focus only on the feeding modes A; and A,. Instead, we consider all the star-style
receiving modes, plus the [CM] in order to assess the performance improvements due to
the exploitation, although it is linearly dependent from the other three modes.

4.1.2 [CFRI Statistics

We contributed to the experimental measurement campaign that was performed by the
[STE}410 across Europe to collect information about channels. A total amount of
353 channels were acquired. For further details the reader is referred to [7§].

Measurements were performed in the frequency domain, according to the measurement
procedure that was detailed in [78] and followed by all members of the [STEF10 to collect
data. We collected 1601 frequency samples of the scattering parameters, in the 1-100
MHz frequency range, for each one of the 353 acquired channels. Therefore, the
resolution in frequency is Af = 61.875 kHz. In this work, we focus on the 2-86 MHz
frequency range, as specified by the [HPAVR standard [39], and we define the as
the scattering parameter Sy;. The quantity Hs,, a,,(f) denotes the between the
A-style transmitting port A;, and the star-style receiving port s,, at frequency f, where
tr =1,2and rz = 1, 2, 3, 4. Hence, the 4 x 2 [CFRl matrix H(f) is defined, in which the
(Sras Az )-th element corresponds to Hy,, A, (f)-

In the following, the statistics of the measured channels is investigated. Unlike what
has been done in [82] and [85], that assess the overall CFR distribution of the entire
database of collected measurements, we focus on the [ACG] that is computed, according to
equation (2.I2]), for each transmitter-receiver mode pair in the considered [MIMOI scheme,
as follows

JRRE
Gsrotri, = 1010gy (M Z | Hspo A (m)|2> [dB], (4.1)
m=DM,

where M{Af = 2 MHz, MoAf = 8 MHz and M = M, — M;. Figure shows the
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Figure 4.2: [C-CDF of the [ACGl as a function of the [MIMO]l modes. From left to right,
results for A; (a) and Ay (b) transmission modes are shown.

of the [ACGl as a function of the signaling mode. We note the followings. First,
in terms of [ACG] s; and sy are equivalent. Second, when the transmission mode is Ay,
the [ACG] of s3 is 3 dB less than that of s; and s,. Instead, when the transmission mode
is Ay, the distribution of the [ACOl of s5 is close to that of s; and s,. Third, the [ACG] of
s4 is less spread than that of the other receiver modes. Indeed, the [ACG] of the [CM] is
nearly —30 dB for both the A; and Ay modes, whereas that of the other modes spans up
to —20 dB. Finally, the [ACG of s4 behaves similarly regardless the transmission mode.
Note that the values in Figure concern an average gain, computed as in (1), and not
the effective gain.

Now, we perform the analysis of the singular value decomposition ([SVD)) of the
channels in terms of eigen-spread. In comparison to [82] and [85], that assess both the
singular values and their eigen-spread distribution for all the measurements and frequency
samples together, we provide the eigen-spread percentiles for each distinct transmitter-
receiver mode pair, as a function of frequency. The aim is to magnify the frequency
dependence for each transmission-reception modes combination. The of the

channel matrix H(f) reads

H(f) = U(HD)VI(S), (4.2)

where V and U are unitary matrices, D contains the singular values of H, and {-}' denotes
the hermitian operator. The channel matrix H is a 4 x 2 matrix, therefore, the maximum

number of singular values is 2. We denote the singular values of H(f) with d;(f), where
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Figure 4.3: 20-th, 50-th and 80-th percentile of the eigen-spread as a function of the
frequency.

i =1, 2, and we define the eigen-spread as A\(f) = di(f)/d2(f) [108]. Without loss of
generality, we assume di(f) > do(f), computing A for all channels and frequencies to
obtain its statistics.

Figure depicts 20-th, 50-th and 80-th percentiles of A\, in dB scale, as a function
of frequency. We note that the channels are slightly more correlated in the lower fre-
quency range, where A is more spread. Instead, the 20-th percentile is almost frequency

independent.

4.1.3 Spatial Correlation

In the scenario, the [PLC| channels are correlated due to the symmetry and deter-
minism of the wiring structure. Within the considered frequency range, the correlation
is provided in terms of normalized spatial covariance x¢,(f), defined as in (2.I0). The
different channels are identified by ¢,p € {[Pl, [Nl [El [CMI}, which refer to the dif-
ferent considered star-style receiving modes, given the same A-style transmitting mode.
For example, the label PN indicates the correlation among the channels to the phase
and neutral star-style modes, having the same A transmitting mode, in practice xpn(f).

The spatial correlation along frequency, between all the possible combinations of differ-
ent star-style receiving modes and the two possible A-style transmitting modes, namely
(A1) and PHEl (As), are reported in Figure 4.4 and Figure [L0], respectively. The
figures show very high levels of x,,(f) for all the combinations, especially at high fre-
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Figure 4.4: Spatial correlation, along frequency, for all the possible star-stile receiving
modes, namely [N|, [Pl [E], and [CM], given the same A-style transmitting mode [PHNL

quencies, where the cross-talk effects become prominent. In particular, when considering
the [PHN] A-style transmission mode, depicted in Figure 4] high levels of correlation are
exhibited among the channels [P={E and NE{EL with the highest values experimented
among the [P={N channels responses, especially for lower frequencies. Contrariwise, if
the other A-style transmitting mode [PHE] is considered, the highest level of correlation
is exhibited among the [P{E [CERE, as it can be noted in Figure The correlation
among the channels [P=N and [NE={E is still high, but slightly lower, as happens for the
[P={E and N{E channels for the A; transmission in Figure E4. However, the frequency
dependent behavior of x;,(f) for all the receiving combinations when considering the A,
transmission mode in Figure is limited compared to the profiles exhibited assuming
the A; transmission mode in Figure £4l Furthermore, the [P=[N] correlation for the A;
(PHN]) mode is slightly higher than the [PE{E] correlation for the Ay (PHE]) mode.

The above mentioned differences in the correlation values and profiles are due to the
fact that the power is delivered through the phase (Pl) and the neutral (N)) wires, which
are positioned one next to the other and follow the same path from the transmitter to the
receiver. Contrariwise, although the protective earth ([El) wire follows almost the same
path, it further comprises the device chassis (for grounding purposes in case of faults),
as well as the wires branches deployed for an overall grounding to the physical earth.
Furthermore, the fact that the correlation values among the same receiving modes pair
depend on the considered transmission mode, especially between the channels with the

corresponding receiving star-style modes exploited at the transmitter side (in A configu-



68 Chapter 4 - [MIMOI Extension

—_

o
©

o
e}

o
oy

©
o

FD
o

©
N

o
w

Spatial Correlation (X| p) - A2 Tx Mode
o ,
N

o
—

10 20 30 40 50 60 70 80 90 100
Frequency [MHZz]

o
o

Figure 4.5: Spatial correlation, along frequency, for all the possible star-stile receiving
modes, namely [N], [Pl [E], and [CM], given the same A-style transmitting mode [PHEL

ration), is justified by the following considerations.

According to the adopted measurement setup, the network scattering parameters ma-
trix (S), and thus the [CER] among one A-style transmitting port and one star-style
receiving port are measured referring to a 50 €2 load, while closing all the other unused
ports always on a 50 2 impedance. Thus, when measuring the between the same A-
style transmitting port and each one of the two star-style receiving modes corresponding
to the wires supplied at the transmitter, it is almost like considering the same electrical
circuit. This is due to the Kirchhoft’s law for the voltages and the currents in the network.
Hence, since these measured approximately refer to the same underlying electrical
circuit, the correlation exhibited among the corresponding star-style receiving modes is
very high. However, the degree of correlation is less than one, i.e. full correlation, since
the considered measurement point for the two is not exactly the same and because
part of the signal, injected in the measurement process, couples with the other passive
conductors in different ways. This different energy dispersion experienced by the two
modes involves that the correlation coefficient is less than the unity. Now, it is easy to
understand why the correlation among the [P=I[N] channels given the [PHN] A-style trans-
mitting mode, depicted in Figure d4] experience such high correlation values, similarly to
what happens for the [P={El channels when assuming the [PHEl A-style transmitting mode,
represented in Figure 4.5

Obviously, in addition to the spatial correlation, also the [MUl correlation, defined as in
Section and assessed in Section [3.4] for the case, should be considered. Indeed,
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as detailed in Section 2.1 these two quantities refer to different concepts. In particu-
lar, the [MU] correlation refers to a multi-point communication channel towards different
outlets, while the spatial correlation concerns a point-to-point transmission exploiting a
communication channel, i.e. the multiple wires that connect the same transmitting
and receiving plugs. Furthermore, as an additional effect, not only the channel

responses are correlated, but also the noise, as discussed in the next section.

4.2 Noise Covariance Matrix Generation

The noise in the context has not been thoroughly investigated yet. However, some
experimental results for the in-home scenario are reported in [85] and [I08]. The analysis
of Section 4] requires the knowledge of the covariance matrix of the noise experienced
by the star-style modes. In this respect, since we own only the [ETSIl database of channel
measurements and not that of the noise profiles, we propose a model strategy that
exploits both the experimental evidence reported in [85] and [I08]. We proceed as follows.
We assume the noise to be Gaussian with zero mean and we focus on the frequency
domain, denoting the covariance between the noise of the modes sy and s, with K, (f) =
E[Ns,(f)Ng (f)], where £,p = 1,...,4 and N, (f) is the Fourier transform of the noise
experienced by the mode s,. We let the main-diagonal elements of the covariance matrix,
namely /C4(f), be equal to the of the measured noise. In this respect, we exploit
the results provided by the [STE410 in [85] that are depicted in Figure L6l As it can
be noted, the noise floor sharply increases in the neighborhoods of 87 MHz for all
the modes due to the interference of the broadcasting radio. Moreover, the
experiences the highest noise. According to [85], the auto-correlation of mode [CM] i.e.
K44(f), is approximately 5 dB greater than the noise experienced by the other modes.
Now, we focus on the cross-correlation terms, i.e., K,(f) with ¢ # p. The noise
received on different ports is correlated [85]. Therefore, ICy,(f) # 0. We model the

covariance matrix element /Cy,(f) as

Kep(f) = arp (Keo(f) + Kpp(f)) (4.3)

where oy, is a constant coefficient that can be obtained as follows. We validate the model

proposed in ([3)) starting from the correlation coefficient [108]

Kz,
(I)Z,p(f) = ‘ 7 (f)‘

— : 4.4
VES(NKE(f) -y

where K7, (f) = E[Na,(f)NR, (f)] is the covariance between the noise of the modes A,
and A,, with ¢,p = 1, 2. Note that Na,(f) = Ns (f) — N

s2

hold for the other A-mode noise terms. In [I08], it was shown that ®,(f), as well as

(f), and similar relations
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Figure 4.6: Noise [PSD] profile for all the star-stile receiving modes, namely [N [P, [E, and
[CM] provided by the [ETSIISTEF10 in [85].

ICEA,Z( f), exhibit approximately the same frequency-decreasing profile, regardless the pair
of considered modes. Therefore, we speculate that K2 (f), K&(f) and K2(f) differ by a

constant value from each other. Let us compute

K (f) = Ki(f) = Ku(f) + Ko (f) — 2Re{K12(f)}, (4.5)

where Re{-} denotes the real operator. We note that the left side of (£H) is a constant
value, regardless frequency. Therefore, both sides of relation (3] are frequency indepen-
dent and Ci2(f) should compensate the frequency variations due to Ky1(f) and Koo (f).
We extend the conclusion to all star-style modes. This proves the model in (Z.3)).

Now, we focus on the coefficient ay,. We introduce the time domain correlation
coeflicient ¢y, given by [85]

Elng, (O)ns, ()] — ms,ms, S Kop(f)df

Pep = - ’
Z Vo3 ok, VI KealDdf [ Ky £)dlf

(4.6)

where 115, and o7, are the mean and the variance of the noise n,,(t) (in the time-domain)

experienced by the mode s,. Hence, we substitute (43]) in (£0) and we obtain

gy = & VI Kool £)df [ Ky (£)df
= TR (D df + Ky (Fdf
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Figure 4.7: Noise IC-PSDI profile for all the combinations of star-stile receiving modes,
computed according to the proposed generation process.

where ¢y, is the time-domain correlation coefficient that we define as in [85]. We generate
¢¢,, randomly, according to the statistics that was presented in [85].

In order to have an idea of how and how much the noise modes are correlated at the
receiver side, the crossIPSD] (C-PSD)) values, i.e. the behavior, along frequency, of the
covariance matrix out-of-diagonal elements, generated according to the above detailed
procedure, are depicted in Figure 4.7l The allows us to highlight the spatial cross-
correlation that exists between the noise signals. In particular, the terms are
computed assuming the average value of ¢y, for each possible combination, in order to
obtain an average profile. As for the channel spatial correlation discussed in Section 1.3,
the different labels correspond to all the possible combinations of the noise star-style
receiving modes. For example, [P=IN] refers to the profile exhibited between the
noise modes [Pl and [N, when the same A-style transmitting mode is considered.

From Figure 7, it can be noted as the profiles resemble the profiles
depicted in Figure .0, even if slightly shifted downwards. The shift effect is mainly due
to the time-domain correlation coefficient ¢, that ranges in between 0 and 1. Instead,
the similar trend, fr.f] the profiles in Figure [L.6] is an expected result since the
out-of-diagonal elements are a linear combination of such profiles, i.e. the diagonal
elements of Ky, according to (£3)). Furthermore, the lowest profile is exhibited
by [P=Nl  This is, since, the corresponding profiles, reported in Figure EG], are
the lowest ones. Instead, the combinations with the show the highest trend, which
is similar for all the combinations. However, Figure .7 shows as the exhibits
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non-negligible levels and significant differences for almost all spatial modes combinations.

4.3 System Model

We consider an [OFDMHMIMOI[PLC| channel with N7 transmit and Np receive signals.

For each sub-carrier m, the general processing scheme is shown in Figure [£.8]

B, E,
MIMO 2 A g
ap, Sw | S5 | Xn| MIMO Y | §| Za
—>| Power > & O > e > N —T
_ g 3 Channel <
Allocation — o =
: g
n,~N(O,N,,)

Figure 4.8: [MIMOIPLC| coding scheme at each m-th sub-carrier.

The Np transmitted symbols at the m-th frequency, expressed by the Ny x 1 vector
a,,, are weighted by the power allocation coefficients and precoded by the Ny x Np matrix
B, (beamforming), yielding the Ny x 1 transmitted signal x,,.

We assume zero mean and unit energy uncorrelated symbols, i.e. Ela,al] = Iy,,
which is the Ny x Np identity matrix. Thus, the matrix Q,, = E[s,,s] ] of the signal
Sm = Q},{ 2a,, is diagonal and represents the power allocation strategy of the total available
power Pr. In our system Pr = P,,, where P, is the mask at the m-th carrier.

At each frequency, the Ny x 1 received signal y,, at the m-th sub-carrier is equal to
Ym = H, x,, + ny,, (48)

where n,, ~ N(0,N,,) is the Ng x 1 additive Gaussian noise with zero mean and co-
variance matrix N,, = E[n,,n!]. The noise is colored in frequency and correlated in
the spatial domain, the reader is referred to Section for details. At the receiver, y,,
is equalized by the Nr x Np matrix E,, to yield the Ny x 1 detected vector z,,. For
an transmission system the capacity of the channel can be computed,
similarly to (2.21]), as [145]

C=Af Y log,[det (Ly, + N, 'H,K,H}, )|, (4.9)

meZon

where Zoy is the set of all active sub-carriers and K,,, = E[x,,x],] is the covariance matrix
of the transmitted signal at the m-th carrier. We assume a sufficiently high number of
sub-channels so that the impact of the cyclic prefix (CPl) on the overall capacity can be

neglected. Anyway, the consideration of the overhead leads to a linear reduction on
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the effective capacity observed by the end user. Therefore, the actual performance can

be trivially obtained from the overall capacity results provided in the following.

4.3.1 Full ICSI| Knowledge at the Transmitter

The optimal processing scheme assumes perfect knowledge of the channel response and
the noise covariance matrix at the transmitter side [I47]. When this information is
available, we can allocate the total available power in the most efficient way, as fol-

lows. First, we whiten the noise pre-multiplying the received signal by N-1/2 where
N, ! =N;1/2 (N;f/2>*. We obtain

N, 2y = HopXpn + Wi, (4.10)

where H,,, = N.'/2H,,, is the resulting channel matrix, which combines the effect of noise
correlation and the channel attenuation, while w,, ~ N (0,1, ) is the AWGN] noise.
Then, we compute the of the matrix ﬂm, i.e. I:Im = Um]ij,Tn, and we exploit
the water-filling algorithm to obtain the optimal power allocation. The optimal precod-
ing matrix B,, is the unitary matrix V,, [I47]. Hence, the optimal transmitted signal
covariance matrix reads K,, = VQOVIn. At the receiver, after the whitening filter, we

apply [ZEl equalization through the matrix
A A A -1 A
i, = (H,H,) H], (4.11)

where H is the pseudo inverse of the channel matrix H,,. Under the optimal allocation
strategy and according to the described linear precoding scheme, the MIMOIPLC| channel
capacity in ([9) becomes

C=Af > log,|det (Iy, + D, QDI (4.12)

melon
where the [MIMOI channel has been diagonalized into r = rank[H,,] spatially parallel sub-
channels, since D,, is a diagonal matrix. For the [MIMO] transmission scheme exhibited

by our channel measurements, the multiplexing order is r = min(Np, Ng) = 2.

4.3.2 No ICSIl Knowledge at the Transmitter

When the transmitter has no knowledge about the channel, the optimal power distribution
is the uniform one, namely K,,, = Pr/Nrly,. In this case, no linear precoding is possible,

i.e. B,, = Iy,. Furthermore, at the receiver side, [ZF] detection is accomplished according



74 Chapter 4 - [MIMOI| Extension

1 T T T T T T
o9k —o&— Full CSl knowledge | |
. —&— No CSI knowledge
0.8 i
0.7 .

o
»
T
1

Complementary CDF
o
o1

04r 7
0.3F i
0.2 | Average capacity: 7
o - CFuII csl = 1.48 Gbps
- -Cyocgl = 1-47 Gbps
O 1 1 1 1 1 1
0 0.5 1 1.5 2 2.5 3 3.5 4

Capacity [Gbps]

Figure 4.9: Capacity [C-CDFlwith and without the [CSI|knowledge at the transmitter side,
exploiting a 2 x 4 [MIMOI scheme. The average capacity is also reported.

to (4I1)), where we substitute H,, with H,,. The capacity formulation turns into

P,

C=Af > log, {det(INR—i-A;;

meZon

N;}HmHiﬂﬂ , (4.13)

where P, is the power (in Watt) drawn from the [PSDI constraint at the m-th sub-carrier.

4.4 Numerical Results

In this section, the performance of the coding schemes, when the transmitter has perfect
knowledge about the or when it does not have any [CSIl information, are discussed.
Furthermore, the performance of different configuration schemes are putted in
comparison. The results are provided in terms of capacity, computed as described in
Section 3l To this aim, we fulfill the specifications of the HPAVP standard [39]. Namely,
we consider the frequency range 2-86 MHz with a limit of —50 dBm/Hz and —80
dBm/Hz in the range 2-30 MHz and 30-86 MHz, respectively. This is a constraint on
the total transmit power per carrier, which could be divided among the different A-style
spatial transmissions modes. Furthermore, the noise is assumed to be colored in frequency
and spatially correlated, among the different star-style receiving modes, according to the
model described in Section 421

Figure shows the differences between the capacity distribution achieved when the
transmitter has perfect knowledge, thus of both channel (H,,) and noise covariance
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(N,;,) matrices for all m € Zpy, and when no is available at the transmitter side.
For both cases the optimal power allocation scheme has been implemented, i.e. water-
filling and uniform, respectively. The two curves appear to almost overlap, but this is not
true for low target rates. Indeed, the average difference in capacity, averaged among all
the considered realizations, is in the order of 10 Mbps. Instead, the two curves actually
overlap each other for high target rates, achieved with low probabilities. This is due to the
high exhibited in the range 2-30 MHz, which involves the optimal power allocation
to be uniform. Thus, the capacity increase, due to knowledge at the transmitter,
becomes significant in the range 30-86 MHz, affected by low [SNRL Moreover, there are
a maximum of two equivalent and independent spatial channels, obtained through
the SVDl Thus, the optimal allocation strategy can be applied only between these two
equivalent spatial channels, assuming the[PSD|limit at a certain frequency as a total power
constraint for the spatial domain at the same frequency. This limitation further reduces
the benefits of the optimal allocation, when compared to the uniform one. Anyway, the
optimal power allocation leads to rates roughly 0.63 % greater in our simulations. The
results in Figure 4.9 suggest that for high SNRE the feedback of the and its overhead,
as well as the linear precoding (beamforming) at the transmitter, can be avoided using
an uniform power allocation, yet yielding high rates. This translates into a complexity
reduction.

The advantages provided by [MIMOIWw.1.T] single-input multiple-output (SIMOI) and
schemes are depicted in Figure 10, Concerning [MIMO] we feed two A-style modes
and we receive all, or some, of the star-style modes. Instead, in the configuration we
feed only A;, whereas in the implementation we assume that both the transmitter
and the receiver are configured in A-mode. As Figure shows, the larger the number of
used ports by both sides (transmitter and receiver), the greater the capacity. In particular,
it can be noted a significant increase in capacity going from single-input to multiple-
input systems, taking into account multiple-output configuration. This is due to the
doubling of the multiplexing order, or rank of the channel matrix, which changes from 1
to 2. Furthermore, the 2 x 4 [MIMOI case (HPAVP standard) approximately doubles the
capacity of the scheme (HPAV] specifications). This is a significant improvement,
compared to conventional systems, able to meet the increasing demand of high speed

data communication requested by multimedia services.

4.5 Main Findings

We have discussed the use of the scheme in [PLC] networks when additive colored
and correlated Gaussian noise is present. A brief characterization, concerning the
scenario, has been discussed. Additionally, the degree of correlation exhibited by
the channels, when considering all the possible star-style receiving mode pairs and
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Figure 4.10: Capacity distribution comparison among [SISOl [SIMOI and two different
[MIMOI system configurations. The average capacity for each configuration is also shown.

the same transmitting mode, has been assessed. A detailed procedure for the computa-
tion of the noise covariance matrix, basing on noise measurements, has also been
discussed.

The availability of both [MIMO|channel and noise measurements allow the capac-
ity evaluation, providing significant results, which are representative of the performance
achievable on a real [PL{| scenario. In particular, we have compared the performance be-
tween different coding schemes that exploit, or not, the to perform the optimal spatial
allocation of the available power. The simulation results show that the knowledge
translates into a significant increase in performance only for bad channel realizations and
low values. For a high [SNR] the uniform allocation strategy is optimal and no
feedback is required. Furthermore, we have shown that the increase in capacity, due to
the exploitation of all the possible transmit and receive ports (2 x 4 in our case), out-
performs any other coding scheme. Particularly, the 2 x 4 experimental channels
analyzed in this chapter achieve a capacity that almost doubles that of a conventional
scheme.



In-Vehicle Scenario

The transformation of the conventional vehicles into efficient and intelligent systems re-
quires the deployment of smart electronic components and the establishment of high-
speed reliable data links for their interconnectivity. Up to now, this is typically achieved
through dedicated wired data buses, e.g., local interconnect network (LIN]) bus, controller
area network (CANI]) bus. However, the car wiring infrastructure is the third factor that
contributes to the overall vehicle weight, immediately after the engine and the gearbox.
Likewise, in the naval context more than 20 % of the total weight is due to the electric

cables mass.

The increase of weight has a negative impact on the performance of vehicles and,
ultimately, on the energy efficiency. Therefore, it is of great importance to develop com-
munication technologies that can reduce the amount of wiring. Other than wireless, [PLCl
promises to be a valuable candidate, as it can provide robust and reliable communication
links by exploiting the existent in-vehicle power delivery infrastructure to convey data.
Thus, it can enable the deployment of advanced automotive control applications that need
relatively high-speed, flexibility and scalability, or distribute high-speed data streams from
internet access, as well as support video streaming from cameras and multimedia or enter-
tainment services. [PLC] channels are characterized by multipath propagation, generated
by line discontinuities due to multiple branches and unmatched loads [3]. This trans-
lates into severe frequency selectivity, although, differently from the wireless case, [PLC]

channels are mostly static (no mobility).

The most investigated areas of [PLCl have been so far related to home networking and
communications for the (smart) power grid. Despite the intuitive feeling that [PLC] can
be used for in-vehicle connectivity, no dedicated technology has been developed and not
many research results have been published yet. As seen, in general, is divided into
two classes, namely and [3]. NB-PLCl operates in the range of frequencies below
500 kHz and it is used for low rate applications, while BB-PLC] enables the streaming of
high-speed multimedia content, signaling up to 86 MHz, as proposed by the recent [ HPAVPR
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standard [39]. Moreover, a simplified low-power version of the [BBl HomePlug standard,
called HomePlug Green [PHY] [40], can also be used as a valuable alternative to [NB-PLC]
for low rate applications. In this respect, this standard has been adopted as a reference

for communications between the electric vehicle and the charging station.

5.1 Related Research and Main Goals

In-vehicle [PLO refers to the set of applications devoted to establish data links inside
any means of transportation, i.e., cars, ships, planes, or trains. The investigation of in-
car [PLC has been documented in [46H50]. The in-ship environment is less investigated.
Some results are shown in [53]. Moreover, [PLC] systems can find application also in more
unconventional scenarios, such as in planes, in space crafts and in trains, as discussed
in [55], [59] and [57], respectively.

In this chapter, the focus is on the in-car and the in-ship [PLC scenarios. In-car [PLClis
challenged by a mixture of high channel attenuation, high levels of noise and by low values
of the line impedance. The characterization of such quantities is of great importance for
the design of optimal transmission techniques. In this respect, an online available database
of 193 measurements, performed in a conventional car (CCl), i.e. with combustion engine,
was analyzed in [46]. Instead, in-car [PLC| channel models that follow a top-down and
a bottom-up approach were described in [47] and [48], respectively. Moreover, noise
impairments were modeled in [49] taking into account its periodic components.

Almost all the above cited papers deal with the[CCl, equipped with a fossil fuel combus-
tion engine. In comparison, the [EC] scenario shows several differences, in terms of wiring
structure, which is more pervasive due to the need of feeding the electric motors, and be-
cause of the presence of a number of electric machines, such as current drives and power
converters, that inject a great deal of noise. Some studies, e.g. [89] and [90], characterize
the [PLC] channel response and the noise of an electric car (EC]) basing on experimental
measurement campaigns. In [89], the line impedance and the noise introduced by the
converter of a compact [EC|, equipped with a lithium battery pack that provides
up to 70 km of autonomy, were additionally analyzed. While, measurements of the [CERI
between the vehicle and the external grid, during battery charging, are performed in [90]
together with the symbol error rate evaluation concerning a proposed simulation
model.

The aim of this chapter is to investigate and assess differences and similarities among
the in-car and the in-ship scenarios. The measurement databases and the initial results
reported in [89] and [54], which consider the in-car and the in-ship scenarios, respectively,
are exploited and briefly recalled in Section and Section (.3 However, the analysis
is more focused on how the network topology and the physical phenomena influence

the channel characteristics, the statistical metrics, as well as the noise properties. In
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particular, a thorough study on the metrics relationships, on the achievable performances
and a detailed discussion on the background noise experienced by the [EC], related to the
motors state, are tackled. Furthermore, the investigation is performed under the same
assumptions in order to provide results that can be compared among each other, as well
as to other results computed considering different measurement databases. The analysis
starts concerning the [EC] scenario, describing the network structure, the channel and line
impedance properties, as well as the noise generated by the converter and by
the motor drives. The results are compared to the findings reported in [46], that refer
to a [CCl Then, the same analysis is performed for the in-ship scenario, reporting the
main results computed relying on the measurements made in a large cruise ship [54]. The
focus is on the channels belonging to the [[V] part of the distribution network. The [BB]
frequency range is considered. Moreover, the channel response characteristics are studied
in terms of [ACG], RMS-DS], [CB], and maximum achievable rate, i.e. the channel capacity.

Finally, an overall comparison is made considering also the conventional car and the
in-home scenario. It will be shown that, despite the differences in network size and
topology, as well as in channel characteristics and noise properties, the [PLC], applied to
the in-car and the in-ship scenarios, can achieve high and similar performance. The same

transmitting power constraints, as those typically used in home networks, are considered.

5.2 In-Car Scenario

The in-car scenario is heterogeneous since it comprises vehicles with different powertrains
and power grids. It includes [EC] supplied by batteries, and [CCl, powered by fossil fuel,
whose power grid characteristics significantly differ. Despite the great differences, reliable
[PL s possible in both the environments, as shown by the results presented and discussed
in the next sections.

Conventional cars are characterized by a massive wiring infrastructure, with an overall
length of several kilometers, but with a limited number of junctions and small single cables
length. Furthermore, the return conductor is often missing, since the vehicle chassis is
used for it. The noise coming from the powertrain is limited and mainly due to the activity
of the spark plugs and the control unit [49,94].

Electric vehicles, where the powertrain comprises electric motors controlled by drives,
are more affected by noise. The power grid consists of two sub-networks. The high-
power sub-network feeds the motors and it is directly connected to the battery pack.
The low-power [LV] sub-network feeds the remaining loads, as the derivation panel, the
auxiliary devices and the lights. Both sub-networks are direct current (DCJ), and the
low-power sub-network is fed from the high-power sub-network via a converter,
as depicted in Figure 5.1l Therefore, the two circuits are not separated and the large

noise components, generated by the motor drives, propagate and radiate toward the low-



80 Chapter 5 - In-Vehicle Scenario

B Low-power
B High-power
P : ‘ 7y Measurement
points

Dashboard

Figure 5.1: Vehicle under test, namely the Estrima Biro. The power distribution grid
scheme and the measurement points are also depicted.

power sub-network, where [PLC] devices are connected. The resultant noise exhibits both
periodic and impulsive components [89].

Figure 6] shows the power grid scheme and the measurement points of the electric
vehicle under test. The vehicle is a best seller in its market, namely the Estrima Biro, a
compact 4-wheels electric car manufactured in Italy. The car is equipped with three-phase
brushless electric motors, one for each of the two rear wheels. The electric motors are
connected to the 48 V high-power sub-network (in red). A converter feeds the 12
V low-power sub-network (in green).

In the 12 V sub-network, the converter is connected to the derivation panel,
which, in turn, feeds all the peripherals, as the lights and the dashboard. Therefore, the 12
V sub-network exhibits a star-style structure, with the derivation panel being the center.
Peripherals are connected to the derivation board through both positive and negative
feeding conductors, with nearby devices exploiting the same negative wire. In general,

the underlying network deploys cables with length up to 3 meters.

5.2.1 In-Car Channel Properties

In this section, the [CERI of the 84 measurements obtained from [89] are shown and dis-
cussed. The measurements were acquired through a coupler with a flat frequency response
up to 100 MHz and using a [VNAlin the 1.8-100 MHz frequency range. During the mea-

surement campaign, two different motor states, i.e. on or off, and various equipment
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Figure 5.2: Path loss of three representative in-car channels [89].

activity were considered, as it is detailed in the following. Communications within the
low-power sub-network and between the low-power and high-power sub-networks, across
the converter, are considered. The former case targets the propagation of the
[PLC signal in the 12 V circuit. In the latter case, there is a lack of electric continuity.
In fact, the converter can be modeled, and acts, as a low pass filter, since it is
designed for the signal conversion only. Thus, the propagation of the broadband high-
frequency signal through the converter can only be due to coupling and radiated

effects.

The measurements analysis has shown that the channels can be classified in three
different classes, according to the attenuation they exhibit. As known, the attenuation
is one of the primary factors that determine the system capacity. However, other classi-
fication criteria can be used. The classes make a distinction between low, medium and
high-attenuated channels. In general, channels within the 12 V circuit belong to the first
two classes, regardless the physical length of the electric paths. Instead, channels across
the converter belong to the third class, the most attenuated. This result is not

surprising since, in this case, the propagation is only due to radiated effects.

Figure shows a representative [PL] profile, in dB scale, for each considered class.
The [PT] is defined as L(f) = |H(f)|?, where H(f) is the [CER], while its logarithmic
version is computed as Lyp(f) = 10log,, L(f). In the figure, the low-attenuated channel
refers to the link between the left front position light (EPL) to the right [FPLl The
medium-attenuated channel refers to the link between the left [FPT] to the right daytime
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Figure 5.3: Impedance of three representative [EC| channels [89].

running light. The high-attenuated channel refers to the link between the left [FPT] to
the battery pack. Interestingly, it can be noted that, despite the large attenuation of
the channel across the converter, some low-attenuated frequency windows exist.
Moreover, although the channels exhibit a moderate selective behavior, due to the reduced
multipath propagation into a star-style network structure deploying short cables, a low
[ACG] is observed, as discussed in Section 5.2l The [PTl range and behavior depicted in
Figure is consistent with that reported in [90], although the latter refers to different

car states (key ignition positions) and for frequencies up to 30 MHz.

Figure reports the impedance as a function of frequency. The line impedance is an
important quantity since it describes the load seen by the transmitter. Low impedance
values make the signal injection challenging. In this respect, the signal transmission
in a is desirable because the real part of the line impedance reaches significant
high levels at middle frequencies, as depicted in Figure Bb.3h. Moreover, the imaginary
part of the impedance in Figure 5.3b exhibits an inductive behavior for frequencies up
to 55 MHz and a capacitive behavior for higher frequencies. The inductive behavior is
explainable considering that light bulbs are built with a metallic wire wounded as a coil.
The capacitive behavior, instead, is due to the parasitic capacitance of the small bulbs of
the [FPI] lamps.
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Figure 5.4: In-car noise voltage waveform measured at the [DCHDC] converter (12 V side),
with motors and equipment switched on.

5.2.2 In-Car Noise Properties

In the following, the noise is discussed focusing on the [ECl Differently from conventional
cars, [PLC in electric vehicles is more affected by noise impairments due to the activity of
the electric drives. For the noise experimental acquisition, a digital storage oscilloscope
(DSQ)), with a bandwidth of 1 GHz, was used and connected to each test point highlighted
in Figure B.11

Figure 5.4l shows a time-domain noise waveform measured close to the [DCHDC] con-
verter, on the 12 V sub-network side, depicted in Figure 5.1, when the car is in move-
ment with all the equipment switched on. As it can be noted, the noise is characterized
by a dominant triangular signal plus sharp and fast fluctuations. The former compo-
nent reflects the switching activity of the converter. Basically, it is due to the
charge/discharge current that flows in the inductor within the converter and is
not properly filtered, so that it propagates in the 12 V side of the network.

The sharp fluctuations, instead, are the sum of two contributions, the coupled noise
due to the motor drives and the overshooting ripples due to, again, the converter.
When the car is moving and the motors are running, a large amount of current flows from
the battery pack to the motors. Such relevant currents generate a significant magnetic
field that concatenates itself with the remaining power plant of the car. This translates
into a coupled noise component observable along the ramps. These spikes, induced by the

motors activity, have approximately the same periodic behavior described in [90], which,
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Figure 5.5: [BB] in-car noise [PSD] for two motor states. The average [PSDI value is also
shown.

however, does not consider the converter operability. Instead, the overshooting
ripples confined on the triangular waveform switching discontinuities are due to further
resonance effects within the converter.

The triangular-shape and the coupled noise components, due to the motors, can be
analytically described in terms of Fourier series expansions, showing that their effects are
limited to the lower frequency range, where the harmonics are concentrated, as detailed
in [89]. This effect is noticeable in Figure 5.5 that shows the [BBlnoise for two motor
states, namely on and off. The differences are confined at low frequencies. The displayed
has been obtained by averaging the noise profiles over all the measurement
points, represented in Figure [5.I], and all the considered equipment configurations, as well
as for both the motor states.

Contrariwise, the noise contribution due to the overshooting ripples, caused by the
converter, translates into a high-frequency component centered around 5 MHz,
as shown in Figure 5.5l Moreover, the harmonics of these overshooting ripples can be
observed in the 15 MHz band. Beside such noise contribution, Figure highlights a
large noise component between 50 and 60 MHz that is not related to the vehicle activity.
Rather, it is amenable to coupled radio frequency (RE]) signals that were present in
the laboratory site during measurements. Likewise, the components in the range
30-40 MHz and above 87 MHz are due to amateur and broadcast radio transmissions,
respectively. If a is considered, the noise is tens of dB lower than the one

experimented in the [EC] described in this section, as reported, for instance, in [94].
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5.3 In-Ship Scenario

In this section, the attention is turned to the in-ship environment, where the main results
obtained from the measurement campaign carried out in a large cruise ship [54] are dis-
cussed. The focus is on the channel characterization considering the [Vl part of the power

line distribution network.

5.3.1 In-Ship Channel Properties

A total of 92 time-domain measurements were carried out using a signal pulser together
with a (with a sampling rate of 200 Msamples/s), that were connected via a capac-
itive coupler having a with a flat behavior up to 50 MHz. The vehicle under test
was the 116,000 tonnes cruise ship depicted in Figure 5.6l In this scenario, the power is
supplied by asynchronous diesel generators via [MV] lines connecting [MV]/[LV] substations
and distributed to the decks through [LV] three-phase wires with non-distributed neutral.
In detail, the power is vertically distributed from the substation switchboard (SS)) to all
decks, reaching the distribution boards (DBk) through cables that range from 80 to 100
meters. Each [DBlis then connected via a bus-bar, with a length of about 40 meters, to
the room service panels (RPk), which serve a small number of rooms each [54]. There-
fore, the network topology is the ensemble of two differently structured sub-networks,
namely a star-style network from the[SS to the [DBk and a bus-style network from the [DBI
to the [RPs. The channels referred to these sub-networks are referred to as and
[DBHRP] respectively. Since the underlying structure is completely different, these two
sub-networks are separately considered in the rest of this section.

The measurements in [54] concern only the [LV] distribution network, as depicted in
Figure £.6l Since there are three available conductors, denoted with R, S, and T, a
2 X2 channel can be established transmitting and receiving among the R and T
conductors, as well as between the S and T conductors, in a differential mode. For the
measurements, the two direct links and the two cross-links responses were measured using
a configuration and closing the other two ports on a known 50 €2 load.

The best and the worst [PL] profiles of the channels belonging to the two sub-networks
are reported in Figure[5.7. Due to the coupler [CERland to the measurement procedure, the
frequency range is limited to 1.8-50 MHz. As it can be noted, the PLlranges between —10
and —60 dB, as happens for the in-car scenario discussed in Section B.2.1], despite a larger
network with much longer cables. However, the in-ship [ACG] value listed in Table [B.1] is
the highest (lowest attenuation) W.r.fl both the in-home and the in-car scenarios. This
is due to the limited amount of branches in the sub-networks and to a better
quality of the deployed cables. Contrariwise, the frequency selectivity is higher than that
observed in the in-car scenario, as stated by the low average level listed in Table [B.1],

although for the best [PL] profile reported in Figure [5.7] it is quite small. This is because
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Figure 5.6: Power distribution grid scheme of the cruise ship Azura, built by Fincantieri.
The measurement points are also shown.

such channels are associated to cable links without derivations, where the reflection effects

are less pronounced.

5.3.2 In-Ship Noise Properties

Noise measurements were carried out through the use of a spectrum analyzer and selecting
a number of points in order to evaluate the typical PSDIprofile. Three representative back-
ground noise profiles, which correspond to a different measurement point, namely
to a[RP] a [DB] or to a [SY location, are depicted in Figure B8l Two states of the ship
were considered, namely with switched on or off diesel generators. However, small vari-
ations of the noise level along frequency were found, with a floor ranging between
—135 dBm/Hz and —145 dBm/Hz, depending on the node position, as represented in
Figure It can be noted as the levels measured at the three representative points
exhibit almost a flat profile. Thus, the background noise can be assumed as [AWGN] with
a certain level. This assumption holds true in the bandwidth of interest, i.e. 1.8-50 MHz,
also displayed in the figure. Contrariwise, for lower frequencies, namely below 1.8 MHz,
the noise drastically increases. This is probably due to the great deal of noise in-
jected into the network by the activity of the diesel generators or by the big employed
machines that, due to their operability, act as strong disturbance sources especially at
low frequencies.

It has to be said that the ship was not in navigation conditions. In such a case, the
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Figure 5.7: Best and worst [PI] profile for the two in-ship power sub-networks (i.e., [SSHDB

and [DBHRP).

experienced noise may be higher due to loads and people activity. Thus, a noise
with a conservative floor value of —110 dBm/Hz can be considered, as it will be done
in the following performance analysis section. This value appears to be an appropriate
compromise between the —95 dBm/Hz measured in [53] and the nearly —132 dBm/Hz

floor observed in [95].

5.4 Statistical Analysis and Performance

In order to statistically assess and characterize the PLC| channel in the considered in-car
and in-ship scenarios, the most commonly used metrics, i.e. [ACG] [RMS-DS, and
capacity, defined as in Section 2.2 are analyzed in this section. In this chapter the level
& = 0.9 is considered for the metric, thus only Bg) 9 is discussed. A final discussion,
comparing the most commonly used average statistical metrics, is also performed. In
order to perform a fair comparison, in the following the considered frequency range is

1.8-50 MHz for all the scenarios, unless otherwise stated.

5.4.1 Metrics Relationships and Capacity Distribution

In this section, the aim is to compare the in-car and the in-ship scenarios, assessing the
dependencies and evaluating the corresponding capacity distribution. In particular, in
Figure 5.9, the RMS-DSlis analyzed w.r.fl the [ACGI (on the left side) and the (on the
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Figure 5.8: Representative background noise [PSDI profiles corresponding to a [RP] a [DB],
or a[SS measurement point. The considered spectrum is also depicted as a reference.

right side) for two different scenarios, in-car (on top) and in-ship (on bottom). The fit of
the measurements discussed in [46] is also depicted (dashed line). The scatter plots
(circles) correspond to the measurements. As it can be noted, the and the [ACG]
are negatively related, as shown by the robust regression fit (solid line). In particular, a
slightly lower attenuation is exhibited by the conventional car compared to the electric
car, as later clarified in Table 5.l The slope of the robust fit line for the in-ship scenario
in Figure B.9c is roughly five times the slope of the in-car scenario in Figure 5.9h. This
significant difference is due to the fact that both these environments exhibit almost the
same [ACG] but the in-ship scenario shows a considerably greater RMS-DS] mainly due
to the underlying network structure, as it will be clarified in Section £.4.2] Indeed, the
in-car scenario experiences only a slightly higher attenuation, since values are more shifted
towards the left bottom corner w.r.f]the in-ship case. This is even more noticeable looking
at the average metrics reported in Table[5.1] later described. The reasons underlying these
properties are detailed in Section[5.4.2l Furthermore, on the right hand side of Figure (.9,
it can be noted as the [CBlis inversely related to the RMS-DS| as shown by the hyperbolic
fit (solid curve).

Now, the focus is turned to the performance evaluated in terms of achievable capacity.
Figure shows the capacity computed using the electric car channel and noise
measurements (labeled with [EC]) in both the 1.8-50 and 1.8-100 MHz bands. As a
further term of comparison, the capacity of the conventional car (labeled with
[CO) in the 1.8-50 MHz, is also shown. In order to provide smoother trends, the
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Figure 5.9: Comparison among the[EC| (a) and (b), and the in-ship, (c¢) and (d), scenarios.
The [CCl measurements fit [46] is also depicted.

corresponding fitting curves are also displayed. The distribution that provides the best fit,
i.e. with the highest likelihood value computed as in (2:22]), is used for the approximation.
In particular, the capacity fits in Figure [5.10 correspond to a Weibull distribution.
The capacity is computed assuming a transmitted signal of —50 dBm/Hz and the
measured noise in Figure 5.5 for the [EClL For the [CC] a flat noise level of —120
dBm/Hz is considered [46]. It should be noted that the [CCloutperforms the[EC] when the
1.8-50 MHz band is considered, since the motor states (on or off) and a higher noise affect
the latter. Nevertheless, high link capacity is achievable. This is even more prominent
when considering the 1.8-100 MHz frequency range for the [ECl No measurements beyond
50 MHz are available for the conventional car. In fact, for the [EC] with probability 0.9
the capacity can exceed 500 Mbps in the 1.8-100 MHz band, which doubles the value of
220 Mpbs achieved in the 1.8-50 MHz band.

Conversely, the capacity [C-CDE| obtained considering the in-ship channel measure-
ments is reported in Figure .11l Also in this case, the fitting curves correspond
to a Weibull distribution. The capacity is computed assuming a transmitted signal with
a of =50 dBm/Hz and an [AWGN] with a equal to —110 dBm/Hz, which is
a conservative floor value, as discussed in Section Since three phases (or wires)
are available, the capacity is estimated for the [PL{ links that use the same phase (di-
rect links), and the links that use different phases at the transmitter and receiver sides
(coupled links). It can be noted, in Figure B.IT], as the capacity of the direct links out-

performs that of the coupled ones for both the considered sub-networks. Moreover, if
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Figure 5.10: [EC[PLC performance in terms of capacity [C-CDF] for 1.8-50 MHz and 1.8—
100 MHz frequency ranges. The capacity [C-CDF] in the 1.8-50 MHz band is also
shown.

MIMO| transmission is used, under the same [SI50fassumptions and dividing the available
power equally among all the possible spatial transmitting modes, namely two as discussed
in [54], the capacity will have the potentiality to almost double, compared to the [SISOI

case.

5.4.2 Overall Comparison

In this section, the average values of the statistical metrics discussed in Section are
evaluated and discussed. As a further comparison, the metric values for the more popular
in-home case, considering the 1266 measurements discussed in Chapter B, and for the
online available database of 193 measurements analyzed in [46], which concerns a con-
ventional car, are also listed. In particular, Table 5.1l summarizes the average value of
the performance metrics computed from the measurements in each considered scenario,
where {7} indicates the average, in the bandwidth 1.8-50 MHz.

It is interesting to note the following. First, the in-ship channels exhibit the higher
average [ACGI (G). Second, both the in-car scenarios have a G value similar to the in-home
case. Third, the high average (7,) value and the low average[CB| (Eg) '9)) value for
the in-ship case, caused by the large amount of branches in the [DBHRP] sub-networks, are
very similar to those of the in-home scenario. Moreover, the lower attenuation exhibited by
the in-ship channels is due to the limited amount of branches in the sub-networks,
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Figure 5.11: Capacity [C-CDF] for the two different in-ship sub-networks, in SISOl config-
uration, and for the 2 x 2 [MIMOI transmission, both in the 1.8-50 MHz band.

Table 5.1: Average statistical channel metrics for different scenarios.

B G 5 | BY | ¢

(MHz) | (dB) | (us) | (KHz) | (Mbps)
In-home 1.8-50 | —33.10 | 0.357 | 251.48 | 539.11

In-car (EC) | 1.8-50 | —33.25 | 0.086 | 874.26 | 425.67

In-car (CC) | 1.8-50 | —27.33 | 0.102 | 677.14 | 589.97

In-ship 1.8-50 | —22.89 | 0.320 | 258.83 | 511.23

Scenario

to a better cables quality and to a simpler topology, despite the length. Conversely, the
lower and the higher values, obtained for both the in-car scenarios, are due
to the low multipath propagation into short cables length. While, the high attenuation
in the [EC| context is due to poor electric wiring characteristics, to the low line impedance
values in Figure 5.3 and to the attenuation introduced by the converter.

Finally, looking at the average capacity (C) reported in Table 5], it can be noted as
all the considered scenarios exhibit similar performance (of about 500 Mbps), despite the
different network structure, channel properties and noise sources. The C value for the [EC]
is slightly lower than the others. This is mainly due to the strong effect of the measured
background noise in Figure [5.5]



92 Chapter 5 - In-Vehicle Scenario

5.5 Main Findings

The [PLC channel in the vehicular context has been discussed. In particular, two envi-
ronments have been considered, the in-car scenario, with focus on the electric car, and
the in-ship scenario. It has been shown that, in both cases, [PLC has the potentiality to
offer high-speed data connectivity, despite the different nature of the underlying network
structure and background noise properties. The measurements analysis has shown that,
although the in-car network has a compact size, the [PLC| channel is affected by frequency
selective fading and high attenuation. Contrariwise, the in-ship channels exhibit, on aver-
age, less attenuation thanks to fewer discontinuities and to better quality cables, despite
the length. Moreover, the background noise of the [EC] has been analyzed, showing a
prominent and severe influence at low frequencies, especially where [NB-PLC| operates.
This is primarily due to the switching activity of the converter, together with the
electric drives for the motors. The converter noise affects also the BB-PLC spec-
trum, in particular at 5 MHz and at its harmonics. The measurements and the literature
have shown that the in-ship scenario exhibits a noise[PSDI, in the 1.8-50 MHz, with a floor
ranging from —95 to —145 dBm/Hz. Moreover, the presence of a three-phase distribution
network allows the usage of transmission techniques that have the potentiality of
almost doubling the channel capacity, as for the transmission within the in-home
scenario discussed in Chapter 4l Similar capacity improvements can be obtained in the

in-car scenario by extending the transmission bandwidth to 1.8-100 MHz.



Outdoor Scenario

In the first part of this thesis the indoor scenario, which considers each type of confined
environment, such as homes and vehicles, has been thoroughly discussed and character-
ized. However, the [PLC technology can play a significant role even when considering the
energy distribution part of the network, namely the outdoor scenario. The communica-
tion over the power distribution lines has become attractive, especially in the latest years,
due to the increasing momentum gained by the smart grid applications. In particular,
the realization of the smart grid requires the deployment of bi-directional communication
links that interconnect the nodes of the grid. [PLClis a technology that is capable to meet
this goal by exploiting the existing grid infrastructure and thus, potentially, reducing in-
vestment costs. A pervasive deployment of [PLC| systems is envisioned especially in the
distribution network that comprises [Vl and [MV] lines. In this scenario, a large number
of “smart” devices, i.e. active loads, sensors, actuators, etc., will be present and generate
an overall high amount of data.

Recently, industry has turned the attention towards the development of multipurpose
[PLC modems that, for example, can provide connectivity for monitoring and protection
(e.g., faults detection), monitoring of islanding effects, advanced metering, power man-
agement, home energy management and micro-grid control. Generally, the power supply
generated from power plants is pervasively distributed to the end customers through a well
planned network infrastructure that comprises [HV] overhead lines, lines and [[V] lines
that reach the final customer. A schematic representation of a typical power distribution
grid is depicted in Figure 61l Although the power lines can be used as a transmission
medium, they have not been conceived for this use. Therefore, their exploitation typically
faces several issues, which depend on the specific application context, network topology

and operating frequency band. They include:

e channel attenuation and frequency selectivity due to multipath propagation, which

depend on the considered frequency band and underlying grid topology;

e channel time variations that mainly depend on the loads connection/disconnection
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and operability;

e low line impedance values that challenges the injection of the voltage signal into the

network;
e high levels of background noise, caused by the devices connected to the network;

e high interference coupled into the lines, which is generated by [RE] transmissions or

emissions;

e radiation effects due to the transmission of high frequency signals that causes the

wires to behave as transmitting antennas.

6.1 Applications and Requirements

The [PLC can be used to offer a number of services in the grid. Monitoring and control,
enabled by [PLC] allow fault detection, power quality monitoring and islanding effects
avoidance. The energy management allows decentralized production and the control of
storage and electrical vehicles charge. Smart metering, instead, is the key component for
demand side and demand response management, dynamic pricing and acquisition of user
behavior. Furthermore, smart building solutions can be realized with automation and

control within them.

All these applications have different constrictions in terms of data rate, latency and
reliability. Although each single connection may have low data rate requirements, the
overall traffic can be high, especially when fast real time services have to be granted.
Furthermore, the data rate balance depends not only on the sensor/actuator needs, but
also on the redundancy introduced by the network protocol, including the need of imple-

menting security /privacy mechanisms, as it will be discussed in Chapter [0

The amount of data traffic to be carried by a link depends, finally, on the considered
[PLCl network segment. For instance, the concentrator in a [MV]/LV] substation has to
collect the traffic from all [V nodes (houses), which can easily exceed 1 Mbps and much
higher if fast demand side management has to be realized. Other applications, as control
of islanding situations, fault detection and circuit breakers control, do not have high data
rate requirements, but must be handled with extreme reliability and with fast response,

namely below 100 ms.

It is therefore not obvious if a solution can handle all these applications, or if
a combination of [NBl and [BB] has to be deployed. For instance, a solution can be
adopted for the [LV] network segment, while a [BB] solution for the [MV] segment [148].
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6.1.1 Main Purposes and Organization

As extensively discussed in Section [LT.2, current [PLC technology can exploit both the so
called NB-FS| operating at frequencies below 500 kHz, and the BB-FS], which uses the 1.8—
100 MHz frequency band, in order to provide data connectivity. As it has been detailed,
the market and the industries offer a variety of standards (e.g. ITUMT G.hnem,
TEEE] P1901.2) and BBl standards (e.g. ITUMT G.hn, IEEE]l P1901, [HPAVR). The aim
of this chapter is to provide an overview about the challenges that [PLC| for smart grid
applications is facing. Emphasis is given to physical layer aspects, starting from the
channel behavior analysis in both the and [BB-FFSl It has to be emphasized that
the focus is not on the existing NB-PLCl or [BB-PLC] solutions discussed in Section [[.T.2]
but rather on the physical medium characteristics in the considered frequency bands.
The chapter is structured as follows. In Section the outdoor power delivery struc-
ture is discussed, focusing on the medium aspects. The study digs into the typical [PTI
profile, as well as into the input line impedance values usually exhibited in both the [LV]
and [MV] networks and for both the and [BBl spectra. Then, the attention is moved
towards the main network features and to the analysis of the background noise that affects
the different scenarios. Later, in Section [6.3] the average along frequency, exhibited
by both [[V] and [MV] lines, is computed in order to provide some performance results, in
terms of capacity, comparing the and [BBl spectra. Finally, the main findings of the

chapter follow.

6.2 Network and Medium Aspects

The design of the [PLC| network depends on the application scenario and on the grid
topology. Focusing on the distribution grid, it comprises both and [LV] sections.
Figure [6.1] shows a schematic representation of the distribution grid. Bi-directional [PLC]
services can be established between nodes of the network in a centralized or peer-to-peer
fashion, covering different geographical areas.

The [HV] part of a power distribution grid consists of lines carrying voltages that range
between 110 kV and 380 kV, being typically used for nationwide or even international
power transfer. Usually, these networks consist of long overhead lines with little or no
branches, which translates into a quite good [PLC] channels that exhibits low energy dis-
persion and limited attenuation per line length. However, the research community interest
in studying the potential of this part of the grid to deliver communication services
for smart grid applications is still limited. Indeed, as a matter of fact, the [PLCl over [HV]
networks faces many challenges and issues such as the great deal of noise, introduced by
the time-varying arcing and corona effects with noise power fluctuations in the order of

several tens of decibels, or the practicalities and costs of coupling communication signals
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Figure 6.1: Schematic of a typical power distribution grid.

into these lines. Moreover, the interest in this field is limited by the high competition of-
fered by the fiber optical links, which are actually worldwide widespread. However, several
successful studies exploiting the [HV]lines have been discussed and detailed in [T49HI51].

Otherwise, the [MV]lines are used to provide power to large aggregations of customers,
e.g., towns, neighborhoods and industrial sites. The lines carry voltages in the order
of tens of kilo Volt and are connected to the [HV] power supply network via a primary
transformer substation [3]. The [MV] lines can be deployed as underground or overhead
cables and the underlying network structure is typically characterized by a tree structure
with a low amount of branches. This, as described in Section [6.2.1], translates into a
lower channel attenuation and frequency selectivity Ww.r.f] both indoor and outdoor [V
channels. Besides feeding the loads, the [MV] networks deploy a number of intelligent
electronic devices, such as sectionalizers, capacitor banks and phasor measurement units,
as well as large distributed energy generators from renewable sources, e.g. solar panels.
Depending on how the [PLC| network nodes are organized, it may be desirable to cross
the elements that create propagation discontinuity, as circuit breakers and transformers.
The ability to cross such elements depends on the transmission bandwidth, as discussed

in Section and [130].

The [V lines, instead, cover the last part of the power distribution system, delivering
the energy to the end customer premises, as houses and buildings. They are connected
to the lines through secondary transformer substations and typically carry a voltage
in the order of hundreds Volt [3]. These transformers act as blocking filters. However,
they might be useful to partition the network into cells in order to increase the system
capacity. That is, the transformer splits the network and creates two distinct physical

cells with the use of a base station (concentrator). Usually, the [[V] lines are deployed
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as underground cables and their underlying network structure is comparable to a bus
transmission line, namely a long backbone with short branches connecting the utilities.
However, significant differences are found among European and American outdoor [V
networks. In Europe the 230/400 V three-phase distribution grid is divided in supply
cells served by a [MVI/LV] transformer station. Up to about 300 houses are connected
through around 30 branches with a maximum branch length of approximately 1 km. In
the Asia and [USA] the power distribution takes place at 125/250 V with single or split
phase. Each supply cell is small, serving less than 10 houses with branch lengths in the
order of 100 m. This different network configuration must be taken into account since the
number of repeaters/concentrators to be deployed in [USAl networks is high, which can
translate in higher deployment costs. Indeed, this depends on the solution adopted. In

fact, the repeater can be a simple bypass coupler or an active [PLCl modem.

6.2.1 Channel Properties

The aim of this section is to highlight the main differences among the outdoor [LV] and
communication media. Concerning the outdoor distribution grids, the analysis of the
[PLCl channel provided in the literature is less comprehensive, if compared to the indoor
case. It is however very important to know such characteristics in order to design good
[PLC solutions [152].

With reference to the [LV] channels, the measurements performed by the [OPERA
project [75] are herein considered. From the collected measurements an analytic model
was derived, providing eight different reference [CERk. Each has been selected and
tabulated considering different length classes and attenuation levels, i.e. short, medium
and high. In particular, Figure 6.2h shows the [BBI[PL] in dB scale, of three differ-
ent reference channels, corresponding to high (350 m), medium (250 m) and
low (150 m) attenuation with decreasing path length. The [PI] in dB scale is defined as
Lap(f) = 10log, |H(f)]?, where H(f) is the[CER]at the f-th frequency. Also the average
[PT] profile is reported. It is defined as Lyp(f) = 10log,, E[|H(f)|*], where E[-] denotes
the expectation over the full set of measurements. As it can be noted, the outdoor [V
of the channels introduces high attenuation, since the cable attenuation dominates
the multipath fading. Also the average [PL] profile exhibits this strongly attenuated trend,
which decreases linearly with frequency.

Concerning the[MV]channels, a total amount of 98 measurements are considered. Some
of them, namely 42, were carried out in 2010 during the measurement campaign that was
described and discussed in [I30]. The other 56 measurements were carried out in 2011
considering another part of the previously discussed network. In particular, the considered
scenario is a three-phase 20 kV [MV] network that feeds the industrial complex where the
laboratories of the public company Ricerca Sistema Energetico (RSE]) are located. The

corresponding network structure is representative of a large number of users concentrated
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Figure 6.2: [PLl profiles for the outdoor [LVI[OPERA] reference channels (a), and the [MV]
channels feeding the [RSE] industrial laboratories (b). The average [PI] profile of the un-
derground channels [I31] is also depicted.

in a small area. In detail, the underlying network is tree structured with several [MV]/LV]
transformers connected to it. The measurements have been performed in time domain
providing results that are valid up to 55 MHz, thus for both and BB-FSl In
particular, the has then been computed through a [FFTl However, other analysis of
the [MV] channels can be found in [I31] that discusses the 122 responses carried out during
a measurement campaign performed in northern Italy in 2013. The measurements were
acquired in two different real-life underground [MVI[PLC networks consisting of star-style
or tree structured topology, having a reduced number of branches. Although, in general,
this scenario is more representative of an actual power distribution network fw.r.fl
the crowded scenario discussed in [130], the measurements validity bandwidth is limited
by the pass-band frequency of the capacitive couplers, i.e. 2-40 MHz. Thus, these results
are valid and usable only within the [BB-FSl However, given the considerable number of
measurements, this database is statistically representative and it will be considered for
the [PLC] channel discussion, in the [BB-F'S| assessed in Chapter [7

In Figure G.2b, the [PL], in dB scale, for a good, a medium and a bad outdoor [MV]
channel realization, ranked according to the capacity they offer, as well as the average [P1
(L4p), are depicted for the [RSE] measurements. It should be noted that such channels
are less attenuated than the [[V] outdoor channels in Figure [5.2h. The frequency selective
behavior is mainly due to the great number of connected premises, as well as to the

influence of the noise in the time-domain measurements acquisition. Furthermore, the
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Figure 6.3: Average [PI] profile for outdoor [LV] and [MV] lines in both the (a) and [BBI
(b) frequency range.

average [PT] profile for the measurements corresponding to the underground scenario,
discussed in [I31], is also depicted. It can be noted as the computed L5, corresponding
to the two different networks, exhibits a similar profile along frequency, especially
in the 5-30 MHz band. Moreover, for the underground network, Ly exhibits a large
attenuation below 5 MHz that reflects the high-pass behavior of the couplers. For the
rest of this chapter, the measurements carried out at the [RSEl laboratories [130] are
considered for the outdoor scenario, unless otherwise stated. The reason underlying
this decision is that these measurements are valid not only for the [BB-EFS, but also for the
[NB-FS] i.e. below 500 kHz. Contrariwise, the measurements acquired on the underground
networks [I3I] cannot be used below 2 MHz, due to the coupler high-pass behavior.
Furthermore, concerning the [BB-FS, the frequency is limited up to 30 MHz in order to
comply with the other measurements range, such as the impedance values. This is done
in order to adopt a common frequency range along the entire chapter with the aim of
helping the comparison and the analysis. The [[V] and [MV] (RSE)) average [PL] profile,
in dB scale, for both the and BBl frequency spectrum, is shown in Figure 6.3 as a
function of frequency. On the left hand side, in Figure [6.3h, the case is considered,
while on the right hand side, in Figure [6.3b, the BBl case is considered.

In the case (up to 500 kHz), the [MV] channels exhibit higher attenuation
w.r.Ll[[V] ones. This is mainly due to the longer cable length deployed in [MV] networks,
which translates into a larger signal degradation. Moreover, the [MV][PT] shows a more

pronounced frequency selective behavior, if compared to the smoother [LV] [PL] profile.
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This is, since, the underlying network topology is different, namely tree structured for
the [MV] case, while bus structured for the [[V] scenario. The high number of branches
of the considered network translates into a pronounced frequency selectivity, greater
than the [LV] scenario, although, usually, [[V] networks are characterized by many short
interconnections to the final premises. However, if the underground outdoor [MV] network
discussed in [I31] is considered, which deploys a topology that is closer to a typical outdoor
grid, lower dispersion, and thus less selectivity, is found w.r.t] the [[V] case, as it will
be confirmed in Section [6.2.2]

The same selectivity behavior can be noted considering the case in Figure [6.3b.
In contrast to the [NB| frequency range, the [PI] dominates the [[V] scenario for larger
frequencies. In particular, beyond 5 MHz, the [Vl channels are affected by an attenuation
higher than the ones. As before, this is mainly due to network structure and topology.
Instead, since the considered [LV] lines deploy short three-phase cables, in which each
phase wire is close to each other, high resistance values at high frequency are introduced
by the spread parallel resonance. This effect produces the prominent [PL] degradation,
as it will be discussed in Section [6.2.3] considering the input line impedance. Also the
[MV] channels exhibit a frequency decreasing [PI] profile. This behavior is not clearly
noticeable in Figure due to the great [PL] exhibited by the [[V] channels and to the
limited bandwidth up to 30 MHz. However, this trend can be easily detectable looking
at the average [PI] profile reported in Figure [[1] labeled as “Outdoor [MV] (RSE))”, which

considers the same measurements database in the extended 1.8-50 MHz band.

6.2.2 Metrics Relationship and Overall Remarks

In order to deeply investigate the existing differences between the outdoor [[V] and [MV]
scenarios and within the [MVI[PLC notwork itself, the three different databases discussed
in Section [B.2.1] are herein compared in terms of the most commonly used statistical
metrics. The scatter plot of the versus [ACGl computed basing on the outdoor
[MV] measurements, namely [RSE] laboratories [130] and underground networks [131], are
depicted in Figure 6.4l In particular, the former are identified by the red triangles, while
the latter by the green squares. The corresponding robust regression fit is also depicted,
even for the outdoor [[V] reference channels.

Focusing on the robust fit, it can be noted as the three different scenarios show different
relationships. In particular, the slope of the [Vl scenario is roughly 8 times greater than
that of the underground [MV] networks, but the half w.r.T] the [RSE] measurements. This
huge difference in slope within the same scenario is mainly due to the underlying
network structure. Indeed, underground networks are star-style structured with very
few branches, as usually happens in outdoor [MV] distribution grids. This translates into
a lower dispersion, confirmed by the fact that the values are all confined in the lower
region of Figure [6.4, which corresponds to a low RMS-DS| as clarified in Table E.11
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Figure 6.4: Relationship between [RMS-DS| and [ACGI for two outdoor [MV] measurements,
i.e. [RSEl laboratories and underground networks, and the corresponding robust regression

fit. The robust fit of the OPERAILV] channels is also shown.

Contrariwise, the network connecting the [RSE] industrial laboratories consists of many
branches, connecting a large number of users within a small area. This configuration is
more close to an American network structure or to a [[V] network layout, as confirmed
by the robust fit slope proximity among [[V] and [MV] scenarios. The great number of
interconnections involves high values of RMS-DS|, as summarized in Table Finally, it
can be noted as the [LV] robust fit line is shifted to the left if compare to the [MV] robust
fits. This means that the outdoor [[V] scenarios exhibits a lower [ACG] and thus an higher
attenuation, as listed in Table

The average value of the most commonly used statistical metrics, namely [ACG],
and [CBl averaged over the corresponding measurements database, are listed
in Table for each considered outdoor scenario. The corresponding bandwidth is also
highlighted. As expected by the above discussions, the underground [MV] channels ex-
hibit the lowest RMS-DS|, and thus the highest Furthermore, they show the highest
[ACQ] or lowest attenuation. This is aided by the limited number of branches and the
good quality of deployed cables, despite the length. Conversely, both outdoor [LV] and
[MVIRSEl scenarios show a high caused by the large number of interconnections.
Moreover, the topology, together with the bad quality of the cables, leads to high values
of attenuation (low [ACG]), especially for the [LV] scenario. The listed results provide an
overview of the possible average behaviors that can be encountered in different outdoor

scenarios and network configurations.
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Table 6.1: Average statistical metrics for the different outdoor [[V] and [MV] scenarios in
the corresponding bandwidths.
Band | G . | BY
(MHz) | (dB) | (us) | (cHz)
Outdoor [LV] 1.8-50 | —56.96 | 0.581 | 140.63
Outdoor (RSE]) | 1.8-50 | —50.36 | 0.741 | 200.89
Underground [MV] | 2-40 | —40.92 | 0.207 | 487.26

Scenario

6.2.3 Input Line Impedance Characteristics

In order to be able to couple and inject the [PLC signal into the power network, the
line impedance must have a suitable value. Very low impedance values involve that the
signal generator at the transmitter side must inject very high current values in order to
transfer appreciable values of voltage to the load and, therefore, to the receiver port [144].
Thus, it is of fundamental importance to analyze the line impedance (Z;y), defined as
in Section 2.1.2 Typical values of the magnitude and the phase of the line impedance
are reported in Figure We consider both the [MV] and the [V] scenario for both the
[NBl and BBl spectra. The profiles in Figure have been obtained considering the most
typical trend among those reported in [I53] (LV] and MVIBB]), [154] (LVINB)) and [155]
(MVI[NB)). Unfortunately, most of the impedance analysis reported in the literature that
concern the [MVllines refer to the characteristic impedance of the deployed cables and do
not discuss the input line impedance seen at the transmitter side. Thus, we were not able
to retrieve any substantial information concerning the phase of the input line impedance
for the [MV]lines in the [NB-FSl

From Figure it can be firstly noted that the line impedance is significantly low in
the case. The two peaks, in correspondence of the edge frequencies of the [MV] case in
Figure[6.5h, are mainly due to resonance effects induced by mismatches among the channel
characteristic impedance and the line terminations, such as open-circuit and short-circuit.
Nevertheless, as specified in [I55], the characteristic impedance of the differential mode
is very low, with values of few Ohm.

Contrariwise, the [BB spectrum exhibits much higher values of impedance, although
the Z;n behavior is frequency selective, which reflects into a more benign situation for
the modem line driver. It is interesting to note that there is a serial resonance when the
magnitude, in Figure [6.5b, approaches zero, while the phase, in Figure [6.0d, is zero. Con-
trariwise, the magnitude drastically increases in correspondence of a parallel resonance,
when the phase is zero. This is the reason of such high values of input impedance.

Another aspect that can be observed for the [BBl spectrum is that the [[V] and
networks exhibit almost a dual reactive behavior. Indeed, for lower (up to 2.2 MHz) and
higher (over 15.5 MHz) frequencies, [Vl lines have a capacitive behavior, while lines
for lower (up to 8.5 MHz) and higher (over 21.5 MHz) frequencies exhibit an inductive
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Figure 6.5: Magnitude (on top) and phase (on bottom) of the input impedance for outdoor
[[V] and [MV] lines in the (left side) and [BBJ (right side) spectra.

behavior. Contrariwise, in the middle frequency range. This effect is mainly due to
the network configuration and structure, as well as to the specific loads connected to
the network. For example, the transformers act as a high parallel inductance at low
frequencies. Finally, for long cables, as those typically deployed in networks, and
high frequencies, the line impedance is dominated by the characteristic impedance of the

cable.

6.2.4 Network Transformers and Discontinuities

As said, circuit breakers and transformers may act as discontinuity elements for the [PLCl
signal propagation. While this is not necessarily a negative aspect, since the overall
network can be partitioned into cells and therefore increase the overall system capacity,
in certain circumstances it is desirable to let the [PLC] signal propagate uninterruptedly
through the circuit breaker and through the transformer.

It has been claimed that the transmission in the has a better ability to bypass
such elements. However, it should be observed that such an ability is actually increased
at high frequencies, where electromagnetic coupling effects are more pronounced. This is
shown in Figure [6.6] where the attenuation introduced by a circuit breaker in open and
closed configuration, together with the attenuation between the primary and secondary
ports of a[MV]/[LVltransformer, are depicted. It can be noted as the attenuation is less than
—40 dB, for frequencies above 10 MHz, although the open state of the circuit breaker is
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Figure 6.6: Path loss of a [V circuit breaker, for both open and closed configurations,
and of a bypass [MV]/[LV] transformer, along frequency.

considered. Contrariwise, the attenuation significantly increases at low frequencies. Also
for the transformer the lower attenuation is located at lower frequencies. Again, this
shows that transmitting in the [BBl frequency range has higher potentiality to bypass

circuit discontinuities.

6.2.5 Background Noise

[PLC] networks are affected by several noise components, namely the background noise
and the impulsive noise with both periodic and aperiodic components, introduced by
noisy loads or switching devices [3], as discussed in Section 32l That is, the noise
is dominated by a mixture of active noise components injected in the network by the
loads connected to it. Typically, an equivalent average (stationary) colored profile
is used to describe the overall noise experienced at the receiver side. This is represented
in Figure considering both the [[V] and the [MV] scenarios. According to the

measurement campaign in [76], the noise [PSDI| can be analytically modeled as
q(f) = a, + b,e’™  [dBm/Hz], (6.1)

where the frequency f is in MHz, while the constant parameters a4, b, and ¢, to obtain
the [OPERAILV] and [MV] profiles are reported in Table 6.2

Furthermore, some time domain noise traces were also measured in one of the out-
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Figure 6.7: [OPERAILV] and [MV] [76], as well as underground [MV] [I31], background noise
PSDI profiles. The exponential model is also shown.

door underground [MV] networks sites discussed in [I31]. In particular, the noise [PSDI
is obtained through the Fourier transform. As usually happens in [PLC networks, the
measured noise [PSD] exhibits a frequency decreasing profile, though some outliers exist.

The [PSDI measurements profiles have been averaged and then fitted via the expression
q(f) = a, + byf [dBm/Hz|. (6.2)

Also in this case, the frequency f is in MHz. Comparing the noise model in (G.1))
with the underground [MVInoise expression in (G.2)) it can be seen as the dependence on the
frequency f is different. In particular, (6.1]) is characterized by an exponential dependence,
while (62) by a power dependence. Although differences exist, the noise shows a

frequency decreasing trend in all the considered cases, as clarified in Figure [6.71

A typical noise and the corresponding fitting model are depicted in Figure [6.7 for
the outdoor [CV] and scenario, as well as for the underground [MV] network.
Concerning the latter environment, the frequency range is limited down to 2 MHz since
the validity bandwidth for these noise measurements is the same of the channels discussed
in Section[6.2.1] i.e. 2-40 MHz, due to the pass-band behavior of the deployed couplers. It
is important to note as the channels experience a higher level W.r.TILV] channels.
This is probably related to the fact that [MV] lines deploy long cables that can capture
[RE disturbances. Moreover, load unbalances or device activities can directly inject great

amounts of noise, with harmonics along the entire frequency range, more than in a [[LV]
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Table 6.2: Parameter values of the best exponential fit concerning the background noise

IPSDI for different measurement databases and scenarios.
Parameter (q) | a, by Cq

OPERAILV] | —114.941 29.282 —0.120
[OPERAIMV] | —105.000 37.000 —0.170
Underground [MV] | —110.000 —0.351  1.090

network. Furthermore, the noise drastically increases at lower frequencies, having high
impact on the NB-PL schemes. This is most evident looking at the background
noise, that assumes very high values at low frequencies.

The constant parameters a,, b, and ¢, for both the discussed models in (G.1) and
(6:2) and for both the considered [LV] and [MV] scenarios are summarized in Table G2
This allows to easily generate a background noise profile that is equivalent to the

measured one, depending on the considered environment.

6.3 and Performance Comparison

Although it has been shown that channels are more attenuated than channels,
the noise is higher in [NBl than in [BBl Thus, these information are not sufficient, by
themselves, in order to highlight all the strengths and weaknesses of the different envi-
ronments. In order to put in comparison the and the transmission technologies,

as means for data communication, the [SNR] and the performance are assessed.

6.3.1 Signal-to-noise ratio

In communications, what is relevant is the at the receiver side [144]. Hence, beside
the channel properties, also the influence of noise must be considered. It is well-known as
[PLC networks are affected by a great deal of noise, especially when considering the outdoor
MV] scenario [3]. Figure [6.8 shows the values at the receiver side, as a function of
frequency, for both the outdoor [LV] (OPERAI [75]) and (RSEI [130]) scenarios in the
[BB-FSl The values are computed relying on the average channels depicted in Figure 6.3l
and on the noise models, corresponding to the measurements analyzed in [76],
which are displayed in Figure 6.7l In particular, the background noise model profiles for
the outdoor [[V]and [MV] scenarios are generated according to the expression in (G.1) using
the corresponding coefficients listed in Table 6.2 However, despite they are sufficiently
representative, other situations can be encountered, depending on the considered scenario.
For example, as discussed in Section [6.2.5] the outdoor underground [MV]background noise
measurements reported in [I31] exhibit a slightly different frequency behavior. Finally, a
transmitter of —50 dBm/Hz has been considered.

Figure [6.8 shows that for both the considered scenarios the has a concave trend,



6.3 - and Performance Comparison 107

60 T T T T T

55

(&)
o
T

N
o1
T

Average SNR [dB]
w B
(&) o

W
o
T

[\
(6]
T

20 1 1 1 1 1
0 5 10 15 20 25 30

Frequency [MHZ]

Figure 6.8: [SNRI trend for [LV] and [MV] scenarios in the [BBl frequency range.

due to the combination of an increasing channel attenuation and a decreasing noise
profile along frequency. The maximum values are centered around 7.5 MHz and 24.5 MHz
for the [LV] and [MV] scenario, respectively. Furthermore, as shown in Figure £.3], the [LV]
average [PI] profile is dominated by the attenuation, especially at high frequencies, this
behavior reflects also to the [LVISNRI trend depicted in Figure 6.8

It should be observed that the low line impedance exhibited in the spectrum
exacerbates the difference in terms of when compared to the spectrum. Thus,
higher voltage levels of at the source must be granted in order to overcome the coupling
losses, rendering the scheme less energy efficient. Thus, the value is not the only
parameter to take into account when a certain technology, or device, is developed. Indeed,
beyond the theoretical studies and targets, also the physical implementation challenges

must be tackled in order to provide and design proper devices.

6.3.2 Capacity

It is of primary interest to evaluate the performance that a given transmission scheme
can provide. In this respect, the maximum achievable rate, i.e. the capacity, is the most
common and used metric. It has been evaluated as discussed in Section [2.2.4] according to
the expression in (Z20). Since the channel capacity in (2:20) is directly connected to the
[SNR] the trend depicted in Figure [6.8 motivates the study of the achievable performance
when transmission is performed in the or in the BB-FSl In particular, we assume
to keep the signal bandwidth equal to 500 kHz, but to adapt the central carrier so that
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Figure 6.9: Capacity for [LV]and [MV] scenarios in the [NB| (a) and [BBI (b) frequency range.
For the [BB case a bandwidth of 500 kHz is considered.

the can be occupied. This is a form of adaptive modulation that cognitively uses
the available spectrum in an optimal manner. This is shown in Figure [6.9b, together with
the capacity offered by the individual [CENELEC] [ARIBl and [FCC] bands in Figure [6.9k.

In order to comply with the regulations on the radiated emissions [143], the constraint
on the transmitter is assumed equal to —50 dBm/Hz, as done for the [SNRI com-
putation discussed in Section This is done for both the [BB| transmission and the
adaptive modulation within the 1.8-30 MHz band. Conversely, there are no unified
and overall recognized or standardized levels specifying the transmission limits for
the NB-ES|, although some reference levels may be inferred by measuring the emission of
different commercial devices. However, since our aim is to investigate how the channel
and noise properties affect the [NBl and the [BBl transmission performance, the same
constraint of —50 dBm/Hz is adopted also for the [NB-FSl

It can be noted as the capacity trend in Figure recalls the [SNR] curves shape, with
the capacity maxima located at the same frequencies of the maxima, for both the
corresponding [LV] and [MV] scenarios. We do not consider transmission in the 500 kHz—
1.8 MHz band since this is currently not possible for regulations. It is evident how the
transmission in the [BBl spectrum can be beneficial. The individual bands do
not offer high capacity. In general, this is due to the higher [SNR] that can be experienced
in the BBl region Ww.r.tl the [NB| case. Only in the [V] case, the and [ECCl
frequency spectra offer capacity values close to the case.

To aid the comparison, the capacity attainable in the and [BB-I'S, when the
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Table 6.3: Achievable capacity and total power request for [[V] and [MV] scenarios in both
and [BBI frequency ranges.

Capacity Total power

Bandwidth
(Mbps) @ 1 Mbps (dBW)

3-500 kHz 6.87 —64.13

LV] 7.385-7.885 MHz  7.34 —66.20
1.8-30 MHz 333.41 —68.13
3-500 kHz 1.32 —29.95

MV]  24.35-24.85 MHz 9.69 —80.29
1.8-30 MHz 432.40 —82.11

central carrier is optimally chosen, are summarized in Table [6.3] for both the [[V] and [MV]
scenarios. As a further term of comparison, the capacity achieved exploiting the entire
is displayed. It is from tens to hundreds times higher than that attainable in
the NB-FSI Moreover, we report the total power (in dBW) needed in order to achieve
a certain target rate, namely 1 Mbps in the considered case. This power value has been
computed applying the optimal solution provided by the margin adaptive water-filling
algorithm, which minimizes the power required to achieve a given target rate. As it can
be noted, the case is the most energy hungry environment, requiring more than
50 dBW hr.r.f] the case, followed by the scenario. The differences grow,
becoming more than twice, when comparing the fw.rtl at higher target
rates, even of few Mbps.

The results show that transmission at higher frequencies, as well as a bandwidth expan-
sion, can offer higher rates and higher energy efficiency. Consequently, [BBl transmission

can also significantly reduce the transmission delay (latency).

6.4 Main Findings

[PLis a natural choice to deliver bi-directional connectivity in the power delivery network,
enabling the use of several different applications for the smart control and management
of the grid. Both the (3-500 kHz) and the (1.8-100 MHz) can be exploited
for the realization of [PLC solutions. As a matter of fact, the market offers a choice of
engineered solutions that are compliant with the (ITUT G.hnem, TEEE P1901.2) or
the BBl (ITUMT G.hn, TEEE] P1901, [HPAV)) standards. Although both technologies are
mature and ready for mass deployment, it is also true that these techniques have to evolve
in order to be able to offer increased levels of performance in terms of data rate, latency,
robustness and coverage w.r.f] what is achieved today.

It is often said that most smart grid applications require low data rates and therefore
solutions are the right choice. It should be recognized that [BBl solutions offer higher



110 Chapter 6 - Outdoor Scenario

flexibility and a better trade-off between data rate, latency, robustness and energy effi-
ciency. Adaptive, scalable and flexible solutions, which can smartly use the spectrum and
operate in different spectrum portions, e.g. in both the and [BB-F'S| are the right
approach for the evolution of current [PLCl technology. It is a matter of fact that the low
frequency bands, e.g. [CENELECIA, show a low channel attenuation, but a high noise.
These challenges, within the NB-FS| are mainly due to the increasing number of emissions
from active loads, a time variant behavior and a low impedance, which challenges the re-
alization of robust [PLC modems and line drivers. On the other side, transmission in the
enjoys lower noise, much higher line impedance and it offers frequency diversity.
However, transmission at high frequencies, at the moment, may be challenged by radiation
limits, especially in overhead conductors and by coexistence problems that can be solved
by following a cognitive approach and developing low-power solutions. In this respect,
filter bank modulation and impulsive [PLCl solutions are two promising approaches.

Complexity is also another point to consider and the associated requirements can be
defined depending on the application and on costs. [NB| solutions can be realized on
re-configurable digital signal processing (DSP)) architectures. [BBl solutions may require
application-specific integrated circuit (ASIC) realizations, or mixed architec-
tures. The cost difference vanishes as massive production and deployment takes place.
Indeed, for certain applications, e.g. elementary sensor/actuator networks, or extremely
simple devices, embeddable solutions are desirable.

The overall system performance depends on layer 1, but also on layer 2. A key role
is played by the media access scheme and, in this respect, a combination of [TDMAI
and frequency-division multiple access (EDMA]) with adaptive scheduling, rather than
simple [CSMAl can offer benefits [156]. Routing mechanisms, implemented at layer 2, or
eventually at layer 3, are also fundamental to achieve the high coverage requirements in
large grids. Overall, it is of paramount importance to design light protocols that allow
fast responses and network configuration, especially in smart grids, where the network

recovery has to be immediate in the event of faults and blackouts.
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In recent years we have assisted at the huge demand of data connectivity requested by
users, but also by the widespread use of “smart” devices that need to exchange infor-
mation. The desire to deliver new communication services, without requiring significant
investments in the expansion of the telecommunication infrastructure, has pushed towards
the development of no-new-wire technologies. Besides wireless and twisted pair copper
systems, an attractive solution is represented by the information transmission over the
power delivery infrastructure, namely the [PLC] which plays an important role and is

becoming more and more popular.

By exploiting the power delivery grid, the [PLC] enables the delivery of a broad range
of services, such as remote metering or station surveillance, local area networks, home
networking and automation, as well as a wide range of smart grid applications. [PLC
can be applied to provide a two-way communication in all the three smart grid domains,
namely transmission, distribution and user domains, exploiting [HV], and [LV] lines
[19]. Furthermore, it can provide communication capabilities between sensors located in
substations, so that status can be monitored, and faults detected and isolated. [PLC| can
also be exploited for the detection of islanding events. The main application in the [[V]
part of the network is automatic/smart metering. For this application, [PLC| has already
enjoyed a great deployment success, with about 90 million meters installed in Europe, and
many more installed worldwide. Sensing, command, and control applications are also of
great interest for applications inside homes or buildings. The in-home [PLClnetwork can be
exploited for energy management purposes, together with a wide set of home automation
applications for increasing security, comfort and life quality. Two further [PLC] application
areas lie in the management and control of micro grids, e.g. local generation grids using
renewable energy sources, such as solar cells and wind turbines, and in the connection
between electrical vehicles and the grid, which can offer a wide set of applications. Finally,
there are a number of other [PLC] applications among which a promising one, but not yet

significantly exploited, is in-vehicle (car, ship, plane, train) communication. Since power
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lines are pervasively deployed, the use of the [PLC technique is potentially ubiquitous.

7.1 Open Challenges and Contributions

Despite the existence of commercial [PLC systems and recently released standards, [PLC
can still evolve and advanced solutions can be identified to better solve the open challenges.
These latter mostly rely on the full understanding of the hostile communication medium,
the development of ad hoc modulation and coding techniques and the definition of [MAC
protocols for lossy channels with time-variant behavior in terms of traffic, noise sources
and topology changes. Indeed, in order to provide reliable services, design proper devices
and define new and effective standards, it is of fundamental importance to assess the
channel properties, highlighting their specific features for different environments. This
is even more true when considering networks, where the different wiring structure
and network topology, as well as the line discontinuities and the unmatched loads, imply
an extreme channel variability. Thus, a thorough knowledge of the transmission medium
is needed in order to develop reliable channel models, able to faithfully describe a real
network.

This chapter focuses on the frequency range, considering both indoor (in-home and
in-vehicle) and outdoor (low and medium voltage) scenarios. The aim is to provide and
summarize the main results in terms of channel and noise properties, considering different
databases and comparing several scenarios. All the collected information are exploited in
order to develop simple and effective channel models, as it will be discussed in Chapter [
In particular, the main results in terms of channel characterization and metrics relation-
ship are summarized and compared in Section [7.2] for each considered scenario, separately.
The same is done in Section [T.3] concerning the background noise [PSDl Afterwards, the
performance, in terms of maximum achievable rate, are inferred in Section [[4l The
channel measurements of all the previously considered environments, under the corre-
sponding average noise profile, are considered. Finally, the improvements due to the
[MIMO extension and to a fairer colored and correlated background noise assumption, are

assessed.

7.2 Channel Characteristics

The characterization of the [PLC] channel is very important since it enables the models
development and the design of appropriate physical layer transmission technologies. The
specific characteristics depend on the application scenario and on the used transmission
bandwidth. For example, as for the wireless scenario, the [PLC] channel is intrinsically
broadcast. However, it has a number of differences that limit the achievable performance.

The main ones are the network topology that, with its structure (such as the number of
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branches, the connected loads and the layout), affects the channel properties (such as the
statistics and the frequency and spatial correlation). Indeed, typically, PLC] channels are
log-normally distributed, as detailed in Section [3.2.1], while wireless channels are Rayleigh
distributed [142].

In general, the PLCl channel exhibits multipath propagation, due to line discontinuities
and unmatched loads, which translates in severe frequency selectivity. Differently from
wireless, there is no mobility, so that the channel is mostly static. However, changes in
the wiring topology and in the connected loads induce a change in the channel response.
Furthermore, cyclic time variations with periodicity equal, or double, the mains frequency
can be present [I37HI39]. This is due to the periodic change of the loads impedance with
the mains frequency, in particular of those that have rectifying units for the alternating
current (AC) and [AC/IDC] converters, which exhibit a bistatic impedance behavior. Such
cyclic time variations are mostly visible at frequencies below 2 MHz. This is because most
of the active loads deploy filters that, at high frequencies, provide a low and stable

value of impedance [I57].

Moreover, usually, the [PLC| network channels share part of the same communication
link from a transmitter to different receivers, namely the backbone, that introduces a [MUl
correlation between the various links, as discussed in Section 3.4l This effect must be
considered since it involves a certain level of correlation among the [PLC| channels that,
therefore, cannot be assumed independent, as for example occurs in a rich scattering
wireless environment. In addition, the cables proximity involves prominent cross-talk
phenomena, especially when a transmission scheme is assumed, as detailed in
Chapter @l Furthermore, besides the above mentioned detrimental effects, a great deal
of noise, both coupled and radiated, affects the [PLC| channel. The channel properties, as
well as the surrounding effects, can significantly change from one scenario to another due

to the particularities exhibited by the considered application context.

Depending on the considered environment, different network topologies, and thus chan-
nel properties, can be observed. In order to give an idea on how much and in which way
the considered environment affects the channel properties, all the different and previ-
ously discussed environments, such as the indoor scenarios, i.e. a confined structure, as
a home, a car or a ship, and the outdoor scenarios, which considers the external distri-
bution grids, as low and medium voltage lines, are compared. In particular, Figure [7.1]
depicts the average [PT] in dB scale (L45) along frequency, averaged among the available
channel measurements, exhibited by all the above mentioned scenarios. It can be noted
as the average [PI] profile is confined between —40 and —15 dB, in the 5-40 MHz band, for
all the considered scenarios, except for the outdoor [[V] networks. Furthermore, in order
to directly and visibly compare the existing relationships between the most commonly
used statistical metrics, the previously discussed results, concerning our measurements,

as well as other available databases discussed in the literature, are distinctly represented
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Figure 7.1: Average [PI] profile, along frequency, for all the considered scenarios, namely
in-home, in-car (EC] and [CC), in-ship and outdoor (LCV] and [MV]).

in Figure [7.2

The figure displays the scatter plots of the relationship between the RMS-DS] i.e. the
channel dispersion, and the [ACG], representing the channel quality or, inversely, the at-
tenuation. The robust fit of our measurements, represented by the grey circles, and that
of other available measurement campaigns, is also displayed, limiting its line ends to the
corresponding set of values. This allows a quick understanding of where the points are
located and what relationship is exhibited by the set of considered values corresponding
to a certain database. In order to clearly discuss the channel properties and the influ-
ence of the corresponding scenario particularities on the presented results, the previously
mentioned environments are individually discussed in the following sections. Moreover, a
final summarizing comparison is briefly described in Section [[.2.4]in terms of average sta-
tistical metrics, considering the corresponding measurement databases. The considered
bandwidth is limited to the 1.8-50 MHz range since some measurements were carried out

up to 50 MHz. This allows a fair comparison among the several environments.

7.2.1 In-Home Scenario

One of the well-known and most investigated scenarios, belonging to the indoor envi-
ronment, is represented by the in-home premises. The domestic environment represents
an attractive research and development area since the more common twisted pair and

wireless communication technologies have encountered a bottleneck at the house door,
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Figure 7.2: [RMS-DS versus [ACQ] for in-home (a), [EC] (b), outdoor [MV] (¢) and in-ship
(d) scenarios. The robust fit for the [USAl and [ESPl measurements (a), the database
(b) and the [OPERA] outdoor [LV] reference responses (c), is also shown.

also known as last mile. This is even more true when considering groups of houses or
buildings.

In-home grids are characterized by a layered tree structure with wires that depart from
the main panel, reach derivation boxes and then the final outlets [I17]. The presence of
many branches give rise to severe frequency selective fading, as discussed in Chapter [3
In Figure [.T] the average [PI] of the 1266 measurements acquired in Italian home
networks, discussed in Chapter [Bl is considered focusing on the 1.8-50 MHz band. It
can be noted as the depicted [PI] is one of the highest, or less attenuated, almost over
the entire frequency range and that it is lower only fw.r.t] the in-ship case. Furthermore,
the [PI] profile is slightly decreasing along frequency. Instead, the frequency selectivity
behavior is not clearly detectable since Lyp is obtained averaging over a great number
of measurements, namely 1266, that is at least one order of magnitude greater than the
number of measurements of the other considered databases. Hence, as known, the average
smooths the sharp behavior of the [PL] profile.

Regarding the statistical metrics, the scatter plot of the relationship between the
and the [ACGlin dB scale, computed considering the same in-home database of
measurements, is depicted in Figure [[.Zh. The robust fit of the measurements is labeled
as[[TAlin order to distinguish it from the robust fit of the measurement campaigns carried
out in the [USA] for the 1.8-30 MHz band [73] and in [ESP] for the 2-30 MHz band [74],

that are also depicted. A good agreement can be observed among the robust fit of the
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different measurements, especially with the Spanish one. Slight deviations of the line
slope and y-intercept, reported in Table [(3] may be due to the different frequency range
and to differences on the procedure adopted to compute the [CIR] which reflects to the
values. Thus, although different network structures and typologies are assessed,
a similar behavior can be identified.

Moreover, looking at Figure [[.Zh, it can be noted as and [ACG] are negatively
related. Thus, high attenuation values (low [ACG)) imply high energy dispersion (high
values of RMS-DS]). This is, since, a low [ACGl stands for long cables or cables having
a large number of branches, which also cause increased values. To aid the
comparison, the average statistical metrics, computed averaging the results over the entire
set of measurements, are listed in Table [[.1] of Section [[.2.4l In order to fairly compare

the different scenarios, the same 1.8-50 MHz frequency band is considered.

7.2.2 Vehicular Environment

As for the in-home case, also the vehicular environment can be classified within the
indoor scenario. In particular, the vehicles can be distinguished in multiple categories,
such as cars with electric motor or combustion engine, ships, trains, planes, and so on.
This application scenario is very attractive, especially in terms of weight reduction, that
translates in performance improvement and also in a costs saving.

Within the vehicular context, two different scenarios have been considered in Chap-
ter Bl namely in-car and in-ship. Concerning the in-car scenario, a compulsory distinction
must be done among the [CC| equipped with a fuel engine, and the [EC, powered by a
battery. Indeed, in an [EC] the motor drives inject a great deal of noise in the low-power
network, which is not separated from the high-power supplying network. For the [EC]
case, the 84 measurements carried out in a compact electric car and discussed in [89] are
considered. As a term of comparison, also the database of 193 measurements, made online
available and described in [46], is considered for the scenario.

Concerning the in-ship case, the measurements acquired in a measurement campaign
made over the [[V] distribution network of a large cruise ship, detailed in [54], are con-
sidered. The database comprises 92 channel measurements of two types, distinguished
by the two different distribution grid sections, namely the one with a star-style topology
from the [SSl to the [DBl boxes, and the one with a bus bar structure from the [DB] to the
[RP cabinets. In order to provide an average result, differently from what has been done
in Chapter [0 all the channels are considered together.

Among the considered indoor scenarios depicted in Figure[7.1l the two in-car environ-
ments show the lowest [PL] values, i.e. high attenuation, with the lowest trend exhibited
by the [ECl case. This is noticeable especially above the 30 MHz. Moreover, the [PLJ
behavior is smoother with respect to the [PI] of the other scenarios. This is due to the

star-style underlying network topology, having a reduced number of branches, that limits
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also the values, as showed in Table [(.Il Furthermore, the dependence between
the computed and [ACG] quantities and the corresponding robust fit for the in-
car scenario are represented in Figure [[.2b. The robust fit computed relying on the [CC]
discussed in [46] is also depicted. As it can be noted, the slope of both the robust fits
is lower with respect to that of the different in-home scenarios, reported in Figure [[.2h.
In practice, it is approximately a fifth, as also stated in Table [[.3l This translates into a
lower and a slightly higher [ACG] as clearly summarized in Table [[.Il Further-
more, the robust fit for the electric and fuel car show almost the same slope, with the
robust fit shifted towards right, meaning that in conventional cars a slightly lower
attenuation, or higher [ACG] is exhibited W.r.T] electric cars.

Concerning the in-ship scenario, the PL profile represented in Figure [71lis the highest
among all the considered scenarios, as clearly noticeable looking at Table [[.Il. This be-
havior is aided by the star-style network part, which consist of good quality cables with a
limited number of branches, despite the significant length, as discussed in Section [ 2.4l A
frequency selective behavior is detectable, which is mainly due to the part of the network
consisting of a bus-structure with multiple branches. This network configuration leads
to high values of [RMS-DS], as confirmed by the average results in Table [ Il In terms
of statistical metrics, depicted in Figure [7.2c, the versus [ACQ] values are all
moved toward the right hand side w.r.f] the other scenarios, leading to an high [ACG],
or low attenuation, on average. However, the values are still vertically spread, providing
significant values. These statements are also highlighted by the average results
listed in Table [T.I], showing as the in-ship scenario is characterized by the highest [ACG]
value, although the is similar to the in-home case, while for the in-car scenarios
this value is quite low. Furthermore, it should be noted that the robust regression fit

slope of the in-ship scenario is close to that of the in-home case, as listed in Table [Z.3]

7.2.3 Outdoor Grids

Differently from the indoor scenario, a less comprehensive analysis of the outdoor [PLCI
channel is available in the literature for what concerns both the [LV] and [MV] part of the
distribution grid. However, also this part of the power delivery structure is becoming
more and more attractive in order to provide and deliver widespread information con-
tents. In this section, the focus is on [LV] and power delivery networks. For the
[MV] scenario, the two different measurement databases discussed in Chapter [ are con-
sidered. The focus is on the 98 [MV| responses collected at the industrial complex of the
laboratories, presented in [130], since the measurements were carried out up to 55
MHz. Although the validity frequency range is 2-40 MHz, due to the couplers pass-band
response, also the 122 channel responses discussed in [I31], which have been collected in a
measurement campaign performed in northern Italy in 2013 over [MV] underground lines,

are considered. Concerning the outdoor [Vl lines, the measurement campaign performed
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by the project in [75] is considered. In particular, from the measurements, a
deterministic model was proposed so that eight reference channel responses have been
tabulated. These reference channels are used for the discussion in this section.

Figure [T shows the average [PL] of the different [MV] measurements, as well as of
the reference channels obtained from the full set of eight responses. As it can
be noted, the [[V] scenario exhibits a [PI] dominated by the attenuation w.r.t] multipath
fading, especially at high frequencies. This is mainly due to the poor quality and to the
length of the deployed cables. However, the great number of branches, discontinuities and
unmatched loads, further affect the channel attenuation, beyond the selectivity behavior.
Compared to[[V] the average[PIlfor the scenarios is less attenuated, assuming similar
values, for both the considered networks, within the 3-30 MHz band. The differences
outside this bandwidth are mainly related to the band-pass behavior of the couplers used
during the measurement campaign. These high [PI] values for the [MV] lines are due to a
good cable quality, to a different network topology, with a reduced number of branches,
and to the type and amount of connected loads.

A final comparison is made among the considered outdoor distribution grids. The
statistical metrics relationship is shown in Figure and concerns the channel
measurements collected at the [RSE] laboratories and detailed in [130]. The robust fit for
the outdoor [[V] reference channels derived from the project measurements [75]
and for the underground lines [I31] is also depicted. Obviously, the robust fit for
the underground [MV] channels has been computed considering the in the validity
band 2-40 MHz. It can be noted as significant differences exist also within the same
outdoor scenario. In particular, the robust fit slope exhibited by the [LV] channels is
roughly eight times that of the underground [MV] channels, as clarified by the values listed
in Table [[.3l Contrariwise, the [LV] slope it is half the slope of the [MV] robust fit of the
[RSE] measurements. This is due to the different underlying network topology. Indeed,
V] networks are typically bus or tree structured with a great number of branches, as
usually happens in a domestic (in-home) environment. This is the reason why the robust
fit slopes among these two latter scenarios are so similar, except for the attenuation, that
is higher for the outdoor [LV] lines, as reported in Table [[Il Indeed, the samples are
concentrated to the right in Figure [[2d. The same happens for the [MV] lines feeding
the [RSEl laboratories, that are deployed in a tree structured fashion, serving a great
number of users and resembling the typical [LV] structure. Contrariwise, the underground
network layout is more similar to a common distribution grid, with a star-style

structure with few branches.

7.2.4 Overall Comparison

In order to compare and highlight the main differences among all the previously considered
application scenarios, the average statistical metrics, namely [ACG] [RMS-DS| and [CB], are
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Table 7.1: Average statistical metrics for all the considered scenarios. The [BB-FY is
considered.

Scenario g or B%Q ¢
(@B) | (u9) | (k) | (Mbps)
In-home (['T’Al) —33.10 | 0.357 | 251.48 | 359.97
In-car ([EC]) —33.25 | 0.086 | 874.26 | 259.18
In-car ((CC) —27.33 |1 0.102 | 677.14 | 409.89
In-ship —22.89 | 0.320 | 258.83 | 353.56
Outdoor [V —56.96 | 0.581 | 140.63 | 107.60
Outdoor Y] (BSE) | —50.36 | 0.741 | 200.89 | 229.67
Underground —40.92 | 0.207 | 487.26 | 197.30

listed in Table [[.Il With the aim of providing a fair comparison, the same 1.8-50 MHz
band is considered. Only for the outdoor underground [MV]lines the considered frequency
range is 2-40 MHz.

As it can be noted, the in-home scenario has the lowest [ACC], i.e. highest attenuation,
within the indoor context, as listed in Table [[.1l This happens since, typically, in-home
networks are characterized by a large number of branches and quite long deployed cables,
which causes also high values of RMS-DS|, as reported. Instead, the in-car context exhibits
low values of RMS-DS] due to the reduced number of branches, but high [ACG] values,
due to poor electric wiring characteristics and to low line impedance values. Conversely,
the in-ship scenario shows the highest [ACG] value, despite the cables length, due to the
reduced number of branches and to a better cable quality, compared to the in-car scenario.
However, the in-ship is similar to the in-home case since part of the considered
network is characterized by a great number of branches, that increase and offsets the
average value.

Concerning the outdoor channels, it can be seen from Table [l as they show the
lowest values of [ACG] hence the highest attenuation. This is mainly due to the deployed
cables length, compared to the indoor scenarios. In terms of RMS-DS| values, instead, the
things can change significantly, depending on the deployed underlying topology and on the
considered power distribution grid part, i.e. [[V]or[MV] The outdoor LV[OPERAI channels
and the outdoor [MV] measurements carried out at the [RSE] laboratories, due to the great
number of branches and to the possible mismatches, exhibit the highest levels of
among all the considered environments. Conversely, the underground [MV] network shows
a lower than the in-home scenario. This is, since, the underlying structure has
a very low number of interconnections. Differently from all the others scenarios, for these
channels the considered bandwidth is 2-40 MHz, due to the couplers limitations that were
used during the acquiring procedure.

The [CB is approximately the inverse of the RMS-DS| thus a low implies
a high and viceversa, as shown in Table [Tl The table also reports the average

capacity obtained averaging the computed values of maximum achievable rate over the
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Table 7.2: Average statistical metrics for different outdoor networks in the [NB-FS|

Scenario Band g or ng
(kHz) | (dB) (1s) (kHz)
[OPERAILV] 9-500 —32.02 2.345 30.69
Outdoor V1 [158] | 3500 | —(15 = 33) | 2.22 = 3.96 | -
Outdoor [LV] [159] | 3-95 ~ —35 ~ 19 ~4

entire set of measurements within the corresponding scenario. It can be noted as, although
the scenarios shows significant differences in terms of channel characteristics, network
topology and background noise properties, similar performance are achievable for all the
considered [PLC| networks. In particular, all the achievable rates are in the order of
hundreds of Mbps. The highest value is obtained by the scenario. This is since
the [ACQl is quite high, i.e. the channel is not too much attenuated, and the considered
background noise [PSD] that has been assumed as in [46], shows a level that is low,
if compared to the [EC|scenario. The conjunction of these two effects leads to such an high
value. Contrariwise, the lowest capacity is achieved by the outdoor [[V] channels. This is
due to the high levels of attenuation, represented in Figure[Z.1], although the corresponding
background noise is the lowest among the considered scenarios, as depicted in Figure [.3]
Further results, concerning the capacity distribution, are provided in Section [T.4

As mentioned, this thesis focuses on the [BB-FS] however, also some results concerning
the have been discussed in Chapter [6] as well as in the literature. Some of
the main metrics that concern the outdoor channels, where the [NB] transmission can
play a significant role, are summarized in Table [[2l The table lists the average [ACG]
and for the outdoor [LV] scenario in different frequency ranges. It is
known as, usually, the channel at lower frequencies, i.e. in the [NBl spectrum of 9-500
kHz, is less attenuated than the channel at frequencies beyond 2 MHz, ie. the BB
channel, both in the indoor and in the outdoor environments. Indeed, considering the
same [OPERA]outdoor [[V]reference channels, it can be noted as the[ACG| computed within
the [NB-FS| and reported in Table [[.2], is considerably lower than the [ACG] calculated
considering the [BB-F'S| listed in Table [Tl Nevertheless, high values are found,
if compared to the[BB-IF'Sl Other results presented in the literature have been summarized
in Table [[2l In particular, [158] discusses [NB-PLCl measurements carried out in Indian
and Chinese outdoor [LV] sites, while measurements that consider urban, suburban and
rural [Vl environments, in the [CENELECIA band (3-95 kHz), are assessed in [I59]. As it
can be noted, the computed metrics confirm that, in general, the exhibits a lower
attenuation, but higher values and thus, dispersion.

Finally, in order to aid the comparison among the statistical metrics relationships
depicted in Figure [[.2] the robust fit slope and y-intercept values are listed in Table [Z.3]
for all the measurements and the available databases that have been considered. The

considered bandwidth, as well as the hyperbolic fit coefficient of the dependence between
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Table 7.3: Robust fit parameters for RMS-DS| versus [ACGl and hyperbolic fit coefficient
for [RMS-DS| versus for all the considered scenarios.

Seenario Band Robust fit Hyperbolic

(dB) | slope (x1073) | y-intercept fit

In-home (USAJ) 1.8-30 —9.400 0.020 -

In-home (ESD)) 2-30 —9.630 —0.022 -
In-home ([TAl) 1.8-50 —8.794 0.040 0.055
In-car ([EC]) 1.8-50 —2.329 0.009 0.066
In-car (CC) 1.8-50 —1.926 0.044 0.064
In-ship 1.8-50 —9.883 0.087 0.063
Outdoor [LVI] 1.8-50 —15.327 —0.306 0.047
Outdoor (RSE)) | 1.8-50 —24.518 —0.625 0.065
Underground MV | 2-40 —1.968 0.068 0.072

and [CBl, are also reported. By looking at the robust fit slope, it is easy to realize
the differences among the several scenarios. Furthermore, it can be noted as the hyperbolic
fit coefficient (k) of the relationship among and [CBl given by BY® = k/o,, is
approximately the same for all the considered environments.

All the analysis performed in this initial part of this thesis aim to characterize the
[PLC channel, its properties and the relationship between its describing metrics, in several
scenarios. This is of fundamental importance in order to develop fair and effective channel
models, as it will be discussed in Chapter Bl The reasons underlying the push towards the
development of new and simple models is mainly related to the researchers, developers and
manufacturers needs, that demand a quick and cost effective way to test the new devices.
However, as it has already been discussed within this thesis, the channel characteristics
alone are not enough to thoroughly describe a[PLC scenario. Also the noise that typically
affects a[PLC network and the maximum rate that can be achieved on the communication

medium represent an important feature.

7.3 Background Noise Properties

As it can be seen in Figure [T, all the considered indoor and outdoor channels have
a decreasing [PT] profile along frequency. At the beginning, this fact, together with the
necessity to deliver primarily low data rate services, has pushed towards the development
of technology, operating at low frequencies. However, it should be observed
that what concurs to achieve good performance is not simply a good channel response
but also the low presence of noise. In fact, the channel capacity, i.e. the maximum
achievable rate obtained by practical transmission schemes, is determined by the at
the receiver side. As it has been discussed in Section [L3.2] the noise in [PLC systems
is a combination of several contributions, namely the background stationary noise and

the impulsive noise with both periodic and aperiodic components, which is introduced by
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Figure 7.3: Background noise [PSDI profile assumed for the indoor (worst case), the in-
vehicle (EC, and in-ship) and the outdoor (V] and [MV]) scenarios.

noisy loads, switching devices and plug-in/plug-out procedures [3]. As seen, often, the
overall noise contribution is estimated by measuring the of the noise, averaged over
a long period of time. Typical noise profiles are reported in Figure for all the
indoor and outdoor considered scenarios.

The figure shows the average background noise profiles encountered within all the
several scenarios previously discussed. This noise are considered for the capacity
computation and for the analysis that follows. Depending on the considered environment,
the profiles depicted Figure where derived from experimental measurements, from the
open literature or as an approximated cautionary choice. In particular, both the
and the in-ship scenarios assume an [AWGN] background noise profile. In both cases, the
noise floor value has been chosen according to on-field measurements and in conjunction
with other results provided by the literature. Within the identified noise range, the
has been fixed to a conservative level, as discussed in [46] for the [CCl case, while
in Section and in [54] for the in-ship scenario. However, usually, the noise
within the PLC] context exhibits an exponentially decreasing profile, which can be modeled
essentially in two different ways. For the[SISO]in-home scenario and from the experimental
evidence of the noise measurements carried out on the underground lines, discussed
in Section and in [I31], as well as on the [EC] scenario, assessed in Section and
in [89], it has been shown as the average background noise profile can be fitted by the
expression in (6.2)) [L06,I31]. The expression in ([6.2)) exhibits a power dependence on
the frequency. Contrariwise, the outdoor [Vl and [MV]noise profiles can be expressed
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Table 7.4: Model coefficients of the background noise [PSDI profile for all the different
scenarios. The 1.8-50 MHz band is assumed.

Scenario ag b, Cq
In-home (best) —140.000 | 38.750 | —0.720
In-home (worst) —145.000 | 53.230 | —0.337
In-car ([EC]) —103.600 | 29.820 | —0.338

Outdoor V] (OPERA]) | —114.941 | 29.282 | —0.120
Outdoor ([OPERA) | —105.000 | 37.000 | —0.170
Underground —110.000 | —0.351 | 1.090

exploiting the approximation provided by the project [76] as in ([61]). In this
case, the dependence on the frequency is exponential. As seen in Section for both the
models in ([6.2)) and (6]), the frequency f must be expressed in MHz, while the quantities
a4, by and ¢, are the constant parameters to obtain the desired profile. For simplicity, the
values for each corresponding scenario are listed in Table [7.4l

In Figure only the worst (highest) in-home noise profile is considered in
order to perform a worst case analysis identifying the lower limit for the performance
that are discussed in the next section. However, the constant coefficients for the best
in-home profile are also listed in Table [[4. Concerning the outdoor underground
networks, the noise exhibits a frequency decreasing trend that is approximately linear
with frequency. This can also be noted looking at Table [[.4], which shows that the ¢,
coefficient is nearly 1. Among all the scenarios, the highest noise is that assumed
for the in-ship scenario, for frequencies higher than 8 MHz. Although the noise was
not measured with the ship in full operation (the diesel engines were switched on but
without the people activity), this level represents a good compromise between the noise
profiles highlighted in other measurement campaigns, as stated in Section 5321 Such a
high level can be justified by the heavy loads and by the amount of connected devices
typically deployed in a vessel that, although large, represents a confined and very crowded
environment. Also the [EC] environment is affected by sever noise levels, mainly due to
the motor drives and to the converters operability. It is important to note that
the [EC] noise profile depicted in Figure [[.3]is only an equivalent average level .1t
the noise measurements discussed in Section Instead, the noise within the
context is lower since the engine is not directly connected to the PLC| network, as instead
happens for the [ECI motors. The lower noise is experimented by the outdoor [V] and [MV]
lines, according to the model, with the lowest showed by the [Vl scenario.
This situation occurs since, in outdoor networks, the number of connected loads and noise
sources is limited, if compared to any indoor scenario. Furthermore, the long deployed
cables, although act as antennas, capturing the noisy [RF signals, they also imply a low
level of noise experienced at the receiver side, due to the high attenuation exhibited by
the outdoor channels.

Finally, it can be observed that the noise floor ranges between —110 and —145
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dBm/Hz, while exponentially increases at low frequencies. This shows that a potentially
higher SNR] can be experienced in the rather than in the NB-FS| as discussed
in Section [6.311 In turn, the [BB-PLC has the potentiality to offer higher noise margins
and not only higher achievable rates. However, BB-PLC| may undergo more severe limita-
tions to grant electromagnetic compatibility (EMC)) and coexistence, according to current

norms.

7.4 Achievable Performance

From the medium and noise characterization, it is possible to assess and infer the perfor-
mance at the[PHYl This is herein discussed under the assumption of Gaussian background
noise, having the profile depicted in Figure for each corresponding scenario. The
Shannon capacity, computed as discussed in Section [2.2.4] is the common metric used to
determine the theoretical achievable rate limit. It has to be emphasized that the true
capacity of the [PLC| channel is still unknown since the statistics of the noise has not been
thoroughly investigated yet. For the capacity computation, a transmitted signal
of —50 dBm/Hz up to 30 MHz and —80 dBm/Hz beyond 30 MHz has been assumed,
according to the [HPAVP standard [39].

The capacity depends on several factors, such as the transmission bandwidth, the
considered channel, e.g. or MIMO! and the noise assumptions. In the following the
attention is firstly moved towards the channel, assessing the capacity for all
the previously discussed channels under the corresponding noise assumptions, which are
detailed in Section[7.3l Then, the improvements due to the transmission technique
are evaluated focusing on the in-home scenario, where all the multiple deployed wires of
the network are exploited for the signal transmission. Furthermore, different background
noise properties are considered, such as uncorrelated noise or a more faithful to reality

colored (along frequency) and correlated (among the receiving modes) noise.

7.4.1 [SISO| Transmission Scheme

In order to compare the performance among all the several PLCl communication channels,
the maximum achievable rate is evaluated for each channel measurement in each consid-
ered scenario, according to the expression in (Z20). Since not all the previously discussed
environments deploy multiple wires for the point-to-point connection, the trans-
mission scheme is considered. The frequency band is limited to 1.8-50 MHz for all the
scenarios, in order to perform a fair comparison, and the corresponding noise profile,
depicted in Figure [[3] is assumed for each scenario. Only for the outdoor underground
[MV] channels the considered bandwidth is 2-40 MHz, due to the couplers limitations.
Then, the for all the environments is evaluated and depicted in Figure [7.4]
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Figure 7.4: Capacity IC-CDF] for all the considered scenarios in the 1.8-50 MHz band.

It can be noted as the capacity distribution curves are confined approximately in the
same region, although some differences in trend exist. The outdoor [[V]scenario is the only
one that greatly differs from the others in terms of capacity [C-CDEl The main reason is
the high attenuation experienced by the [PL] depicted in Figure [Z1], despite the low levels
of background noise shown in Figure [[.3l The capacity values for the in-home and both
the outdoor scenarios are the more spread, since the curves shows a slowly
decreasing profile compared to the others. This is due to a great difference in channel
length and properties that can be encountered within these scenarios, which strongly
depend on the considered environment and network topology. Conversely, both the in-car
scenarios are characterized by networks showing approximately the same structure with
comparable cable lengths. Thus, the values are more concentrated and similar, although
some differences exist. It can be concluded that, despite the great diversity in terms
of channel features, network topology and noise properties of the [PLCl systems, similar
performance are achievable. This statement is also confirmed by the average capacity

values reported in Table [7.1]

7.4.2 [MIMOI versus [SISOI

In this section, the performance improvements due to the exploitation of the MIMOI trans-
mission scheme, discussed in Chapter @l w.r.f] the [SISOI case are assessed. The in-home
[MIMOI channels measured by the [ETSII[STEF10 and presented in [78] are considered.

Herein, the effect of the noise when its time and space correlation are taken into account
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Figure 7.5: Comparison between the in-home [SISO| and [IMIMOI schemes in terms of ca-
pacity [CCCDFl The [ETSI measurements in the 1.8-50 MHz band are considered. Two

different types of colored noise, namely uncorrelated and correlated, are evaluated for the
MIMO! transmission.

is also evaluated for the transmission. The spatial correlation of the noise is con-
sidered according to the model described in Section L2l Figure shows that the
transmission provides significant gains over the scheme, under the same [PSD| con-
straint. Considering the transmission, it can be noted as the worst performance
is obtained when a colored, but spatially uncorrelated noise, is assumed. While, colored
and spatially correlated noise lead to a further capacity improvement, if precoding is im-
plemented. The reason is that the noise correlation renders its cancellation easier at the

receiver side.

The marginal differences between the in-home capacity results reported
in Figure [[4] and that of the scheme depicted in Figure are amenable to the
distinct databases and to the different background noise profiles used for each
experimental computation. In particular, the capacity depicted in Fig-
ure has been obtained extracting the channel configuration form the
[ETSI channel measurements discussed in [78]. In practice, the 2 x 4 A to star style
experimental channels have been converted into a A-A channel, where the
same [PIN] A-style mode have been assumed at both the transmitter and the receiver sides.
Then, the capacity in Figure has been computed relying on these channels, that
obviously differ from the measurements discussed in Chapter Bl

In terms of background noise, the in-home [SISOI capacity distribution, shown in Fig-
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ure [.4] has been computed assuming the worst-case noise profile, represented in
Figure 7.3l This profile has been generated according to the model in ([6.2)) [I06] with the
corresponding coefficients listed in Table [(.4l Differently, the A-style noise [PSD],
considered for the capacity computation represented in Figure [T.5], has been ex-
tracted from the [ETSI star-style noise measurements depicted in Figure F.6]
Although not directly comparable, it can be noted that the two noise trends dif-
fer of approximately 15 dBm/Hz along the entire considered bandwidth. This different
background noise level concurs to increase the difference between the two proposed

capacity results.

7.5 Main Findings

[PLO networks represent a challenging communication environment, mainly due to the
channel characteristics and statistical behavior, but also because of the detrimental effect
of the noise. However, [PLC| has become a mature technology that can find application in
many different scenarios, from in-home automation and networking, to smart grid appli-
cations, as well as to in-vehicle communications. All these several application scenarios
are highly heterogeneous, each one having its own features and particularities. In fact,
as shown, the channel and noise properties depend on the specific application scenario.
However, similar relations and behaviors can be identified for the [PLC channel charac-
teristics, such as severe frequency selectivity and high attenuation. Moreover, high levels
of noise are experimented, which usually shows an exponentially decreasing profile along
frequency. Thus, the noise affects especially the [NB-ES| although a higher [PT], i.e. low
attenuation, is encountered at low frequencies Ww.r.t. the BB-FS|

Despite the existence of recently standardized and [BBI[PLC systems, there exists
space for their further evolution. A challenging aspect is the design of reliable communi-
cation techniques that can cope with the nasty channel and the detrimental noise effect.
Nevertheless, the inferred capacity, under the Gaussian noise assumption, is high and sim-
ilar among all the considered environments. This, motivates the development of capacity
approaching schemes. All the collected information and the highlighted relationships al-
lowed the development of new and effective channel models, able to better emulate a real

[PLC scenario, as it will be discussed in the next chapter.






Channel Modeling

In recent times, the [PLCI[SDQOI authorities, as well as the industries, have moved their
attention towards the study and the development of new [PLC| devices and transmission
strategies, able to exploit all the available wires, through a transmission technique
in an extended frequency range [39]. This, together with precoding, adaptation and a
number of advanced techniques at the MAC layer, leads to a great performance improve-
ment, enabling the achievement of much higher data transmission rates, in the order of 2

Gbps of peak rate.

In this perspective, an appropriate channel model can act as a quick and easy tech-
nical tool able to simulate, test and develop novel devices or standards. Hence, it is
of fundamental importance to provide new and updated models, able to emulate and
capture all the different properties that can be encountered in a typical [PLC| network.
Two different methods can be tackled, i.e. deterministic, where everything is fixed, and
statistical, where some variability is introduced. Usually, the statistical method is more
suitable when a general and comprehensive channel model is desired. This is, since, it is
able to statistically emulate the variability that is noticeable in a typical [PLC| scenario.
Among these two methods, two different approaches can be followed, namely bottom-up

and top-down.

The bottom-up approach has a strong physical connection and it is able to reproduce
a certain by exploiting the[TT] theory. This method enables a faithful channel recon-
struction that closely reproduces the typical behavior exhibited by any two plugs in
a certain network. Hence, it provides an excellent approximation of a real communication
scenario. Unfortunately, its application requires a fully network topology knowledge in
terms of wiring cables length, branches position and connected loads, resulting into a con-
siderable computational effort. An example of such an approach for the [SISOIPLC| channel
can be found in [114], or in [I17], where the bottom-up approach has been statistically

extended.

Contrariwise, the top-down approach considers an analytic expression and fits the the-
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oretical model to the actual channel measurements in order to establish the main statistics
of the parameters that describe the considered analytic function. This approach leads to
a slightly rougher, but more simpler and general, channel approximation, simplifying the
statistical extension of the model w.r.T]the bottom-up approach. One of the first and well
known top-down approaches was discussed in [66], where the was modeled taking
into account the multipath nature of the signal propagation, as well as the cables losses.

Later, the model presented in [66], has been statistically extended in [125].

Although a lot of effort has been spent, especially in recent times, in providing new
and more faithful channel models, only few proposals have been made for the definition
of a general model so far. A first work, that extends the bottom-up model
in [I17] to the case, was described in [I19]. While, a first attempt to model a
top-down [MIMOI[PLCl channel was detailed in [126].

Within this chapter, the focus is on the top-down approach since, in our opinion,
it represents a more general solution, if compared to the bottom-up strategy, able to
statistically emulate all the possible channel variations that can be encountered in a real
[PLCl environment. Furthermore, it is simpler, since it does not require the full network
topology knowledge, and can also be suitable for several application scenarios by changing
the parameters statistics. The intent is to provide one of the most simplest and effective

top-down models among those already presented in the literature.

The synthetic channel model herein proposed extends the usually analyzed SISOl con-
figuration by taking into account the transmission scheme. A detailed model
philosophy is analytically described. The provided theoretical formulation is then applied
to a specific experimental context. In particular, the in-home [MIMOI[PLC measurements
discussed in Chapter M have been considered. This analysis allows to highlight particular
channel properties, such as the statistical behavior and the exhibited degree of correla-
tion, that enable some further approximations on the general modeling function, which
are then justified by the experimental evidence. Moreover, the validity of the proposed
model is proven comparing the experimental and the simulated channels in terms
of achievable performance distribution and also in terms of the most common average sta-
tistical metrics. The results show as the developed model is able to quickly and faithfully
generate an arbitrarily large number of randomly generated channels, which are statis-
tically equivalent to the real channel measurements. Furthermore, thanks to the
implementation, the proposed modeling strategy can meet the latest standards require-

ments and it is capable to ease and foster the development and the testing of current and

future PLC devices.
The chapter is organized as follows. In Section the underlying basic idea of the

proposed channel model is discussed. Later, in Section B2, the theoretical model is
applied to a real in-home [MIMOI[PLC scenario, relying on channel measurements. From

the experimental evidence it is possible to highlight certain properties that enable some
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further approximations for the proposed model implementation, which can be adopted in
order to simplify the generation procedure. Finally, a synthetic description of the model
practical implementation and behavior is discussed in Section B3l The model validity is
also provided through the average statistical metrics and the performance comparison, in
terms of capacity distribution, among simulated and experimental channels. The main

findings of the chapter follow.

8.1 Model Philosophy

Most of the top-down channel models proposed in the literature are based on an analytic
function that relies upon some physical propagation phenomena, such as the signal re-
flections in a typical [PLCl network. For example, the authors in [66] exploit a channel
analytic modeling function that takes into account the multipath propagation of the trans-
mitted signal, which is due to the presence of multiple branches and mismatches. Thus,
these types of solutions, incorporate some basic ideas concerning the bottom-up modeling
strategy. Contrariwise to this hybrid mixture of top-down and bottom-up approaches, the
basic idea underlying the proposed model is to neglect any physical connection, focusing
on a pure top-down solution.

As known, two alternative measurements techniques can be adopted in order to carry
out the channel response, differentiated by whether time or frequency domain is consid-
ered. The time-domain measurement exploits a signal pulser, together with a[DSOl while
the frequency-domain measurement uses a [VNA] measuring the scattering parameters
matrix (S). Typically, the frequency-domain acquisition is preferred, since, compared
to the time-domain measurement, it is able to provide not only the [CER], but also the
actual propagation delay and the line impedance behavior, which can all be extracted
from the S-parameters matrix. Thus, in the following, the focus is on the and on
its properties.

The measured at the f-th frequency, namely H(f), is a complex number
that is usually expressed in amplitude A(f) and phase ¢(f), as seen in Section 2.T.11
However, in order to simplify the generation process, the logarithmic version of the [CER],
namely Hyp(f) =log H(f), is considered. Thus,

H(f) = A(f)e"D) = Hup(f) = Aas(f) +iv(f), (8.1)

where the real part Ayp(f) is the amplitude in dB scale, while the imaginary part is still
the phase in radians.

In practice, when considering a real [SISOIPLC| network, the quantity H(f) represents
a varying value, which changes according to the investigated scenario, the considered

network part, or to the different acquired measurement. Thus, from a statistical perspec-
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tive, it can be modeled as a random variable (RV]) that can be represented as a column
vector, in which each entry represents a different realization. Moreover, since the
[VNAI can measure only a finite number of frequencies, typically, the frequency vector is
discretized. Hence, the ensemble of all the frequency samples and measured realizations
can be grouped into a Nj; x M channel matrix H of [RVk, where each column repre-
sents a frequency sample, whereas each row is a different realization. The constants N,
and M represent the number of acquired realizations and the available frequency samples
provided by the VNA| respectively.

From the above discussion, when a database of [MIMOQO|[PLCl channel measurements
is considered, the entire set of measured channels can be expressed by a single four-
dimensional (D)) matrix H of RVk, with dimensions Nj; x Ng X Ny x M. In particular,
Ny, Ng, Ny and M represent the number of measurements, receiving modes, transmit-
ting modes and frequency samples, respectively. Thus, any database of measurements is
completely described by an equivalent matrix, where the corresponding [RVk exhibit
a certain statistics and a given degree of correlation. Therefore, it is possible to emu-
late a real communication scenario by generating a set of simulated channels that exhibit
the same statistical behavior and correlation level among the elements corresponding to
the experimental quantities. If all these requirements are accomplished, the implemented
modeling strategy acts as an effective channel emulator.

In order to simplify the computation, the correlation coefficients between all the pos-
sible frequency samples, all the exploited transmitting and receiving spatial modes and
for all the combinations of the above mentioned quantities, the matrix H needs to be
reshaped. In particular, the rows of the reshaped matrix H correspond to the different
measurements, while each column is organized as follows. The first M columns concern
all the frequencies, from the first to the last sample, of the first receiving and transmitting
mode. Afterwards, the second M columns correspond to the frequencies of the second
receiving mode and the first transmitting mode, and so on for all the possible receiving
modes. Then, when all the possible receiving modes, concerning the first transmitter, have
been reorganized, the samples related to the second transmitting mode are considered for
the following columns. Also in this case, all the possible receiving mode combinations,
starting from the first, are accounted. And so on for all the possible transmitting modes.
Hence, each row of a matrix H, corresponding to a certain measurements database,

can be reshaped as
H") = [H,,(f),..., Hing(f), Ho1 (), ..., Hypong ()], (8.2)

where {-}("#) stands for the realization index indicating a certain measurement. Instead,
H, ;(f) represents the vector of [RVk corresponding to the vector of frequency samples f
and that are associated to the i-th transmitting and j-th receiving mode. Thus, H("?)

is a vector having dimensions 1 x Ng - Ny - M. The overall reshaped matrix is therefore
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given by
H=[HY, . HM)T (8.3)
where {-}T denotes the transpose operator. Hence, the reshaped matrix H has dimensions

Ny x Ni - Np - M. This organization simplifies the computation procedure.

Once that the matrix has been reshaped, it is possible to compute the covariance
matrix of the [CERIl in dB scale, as follows

Qr,c) = E [(Hij(f) = mz) (Hep(\) —mz) |, (8.4)

where {-}* is the complex conjugate operator and FE[-] denotes the expectation operator
fw.r.t] the available measurements. Instead, ﬁw( f) is the of the reshaped matrix
H corresponding to the i-th transmitter and j-th receiver modes at the f-th frequency,
withe=1,...,Np, j=1,...,Ngand f =1,..., M. Moreover, r and ¢ are the row and
column indexes of the covariance matrix O that, according to the previously described
reshaping method, are function of (f,7,5) and (A, 4, p), respectively. In particular, the
row index is given by r = (i — 1)Ng- M + (j — 1)M + f, and the same applies to the

column index ¢ for the values A, £ and p.

By substituting the logarithmic expression of the reshaped [CER| matrix H, computed

as in (BJ), into (84, after some easy algebra the following expression can be found
Q= QAdB + Qsﬁ +1 deg,go - QAdBySD:| ) (8'5)

where {-} T is the transpose operator, Q4 5.0 1s the covariance matrix between the ampli-
tude (in dB scale) and the phase, while Q4,, and Q. are the auto-covariance matrices
of the amplitude (in dB scale) and the phase, respectively. Obviously, in this case, the
amplitude and the phase are matrices, reshaped as in (82)), equivalently to what has been
done for the matrix.

It can be noted as the real part of Q depends only on the amplitude and phase
auto-covariance matrices, while the imaginary parts is function of the mutual covariance
matrix. Moreover, as previously discussed, the knowledge of the matrix Q, together with
a statistical analysis of the [CER] provide a second order characterization of the channel
for a given scenario in a certain frequency range. Thus, as stated, a typical [PLC] network
can be emulated through a vector of correlated [RVE with a certain covariance matrix and
a given statistics. This represents an extremely synthetic model since only the amplitude
and phase properties need to be known and reproduced, avoiding the characterization of

a large set of parameters in sometimes complex analytic functions.

In the following, the normalized covariance matrix, namely Q, is used in order to
highlight the degree of correlation exhibited by the [RVk corresponding to the channels

at different frequencies and for different transmitting and receiving modes. The matrix
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Q is given by the covariance matrix in (B)) normalized by the product of the standard
deviations of the corresponding variables. In particular, the elements of Q, as an usual
linear correlation coefficient, can range from 0 (no correlation) to 1 (fully correlated). This
helps to identify the high or low correlation regions and to understand how the considered

quantities are correlated.

8.2 Experimental Evidence

In this section, the synthetic channel model described in Section [B1lis applied to a real
[PLC scenario. In particular, the database of [MIMOI in-home experimental channels [7§]
that has been discussed in Chapter [ is considered in the 1.8-100 MHz frequency band.
First, the measurements database is briefly recalled, assessing the main channels proper-
ties and relationships that are required for the generation process. Second, the main issues
concerning the random channel simulation procedure, according to the described model-
ing strategy, are detailed. This analysis highlights other properties that allow a further
simplification of the general model proposed in Section B Finally, these assumptions,
in conjunction with the proposed top-down model, are later validated through numerical

results in Section R.3l

8.2.1 Measurement Campaign

As discussed in Section ELIT] typically, in-home [PLC] networks consist of three different
wires, two for the power supply, namely [Pl and [N, and one for protection in case of an
insulation fault, i.e. the[El At the transmitter side a differential A-style transmission can
be implemented, signaling among pair of wires. Due to the Kirchhoff’s law, only two A-
modes con be used at the same time. At the receiver side, instead, the signal is observed
between the wires and a reference plane in a star-style configuration. Beyond the three
standard star-style receiving modes, an additional mode, named [CM]can be extracted [78].
However, as seen, only three out of the four available star-style reviving modes are linearly
independent, hence, in the following, the 2 x 3 channel is considered.

For the model evaluation, the database of experimental channels that were collected
during a measurement campaign across Europe by the [STEF410 of the [ETSIl is exploited
[78]. The database consists of 353 channel measurements in the frequency domain,
with 1601 samples in the 1.8-100 MHz frequency range. Concerning the noise, the same
colored decreasing profile (along frequency) discussed in [85] is considered. Also the
noise correlation, among the three linearly independent receiving modes, is considered
and simulated as detailed in Section 4.2l These choices allow to obtain fair and actual

results, especially when evaluating the performance in terms of maximum achievable rate.
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Figure 8.1: Measurements amplitude mean (a) and variance (b) parameters of the best
log-normal fit, along frequency, for all the considered transmitter-receiver combinations.

8.2.2 [MIMO| Channel Properties

From the analysis of the measurements in [78], briefly described in Section and
deeply investigated in Chapter @l the following properties have been found. The statistical
distribution of the experimental channels is established first. As expected, the amplitude is
log-normally distributed, as discussed for the channels in Section B2 and in [72].
Hence, the real part of the logarithmic version of the [CFR], which correspond to the
amplitude in dB scale and that is computed as in (81), is normally distributed. In
particular, the mean (u) and the variance (0?) values of the amplitude, for all the
considered transmitter-receiver combinations in the band 1.8-100 MHz, are represented
in Figure BTl

It can be noted as the mean parameter follows approximately the same decreasing pro-
file along frequency, with similar values almost for all the possible transmitting-receiving
mode combinations. Only the p value related to the [PHNIICM] channel amplitude ex-
hibits slightly lower values, especially at lower frequencies. The variance trend, instead,
is more spread among the different mode combinations, exhibiting a slightly increasing
profile. The lowest values are obtained for both the combinations concerning the
configuration at the receiver side.

Also the correlation properties of the considered channel measurements have
been assessed. In particular, the normalized covariance matrix of the reshaped channel

matrix ﬁ, ie. Q, obtained as described in Section RB.1], as well as the normalized covari-
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Figure 8.2: Real part of the normalized covariance matrix of the [MIMOIICERI measure-
ments. All the transmitter-receiver mode combinations are shown.

ance matrix between the amplitude (in dB scale) and the phase of H, namely Q4 .
are considered. The former is approximately a real quantity, having a maximum and
average imaginary value of 0.28 and 0.033, respectively. This observation indicates that
the imaginary part of Q in (B3 is nearly zero. The latter correlation matrix, instead,
has a mean value of 0.046, indicating that the relationship between the amplitude (in dB)
and the phase can be neglected. Therefore, A;p and ¢ can be assumed as uncorrelated.
In order to further simplify the generation process, these two quantities are assumed as
independent. Thus, from the experimental evidence highlighted within this section, the
amplitude (in dB scale) and the phase can be independently generated according to the
corresponding statistical distribution and with the proper degree of correlation, as it will
be clarified in the following section.

As an example, the absolute value of the real part concerning the measurements nor-
malized covariance matrix (Q), is depicted in Figure B2l As stated, this is the only
significant part and depends on both the amplitude and phase auto-covariance matrices,
as reported in (8X). As it can be noted, the matrix exhibits a block diagonal behav-
ior, where each distinct point of a block refers to the correlation coefficient among the
corresponding frequencies of the considered transmitting-receiving mode couple. For ex-
ample, the blocks on the main diagonal refer to the frequency covariance matrix for the
same transmitting-receiving mode pair. Hence, from the bottom-left to the top-right,
the first three blocks correspond to the frequency correlation for the [PHN=P, [PHNI=N]
and [PHNISICM] channels, while the last three blocks refer to the channels with the same
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star-style receiving modes for the other A-style transmitting mode, namely [PHEL Con-
trariwise, the out-of-diagonal blocks concern all the possible modes cross-combinations.
Finally, differently from the imaginary part of Q that, as seen, can be neglected, the real
part depicted in Figure assumes high and significant values almost everywhere.
However, the behavior is influenced not only by the amplitude statistics and
properties, but also by the phase ones, as clearly highlighted by the expression in (8II).
Thus, also the phase statistics has been assessed, observing as it is uniformly distributed
in [—m, ), for all the considered transmitter-receiver links and for any frequency sample.
This is an expected result because, due to the 27 periodicity, the phase can assume any
value for each frequency and regardless of the considered transmitting-receiving mode
pairs. Furthermore, also the phase auto-covariance matrix has to be evaluated since, to-
gether with the amplitude auto-covariance matrix, it provides the real part of the channel
covariance matrix displayed in Figure 8.2 according to the relation in (835]). As happens
for the amplitude part, also the phase matrix, reshaped according to (82]), exhibits a cer-
tain degree of correlation. Indeed, the unwrapped phase of the in-home channels
exhibits a linear decreasing profile along frequency, denoting a certain degree of correla-
tion over frequency. This behavior is similar to that reported in Figure 3.6l obtained for
the in-home channels, as discussed in Section B.2.3l The observed trend is almost
the same for all the considered transmitting-receiving mode pairs that are available in the
context. Obviously, besides the correlation between the frequency samples, there
exists also a certain degree of phase correlation among the several possible transmitting

and receiving mode combinations.

8.3 Synthetic Model Description

In this section, the procedure applied in order to generate a set of simulated channels,
which are statistically equivalent to the actual measurements described in Section B.2.1],
is detailed. This is done in order to propose a practical implementation of the theoretical
model discussed in Section B.1] First of all, the generation of the amplitude part is dis-
cussed. Afterwards, the more complicated phase generation process is discussed. In order
to aid the comprehension, the two generating procedures are separately considered in two
distinct sections. Then, the results are validated assessing the performance distribution,
in terms of maximum achievable rate, as well as computing the main average statistical

metrics, for both simulated and experimental channels.

8.3.1 Amplitude Generation Process

As discussed in Section B.2.2] the amplitude is log-normally distributed, hence, the dB

version has a normal distribution. The generation of a set of correlated normal [RVk
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represents a quite easy process. Indeed, it is sufficient to generate a matrix of normally
distributed [RVk, namely N ~ A(0, 1), of dimensions M x Ny, where M and Ny, are the
number of frequency samples and the number of desired simulated channels, respectively.
Then, the equivalent set of correlated amplitudes, in dB scale, can be computed as

A =0 N+my,,, (8.6)

aB

where {-}!/2 stands for the square root, while my4,, = E[Hyp| identifies the vector of
the mean values corresponding to the experimental measurement amplitudes, at each fre-
quency sample. These values are depicted in Figure BTk for all the possible transmitting-
receiving mode combinations. The mean value must be added since it has been subtracted
in the calculation of the covariance matrix, which is computed as in (84]). In order to limit
the model parameters, a rougher representation of the mean values can be provided, e.g.

approximating the experimental values depicted in Figure BIh through a linear fitting.

8.3.2 Phase Generation Process

The generation of an equivalent set of uniformly distributed RV, with a given target nor-
malized covariance matrix Qw, represents a more challenging problem. Indeed, the same
procedure adopted for the amplitudes generation cannot be followed. This is because, in
practice, the generation process involves the sum of a large number of independent vari-
ables, each one multiplied by the corresponding correlation coefficient. This, as known,
leads to a set of variables that are correlated but, due to the central limit theorem (CLTJ),
they tend to normality. Thus, if the same steps followed for the amplitude generation are
adopted for the phase generation, the obtained result leads to correlated variables with
the imposed correlation that, however, are no longer uniformly distributed. In order to
solve this problem, the properties of a generic distribution function can be exploited as
described in the following.

Given an uniformly distributed RVl u ~ #(0,1) and a distribution function F(-), it
is known as x = F~!(u) is distributed as F(-). This is since any distribution function
express the probability that a given [RV] assume values that are less than, or equal to, a
certain target value. Thus, F'(-) ranges from 0 to 1, which is the co-domain of the function.
Hence, when applying the distribution function F(-) to a variable that has a distribution
F(+), the result is a [RV] uniformly distributed between 0 and 1. This way, if F(-) is the
normal distribution function, a set of uniformly distributed [RVE can be generated starting
from a set of Gaussian distribute that, as seen, are easy to correlate. However, the
well-known Pearson, or linear, correlation is not invariant w.r.t]any transformation, such
as that induced by a given distribution function. Hence, the uniform variables resulting
from the above described generation procedure do not exhibit the same desired degree

of correlation that has been imposed to the Gaussian [RVk. To overcome this issue, the
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relation among the Pearson, or linear, correlation and the Spearman, or rank, correlation
can be exploited as discussed in [160].

Differently from the Pearson correlation, the Spearman correlation is invariant to any
strictly increasing transformation, such as, for example, a distribution function. However,
to follow the above mentioned procedure, a relationship among the Pearson (pp) and the
Spearman (pg) correlation coefficients must be found and exploited. In particular, given
two distributions, F(-) and G(-), and two[RVk x ~ F and y ~ G distributed accordingly,

the Spearman and Pearson correlations are related by the relationship

ps(x,y) = pp (F(x),G(y)) . (8.7)

For the normal distribution this relation is known and is given by [160]

pp = 2sin (gps) (8.8)

In conclusion, a vector of uniformly distributed [RVE (u), with normalized covariance ma-
trix Q,, can be obtained from a vector of normal RV (n) correlated as 7, = 2sin (%Qgp)
via the expression u = F'(n). The correlation matrix imposed to the normally distributed
needs to be modified according to (88) so that, after the transformation via the
normal distribution function, the uniformly distributed [RVk exhibit the desired degree of

correlation, namely Q..

8.3.3 Numerical Results

In order to validate the proposed synthetic channel model as an effective tool, able to
emulate a typical PLC network, the distribution of the achievable performance is assessed.
In Figure B3] the of the capacity, achieved by the 353 measurements and
by an equivalent set of 2000 channel realizations, is depicted. It can be noted as, apart
from some small differences, mainly focused in the middle part, the distribution of the
performance is practically the same for both the experimental and the simulated channels.
Indeed, the maximum discrepancy is in the order of 0.18 Gbps. The differences are mainly
due to some inaccuracies in the generation process, as well as to some approximations,
such as the independence of amplitude and phase.

Furthermore, also the average value of the most commonly used statistical metrics,
namely the[ACGl the and the channel capacity, has been computed for both the
experimental and simulated channel sets. The computed quantities are listed in Table 8.1
It can be noted as similar [ACG] values are obtained and that the difference in terms of
average capacity is approximately the 3 %, hence, a very low value. The only significant
difference is related to the metric. Initially, we speculate that the underlying

reason for such an high average dispersion, exhibited by the simulated channels, lies in the
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Figure 8.3: Capacity IC-CDF| comparison between experimental and simulated channels
in the 1.8-100 MHz frequency band.

Table 8.1: Average value of the main statistical metrics for both the experimental and
the simulated channels.
Band g T, C
(MHz) | (dB) | (us) | (Gbps)
Experimental | 1.8-100 | —42.30 | 0.350 | 1.53
Simulated 1.8-100 | —41.22 | 2.724 | 1.58

Type

simplification introduced and discussed in Section 2.2 where Ay and ¢ are assumed
as independent [RVk. However, performing an in depth analysis of the provided
by the numerical model presented in this section, it has been observed as the phase
of a specific generated realization assumes approximately random values regardless the
considered frequency. Hence, since the phase jumps from one frequency to another are
roughly random, this translates into a very steep unwrapped phase trend along frequency.
This behavior completely differs from the smooth profile observed for the channel
measurements, which, as stated in Section B.2.2] is similar to that depicted in Figure
for the[SISOlcase. It must be noted that, as discussed in Section 3.2.3] for the in-home SISOl
channels, the unwrapped phase slope affects the of the channel. In particular,
referring to Figure B.7h, it can be noted as the greater the phase slope the higher the
value.

As highlighted by the great average value reported in Table Bl and by the

aforementioned discussions, the proposed model, as it is, is unable to capture the corre-
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lation of the phase along frequency. This happens because, through the phase generation
process discussed in Section B.3.2] an average degree of correlation is imposed. Hence,
the adopted emulation strategy implies that the entire set of simulated channels exhibits
a certain covariance matrix, which is equivalent to the measured one. However, when
considering an individual channel realization, the linear relationship exhibited by the un-
wrapped phase along frequency, encountered in the channel measurements, may be lost
due to the randomness of the generation process. In order to overcome this problem, a

simple and effective solution, described in the following section, has been implemented.

8.4 Improved Model Version

As briefly recalled in Section and thoroughly discussed in Section B.2.3 for the
in-home case, the unwrapped phase exhibits a frequency dependent behavior. In
particular, the unwrapped phase profile encountered within the scenario, for each
one of the transmitting-receiving mode pairs, is very close to that reported in Figure
for the channels. Hence, as it can be noted, the trend can be faithfully approximated
through a linear fit. Thus, the unwrapped phase of each measurement is characterized
by a specific slope and an y-intercept. As suggested by the experimental results assessed
in Section 3.2.3] the depends on the unwrapped phase slope, as clearly depicted
in Figure B.7h. It is easy to understand that, in order to develop a fair model, able to
provide not only a faithful capacity distribution and a good average [ACG] value, but that
is also capable of emulate a proper level of channel energy dispersion, this dependence
must be taken into account. This has been done according to the procedure described in

the following.

8.4.1 Simplified Phase Generation Process

As previously mentioned, the basic idea to improve the synthetic channel model strategy
proposed in Section[8.3]is to implement the unwrapped phase dependency along frequency.
In order to meet this goal, the phase samples cannot be randomly and independently gen-
erated according to a uniform distribution and then correlated, as it has been described in
Section [B.3.2l To keep the same frequency decreasing profile exhibited by the unwrapped
phase of the channel measurements, the simulated phase samples are obtained from a
linearly decreasing function that approximates the experimental unwrapped phase be-
havior. In practice, since all the measured profiles are roughly monotonically decreasing,
with a starting value that by definition falls within the range [—m,7), the y-intercept
assumes small and similar values among the different measurements. Hence, it can be
neglected and the only parameter considered for the phase generation is the slope of the

experimental unwrapped phase.
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The generation process works as follows. First, the robust regression fit for the un-
wrapped phase of all the available channels, considering each distinct transmitting-
receiving mode, is evaluated. Afterwards, the distribution of the slope parameter is as-
sessed exploiting the likelihood function discussed in Section 2.3.1l The distribution with
the highest score is the one that is chosen for the generation process, since it represents
the best fit for the slope statistics. For the in-home measurements presented in
Section B.2. 1] and discussed in Chapter [4 the unwrapped phase slope exhibits a Nakagami-
m distribution with shape parameter m ~ 1.39 and a spread parameter 2 ~ 2.32 - 1072,
Then, a desired number of approximated unwrapped phase profiles, characterized by a
simple linear slope along frequency, are generated so that the slope coefficients exhibit
a distribution statistically equivalent to the experimental one, which is Nakagami-m in
the considered case. From these simulated trends, the conventional phase in [—m,7) is
obtained by removing the corrections introduced in order to obtain the unwrapped phase.
Thus, the simulated unwrapped phase values are limited in the range [—m, 7) by exploiting
the phase periodicity. This confinement renders the phase uniform for each realization,
hence, when all the corresponding frequency samples are considered together. Moreover,
since the slope varies for each numerically generated realization, the phase extracted from
the unwrapped phase profiles is uniformly distributed in [—, ) even for each frequency
sample. This has also been validated through numerical results.

Obviously, the above detailed procedure provides a rougher approximation of the over-
all phase correlation Ww.r.fl]the generation process described in Section 832l However, as
it will be discussed in Section 842} this translates into great benefits in terms of RMS-DS],

while maintaining unchanged the other statistical metrics.

8.4.2 Final Results

As it has been done for the first model implementation discussed in Section B3] the novel
emulation strategy adopted for the phase generation described in SectionR.4.1] needs to be
assessed. Similarly to the analysis carried out in Section [8.3.3] also in this case the model
validity is assessed in terms of capacity distribution and through the average statistical
metrics. In particular, when assessing the capacity obtained with the improved
modeling strategy detailed in Section 8.4], approximately the same results reported in
Figure[R3lare obtained. Thus, since the new phase generation approach does not influence
the capacity distribution, the model is still suitable for the performance simulation of an
experimental channel.

The only downside encountered with the generation procedure originally adopted in
Section B3] is the great channel dispersion, i.e. the high average value reported
in Table Bl Hence, it is of primary interest to compute the statistical metrics, namely
[ACC] [RMS-DS], and [CB], also for the new approach presented in Section 84l The results

for the average metrics, averaged over 2000 realizations, are summarized in Table B2l It
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Table 8.2: Average value of the main statistical metrics for both the experimental and

the simulated channels, generated according to the simplified model version.

Band g o, E(CD ) C

(MHz) | (dB) | (us) | (kHz) | (Gbps)
Experimental | 1.8-100 | —42.30 | 0.350 | 293.22 | 1.53
Simulated 1.8-100 | —40.46 | 0.353 | 214.50 | 1.64

Type

can be noted as, in this case, there is an almost perfect match among the metrics computed
relying on the measurements and those calculated basing on the simulated channels, for
all the considered quantities, including the [RMS-DSl This results suggests as the phase
properties greatly influence the channel dispersion. In particular, it is more convenient to
take into account a punctual, i.e. realization by realization, phase dependency along fre-
quency, as done with the simple procedure discussed in Section B.4.1] rather than impose
a faithful overall spatial and frequency correlation for all the ensemble of realizations,
as done in Section R.3.21 Furthermore, although the difference among the experimental
and the simulated [ACGl and capacity average values for the novel model implementation,
listed in Table[8.2] is slightly higher compared to that of the previous strategy reported in
Table Rl they are still very close. Moreover, the set of computed capacity values exhibits
a standard deviation that is equal to 0.74 and 0.73 Gbps for the experimental and the
simulated channels, respectively, hence very similar.

It can be concluded that, the strength points of the simplified phase generation pro-
cedure detailed in Section 4] are the extreme simplicity and the ability to capture the
frequency dependence of the unwrapped phase for each realization. A good emulation
of this behavior is of primary importance since, as seen in Section [3.2.3], the unwrapped
phase slope directly influences the RMS-DSl Indeed, this allows to simulate channels with
a proper dispersion, as confirmed by the results in Table 82l Contrariwise, the proce-
dure discussed in Section better represents the overall phase correlation, especially
among the different transmitting-receiving modes, but it is unable to obtain the correct
frequency correlation for a single realization. This is proven by the high average
value corresponding to the simulated channels obtained through the first implemented
phase generation process that is listed in Table 8.1l

As a further model validation, the frequency behavior of the amplitude and the phase,
exhibited by a typical experimental and simulated IMIMOI channels, are visually compared
in Figure 4] and Figure B3] respectively. In particular, each figure reports the measure-
ments profile (on top) and the simulated trend (on bottom) for all the three considered
linearly independent star-style receiving modes, namely [P [N and [E] related to the A,
transmitting mode [PINl A similar behavior has been noticed for the channels referred to
the other A-style transmitting mode, i.e. [PHEl Concerning the comparison in terms of [PT]

profile, in dB scale, along frequency, depicted in Figure 4] the following can be noted.
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Figure 8.4: [PLlbehavior exhibited by a typical experimental (a) and simulated (b) [MIMO
channel, along frequency.

First, both experimental and simulated channels show approximately the same decreas-
ing trend, being characterized by a similar frequency selective behavior. Second, the [PTJ
assumes values that range within the same interval. The only marginal difference is the
slightly noisier trend exhibited by the simulated channels. This is mainly related to the
amplitude generation process, discussed in Section 831l In addition, also the unwrapped
phase behavior along frequency is displayed in Figure 85 Even in this case there is a
good match among experimental and simulated channels. In particular, the typical lin-
early decreasing profile exhibited by the channel measurements reported in Figure 8.5k, is
faithfully reproduced by the simulated channels shown in Figure B0b, despite the rough
linear approximation detailed in Section 4.7l

From the overall discussion carried out within this section, it has been proven as the
proposed model is able to capture the global channel structure, the dependencies and the
behavior of a real [MIMOIPLC scenario, representing a valuable solution for the channel
emulation. Hence, it can be adopted as a simple development tool in order to numerically
evaluate the effectiveness and the improvement given by the exploitation of new standards

or devices.
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Figure 8.5: Unwrapped phase behavior exhibited by a typical experimental (a) and sim-
ulated (b) [MIMOI channel, along frequency.

8.5 Main Findings

Modeling has become a key issue, especially in recent times, since it allows to emulate
a real application scenario, enabling costs and time saving. Thus, it is fundamental to
provide updated and effective models that enable a simple and quick channel simulation.
In this respect, a quick overview concerning the main modeling strategies and approaches
has been given, highlighting the main findings reported in the literature. However, the
focus of the scientific community is mainly on the [SISOl scheme, although IMIMOI| com-

munication has already been standardized and deployed.

This chapter proposes to provide an extremely synthetic top-down channel model for
the [MIMOI[PLC channel. The basic model idea and its theoretical basis have been dis-
cussed first. Then, the modeling procedure has been applied and tested on a specific
in-home [MIMOIPLC scenario relying on experimental channels. By exploiting the intrin-
sic peculiarities exhibited by these measurements, some further simplifications have been
introduced and exploited during the generation process. The proposed model has been
evaluated comparing the main average statistical metrics and the performance, assessed
in terms of capacity distribution. Since not all the simulated results fit the experimental
metrics, the adopted generation procedure has been changed. In particular, taking ad-
vantage of the knowledge gained across the channel characterization, it has been possible

to identify the relationships and the connections that cause the issues in the model im-
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plementation and to find the correct strategy that must be adopted in order to overcome
them. The final release of the proposed synthetic channel model, which is even more
simple than the first one, has been validated via numerical results. Moreover, it has been
shown as it achieves better results, despite the further simplifications.

The strengths of the proposed model are the simplicity, relying only on the amplitude
and phase properties, the flexibility, being suitable for different application contexts,
and the statistical representativeness, as the results show. An interesting further model
development can be identified in the analysis of other communication scenarios. For
example, one environment where the extension to the transmission scheme can
be tested, while taking into account the spatial correlation, is represented by the in-ship
[PLC channels discussed in Chapter 5l This is of crucial importance in order to provide
an overall and comprehensive [PLC| channel emulator, able to simulate several application

contexts under different conditions.



Beyond Capacity: Security

In recent years, we have witnessed a fast and worldwide increase of data connectivity
demand. This is due to the widespread use of social communication media and to the
huge amount of exchanged multimedia contents. In order to satisfy this continuously
growing amount of data transfer need, new wireless and wireline technologies, as well as
improved standards, have been developed. Among the no-new-wires technologies, [PLC|
has gained momentum and popularity due to its ability to offer high data rates exploiting
the existing power delivery infrastructure. This leads to a considerable saving in costs

and time for the infrastructure creation.

As it has been discussed, the [PLC| technology can be adopted for many application
contexts, with devices that can be grouped into two categories, depending on the frequency
spectrum they operate, i.e. and Typically, NB-PLC devices are conceived for
reliable low data rate applications, such as among sensors in a grid. Conversely, BB-PL.C|
devices adopt multicarrier modulation in the form of at the PHYl These latter
devices have been developed with the aim of offering multimedia services to domestic or
small office environments. Thus, they can provide high data rates. A relevant example
of commercial devices are those that comply with the [HPAVR specifications [39]. This
standard exploits an scheme, together with transmission over multiple
wires, and an extended band of 2-86 MHz, enabling data rates up to 2 Gbps via proper

transmission techniques.

Similarly to the wireless communication scenario, the [PLC| networks are intrinsically
broadcast, namely the channels are shared between the users who access it, so that a
transmitted signal can reach each node belonging to the network. Therefore, especially
in a [MUl network context, where confidential communications and private transactions
are exchanged, data security is of crucial importance, aside from the maximum data rate
that can be offered. Towards this end, security can be provided in two main ways, i.e.
at high or low levels of the Open Systems Interconnection stack model, which
was issued by the International Organization for Standardization ([SQl). The methods
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that are implemented at high levels concern a cryptographic approach based on
algorithms, such as the Data Encryption Standard (DES) or the Rivest-Shamir-Adleman
(RSA) cryptosystem. Instead, the second technique exploits the lowest level,
that considers the PHYL In particular, the physical medium, its time/frequency diversity
and the differences between the users links can be exploited in order to provide security.
This concept is known as [161]. Although cryptographic mechanisms are generally
used, the can complement, extend and enhance the concept of security, implemented

and provided by other layers.

9.1 Basic [PLS| Concepts and Purposes

There are essentially two schools of thought underlying the secrecy in a communication
system, namely the complexity-based security and the information-theoretic security. The

main differences are detailed below.

Complexity-based is the most common and deployed approach. It includes all the
methods and the cryptographic techniques, such as the or the [RSAL This
cryptographic approach assumes the adversary to have limitations on the computa-
tional power and /or available resources. Thus, the computational resources required
to extract and decrypt the original message (the plain-text) from the encrypted one
(the cipher-text) render it practically unfeasible for the adversary, in a reasonable
time. The difficulty to decipher the encrypted message determines the quality of a

given security protocol.

Information-theoretic approach was first formulated by Shannon in 1949 [162], where
the adversary is assumed to have unlimited computational resources and the objec-
tive is to ensure that absolutely no information is released to the adversary. This
principle is widely accepted as the strictest notion of security and underlies the for-
mulation of the [PLSl In particular, the exploits the physical medium time,
frequency and spatial diversity in order to complement and enhance the security
provided by other layers. Moreover, the optimal power allocation problem with
secrecy constraints, from an information-theoretic viewpoint, resembles the general

resource allocation problem in multicarrier systems [163].

Although has been deeply investigated and analyzed for the wireless scenario,
little effort has been spent for the[PLC case. For example, the maximum achievable secrecy
rate, i.e. the secrecy capacity, over a quasi-static Rayleigh fading channel (wireless case),
is analyzed in [164] and in [165] in terms of outage probability. While, the secrecy capacity
and the optimal power allocation, when transmission occurs over M orthogonal [AWGN]
sub-channels or over a discrete-time memoryless fading channel, are derived in [166].

Furthermore, [I67] provides an analytic formulation of the secrecy rate and derives the
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Figure 9.1: Generic scheme of a typical [PLC network topology.

optimal power allocation for multicarrier, multi-antenna and scenarios. However,
these studies focus on the wireless scenario, where the channel statistics is not the same
as in [PLC] networks and the negative effects of spectral/spatial correlation, due to the
network configuration, are less noticeable. The achievable rate in [PLC networks, without
secrecy constraints and for both experimental and statistical data, is investigated in [117]
and [118]. Only in recent times more effort has been spent in the analysis of in [PLC
networks. One of the most recent and comprehensive studies is addressed in [168], which
discusses the over MIMOIPLC] channels, in the 2-28 MHz frequency range and under
AWGN

As it will be clarified in the following description, the [PLC| environment significantly
differs from the wireless scenario. Thus, in order to perform a thorough and fair analysis
of in [PLC it is important to first understand the properties of the [PLC network and

the channel characteristics, as done in the previous part of this thesis.

9.1.1 Wireless versus [PLC

Even though wireless and [PLC| communication scenarios show some similarities, such
as the broadcast nature, they significantly differ in channel statistics and properties,
background noise and achievable performance. For example, the highly uncorrelated
channel assumption, which usually holds in rich scattering wireless environments, is no
longer valid for [PLC networks. This is, since, wireless networks are essentially based on
a star-style structure, while [PLC ones deploy a tree topology, with multiple branches
departing from the same node, as shown in Figure 0.1l In this configuration, the links to
the end nodes share part of the wires up to a same node s, named pinhole or keyhole, where
branches depart. This network topology leads to what is known as keyhole effect [T69-171],
which typically affects [PLC scenarios. For example, the keyhole effect in cooperative
multi-hop [PLC networks has been studied in [172].
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Another prominent [PLC channel characteristic is the frequency correlation between
the sub-channels of a multicarrier transmission scheme, mainly due to cross-talks and
coupling effects phenomena, as it has been discussed in Section B.2.4l Furthermore, the
[PLC channels are also affected by fading, which exhibits different statistics from the
wireless channels. Indeed, while wireless fading has a well-known Rayleigh amplitude
distribution [I42], the [PLO scenario exhibits a log-normal fading statistics [73], as also
demonstrated in Section [3.2.Il All these phenomena, together with the underlying [PLCl
network topology, introduce high frequency and/or spatial correlation among the channel
responses, as well as among the different users.

A final key feature that should be taken into account is the type of background noise.
Unlike the wireless case, where is assumed, the [PLC] scenario is subject to col-
ored Gaussian noise with an exponential decreasing profile, as discussed in Section [T.3
Consequently, all these channel and noise properties affect the performance achievable on
[PLC networks w.r.T] the wireless case, typically affected by uncorrelated Rayleigh fading
under

9.1.2 Main Contributions

The purpose of this chapter is to start with the investigation of the achievable secrecy
rate in typical [PLC| channels and to highlight the differences with respect to the wireless
communication case. In order to perform a statistical comparison among wireless and
[PLC networks, the well-known wireless theoretical results, concerning the [PLS], have
been exploited and applied to the [PLCl context. For simplicity a single carrier case is
considered first. Although the achievable rate has been studied in [PLC channels, both
with experimental data and with the use of statistical simulators, e.g. in [117], [118], the
and the secrecy rate concepts are still poorly investigated within the[PLCl context. We
show that is possible in[PLCl However, it will be shown that, since PLC| channels are
not characterized by Rayleigh fading, which is typical of wireless channels, lower secrecy
rates can be achieved, compared to the wireless context. Furthermore, channel correlation,
introduced by signals propagating in a shared tree structure network, can reduce further
the secrecy rate.

Then, the study is extended considering a multicarrier modulation, as well as
a broadcast system. The effect of the channel statistics on the achievable secrecy
rate is analyzed, highlighting fundamental and practically relevant questions related to
many challenges arising from the secure physical layer communication in [PL{ scenarios.
A comparison with the wireless scenario, in terms of secrecy capacity distribution, is
also made. The results are computed using a statistical [PLC] channel model as a tool to
infer the effect of certain phenomena, as the users/frequency correlation and the keyhole
structure, and to explain the performance degradation obtained when considering a set

of measured channels.
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Finally, the transmission scenario in the extended frequency band 1.8-86 MHz
is faced. The power allocation problem is assessed and solved by applying an algo-
rithm. The considered IMIMOI transmission exploits not only the two differential trans-
mitting modes over the three wires, but also the three star-style receiving modes, with
the additional use of the [CMl The reader is referred to Section 1.1l for details. The
analysis relies on real channel and noise measurements and fulfills the [HPAVR standard
specifications [39]. These assumptions allow to provide results of practical relevance.

The rest of the chapter is organized as follows. First, Section offers an overview
about the different channel configurations that have been considered in the study
framework. Then, Section provides an information-theoretic formulation of the prob-
lem of secure communication over fading channels. Herein, the secrecy capacity is defined
and the secrecy rate maximization problem is solved deriving the optimal power allocation
for a[NBlchannel. The differences between the wireless and the [PL( scenarios, comparing
the secrecy rate of a Rayleigh fading channel (wireless case) with that of a log-normal
fading channel (typically exhibited by [PLC| networks), are also assessed.

Then, in Section and Section [@.7], the secrecy rate optimization problem is dis-
cussed and solved, deriving the optimal power allocation for both multicarrier and [MU]
scenarios, respectively. For both these cases, the transmission scheme, in the 2-28
MHz frequency range and under [AWGN] is considered, being compliant with the [HPAV]
standard [29]. In particular, Section assesses the influence of [PLC| channel statistics,
frequency and [MU] correlation phenomena, as well as the keyhole effect, on the achievable
secrecy rate via a numerical model. The simulated results are validated and compared to
the performance achieved by [PLC| channel measurements, as well as to the secrecy rate
obtained by typical wireless channels. Moreover, both the optimal and the uniform power
allocation strategies are considered. Instead, Section discusses the secrecy region for
the broadcast system, obtained with an exhaustive search, and the average secrecy
rate under a constraint.

Finally, the 2 x 4 transmission scheme, in the extended band 1.8-86 MHz, is
considered in Section [@.6fulfilling the HPAVR specifications. The non-convex optimization
problem is solved via an algorithm and the results, in terms of achievable secrecy rate,
are provided comparing a real colored and correlated background noise with an equivalent
profile. A comparison with the channel capacity, without secrecy constraints, is
also performed. A final overall comparison among the main provided results is summarized
in Section 0.7,

9.2 The Wiretap Channel

The generic communication channel configuration depicted in Figure [0.2] where a trans-

mitter Alice wishes to send a secret, or confidential message, to an intended, or legitimate,
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Figure 9.3: Different wiretap channel models.

receiver Bob, so that absolutely no information can be inferred by an eavesdropper Eve, is
known as wiretap channel. Eve represents the adversary, which tries to detect and disclose
the message having an arbitrarily high amount of available computational resources, as

the information-theoretic secrecy foresees.

There exist essentially three main types of channel configurations, modeling different
possible communication scenario. Each configuration can be incorporated in a general
representing scheme, as depicted in Figure The three models and their features are
listed below. The quantity h4 corresponds to the amplitude of the channel departing from
the transmitter Alice, while hg and hg refer to the amplitudes of the channels connecting
the receivers Bob and Eve, respectively. The knowledge of the quantities h4, hg or hg

means to have the of the corresponding channel.
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Wyner

The information-theoretic approach, which builds on Shannon’s notion of perfect se-
crecy [162], was first studied by Wyner in [I73]. In the classical wiretap channel pro-
posed by Wyner [173], also referred to degraded wiretap channel, the two legitimate users
communicate over a main channel (h4) and an eavesdropper has access to a degraded
versions of the channel outputs through the wiretapper channel (hg), as depicted in Fig-
ure [@.3h. This is the simplest model since the channel to Bob is assumed ideal. This fact
simplifies the analysis and the derivation of secrecy limits [I74] because it assumes that
Eve’s received signal is always a degraded, or noisier, version of Bob’s received signal.
Furthermore, Wyner found that there is a trade-off between the transmission rate of the

main user and the equivocation at the wiretapper.

Csiszar and Korner

Later, Csiszar and Korner [I75] extended the Wyner’s work to the general broadcast
scenario, assuming the main and the eavesdropper channels as independent from each
other, as depicted in Figure[@.3b. In this case, the transmitter channel, i.e. h 4, is assumed
as ideal, whereas Bob’s (hp) and Eve’s (hg) channels are considered as independent from
each other. This model, for example, is suitable for the representation of a star-style
structure [PLC] topology, as well as of a typical wireless communication networks, where
the rich scattering is such that the two channels, hg and hg, are affected by statistically

independent fading.

Keyhole channel

The model depicted in Figure @3k is the most general one since it includes both the
others by assuming hg or hs as ideal, as previously discussed. It can represent a tree
or bus network configuration structure, which is very common in [PLC networks. It is
referred to as keyhole channel since the branch point x is the keyhole, or pinhole, through
which the signals to Bob and Eve need to pass through. Thus, the transmitted signal
needs to cross the keyhole and travel an identical section, represented by h,, before
reaching the intended receiver or the eavesdropper through the corresponding channel.
This propagation phenomenon introduces what has been defined as correlation in
Section 215 as well as a rank-deficiency of the communication channel, limiting
the achievable secrecy rate performance [169,170,172,/176]. An example where the keyhole
channel effect is deeply investigated over a transmission scheme was reported

in [I71], which, however, considers the wireless context.
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9.2.1 Preliminaries

From an information-theoretic viewpoint, Alice’s transmitted signal z and Bob’s and
Eve’s received signals y and z, respectively, can be modeled as random variables (see
Figure @3k). The corresponding channel input or output alphabets are written as X, )
and Z. In this communication system, Alice sends a secret message S to Bob, randomly
chosen from the message set S = {1,..., M}, with M = 2" that is transmitted in
n channel uses. In this case, the secret has entropy H(S) = nRg bits and the secrecy
communication rate is Rg = H(S)/n bits per channel use. In this system, an (M, n)-code
consists of an encoder at the transmitter, which maps the secret message S into a codeword
X = [x1,...,%;...,%,], and a decoding function at the legitimate receiver, which converts
the received codeword y = [y1,...,%i ..., yn] into the message S, with error probability
P, = Pr[§ # 3] Afterwards, Eve overhears the output z = [z1,...,2;,...,2,]. Her
residual uncertainty regarding S is given by the conditional entropy H(S|z), which is
generally expressed by the equivocation rate R, = H(S|z)/n.

From the perspective of confidential and reliable communication, the system perfor-
mance depends on both the communication rate Rg, between Alice and Bob, and the
equivocation rate R, between Alice and Eve. The problem turns out to be an opti-
mization problem that aims to maximize the performance between the legitimate users,
under a constraint of the maximum information obtainable from the unauthorized user.
In particular, the secrecy rate Rg is said to be achievable, over the wiretap channel,
if for any € > 0, there exists an integer n(e) and a sequence of (M,n)-codes of rate
Rs = %logg M, such that, for all n > n(e), the average decoding error probability be-
comes arbitrarily small, i.e. P, < e and the security constraint R, = H(S|z)/n > Rg — ¢
is fulfilled [166,167].

9.2.2 Secrecy Capacity

Perfect secrecy requires R, = Rg, hence ¢ = 0. Thus, the secrecy capacity Cg is the
maximum achievable secrecy rate Rg that guarantees the secrecy of the transmitted data,
namely Cs = maxp,<. Rg, and such that the rate-equivocation pair (Rg, R = Rg) is
achievable. In practice, the secrecy capacity of a system represents the amount of in-
formation (e.g. bps) that can be reliably transmitted to the receiver. This means that
the average decoding error probability approaches zero at the intended receiver, while
the uncertainty at the eavesdropper, usually expressed by the equivocation rate, equals
the secrecy rate. This way, no information is released to the eavesdropper, which cannot
decode the messages from Alice at any positive rate, lower than the secrecy capacity [167].

For the degraded Gaussian wiretap channel in Figure 0.3k, which was introduced
in [I74], where the main channel has an higher information rate than the eavesdropper

channel, the secrecy capacity is given by the maximum difference between two channel
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mutual information, as

Cs = max|I(z;y) — I(z;2)], (9.1)

fo€F
where f, is the [pdf] of the channel input z, whereas F is the set of all pdfs at the
channel input, under a power constraint. While, I(x;y) and I(z; z) represent the mutual
information terms among the signals x and y, and x and z, respectively. Instead, for the
general Gaussian wiretap channel, as well as for the keyhole channel in Figure @3k, the
secrecy capacity Cs has the same expression as in (@), but it is set to zero if Eve has a
better channel realization than Bob. Thus, it is defined as [166]

Cs = max[l(w;y) — I(w;2)]", (9:2)

where [¢]" = max(q,0). The mutual information terms I(x;y) and I(x; z) are convex in
fz so that a lower bound Rg, for the secrecy capacity in (@.2), can be formulated as [167]

Cs > |max[I(x;y)] — max[I(z;2)] T Rs. (9.3)

f2€F fo€F
This lower bound Rg is often used for a simplified calculation of the achievable secrecy

rate since it is known how to maximize the mutual information terms.

In the first part of this chapter, the scheme is considered, but all the results
can be extended to the communication scenario. In particular, the channel
coefficients hy, hg and hg are described by matrices, while the signals x, y and z become
vectors, in the [IMIMO case.

9.3 [PLS on Narrowband Channels

A preliminary analysis of the over [PLC] networks is addressed in this section start-
ing with a simple and single carrier wiretap channel. The secrecy rate maximiza-
tion problem is solved, deriving the optimal power allocation strategy. Then, the main
differences between the secrecy capacity and the well-known capacity, without secrecy

constraints, as well as between wireless and [PLC| scenarios, are discussed.

9.3.1 Problem Formulation

Assuming the presence of additive noise and transmission, the model in Figure @.3c

can be mathematically written as

=hy -+ ny,
Y M M (9.4)
Z:hw'l’—i‘nw,
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where x is the channel input signal, while y and z are the channel outputs at the legitimate
and the eavesdropper receiver, respectively. Furthermore, ny; and ny, represent the noise
terms, assumed to be independent and identically distributed (Lidl) zero mean complex
Gaussian in the following. Whereas, hy; and hy are the channel gain coefficients, or
amplitudes, for the main and the eavesdropper channels, respectively. This model is
independently used n times to transmit the codeword x = [z1,...,;,...,x,], of length
n, that is chosen for the message S.

With reference to Figure @3k, hy, can be viewed as the product of the gains hs and
hp. Similarly, Ay is obtained by the product of the gains h4 and hg. Thus, the model in
(@4)) can describe each one of the three different configurations represented in Figure 0.3

9.3.2 Secrecy Capacity in Fading Channels

In order to model the effect of a fading channel, the gain coefficients hy; and hy in (O.4)
are assumed to be zero-mean proper complex random variables. The noise variables n
and ny are assumed zero-mean LLd] complex Gaussian, having variances 0%, and o3,
respectively. The input sequence x is subject to the average power constraint according to
% " | E[z?] < Pr. Furthermore, the transmitter is assumed to have a perfect knowledge
of the for both the intended (Bob) and the eavesdropper (Eve) links. This resembles
the situation when Eve is not an hostile node, but simply another user of the network,
which is not the intended user.

According to the above mentioned system assumptions, it has been shown in [164]

that the average secrecy capacity can be obtained from (@02 as

Py(h)|hy? Py(h)|hyw|?
Cs= max FEy [log2 (1 + W) — log, (1 + W)} : (9.5)
P st. Pi<Pr Op Ow

where U = {h : % > }:%2}, while h = (hps, hw) is a random vector having the same
distribution as the marginal distribution of the process h = (hy, hy) at one time instant.
Furthermore, P;(h) denotes the power allocation for a given realization of one channel
pair h, whereas P = {P;(h) : h € U} and P, indicates the average power allocated for
the set of realizations h € U. This formulation provides a solution in terms of average
performance, thus, from a statistical viewpoint. It should be noted that, for arbitrarily

large power P;(h), the capacity is upper bounded by

. [Pl oty
lim Cs=Ey|log, | ———5 ||, (9.6)

P;(h)—o0 0-]2\/[|hW|2

which may assume small values. In the following it will be showed that higher secrecy rates
are achievable by exploiting the additional degrees of freedom in a wideband multicarrier

system or through the use of [MIMO) transmission techniques.
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In order to find the optimal power allocation that maximizes (0.5 under a power
constraint, we can exploit the fact that the argument in (9.3 is a concave function of P.
Therefore, the optimal power allocation ]St(h) that provides the secrecy capacity in (0.0,
for a given channel realization pair (hys, hy ), can be obtained via the Karush—Kuhn—
Tucker (KKTI) conditions as follows

2 2
1 9v ; 2 _ 1 |hu]
Aln?2 VUM'Q’ lf |hW| — 07 )\ < n2 O_JQW 5
2 2 2 2
1 W %M 4 4 W M +
2\/(|hW|2 |hAl2) (Mn? lhw!®  hal?
B(h)y =< _1( ok o : 2 har2 o o[ (9.7)
—= if |h >0 > :
2\ |pwl* " bl ) [ | Tooy oy
1 (el lhwl?
A< In2 ( 0'12\4 O“Z/V )
0, otherwise,

where \ is chosen to satisfy the power constraint P,(h) = Pr. It can be seen from (0.7)
that the optimal power allocation is not the water filling solution. This is in contrast
to what it is found for the capacity without the secrecy constraint. Furthermore, the
solution in (@.7) will depend on the specific fading channel statistics exhibited by hj; and
hw, where stationary and ergodic conditions are assumed. The results in (0.0]) and (@)
are also derived in [164].

Considering the [PLC] context, the above detailed formulation, for the computation of
the average secrecy rate, applies to three possible scenarios: (i) a scenario where a given
triplet of nodes X (Alice), Y (Bob) and Z (Eve) is considered and the channels hj; and
hw are [NB| time variant, for instance because of a change in the loads; (ii) a scenario
where a given intended transmission link is considered , i.e. a given pair (X, Y'), and the
eavesdropper Z changes with time; (iii) a scenario where we want to compute the average
secrecy rate, under an average power constraint, over the ensemble of possible triplets (X,

Y, Z) in a certain network.

9.3.3 Channel Statistics Effect on the [PLSI

As stated in Section [0.32] the solution in (@.7) applies to a general fading channel. Thus,
in this section, two different types of wiretap channel are simulated, namely wireless and
[PLCL For the wireless case, a Rayleigh fading wiretap channel is considered, where hj;
and hy, are zero mean proper complex Gaussian random variables with unit variances.
Hence, |hy|* and |hy|* are exponentially distributed with parameter 1. Then, a log-
normal fading is assumed for the [PLC] wiretap channel, where |hy|*> and |hy|* have

a log-normal distribution with parameters p and o2, namely hys, hyy € Log-N(u,0?).
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Figure 9.4: Comparison between the average channel capacity, without secrecy con-
straints, and the average achievable secrecy capacity, for transmission from Alice to Bob
in a log-normal fading wiretap channel.

Indeed, it has been shown in [II8] and in Section B21] that the log-normal distribution
well fits the statistics of the channel gain, or amplitude, in the [PLCl scenario.

In order to perform a comparison between these two types of fading channels, i.e.
Rayleigh and log-normal, we choose i and o so that the log-normal fading shows the same
mean and variance of the Rayleigh fading channel. Thus, knowing that the exponential
distribution has mean A\~! and variance A2, and that the log-normal distribution has
mean e+°°/2 and variance (e”" — 1)e2t7”, we obtain = —In(Av2) and o2 = In(2).
These equalities link and constrain the parameters in order to obtain the same statistical
distribution for both the fading types. The [AWGN]is assumed to have unit variance.

Figure shows the comparison between the average channel capacity, achieved with-
out the secrecy constraints, and the average secrecy capacity, both in bps/Hz, lWw.rtl the
total power constraint Pr in dB and assuming log-normal fading. The average channel
capacity exponentially increases with the increase of the total available power Pr, and
thus, with the increase of the Conversely, the secrecy capacity is upper bounded by
the constant value in (9.6)), as pointed out in Section .32 Thus, the gap among these
two quantities goes to infinity as the [SNRI increases.

A performance comparison, between the two types of aforementioned fading channels,
and thus among the wireless and [PLC environments, is depicted in Figure[@.5l The secrecy
rate achieved by the optimal and uniform, i.e. allocating the same power for all channel

states h € U, power allocation strategies, for both the Rayleigh and the log-normal
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Figure 9.5: Comparison between the achievable secrecy rate for both optimal and uniform
power allocation and for the two different types of analyzed fading channel statistics, i.e.
Rayleigh and log-normal.

wiretap channels, is analyzed. It can be seen that the uniform power allocation provides
worse performance than the optimal power allocation, for both fading statistics. However,
for the region of interest, the gap between these two power allocation strategies
remains almost constant for the Rayleigh fading case. While, for the log-normal case, the
gap decreases. Contrariwise to what depicted in Figure [@.5] the uniform power allocation
can be close to optimum, even for moderate levels, when the Rayleigh fading channel
without the secrecy constraints is considered. Furthermore, the secrecy rate goes to zero
as the available power decreases. Instead, for high power constraints, the secrecy rate
is upper bounded by the value in (@.6]) for both power allocations, i.e., optimal and
uniform, as depicted in Figure @4l Finally and importantly, it should be noted that the
secrecy rate for the log-normal fading channel is always lower than the secrecy rate for the
Rayleigh fading channel. This behavior also applies to the secrecy rate bound, achieved
for an high SNRl Therefore, this first result shows that the secrecy rate achievable on a
typical PLCl channel, characterized by a log-normal fading statistics, is lower than the one
achievable on wireless channel, Rayleigh distributed. To validate this theoretical result
and the proposed channel modeling strategy, the data acquired during an experimental
channel measurement campaign are considered in the next section, comparing simulated

and experimental results.
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9.3.4 Model Validation

In order to validate the modeling strategy adopted in Section @0.3.3] used to compare
wireless and [PLC| scenarios, the experimental measurements carried out on the cruse
ship presented in [54] and discussed in Section are herein considered. The aim is to
compare the performance of the experimental channels to those of the simulated channels,
generated so that they show the same statistical distribution, as previously done. Among
all the possible databases, we chose the in-ship measurements since these channels are
less affected by the typical [PLC| channel phenomena, such as attenuation and correlation,
contrariwise, for example, to the in-home case. This is done in order to limit the secondary
effects, which will be discussed in the following, focusing only on the channel statistical
behavior and not on the relationships it exhibits.

As it has been discussed in Section [5.3], the in-ship network topology consists of a star
and a bus structure. To avoid the influence of the keyhole and the correlation effects,
only the star-style channels, from the to the [DBl are considered. Thus, the model
in Figure applies. Since we are considering a [NBl scheme, the [ACGl is used as a
representation of the channel. The considered frequency range for the [ACG| computa-
tion is 1.8-50 MHz. The analysis of the [ACG] reveals that it can be well fitted by a
log-normal distribution with parameters g = —5.7 and 02 = 2.1. A comparison between
the achievable secrecy rate, obtained by the log-normal fit and by the channel measure-
ments, is shown in Figure @.6l The figure shows a good match between theoretical and
experimental results, validating the adopted modeling strategy. The slight discrepancy
at low [SNRI values is amenable to the fact that the log-normal fit is an approximation
of an ideal channel, while the experimental measures still exhibit some small correlation
or non-ideality effects. These phenomena, as the channel correlation and the network
topology, influence the secrecy capacity, as it will be discussed in the next section for the
multicarrier modulation in the

9.4 Multicarrier SISO/ System

As thoroughly described in the first part of this thesis, [PLC networks are subject to a
variety of physical phenomena. In order to asses how these phenomena affect the per-
formance, different types of random channels are generated, through a numerical model,
and compared. In particular, the impact of the channel statistics, the frequency and [MU]
correlation, as well as the keyhole effect, are evaluated generating random channels re-
sponses with the appropriate statistics. As before, this approach allows a further PLCand
wireless scenario comparison, relying on channel responses with different distributions. To
facilitate the comprehension, the channel is herein considered first. Moreover, to

fairly compare wireless and [PLClscenarios, the same background [AWGNInoise is assumed.
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Figure 9.6: Comparison between the average secrecy rate achieved when considering the
channel measurements versus that achieved by the simulated channel realizations, gener-
ated with the same channel statistical parameters.

The general model in Figure 0.3k can be straightforwardly extended to a multicarrier
or to a scenario. In the following, the multicarrier scenario is investigated, defining
the mathematical model, the optimization problem formulation and its optimal solution.
Afterwards, a typical PLC application scenario is discussed, in which this optimal solution,

deeply studied in the wireless case, can be applied.

9.4.1 System Model

Consider a multicarrier wiretap channel where Alice wants to send a confidential message
to Bob, in a system with M parallel sub-channels (or carriers), keeping it secret from the
eavesdropper Eve. This systems is equivalent to the scheme in Figure 0.3k used M times

in parallel, which can be mathematically written, similarly to (94]), as

Ym = hM,m “ Ty + M ms

9.8)

Zm = hW,m R NMw,m,

where m = 1, ..., M is the sub-channel, or frequency sample, index. On each sub-channel
Alice transmits the signal z,,, while Bob receives the signal y,, and Eve overhears the
signal z,. The channels coefficients are identified by hps,, and hyw,,, whereas the noise
variables by nas,, and ny,,, for the main and the eavesdropper link, respectively.

As already discussed in Section in reference to Figure @3k, also in this case the
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main and the wiretapper channels, i.e. Az, and by, can be viewed as the product of
the corresponding channel gains hs, hp and ha, hg. Thus, also the multicarrier model
can describe each one of the three different models detailed in Section [(0.2]

Assumptions

The variables ny,, and nw,, are circular symmetric Li.d]and represent the effect of the
complex Gaussian noise with zero mean and variance o2 at each frequency sample m.
The transmitted signal z,, and the noise are assumed to be statistically independent from
each other and for each sub-channel m. Moreover, as usually happens, the power at the
transmitter is limited by a total power constraint S-*_, |x,,|?> < Pr, where Py is the total
available power. Furthermore, we assume that Bob and Eve perfectly know their individ-
ual channel realization and that Alice has a full knowledge. Thus, Alice has access to
the channel gains of both the legitimate receiver (Bob) and the eavesdropper (Eve). The
knowledge is gained via the insertion of training symbols in the transmitted signal,
which enable the receiver to evaluate the channel attenuation, or gain. Hence, the channel
information is sent back to the transmitter. This resembles the situation where Eve is not
an hostile node, but simply another user of the network, which is not the intended user.

For the sake of simplicity, in this case we define

BM,m - |hM,m|2 and BI/V,m - |hW,m|27 (99)

that are the channel power gains, or squared amplitudes, for the main and the eavesdrop-

per channels, respectively.

9.4.2 Optimization Problem Formulation

For the system model described in Section [0.4.1], the secrecy rate can be computed ac-
cording to (O.3) as [166]

i
Rs(P:) =B % [log2 (1 + 61\4:;“”) — log, <1 + W)] : (9.10)
m=1
where B is the sub-channel bandwidth, whereas P, ,, is the power allocated by Alice on
the m-th sub-channel. The powers on the sub-channels are collected in a vector P, =
[Pi1,..., P |, which denotes the power allocation strategy adopted at the transmitter,
for a given channel realization. It can be noted that, for arbitrarily large powers Py, the
secrecy rate is upper bounded by M, [logy(Barm/Bwm)] ", similarly to expression (2.6),

which can be small if the channel does not provide enough diversity.

The secrecy rate optimization problem for the multicarrier system, under a total power
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constraint, is given by

M
>, Bm < Pr,
max Rs(P;) subject to { m=1 : ! (9.11)

Pym > 0.

This is a non-convex optimization problem with objective function Rg. It was shown
in [I77] that the optimal power allocation that solves (Q.IT]) is to allocate zero power on the
sub-channels where the main channel is worse than the wiretapper, i.e. Barm < Bw.m. The
resulting problem is convex, hence, it can be easily solved via the [KKT conditions [17§].

Consequently, the optimal power allocation that solves (@.I1]) is given by [167]

0 if 6M,m S BW,m,
)2 + 12
tm (UZ(ﬂM,m—ﬂw,m))2 + 1 2Bum—Bw,m)  o2(BM,m+Bw.m) (9 )
280, mBW,m Aln2  BaymBw,m 280, mBW,m
otherwise.

The parameter A > 0 is chosen to satisfy the power constraint Z%Zl P, ,, < Pr. As for
the [NB] single carrier case in Section [0.3.2] in contrast to a generic optimization problem
without secrecy constraints, the solution in (@I2]) is not the water filling. In order to
perform a fair analysis, the total power Pr equals the sum of the [HPAVI[PSD] constraint
over the used sub-channels.

The computation of the secrecy rate formulated in (Q.I2) applies to a given channel
realization. Thus, this result can be applied to any communication system and, in par-
ticular, to the [PLCl scenario. It is however of interest to investigate the performance
considering a wide set of channels and, therefore, to carry out a statistical analysis of the
secrecy rate. In a real [PLC] scenario, the solution in (@I2) can be averaged among the
channel realizations, providing the average secrecy rate or, more in general, allows the

computation of the cumulative distribution function.

9.4.3 [PLC Channel Effects on Performance

The aim of this section is to evaluate the achievable secrecy rate in a multicarrier single-
user [PLC scenario and compare it with the wireless scenario. The purpose is to identify
as the physical phenomena and the network topology affect the performance of real [PLCl
networks. As detailed in Chapter Bland pointed out in Section Q.1 [PLCl networks imple-
ment a tree topology, where part of the wires are shared among the communication links.
This introduces frequency correlation, among the used sub-channels, as well as [MU]| corre-
lation, namely between the main and wiretapper channels. Furthermore, the sub-channels
in a multicarrier PLC system are affected by fading which does not have a Rayleigh
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amplitude distribution, rather it is log-normal [73]. Consequently, the achievable secrecy
rate may differ from that achieved in wireless channels, usually affected by uncorrelated
Rayleigh fading, as it has been shown in Section for the case. The impact of
these effects is evaluated providing a channel model, which enables the generation of chan-
nel responses that are statistically equivalent to the channel measurements. To this end,
the first step is to compute the statistical parameters and the relationships exhibited by
the experimental measurements. Then, the simulated channels are generated accordingly,
providing a comparison, in terms of secrecy rate, under different channel distributions
and properties assumptions. The gains provided by the optimal power allocation W.r.t]

uniform power allocation are also discussed.

System Assumptions

The evaluation is performed relying on the 1266 in-home experimental channel measures
carried out in the measurement campaign presented in [129]. The considered frequency
range is 2-28 MHz, which is compliant with the [HPAV] standard specifications [29]. Fur-
thermore, it should be noted that, typically, PLC| systems transmit with a uniform
of =50 dBm/Hz and are affected by a noise with a floor of —130 dBm/Hz. Hence,
a of 80 dB has been assumed for the secrecy rate computation, without taking
into account the channel attenuation. Moreover, [PLC| networks are often subjected to
a composition of Gaussian and impulsive noise. Nevertheless, since we are interested in
evaluating the effects introduced by the channel response only, AWGN]is assumed in our
analysis, as often done in [PLC] works. Obviously, multicarrier transmission is assumed,
with optimal power allocation and under a total power constraint.

The secrecy rate achieved by the channel measurements is compared to that of the nu-
merically simulated channel realizations, generated taking into account different channel

effects, as follows.

1. Independent channels: the main and the wiretapper channels are independently

generated with a log-normal distribution.

2. Keyhole effect: three independent log-normal channel realizations are generated
for the Alice’s, Bob’s and Eve’s channels, i.e. ha, hp and hg, respectively (see
Figure @0.3c). The parameters are imposed so that the mean and variance of the
main and wiretapper channels, given by the cascade of the corresponding channels,
turn out to be equivalent to those of the channel measurements. This is made

possible by exploiting the properties of the product of log-normal variables.

3. IMU correlation: in this case, the main and wiretapper channels are generated with
a log-normal distribution, according to the measured correlation coefficient |ty (f)]

discussed in Section B4l This is done since hy; and hy actually share the same
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Figure 9.7: Secrecy rate [C-CDF] comparison among measurements and simulated realiza-
tions, assuming different phenomena. The secrecy rate for wireless independent channels
is also depicted.

transmitter and belong to the same network. The frequency correlation is not

considered.

4. Frequency correlation: the log-normally generated channels exhibit the same fre-
quency correlation of the measured channels, analyzed in Section B.2.4], but not

considering the MUl correlation among main and wiretapper channel.

5. Keyhole effect and frequency correlation: the same procedure as in step 2l is ap-
plied to the frequency correlated channels. Thus, the frequency correlation and the

keyhole effect are jointly considered.

6. MU and frequency correlation: the generated channel realizations are affected by
both frequency and [MUl correlation, between the main and the wiretapper channels,

as actually happens in real [PLC networks.

According to the power allocation solution provided in (@.I2), the secrecy rate has
been computed for all the above listed channel categories, as well as for the channel
measurements. The comparison is depicted in Figure in terms of [C-CDF It can
be seen as the for the measured channels completely differs from that of the
independent log-normally distributed channels, in both trend and average secrecy rate,
summarized in Table Also when considering the keyhole effect (case 2l) or the [MUl

correlation (case[3]) alone, the trend does not change, although there is an average secrecy
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Table 9.1: Average secrecy rate for different simulated [PLC| channel phenomena.

Scenario Channel type Rs (Mbps)

Wireless Independent 95.0
PLd Independent 62.5
PLC Keyhole effect 44.0
PLC correlation 41.1
PLC Frequency correlation 62.9
PLO | Keyhole & frequency corr. 43.7
[PLC MUl & frequency corr. 38.9
[PLC Measurements 374

rate reduction. When frequency correlation is considered (case M) the simulated
trend becomes more similar to the experimental one. Moreover, it closely approaches the
measurements when also the keyhole effect (case[) or the correlation (case [6])
are taken into account. The agreement can also be noted looking at the average secrecy
rates, listed in Table @] for all the above listed channels cases.

This analysis demonstrates that the channel statistics, together with the frequency
and [MU] correlation, constrain and limit the [PLC| channel performance. Interestingly, it
has been found that the secrecy rate of the experimental channels, depicted in
Figure @7 is well fitted by an exponential function given by ¢ = e~%%, where the average
secrecy rate satisfies E[Rs] = 1/4, with 6 = 0.0252 (Mbps)~!'. As a final remark, the

results in Figure validate the numerical model adopted for the channel generation.

Wireless versus [PLC| Performance

As done for the system in Section [0.3.3, a comparison with the wireless case,
within the multicarrier context, is also performed in terms of achievable secrecy rate. As
known, differently from [PLC] channels, wireless links typically exhibit Rayleigh fading and
are often independently faded. Thus, a Rayleigh fading channel is also considered, where
harm and hyw,, are assumed as zero mean proper complex Gaussian random variables.
Hence, as before, the power gains Sy, and By, are exponentially distributed. In order to
perform a fair comparison, the exponential distribution parameters are chosen so that the
wireless channel gains show the same mean and variance of the independent [PL.C] channel
gains. Furthermore, as above specified, an equal of 80 dB, without considering the
channel attenuation, is assumed for both scenarios.

The secrecy rate achieved by the simulated wireless channels, generated so that they
are statistically equivalent to the independent [PLCl channels, is also depicted in Fig-
ure [@.71 It can be noted as the log-normally distributed [PLC] channels always achieve a
lower secrecy rate than the Rayleigh distributed wireless channels. If, in addition, the
typical [PLC] channel phenomena are taken into account, such as the [MUl and frequency

correlation, the secrecy rate diminishes further. The difference is noticeable looking at
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Figure 9.8: Comparison between optimal and uniform power allocation strategies, in terms
of secrecy rate distribution, at a [SNRlequal to 0 dB (a) or 80 dB (b).

the measurements [C-CDEFE| trend in Figure and also in terms of the average secrecy
rate displayed in Table 0.1

Optimal and Uniform Power Allocation

This final part of this section discusses the secrecy rate achieved in multicarrier BB-PLC|
channels comparing uniform and optimal power allocation strategies. Uniform power allo-
cation involves the allocation of the same power across the used sub-channels, i.e., where
the main channel gain is greater than the wiretapper gain, namely Sy m > Bw,. Uni-
form power allocation is what is done, for instance, in the [HPAV] specifications. In order
to make a fair comparison, the total power constraint for the optimal power allocation,
evaluated according to (@I2), equals the sum of the values, i.e. —50 dBm/Hz for
[HPAV], over the set of used sub-channels.

A comparison between optimal and uniform power allocation strategies, in terms of
secrecy rate and for a equal to 0 dB, is depicted in Figure @.8a. An upwards
shift can be observed for the secrecy rate [C-CDFE] with optimal power allocation w.r.fl
uniform power allocation. On the contrary, when the [SNRlequals 80 dB, as in Figure @.8b,
optimal and uniform power allocation strategies are almost equal, in terms of secrecy rate
distribution. This is due to the fact that the is so large that the differences among
the channel gains are negligible, compared to the available power per sub-channel. It

follows, that optimal power allocation can provide gains in bad channel environments.
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Figure 9.9: Broadcast channel basic model for two users.

9.5 MU Broadcast Scenario

The results provided in Section [@.4] can be extended to the MUl down-link case. In particu-
lar, in a general broadcast channel, Alice wants to send Ny different confidential messages
to Ny distinct receivers (users). As usual, the underlying network structure consists of
a tree structured topology, as represented in Figure @Il For simplicity, a two users (re-
ceivers) system is considered, as depicted in Figure[@.9l In detail, Alice encodes the secret
messages to Bob (Sg) and Eve (Sg) in a single transmitted signal . Bob and Eve receive
the signals y and z, respectively, and they are able to decode only their intended message.
The dashed arrows in the scheme represent the possible presence of additional links in

the considered network.

Assuming a multicarrier system with M parallel sub-channels, the system model is
equivalent to the model in (@), but, in this case, Bob and Eve can eavesdrop each other.
All the assumptions listed in Section [0.4.1] still hold, but the constraint on the total

transmitted power translates into

M
> (Pom + Pam) < Pr, (9.13)

m=1

where Pg,, and Pg,, are the powers allocated by Alice for the transmission to Bob and

Eve on the m-th sub-channel, respectively.

9.5.1 Optimization Problem Formulation

In the system configuration above described, the achievable secrecy rate for the transmis-

sion to Bob and Eve is the sum of the secrecy rates over all the available sub-channels
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and is given by

- P8 m Pe N\
RS:B(PBa PE) =B Z [Iogg (]. + 6M7 B, ) — 1()g2 (1 + %‘_23’>‘| ,

= 02 ﬁ mP m
m=1 M B (9.14)
Rsp(Pp,Pg)=D0B E 1 1+ ’ : —1 1+ — .

This is a worst case assumption, in terms of secrecy, since we assume that the wiretapper,
Eve or Bob, respectively, performs successive interference cancellation (SICl) [167]. Thus,
the hostile user detects his own data, afterwards he subtracts it from the received signal
and tries to decode the message intended to the other user.

In the following, the goal is to maximize the sum of the individual secrecy rates, named

sum secrecy rate, which is given by
R{™(Pp,Pg) = Rsp(Pp,Pg) + Rsp(Pp, Pg), (9.15)

where Rgp and Rgp are the secrecy rates from Alice to Bob and from Alice to Eve,
respectively. The powers allocated on the sub-channels to Bob and Eve are collected in
the vectors Pp = [Pp1,..., Pgym) and Py = [Pga, ..., Pg .y, respectively. Since, in this
case, there is more than one user, the secrecy rate becomes a secrecy rate region.

The corresponding optimization problem is given by

M
zl(PB,m + Pem) < Pr,

gnax Ry (Pp,Pg) subject to Ppm >0, (9.16)
PE,m Z 0.

It was shown in [I77] that the optimal solution is to support only the best user per
considered sub-channel. Thus, the sub-channel power allocation strategy P, ,, = Ppn +

Py, becomes

Poo if Barm > B
- Brim > B, o1

Pgm it Barm < Bwm-
The case Bar,m = Bw.m is neglected since we assume a continuous distribution for the chan-
nel power gain coefficients in fading scenarios, thus, Pr[8am = Swm| = 0. The optimal
power allocation that solves the optimization problem in (@.I6) can be derived from the
formulation in (9.12) by replacing (Sy.m — Swm) With the quantity (max(Basm, Bw.m) —
min(Basm, Bwm))-
The optimization problem in ([@.I6]) can be extended to the optimization of the weighted

sum secrecy rate defined as [179]

R (Pg,Pg,n) =nRs (P, Pr) + (1 —n)Rsp(Ps,Pr), (9.18)
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where the variable 0 < n < 1 can guarantee a certain to the users. The optimal

power allocation for this optimization problem reads as follows

260 ,mBw,m B, mBPW,m 280 ,mBw,m

+
l\/(UQ(ﬁM,mBW,m)>2+ n_ 2Brmm—Bw,m) UQ(ﬁM,erﬁW,m)]
Aln2

if Barm > Bwm,
P, = (9.19)

260 ,mBw,m B, mBPW,m T 2BmmBwim

+
o2 (Bw,m—Bar,m) | 2 1—n o2 (Bw,m—Br,m) o2 (Bat,m+Bw,m)
+ Aln2

if 5M,m < 6W,m~

It can be noted that the optimal power allocation is basically the same computed in
([@12), but the power is assigned to a user or to another depending on the m-th sub-
channel realization and on the parameter 7).

9.5.2 [MU System Performance

In this section, the performance of the two users [PLC system, described in Section [.5]
are assessed in terms of achievable secrecy rate region. The effects of frequency and [MU]
correlation on the secrecy rate region, obtained with an exhaustive search, are depicted
in Figure [0.10h, while the average secrecy rate under a constraint is represented in
Figure [@.I0b. Optimal power allocation, under a total power constraint and a[SNR] equal
to 80 dB, as defined in Section [0.4.3] are considered. The represented curves delimit the
achievable region, obtained by interconnecting the outermost secrecy rate points jointly
achieved by the pair of links from Alice to Bob and from Alice to Eve, evaluated as
discussed in Section @51l Thus, the depicted lines represent an upper bound for the
secrecy rate region.

When independent and log-normally distributed channels are assumed, the uncorre-
lated nature of the channels, from Alice to Bob and from Alice to Eve, is such that the
rates are almost equal between the two links. Thus, the upper bound has a convex trend
(curve with cross markers). Instead, the secrecy rate region for the experimental channels
(curve with circles), as well as for the channels affected by correlation (curve with stars),
is confined along the axes, with many rate pairs in the middle low rate region (among
the axes). This property gives to the region bound a concave, or hyperbolic, trend. This
behavior is due to the detrimental effects of the frequency and [MU] correlation. In fact,
there is a good matching between these two secrecy region bounds (curves with circles
and stars). The correlation implies that the Bob’s and Eve’s channels have nearly the
same gain, thus a small secrecy rate is achieved. A high secrecy rate is achievable only
when the channels are highly unbalanced. This is the reason why the large rate values

are concentrated along the axes. The few points exceeding the independent channels re-
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Figure 9.10: Secrecy rate region (a) and average secrecy rate under a[QoS|constraint (b) for
the two users multicarrier broadcast channel. Experimental and independent channels are
compared. The secrecy rate region for channels affected by [MU] and frequency correlation
is also shown in (a).

gion bound (crosses) are due to the tails of the secrecy rate (beyond 70 Mbps),
depicted in Figure 0.7

The average secrecy rate pair, averaged over the channel realizations, under a
constraint (for 0 < n < 1), as discussed in Section [.5.]], is depicted in Figure @.I0b.
As expected, the independent channels outperform the experimental ones, affected by
frequency and [MU] correlation. Such a high [SNR] which equals 80 dB, involves the rate
pairs to lay on a rectangle, due to the secrecy rate upper bound discussed in Section [0.4.2]

Instead, low [SNRI values lead to rate pairs laying on a convex curved line.

9.6 MIMO Transmission Scheme

The limits on the secrecy rate, due to the [PLC| channel phenomena and to the underlying
network structure before detailed, can be mitigated exploiting the spatial domain and
extending the used bandwidth. The performance improvements provided by the
transmission scheme with an additional receiving mode, namely the [CM] by the band-
width extension up to 86 MHz and by a novel approach, are herein assessed. It has
already been proved in [I68] that [MIMOI transmission can increase performance on
[PLCl networks. However, the work considers numerically generated channels, with two
transmitting and receiving modes, in the 2-28 MHz frequency band and under [AWGNI
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In this section, the analysis is further extended relying on real channel and noise
measurements. As specified by the [HPAVR [39], the 2-86 MHz bandwidth is considered,
and the maximum number of possible transmitting and receiving modes are exploited. As
described in Section 1.1l two A-style modes can be exploited at the same time at the
transmitter, while four star-style modes can be used at the receiver side. Thus, a 2 x 4
[MIMO)] transmission scheme can be implemented between the transmitter and the receiver
outlet. These assumptions provide actual performance results, that can be viewed as a

target for future devices development.

9.6.1 Alternating Optimization Algorithm

The secrecy rate maximization belongs to the family of non-convex optimization problems,
which are non-trivial and not easily solvable. This is because the secrecy capacity is
obtained by the maximization of the difference of two convex terms, as shown in (0.2).
The optimization problem becomes even more difficult when considering wiretap
channels, with one or multiple eavesdroppers. Anyway, to provide a solution, an
approach has been proposed in [I80]. The secrecy capacity optimization problem has
been reformulated with an equivalent expression, which can be brought back to two convex

optimization problems, alternatively solved, as briefly described in the following.

For each used sub-channel m, the secrecy rate maximization in (@.I1]) can be reformu-
lated for the [MIMOI transmission scheme as follows

Cs = max [log2 T+ H,KH,/| —log, T+ HJ{VKHW” ,
K (9.20)
subject to Tr(K) < P, ,,,, K >0,

where K is the covariance matrix of the transmitted signal x, while H,; and Hy, represent
the main and wiretapper channel matrices, respectively. Furthermore, P, is
the constraint on the m-carrier, whereas K > 0 means that K must be positive
semidefinite. The identity matrix is represented as I. The optimization problem in (920

is properly reformulated exploiting the following lemma [I81].

Lemma 1. Let E € C be any N x N positive definite matriz (E > 0). Consider the
function f(S) = —Tr(SE) + log, |S| + N, then

-1
log, [E™7| = gax f(S). (9.21)

The optimal solution to the right-hand side of (9.21) is S* = E~L.

Hence, applying Lemma [l via setting E = I + HJ{,VKHW, the problem in ([@.20)) can
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be reformulated as

max [log, [T+ Hj, KH,,| — Tr (S(I+ HJ, KHy)) +log, S| ,
K8 (9.22)
subject to Tr(K) < B;,,, K> 0, S >0,

where S denotes a Hermitian positive semidefinite matrix. For simplicity, the constant
N has been dropped. The problem in ([@22]) is still non-convex r.r.tl both K and S.
However, it can be verified that the problem is convex w.r.tl either K or S, fixing the
other decision variable. This property motivated the use of an approach. Defined K"
and S™ as the solutions for the n-th iteration, the following two optimization problems

are alternatively solved. In practice, they read as

S" = arg max [log, [S| — Tr (S(I+ Hj, K" 'Hw))|, (9.23)
W" = arg max [log, [T+ H), KH,| — Tr(H},S"HwK)| , (9.24)

subject to Tr(K) < B;,,, K > 0.

As mentioned, both the problems (@.23) and ([@.24]) are convex and can be alternatively
solved, as done by the algorithm. The solution is guaranteed to converge at a [KKTI
point. For further details the reader is referred to [I80]. However, the solution reported
in [I80] assumes [AWGN| Herein, it is extended to the more complicated and realistic
colored and correlated Gaussian noise scenario. A non-uniform power allocation solution

is found. The results rely on real channel and noise assumptions.

9.6.2 Results for the MIMO| Scenario

The focus is on the wiretap channel. The transmitter exploits the two A-style
transmitting modes, while both Bob and Eve use all the four star-style receiving modes.
The performance are evaluated exploiting the 353 [IMIMOI channel measurements carried
out through an experimental measurement campaign across Europe and collected by the
[ETSISTEL410 [78]. The considered frequency range is 2-86 MHz and the constraint
at the transmitter is —50 dBm/Hz in the 2-30 MHz, while —80 dBm/Hz in the 30-86
MHz, according to the latest [HPAVR standard [39]. Moreover, an [AWGN] and a colored
and correlated Gaussian background noise profiles are considered. For the colored noise
assumption, the exponential profile is taken from the [STEF10 noise measurements,
while the spatial correlation is implemented between the modes as discussed in Section [.2]
The white noise, instead, has been generated so that it exhibits a total power equivalent
to the colored one, in the considered bandwidth. The channel measurements are

equally divided and assigned to the intended receiver and to eavesdropper, respectively.

Under the above system specifications, the secrecy rate achieved by the 2 x 4 [MIMO
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Figure 9.11: Secrecy rate [C-CDEFE] for uniform and approach power allocation strate-
gies, under [AWGN] (a) or colored and correlated (b) Gaussian background noise. The
channel capacity is also depicted.

wiretap channel is evaluated and depicted in Figure @.11l As a term of comparison, two
different noise models are taken into account, white and independent in Figure[@.1Th, while
colored and correlated in Figure @.1Tb. Furthermore, the performance achieved with the
allocation strategy provided by the algorithm are compared to those achieved under
uniform power allocation, labeled AO and UN; respectively). The comparison is made in
terms of secrecy rate [C-CDE

It can be noted as the algorithm translates into a performance improvement, for
both the considered background noise models. This is even more evident looking at the
average secrecy rate displayed in the boxes. In practice, an increase of about 30 % and
20 % has been noticed for the and the colored and correlated noise, respectively.
When considering colored and correlated noise, the performance increases further. This
happens, since, the noise correlation makes easier its cancellation at the receiver side.
As a further term of comparison, the channel capacity, achieved without any secrecy
constraint, is also computed and depicted in Figure Q.11 It can be noted as its average
value is almost four times higher than the average secrecy rate. This consideration gives
the idea on the cost in granting and providing secrecy and confidentiality, in terms of

performance.
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Table 9.2: Average secrecy rate comparison for different transmission schemes, frequency
ranges, power allocation strategies and background noise profiles. Two distinct databases
are considered.

Scheme Band Noise Power Measurements Rg
(MHz) allocation database (Mbps)
SISO 228 [AWGN Optimal In-home (Tx) 374
2-28 Uniform In-home 52.8
2-28 Uniform [ETSI 62.9
2-28 AWGN| Uniform [ETSI 90.4
2-86  Measured ACI [ETSI 332

9.7 Overall Comparison

A comparison between the and IMIMO systems is reported in this section. The
average secrecy rate, averaged over the channel realizations, for the two transmission
schemes and for different frequency ranges and background noise models, is summarized
in Table As a term of comparison, both the in-home channels discussed in
Section (identified by ‘In-home’), and the [ETSI[MIMO| measurements described in

Section [0.6.2] are considered. Moreover, various power allocation strategies are assumed.

The results in Table show that, when considering the 2-28 MHz frequency range
and the keyhole effect, hence, when the main and the wiretapper channels share the same
transmitting plug (listed as ‘In-home (Tx)’), the average secrecy rate for the scheme
is not very high. This, even though the optimization problem is subject to a total power
constraint, as detailed in Section .42l However, the channel performance for the
in-home scenario (‘In-home’) almost doubles when considering the entire measurements
database, regardless of the transmitting plug. Indeed, with this choice, the channels used
in the simulation are more uncorrelated. For comparison purposes, in this case, a uniform
power constraint, equal to the [HPAVI[PSDI limit, is considered. However, this assumption
does not significantly affect the achievable performance, as detailed in Section [9.4.3]

Then, the [ETSIMIMO]l measurements are considered, under the same uniform power
constraint and [AWGNI Focusing on the reduced 2-28 MHz frequency range and convert-
ing the 2 x 4 A-style to star-style scheme into a A-style to A-style channel,
it can be seen as the average secrecy rate is only slightly higher, if compared to that
achieved on the whole database of the in-home measurement campaign (‘In-home’),
discussed in [129]. Thus, the two different scenarios can be compared. If the spatial
dimension is exploited, through transmission, the performance increases further.
Moreover, the bandwidth extension up to 86 MHz, the real background noise assumption,
together with the algorithm, provide a drastic increase in the achievable secrecy rate.
It can be concluded that the keyhole effect significantly limits the achievable secrecy rate.

However, the performance improves through IMIMOI transmission, bandwidth extension,
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real noise assumption and non uniform power allocation.

9.8 Main Findings

The concept has been introduced within the wiretap channel scenario. All the anal-
ysis have been performed assuming a perfect knowledge. Thus, the eavesdropper is
seen as another non-intended user of the same network. Some results, obtained in the
wireless communication context, have been presented and applied to the [PLC| context,
starting from the single carrier channel. The upper bound on the secrecy capacity,
due to its formulation, has been assessed and compared to the channel capacity, which
can be obtained without any secrecy constraint. Then, the secrecy rate for both wireless
and [PL scenarios has been computed, highlighting that, in [PLC| networks, the channel
fading is not Rayleigh distributed, rather it is log-normal. As a consequence, it has been
shown as the average secrecy rate for the [PLCl channel, under AWGN]|and with an average
power constraint, is outperformed by that attainable on wireless channels. Furthermore,
the proposed modeling strategy has been validated through experimental measurements.

Afterwards, the multicarrier transmission scheme is considered, extending the
results of the [NBl system. It has been shown that over [PL{ is possible, although
constrained by the channel properties, as well as by the network topology. Indeed, the
typical tree-structured [PLC| network topology gives rise to what is known as keyhole
effect, which causes [MU| correlation and rank deficiency. As it has been shown, these
effects, together with the channel statistics, limit the performance. The results
confirm that [PLC channels exhibit log-normal fading with frequency correlation, due
to coupling, cross-talk and correlation, mainly caused by the underlying network
structure. Depending on the prominence of these detrimental effects, the secrecy rate
can diminish further. Also in this case, it has been shown as wireless outperforms [PLCI
communication. Moreover, optimal and uniform power allocation strategies have been
compared under a total power constraint. The results suggest that the optimal power
allocation can lead to a performance improvement in low [SNRI scenarios.

Also the secrecy rate region, when considering a [MUl broadcast channel, has been
studied. Simulation results have shown that the secrecy rate region bound has a shape
that completely changes if independent channels (convex trend), or correlated channels
(concave trend) agreeing with the experimental measures, are considered. The hyperbolic
trend degenerates into two straight lines, corresponding to the axes, when strongly corre-
lated channels and low values are experienced. This shows that, in some situations,
the [PLC] channels can be detrimental in terms of achievable secrecy rate.

Finally, although it has been demonstrated as the [PLCl channel represents a challeng-
ing communication scenario, the performance can be improved through the exploitation

of the spatial dimension, via the use of IMIMOI transmission, extending the transmission
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band 2-28 MHz to 2-86 MHz, and exploiting the power allocation provided by the [AQI
algorithm. The performance improve further when colored and spatially correlated back-
ground noise is considered. The results have been obtained exploiting channel and noise
measurements. Therefore, they are of practical and scientific relevance, providing an
indication of the maximum level of security that can be guaranteed, in terms of secrecy

rate, when advanced physical layer mechanisms are considered.






Conclusions

In this thesis, the data transmission over the power delivery infrastructure, known as
[PLC| has been discussed. In particular, a thoroughly and comprehensive channel charac-
terization has been performed. The collected results and the highlighted properties have
been exploited in order to provide an effective and extremely synthetic channel model.

Essentially, the work has been primarily divided into three main parts.

The initial and most important part deals with the [PLC| channel characterization, con-
sidering different environments. The well-known and widely investigated in-home
scenario has been considered first. The aim has been to provide a unique and worldwide
valid procedure for the transmission medium analysis, thus, avoiding the crowd of different
and hardly comparable solutions previously adopted in the literature. Then, the extended
in-home transmission scheme has been considered, assessing both channel
and noise properties. Not only the domestic environment, but also the vehicular commu-
nication scenario has been faced, focusing on the in-car and in-ship scenarios. Concerning
the in-car [PLC| two distinct application contexts have been considered, i.e. a compact
electric car and a conventional fuel car. While, a large cruise ship has been accounted
for the in-ship [PLC| context. Last, but not least, also the communication over the power
distribution networks, namely the outdoor scenario, has been discussed, especially within
the smart grid context. The study has compared both and lines in either the
and [BBl spectra in order to highlight strengths and weaknesses, arguing which one is the
more suitable solution for a worldwide [PLC| implementation. A final overall comparison

among all the considered [PLC] context has been performed.

The second part of the work is based on the detailed channel characterization that
has been carried out in the first part. In particular, the different propagation phenomena,
the implicit relationships, as well as the dependencies on the underlying network struc-
ture, have been taken into account and exploited in order to the develop an extremely
simple and effective channel model, better than the existing ones. The validity and the

significance of the proposed modeling strategy has been proved through experimental
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evidence.

Finally, the last part of the thesis extends the concept of reliable and high data rate
communication, considering a further security constraint. The well-known results
within the wireless context have been applied and customized for the [PLC| scenario. The
achievable performance, under the strict secrecy constraints, have been evaluated for a
[NBl communication channel, a multicarrier system, a [MU] broadcast scenario and a
transmission scheme. In particular, it has been demonstrated as the more common
channel capacity outperforms the secrecy capacity, highlighting how the typical [PLCl
channel properties and propagation phenomena further affect and limit the achievable
performance under secrecy constraints.

In the following, the main findings and the research activity results discussed within

this thesis are recalled and separately reported for each corresponding chapter.

A statistical characterization of the in-home [PLC channel has been presented, bringing
new insights on the channel behavior and confirming some prior results presented in the
literature. The aim has been to allow a precise comparison between the results of this
analysis and those from other measurement campaigns, providing common processing
procedures and analytic formulations intended to be used for the analysis of the results
of future measurement campaigns. Furthermore, a detailed statistical analysis of the
[PLC channel has been carried out in the 1.8-100 MHz band, showing that, typically,
the is log-normally distributed and affected by severe frequency selectivity. The
log-normality applies also to the and [ACG] metrics. The most commonly used
statistical metrics have also been compared, highlighting the corresponding relationships
and providing the analytic parameters of the best fit of such relations. The coverage offered
by [PLC systems, similarly to the wireless scenario, and the performance improvements
due to the bandwidth extension, have also been inferred in terms of capacity.

The correlation among channels that share, or not, the same transmitting or receiving
plug within the same site, has been analyzed. It has been shown as, negligible correlation
is exhibited by the overall ensemble of channels, while a pronounced level is experimented
for the channels associated to the same transmitter or receiver. Even larger correlation
has been found if the study is limited to the amplitude of the [CFR], proving that the
channel phase randomness can significantly reduces the [MU] correlation. Finally, the line
impedance has been discussed, showing that it can assume a broad set of values and that
high probability regions can be identified when it is related to the [CFRL

MIMOI Extension

A characterization of the MIMOI[PLC] channel has been discussed, assessing the statistical
properties and the degree of correlation exhibited by the IMIMOI channels, when consid-
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ering all the possible star-style receiving mode pairs and the same transmitting mode. A
detailed procedure for the [MIMOI noise covariance matrix computation, basing on noise

measurements, has also been discussed.

The availability of both the channel measurements and the colored and corre-
lated noise covariance matrix have enabled the capacity evaluation, providing significant
results on the performance achievable on a real [PLC] scenario. In particular, two coding
schemes have been discussed, considering both full or no knowledge at the trans-
mitter and providing the corresponding optimal allocation. The simulation results have
shown that the knowledge translates into a significant increase in performance only
for bad channel realizations and low values. For a high [SNR], the uniform allocation
strategy is optimal and no feedback is required. Furthermore, the exploitation of all
the possible transmit and receive ports, namely 2 x 4 in the considered case, outperforms
any other or coding scheme. In particular, the 2 x 4 experimental
channels achieve a capacity that almost doubles that of a conventional scheme.

I-Vehicle S .

The [PLC channel and noise properties within the vehicular environment have been dis-
cussed. Two different contexts have been taken into account, namely the in-car scenario,
with focus on the electric car, and the in-ship scenario. The measurements analysis has
shown that, although the in-car network has a compact size, the PLC| channel is affected
by frequency selective fading and high attenuation. Moreover, the background noise of
the [EC] has been deeply investigated, showing a prominent and severe influence at low
frequencies, especially where [NB-PLC| operates, primarily due to the converter

switching activity and to the electric drives for the motors.

Contrariwise, the in-ship channels exhibit, on average, less attenuation thanks to fewer
discontinuities and to better quality cables, despite the length. Furthermore, the measure-
ments and the literature have shown that the in-ship scenario exhibits a noise with
a floor ranging from —95 to —145 dBm/Hz in the 1.8-50 MHz. Moreover, the presence
of a three-phase distribution network allows the usage of transmission techniques

that have the potentiality of almost doubling the channel capacity, as it has been shown.

It has been proven that, on an experimental basis, in both the assessed scenarios
the [PL technique has the potentiality to offer high-speed data connectivity, despite the
different nature of the underlying network structure and background noise properties.
A comparison with the measurements concerning a conventional fuel car and with the
most common in-home scenario has also been performed, highlighting differences and

similarities.
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[Outdoor Scenarial

The [PLC technology implementation as a key strategy to deliver bi-directional connectiv-
ity in the power delivery network, enabling the use of several smart grid applications, has
been assessed. The market offers a choice of engineered solutions that are compliant with
the NB-FS| (3-500 kHz) or the (1.8-100 MHz) that have both been considered. Al-
though these technologies are mature and ready for mass deployment, it is also true that
these techniques have to evolve in order to be able to offer increased levels of performance
fw.r.t]what is achieved today. In particular, the aim has been to investigate strengths and
weaknesses of both the and [BBJ transmission solutions, as the right approach for the
evolution of current [PLCl technology. It is often said that most smart grid applications
require low data rates and, therefore, NB-PLis the right choice. However, BB-PLC| offer
higher flexibility and a better trade-off between data rate, latency, robustness, coverage
and energy efficiency. Thus, it has been argued that adaptive, scalable and flexible solu-
tions, which can smartly use the spectrum and operate in both the and [BB-F'S]|,
are the right approach for the evolution towards the future [PLC] technology.

Basing on experimental measurements, as well as on some results reported in the lit-
erature, it has been shown that the low frequency bands show a low channel attenuation,
but a high noise and low line impedance values, which hamper the signal injection. These
effects challenge the realization of robust [PLC modems and line drivers conceived for the
[NB-FSl Contrariwise, the transmission in the enjoys lower noise, much higher line
impedance values and it offers frequency diversity. However, transmission at high fre-
quencies may be challenged by radiation limits, especially in overhead conductors and by
coexistence problems. Complexity is also another point to consider, where the associated
requirements can be defined depending on the application and on costs. Furthermore,
the overall system performance depends on layer 1, but also on layer 2, or eventually on
layer 3, when routing mechanisms are considered. All these techniques concur to improve
the communication systems and its efficiency. Overall, it is of paramount importance to
design light protocols that allow fast responses and network configuration, especially in
smart grids, where the network recovery has to be immediate in the event of faults and
blackouts.

[Scenarios Comparison|

As known, the [PLC] has become a mature technology, finding application in many dif-
ferent scenarios, from in-home automation and networking, to smart grid applications,
as well as to in-vehicle communications. All these several application environments are
highly heterogeneous, each one having its own features and particularities. The purpose it
has been to summarize and compare the results obtained for all the previously discussed

[PLC scenarios. It has been shown as the [PLC| networks represent a challenging commu-
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nication environment, mainly due to the channel characteristics and statistical behavior,
but also because of the detrimental effect of the noise. In fact, the channel and noise
properties depend on the specific application scenario, as it has been discussed. However,
similar relations and behaviors have been identified for the [PLC| channel characteristics,
such as severe frequency selectivity and high attenuation. Moreover, high levels of noise
are experimented, which usually shows an exponentially decreasing profile along
frequency.

Despite the existence of recently standardized [NB| and [BBI[PL{ systems, there exists
space for their further evolution. A challenging aspect is the design of reliable communi-
cation techniques that can cope with the nasty channel and the detrimental noise effect.
Nevertheless, it has been inferred that the capacity, under the Gaussian noise assumption,
is high and similar among all the considered environments. This, motivates the devel-
opment of capacity approaching schemes. All the information and the relationships that
have been collected and highlighted allowed the development of new and effective channel

models, able to better emulate a real [PLC scenario.

[Channel Modeling]

A quick overview, concerning the main modeling strategies and approaches provided in
the literature has been given, highlighting the main findings. The aim has been to provide
an extremely synthetic top-down channel model for the [MIMOI[PLCl channel, a technol-
ogy that has been already standardized and deployed, but not thoroughly modeled yet.
Initially, the basic model idea has been discussed and then the modeling procedure has
been tested on a real in-home [MIMOI[PLC scenario. By exploiting the intrinsic peculiar-
ities of these channel measurements, some further simplifications have been introduced
and exploited during the generation process. Finally, the proposed model has been vali-
dated assessing the average value of the most commonly used statistical metrics, as well
as through a performance comparison in terms of capacity distribution. As it has been
confirmed by the results, the model is proposed as a simple and statistical representa-
tive emulator of a real [PLC network, exhibiting a high flexibility degree, being suitable
for different application contexts. This is made possible by changing the corresponding
parameters and relationships assumptions, which are considered within the numerical

generation process, according to the measurements database.

[Beyond Capacity: Security]

The concept has been introduced within the wiretap channel scenario. All the anal-
ysis have been performed assuming a perfect knowledge. Thus, the eavesdropper is
seen as another non-intended user of the same network. Some results, obtained in the
wireless communication context, have been presented and applied to the [PLC| context,

starting from the single carrier channel. The upper bound on the secrecy capacity,
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due to its formulation, has been assessed and compared to the channel capacity, which
can be obtained without any secrecy constraint. Then, the secrecy rate for both wireless
and [PL scenarios has been computed, highlighting that, in [PLC| networks, the channel
fading is not Rayleigh distributed, rather it is log-normal. As a consequence, it has been
shown as the average secrecy rate of the wireless channel outperforms that attainable by
the PLC| channel.

Afterwards, the multicarrier transmission scheme is considered, showing that
over [PLCl is possible, although constrained by the channel properties, as well as by
the network topology. The results confirm that [PLC| channels exhibit log-normal fading
with frequency correlation, due to coupling, cross-talk and [MUl correlation, mainly caused
by the underlying network structure, which gives rise to what is known as keyhole effect.
Optimal and uniform power allocation strategies have also been compared, under a total
power constraint, showing that the optimal allocation can lead to a performance improve-
ment in low [SNR]scenarios. Furthermore, the secrecy rate region, when considering a [MU]
broadcast channel, has been studied. The simulation results have shown that the secrecy
rate region bound has a shape that completely changes if independent (ideal) channels,
or experimental (correlated) measures, are considered, proving that, in some situations,
the [PLC] channels can be detrimental in terms of achievable secrecy rate.

Finally, it has been demonstrated that the performance can be improved through the
exploitation of the spatial dimension, via the use of transmission, extending the
transmission band 2-28 MHz to 2-86 MHz, and exploiting the power allocation provided
by the algorithm. The performance improve further when colored and spatially corre-
lated background noise is considered. The results have been obtained exploiting channel
and noise measurements. Therefore, they are of practical and scientific relevance,
providing an indication of the maximum level of security, in terms of secrecy rate, that

can be guaranteed.

10.1 Final Remarks

[PLC] technology has become a fruitful technique that can provide a means of communica-
tion for a wide range of applications in several environments. There have been numerous
standardization and development efforts, in both the and [BB] spectra, over recent
decades and a regulatory work, scheduled by the research community, has addressed dif-
ferent challenges, making great advances on the use of the [PLC channel, which was not
initially designed for data communication.

In this thesis, the main contributions and results reported in in the literature have
been reviewed for all the considered [PLCl systems. In particular, some standardization
considerations, a detailed channel characterization and a simple and effective modeling

procedure, as well as some physical and higher layer techniques designed to provide se-
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crecy, have been considered. Areas of further study have also been highlighted. Regarding
the physical layer, it has been pointed out that future research directions may include
channel coding and signal processing mechanisms in order to ensure coexistence among
different [PLC systems and among [PLC| and other communication technologies. Further-
more, the resource allocation in multicarrier and systems, as well as the bandwidth
extension techniques have been assessed as a way to further extend coverage.

From the results and the discussions carried out along this thesis it can be concluded
that [PLC networks represents a challenging communication environment, exhibiting a
great heterogeneity in terms of possible application contexts. Each scenario has its own
peculiarities and exhibits different channel and network properties, as well as a different
underlying network topology. However, typically, severe frequency selectivity and channel
attenuation, as well as great deal of noise are experienced. Despite these detrimental
effects, high and similar performance can be achieved in all the several [PLC] networks.
Thus, due to the worldwide and widespread deployment of power lines, the implementation
of the [PL{ technology is potentially ubiquitous, having the chance to become a major

candidate for the future communication systems.

10.2 Future Perspectives

Based on the experience gathered during the research activity and on the results obtained
by the detailed analysis performed relying on experimental measurements, some activities
and key topics can be identified and proposed as a future development perspective. These
insights can be followed by the research community with the aim of improving the overall
knowledge within the [PLC| field. For example, a thorough characterization of the [PLCl
channel needs to be performed for both the [BBl and the [NBl frequency spectra.

The investigation of the extended [BB-FS| even beyond 100 MHz, is fundamental in
order to guarantee further capacity improvements, being able to fulfill the future high data
rate customers demand. Furthermore, the transmission at such high frequencies leads to
non negligible radiation effects that may interfere with other devices in the neighborhoods,
as well as with the network itself. In addition, also the effect of environmental radio
signals and wireless communications, which couple to the [PLC| network, must be taken
into greater consideration. The analysis of these issues should be further investigated in
order to establish proper constraints and requirements for the [PLC devices. Moreover,
the exploitation of these radiated signals can be assessed as a further opportunity of
transmission, discussing the feasibility of a hybrid [PLCIwireless system, as already done
by few early studies. This hybrid approach can provide some benefits, as, for example, a
mobility degree within the [PLC| context.

Nevertheless, also the must be deeply investigated since the scientific works
that target the spectrum are limited, although there is a lot of interest in supporting
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low data rate applications, e.g. among sensors. Within this field, a more comprehensive
understanding of the [NB-PLC systems influence on the other network equipment should
be tackled in order to aid the definition of more general and widely accepted transmission
constraints. The establishment of such type of requirements is fundamental in order

to ensure the coexistence between the various devices connected to the same network.

However, a thorough characterization, alone, is not sufficient. Also other fea-
tures, like the line impedance, requires an in depth investigation. As seen in this thesis,
the impedance knowledge allows to develop proper [PLC devices, able to overcome the
signal injection issues due to the low impedance levels. Last, but not least, the thorough
characterization of all the other channel properties, such as the frequency or spatial cor-
relation, as well as the analysis of the most common statistical metrics, is beneficial in
order to understand the implicit effects that affect the behavior. A detailed anal-
ysis of such quantities, for all the possible environments in which the [PLC technology
can find application, would help to identify the major relationships between the network
parameters and the causes underlying the main channel features. In addition, performing
this study within the different scenarios enables to highlight the key differences that can

discriminate one scenario from another.

When investigating the channel properties, such as the or the line impedance,
much more effort should be spent by the research community in assessing a further pecu-
liarity, that has been recently detected also within the PLC| context, i.e. the time-variance.
Although some studies, characterizing this temporal changing behavior, have began to ap-
pear, this effect is still poorly investigated. The understanding of this phenomenon, and
how it reflects on the channel performances and on the statistical metrics, would lead to

a more accurate and fair characterization.

Besides the detailed channel properties evaluation, it would be very important to
perform also noise measurements in order to identify its peculiarities and the effects on
the performance. Moreover, the collected channel and noise measurements should be
carried out together with the description of the underlying network structure existing
between the measurement plugs. Possibly, this should be done providing the deployed
electrical scheme, along with the wire lengths and interconnections position or, at least,
providing the plugs location w.r.] a reference point. This information aids to identify
how the topology reflects on the network properties, as well as on the signal propagation

phenomena of a certain configuration scheme.

A detailed analysis of the typical [PLC channel and noise properties, as well as a
thorough description of the relationships existing among their representing parameters,
would allow to develop more fair and effective models, able to emulate the behavior and
the features of a real communication scenario. Furthermore, establish a good general
model, that can simulate several environments with different properties, would foster

the research community in understanding of what effects and how they contribute to
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the definition of the typical [PLC| phenomena. This would allow to collect new insights
without the necessity of experimental measurements. Furthermore, such a model would
represent an outstanding tool for the standardization organizations, as well as for the
industries, in order to easily develop and provide new and updated [PLC| standards and
devices, avoiding the on field tests.

When investigating the [PLCl context, besides the medium intrinsic properties, also
the security aspects should be taken into great consideration, in order to ensure the con-
fidentiality of the communication. Assess how the physical phenomena and the network
topology affect the secrecy degree that can be guaranteed within the [PLCl environment is
of fundamental importance, especially in an extremely interconnected world. Some inter-
esting analysis have been performed for the wireless scenario, however the [PLC| context
is still poorly investigated. All the collected information and the provided results would
improve the overall scientific community knowledge, as well as the products and services

provided to the final customers.
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