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ABSTRACT

The infringement of privacy is a rising phenomenmhich is only accelerated as
technology advances. This article provides a ailtreview of the concept of right
to privacy, the cases involving deterioration oifvpcy due to technology and the
legal position in reference to its violation. Ithvé@ecome evident that at present,
Malaysia's response to such infringements and traoia is far from satisfactory
and leaves much to be desired. This article argineg Malaysian law, with
regard to privacy protection, is below the accepgattandard. This is in contrast
to many developed, democratic countries such asJthited States, which have
placed more emphasis in developing their privasysland policies. It is hoped
that this article can highlight the lacunae in Mgfan privacy law and put to the
fore the consequences that will ensue as a resulthe law's failure in
safeguarding privacy. It concludes by emphasisimg need to legislate better
laws to adequately address the magnitude of prablemmcerning the derogation
of privacy and providing suggestions as to the steped to be taken in order to
ensure that the right to privacy is protected amptheid.
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INTRODUCTION

The debate on human rights issues has becomeadbtiie 21st century,
so much so that it has been observed that humats rappears to be the
new religion. With the atrocities committed durizMgorld War I, the
consequence of the aftermath of the war was thisaipnd recognition of
natural justice, whereby laws were created to npalssible the actionability
of the individual for human rights violationg-he United Nations Charter is
a prominent document that first attempted to laggsthese human rights
into a more concrete forfm.

Since then, the protection of human rights has tmecof utmost
importance to many countries such as the UniteteStd).S.), the United
Kingdom (U.K.), Singapore and countries in the BP@&an Union, just to
name a few. The right to privacy is amongst thdwse countries seek to
protect, as enshrined in the United Nations Detitaraof Human Right§,
the International Covenant on Civil and Politicalgiis, The European
Convention on Human RigHtand in many other international and regional
treaties. The preservation and protection of pgvecnow considered a
necessity as the right to privacy has been destakehe very essence of a
man's souf.

The predicament with regard to protecting privaeg lbhecome even
more challenging with the coming of modern techggldAt present, we do
most of our daily transactions and business throsgime kind of
technological or electronic means. Our modern $p@annot now function
without the usage of the Internet or e-commercédtditate our everyday
transaction$, so much so that we feel impotent and powerlesseifare
robbed of the ease and convenience that come favmase of the Internet.

Unfortunately, with the many benefits derived frdine Internet and
online transactions comes the abuse of such facHtoblems which our
forefathers had never foreseen are occurring toddit, the advancements

Steven S. Ratner and Jason S. Abraknspuntability for Human Rights Atrocities in Imetional Law:
Beyond the Nuremberg Lega@nd ed. (New York: Oxford University Press, 20(@.),
Abdul Ghafur HamidPublic International Law: A Practical Approac{Selangor, Malaysia: Prentice
Hall, 2007), 345.
Article 12, United Nations Declaration of HumaigRs.
Article 8, European Convention on Human Rights.
Whitfield Diffie and Susan Landa®rivacy on the LineThe Politics of Wiretapping and Encryption
] (Cambridge, MA: The MIT Press, 1999), 126.

Ibid., 1.
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in science and technology playing a significantt parcausing them.For
instance, the address, exact location and evearpicf one's home can be
found simply by clicking a button. Recently, theeriin cases involving
misuse of information and wiretapping and survedk, in particular, has
put the public on alarfh,as private information or images can be spread
through the Internet and reach the public overnigihis creating damage of
catastrophic proportions. Garfinkel is of the opmithat privacy rights
extend to the power of the people in determining dietails of their lives
they choose to reveal and to otherwise remain aludied. He has observed
that currently, freedom and privacy are at stakenewmore due to threats
such as government eavesdroppers, cunning busiersam interfering.

It has been observed by the writers that while meoyntries are
attempting to legislate laws to protect privacye thractical situation is
undoubtedly disappointing when limits to privacye grslaced. While the
power given to the government which allows infringgnt on their privacy
increases, the right of the public to be left alappears deteriorating to the
writers. It is alarming that even certain modernurdgoes like the U.S.,
which is thought to be propounders of the humahtsighave made some
unsatisfactory attempts in ensuring that the imlligl's privacy is not
violated. Even IF there is a law that purports tam@ntee such right, it is
usually restricted to "national security" or "publpolicy” concerns. The
guestion is, do these modern, democratic countikesthe U.S. really
protect the individual's right to privacy? The mdual's right to privacy
must be enhanced and respected. Only in certaoh,narst importantly,
exceptional circumstances, can the privacy of asqrerbe violated.
However, this exception must be exercised notramdy but in accordance
with the law. This logically means not just anywlathat was promulgated
to secure the interests of one government, butooradance to the law for
the greater good of the community or country.

" James MichaelPrivacy and Human Rights: An International and Camagpive Study, with Special
Reference to Developments in Information TechnolBgyis: Unesco Publishing, 1994), 7.

8 Assafa Endeshavinternet and E-commerce Law with a Focus on AsiaifiRa(Singapore: Prentice
Hall, 2001), 11.

° Ibid.,12.
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DEFINING PRIVACY

The first, and arguably, the most difficult hurdhetrying to safeguard one's
privacy is the fact that privacy is a word that dficult to define
comprehensively. A U.S. Supreme Court Justice destrprivacy as "the
right to be left alone'® However, this definition is flawed in several
respects. The glaring problem is that such a defmis too vague and does
not encompass situations that would, to the reddemeerson, amount to the
invasion of one's privacy. What happens is thatroag find himself to be
in a position where his privacy is violated, buérth is no effective legal
protection afforded to him due to the indistinchcept of privacy:

Take, for example, the hypothetical situation wbhgra man with
celebrity status is being followed by the prespaparazzi. The cameraman
Is cautious and ensures that he is never withinbthendaries of the man
being observed, hence not falling under the scopespass. But as soon as
the man steps into view, pictures are taken withrepress of the button
and the following day, the man makes the headlkrigabloids all over the
world. The man is technically being "left alone'lléaving the definition of
the U.S. court, as neither his property nor his@erhas been touched. By
literal definition, this situation may not amouatd violation of privacy. But
to the individual, this is deemed to be a grossrigément into his or her
private life.

This predicament of arriving at a proper definitieads to the effect
that the right to privacy is difficult to be legaknforced or upheld. That is
why it is not surprising that it has even been dbed as "inconceivable" as
a legal right. "It is sanctioned by society butaclg not enforceable by the
government, as privacy itself is beyond the scdpav."*?

Such is the disappointing state of affairs with arelg to the
individual's privacy that efforts have been madddgyslators worldwide to
define the elusive subject better. Now, privacwlso extended to include
the protection of data as well as biological andegie information.
Regardless of the many and sometimes differinghdefns of privacy and
the ambiguity it brings, it can be seen that mastintries have taken
measures to legislate better laws for the purpdserivacy protection,
whether it is guaranteed in the Constitution ot tt@untry or in other forms

10 Sulabh JairanEmerging Threats to Individual Priva¢ilew Delhi: Dominant Publishers, 2001), 3.

1 Raymond Wacks, edPrivacy, The International Library of Essays in Land Legal TheoryEngland:
Dartmouth Publishing Co. Ltd., 1993), xii.

2 Richard F. HixsonPrivacy in a Public Society: Human Rights in CatfiNew York and Oxford:
Oxford University Press, 1987), 98.
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of law. However, it is observed by the writers ttiese legal provisions are
more often than not out of date, barely keepingnmith the technological
advancements which allow easier invasion of on@sgy® Thus, the laws
that attempt to protect privacy leave many loops@ed in many instances,
offer insignificant protection for the individual.

There are countries that have answered the calbdtter, updated
laws which have the effect of protecting privacyl aackling the issues that
come with cyber or Internet related crimes and rafés such as the UN
Convention Against Transnational Organized Crim@®@nd Council of
Europe Convention on Cybercrime 2001, to name a Bmsgpite this, many
other countries are still lacking in their privalaws. Hence, this situation
calls for the reform of existing privacy and cyl&ws, and the creation of
such laws protecting privacy if none exists.

TECHNOLOGY'S INVASION OF PRIVACY

With the threats to an individual's privacy emegyiever so swiftly, the
need to have proper legislations that protect thiges is imperative. The
advancements in technology, in particular, is ann@ailprit, as everything
computerised raises the risk of the personal indbion of citizens being
leaked or hacked by anyone with skills in compaigplications. The usage
of closed-circuit television (CCTV) in restaurantsublic spaces and
especially, changing rooms brings about the contteahthe images might
be leaked onto the Internet for public viewingcas be evidenced by many
Malaysian cases. For example, the case of a lostea Nasha Aziz, can be
used to illustrate the point that technology assrsthe violation of privacy.
In this particular case, she found out that she been a victim of a
perverted peeping tom who had installed spy camerdser house and
videotaped her going about her daily routine, whirsdtuded footage of the
artiste undressing. Another case involves the former Member of
Parliament for Gombak, Datuk Rahman Ismail, who aks® taped in a
hotel room with a fellow parliament member who was his wife, although
he subsequently denied it was him in the cameraafmo Similarly, in
December 2007, Dr. Chua Soi Lek admitted to hisaextarital affair after

13 Daniel J. SoloveThe Digital Person: Technology and Privacy in théotrmation AggNew York: New

York University Press, 2004), 56.

" Sulabh Jairam, 28.

> Bernama, "Nasha Spy Camera Case: Supervisor LAgpgeal,” The Star 6 October, 2008,
http://thestar.com.my/news/story.asp?file=/20084Gition/20081006161935&sec=nation  (accessed
20 August, 2010).
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he was videotaped having sex with a woman. Teclgyadiowed the video
footages to be uploaded onto the Internet in aenaftminutes, and it was
soon after the release of the video that the M&aypopulation became
aware of his indiscretions. The controversy thatsar and the negative
comments from the conservative and reserved Malaysublic inevitably
led to his resignatioff.

Renowned lawyer, Karpal Singh, called on the ledigsk to enact
better laws to ensure that the privacy of individuaould be protected,
especially in light of the intrusion of privacy $erfed by Bukit Lanjan
assemblywoman, Elizabeth Wong, when intimate pestusf her and her
lover were revealed to the publicHe also called on the Attorney General's
Chambers to impose heftier fines and deterrenteseat to those guilty
of this violation; a step that is not at all unwwlee, considering the slew of
shocking cases, which prove that the individuaightr to privacy in
Malaysia is at stake. The point to be submitteth& the advancement of
technology is apparently accelerating the infringatmof the individual's
privacy not only in Malaysia, but also around tHebg as this has now
become a worldwide dilemma.

PROTECTING PRIVACY OR INVADING PRIVACY?

Many countries, especially the first world courgri@ress for the right to
privacy. However, it is interesting to note thatnsoof these countries have,
In certain instances, enacted laws that inadveytézdve room for trespass
against individual's privacy.

The U.S., surprisingly, does not expressly provmetection of
privacy in the Constitution, although it has beeguad that the right is
implied through the wordings of the ConstitutiGihere was an attempt to
remedy this situation through amendments contaméuae Bill of Rights; in
particular, Amendments 1 to 9. However, upon furtimspection, these
amendments are not comprehensive; nor are theyuatbeqThe Ninth
Amendment, which states that the "enumeration gaierights" in the Bill
of Rights shall not be construed to deny or dispai@ther rights retained by
the people was interpreted by some, including deistoldberg in Griswold

6 "Dr, Chua Soi Lek Admits to Being Man in Sex DVDThe Star 2 January, 2008, hitp:/
thestar.com.my/news/story.asp?file=/2008/1/2/n#1i®898249&sec=nation (accessed 15 October,
2010).

7 »Get Tough on Invasion of Privacy, Says Karpakie Stay 23 February, 2009.

8 Ww. Diffie and S. Landau, 128.
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v. Connecticut, as justification for broadly reaglithe Bill of Rights to
protect privacy in ways not specifically provided the first eight
amendment$’

Also, in the U.S., the Federal Bureau of Invesioga (FBI) has
developed a program called Carnivore that wouldgeiaremails of
individuals who potentially pose threats to "nafibsecurity." However,
concerns arose, especially among civil libertariassthe FBI can receive
information such as email headers without obtairangiretap warrant, an
act which was later made legal by the coming-imiccé USA Patriot Act
2001%° The FBI Director, Louis Freeh, even went as fatcadisallow any
encryption program that would be a bar to the giteraf the government or
authority from hacking into the emails or personaformation of
individuals?*

The Patriot Act generated much criticism as it aiatssuspected
terrorists and gives the Federal authorities uafett powers in monitoring
Internet activities. This Act was promulgated asoasequence of and in
response to the September 11 attacks, and givegn&wcement officials
the authority and power to intercept and track cammications of Internet
trespassers, among other things. The Americans are worried thi
would allow the government to collect the privateormation of individuals
under the all too commonly used pretext of invegians®

The Carnivore program and the Patriot Act, amomgst present an
enormous threat to the privacy of the U.S. citizemsl other citizens
worldwide, and raise more questions. Who can gteeathat the Carnivore
program and the power under the Patriot Act woully e used in cases
that warrant such intrusion? Is the Carnivore pmogiso accurate that it
would only limit itself to monitor the Internet adgties of the alleged
suspect, and not other Internet us&r¥?hat situations justify the violation
of one's privacy? These are the questions thatrstashelably raise concerns
and need to be addressed. If, and when the prigd@ersons are to be

19 SeeGriswold v. ConnecticuB81 U.S. 479 [1965].

2 Kevin Poulsen, "FBI Retires its CarnivoreSecurity Focus 14 January, 2005, http://www.

securityfocus.com/news/10307 (accessed 12 Octabaf).

Charles R. Smith, "Invasion of Your Privacy Has tJiegun,” NewsMax 6 March, 2001,

http://archive.newsmax.com/archives/articles/20B220402.shtml (accessed 5 March, 2010).

22 Marcia S. Smith, Jeffrey W. Seifert, Glenn J. Maghlin and John Dimitri Moteff, “The Internet and
the USA Patriot Act: Potential Implications for Efeonic Privacy, Security, Commerce and
Government," CRS Report for Congress, 4 March, 2002

% gtefanie Olsen, "Patriot Act Draws Privacy Consegr CNet News 26 October, 2001, http://news.
cnet.com/2100-1023-275026.html (accessed 12 Octaban).

24 Marcia S. Smith, Jeffrey W. Seifert, Glenn J. Maghlin and John Dimitri Moteff, "The Internet and
the USA Patriot Act: Potential Implications for Efeonic Privacy, Security, Commerce and
Government," CRS Report for Congress, 4 March, 2002

21
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invaded under the grounds of public policy, theirdgébn of what
constitutes public policy concerns must be propééimned instead of being
given a general description. A policy that is déssat as being too generic
would potentially open the window of opportunity fibuse.

It would seem that these countries, despite impheimg laws
specifically aimed at protecting privacy, oftentsnéail to practice the
fundamental principles they developed and vehemergéach. When the
infamous excuse of "national security" is misusedartain situations, what
can the individual do in such times except to wabeplessly as their
privacy is being stripped away in front of theiry@wn eyes? When one
guotes the words "national security" or "publicemast,” it is similar to
casting a blanket over the issue as not much cardueed over the matter.
It is submitted that upon closer observation, tlomggitutions, legislations
and policies of most countries do not afford satsfry protection of one's
privacy. The situation will remain so as long aygyoments are more
interested in securing their own interests andrdilbe intruding into the
privacy of others for the "country's interest" sed of prioritising the
interest of its citizens.

PRIVACY PROTECTION LAWS IN MALAYSIA

Malaysia, by virtue of its written Constitution, lsuits to the doctrine of
Constitutional Supremacy. The principles enshrinettie Constitution have
precedence over other matters and must be respesdsd for a few
exceptions. In the event that a state or subsidegiglation is in conflict
with the values guaranteed by the Constitution]dlein conflict will cease
to operaté> Currently, the position in Malaysia, similar tattof the United
States, is that the Federal Constitution does fiotdadirect protection of
one's privacy. However, Article 5 states:

1)  No person shall be deprived of his life or persdibaity, save in
accordance with law.

2)  Where complaint is made to a High court or ardgg thereof that a
person is being unlawfully detained the court simgjuire into the
complaint and, unless satisfied that the detensidawful, shall order
him to be produced before the court and release him

% Abdul Aziz Bari, Malaysian Constitution: A Critical IntoductiofKuala Lumpur, The Other Press,
2003), 38.
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3)  Where a person is arrested he shall be inforasezsbon as may be of
the grounds of his arrest and shall be allowedtsalt and be
defended by a legal practitioner of his chdite.

One's right to privacy can be argued to be guaeantsy the inferred
consequence of this article. In order to respeetlitberty of another, one
must also respect the privacy of the individual.diuo the dismay of
Malaysians, Malaysia is a little conventional irs iadoption of laws
protecting the privacy of individuals. Little hagdn done with regard to
privacy laws per se, and in 2007, the country rdnkery poorly in the
international arena on the issue of privacy prase® giving the
Impression that the government is not too pertunbedombating privacy
violations. The former President of the Malaysiaar BCouncil, Dato'
Ambiga Sreenevasan, intimated that Malaysia's lavesinadequate with
regard to the battle of safeguarding privdcgnd demanded that the
necessary changes be made with regard to the laavder to reflect the
changes in technology and the dire need for priyaotection.

There are many cases whereby the lewd or drunkeitsanof
individuals are uploaded onto social networkingsitvithout the person's
knowledge. These situations were not as rampanthén past as the
technology back then did not make it convenienttha spread of videos
and footage of people in their intimate momentse Thnsequences of the
publishing of such videos would inevitably resuthumiliation and social
stigma, and in extreme cases, suicides, as inabe of Tyler Clementi of
Rutgers University? A video of him having intercourse with another man
was secretly recorded with a webcam and streammedoh the internet by
his roommate, who evemveetedhis network, inviting them to watch. The
embarrassment led Tyler to post a goodbye messafis iFacebook page
before jumping off a bridge to his death. Two shidewvere subsequently
charged for violation of policy.

% gee Article 5 of The Federal Constitution (AcODO

27 "Poor Privacy Protection in Malaysia, says Privaeyernational,” Bangkit 17 January, 2008,
http://www.bangkit.net/2008/01/17/poor-privacy-pation-in-malaysia-says-privacy-international/
(accessed 25 October, 2010).

Joanna Loy, "Privacy: Does it Exist in Malaysis?it Time to legislate? The Malaysian Bar11l
March, 2009, http://www.malaysianbar.org.my/humaghts/privacy_does_it_exist_in_malaysia_is_
it_time_to_legislate_.htnfaccessed 10 October, 2010).

Emily Friedman, "Victim of Secret Dorm Sex TapesB Facebook Goodbye, Jumps to his Death,"
ABC News, 29 September, 2010, http://abcnews.gald&tvictim-secret-dorm-sex-tape-commits-
suicide/story?id=11758716 (accessed 23 Octobe)201

28
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The difference between Malaysia, Singapore andUtl&e is that, in
the U.S., those who were responsible for postirgvideo could, and have
been charged under violation of privacy laws, dpedly for using the
camera to view and transmit a live image. The nsesious charge under
the New Jersey privacy laws would mean a term @irisonment for up to
5 years? In this regard, American laws have met the chgkeof enacting
laws specifically aimed at countering such probleofs technology's
invasion of privacy. An information technology lpev from Singapore,
Bryan Tan, commented that breach of privacy in &wage could only
occur when there is a trespass element, i.e., veoemeone enters your
house, or when negligence can be established;x@amgle, the negative
consequences that ensue from the violation of opeismcy—such as
humiliation—by the posting of private videdsThus, it can be seen that
both Malaysia and Singapore have yet to legisldegaate laws to protect
our privacy and avoid situations like Tylers' ir tiuture.

Previously, attempts to safeguard the privacy tfems in Malaysia
can be seen with legislations such as the Comgrteres Act 1997 and the
Communications and Multimedia (Licensing) Regula$idl999. There is
also an offence under Section 14 of the Minor QféanAct 195% that
carries a penalty of a fine not exceeding RM10Q,this tragically fails in
emphasising the importance of privacy and dods litt deter others from
violating it®

In Malaysia, if one is fortunate, a conduct compdai of could be
categorised as an offence or violation in accordanmith the Penal Code,
Multimedia and Communications Act, or the law ofnfidence* The
consequences of inadequacy of privacy laws wouddltrén infringement of
privacy without proper legal remedies; or worsefewfes that go
unpunished. Unless the conduct falls under recegnsauses of action
according to Malaysian law such as trespass; uotdesuch as defamation;
or constitute a crime under the Penal Code, sucheasale or distribution
of obscene materiafs; and gestures that intrude upon the privacy of

% Lisa W. Foderaro, "Private Moment Made Publicertha Fatal Jump,The New York Times9
September, 2010, http://www.nytimes.com/2010/091@@gion/30suicide.html (accessed 23 October,
2010).

31 sandra Leong and Tham Yuen-C , "When Online Pr&@t Out of Line, The Star 3 October, 2010,
30.

32 See S. 14 of the Minor Offences Act 1955 (Act)336

3 "Get Tough on Invasion of Privacy, Says Karpalhe Star February 23, 2009, http://thestar.

com.my/news/story.asp?file=/2009/2/23/nation/33BB&Eec=nation (accessed 8 March, 2010).

J. Loy.

% Section 292 of the Penal Code, Revised 1997 $24).

34
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anothet® and the like, one would be frustrated to find thatiations of
infringement of privacy would go unprosecuted or Inedility can be
attached. It is submitted that due to the comingdvanced technology, the
privacy of a person can be violated without traasging the limits of the
written law. For example, while it is true that tlev of defamation can
protect privacy, it could only do so IF the viotagiact fulfils the elements
of defamation, that includes the intentional pugyo$ lowering the esteem
or reputation of a person in the eyes of the spéieThe problem occurs
when an act of privacy infringement occurs thatsdoet fall within the
scope of defamation. If a photographer is contislyotaking pictures of a
famous person while being careful to stay withia loundary of the law as
not to be trespassing, there may not be any vizhlee of action against the
photographer unless the nature of the picturegesakaim of defamation or
the act of taking the pictures involves trespassmbny cases, privacy is
infringed without elements of trespass or defanmatiWhat would then be
the protection afforded to the individual? As thenburable Harmindar
Singh Dhaliwal JC expressed, although defamatiom haay, to some
extent, protect privacy, its protection is bestvedr by having specific
privacy legislation rather than relying on defamatilaw® Even if the
privacy violation constitutes a specific crime—whican be proven—
usually the sentence is not serious enough toctdfie gravity of the crime.
For example, under Section 509 of the Penal Cbdajch is the offence
of insulting the modesty of a person by words ostges, and which
intrudes upon the privacy of such person, the amtusmay only be
sentenced up to 5 years, or fined, or both.

Although the laws of Malaysia have attempted toresisl the various
problems of cyber crime, and that some of theses [y consequently
protect privacy, there has been a startling lackemmiphasis on privacy
protection in particular. However, recently, a litbaough in the area of
cyber law and the preservation of privacy has besde with the
promulgation of the Personal Data Protection AdDRR) 2010, which
gives greater right to the individual with regaadtheir personal data and
how it is handled or transmitted. This Act has tehave an enforcement
date; nevertheless it is hoped that it would babgut change in terms of
providing more security and privacy for the hangliof information, and

% Section 509 of the Penal Code, Revised 1997 %#4).
3" Tun Datuk Patinggi Haji Abdul-Rahman Ya'kub v. Bdén Bhd & Ors 1 LNS 304 (1995).JB
Jeyaretnam v. Goh Chok ThqrigLNS 139 (1984).
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ultimately lead to more secure, trustworthy elaurosurroundingé’®
Companies and institutions should not sit idly wsgitfor the Act to be
enforced. Rather, they should take active meaduses now on to update
their policies and ensure compliance with the Aatiacipled® as this is not
a process that can be done overnight. It requites revision and
modification of the company's policies.

The Act governs all those who possess control ardoaty in the
processing of one's personal data. While the dmfmiof processing is
extensive, only commercial data processing is agple in the Act? The
word commercial connotes matters with regard toetkehange or supply of
services or goods, banking, investments, agensyramce, financing and
the like®®* The drawback of this Act is that it only appliesbanks and
other corporate bodies that collect ddtdt does not cover persons who
abuse the personal data of individuals, save ®fdht that the data were in
relation to commercial transactions, as explainedsection 2(1) of the
Act.* It seems, to the writers, that those who abusep#teonal data of
others for no particular purpose, or for sport, ldooot be subject to this
Act.

There are also jurisdictional issues involved &sAbt does not apply
to data processed entirely outside of Mala§Sidence, this would suggest
that the Act does not cover Internet-based dataegats, unless the personal
data is used or intended for use in Malaysighis jurisdictional problem is
far-reaching, as almost all data gatherers arernetdased. In such
situations, which country then would have jurisidictover the breach of
privacy or abuse of data processing?

Additionally, the Federal and State Governmentsrexiesubject to
this law®® The writers observe this as defeating the purpdsthe law
enactment, as much information and data are besd) dnd processed by
the Federal and State Governments. According taraeg conducted by
Privacy International, Malaysia was criticised fwrcumscribing laws that

40 “Cyber Privacy Law on the Net,CyberSecurity Malaysia18 November, 2000, http://www.
cybersecurity.my/en/knowledge_bank/news/2000/maiaiti871/index.html (accessed 15 October,
2010).

K. Singh, "Net value: Getting to grips with therBonal Data Protection ActThe Edge2 August,
2010, http://www.lexisnexis.com (accessed 24 AugR310).

42 See S. 2(1) of the Personal Data Protection B£0ZAct 709).
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help protect privacy under the pretext of antiggsm:® Although the Act
Is deemed to be well planned by experts from otlmemtries that enact
similar laws on data protection, the effectivenesgependent upon the way
the laws are enforced and how seriously organisstiinstitutions, and
those covered by this Act take their responsibiitiand dutie® It is
submitted that although the action taken by théidmaent in enacting better
laws such as the PDPA for the preservation of owapy is applauded, the
restrictions, non-limitations and exceptions pi@adi would bring about the
same result, which is the non-preservation of pyv&urthermore, the Act
only covers the privacy of personal data; how ittasbe collected and
processed. It does not serve to address all prirdfaypgement concerns,
such as the privacy infringement of personal data fon-commercial
purposes. Therefore, it is incumbent upon the llegise to enact a more
specific and comprehensive Act that would servepitotect all privacy
violations, which would include informational antiysical transgressions
of privacy.

RECOMMENDATIONS

In Malaysia, it is submitted that the situation ceming violation of privacy
must, and can be improved by:

1. Incorporating the right to privacy as a fundamentgit in the Federal
Constitution to emphasise the importance of iteeolence. Changes to
the Constitution can and should be made only wiseessary, as in the
situation with regards to violation of privacy. Antgments to the
Constitution are at times unavoidablas the Constitution is a living
document which must protect the interest of theetpcOnce privacy
rights are guaranteed by the Constitution, thietingis a far greater
chance of being respected and observed, for thein®of
Constitutional Supremacy is the law of the land eoiahotes that all
rights in the Constitution are to be assured atats, and all other
inconsistent laws are not to be practiced.

9 Privacy International, Report no. PHR2004, 16 &mber, 2004, http://www.privacyinternational.
org/article.shtml?cmd[347]=x-347-83539 (accesse®ttmber, 2010).
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2. Enacting a privacy act per se, so as to propeudyess all the new
circumstances of violation of privacy brought abantl made easy by
the use of modern technology. Those specialisékeifield of science,
technology, e-commerce and the related fields shioalinvited for a
more active role in giving opinions on the issueslaws need to
counter. Not many legislators are technocrats; #reynot capable of
fully anticipating and understanding all the praobdethat could arise due
to the advancements of technology. Hence, expettsifield should
have a more significant role when such legislatmmsbeing creatéto
ensure that the laws enacted are thorough, commpseieeand up to date.

3. Creating stiffer criminal sanctions and privacy $atlat should be
followed by stricter penalties to ensure adhereadbe law; as the
possibility of incarceration for invading someor@iwacy would have
the effect of discouraging people from engaginguoh offences. This is
In accordance to the well-accepted theories bgpuudence scholars
such as Beccaria and Bentham. According to themre@# Deterrence
Theory, man is driven by pleasure. Their act ofagigg in crime is in
accordance with the pleasure they derive from thetion and the
minimum risk it carries. Hence, an action thataattts a hefty or severe
punishment would result in a reduction of crime# agnds a warning to
the society at large the extent of punishment amgathem should they
transgress the bounds of the [&w.

4. Incorporating the topic of privacy and ethics itlie subject of Islamic
and Moral studies, which are made compulsory isish Many
Instances of invasion of privacy involve the youwio are more adept
with the latest gadgets and technological advano&srikan adults. By
Instilling ethics, a sense of respect among thengawoncerning the
observance of the privacy of others will be gerestalt is also hoped
that this would deter the violation of privacy cagethe future.

5. Organising talks and seminars on the significaricespecting privacy
and the legal as well as moral consequences fuoioiation. This is to be
done to instil legal awareness amongst the publicemhance social
responsibility in the hope that the public would eihically and

2 Kevin J. ConnollyLaw of Internet Security and Priva¢fispen: Aspen Publishers Inc., 2004), 35.
3 Gennaro F. Vito, Jeffrey R. Maahs and Ronald Minkés,Criminology: Theory, Research and Policy
(Massachusets: Jones and Bartlett Publishers, 2667)
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responsibly in their daily affairs and abstain fraaots of privacy
violation.

6. Improving the Personal Data Protection Act (PDRAgaver data
processing not only for commercial, but for perdqgnaposes as well.
Internet-based data gatherers should also be subj#us Act to
overcome the jurisdictional issue. Similarly, tredEral and State
Governments should be subject to the PDPA; beiadptidies that
collect, process and hold most of the personal ofatéalaysians.

Once the setbacks and loopholes in the PDPA anmessiet, better
enforcement of the law with regard to the rightled individual's privacy
can be done.

CONCLUSION

With the coming of globalisation and improved edigraof people, more
and more are becoming aware of their rights anchatefraid to claim or
fight for them. Be that as it may, invasion of @y is still a common
occurrence, even more so with the advances andissioption of
information and communications technology. Withliakcof a button, one
can know the financial standing of another or ome&dical records or
academic achievements. The abuse of technologletids the display and
distribution of activities that individuals do imé privacy of their own
homes. Now, more than ever, a persdmight to be left alont seems a
distant dream.

It is imperative that the legislatures of countresridwide address
the issue of violation of privacy, as failure to sl@ would only cause the
offenders to grow in number, as their actions ggummshed and
unprosecuted in many countries. Even if there aneighments for their
offences, the amount of fines imposed would ddelitdo deter them from
continuing transgressing into the private liveotfers. The charges should
come with harsher punishments, to drive home thet loat transgressing
the privacy of another is not only a grave crima, &n immoral act as well.
Only with proper and deterrent sentences can we Fapthis problem to be
curbed and for the privacy of individuals to betoesd.

With the advances in technology, violations of pay become easier,
and the consequences are more gargantuan; wittethef the Internet, the
spread of personal information can become verycditfto control. Hence,
a more urgent move to develop privacy laws whickecoviolations of
privacy per se—aimed to meet the needs of socmdypaotect their rights
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to privacy—is suggested. Active participation ofiteocrats must be more
welcome as it is important to have their inputomder to enact effective
laws that properly address issues related to pyjviechnology and cyber
crimes.

Lastly, society itself must play a pivotal roledaterring the violation
of privacy and stopping the spread of informatignréfusing to participate
in, look at, and distribute the personal imagesdattd of others. The moral
and societal conscience of the people must be eedaras there is no
purpose of creating laws to protect the people wtien people do not
protect themselves and each other. Only with pr@rel adequate laws,
along with societal responsibility, can the problefwiolation of privacy be
addressed.
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