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Abstract

This paper presents a distributed integrated fault diagnosis and accommodation scheme for leader-
following formation control of a class of nonlinear uncertain second-order multi-agent systems. The
fault model under consideration includes both process and actuator faults, which may evolve abruptly
or incipiently. The time-varying leader communicates with a small subset of follower agents, and each
follower agent communicates to its directly connected neighbors through a bidirectional network with
possibly asymmetric weights. A local fault diagnosis and accommodation component is designed
for each agent in the distributed system, which consists of a fault detection and isolation module
and a reconfigurable controller module comprised of a baseline controller and two adaptive fault-
tolerant controllers, activated after fault detection and after fault isolation, respectively. By using
appropriately designed Lyapunov functions, the closed-loop stability and asymptotic convergence
properties of the leader-follower formation are rigorously established under different modes of the
fault-tolerant control system.

Keywords: Fault-Tolerant Control, Formation Control, Adaptive Control, Multi-Agent Systems,
Nonlinear Uncertain Systems.



1 Introduction

1.1 State of the Art

Many modern engineering systems are modeled as multi-agent systems (MASs), comprised of various
distributed and interconnected autonomous agents/subsystems. Examples of such systems include coop-
erative unmanned aerial vehicles, air traffic control systems, and connected autonomous ground vehicles,
etc. In recent years, cooperative control using distributed formation control algorithms has received
significant attention (see, e.g., [1-3] and references therein). Two types of control problem have been
considered, i.e., the cooperative regulator problem (also known as leaderless consensus) and the coop-
erative tracking problem. For the regulator problem, all the agents/nodes are driven to the consensus
equilibrium that is dependent on initial conditions of the agents. For the tracking problem, all follower
agents are synchronized to track a leader agent acting as a command generator, despite the leader’s
command is only received by a small portion of followers. Adaptive cooperative control methods for
achieving leader-following tracking in the presence of various uncertainties have also been proposed by
assuming the absence of faults [4-6]. Since such systems need to operate reliably at all times, despite the
possible occurrence of faulty behaviors in some agents, the development of fault-tolerant control (FTC)
schemes is a crucial requirement in achieving dependable and safe operations.

Considerable research efforts have focused on the development of FTC methods for actuator faults in
multi-agent systems. Fault-tolerant formation control of unmanned aerial vehicles was investigated in [7],
where the reference of the leader is adjusted to yield feasible references in response to actuator faults in
followers. Fault-tolerant cooperative tracking algorithms have been developed for accommodating actua-
tor faults in multi-agent systems with linear and Lipschitz nonlinear dynamics [8-11]. Actuator faults in
agents with more general nonlinear dynamics are considered in [12,13], where adaptive approximator (e.g.,
neural networks and fuzzy systems) are used to approximate the agents’ uncertain nonlinear dynamics.
A distributed adaptive scheme is developed in [14] to compensate for the effects of time-varying actuator
faults in multi-agent systems with delayed state perturbations. A robust adaptive cooperative tracking
control scheme is developed in [15] to deal with time-delays and dead-zone nonlinearities. The results
in [8-15] are all based on the critical assumption that the Laplacian matriz of the communication graph
is symmetric. However, the distributed FTC problem for leader-follower multi-agent systems naturally
require the consideration of an asymmetric Laplacian matrix, which is significantly more challenging.
Limited results are available on leader-following FTC design for agents connected by graphs with asym-
metric Laplacian matrix. Under directed communication graphs, interesting FTC algorithms for actuator
faults to achieve leader-following tracking [16] and containment control [17] have been presented. It is
assumed that the the derivatives of the leaders’ outputs are available to their neighboring followers in [17].
However, in all the aforementioned results, the FTC problem for process faults was not considered, which
is crucial to the safe operations of MASs. Moreover, cooperative uniformly ultimately bounded (CUUB)

results were obtained for MASs under an asymmetric Laplacian matriz [16,17] .

1.2 Objectives and Contributions

The objective of this paper is to develop a fault-tolerant leader-follower formation control scheme for
a class of second-order nonlinear uncertain MASs, which are interconnected via a bidirectional commu-
nication topology with possibly asymmetric weights and may be subject to both process and actuator
faults. Compared with the existing results, the contributions of the paper are summarized as follows.

o A fault-tolerant formation control scheme is derived for MASs under a bidirectional communication

topology with possibly asymmetric weights. It is worth noting that the asymmetric weights of the



graph under consideration don’t assume the critical detail-balanced condition considered in the
literature [18,19], which significantly increases the complexity of stability analysis. For instance,
the methods for stability analysis presented in [8-15], which utilize the symmetric property of the
Laplacian matrix to solve the leader-follower formation problem for undirected symmetric graphs,

are no longer applicable.

e Unlike the CUUB results for asymmetric graphs shown in the literature (e.g., the sliding mode FTC
method [16] and the containment control scheme [17]), the adaptive FTC method proposed in this
paper guarantees that the formation tracking error asymptotically converges to zero. Note that in
the leader-following topology considered in this paper, the time-varying leader only communicates
to a small subset of follower agents, and each follower agent exchanges measurement information
only with its neighbors through an asymmetric interconnection topology. These constraints make
it more difficult to accomplish the asymptotic convergence property of leader-following formation
error in the presence of faults and modeling uncertainty.

e The agent fault model under consideration includes both process and actuator faults, while process
faults were not considered in all the aforementioned papers. Moreover, both incipient faults (i.e.,

slowly developing faults) and abrupt faults are considered in this paper.

e The proposed FTC architecture can potentially achieve improved tracking performance by exploit-
ing online fault detection and isolation information, since the objective of FTC is to compensate
for the effect of such faults. In the papers described above, only the FTC scheme in [16] utilizes
the integrated fault diagnosis and accommodation architecture, where only CUUB results were

established and the problem of FTC design after fault isolation was not addressed.

An integrated fault diagnosis and accommodation component is designed for each agent by utilizing
measurements information exchanged between neighboring agents. Each local FTC component consists of
two main modules: 1) a decentralized fault diagnosis module consisting of a fault detection estimator and
a bank of fault isolation estimators; 2) a distributed controller (fault accommodation) module consisting
of a baseline controller and two adaptive fault-tolerant controllers employed after fault detection and after
fault isolation, respectively. After fault detection, a distributed adaptive-approximation-based controller
is designed for achieving fault-tolerance of the agents before fault isolation because of the ability of the
“adaptive approximator” to learn the unknown fault functions [20]. Another adaptive fault-tolerant
controller with simplified structure is used to improve the control performance if the faults are isolated.
Under certain assumptions, by using suitably chosen Lyapunov functions, the closed-loop stability and
asymptotic leader-follower formation tracking properties of the adaptive fault-tolerant controllers are
rigorously established. This paper significantly extends the results in the previous papers by authors
[21,22]. Specifically, a class of first-order MASs was considered in [21], and a second-order model with
symmetric graphs was considered in [22], while this paper considers second-order agents under graphs
with asymmetric weights. Moreover, the fault model considered in this paper includes both abrupt and

incipient faults, while those previous papers only considered abrupt faults.

1.3 Organization

The rest of the paper is organized as follows. The problem formulation for fault-tolerant leader-
follower formation control of multi-agent systems is described in Section 2. The design and analysis of
the fault-tolerant control scheme employed between fault detection and isolation is presented in Section

3. The FTC design after fault isolation is described in Section 4. In Section 5, a simulation example



is used to illustrate the effectiveness of the FTC method. Finally, Section 6 provides some concluding

remarks.

2 Problem Formulation

2.1 Graph Theory Notations

To facilitate the problem formulation, some basic standard notations for graphs are recalled for the
reader’s convenience. A directed graph G is a pair (V, &), where V = {v1, - ,vn,} is a set of nodes,
E CV xVis aset of edges, and m is the number of nodes. An edge is an ordered pair of distinct nodes
(vj,v;), meaning that the ith node can receive information from the jth node. For an edge (v;, v;), node
v; is called the parent node, node v; is the child node, and v; is a neighbor of v;. A sequence of distinct
edges in the directed graph G creates a directed path between two distinct nodes. A graph contains a
directed spanning tree if there exists a node called the root, which has no parent node, such that the
node has directed paths to all other nodes in the graph.

The set of neighbors of node v; is denoted by N; = {j : (vj,v;) € £}. The weighted adjacency matrix
C = [¢i;] € R™*™ associated with the directed graph G is defined by ¢;; = 0, ¢;; > 0 if (v;,v;) € &,
and c;; = 0 otherwise. An interaction graph G is said to be fixed, if each node has a fixed neighbor set
and ¢;; is fixed. For undirected graphs, ¢;; = c¢j; and for balanced graphs >>7", ¢ij = 37" ¢ji. The
Laplacian matrix L = [¢;;] € R™*™ is defined as t;; = ZjeN,- cij and t;; = —¢;5, 1 # j. Both C and L
are symmetric only for undirected graphs. The sum of the elements on each row of the Laplacian matrix
L is zero, therefore 0 is an eigenvalue of L. The graph G has a spanning tree if and only if the Laplacian
matrix of the graph G has a simple zero eigenvalue. More detailed description of graph theory can be
found in [2].

2.2 Distributed Multi-Agent System Model

Consider a set of M interconnected agents where the second-order dynamics of the ith agent, for
i=1,---, M, is described by:

pi = U (1)
;= ¢i(x;) +ug +ni(xs,t) + Bi(t — Ti) filws) + 0i(t)u

where z; = {p Z] € R% and u; € N are the state vector and the input of the ith agent, respectively.
K3

Additionally, ¢; : R%2— R, n;: R2 x RT = R, f; : R2 — R are smooth vector fields.

The model given by
. 0 0 1 0
& = [QZ(%)} + {0 0] x; + L} U; (2)

represents the known nominal dynamics of the ith agent with ¢; being the known nonlinearity. The
“healthy” (in the absence of faults) system is described by

& = [@(Ozi)] + {8 (1)} T + m (wi +ni(zi, 1)) . (3)

The difference between the nominal model (2) and the actual (healthy) system dynamics (3) is due to
n;(2;,t), characterizing the modeling uncertainty in the state dynamics of the healthy agent, including
disturbances and modeling errors.

The term B;(t — T;) fi(x;) in (1) denotes the unknown change in the dynamics of ith agent due to the
occurrence of a process fault, where 3;(t —T;) represents the time profile of the process fault which occurs

at some unknown time 7;. Additionally, for isolation purposes, we assume that there are r; — 1 types



of partially known fault functions associated with the ith agent; Specifically, each process fault function
fl,w=1,--- r;,—1,is described by

F2 () 2 (00) g (), (4)

where 0;°, for ¢ =1,--- , M, is an unknown parameter vector assumed to belong to a known compact set
oY (ie., ¥ € OF C RY'), and g : R2 — R*" is a known smooth vector field. As described in [23], the
process fault model described by (4) characterizes a general class of nonlinear process faults where the
vector field g’ represents the functional structure of the wth process fault, and the unknown parameter
vector 0;” characterizes the fault magnitude. For instance, for each leakage fault in the well-known three-
tank benchmark system [23], the fault functional structure (i.e., g’) can be represented as a nonlinear
function of the liquid levels, and the unknown leakage size is the fault magnitude ;. In this paper, the
time profile function 3;(-) is modeled by a time-varying function that is zero before fault occurrence (i.e.,
t < T;), and satisfies 0 < f3; < 1 for ¢t > T;. For instance, the time profile of abrupt faults can be modeled
as a step function, and the time profile of incipient faults can be modeled as a drift-type fault or an
exponential term with an unknown fault-evolution rate. Therefore, both incipient and abrupt faults are
considered in this paper.

Furthermore, the term 6;(¢)u; in (1) represents the changes in the dynamics of ith agent due to the
occurrence of a time-varying actuator fault. Specifically, 6;(t) € [0F,0] is the unknown and time-varying
fault parameter characterizing a partial loss of effectiveness fault in actuator u;, for ¢t = 1,--- | M, where
0 € (—1,0) is an unknown lower constant bound. The case of 6; = 0 corresponds to a healthy actuator,
whereas a negative value of ;(t) implies that the actuator is partially faulty. Note that it is required that
07 > —1 to ensure the controllability of the distributed agents.

Based on the process faults described by (4) and actuator fault model described above, the fault class

associated with agent ¢ under consideration is given by

Fi 2 {f @), £ (@), 6w} (5)

The objective of this paper is to develop a distributed fault-tolerant leader-following formation control
scheme for the class of distributed multi-agent systems described by (1). In this paper, we denote G as the
fixed graph of the overall MAS. The leader only communicates to a subset of followers, and each follower
only communicates to its neighboring agents. Without loss of generality, let the leader be identified as
agent number 0 with state zo(t) = [po(t), vo(t)]T, where py and vy denote the position and velocity of
the leader respectively; therefore py = vg. Then, the stability and convergence analysis is based on the

following assumptions:

Assumption 1. The modeling uncertainty, represented by 7;(x;,t) in (1), has a known upper bound,
ie., Vx; € %2,

mi(za,t)| < Ml t), (6)
where the bounding function #; is known and uniformly bounded with respect to (z;, t).

Assumption 2. The derivative of the leader’s second state (i.e., @) is bounded by an unknown constant
K, i.e.,
00| < K. (7)

The modeling uncertainty considered Assumption 1 is assumed to be unstructured but bounded by
certain known functions. The knowledge on the bounding function 7; is mainly needed by the fault
diagnosis procedure to distinguish between the effects of faults and modeling uncertainty. In the fault-

diagnosis literature, efforts to enhance the robustness of FDI schemes with respect to modeling uncertainty



can be made either at the residual generation stage by using decoupling techniques or at the decision
making stage by using adaptive thresholds. In the first approach, the modeling uncertainty is often
assumed to be structured, which allows the use of linear and nonlinear state transformations to decouple
faults from modeling uncertainty. If the modeling uncertainty is unstructured, decoupling faults from
modeling uncertainty is not possible. Then, a known bound on the modeling uncertainty is needed to
derive adaptive thresholds for distinguishing between the effects of faults and modeling uncertainty [23,24].
Note that the bounding function 7; can possibly be obtained by making use of certain limited knowledge
on the modeling uncertainty under the worst-case scenario (see, for instance, an aircraft engine fault
diagnosis application considered in [25]).

Assumption 2 is needed to achieve formation control for a time-varying leader. Note that it only
requires an unknown bound on the derivative of the leader’s state. An adaptive bounding control design
will be developed to estimate the unknown bound .

2.3 Distributed Fault-Tolerant Control Architecture

The research objective in this paper is to develop distributed robust FTC algorithms such that each
agent’s state converges to a desired formation with the time-varying leader even in the presence of faults
and modeling uncertainty. Specifically, the proposed distributed FTC algorithm is designed to guarantee
the velocity of each follower converges to that of the leader, and the positions between neighboring agents
i and j converge to a specified desired distance, i.e., p;(t) — p;(t) — pi; and v;(t) — vo(t), where p;; is
the desired constant relative position between the agents ¢ and j, fori=1,--- , M, j € N,.

An example of a distributed FTC architecture with one leader and five follower agents is shown in
Figure 1. Tt is noted that the leader (i.e., node 0) communicates only with a subset of followers (only
agent 2 in this example), while each follower communicates to its directly connected neighbors through a
bidirectional network with possibly asymmetric weights. It is assumed that the leader has a directed path
to all followers. As described in [26], synchronization to the leader node cannot be achieved if there are
some follower nodes that are either isolated or do not receive information from any other nodes (as the
leader). As shown in Figure 1, each local control module consists of a fault detection and isolation (FDI)
component and a FTC component. The decentralized FDI component is used to detect the occurrence
of a fault and determine the particular fault type. Based on the local diagnostic information, each agent
reconfigures its fault-tolerant controller, which is designed by using local measurements and measurements

received from neighboring agents.

Fol kel PTG

‘FDI HHC|
FDI — FTC |

Figure 1: An example of distributed FTC architecture



Based on the diagnostic information, the distributed FTC scheme is designed according to the follow-

ing qualitative objectives:

1. In a fault free mode of operation, a baseline controller guarantees that the state of ith agent x;(t)
should track the predefined formation with a time-varying leader x((¢), even in the possible presence
of plant modeling uncertainty.

2. If a fault is detected by the FDI scheme, the baseline controller is reconfigured to compensate for
the effect of the fault whose fault type is yet unknown. The fault-tolerant controller is designed
in such a way that some control performance can be recovered by exploiting the information that
a fault has occurred, guaranteeing the boundedness of system signals and some leader-following

formation performance, even in the presence of the fault.

3. If the fault type is isolated by the isolation scheme, then the controller is reconfigured again. The
second fault-tolerant controller is designed using the information on the type of fault that has

occurred so as to further improve the control performance.

Because the baseline controller is a special case of the adaptive fault-tolerant controllers, this paper focuses
on the design of the two adaptive FTC schemes utilizing the fault detection and isolation information,

respectively.

Remark 1: Compared with passive FTC schemes, the proposed FTC architecture allows to maximize the
use of a simpler nominal controller designed for achieving optimal control performance of the “healthy”
plant (i.e., in the absence of faults), instead of trading performance for robustness to certain faults.
Additionally, the design and analysis of adaptive FTC schemes often require certain known knowledge of
the fault functional structure (i.e., 7)), which may not be sufficient to accommodate new or unexpected
faults that do not belong to the pre-defined fault class F; given by (5). In contrast, the proposed FTC
architecture takes into account this important practical issue. Specifically, in this case, the new or
unexpected fault that has occurred will be detected (if the fault detectablity condition is satisfied [?]),
but not isolable, because it does not belong to the pre-defined fault class F;. Then, the neural-network-
based adaptive fault-tolerant controller (22) activated after fault detection maintains the stability of the
system, and the adaptive fault-tolerant controller (57) or (63), designed based on the functional structure
of isolated faults, does not become activated. Therefore, it is essential to use the neural-network-based
adaptive fault-tolerant controller in the proposed FTC architecture.

Remark 2: Various interesting FTC schemes have been developed for centralized systems [27-30].
A centralized adaptive FTC scheme for a class of nonlinear uncertain systems was presented in the
previous paper by authors [27], where the FTC design is based on a global mathematical model and is
required to have real-time access to all sensor measurements in the overall system. Due to limitations of
computational resources and communication overhead, this centralized method is not applicable to leader-
following tracking control of large-scale multi-agent systems. Therefore, the distributed FTC problem
considered in this paper addresses some key new challenges compared to the centralized problem in [27].
Specifically, while each local FTC component is designed using only measurements of the local agent
and its neighbors, the distributed leader-following FTC scheme guarantees each agent tracks the leader’s
state, which is accessible only to a limited number of agents, even in the presence of faults and modeling
uncertainty. An appropriate Lyapunov function and distributed controller gains must be skillfully chosen
for deriving the asymptotic fault-tolerant leader-following consensus property of the multi-agent system

under a bidirectional communication topology with general asymmetric weights.



3 Fault Accommodation: after Fault Detection

3.1 Decentralized Fault Detection

Under normal operating conditions, each local fault detection estimator (FDE) monitors the corre-
sponding agent to detect the occurrence of any faults. The decentralized fault detection method can be
easily designed using the results in [27]. Based on the agent model described by (1), the FDE for each

agent is chosen as:

iio= Alw;— &)+ [8 (1)] z; + m (di() +wi) (8)

where #; € R? denotes the estimated local state, AY = [)\(%i 20 ] € N2*2 is a positive definite estimator
gain matrix. B

For each local FDE, let ¢; 2 x; — & = [ep, ,5U1¢]T denote the state estimation error of the ith agent.
Then, before fault occurrence (i.e., for 0 < t < T;), a bounding function on each component of the state
< v;(t), where

estimation error ¢; can be derived. Specifically, it can be shown that |e,,

t
v;(t) = / e_Agi(t_T)ﬁi(xi,T)dT+;Eie_>‘git, (9)
0

and Z; is a bound on the initial state estimation error (i.e., |e,,(0)] < Z;). Even if the initial state
estimation error is conservative, this will not affect the threshold at steady state since it is multiplied
by a decaying term, as shown in the adaptive threshold (9). Note that the integral term in the above
thresholds can be easily implemented as the output of a first-order linear filter H(s) = 1/(s 4+ A9 ) with
the input given by 7;(x;, t).

Thus, the decision on the occurrence of a fault (detection) in the ith agent is made when the absolute
value of the estimation error (i.e., €,,) generated by the local FDE exceeds its corresponding threshold
(i-e., |ev; (B)] > vi(t)), where v;(t) is given by (9). The fault detection time T} is defined as the first time
instant such that |e,, (Tq)| > v3(Ty), for some Ty > T;, that is,

M
Ty 2 inf (J{t >0 ¢ |e, (8)] > vi()} .

i=1

3.2 Neural-Network-Based Adaptive Fault-Tolerant Controller

After the fault is detected at time ¢t = T,; by agent ¢, the nominal controller is reconfigured to ensure
the system stability and some tracking performances after fault detection. In the following, we describe
the design of the fault-tolerant controller using distributed adaptive tracking techniques.

Before the fault is isolated, no information about the fault type is available. Adaptive approximators
such as neural-network models can be used to estimate the unknown process fault function f;(x;) described
by (4). The term “adaptive approximator” [20] is used to represent nonlinear multivariable approximation
models with adjustable parameters, such as neural networks, fuzzy logic networks, polynomials, spline
functions, etc. Specifically, we consider linearly parametrized network (e.g., radial-basis-function networks

with fixed centers and variances) described as follows:
filai, 0:) = 97 pi(:) (10)

where ;(-) represents the fixed basis functions, and ¥, is the adjustable weights of the nonlinear approx-

imator.



Based on (1) and (10), for ¢t > T}, the system dynamics described by (1) can be rewritten as

= [8 é] T+ [ﬂ [ds(@s) + (1 + 0:(E))ws + ni@i, t) + filwa, 95) + Bidi(ws) + (B — 1) filws, 0)],
(11)

where §; 2 filxy) — fl(xz, ;) is the network approximation error for the ith agent, and ¥; is the unknown

optimal weight vector given by

A . 2 a

¥; = arg inf { sup |fi(x;) — fi(asi,ﬁi)|},
9i€0; \z;€X;

where X; C R? denotes the set to which the variable x; belongs for all possible modes of behavior of

the controlled system. For each network, we make the following assumption on the network residual

approximation error:

Assumption 3. For each ¢ = 1,--- , M, the residual approximation error satisfies

where §; is a known positive bounding function, and «; is an unknown constant.

Remark 3: In [5,6,12,16,17,31], a constant bound was assumed for the residual approximation error,
while a more general bound in the form of an unknown constant multiplied by a function of agent state
is considered in this paper, therefore increasing the complexity of stability analysis.

We let o, represent an unknown constant defined as

oz?m 2 sup max{wi(t - T;) oyl Hﬁi(t -T;) —1] 191‘} , (13)
t>Ty
where T; is the process fault occurrence time. Note that the fault time profile 3;(t—1T;) satisfies 0 < ; < 1.
Then, the finite constant o), defined by (13) always exists.
The following Lemmas are needed for the design and analysis of the distributed fault-tolerant forma-
tion control algorithm:

Lemma 1. Suppose ¥ € RMHADXMAY) 4s the Laplacian matriz of intercommunication graph as if the

communication between the leader and followers is bidirectional. The matrix
I T
Q=xU+T¥"x (14)

is positive semidefinite with 1pr41 as its right eigenvector, where x = diag{xo, X1, X2, ", XM} IS @
diagonal matriz consists of the elements of the left eigenvector of W associated with the eigenvalue zero,

ie., Uy =0, ¥ = [x0, X1, X2, s xm) T, and 1pr1q is a (M + 1) x 1 column vector of ones.

Proof: Consider the communication between the leader and followers to be bidirectional (i.e., by adding
edges with positive gains k; connecting agent i to the leader, if agent i receives information from the
leader). Specifically, k; is a design constant satisfying k; > 0 if the leader directly communicates to
follower agent i in the graph G, and k; = 0 otherwise. Therefore, because the leader has a path to
all the followers, the augmented graph topology of all the agents including the bidirectional leader be-

comes strongly connected. Based on Lemma 6 and Lemma 9 in [32], the symmetric matrix Q defined



n (14) is positive semidefinite and has a simple zero eigenvalue with 1,1 as its right eigenvector.
O

Remark 4: It is worth noting that the Laplacian matrix ¥ for a bidirectional leader is only considered
for the purpose of controller performance analysis, while the underlying communication topology has a

directed leader since the leader is only sending the data and does not receive any data from other agents.

Lemma 2. Suppose the Laplacian matrix ¥ and the diagonal matriz x, defined in Lemma 1, have the

following decomposition:

ol ool Y
RM

where Uy € §R Uiy € §R1><M Uy € %MXl \I/

vector of zeros. The matriz

XM ovo e R, x € RMXM and 0y is a M x 1 column

>

U= x0+07% (16)

is positive definite.

Proof: From (14) and (15), we have

2x0%0 XoWi2 + NEIPY

. | 17
Ko +0Tx0  XP+UTx (17)

Based on Lemma 9 in [32],  can be considered as a Laplacian matrix of an augmented undirected graph
G, which has the same node set as the graph corresponding to ¥, but with weights Xiki;+x;k;; connecting
agent 7 and agent j, for j € N; and j # 0, as well as weights x;kio + xok; connecting agent i and the leader
(i.e., agent 0), where k;; and kj; are positive constants denoting the weights on the intercommunication
graph G. Consider Q2 € RM+DX(M+1) t4 be a matrix whose first row is a 1 x (M 4 1) row vector of zeros
and has the same rows as {2 for the (¢ + 1)th row, ¢ = 1,--- , M. Then, we can decompose the matrix QO

as follows:

O O1x1 01x M

. b 18
Wor + ¥hhxo X+ UTy (18)

From the specific structures of 0 and Q given in (18) and (17), we can see that the topol-
ogy graph corresponding to Q) for the M + 1 agents (with the leader being agent 0) has the same
nodes as G and a spanning tree with the leader as its root. Thus, the matrix Q) has M positive
eigenvalues and has a simple zero eigenvalue with 1,741 as its right eigenvector [2]. Now, by using

the specific structure of O given in (18), we can conclude )Q\i/ + \i/T)E is a positive definite matrix.

O
Lemma 3. Consider the positive definite square matriz ¥ € RM*M defined in (16). Define
_ |Omxm Im _[p¥ ¥
A= { —00 _7@} = L@ Ul (19)

where Iy is the identity matriz of order M, and p, €, v, and £ are positive constants satisfying p > €.
Then, the matriz Q = PA 4+ AT P is negative definite, if the following conditions are satisfied:

2

€
=/ ) < Umin »
M= ey oy S (2 — e

where fmin 15 the smallest eigenvalue of v,



Proof: Using (19), the matrix @ can be written as

0= - —20eW?  pU — (ey + Lp) P2 (21)
T p¥ - (ey + Lp)W? 2eU — 2vpW2 |-

The eigenvalues of @) can be found using the following characteristic equation:

sI + 20eV? —pVU + (ey + £p)W?

|sT = Q= ‘—p\IJ + (ey+ Lp) W2 ST — 2eW + 2ypW2 | — 0.

Note that é g’ = \AD—C’E | if A and € commute. Also, using the eigenvalue properties of functions

of a square matrix [33], it can be shown that |s2I + hy(¥)s + ha(¥)| = |sI — hy (V)| - [s] — ho(¥)| =
Ty s =R ()] -TLLy [ = ()] = Ty (5% + ha(i)s + ha(ui)), where hi(), ha(), hu(-) and ho(:)
are polynomials of any order so that hq(-) + ha(-) = —hi(-) and hi(-) ha(-) = ha(-), and pu; is the ith
eigenvalue of . Thus, we have

‘521 +2(— eV + (be + pw)\ilz)s + 40V (py P2 — €V) — (p¥ — (ve + Ep)\i/2)2|
M
T (5% +2( — e + (Ce + pr)p2)s + dbep?(pyu? — epi) — (ppi — (ve+ Lp)2)?] .

i=1

s — Q|

To ensure that the eigenvalues of @) are in the left-half complex plane, the coefficient of s and the

constant need to be positive, i.e.,

{m( — e+ (be+ py)pi) >0
12 (4be(pryps? — epi) — (p — (e + Lp)pi)?) > 0.

With some algebraic manipulations and note that u; > 0, the following conditions guarantee that the

eigenvalues of @) lie in the left-half complex plane:

—e+ (be + py)pi >0
—(ve = €p)°ui + (—40e® + 2p(ve + £p)) i — p* > 0.

The above inequalities are guaranteed by the conditions given in (20). Thus, the proof is completed.
O

Remark 5: The constant ji,,;, in (20) is the smallest non-zero eigenvalue of the augmented graph G,
which is called algebraic connectivity. Note that pi,;, is dependent on the size and connectivity of the
considered network and determines the convergence rate of cooperative algorithms [2]. In general, for
networks that have smaller values of (i, in order to satisfy the conditions given in (23), larger values
for some of the control design gains (e.g., £, v, p, and €) may be needed. Comparing to the formation
control algorithm given in [34], Lemma 3 includes more control parameters (e.g., p and ¢) and allows

more flexibility in controller design.

Based on the system model (11), the neural network model (10), and Assumption 3, an adaptive neural
controller can be designed using distributed neural-network-based adaptive approximation and adaptive
bounding control techniques. Specifically, we consider the following distributed controller algorithm, for
i=1,--- M,

10



1

i U; 22
Y 1 —|— uGiu ( )
_ A ~ ~ 0 2 o _ A~ —
W = =gilw) — Y i (i + i) — ) — filwi, 0i(t)) — (i + fi)sgn(Es) (23)
JEN;
A 0, for Zu; >0
voi = { 0, for Z;u; <0 (24)
191 = z Z Zij €ng +P'Uzg)80 (1'1) (25)
JEN;
o] af Ai(x )Sgﬂ( > iy (epiy + Pf)ij)> (26)
JEN;
(34? = 7 Z Zij (Gﬁij + pi}ij) Al(xl) (27)
JEN;
feo= Ty Z zi; (€Dij + pUij) (28)
JEN;
. 0, for Z;u; >0
b = P |:fi D jen; Zij (epij + PﬁiJ’)Ui} ; for Zu; <0 (29)

where p;; 2 ;i —p; —Dij and ¥;; 2 v; —vj, Pi; are the constant desired relative positions between the agents
i and j, z;; are constant design gains to be defined later in (31), ¢, v, p, and € are positive constants defined
in Lemma 3, sgn(-) is the sign function defined to take zero value at zero, Z; 2 ZjeNi Zij (eﬁij + pf)ij),
A; = 8; + |i(x:)], ; is an estimation of the lower bound on actuator fault parameter 6;(t) (i.e., 67), 9;
is an estimation of the neural network parameter vector 9, ; = col(pj : j =1,---,¢) is the collective
vector of fixed basis functions , &7 is an estimation of the unknown bounding constant a2, described in
(13), #; is an estimation of the unknown positive constant bound x on |vg| (see Assumptlon 2), T;isa
symmetric positive definite learning rate matrix, and T';, T; and YT; are positive learning rate constants.
Additionally, in order to prevent the denominator in the feedback control law (22) coming too close to
zero, let € be a small positive number such that 1 + éz > ¢g denotes a safe distance for the denominator
to be bounded away from zero. Therefore, it is required that 0, > -1+ €p, which is ensured by the the
projection operator P in (29).

Remark 6: In the control law (23), the terms — ZjeNi Zij (éﬁij —I—ijij) —¢;(x;) guarantee the convergence
of formation error (i.e., p; —p; approaches p;;, and v; approaches vy), for the ideal case of constant leader
velocity (i.e., 09 = 0) and absence of faults and modeling uncertainty. The last term in (23) (i.e.,
—(7; + ki) sgn(Z;)) and the adaptive law (28) are designed to guarantee the robustness of leader-follower
formation with respect to modeling uncertainty and a time-varying leader with an unknown bound on the
1+ in the control law (22)
and the adaptive law (29) are used to compensate for the effect of time-varying actuator faults. The term

derivative of the leader’s second state (see Assumption 2). The adaptive term

Y in (26) and the adaptive law (27) are designed to deal with the network residual approximation error
as well as the uncertainty associated with the incipient fault time profile. Lastly, the term fi(xi, @l(t))
in (23) is the adaptive neural-network approximator with adaptive law (25) designed to approximate the
process fault function and compensate for its effect.

Using some algebraic manipulations, we can rewrite (22) as u; = 4; — ug;u;. Therefore, by using (23)

11



and substituting u; into (11), the closed-loop system dynamics are given by

pi = U
R —— Z 25 (Ui + vi5) + i — (7 + Ra)sgn(Zi) — 9 + fi(ws, 95(t)) — fi(wi, 04(t))
JEN;
+(0:(t) — wi)us + Bidi(w:) + (B — 1) filwi, ) - (30)
We choose the following distributed controller gains: for ¢ =1,--- | M, and j € N;,
o J Xikij + x5k, for j#0
= { Xikio + xoki for j=0 (31)

where y; is defined in Lemma 1, k; is defined in the proof of Lemma 1, and ki; and kj; are positive
constants denoting the weights on the intercommunication graph G.

Note that the distributed gains z;; given in (31) are the ith row and jth column entries of ¥ defined
in Lemma 2. Therefore, ZjeNi Zij (Ef)ij + fyf)ij) = (U p+ VYD, where p is the column stack vector of
Di 2 Di — Di, P; is the unknown constant desired relative position between the leader and agent i, and v
is the column stack vector of ¥; = v; —vg. Using (30) and (19), we represent the collective tracking error

dynamics as

Oy

— AF _ 1
T C—C—1ybo+ f+A—¢" + ]|’

IS0

(32)

where A is defined in Lemma 3 with the positive definite matrix ¥ given in Lemma 2, # = [p7 977 € R2M,

and the terms ¢ € RM, (e RM, f e RM, A e RM 0 € RM and w € RM are defined as

¢ 2 [m, o] (33)
S ST (34)
Fe A, . (35)
A2 A, -, AN, (36)
O [ BT (37)
o 2 |mo, , wum]’, (38)

and (; = (0 —|—/%z-)sgn(5i), i=1,---,M, f;
error associated with the ith agent, A; = 5;6; + (8; — 1) fi(zi,94), w; = (0;(t) — ugi)ui, and 9Y is defined
in (26).

To derive the adaptive algorithm and to investigate analytically the stability properties of the closed-

Ty, 9; = ¥; — 0; is the network parameter estimation
(

loop system, we consider the following Lyapunov function candidate:

Vo= #Pi+d"@) 0+ @)T(0) a0 + 67T+ RT(T) R, (39)
where P is defined in Lemma 3, 9 = [1§1T, cee ﬁﬂ]T is the collective parameter estimation errors
for the neural network model, &° = [d?, sy d?w]T is the collective bounding parameter estimation
errors defined as dg = a?ni — A?, 6 = [91, cee 9~M]T is the collective estimation errors of actuator
fault parameter lower bound defined as 6, = 0r — éi, ik = [R1, -+ ,kn )T is the collective bounding
parameter estimation errors defined as &; = k — &;, and I' = diag{I'y,--- ,Tas}, T = diag{T'1,--- ,Tas},
T =diag{Y1, -+, Tas} and T = diag{Yy,---,Tas} are constant learning rate matrices.

12



Then, the time derivative of the Lyapunov function (39) along the solution of (32) is given by
. 0 ~ 2 .
_ 2T =T _ M T(\—1 ~ONT -1%0
V = 'Qx+2&' P C—C Tyt F+A— 0+ m + M) 9+ (&) (V)&
+07(0) 0+ RT(T) &, (40)
where @ is defined in Lemma 3, and 0y is a M X 1 column vector of zeros. Based on (19), (33) — (38),
and by using p; = Pio, U5 = Ui, Dij = Pi — Pj, and the left eigenvector property (i.e., ZjeNi Xiki; =
> jen; Xjkji), we have

1 M
[0 [ o
nr [ éw = U pETUC=D 0y z(epis + ol (41)
- i=1 jEN;
0 7 B B M
- i=1 jEN;
0 7] M
i’ M - T ) 51\ Ny — .. .. YPRYY
P [1M@0_ = ep Wy + pv” Y1yt = ;J; zij(€pij + pUij)o (43)
0] M
- M g =~ ~ -
mr Fl - T Uf+pr O = > zy(epis + p0ig) 0] o (44)
c T i=1jEN;
04,7 M
- - i=1 jEN;
04,7 M
T p Jg =TTy + piTTy° = Z Z 2 (€pij + poi )WY (46)
ST i=1jEN;
—O 7 M
fTP wIVI = eﬁT\I/w + pf;T\I/w = Z Z Zij (eﬁij + p’DU)(Gz(t) — u@i)ui . (47)
- i=1jEN;

By substituting (41) — (47) into (40), we have

M
Vo= #Qi+2) [ >z (g + pbig) (i — i0) — D za5(ebig + piig) (M + Ri)sgn (Zs)

i=1 “jeEN; JEN;
+1§§F< — (@) 4+ Y i (ebis + Pﬁij)sﬁi) —ad(T)7raY + > zij(epiy + pbij ) (Ai — )
JEN; JEN;
JEN;
Based on Assumption 1, we have
i Z 2ij(€pij + poiz) — N Z 25 (€eDij + poij)sgn(Z;) < 0. (49)

JEN; JEN;
By using (24) and selecting the adaptive algorithm for 6; as (29), we have

0; (t) =iug, for Z;u; >0

(01' (t) — 9:) =5 U for =;u; <0 (50)

El(gl(t) — uei)ui — él(fl)_lél = {

Note that —1 < 0 < 6;(¢t) < 0, and based on (23), u; and @; have the same sign. Therefore, it follows
from (50) that



Note that since the parameter projection modification can only make the Lyapunov function derivative
more negative, the stability properties derived for the standard algorithm still hold [20]. Therefore, by
applying the above inequalities to (48) and selecting the adaptive algorithm for J; as (25), we have

M M
vV < Qi+ 22 ( — d?(Ti)_ld? + Z Zij (6]51']' + pf)ij)(Ai - 1/)10)> +2 Z ( — /%;‘F(Tz)_lf%z
i=1 JEN,; i=1

+ Z Zij (Gﬁij + pfiw) [7’[}0 — l%lsgn(Ez)]) . (51)
JEN;

By using (26), Assumption 3, and based on |A;| < oY A; we have

Z 245 (eﬁij + ,Of)z'j) (Ai - 7/’?) =

JEN;

o

IN

(1]

=il a A (52)

By using (51), (52) and Assumption 2, we obtain

M
vV < @TQ5:+2ZDEJ@?&-&?(L)*&%@ fi — Ri(T3) " Ry

i=1

Therefore, by using adaptive laws (27) and (28) for &0 and &;, respectively, we have
v<ilQi<o, (53)

where Q is given in Lemma 3. Using Lemma 3, we know that V is negative semidefinite. Based on the
definition of V, we conclude that #; = [p;, 7;]7, 19,», éi, #; and & are uniformly bounded. By integrating
both sides of (53), it can be easily shown that Z; € Lo. Additionally, x; is bounded because Z; and the
leader’s state xg are bounded. Therefore, based on (23), (11), and the smoothness of the function ¢;, we
have @; € Lo and 4; € Loo. Since #; € Loo N Ly and 7; € Lo, based on Barbalat’s Lemma [35], we
can conclude that the leader-following formation between agents’ outputs is reached asymptotically, i.e.,
T; > 0ast— oo.
The aforementioned design and analysis procedure is summarized in the following theorem:

Theorem 1. Suppose that Assumptions 1-3 hold. Then, if a fault is detected, by using the distributed
controller gains given by (31), the adaptive fault-tolerant law (22), the neural network weight parameter
adaptive law (25), the actuator fault parameter adaptive law (29), and the bounding parameter adaptive
laws (26) — (28) guarantee that all the signals and parameter estimates are uniformly bounded, i.e.,
Z;, 191-, Ri, 0; and &Y are bounded, and the leader-following formation is achieved asymptotically with a

time-varying reference state, i.e., p;(t) — pj(t) = Di; and vi(t) = vo(t) as t — oo.

Remark 7: Under the communication topology considered in this paper, the leader only communicates
to a small subset of followers, and each follower only communicates to its directly connected neighbors
through a bidirectional network with possibly asymmetric weights. This makes it more difficult to accom-
plish the asymptotic convergence property of leader-following consensus error in the presence of faults
and modeling uncertainty. Therefore, the important Lemmas 1-3 provide a skillfully chosen positive
definite matrix P and negative definite matrix ), which are crucial for designing an appropriate Lya-
punov function using the distributed gains (31) for deriving the asymptotic fault-tolerant leader-following
consensus property of the multi-agent system under a bidirectional communication topology with general

asymmetric weights.
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Remark 8: Interesting adaptive-approximation-based cooperative tracking control algorithms have been
developed for undirected communication graphs (i.e, with a symmetric Laplacian matrix) [6,12], strongly
connected directed graphs [5, 16], and directed graphs having a spanning tree [31], while this paper
considers bidirectional graphs with asymmetric weights. In [5,6,12,16,31], a constant bound was assumed
for the residual approximation error, while the bound is allowed to be a function of agent’s state in
this paper (see Assumption 3), therefore increasing the complexity of stability analysis. Additionally,
CUUB results were obtained in [5,16]. Specifically, adaptive algorithms were not developed in [5] to deal
with actuator faults, neural network residual approximation error, and the bound on the derivative of
the leader’s second state (see Assumption 2). A discontinuous adaptive sliding mode control law was
developed in [16], where the bound on the formation tracking error is derived as a function of several
assumed constant bounds representing the overall effects of the neural network parameter estimation
error, optimal weights, residual approximation error, and parameter estimate, as well as the fault signal
in each agent. In contrast, the formation error is guaranteed to asymptotically converge to zero by the
adaptive FTC algorithm proposed in this paper. Furthermore, in [31] the leader’s state and its derivative
are assumed to be bounded by a known constant that is available to all agents, which allow the design of
distributed observers for each agent to estimate the state of the leader. Note that this critical assumption
is not needed for the distributed FTC algorithm designed in this paper, which only requires an unknown
bound on the derivative of the leader’s state.

Remark 9: An adaptive cooperative tracking algorithm for higher-order linear multi-agent systems
under undirected graph has been presented in [36], where a discontinuous adaptive control law using sign
function is used to estimate an unknown constant bound on the derivative of the leader’s state. It is shown
that the states of the followers asymptotically converge to the leader using nonsmooth analysis in the
sense of Filippov solutions and Barbalat’s Lemma. As described in [36], the sign function is measurable
and locally essentially bounded and therefore the Filippov solution exists. A similar reasoning logic is
applicable to the discontinuous terms in this paper.

4 Fault Accommodation: after Fault Isolation

4.1 Decentralized Fault Isolation

To facilitate fault isolation, it is assumed there is only a single fault in each agent at any time.
However, the system model (1) allows the occurrence of simultaneous faults in multiple agents. Thus, the
decentralized fault isolation method can be easily designed using the results in [23]. Let us assume that a
fault is detected in the ith agent at some time Ty; accordingly, at ¢ = T, the fault isolation algorithm in
the local FDI component is activated which consists of a bank of fault isolation estimators (FIEs). Each
local FIE is designed based on the functional structure of a particular fault type in the agent [see (5)].

Specifically, the following r; nonlinear adaptive estimators are designed as isolation estimators for the ith

agent: for s =1,--- r;,

: . 0 1 0 o\ T~

.’EZS = —Af(mf — .’51) + |:0 O:| x; + |:1:| (¢1(£L'l) —+ u; + (Qf) gf(xi,ui)) s (54)
where g7, for s = 1,--- , 7, represents the functional structure of the sth fault (see (5), i.e., g} 2 g; for
process faults and g; 2 u; for the actuator fault), 97 is the estimate of the fault parameter vector in the

S
ith agent, and A = )\(I)’i /\g } is a diagonal positive definite matrix.
o

The adaptation in the isolation estimators is due to the unknown fault parameter vector p;. The

adaptive law for updating each ¢; is derived by using the Lyapunov synthesis approach (see, for instance,
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[35]), with a projection operator P restricting g to the corresponding known set g, where gy = oy,
RN :

7t = (=1 + €, 0] for the actuator fault (see (29)). Specifically,
if we let e(t) = x; — & =[5, €5.]7 be the estimation error generated by the sth FIE associated with

the ith agent, then the following adaptive algorithm is chosen:

w=1,---,r; — 1, for process faults and

0 = PosAi 95 (xi,ui)ey, }

where 7 > 0 is a constant learning rate.
By following the reasoning logic given in [27], a bound on each component of the state estimation
error can be obtained as |e] | < ¢7(t), where

t
¢ B[N ik (6 + () -9 o)) dr o+ e 0T
Ta

3

M.
Note that the form of £ depends on the geometric properties of the compact set g§ [27]. For instance,

and Z§ is a possibly conservative bound on the initial state estimation error (i.e., |e5 (Ta)| < Z§), &
1,

represents the maximum fault parameter vector estimation error (i.e., |of — o5 (t)| < &), for i =

assume that the parameter set g5 is the smallest hypersphere containing the set of all possible g (t) with
center OF and radius R}; then we have & = R? 4|07 (t) — Of|.

Thus, based on the generalized observer scheme, the following fault isolation decision scheme is devised:
If for each b € {1,---,r;}\{s}, there exist some finite time ¢t* > T, such that |} (¢°)] > ¢(¢*), then the
occurrence of fault s in the ith subsystem is concluded.

4.2 Adaptive FTCs after Fault Isolation

Let us now assume that the isolation procedure described in Section 4.1 provides the information that
fault s, for s = 1,--- ,r;, has been isolated at time T;s,;. Specifically, the fault isolation decision scheme
determines the sth fault type in the fault class F; described by (5) has occurred. Then, the controller is
reconfigured again to further improve control performance based on the diagnostic information of isolated
fault type. In the following sections, we detail the FTC designs for the two cases of process faults and

actuator faults, respectively.

4.2.1 Adaptive Fault-Tolerant Controller for Process Faults

After the isolation of process fault type s described by (4), i.e., t > Tjs01, the dynamics of the system
takes on the following form:

b= o of ot 1] @ited +wms o ). (59)

We let af, = represent an unknown bounding constant defined as

A
of, = sup max{|[Bi(t—T;)—1]6"|}. (56)
t>2Tisol
The control objective is to have the state x;, fori = 1,--- , M, track the time-varying bounded state of

the leader and form a predefined formation. The following adaptive fault-tolerant controller is adopted:
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up = —¢i(x;) — Z 25 (EPij + D) — (0)T g2 () — (7 + Ri)sgn(E;) — f (57)

JEN;
0 = TiY z(epiy + pbiy)gi (x:) (58)
JEN;
U A D] 89n< > zig(epi + Pﬁij)> (59)
JEN;
&= XY e + ot Lo () (60
JEN;
rio= Tl Y i (epi + p0)] (61
JEN;

where é;” is an estimation of the unknown process fault parameter vector 6}, 4¥ is an estimation of the
unknown constant o, (see (56)), A; is an estimation of the unknown positive constant bound x on |vg|
(see Assumption 2), T; is a symmetric positive definite learning rate matrix, and Y; and Y; are positive

learning rate constants. Then, we have the following results:

Theorem 2. Suppose that Assumptions 1-2 hold. Assume that process fault s occurs at time T; and that
it is isolated at time T;so;. Then, by using the distributed controller gains given by (31), the fault-tolerant
controller (57) and fault parameter adaptive laws (58) — (61) guarantee that all states are bounded,
and the leader-following formation is achieved asymptotically with a time-varying reference state, i.e.
pi(t) — pj(t) = Pi; and vi(t) = vo(t) ast — oo.

Proof: See Appendix A. O

4.2.2 Adaptive Fault-Tolerant Controller for Actuator Fault

After the isolation of an actuator fault, i.e., for t > Tjs,, the dynamics of the system takes on the

following form:
i = {8 (ﬂ JJH—B] (6s(s) + (1 + 0,00+ mi(w:,1)) (62)

The following adaptive fault-tolerant controller is adopted:

1 _
Uy = 1+ 74 Ti (63)
T = —oi(x;) — Z Zij (‘eﬁz] + 'Yf)ij) — (i + /%i)sgn( Z Zij (Gﬁij + P@ij)) (64)
JEN; JEN;
B A 0, for ;7 >0
i = { éi, for Eiﬂ‘ <0 (65)
s 0, for Eﬂ_'i Z 0
91' - P |:F1 ZjENi, Zig (Gﬁij + pf)l])ui} , for Eﬂ_'i <0 (66)
ko= T ‘ Z zij (ebij + pUij) |, (67)
JEN;

where 0; is an estimation of the unknown lower bound on the actuator fault magnitude parameter 6;(t)
(i.e. 07) with the projection operator P ensuring the denominator in the control law (63) stays at a safe
distance from the point of singularity (as defined in (29)).

Then, we have the following theorem:
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Theorem 3. Suppose that Assumptions 1-2 hold. Assume that an actuator fault is isolated at time
Tisoi- Then, by using the distributed controller gains given by (31), the fault-tolerant controller (63) and
adaptive laws (66) — (67) guarantee that the leader-follower formation is achieved asymptotically with a
time-varying reference state, i.e., p;(t) — p;(t) = Di; and v;(t) — vo(t) ast — oo.

Proof: See Appendix B. O

Remark 10: Compared with the first fault-tolerant controller (22), the second fault-tolerant controller
employed after fault isolation (i.e., (57) for process faults or (63) for actuator faults) exploits the valuable
information on the functional structure of the isolated fault and has the following advantages. First,
the critical Assumption 3 on neural network approximation error required by the first fault-tolerant
controller is no longer needed by the second controller. The neural network model employed by the first
controller (22) typically needs more adaptive weights/parameters than the second controller to provide
a good approximation of the unknown fault function, hence increasing computational complexity and
implementation cost. Second, the first fault-tolerant controller (22) is more complicated, because it needs
to take into account both process and actuator faults, while the second fault-tolerant controller only
needs to handle a specific fault type that has been isolated. Therefore, the adaptive control algorithm
can be significantly simplified compared with the fault-tolerant controller (22) — (29) employed after fault

detection but before isolation, which is important for real-time implementation in practical applications.

5 Simulation Results

In this section, a simulation example of 5 agents is considered to illustrate the effectiveness of the
distributed fault-tolerant formation control method. Motivated by the automated highway system con-

sidered in [37], the dynamics of the ith vehicle is given by

& = [8 (1)] T + m %( — Al —dpvi + (L4 6;(t))us +m; + Bi(t — T;) fi(xi)), i=1,---,5,  (68)
where ; = [p;, v;]T is the state of the ith agent consisting of the position p; and velocity v;, u; is
the input of ith agent representing the applied force in the longitudinal direction, m is the mass of the
vehicle, A, is aerodynamic drag coefficient, and d; is a constant friction coefficient. The model (68),
representing the longitudinal dynamics of autonomous ground vehicles, can be easily put into the general
form (1) by letting the nominal term in the dynamics of each agent ¢;(z;) = L (—A,v? — dsv;). Note
that the fault-tolerant controller design presented in this paper enables such ground mobile robots to
follow predefined formations with speed tracking, even in the presence of process and actuator faults and
modeling uncertainty.

The communication graph of the agents is given in Figure 1. As we can see, the leader only com-
municates to a small subset of followers, and each follower only communicates to its directly connected
neighbors. The objective is to design the controller u; to have each agent follow a virtual leader xy and
also keep a predefined formation around the leader even in the presence of modeling uncertainty 7; and
the possible occurrence of process and actuator faults. The unknown modeling uncertainty in the local

dynamics of the agents are assumed to be a sinusoidal signal 7; = 0.5cos(vi(t)) bounded by 7; = 1.
The virtual leader xg is given by ¢ = LZ:& t)] with zero initial condition. The constant desired relative

positions between the agents are P12 = 2, P15 = 8, Pao = 2, P21 = —2, Das = 6, D34 = 2, P35 = 4, Paz = —2,
Pas = 2, Pps1 = —8, P52 = —6, P53 = —4, P54 = —2. The other model parameters used in the simulation
example are m = 1kg, A, = 0.5 Ns?>/m?, and dy = 0.6 Ns/m.
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The virtual leader only communicates with the second agent (i.e., ko9 = 1). It can be shown that the
detail-balanced condition described in [18] and [19] is not satisfied. We choose ko = 0.5. Then, the left
eigenvector of W associated with the zero eigenvalue is y = [0.425,0.142,0.212,0.402,0.521,0.566]7. The
matrix ¥ has the minimum eigenvalue of fi,,;, = 0.072. We choose £ = 6, v = 60, e = 0.15, and p = 1.5
so that the conditions given in Lemma 3 are satisfied.

Before the fault is detected in the ith agent, the following nominal controller is employed which

guarantees the leader-follower formation in the absence of faults.

U = = Z 2ij (€pij + Y0i5) — i) — (7l + Fi) Sgn< Z zji(€pij + P’Dz’j)> ;
JEN; JEN;
R o= T Z zji(€epij + pUij) |
JEN;
Note that the baseline controller is a special case of the adaptive FTC described in Section 3. The fault

class (see (5)) under consideration is defined as

1. A process fault results in extra abnormal friction in the vehicle dynamics, which physically can be
caused by faults in the brake system or tires. Based on (68), the fault model is given by f} = 6}g},
where g} = —djv; is the fault functional structure, and the fault parameter 6} € [0, 4] represents
the unknown changes in the friction constant. Specifically, as a result of the fault, the friction
constant dy may increase from 0.6 Ns/m up to 3 Ns/m, representing the significance of the extra

friction.

2. An actuator fault described by f2 = 62(t)g?, where g7 = u;, and the fault magnitude 62(t) €
[—0.8, 0]. The case of 2 = 0 corresponds to a healthy actuator, whereas —0.8 < 6?(¢) < 0 implies

a partial actuator fault.

The estimator gain for the fault detection estimator is chosen as A) = A) = 1. For the fault isolation
estimator, A\; = A;. = 1 has been chosen. A radial basis function (RBF) neural network is used for
approximation of the fault after its detection but before its isolation. The RBF network considered in
this paper consists of 2 neurons with 2 adjustable gain parameters. The center of radial basis functions
are equally distributed on interval [—10,10] with a variance of 5. The initial parameter vector of the
neural network is set to zero. We set the learning rates as I'; = 0.05, T = 0.05 and I'; = 20 and consider
an unknown constant bound on the network approximation error, i.e., §; = 1. The learning rate is chosen
as T; = 0.5.

We consider a process fault (i.e., fi = 61gl) with a magnitude of §} = 3 and an exponential time
profile occurs to agent 1 at T) = 50 second (i.e., B1(t — T1) = 1 — e~ #=59)) and an actuator fault (i.e.,
12 = 0%(t)g3) with a magnitude of 62(t) = —0.5 — 0.1 sin(t) occurs to agent 3 at 70 second, respectively.
As can be seen from the top plots in Figures 2 and 3, the residual generated by the local FDE designed for
agent 1 exceeds its threshold at approximately ¢ = 52.6 second, and the residual generated by the local
FDE designed for agent 3 exceeds its threshold a second after fault occurrence. Therefore, the process
and actuator faults in agents 1 and 3 are timely detected, respectively. Once the faults are detected, the
local fault isolation estimators are activated to determine the particular type of fault that has occurred.
It can be seen from the second and third plots in Figure 2 that, for agent 1, the residual corresponding
to the FIE associated with the first fault type always remains below the threshold, while the residual
corresponding to the FIE associated with the second fault type exceeds the threshold at approximately
t = 59.4 second. Similarly, it can be seen from the second and third plots in Figure 3 that, for agent 3,
the residual corresponding to the FIE associated with the second fault type always remains below the

threshold, while the residual corresponding to the FIE associated with the first fault type exceeds the
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threshold at approximately ¢ = 77.5 second. Thus, based on the fault isolation decision scheme described
in Section 4.1, the occurrence of fault type 1 and fault type 2 can be concluded in agents 1 and 3,
respectively.

After fault isolation, the neural-network-based adaptive fault-tolerant controller is reconfigured to
accommodate the specific fault type that has been isolated. We set the learning rate I'; = 20 with a
zero initial condition (see (58)). Regarding the performance of the adaptive fault-tolerant controllers, as
can be seen from Figure 4(c) and Figure 5, the leader-following formation is achieved using the proposed
adaptive FTCs even after fault occurrence, while the agents cannot achieve the leader-following formation
and become unstable without the fault-tolerant controllers (see Figure 4(a)). Thus, the benefits of the
FTC method can be clearly seen. Additionally, the tracking error of the agents is shown in Figure 4(b),
when the second adaptive fault tolerant controller is not exploited. By comparing Figure 4(c) and
Figure 4(b), it can be seen that the control performance is improved when the second adaptive FTC
algorithm is exploited. It is also worth noting that the adaptive algorithm employed after fault isolation

significantly reduces the computation complexity and is easier to implement.

6 Conclusions

In this paper, we investigate the problem of distributed FTC design for a class of second-order un-
certain multi-agent systems under bidirectional intercommunication topology with possibly asymmetric
weights. By using on-line diagnostic information, adaptive FTC controllers are developed to achieve the
leader-following formation with a time-varying leader in the presence of faults. The closed-loop stability
and leader-following formation properties at different stages of the fault diagnosis process are rigorously
established, including the time-period between fault detection and isolation, and after fault isolation.

The extensions to systems with more general structure is an interesting topic for future research.
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Figure 2: The fault detection and isolation residuals (solid blue line) and the corresponding thresholds
(dashed red line) generated by the FDE and two FIEs of agent 1
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Figure 3: The fault detection and isolation residuals (solid blue line) and the corresponding thresholds
(dashed red line) generated by the FDE and two FIEs of agent 3
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Appendix A. Proof of Theorem 2

Proof: Based on (55) and (57), the closed-loop system dynamics are given by

bi = U

v o= - Z 2ij (€Dij +Y0ij) + i — (W + Ri)sgn(Z:) + (0)T g () + (B; — 1)0] g2 () — P .
JEN;

We can represent the collective tracking error dynamics as

B - On
iy , O : 69
R VO G Y R Ly (69)
where A is given in Lemma 3, 7 = [p7, 97]7 is defined in a similar way as in (32), the terms ¢ and ¢ are

defined in (33) and (34), and f? € RM, AP € RM and ¢? € RM are defined as

e [T, o @) )" (70)
ar 2oqar, oar” (71)
N [ S A (72)

and 5;” =0 — é;” is the fault parameter estimation error corresponding to the ith agent, A? = (B; —
1) (0¥)T g¥(x;), and ¥? is defined in (59). We consider the following Lyapunov function candidate:

Vv o= #'Pi+@69)TM@)70" + (aP) (1) tar + &T(T) 1k, (73)
where P is defined in Lemma 3, §¥ = [(@f’)T, . (é%)T]T is the collective parameter estimation
errors, and &P = [d’l’ s dﬁAT is the bounding collective parameter estimation errors defined as

af = ab, — &Y. Then, using (41), (42), (43), and a similar reasoning logic for (70), (71) and (72), the
time derivative of the Lyapunov function (73) along the solution of (69) is given by

M
V=3"Qi+ 22 [ Z zij (ebij + poiz) (i — Vo) — Z zij (€hij + pij ) (7 + Fi)sgn () — &L (T3) ks
i=1 LjEN; JEN:

+(9~§“)T( > zij(epij + i) gt — (Fi)_léi‘))ﬂLZ 2ij (ePij + i) (Ap, — 7)) — &P (1) 1é? |
JEN; JEN;

where @ is defined in Lemma 3. Therefore, using (49) and choosing the adaptive laws as (58) and (60), we
have V < #TQ . Then, the proof can be concluded by using a similar reasoning logic as reported in the
proof of Theorem 1. O

Appendix B. Proof of Theorem 3

Proof: Using some algebraic manipulations, we can rewrite (63) as u; = 7; — Tg; u;. Therefore, by
substituting w; in (62), the closed-loop system dynamics are given by
pi = v

v o= - Z zij (€pij +Y0iz) +mi — (7 + Ri)sgn (E"L> + (0i(t) — Toi)ui -
JEN;

We can represent the collective tracking error dynamics as

P O
xAerL_C_leO_’_w}, (74)
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where A is given in Lemma 3, # = [pT, 97]7 is defined in a similar way as in (32), and the terms ¢,

¢, and w are defined in (33), (34) and (38), respectively. We consider the following Lyapunov function
candidate:

V o= iTPi+0T(D) 0+ &T(T) R, (75)

where P is defined in Lemma 3, and 6= [él , e, 0 M} T is the collective estimation errors of actuator
fault parameter lower bound defined as 6; = 07 — ;. Then, using (41), (42), (43), and (47), the time
derivative of the Lyapunov function (75) along the solution of (74) is given by

M
V=3"Qz+2) [ > zig(ebi + pig) (i — B0) = Y zi5(ebij + pbiy) (M + Ri)sgn(Ei) — & (Ti)
i=1 LjeN; JEN;
+ Z Zij (eﬁij + pf}”)(gz(t) — ’T’gi)ui — él(].—‘i)lél:| y
JEN;
where @ is defined in Lemma 3. Therefore, using (49) and choosing the adaptive laws as (66) — (67), we
have V < #7Q % . Then, the proof can be concluded by using a similar reasoning logic as reported in the

proof of Theorem 1. O
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