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Abstract

Information & Records Management and Blockchain Technology:

Understanding its Potential

This MSc dissertation researched the extent to which Blockchain technology is or

might become a useful tool for information and records management (IRM).
In undertaking this research, | had three aims in mind. Those were:

e To explain the state of knowledge and use of Blockchain technology currently
being employed within IRM around the world;

e To investigate why Blockchain technology was or was not being used in the
IRM community/profession; and

e To explore whether there is potential for further use of Blockchain technology
in IRM.

This topic was selected because there is very little academic or practitioner writing
on the role of Blockchain within an IRM context. The aims of this research are
investigated through quantitative research methods via an online questionnaire to
survey IRM professionals about their knowledge and use of Blockchain and the
drivers and obstacles to such knowledge and use or their lack of such knowledge
and use.

My research found that Blockchain technology is a little used tool as very few people
actually work with it or have experienced it as a records management tool. At this
point in time it is too early to draw definitive conclusions about the degree to which

Blockchain is or might become a critical tool for IRM.
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1 INTRODUCTION

This dissertation contains the results of my research into the use of Blockchain

technology in information and records management. It is submitted for the

Information and Records Management MSc course at Northumbria University.

In this introductory section, | will set out the topic | have researched. Some basic

11

111

1.2

121

1.2.2

definitions are given. | will also explain why | chose this topic for my research.
Then | will explain the structure of the rest of this dissertation.

My research topic and some definitions

The topic | have chosen to research relates to the degree to which Blockchain
technology is or might become a useful tool for information and records
management (IRM). In thinking about this topic, | became interested in
establishing the extent to which it is understood and used within IRM, where it

has been adopted, and what explains why it has or has not been introduced.
Blockchain technology

But what is Blockchain and why choose it as a research topic? Blockchain
technology with its underlying applications is a new disruptive technology
(Hiesboeck 2016, Rosic 2016, King 2016, Lubin 2016) which has emerged
recently: it has excited a lot of people because of its ‘potential to transform
everything’ (Tapscott 2016, p6).

There is no agreed single definition of Blockchain. However, most attempts at
definition share certain similarities. For some, it is a ‘shared electronic
database in which the data records are immutable and encrypted’ (Shaw,
iDisrupted, 2016). Or it is a ‘distributed ledger that provides a way for
information to be recorded and shared by a community’ (Deloitte 2016, p.81).
Tapscott (2016, p6) calls Blockchain ‘incorruptible’ and explains that it can be
‘programmed to record not just financial transactions but virtually everything of

value’. Gharib (2017) refers to it as being an ‘online database that's
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1.2.3

1.2.4

1.2.5

1.2.6

1.2.7

considered to be secure, private and generally hackproof'.

How does this new technology work? Fundamentally, a Blockchain is a
distributed ledger of all transactions, which are recorded into discrete blocks
and linked together, in a chain. Each block contains private data (also known
as transactions) and a public header, which is used to link to the next block on
the chain. The blocks are sequentially linked and cryptographically secured
such that only the owner of data in a block can unlock it using their private
key. Anyone can see who owns each block, however, via its public header
information. Anyone can follow the links through the entire chain right back to
the first block. The Blockchain is stored in a peer network of nodes, where
each node contains a copy of the entire Blockchain and has the ability to add
new blocks to it (Bauerle, 2017; Blockgeeks, 2016; Straw, 2016; Monroe &
Adriano 2010).

Therefore, we can see that Blockchains are essentially databases which,
rather than being maintained centrally, are duplicated across a network in
such a way that every change to each database is recorded and approved on
each node on the network, following an exacting process of cryptographic
verification (W.E.F. 2017).

Where is this technology used? The financial sector was the first to
investigate this technology and has since embraced it (Trautman 2016, Perez
2015, del Castillo 2016). Other industries such as Telecoms (Rizzo, 2016)
and Insurance (Higgins, 2015), amongst others, are quickly catching onto the
potential of this ‘Megatrend’ (W.E.F. 2015).

Blockchain is clearly gaining momentum and has potentially far-reaching
uses. Indeed, Gartner goes so far as to proclaim that it ‘can fundamentally
change the society in which we live’ (Gartner 2016). It can be assumed that
this necessarily should affect the way IRM is and will be configured and
delivered.

Yet, despite this assumption, it appears that little academic research has been
conducted into Blockchain technology, with practically nothing in the IRM field

(Lemieux 2016). My own experience working in IRM roles within both the
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1.3

13.1

1.3.2

1.3.3

1.4

141

1.4.2

public and private sector confirms such a lack of engagement with Blockchain,
in the operational field at least. This brings me to why | selected this research

topic.
Selecting a topic and identifying research questions

My own interest in Blockchain was aroused by reading a book review of
Tapscott’'s The Blockchain Revolution, a book | subsequently read. | became
fascinated to discover more about this new technology whose advocates
promised so much for it. | began to do my own informal online research about
the topic. In the context of undertaking this MSc course, | also began to
wonder about whether Blockchain was being examined within the IRM field.
The answer to that question became clear when | checked Northumbria
University’s online library to see what relevant material existed about this
topic. Those searches did not return anything useful. The results of those
searches are set out in Appendix M.

With this background in mind, the idea was born to undertake research for this
dissertation into the current and future role of Blockchain within IRM. | decided
on a working title, which was Information & Records Management and
Blockchain Technology: Understanding its Potential and began to plan my

research.
Research Aims

In undertaking that research, | had three aims in mind. Those were:

o To explain the state of knowledge and use of Blockchain technology
currently being employed within IRM around the world;

o To investigate why Blockchain technology was or was not being used in
the IRM community/profession; and

o To explore whether there is potential for further use of Blockchain

technology in IRM.

This dissertation contains the results of my research, which was guided by

those aims. | will now explain how those results have been organised within
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1.5

151

1.5.2

153

the rest of this dissertation.
The structure of this dissertation

This dissertation has four sections other than this introduction. The second
section sets out the methodology | used to conduct my research. As will be
seen, this had three principal components: (1) a review of the existing
literature in order to draw out relevant themes from such secondary sources
and to develop hypotheses to test; (2) the design and delivery of a primary
source to produce data to test those hypotheses, in the form of a survey of
IRM professionals around the world; and (3) my analysis of that data to

produce conclusions.

The subsequent sections of this dissertation follow this approach. Section
three contains the results of my literature review. The hypotheses derived

from that review in the context of the research aims set out above are:

o Hypothesis 1: Blockchain technology is both an under recognised and
little used tool within the IRM community. This tests the apparent lack of
academic and practitioner engagement with the topic | identified at the
outset of my research.

o Hypothesis 2: IRM factors do not explain why organisations use or do
not use Blockchain technology. This tests why this technology has been
rolled out in the sectors | identified above but not apparently within IRM.

o Hypothesis 3: Blockchain technology has significant potential to improve
and enhance existing IRM practices. This tests the belief of its advocates

that this technology can bring about fundamental change.

Section four of this dissertation sets out the data derived from the results of
the survey | conducted, a survey designed to address the research questions
| developed. | conclude in section 5 with my final analysis and consideration of

initial lessons | have learned from conducting this research.
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2 METHODOLOGY

211

2.1.2

2.1.3

214

2.15

| explained in the introduction what my research topic was, why | chose that
topic, and summarised the approach taken in this dissertation. In this section,
| will describe the methodology | used in planning and conducting my

research.

From participation in other modules in this course, and from my previous
experience, | was aware that there are a range of different approaches and
tools available in the field of research methods. | considered those in the
context of the apparent lack of existing research in the IRM field which |
identified in the introduction to this dissertation. My primary motivation was
thus seeking ways to fill gaps in existing knowledge in this field, once that

knowledge had been set out.

Section 3 of this dissertation sets out the results of my research into the
existing knowledge about Blockchain technology in an IRM context, derived
from a literature review. In undertaking this, | was guided by my three aims: to
explain the state of knowledge and use of Blockchain within IRM; investigate
why Blockchain was or was not being used in the IRM community/profession;
and explore whether there is potential for its further use in IRM. As explained
in the introduction to this dissertation, from that review | developed three

hypotheses which form the research questions for this dissertation.

But how to address those questions? | established that | would need to select
a method that was appropriate in the particular context of my research topic. |
first considered whether it would be possible to undertake tailored qualitative
research by conducting detailed interviews with relevant people with
knowledge and experience of Blockchain in IRM. | soon discounted that
approach. Identifying those people would not be straightforward, as there was
little information available about who was using Blockchain in IRM and where.
This was precisely one of the drivers for my research, along with why the

technology had or had not been adopted.

There were also other potential problems with such a qualitative approach,
including cost and other resource constraints and the fact that engaging those
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2.1.6

2.1.7

2.1.8

2.1

221

IRM professionals who used Blockchain was unlikely in itself to help explain
the apparent lack of use of the technology within IRM and might also be very

limited in scope. | thus began to consider quantitative approaches.

| decided to create an online questionnaire to survey IRM professionals about
their knowledge and use of Blockchain and the drivers and obstacles to such

knowledge and use or their lack of such knowledge and use. | also decided to
adopt a hypothesis-driven approach to my research questions. Pickard (2014,

p.9) refers to such an approach as the ‘methodological stance’ of positivism.

This approach had three advantages: it would be less intensive, potentially
saving time and financial resources; it would be possible to cover a larger
data-set of more people drawn from a large geographical area; and it offered
anonymity to participants, thus increasing the likelihood of obtaining accurate
information. In making these decisions, | bore in mind the possible
disadvantages of such an approach. Those include ‘survey fatigue’ (Wilson,
2013, p.34) in the sample that | would be targeting and that such surveys are
‘notorious for their low responses’ (Kumar, 1999, p.249). There would also be
little or no opportunity to clarify any issues should any arise. Nevertheless, |

believed the advantages outweighed these possible disadvantages.

Having decided on the broad approach | would use, | proceeded to plan and
design the survey. This required me to scope out and to resolve three
principal issues: (1) who would be the target audience for my research; (2) on
what platform would the survey be delivered; and (3) the design of the

guestionnaire itself.
Target audience(s)

As for selecting a target audience, | decided to adopt a purposive sampling
method, as opposed to another method (McBurney 1998). Given the topic |
had chosen, it was clear that the core group should be IRM professionals, in
order to deliver relevant results. However, in practice | knew from personal
experience that many organisations combine responsibility for IRM with other

sectors, such as data protection, or label IRM functions as being part of
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Archive or Library functions.

2.2.2 | also originally planned to restrict the geographical scope of the target
audience to residents of the UK and Ireland. However, | decided not to place
such a geographical restriction on the target audience, bearing in mind the
dangers of a small survey response rate which might make the data produced
statistically irrelevant, in the context of the potential limitations to the survey

method which | summarised above.

2.2.3 Bearing both of the above issues in mind, | decided to choose platforms which

would reach the most relevant people regardless of label or location.
2.3  Platform(s) and standards

2.3.1 Drawing on personal knowledge of the IRM community, | decided to
concentrate on two target groups when releasing my questionnaire: (1)
membership of the LinkedIn group for the Information and Records
Management Society (IRMS)?; and (2) membership of the Records
Management, Archives, and Data Protection mailing lists identified with the
Education and Research Communities Tool (Jiscmail 2017).

2.3.2 In addition to using such indirect methods, | also undertook a direct
messaging campaign of LinkedIn members with apparent responsibility for
IRM on their profiles. Further information about my approach to targeting is
contained in Appendix N.

2.3.3 | also needed to choose an appropriate online survey service, bearing in mind
issues such as data protection and being hosted on servers in the E.U.
Northumbria University’s own recommendation was to use Bristol Online

Surveys, for which it had a licence for students to use. Another major factor in

! The IRMS is a professional association for information professionals. Based in the UK, but with
members in over 30 countries and territories, the IRMS now has 1,200 members and 6,000
followers in all sectors of the business world, both public and private (IRMS 2017).



W14036181 — IRM and Blockchain Technology

234

24

241

242

selecting this particular survey tool was its facility for incorporating respondent
anonymity (BOS 2017) which would contribute to compliance with the ethical

standards that | set.

Key to those ethical standards was that all research would be undertaken with
respect for the greatest levels of integrity and transparency. Adequate
information would be provided upfront to let prospective respondents become
aware of what would be required so as to enable informed decisions about
participation in the questionnaire. The questionnaire itself would be
completely voluntary with no coercion to participate. The seeking of express
consent on the survey form for the authorised use of any responses provided
would be clear. No sensitive information would be required and the possibility
of causing harm to participants would be non-existent. Finally there would not
be any Ethnography. The research would therefore be designed so as to
comply with Northumbria University Ethics Guidance (Northumbria University,
2017).

Questionnaire design and testing

Having decided on the target audience to whom the survey would be issued
and on what platforms and with regard to what ethical standards it would be
delivered, | set out to design the questionnaire itself. In doing so, | bore in
mind that questionnaire design is a complex process (Dillman, 2009; Nemeth,
2004). At the outset, it was important to remind myself of the purpose of my
data collection — to understand the knowledge, experience, attitudes and
opinions of a professional community and to gather particular attributes and

facts to help me analyse their responses.

In focusing on the content and order of my questions, | took onboard advice
from Dillman (2007, 79) to ‘keep questions short’, and from Bailey (1978, 100)
to ‘always use simple and everyday language’. | also tried not to ‘use
ambiguous questions’ (Moser and Kalton, 1989, 319) whilst avoiding ‘biased
guestions’ (Wilson 2013) and sought to phrase my questions positively
(Akiyama, Brewer & Shoban, 1979). | also decided to use both open and

closed questions and Likert scales.
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2.4.3

244

245

As for ordering the questions, | understood that this was complex and would
impact on the relative success of my research. As Dillman (2000) noted, what
the early questions are in a questionnaire can have an impact on responses
to the later questions. Wilson (2013) offered three general approaches for
ordering questions: a funnel approach; an inverted funnel approach; and the

logical order approach. My questionnaire followed the funnel approach.

The outcome of my design work was as follows. The questionnaire begins
with ‘general, but relatively simple and non-threatening questions first’ (Wilson
2013, p.63). The first five questions were closed questions under the title
‘About you’. These asked about the role of the person, the type of
organisation they worked for, and if they had IRM responsibility. They were
designed to ease the respondent into the questionnaire, yet to also elicit some

information that could be used later to aid analysis of later responses.

The first substantive question was question 6 — see Figure 1 — which, despite

being closed, led directly to routing.

Figure 1 - Question 6 Are you familiar with Blockchain technology?

2.4.6

Routing, also known as skip-logic or branching, allows survey administrators
‘to direct a respondent through a survey based on the answers that they give’
(BOS 2017). The advantage of routing is that it helps to gather relevant
results for more accurate analysis and prevents respondents from being
forced to participate in questions they cannot answer. If they were forced to
participate in all questions, then they might abandon participation and, given
the potential disadvantages of this method summarised earlier, this was to be

avoided. The routing used in my questionnaire is illustrated in Figure 2 below.

9



W14036181 — IRM and Blockchain Technology

Figure 2 - Questionnaire Route Map

(p = page)

2.4.7 The first route — Familiar - focused on people who knew about and/or used

248

Blockchain technology. The second route — Non Familiar — was aimed at
those who were not too familiar with Blockchain and focused on more general
terms such as ‘new technologies’. Essentially though, both sets of questions
in each route were structured the same; asked for the same information; but
just used different terms to reflect the answers given to earlier questions by
each respondent.

Other issues | considered when designing my questionnaire included survey
length and content validity. Dillman (2000) noted that the greater the length of
a questionnaire, the greater the likelihood of a decreased response. Yet he

also noted that short questionnaires were viewed as being not very

10
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meaningful by respondents. | bore this in mind. My questionnaire consisted of
thirteen questions and took four minutes to complete, facts which I publicised

when issuing the questionnaire.

‘Content validity’ was particularly important in my design, as | wanted to
ensure that the questionnaire included content that was relevant to meeting
my research aims: if it did not include such content, little value would be
added by my primary research. Andres (2012, p.115) explains that any
information collected via a survey mode can only be considered valid to the
extent that the following criteria are met: (1) it produces information that
answers the research questions; (2) it accurately describes the samples or
population used; and (3) it can be extended to individuals beyond the

participants of the study.

2.4.10 | sought to ensure such validity by linking the survey questions to my aims

and objectives by way of a matrix. This matrix can be seen in Appendix I.

2.4.11 Once the survey had been drafted, | piloted it in order to test whether it was

ready to launch. This was done by sending it to ten former and current
colleagues. Eight are currently working as information professionals, with two
working in a legal environment. | value the ability of all ten people to offer
honest and constructive criticism. In seeking feedback on the draft, |
particularly sought to test the clarity and precision of each question and their
logical sequence. The response was largely positive, highlighting only
linguistic and other minor issues. | was therefore satisfied that, once those

minor issues were resolved, the questionnaire was ready to launch.

2.4.12 The final version of the questionnaire can be seen at Appendix A. It launched

on 10 April 2017 and closed on 22 May 2017. As will be seen, the total
number of respondents within that period was 337, which | considered to be a

success in a context of potential survey fatigue and low response rates.

2.4.13 Informed consent to participation was secured on the welcome/opening page

of the questionnaire, saying: ‘By voluntarily completing this survey you
consent to the information provided contributing towards a MSc Dissertation

paper and other, not yet defined, published material.” There was no incentive

11
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for people to participate except for what Wilson (2013, p.73) calls an
‘information incentive’: the cover note stated that | would write a short article
for the IRMS Bulletin newsletter, and also would publish my findings through
my LinkedIn account as a way of thanking them for their support and of

explaining my results.

2.4.14 Having explained the methodology | used to design and conduct my research,
| will now turn to set out the results of the first stage of that research: a review

of existing literature about my research topic.

12
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3 LITERATURE REVIEW

3.1

3.1.1

3.1.2

3.1.3

3.14

3.1.5

IRM Literature

In this section | set out the results of my review of existing literature which is
relevant to my research topic. | first look briefly at the IRM literature to the
extent that it is relevant to Blockchain and similar technological innovations. |
will then explore the existing material about Blockchain. | have set out the

results of my review bearing in mind the research aims | have identified.

Technological innovation has always been a key challenge for IRM. The move
from paper-based systems such as index cards towards the digital
management systems with which we are now familiar was never painless. As
Duranti summarises, one of the ‘greatest challenges’ which digital systems
present for IRM is ‘the creation and maintenance of reliable records and the
preservation of their authenticity over time’ (2010 p78). Yeo (2013) continues
this school of thought by noting that, where records are concerned,
‘documentation of provenance and context forms a basis for enhancing their
transparency and thus for evaluating their trustworthiness’.

Trust is a key issue for the management of records. Duranti and Rogers (2012
p. 552) concisely define trust as something that ‘involves willingly acting
without the full knowledge needed to act. It consists of substituting the
information that one does not have with other information that supports
confidence in the action’.

IRM has developed not just away from paper-based systems in a context of a
need for trust. International standards, such as ISO 15489, have been
developed. This standard establishes the core concepts and principles for the
creation, capture and management of records.

The characteristics of authoritative records (regardless of form or structure)
are ‘Authenticity’, ‘Reliability’, ‘Integrity’ and ‘Usability’ (ISO 15489 - 5.2.2).
The characteristics of records systems are set out in section 5.3.2 of the
standard and can be summarised as being ‘Reliable’, ‘Secure’, ‘Compliant’,

‘Comprehensive’ and ‘Systematic’.

13
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3.1.6

3.2

3.2.1

3.2.2

3.2.3

3.24

Blockchain technology within an IRM context is a technological innovation. If it
is used, or might become used, as a tool within the IRM profession, regard
must be had to the existing standards concerning both authoritative records
and of records systems. How does existing material about Blockchain address

these challenges.
Blockchain material

In order to address this, | identified relevant material about Blockchain, and
sought to identify what it said about the potential for its use within IRM.
However, as noted in the introduction to this dissertation, this technology is so
nascent that the current literature surrounding it is mostly derived from
contemporary technological stakeholders and writers. Whilst many examples
of its use and potential use are offered, IRM is, at best, a secondary
consideration and the academic IRM viewpoint is largely missing from the

available material.

Yet there is a small amount of academic research on Blockchain. Yli-Huumo
et al (2016), using secondary research techniques, attempted to understand
the current research topics, challenges and future directions regarding
Blockchain technology from a technical perspective. The majority of research,
they found, had been focused on revealing and improving limitations of

Blockchain from privacy and security perspectives. None dealt with IRM.

The only academic paper dedicated to understanding the impact of
Blockchain technology on IRM is from the Canadian academic Lemieux, who
produced the reports entitled ‘Help or Hype: Blockchain Technology for
Record Keeping’ and ‘Trusting records: is Blockchain the answer?’, both in
2016.

Lemieux’s key message, gained through her research, is that Blockchain is a
‘record keeping technology’. She goes on to say that ‘many current and
proposed applications of Blockchain technology aim to address recordkeeping
challenges; they offer a new form of generation use, storage and/or control of
records’. Yet, crucially, claims associated with the use of Blockchain
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technology for recordkeeping are ‘overhyped’. Finally, Lemieux noted that
there was ‘relatively little research focused on the record keeping implications’
for Blockchain and that collaborations between academia and industry

regarding the application of Blockchain for record keeping ‘are mostly absent’.

3.2.5 To say therefore that there is a paucity of academic research, away from
technical perspectives, is an understatement. Yli-Huumo et al further identified
a ‘research gap’, reflecting the low number of high quality journal-level
publications containing research, with most of it presented at conferences,
symposiums and workshops. This reinforces the need for, and a growing
reliance on, contemporary social media, technological magazines and

newsletters. This is reflected in the rest of this review.

3.2.6 In the introduction to this dissertation, | gave a brief definition of Blockchain
technology as being a distributed ledger system. | will now give more detalil
about its main attributes, and then point towards its uses and limitations.

3.2.7 The three main attributes of Blockchain are decentralisation, trust and

immutability. | will now explain briefly what each means.

3.2.8 Decentralisation: Blockchain means the network operates on a peer-to-peer

basis (Blockgeeks p9 2016) and works by linking all participants in a market
place without intermediaries, such that each transaction is transparent to all
the participants in the network. It has been described as ‘a value network’
(Umeh 2016), where parties can transfer custody of valued assets in an
auditable manner without relying on intermediaries (Straw, 2016; Wouters
2017; Morgan, 2016).

3.2.9 Trust: Conceptually, Blockchain is about trust (Monroe & Adriano 2016) and
has emerged as a new type of trust for global services — particularly financial
services (Trautman, 2016). It is a ‘machine for creating trust’ (Economist
2015). Blockchain relies on existing technology to solve an old problem: how
do two parties conduct a transaction without knowing or trusting each other
and without a trusted third party intermediary? Despite relying on encryption,
Nakamoto, in his seminal paper, mentions the word ‘trust’ fourteen times and

he concludes that he is essentially proposing ‘a system for electronic
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transactions without relying on trust’ (2008 p8).

3.2.10 Immutability: The other key element of Blockchain technology is its
immutability. Once data or transactions are appended and accepted/
confirmed by the nodes on the Blockchain, it is close to impossible to change
or alter it. The Blockchain is essentially an append-only data store (no deletes
or edits allowed), hence why this technology has its ‘capability/suitability as an
unimpeachable record keeper’. (Umeh 2016). Figure 3 below demonstrates

how this immutability works (For permission to use diagram see Appendix K)

Figure 3 - Immutability on the Blockchain

3.2.11 Such are the key characteristics of Blockchain. But what of its potential uses
and limitations? As society is now moving towards becoming a digital and

‘collaborative generation’ (Yeoh, 2017), Blockchain technology has the
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capacity to transform the delivery of private and public services (Probst et al,
2016) through new applications. Government-operated registries that contain
such details related to owned houses, land, vehicles, and patents could easily
be recorded on a Blockchain (Shelkovnikov, 2016), thus eliminating legal
uncertainty surrounding ownership.

3.2.12 Shin (2017) and Rizzo (2017) promote this as a way to help to prevent
insecure land registries, thus reducing fraudulently entering title transfers.
This then affords new opportunities for individuals to keep their own records
(Findlay 2017) whilst also allowing people the potential of controlling access
to personal records and to know who has accessed them (Zyskind et al 2015).

3.2.13 Blockchains can be enhanced to support not just transactions, but also pieces
of code known as smart contracts. A smart contract is a programme that
controls assets on the Blockchain — anything from cryptocurrency to patent
rights — in ways that guarantee predictable behaviour. A smart contract may
be viewed as playing the role of a trusted third party ‘Whatever task it is
programmed to do, it will carry out faithfully’ (Juels & Eyal, 2016).

3.2.14 The material reflects a search for solutions to some basic questions. Many
commentators, such as Mearian (2017), Das (2016), Scott (2016), have all
made reference to Blockchain technology as being a catalyst for change.
Molteni (2017) admits it will be ‘messy’ but very ‘doable’. Scott (2016)
advocates the potential role of Blockchain technology as a digital record-
keeping system, as the means of accelerating the progress of electronic

medical records innovation.

3.2.15 Despite such positivity, some limitations have been identified. lansiti &
Lakhani (2017), and Earls (2016) have voiced concerns about seeing
Blockchain as a panacea for every problem in the world. They are not alone,
as attested to by the work of Ametrano (2017), Gharib (2016), Watters (2017),
and Dahan & Casey (2016).

3.2.16 Due to the technology’s relatively early stage of development, there are also
considerable technical limitations such as those described so vividly by Swan
(2015) and Walport (2016). These include low transaction speeds and
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scalability and high energy consumption and the computational power
required.

3.2.17 Cultural adoption is another limitation, simply because Blockchain represents
a complete shift to a decentralised network which requires the buy-in of its
users and operators. There is also a perception that Blockchain is somehow
linked with various scandals ranging from Mt Gox (McMillan 2014) to the now
defunct Silk Road website (De Filippi, 2014).

3.2.18 Regulation is another key limitation. Yeoh (2017, p.200) highlights how
financial systems operate through a combination of technical and (more so)
by legal codes. His research found that the EU and the US had adopted a
‘smart regulatory hands-off approach’ for future innovative contributions of
Blockchains. This was particularly beneficial in the financial services and
related sectors and toward enhanced financial inclusiveness (2017, p.196).
The EU’s current message is that premature regulation might stifle
innovations and applications in Blockchain (Patrick, 2016). Regulators in the
US are of a similar view to the EU, despite concerns of potential security risks
with such a nascent technology (Riley 2016).

3.2.19 The flip side to the issue of regulation is not how to regulate Blockchain
technology and cryptocurrencies, but how to enforce external jurisdictional
regulations that may impact on it. For example, the right to be forgotten is
enshrined in EU law, but difficult to apply to the immutable datastore of a
public Blockchain. Another concern is that Blockchain technology does not
currently conform to any international standards. There are also cyber-
security concerns that need to be addressed before the general public will
entrust any data to a Blockchain. Lemieux (2016) highlights numerous
examples in her paper on Blockchain and trusting records.

3.2.201t is clear from all of the above that Blockchain is an innovative technology
with some wide-ranging potential uses and also some critical possible
limitations. But is Blockchain any different from other such innovations in
these respects? The material seeks to address this by examining its scope for
disruption, and by looking at it through the prisms of organisational innovation,

technological adoption, and management decision-making.
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3.2.21 Since being released as a paper by the pseudonymous Satoshi Nakamoto

3.3

3.3.1

3.3.2

describing the protocol behind Bitcoin (2008), Blockchain has been viewed as
being a disruptive technology (Hiesboeck 2016, Rosic 2016, King 2016, Lubin
2016). This places it in a wider context. For example, McLeod & Hare (2010
p29) list various technologies that could be considered as technological
‘turning points’ which require yet further information creation before knowing
how to manage them — Blockchain can now be considered in a similar

disruptive vein.
Organisational material

Organisational innovation, according to Camison & Villar-Lopez, despite being
‘poorly understood’, is ‘the introduction of new organisational methods for
business management in the workplace’ (2014 p.2892). Various
organisational cultures can stimulate or hinder innovation (Glor 1997). Martins
& Terblanche believed that ‘there is little agreement on the type of
organisational culture needed to improve creativity and innovation’ (2003,
p.69). They refer to Lock & Kirkpatrick (1995) when they say that an
organisational culture which is ‘supportive of creativity encourages innovative
ways’ (p.68) to find solutions to problems. Khalili echoes this sentiment
through referring to Scott and Bruce (1994) when he says the ‘workplace
environment is a key element for supporting or restraining creativity and
innovation’ (2016, p.2281). Establishing a supportive climate within an
organisation will encourage creative and innovative performances from staff
(Cerne et al 2013) who in turn will feed ideas upwards to the decision makers,
including the adoption of new technology such as Blockchain.

There are a considerable number of theories regarding change, innovation,
and technology adoption. There are many similarities in these theories and
traditions such as the characteristics of the innovation, the adoption decision
maker, and the social system where the adoption occurs (Jun & Weare 2010
p.497). However, they differ in relation to application conditions, focus of
analysis, and distinguishing key factors (Van Wart 2017 p.530). Van Wart

asserted that one particular theory that was ‘tailored to, rather than adapted
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3.3.3

3.34

3.3.5

for, technology settings’, and which Obal called the ‘most widely used model
for technology adoption’ (2013, p.902), is the Technology Acceptance Model.
This model essentially focuses on two key attributes for self and organisation:
the perceived usefulness — how using the new technology would increase the
user’s performance; and perceived ease of use — how little effort was needed
by a user. (Davis et al 1989). Despite some criticism for failing to take into
account other social factors (Bagozzi 2007), this model might help explain the
context in which Blockchain is considered for adoption.

Another key framework that can help to explain organisation technological
adoption is Rogers’ influential theory ‘Diffusion of Innovation’, which attempted
to explain how and why new technologies spread. Rogers’ analysis would go
on to ‘provide the foundation for those using his theory in technology settings’
(Van Wart p.530). Straub called it ‘the basis for understanding adoption’
(2009, p.630).

Rogers’ theory focused on the perceived attributes required for an innovation
which would help to foster technology adoption. Remarkably, these same
attributes could also be seen as the factors that would form barriers to
adoption (2003, p221). Those attributes were: relative advantage over the
incumbent by having an innovation that is ‘better than the idea it supersedes’
(p.229); compatibility with users and current products that are ‘consistent with
the existing values, past experiences, and needs of potential adopters’
(p.240); complexity — ease of use and its ‘relative difficulty to understand and
use’ (p.257); observability — the visibility which is the ‘the degree to which the
results of an innovation are visible to others’ (p.258); and finally, trialability —

the opportunity to experiment ‘on a limited basis’ (p.258).

Relative advantage is arguably the most significant attribute, with numerous
studies showing that to implement new technologies within an organisation
they must offer superior and tangible benefits when compared to current
technology (Chong et al., 2009; Tarofder et al., 2013; Teoh et al., 2013).
Complexity is another important factor because if a technology is too
complicated then studies have shown (Chong et al., 2014; Mosbeh and

Soliman, 2008) that this creates a negative perception in the mind of potential
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3.3.6

3.4

3.4.1

consumers and they then become reluctant to embrace and use it. Finally,
observability, which can be summed up as being the tangible and successful
outcome of investment. Hart et al (2011) concluded that the greater the
observed technological benefits then the better the adoption rate will be.

All of the above is the context in which managements make decisions.
Effective strategic decision making is important to organisations so that they
ensure that action is taken, resources are committed and new ways of
working can occur (Dean and Sharfman, 1996). Cignaek argued that,
whichever method was employed to unearth a new and innovative technology
that might add value, it was expected that their IT function should enable them
‘to exploit new opportunities relatively quickly as well as react to unanticipated
changes in the business environment’ (2014, p.279). In an organisational
context, Tarofder et al claim that the decision-making process is for
technology adoption is totally reliant on ‘Top management support’ (2016,
p.33). Managerial support, especially from senior/top management, is also
central to allocating resource support (Ada, 2008; Yean et al 2006), and

pushing through action (Psomas et al., 2010; Mosbeh and Soliman, 2008).
Identifying themes and hypotheses to test.

The main conclusions | would draw from the review of existing literature |

have summarised above are the following:

o That there is very little academic or practitioner writing on the role of
Blockchain within an IRM context, with the exception of Lemieux’s
research. Does this follow through to the real world of IRM practice?
What is the state of existing knowledge and use of this technology in the
IRM community and what has been the experience of its use?

o That Blockchain is a potentially disruptive technological innovation with
particular attributes which pose a challenge both for IRM standards and
practice and for organisations considering adopting it. Does this set it

apart from other technological innovations, and can existing models,

21



W14036181 — IRM and Blockchain Technology

such as Davis’s Technology Acceptance Model, explain why it has or
has not been adopted?

o That the perceived advantages and limitations of Blockchain have not
been fully tested in the IRM field — whether due to lack of research or
adoption. Does this lack of understanding or use mean that the many
benefits that advocates of Blockchain proclaim have not been realised
within IRM?

3.4.2 My research aims to answer these questions. It will do so through testing
three hypotheses based on the above. First, that Blockchain is both an under-
recognised and little-used tool within IRM. Secondly, that factors specific to
IRM do not explain why organisations use or do not use the technology.
Thirdly, that Blockchain has significant (so far untapped) potential to improve
and enhance existing IRM practices. | will now set out the results of that
research
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4 QUESTIONNAIRE RESULTS AND ANALYSIS

4.1

41.1

4.1.2

4.1.3

4.2

42.1

4.2.2

Structure

In the previous section of this dissertation, | summarised the results of the
literature review | conducted into the role of Blockchain in IRM. That was the

first element of my research.

In this section, | will set out the results of the questionnaire | devised and
issued as part of my research for this dissertation. | will also analyse those
results in order to test the hypotheses which | developed and which | have set
out earlier. This section therefore combines the second and third elements of
my research.

| have structured this section by first providing information about the
responses to my questionnaire and about those who responded to it. | then
set out the answers to the substantive survey questions, giving my analysis in
order to establish whether each hypothesis in turn is verified by those

answers.
Responses to the questionnaire

As noted in paragraph 2.4.12, | received 337 responses to the questionnaire.
The first six questions asked respondents to provide information about
themselves. This aimed to do three things: (1) to ease respondents into the
guestionnaire by first asking questions which they would have little or no
difficulty answering; (2) to elicit information about the respondents which
would aid my analysis by enabling the correlation of specific features of
respondents against their responses to the substantive questions; and (3) to
enable me to verify that the questionnaire had reached its target audiences.
Those first six questions asked respondents about the sector they worked in,
the size of the organisation they worked for, their duration in their current role,
whether they had responsibility for IRM, the level of their role, and the degree
to which they were familiar with and used Blockchain. All respondents

answered those six questions.
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4.2.3 Figure 4 shows the answers given to the question about which sector

respondents worked in.

Figure 4 - Sector of Employment

4.2.4 1t can be seen that just over half were employed in the public sector — 51.9%
or 175 people. The next highest group - the private sector - accounted for
29.4% (99 people), while 6.2% (21 people) worked in finance and banking. A
fourth group selected the option for ‘other’, representing 12.5% of

respondents (42 people).

4.2.5 Further analysis of the 42 answers in the ‘other’ group shows that they can
essentially be categorised into eight sub-groups. Figure 5 shows those sub-
groups, from which it can be seen that these respondents are mainly
consultants or those in the ‘third’ or ‘not-for-profit’ sector. That sector includes
academics, charities and religious groups, amongst others
(http://www.thirdsector.co.uk/about-third-sector 2017).

Figure 5 - Roles categorised within the Other Sector

24



W14036181 — IRM and Blockchain Technology

Role Type Number | % of other

Academic/Education 10 23.81%
Charity/Altruistic 11 26.19%
Consultant 8 19.05%
Government 1 2.38%
Other 5 11.90%
Religious 2 4.76%
Research 3 7.14%
Unemployed/Retired 2 4.76%
Grand Total 42 100.00%

4.2.6 Figure 6 shows the answers given to the question about the size of the

organisation respondents worked for, by reference to the number of

employees it has. | have cross-tabulated these answers with the sector data

in order to give a fuller picture of any correlation between sector and

organisational size.

Figure 6 - Organisational staff numbers by sector
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4.2.7 1t can be seen that nearly half of respondents - 46%, or 156 people - worked

4.2.8

for larger organisations with more than 1000 employees, with many of these
(60%: 94 people) being public sector workers. People working in
Finance/Banking selected this option the most, with 81% or 17 of the 21
respondents selecting it. 32%, or 109 respondents, came from the mid-sized
organisational option containing staff numbers between 100 and 1000, with
the public sector again weighing heavily here with 61% (66 people). The final
option was for relatively small organisations which employed less than 100
staff. 72 people selected this option, accounting for 21.4% of the overall
sample. The private sector was dominant here, accounting for 51% (37
people).

Figure 7 shows the answers given to the question about how long
respondents had been in their current role. There were five options available,

reflecting periods of less than 1 year to more than 10 years.

Figure 7 - Duration in current role
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4.2.9 It can be seen that the most common selection was between 1 and 3 years in
their current role, with 36.5% or 123 people. The second and third most
popular selections were, respectively, the longest serving staff with more than
10 years’ service (21.7%: 73 people) and those with the shortest service
(19%: 64 people). The two middle durations followed, with 12.2% (41 people)
being in post for 6 to 10 years and 10.7% (36 people) for 4 to 5 years. Put
differently, 55.5% of respondents had been in their current role for less than
three years, with 19% for less than a year.

4.2.10 Figure 8 shows the answers given to the question about whether respondents
had responsibility for IRM within their current role. | have explained, in
paragraph 2.2.1, that responsibility for IRM issues does not always correlate
with job titles or organisational ‘home’ or label, and so this question relied on

responsibility rather than job title.

Figure 8 - Information and Records Management (IRM) responsibility
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4.2.11 It can be seen that 257 people (76.3%) of respondents identified themselves
as having IRM responsibility in their current role. 80 people, or 23.7% of

respondents said that they did not have IRM responsibility in their current role.

4.2.12 Figure 9 shows the answers given to the question about the level of the
current role of respondents. | selected six options, including an ‘other’ option
S0 as not to be too restrictive.

Figure 9 - Current role

4.2.13 It can be seen that respondents came from the full range of levels, from key
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organisational decision-makers, to those who advise, right down to those

without any managerial responsibilities. The most commonly selected option

was that of ‘middle manager’, with 95 people or 28.2% of respondents. This
was closely followed by ‘non-managerial’, with 81 people (24%) and then

‘operational managers’ with 59 people (17.5%). Following these, were

‘consultants’ and those who responded as ‘other’. Both had 40 people (11.9%

each). Finally, with 6.5% or 22 people, came board-level executives.

4.2.14 Analysing the 40 answers in the ‘other’ group shows that they can essentially

be categorised into ten sub-groups. Figure 10 shows those sub-groups, from

which it can be seen that the largest sub-groups among these respondents

were from academia/education (22.5%) and the ‘various’ miscellaneous group

(27.5%), which included a Chief Medical Officer, an entrepreneur, an intern

and engineers?.

Figure 10 - Roles categorised within the Other Sector

No. of
Row Labels ROLE | % of ROLE2
Academic/Education 9 22.50%
Board level 1 2.50%
Consultant/Specialist 4 10.00%
Government 1 2.50%

2 |t is worth noting that one quarter (25%) of those who selected other could have selected from the

original options as shown in figure 5.5. as they were either senior, middle or operational
managers; or non-managerial. Furthermore, 10% could have selected consultant instead of

selecting other.
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Middle Manager 3 7.50%
Non-Managerial 4 10.00%
Operational

Manager 2 5.00%
Various 11 27.50%
Research 3 7.50%
Unemployed/Retired 2 5.00%
Grand Total 40 100.00%

4.2.15 Figure 11 shows the answers given to the question about the degree of

familiarity which respondents had with Blockchain and whether they used it in

their current role.

Figure 11 - Familiarity with Blockchain Technology

4.2.16 This data was critically important to the testing of my hypotheses, as it directly
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deals with the degree of familiarity and use respondents have. It also
determined which path each respondent would take through the rest of the
guestionnaire. This was the key ‘funnelling’ question — see paragraphs 2.4.3
to 2.4.7 of this dissertation.

4.2.17 One significant result was that 97 people (28.8%) responded ‘Not familiar’. A

4.3

43.1

4.3.2

4.3.3

further 129 people (38.8%) responded ‘Not familiar — heard a little’. It can thus
be seen that just over two-thirds of respondents were not familiar to any
significant degree with Blockchain technology. Nevertheless, 99 people
(29.4%) responded that they were ‘Familiar’ with it, with 12 people (3.6%)

saying they were ‘Very familiar’ with Blockchain and used it.
Groups

The four options available to respondents were then grouped into two broad

populations:

o Familiar — which incorporated those who responded ‘Familiar — know
about it’ and ‘Very familiar & use it’; and

o Non-familiar — which incorporated those who responded ‘Not familiar’
and ‘Not familiar — heard a little’.

Correlating the results to this question with those for responsibility for IRM,

respondents could further be categorised into four groups:

o IRM Familiar — the 75 respondents who had IRM responsibility and who
were familiar with Blockchain technology;

o IRM Non-Familiar — the 182 respondents who had IRM responsibility
and who were not familiar with Blockchain;

o Non-IRM Familiar — the 36 respondents with no IRM responsibility and
who were familiar with Blockchain; and

o Non-IRM Non-Familiar — the 44 respondents with no IRM responsibility

and who were not familiar with Blockchain.

Membership of the groups outlined above helps structure the rest of my

analysis, which looks at the responses to questions specifically designed to
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4.3.4

4.3.5

test my hypotheses. But what other conclusions can be drawn from these
initial responses to my questionnaire? | would draw two main initial

conclusions here.

First, the response rate of 377 people can be viewed as a success. Given
general concerns about survey fatigue and low response rates, | believe that
the number of responses received means that the data produced is
statistically relevant. A second point, and linked to this, is the fact that over
three-quarters of the respondents had direct responsibility for IRM within their
organisation. This gives further credibility to the relevance of the data
produced.

Both initial conclusions are key to judging the success of my research, based
as it is on an analysis of the attitudes, opinions and experience of people with
IRM knowledge in respect of Blockchain. | will now turn to set out the answers
given to the rest of the questions in my questionnaire. Those will be structured

in turn around the three hypotheses | developed.
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4.4

44.1

4.4.2

4.4.3

4.5

45.1

45.2

Hypothesis 1

My first hypothesis is that Blockchain technology is both an under-recognised
and little used tool within the IRM community. | sought to explore whether this
hypothesis was valid by asking in my questionnaire about whether

respondents used Blockchain and, if so, what their experience was of it.

The first result to reinforce is that set out at paragraph 4.2.17 above, drawn
from the initial questions. More than two-thirds of respondents (67.6%) stated
that they were not familiar with Blockchain or had only heard a little about it.
This would mirror the state of knowledge about the technology which is
apparent from the literature — see paragraphs 1.3.2 and 3.2.5 above.

The results from three parts of the questionnaire are relevant to exploring this
hypothesis further: (1) the responses to questions 7 and 14, which asked
about the ways in which respondents developed their knowledge of
Blockchain; (2) those to questions 8 and 15, which asked about their use of
Blockchain and other new technologies; and (3) those to questions 12 and 19,

which asked about their experience of such technologies.
Developing knowledge

Respondents were asked where their main familiarity or knowledge of
Blockchain or new technologies came from in questions 7 and 14 of the
guestionnaire. Those questions used 11 general potential sources of
information with an option for ‘other’. Please see Appendix C for statistics
related to Knowledge.

Question 7 dealt with the Familiar group, who had been routed to this
guestion, with those Unfamiliar having been routed to question 14. For the
latter group, as they were not expected to have any familiarity with
Blockchain, based on their answers to the original questions, they were asked
about new technology more generally. Such technologies were not specified
and respondents were expected to draw on their own experiences. Please

see Appendix C for statistics related to Knowledge.
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4.5.3 The answers to these questions are set out in Figure 12 below. The key

findings which can be drawn from this are that:

o Internet-based methods of sourcing information were the most popular;
o Traditional methods fared poorly; and

o Blockchain technology is not well-known amongst respondents.

Figure 12 - Sources of knowledge

4.5.4 For both sets of Familiar and Non-Familiar respondents there was a clear
favourite method of gaining knowledge: ‘Articles & News - Online’, with 84%
of Familiar and 72% of Non-Familiar respectively selecting this. It
overshadowed the more traditional method of ‘Articles & News - Print’
considerably (23% & 21), reflecting how the internet is the first port of call for
information in society today. The second most popular means of learning
came from ‘Conferences’, with 48% and 62% respectively. ‘Online Search
Engines’ proved a lot more popular for Non-Familiar respondents (67%) than
those Familiar (31%), whilst ‘Social Media’ polled well with both groups
44%]/48%. This might suggest those familiar with technologies such as
Blockchain have a better understanding of where to look for information by
going directly to specific websites rather than searching. Social media use is

also interesting, as it shows acceptance of turning to other members of the
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45.5

4.5.6

4.5.7

4.6

4.6.1

profession when looking for useful sources of information.

Traditional methods of learning such as Books and journals etc, fared quite
poorly in comparison with newer electronic methods. Interestingly, there was
quite a distinction between the two groups’ use of ‘Trade Publications’, with
Non-Familiar people (60%) being more than twice as likely to source
information in this manner than Familiar (27%). This could be interpreted as
Non-Familiar respondents as waiting for information to be presented to them
from industry instead of sourcing it themselves and self-educating. It could
also suggest that trade publications are not future gazing enough and
therefore not providing insight or timely commentary on particular
technological advances which may impact on their profession, prompting
people to look elsewhere in the first instance.

Counter to this is the fact that those in the Familiar groups referenced ‘Other’ 3
sources (29%) with examples such as actual use and through employment,
more than Non-Familiar (13%) who referred to peer influence via ‘Jisc
Listserve’.

In addition to these general trends, it is possible to dig deeper into the ways in
which the different groups of respondents gained knowledge.

Internet based methods prove popular

Across all roles, regardless of duration in post or sector of employment,
‘Articles & News — Online’ was the clear leader with 83% of the 75 IRM
Familiar respondents selecting it as one of their main sources of information.
‘Social Media’ (43%) also scored highly across each role type, whereas
‘Conferences’ also polled well (41%) across the board especially with Board

level respondents (57%), showing perhaps a link whereby professional bodies

3 Other’ will be explored in greater detail in the sections below.
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4.6.2

4.6.3

4.6.4

4.6.5

4.7

advertise their newsletters and conferences through social media, or that this
group, using their authority, are possibly more likely to attend more

conferences.

Similar to IRM Familiar, ‘Articles & News — Online’ was the top selection with
the 182 IRM Non-Familiar respondents (73%) — consistently spread across
each role type and sector albeit with slightly lower averages than the IRM
Familiar group. This was followed by ‘Conferences’ (68% or 123 selections) in
second place also with an even spread across ranges. The surprisingly third
popular method was ‘Trade Publications’ with 121 selections (66%), with a
heavy emphasis from people in their role between ‘1-3 yrs’ (68%) and over 10
yrs (72%). It was also popular with the three Board level respondents (100%).
‘Social Media’ fluctuated in popularity, Board level scoring it 0% whilst 65% of
consultants selected it, possibly reflecting how consultants use all tools at

their disposal to keep abreast of the latest technological trends.

Among the 36 Non-IRM Familiar respondents, ‘Articles & News — Online’
continued the trend of being the most popular (86%) sources of information —
evenly spread across all groups. Sources of information such as ‘Social
Media’ (47%), ‘Online Search Engines’ (53%) & ‘Conferences’ (61%) were all
used by each role type in some capacity, especially so for those in post for
less than 12 months or over 10 yrs. ‘Trade Publications’, so highly regarded
by the IRM Non-Familiar group, did considerably less well here (22%) polling
low throughout and ignored by those in post for less than 12 months as well
as Board members and the ‘other’ respondents.

Finally, ‘Online search engines’ proved the most popular method of gaining
knowledge about new technology for Non-IRM Non-Familiar respondents
(75%).

Overall it is clear that online sources of information are increasing in
popularity and that generally the people more familiar with Blockchain
technology are mo