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ABSTRACT

Outlier hypothesis testing is studied in a universal setting. Multiple sequences of observa-
tions are collected, a small subset (possibly empty) of which are outliers. A sequence is
considered an outlier if the observations in that sequence are distributed according to an
“outlier” distribution, distinct from the “typical” distribution governing the observations in
the majority of the sequences. The outlier and typical distributions are not fully known,
and they can be arbitrarily close. The goal is to design a universal test to best discern the
outlier sequence(s). Both fixed sample size and sequential settings are considered in this
dissertation. In the fixed sample size setting, for models with exactly one outlier, the gen-
eralized likelihood test is shown to be universally exponentially consistent. A single letter
characterization of the error exponent achieved by such a test is derived, and it is shown
that the test achieves the optimal error exponent asymptotically as the number of sequences
goes to infinity. When the null hypothesis with no outlier is included, a modification of the
generalized likelihood test is shown to achieve the same error exponent under each non-null
hypothesis, and also consistency under the null hypothesis. Then, models with multiple
outliers are considered. When the outliers can be distinctly distributed, in order to achieve
exponential consistency, it is shown that it is essential that the number of outliers be known
at the outset. For the setting with a known number of distinctly distributed outliers, the
generalized likelihood test is shown to be universally exponentially consistent. The limiting
error exponent achieved by such a test is characterized, and the test is shown to be asymp-
totically exponentially consistent. For the setting with an unknown number of identically
distributed outliers, a modification of the generalized likelihood test is shown to achieve a
positive error exponent under each non-null hypothesis, and consistency under the null hy-
pothesis. In the sequential setting, a test with the flavor of the repeated significance test is
proposed. The test is shown to be universally consistent, and universally exponentially con-
sistent under non-null hypotheses. In addition, with the typical distribution being known,
the test is shown to be asymptotically optimal universally when the number of outliers is
the largest possible. In all cases, the asymptotic performance of the proposed test when

none of the underlying distributions is known is shown to converge to that when only the

i



typical distribution is known as the number of sequences goes to infinity. For models with
continuous alphabets, a test with the same structure as the generalized likelihood test is
proposed, and it is shown to be universally consistent. It is also demonstrated that there is a
close connection between universal outlier hypothesis testing and cluster analysis. The per-
formance of various proposed tests is evaluated against a synthetic data set, and contrasted
with that of two popular clustering methods. Applied to a real data set for spam detection,
the sequential test is shown to outperform the fixed sample size test when the lengths of
the sequences exceed a certain value. In addition, the performance of the proposed tests is

shown to be superior to that of another kernel-based test for large sample sizes.
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CHAPTER 1

INTRODUCTION

We consider the following inference problem, which we term outlier hypothesis testing.
Among a fixed number of independent and memoryless observation sequences, it is assumed
that there is a small subset (possibly empty) of outlier sequences. Specifically, most of the
sequences are assumed to be distributed according to a “typical” distribution, while an out-
lier sequence is distributed according to an “outlier distribution,” distinct from the typical
distribution. We are interested in universal settings of this problem, where the outlier and
typical distributions are not fully known, and can be arbitrarily close. The goal is to design
a test, which does not depend on any unknown distribution, to best identify all the out-
lier sequences. Outlier hypothesis testing finds possible applications in fraud and anomaly
detection in large data sets [1, 2|, severe weather prediction, environment monitoring in
sensor networks [3], network intrusion and voting irregularity analysis. It also finds appli-
cations where the term “outlier” has a positive connotation, such as spectrum sensing and
high-frequency trading.

We study both fixed sample size (FSS) and sequential settings of universal outlier hy-
pothesis testing. In the FSS setting, the number of observations that are taken before a
final decision is made is determined at the outset, and the goal is to identify the outlier
sequences with a certain accuracy using as few observations as possible. In the sequential
setting, observations are collected sequentially over a period of time. At each time, a test
either decides to continue taking one more observation, or to stop and make a final decision.
As a result, the number of observations that are collected before the test terminates is not
fixed, but rather a random value. The goal in the sequential setting is to achieve a certain

accuracy using the fewest observations on average.

1.1 Related Problems

Universal outlier hypothesis testing is related to a broader class of composite hypothesis
testing problems in which there is uncertainty in the probabilistic laws associated with some

or all of the hypotheses. To solve these problems, a popular approach is to apply the



generalized likelihood (GL) test [4, 5]. For example, in the simple-versus-composite case,
the goal is to make a decision in favor of either the null distribution, which is known to
the tester, or a family of alternative distributions. A fundamental result concerning the
asymptotic optimality of the generalized likelihood ratio test (GLRT) in this case was shown
in [6]. When some uncertainty is present in the null distribution as well, i.e., the composite-
versus-composite setting, the optimality of the GLRT has been examined under various
conditions [5].

Universal outlier hypothesis testing is also related to homogeneity testing and classification
[7-11]. In homogeneity testing, one wishes to decide whether or not two samples come from
the same probabilistic law. In classification problems, a set of test data is classified into
one of multiple streams of training data with distinct labels. Metrics that are commonly
used to quantify the performance of a test are consistency and exponential consistency. A
universal test is consistent if the error probability approaches zero as the sample size goes
to infinity, and is exponentially consistent if the decay is exponential with sample size. In
[10, 11], a classifier based on the principle of the GL test was shown to be optimal under
the asymptotic Neyman-Pearson criterion. In particular, in [10], the classifier is designed
to minimize the error probability under the inhomogeneous hypothesis, under a predefined
constraint on the exponent for the error probability under the homogeneous hypothesis. And,
in [11], the classifier is designed to minimize the probability of rejection, under a constraint
on the probability of misclassification. However, the aforementioned optimality is achieved
only when the length of the training data grows at least linearly with that of the test data,
and the distribution of the test data is separated enough from those of all unmatched training
data.

There is a close connection between universal outlier hypothesis testing and cluster analy-
sis. In fact, we can show that our proposed FSS test in Chapter 3 is equivalent to a clustering
algorithm that performs cluster analysis over the probability simplex (cf. Chapter 6). The
goal of cluster analysis is to partition a data set into subgroups, or clusters, such that data
points within the same cluster are more closely related to one another than to those in
different clusters [12-15]. A diverse collection of algorithms has been proposed for cluster
analysis. For instance, the K-means algorithm (and also the K-medoids algorithm) is a clas-
sic prototype-based clustering technique that creates a one-level partition of the data set
[16-18]. In contrast, hierarchical clustering produces nested clusters that can be organized
as a tree. Methods for hierarchical clustering may be divided into two basic paradigms: ag-
glomerative [13, 14] and divisive [19, 20]. Density-based clustering methods define a cluster
as a dense region of data points, which is surrounded by a region of low density [21, 22].

Graph-based clustering techniques are appropriate if the closeness between different data



points can be represented by the edge structure of a (weighted) proximity graph [15, 23].
And the task of graph clustering is to group the vertices into disjoint components in such
a way that there should be many more edges within each component compared with those
between components.

It is to be noted that outlier hypothesis testing is distinct from statistical outlier detection
[24, 25]. In outlier detection, the goal is to efficiently winnow out a few outlier observations
from a single sequence of observations. The outlier observations are assumed to follow a
different generating mechanism from that governing the normal observations. Statistical
outlier detection is typically used to preprocess large data sets, to obtain clean data that
is used for purposes such as inference and control. The main differences between statistical
outlier detection and outlier hypothesis testing are: (i) in the former problem, the outlier
observations constitute a much smaller fraction of the entire observations than in the latter
problem, and (ii) these outlier observations can be arbitrarily spread out among all observa-
tions in the outlier detection problem, whereas all the outlier observations are concentrated

in a fized subset of sequences in the outlier hypothesis testing problem.

1.2 Dissertation Outline

We now provide a brief overview of each chapter.

e In Chapter 2, we introduce notations, and provide some useful identities and well-

known technical facts.

e The FSS setting is studied in Chapter 3, where we show that the GL test is far more
efficient for universal outlier hypothesis testing than for the other inference problems,
such as homogeneity testing and classification [7—11]. In particular, the GL test is
universally exponentially consistent as long as the outlier distributions are distinct from
the common typical distribution, and there is indeed an outlier among the sequences.
Furthermore, we prove that the GL test is asymptotically efficient in the limit of a
large number of sequences in certain settings. When it is also possible that there is
no outlier present, a modification of the GL test is shown to be consistent under all

hypotheses, and exponentially consistent under every non-null hypothesis.

e In Chapter 4, we generalize our findings in the FSS setting to the sequential setting.
We propose a sequential test that has the flavor of the Multihypothesis Sequential
Probability Ratio Test [26, 27] and the repeated significance test [28, 29]. The sequen-

tial test is shown to be universally consistent, and universally exponentially consistent



conditioned on an outlier being present. In addition, when the outliers are identically
distributed, it is shown to be asymptotically optimal when the number of outliers is

the largest possible, and with the typical distribution being known.

In Chapter 5, we extend our results to models with continuous alphabets. We pro-
pose an FSS test that is of the same spirit as the GL test, and uses non-parametric
estimates of the Kullback-Leibler (KL) divergence. The proposed test is shown to be
universally consistent for various settings. In addition, we compare the performance

of the proposed test with that of a kernel-based test against a synthetic data set.

In Chapter 6, we elaborate on our discussion on the connection between universal
outlier hypothesis testing and cluster analysis. We evaluate the performance of the
FSS test and two other clustering algorithms on a synthetic data set, where it is
discovered that the FSS test outperforms the clustering algorithms when the sample

size is sufficiently large.

In Chapter 7, we apply the proposed tests to a real data set for spam detection. The
performance of another kernel-based universal test is also evaluated for contrast. The
FSS test outperforms three different versions of the kernel-based test for large sample
size. And the performance of the sequential test is superior to that of the FSS test

when the average stopping time is sufficiently large.

We provide concluding remarks and comment on future work in Chapter 8.



CHAPTER 2

PRELIMINARIES

Throughout the dissertation, random variables are denoted by capital letters, and their
realizations are denoted by the corresponding lower-case letters. All random variables are
assumed to take values in finite sets if not specified otherwise, and all logarithms are the
natural ones.

For a finite set ), let Y™ denote the m Cartesian product of ), and P()) denote the
set of all probability mass functions (pmfs) on ). The empirical distribution of a sequence
Yy=vy"= Y1,...,Ym) € Y™, denoted by v =, € P(}), is defined as

1

yey.

Our results will be stated in terms of various distance metrics between a pair of dis-
tribution p,q € P (Y). In particular, we shall consider two symmetric distance metrics:
the Bhattacharyya distance and Chernoff information, denoted respectively by B(p, q) and
C(p,q), and defined as (see, e.g., [30])

B(p, q) é—log<zp )2 q( ) (2.1)
yey

w\»—t

and
Clp,q) = rg[%—log (Zp(y)SQ(y)l‘s> , (2.2)
yey

respectively. Another distance metric, which will be key to our study, is the relative entropy,
denoted by D(pl||q) and defined as

Dplla) £ Y wly )log y. (2.3)

yeY y



Unlike the Bhattacharyya distance (2.1) and Chernoff information (2.2), the relative entropy
in (2.3) is a non-symmetric distance [30].

The following technical facts will be useful; their derivations can be found in [30, Theorem
11.1.2]. Consider random variables Y™ which are i.i.d. according to p € P()). Let y™ € V"
be a sequence with an empirical distribution v € P()). It follows that the probability of

such sequence y", under p and under the i.i.d. assumption, is

py") = exp{ —n (D(v[lp) + H(v))}, (2.4)

where D(7||p) and H(v) are the relative entropy of v and p, and entropy of ~, defined as

()
D(yllp) 2 Y (y)log )’

yeY

and

= ¥y logy(y

yeyY

respectively. Consequently, it holds that for each y™, the pmf p that maximizes p(y") is
p =, and the associated maximal probability of y" is

(") = exp{—nH(v)}. (2.5)

Next, for each n > 1, the number of all possible empirical distributions from a sequence
of length n in Y™ is upper bounded by (n + 1), where || denotes the (finite) size of V.
Using this fact, (2.4) and a bound on the size of the set of sequences with the same empirical
distribution (see, e.g., [30, Theorem 11.1.3] for details), it can be shown that the probability
that the i.i.d. sequence Y™ that is distributed according to p has the empirical distribution
v = q, (for a feasible ¢) satisfies

P{y=¢q} < e—nDldllp) (2.6)

We shall also find the following “sum centroid” inequality and its consequence useful. Con-

sider any collection C of distributions on Y : p;,7 € C. Then, for any arbitrary distribution
q,

ZD( ﬁp”) >l 2.7



The proof of (2.7) follows from the fact that for any distribution g,

Z D (pi
ieC

> _jec P o
<)~ S Dl el (=S
ieC

)

Now for a pair of distributions p,p on ), particularizing (2.7) to the special case, where C
comprises one p distribution and L copies of the p distribution, and with ¢ in (2.7) being p,

we have that

p+ Lp _|lp+ Lp _
D ‘ LD ‘ < D(pllp). 2.
(o 5572) + o (2552 < poln 29)

The proofs in future sections rely on the following lemmas.

Lemma 1. Let Y(l), e ,Y(J) be mutually independent random wvectors with each Y(j),
Jj=1,...,J, being n i.i.d. repetitions of a random variable distributed according to p; €
P (Y). Let A, be the set of all J tuples (y(l), e ,y(‘])) € V7" whose empirical distributions
(My-eeyyy) = (’yy(l), . ,’yyu)) lie in a closed set E € P (y)J. Then, it holds that

1
lim ——1og1P>{ (Y“),...,Y(J)) e An} -

n

n—oo

J
min > Digllpy)- (2.9)

(q1,--,97)

Proof. Let E be the set of all joint distributions in P (yJ ) with the tuple of their corre-
sponding marginal distributions lying in E. It now follows from the closeness of E in P (y)J
and the compactness of P (yJ ) that F is also closed in P ()7‘] ) Let A, be the set of all
J tuples (yW,...,y")) = (( W ,yél)), e (yg‘]), . ,y}{”)) € Y’" whose joint empir-

ical distribution lies in a closed set E € P (J)J ) . The lemma then follows by observing
that ]P’{(Y(l), ey Y(‘])) € An} = ]P{ ((ygl), . ,y,gl)), e ( EJ), e ,yf{’))) € Zn}, and by



invoking Sanov’s theorem to compute the exponent of the latter probability, i.e.,

1
lim ——log]P’{ (Y<1>, o ,Y“>) c An}

n—oo n

. 1 1)
— lim —~1 IP’{( A
im ——log Py ( (v Yy)

n—00
(ygj)a s ,ng))) € zn}

= mlg D(qulx XpJ>
qe FE
J
= min D(a:lln.)
(q1,.yq7) €EE ; (q]Hp])

Lemma 2. For any two pmfs p1, pa € P(Y) with full supports, it holds that

2B (p1, p2) = min (D (gllp)+ D (allp2) ).
qeP(Y)

In particular, the minimum on the right side of (2.10) is achieved by

Proof. Tt follows from the concavity of the logarithm function that

¢*(y)

D (qllp1) + D (gllp2) = a(y)log p1(y)p2(y)

yey

= 2B(p1,p2).

In particular, equality is achieved in (2.12) by ¢(y) = ¢*(y) in (2.11).

(2.10)

(2.11)

(2.12)

It is interesting to note that from (2.10), we recover the known inequality discovered in

[31]:

2B (p1, p2) < min (D (p2|lp1), D (p1llp2)),

(2.13)



by evaluating the argument distribution g on the right side of (2.10) by p; and ps, respectively.
O

Lemma 3. For any two pmfs p1, po € P(Y) with full supports, it holds that

C(p1,p2) < 2B (p1,p2)-

Proof. The proof follows from an alternative characterization (instead of (2.2)) of the C' (py, p2)
as (cf. [32])

C (p1,p2) = qg;}(gl}) max (D (q||p1), D (q||p2)) (2.14)

and upon noting that the objective function for the optimization problem in (2.14) is always
no larger than that for the one in (2.10). O



CHAPTER 3

FIXED SAMPLE SIZE SETTING

3.1 Exactly One Outlier

Consider M > 3 independent sequences of observations, each of which consists of n indepen-
dent and identically distributed (i.i.d.) observations. We denote the k-th observation of the
i-th sequence by Yk(i), which takes values in a finite set denoted by ). It is assumed that only
one sequence is the “outlier,” i.e., the observations in that sequence are uniquely distributed
(ii.d.) according to the “outlier” distribution p € P(}Y), while all the other sequences are
commonly distributed according to the “typical” distribution m € P()). We are interested
i a non-parametric setting, in which p and m® are not fully known and can be arbitrarily
close. We further assume that both p and m have full support over the finite alphabet ). The
assumption of p, 7 having full support rules out trivial cases where it is straightforward to
identify the outlier sequence. Clearly, if M = 2, either sequence can be considered as an
outlier; hence, it becomes degenerate to consider outlier hypothesis testing in this case.

It is assumed throughout this section that the outlier distribution is unknown but is
independent of the identity of the outlier. In certain applications, it may be natural to
consider the model where the outlier distribution can vary depending on the identity of the
outlier. This scenario can be viewed as a special case (with the number of outlier sequences
being exactly one) of the multiple outlier hypothesis testing problem studied in Section 3.3.

Conditioned on the hypothesis that the i-th sequence is the outlier, the joint distribution

of all the observations is

(M) = pi(y, ..., y™))
=TT {0 TG
k=1 i
= I (yM”,,u, 7T) , (3.1)

10



where

The test for the outlier sequence is done based on a universal rule § : Y™ — {1,... M}.
In particular, the test § is not allowed to be a function of (u, ).
For a universal test, the maximal error probability, which will be a function of the test

and (p, ), is
e(@um) & max > ("),
yMn: §(yMn) £ i

and the corresponding error exponent is defined as

a0, (p, 7)) = lim —llog e(d, (p,m)). (3.2)

n—oo N

Throughout the dissertation, we consider the error exponent as n goes to infinity, while M,
and hence the number of hypotheses, is kept fixed. Consequently, the error exponent in (3.2)
also coincides with the one for the average probability of error.

A test is termed universally consistent if the maximal error probability converges to zero

as the number of samples goes to infinity, i.e.,
e(5, (. )) = 0, (3.3)

for any (u,7), u # m as n — oo. It is termed universally exponentially consistent if the

exponent for the maximal error probability is strictly positive, i.e.,
(9, (p,m)) >0, (3.4)

for any (u, ), p # .

3.1.1 Generalized Likelihood Test

We now describe the generalized likelihood test in two setups when only 7 is known, and
when neither p nor 7 is known, respectively.

For each i = 1,..., M, denote the empirical distributions of y® by ~;,. When 7 is known
and p is unknown, conditioned on the i-th sequence being the outlier, ¢ = 1,..., M, we

compute the generalized likelihood of ™" by replacing y in (3.1) with its maximum likelihood

11



(ML) estimate j1; = 7;, as
o WM = L (M s ) (35)

Similarly, when neither p nor 7 is known, we compute the generalized likelihood of 3"
by replacing the p and 7 in (3.1) with their ML estimates fi; = ;, and 7; = %, i =

1,....,M, as
ﬁ;lmv (yMn) — Lz (yM'rL,/:Li7 ﬁ-z) ' (36)

Finally, we decide upon the sequence corresponding to the largest generalized likelihood to
be the outlier. Using (3.5), (3.6), the GL tests in the two cases can be described respectively

as
§(y™™) = argmax PP (y™™) (3.7)
i=1,....M
when only 7 is known, and
§(yM™) = argmax p™" (y™") (3.8)
i=1,....M

when neither p nor 7 is known. In (3.7) and (3.8), should there be multiple maximizers, we
pick one of them arbitrarily. Using the identity in (2.4), it is straightforward to show that

when only 7 is known, the GL test in (3.7) is equivalent to

6(y™") = argmin H (3) )+ > [H () + D ()]
J#i

= argmax D(v;||m), (3.9)

-----

and when neither 7 nor p is known, the test in (3.8) is equivalent to

§(y*") = argmin 1 () + > [ H (3) + D (3] 57|
""" J#i

= argmin >~ D( Zigidh) (3.10)

12



3.1.2 Performance of Generalized Likelihood Test

Our first theorem for models with one outlier characterizes the optimal exponent for the

maximal error probability when both p and 7 are known, and when only 7 is known.

Theorem 1. When u and 7 are both known, the optimal exponent for the maximal error

probability 1s equal to
2B(p, ). (3.11)

Furthermore, the error exponent in (3.11) is achievable by the GL test in (3.7), which uses
only the knowledge of .

Proof. Since we consider the error exponent as n goes to infinity, while M and hence the
number of hypotheses is fixed, the ML test, which maximizes the error exponent for the
average error probability (averaged over all hypotheses), will also achieve the best error
exponent for the maximal error probability. In particular, for any y" = (y(l), o yM )) €
YMr with Yy = Vi, ¢ = 1,..., M, conditioned on the i-th sequence being the outlier,
applying the identity in (2.4), it now follows from (3.1) that the ML test is

(5(yM") = argmin Ui(yM"),
i=1,....M

where for each i =1,..., M,

U(y™™) & D (yillpw) + > D (yllm). (3.12)
J#
By the symmetry of the problem, it is clear that P; {§ # ¢} is the same for every i =
1,..., M; hence,
lelaXMR' {6 #i} = P {0 #1}.

i=1,...,

It now follows from

Pi{o #1} = P1(Upa{Ui 2 Uj}), (3.13)
that
P {Uh >Th} < Pi{s#1} < ) P {Us>U;}. (3.14)
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Next, we get from (3.12) that

P {U1 2 Uz} = Pi{D (mllp) + D (72]7)
> D (™) + D (ellw)}-

Applying Lemma 1 with J =2, p; = u, po = 7, and

jop { (@1,¢2) : D (qi]|lp) + D (go] )

> D (qillm) + D ()

we get that the exponent for Py {U; > Us} is given by the value of the following optimization

problem

- b 3.15
ql,qglelg(y)< (a1l + (qﬂh))’ (315)

where the minimum above is over the set of ¢, ¢ such that

D(qillp) + D (g2llm) = D (qrl|m) + D (gzl[p) -

Note that the objective function in (3.15) is convex in (g1, ¢2), and the constraint is linear
in (q1,¢2). It then follows that the optimization problem in (3.15) is convex. Consequently,
strong duality holds for the optimization problem (3.15) [33]. Then by solving the Lagrangian
dual of (3.15), its solution can be easily computed to be 2B(u, ).

By the symmetry of the problem, the exponents of Py {U; > U}, i # 1, are the same, i.e.,

for every i = 2,..., M, we get

1

n—o0

From (3.14) and (3.16), using the union bound and that lim,,_,« %6 = 0, we get that

1
lim —Elog]P’l {6 #1} = 2B(p, ). (3.17)
n—oo

It is now left to prove that when only 7 is known, the GL test in (3.7) and (3.9) also
achieves the optimal error exponent 2B (pu, 7).
For each i = 1,..., M, denote the test statistic in (3.9) as

UP® £ D(ilm).

)
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It follows from the same argument leading to (3.17) that

1
lim ——log P {0’ # 1}

n—oo N
1
= lim ——1ogP1{Ufyp < Ugyp}. (3.18)
n— o0 n
The exponent on the right side of (3.18) can be computed by applying Lemma 1 with
J:27p1:,u7p2:7r7 and

E = {(a1.¢): Dl(glr) = D(a|)}
to be

i D +D ) 3.19
min (D (ailln) + D (aall) (319)

D(gz2|l7) > D(q1]7)

The optimal value of (3.19) can be computed as follows:

min (D (i) + D (g ]7) ) (3.20)
q1,92€P(Y)
D(q2||m)>D(q1]7)
> min (D(@iflu) + D (ar]m) ) (3:21)
— 2B ), (3.22)

where the inequality in (3.21) stems from substituting the constraint in (3.20) into the
objective function, and the equality in (3.22) follows from Lemma 2. Since the minimum in
(3.21) is achieved by ¢; = ¢* in (2.11) with p; = p, p» = 7, and ¢; = g2 = ¢* satisfy the
constraint in (3.20), the inequality in (3.21) is in fact an equality. O

Remark 1. It is interesting to note that when only p is known, one can also achieve the
optimal error exponent in (3.11) using a different test that will be presented in Section 3.5.

However, we do not yet know if the corresponding version of the GL test, wherein the 7 in

Zk¢i Tk
M-1 7

(3.1) is replaced with 7; = i=1,..., M, is optimal.

Consequently, in the completely universal setting, when nothing is known about p and 7
except that p # m, and both p and 7 have full supports, it holds that for any universal test
9,

a6, (u,m) < 2B(p,m). (3.23)
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Given the second assertion in Theorem 1, it might be tempting to think that it would be
possible to design a test to achieve the optimal error exponent of 2B (i, ) universally when
neither p nor 7 is known. Our first example shows that such a goal cannot be fulfilled, and

hence we need to be content with a lesser goal.

Example 1: Consider the model with M = 3, and a distinct pair of distributions p # p on
Y with full supports. We now show that there cannot exist a universal test that achieves
the optimal error exponent of 2B (i, 7) even just for the two models when u = p,m = p,
and when p = p,m = p, both of which have 2B (u,7) = 2B (p,p). To this end, let us
look at the region when a universal test ¢ decides that the first sequence is the outlier,
e, Ay = {y*": 6 (y*") = 1}. Let P, denote the distribution corresponding to the first
hypothesis of the first model, i.e., when y" are i.i.d. according to p, and y® and y® are
i.i.d. according to p. Similarly, let IP,5,, denote the distribution corresponding to the second
hypothesis of the second model, i.e., when y® are i.i.d. according to p, and y™") and y®
are i.i.d. according to p. Suppose that § achieves the best error exponent of 2B (p, p) for the
first model when = p,m = p. Then, it must hold that

1

n—oo

It now follows from (3.24) and the classic result of Hoeffding [6] in binary hypothesis testing
(see, e.g., [34][Exercise 2.13 (b)]) that

n—oo

<| min D) Ip)+ D) P)

q(y1,y2,y3)

1
lim —= log Py, {41}
n

+D(aw) )]

< |, min 2B (p.5)+D(aw)p)

Y1,Y2,Y3)

~Dlaws) Ip)]
<(2B(pp)-D@Ip)" =0 (3.25)

where each minimum on the right side above is taken over the set of ¢(y1, y2,y3) such that

D (q(y1) llp)+D (q(y2) [I[P)+ D (q (y3) Ip) < 2B (p, D) -

The last equality in (3.25) follows from Lemma 2 in Chapter 2. Consequently, the test cannot

yield even a positive error exponent for the second model when p =p, 7 = p.
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Remark 2. It is interesting to contrast this example for outlier hypothesis testing with the
results (Theorems 2 and 3 in [35]) for universal coding over discrete memoryless channels
(DMCs). Specifically, Theorems 2 and 3 in [35] establish that the optimal error exponent at
zero rate is universally achieved for all DMCs, whereas the optimal error exponent 2B (p, )
for outlier hypothesis testing here cannot be universally achieved. The difference between
these two results stems from the following distinctions between the nature of these two
problems. First, in universal coding, the encoder and decoder are jointly optimized to achieve
universality. On the other hand, in outlier hypothesis testing, when properly interpreted,
only the decoding is allowed to be optimized, while the encoding scheme is fixed by the
structure of the distributions of observations among all hypotheses, and cannot be chosen.
Second, the zero-rate error exponent in [35] applies only for the case when the number of
messages grows to infinity with the blocklength sub-exponentially. In contrast, the number
of hypotheses in outlier hypothesis testing is fixed and does not grow with the number of
observations in each sequence.

To summarize, the results in [35] cannot be applied to our problem. Had the results in
[35] been applicable, Theorems 2 and 3 in [35] would have implied that the optimal error
exponent 2B (u, ) is achieved universally for outlier hypothesis testing as well. However,

Example 1 proves otherwise.

Example 1 shows explicitly that when neither p nor 7 is known, it is impossible to construct
a test that achieves 2B (u, ) universally. In fact, the example shows that had we insisted
on achieving the best error exponent of 2B (u, ) for some pairs of u,7, it might not be
possible to achieve even positive error exponents for some other pairs of p, w. This motivates
us to seek instead a test that yields just a positive (no matter how small) error exponent
a (0, (u,m)) > 0 for every p,m, u # m, i.e., achieving universally exponential consistency.
One of our main contributions in this chapter is to show that GL tests are indeed universally

exponentially consistent under various settings, including the current single outlier setting
for every fized M.

Theorem 2. The GL test § in (3.8) is universally exponentially consistent. Furthermore,

for every pair of distributions u,m, u # 7, it holds that

a(d, (p,m) = min D (qllp) + D (gz||7)

q1y--s49M

4o+ D (qullm) | (3.26)
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where the minimum above is over the set of (qi,...,qn) such that
>
ZD<qJ k¢1%> ZD<(]]

Proof. For each i = 1,..., M, denote the test statistic in (3.10) as

gz q’“) . (3.27)

U 237 D (]| ). (3.28)
J#

The same argument leading to (3.17) yields that
1
lim ——logPl{é # 1}
n—oo

1
~ lim ——1ogP1{UumV > UumV} (3.29)

n—o0

By applying Lemma 1 with J =M, py=p, pj=m, j=2,...,M, and

EZ{(ql,---,qM) > D<q]

J#1

M-1

21@&1 Qk>

>3 D ( ) } (3.30)
J#2
the exponent on the right side of (3.29) can be computed to be
min D (qiln) + D (gallm) + ..+ D (qullm). (3.31)
(q1,qm) EE

Unlike the convex optimization problems in (3.15) and (3.19), the optimization problem
in (3.31) for the completely universal setting is much more complicated, and a closed-form
solution is not available. However, we show that the value of (3.31) is strictly positive for
every u # m. In particular, it is not hard to see that the objective function is continuous in
¢, - - -, qu and the constraint set E is compact. Therefore the minimum in (3.31) is achieved
by some (¢7,...,q};) € E. Note that the objective function in (3.31) is always non-negative.
In order for the objective function in (3.31) to be zero, the minimizing (g7, ..., ¢},) has to
satisty that ¢f = p, ¢ = m, @ = 2,..., M. Since this collection of distributions is not in
the constraint set £ in (3.30), we get that the optimal value of (3.31) is strictly positive for
every [ # . m

Note that for any fixed M > 3, € > 0, regardless of which sequence is the outlier, it holds
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that the random empirical distributions (71, ..., va) satisfy

. M —
Tim P { || 4 500 % — (7t | > e =0, (3.32)
where || - ||; denotes the 1-norm of the argument distribution. Since -y + =17 — 7 as

M — o0, heuristically speaking, a consistent estimate of the typical distribution can readily
be obtained asymptotically in M from the entire observations before deciding upon which
sequence is the outlier. This observation and the second assertion of Theorem 1 motivate
our study of the asymptotic performance (achievable error exponent) of the GL test in (3.8)
when M — oo (after having taken the limit as n goes to infinity first).

Our last result for models with one outlier shows that for the completely universal setting,
the GL test in (3.8) is asymptotically efficient, i.e., as M — oo, it achieves the optimal error

exponent in (3.11) corresponding to the case in which both p and 7 are known.

Theorem 3. For each M > 3, the exponent for the maximal error probability achievable by
the GL test § in (3.8) is lower bounded by

i 2B(u, q), 3.33
,uin (1, q) (3.33)

D(glim) < 771 (2B(uim)+Cx )

where C, & —log <H1613I/1 ﬂ(g)) < 00 by the fact that © has a full support.

The lower bound f?ér the error exponent in (3.33) is nondecreasing in M > 3. Furthermore,
as M — oo, this lower bound converges to the optimal error exponent 2B(u, ); hence, the GL
test § in (3.8) achieves the optimal error exponent asymptotically as the number of sequences
approaches infinity, i.e.,

lim «a(é, (p, 7)) = 2B(p, ), (3.34)

M—oo

which from Theorem 1 is equal to the optimal error exponent when both v and m are known.

Proof. By the continuity of the objective function on the right side of (3.26) and the com-
pactness of the constraint set (3.27), for each M > 3, the optimal value on the right side
of (3.26), denoted by V*, is achieved by some (g, ..., q},). It then follows from (3.26) and
(3.27) that
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V* > D(qt||w)+ > D (g | )

i#1
> 194
=3 D(a | Be) + ZD(%
i#1
= D llm+ Y. D(q Zﬁff’“)
J#2
;Z *
- % (y)
Y s (D)
JF1 yey
= D(QTHH)‘FZD(Q; W)
i#2
")

+ (M — 1)D<—Z’”“ it

Zk;&Z qk)

M-1
> Digi|lw) + D (i | Z2E)
2 28(/11, Zk#Q‘ﬁé)
M *
= 2B(p, 35 + A2 (5. (3.35)

where the last inequality follows Lemma 2.
On the other hand, it follows from (3.23) that the value on the right side of (3.26), V*,

satisfies

2B(p,m) > V*
= D(gillm)+ D ()

j#1
M

> ZD q; || )
Jj=

> (M =2)D(575 il ai

7r>, (3.36)

where the last inequality follows from the convexity of relative entropy.
Combining (3.35) and (3.36), we get that the value V* on the right side of (3.26) is lower
bounded by

‘ 23( Ly M2 ) 3.37
w1 Po) SESIAS S 337
(M=2)D(q||m) <2B(u,m)
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Note that the constraint in (3.37) can be equally written as
D (qiflm) + (M =2)D (gllm) < 2B(p,7) + D (qf).
Also by the convexity of relative entropy, it follows that

D(qi|m) +(M =2)D (¢|x) >

+(M—-2)
(M —1)D (2

).

As a result, the optimal value of (3.37) is further lower bounded by the optimal value of

i 23( R P V> ) 3.38
i 1y 550+ 1 (3.38)

(M-1)D( g ai+3=3alr)
< 2B(u,m)+D(qu|)

By the fact that = has full support, it holds that

D (q1||m) < —10g<r;1€i)r)17r(y)> = (O, < 0. (3.39)

Proceeding from (3.38), by using (3.39), we get that the optimal value of (3.26) is lower
bounded by

min 2B (u, q). 3.40
Join (1, q) (3.40)

D(q'||m) < 37 (2B (p,m)+Cx)

For any p,m € P()) with full supports, it holds that

lim

Jim 1(23(u,7r) +Cr) = 0.

This and the continuity of D (¢g||7) in ¢ (7 has a full support) establish (3.34): the asymptotic
optimality of the GL test in the regime of large number of sequences.

Furthermore, for any p, 7 € P(Y), u # 7, the value of 7= (2B(p, m) + C(m)) is strictly
decreasing with M. Consequently, the feasible set in (3.33) is nonincreasing with M, and

hence the optimal value of (3.33) is nondecreasing with M. [

Example 2: We now provide some numerical results for an example with ) = {0,1}.
Specifically, the three plots in Figure 3.1 are for three pairs of outlier and typical distributions
being p = (p(0) = 0.3, p(1) = 0.7), = = (0.7,0.3); u = (0.35,0.65), = = (0.65,0.35); and
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w=(0.4,0.6), = = (0.6,0.4), respectively. Each horizontal line corresponds to 2B(u, ), and
each curve line corresponds to the lower bound in (3.33) for the error exponent achievable
by the GL test in (3.8). As shown in these plots, the lower bounds converge to 2B(u, 7) as
M — oo, i.e., the GL test in (3.8) is asymptotically optimal for all three pairs of u, 7, and,
indeed, for all u # 7.
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Figure 3.1: Lower and upper bounds for the achievable error exponent of the GL test

3.2 At Most One Outlier Sequence

A natural question that arises at this point is what would happen if it is also possible that
no outlier is present. To answer this question, we now consider models that append an
additional null hypothesis with no outlier to the previous models consider in Section 3.1. In
particular, under the null hypothesis, the joint distribution of all the observations is given
by

n M
n (4)
p(") = 117"
k=1 i=1
A universal test § : YM* — {0,1,..., M} will now also accommodate for an additional

decision for the null hypothesis. Correspondingly, the maximal error probability is now
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computed with the inclusion of the null hypothesis according to

e(d, (u,m)) £ max Z pi(y™™).

i=0,1,....M
y]\/fn: 5(yMn) # i
With just one additional null hypothesis, contrary to the previous models with one outlier,
it becomes impossible to achieve universally exponential consistency even with the knowledge

of the typical distribution.

Proposition 4. For the setting with the additional null hypothesis, there cannot exist a

universally exponentially consistent test even when the typical distribution is known.

Proof. The proposition follows as a special case of the second assertion of Theorem 10, the
proof of which is deferred to Section 3.4 O

In typical applications such as environment monitoring and fraud detection, the conse-
quence of a missed detection of the outlier can be much more catastrophic than that of a
false positive. In addition, Proposition 4 tells us that there cannot exist a universal test that
yields exponential decays for both the conditional probability of false positive (under the
null hypothesis) and the conditional probabilities of missed detection (under all non-null hy-
potheses). Consequently, it is natural to look for a universal test fulfilling a lesser objective:
attaining universally exponential consistency for conditional error probabilities under all the
non-null hypotheses, while seeking only universal consistency for the conditional error prob-
ability under the null hypothesis. We now show that such a test can be obtained by slightly
modifying the GL test in (3.8). Furthermore, in addition to achieving universal consistency
under the null hypothesis, this new test achieves the same exponent as in (3.26), (3.27) in

Theorem 2 for the conditional error probabilities under all non-null hypotheses.

3.2.1 Proposed Universal Test

We modify the previous test in (3.8) to allow for the possibility of deciding for the null
hypothesis as follows:

Auniv

if 1 (log pV
, i r%g]gcn(ogpj (y

arg max " (y
i=1,...M

0, otherwise,

where )\, = (') and the ties in the first case of (3.41) are broken arbitrarily. Using the
identity in (2.4), it is straightforward to show that test in (3.41) can be equivalently written
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as

.
ar%m%? 1§‘D <71<; ‘ %) , if max L;D (%‘ ZJ\ff)
i=1,..., i J
Mny\ __ Y
) - IO T BRI
]/
0, otherwise.

3.2.2 Performance of Proposed Test

Theorem 5. For every pair of distributions p,m, u # 7, the test in (3.41) yields a pos-
itive exponent for the conditional probability of error under every non-null hypothesis © =
1,..., M, and a vanishing conditional probability of error under the null hypothesis. In par-
ticular, the achievable error exponent under every non-null hypothesis is the same as that
given in (3.26), (3.27), i.e., for each i =1,..., M, the test in (3.41) achieves

lim —~ log (P; {5 # 1))

n—oo N

= min D@l +D (@lm)+...+D (aulm). (3.43)

g1,

where the minimum above is over the set of (qi,...,qu) satisfying (3.27). In addition, the
test also yields that

lim Py {5 #0} = 0. (3.44)

Proof. We start by establishing universal consistency of the test under the null hypothesis.
Applying the identity in (2.4) to the test statistics in (3.41), it holds that

Po{6 # 0} < Po( UM, (U™ > A})
M
< Y R {U 2 A
j=1
= MP{U™ > ).}, (3.45)

where U;miv is defined in (3.28), and the last equality follows from the fact that all y®,

1=1,..., M, are identically distributed according to .

24



We now proceed to bound Py {U;™" > \,} as follows:

]P)O{Uluniv Z )\n}

—IP’O{ZD<J

J#1

Zk;ﬂ%) > )\ }

{ZD (llm) — (M =)D (Bt ) ZAn}

J#1

{;D RES }

(m{ ol 2 37— ) )

(M = 0Po{ D (allm) = 70 (3.46)

where the first inequality follows from the non-negativity of the relative entropy, and the
last inequality follows from the fact that all ), j # 1, are identically distributed according
to m. By the fact that the set of all possible empirical distributions of (y1,...,¥y,) is upper
bounded by (n + 1) (cf. [30][Theorem 11.1.1]), and (2.4), we get that

Po{ D (rallm) >~}

n

< 1P exp(— : 4
< (n+ 1) exp( Y 1)\n) (3.47)
It then follows from (3.45), (3.46) and (3.47) that
Po{6 # 0} < M2 exp { Y] log(n + 1)}. (3.48)
- M—1

By choosing A, = 2(M — 1)| V|27 e get from (3.48) that
n—oo

Next we treat the exponent for the conditional probability of error under every non-
null hypothesis. In particular, by the symmetry of the test (3.41) among all the M non-

null hypotheses, it suffices to consider the conditional error probability under just the first
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hypothesis, which can be upper bounded as follows:

P {6 #1} < Py (Uj;él{Ui‘“” = U}miv”n})

< ZPI{UfniV > U;miv . )\n}
A1
< (M- 1)1@1{(];11” > i /\n}. (3.49)

For an arbitrary A\g > 0, as A, — 0, it holds that A\, < A\ for n sufficiently large and hence
that

IP’l{Ul‘miV > v )\n} < IP’I{U{““V > v _ )\0}. (3.50)

The exponent of the right side of (3.50) can be computed by applying Lemma 1 with J = M,
pr=p,p;=m,7=2,...,M and (cf.(3.28))

E(AO) £ {(QhaQM) : Z D<q] Z]\lj;illqk)
J#1
Zk;ﬁzqk
Z Z D(Qj M—1 ) )\O}
J7#2
to be
min D (qulls)+ D (@llm) + ..+ D (qullm). (3.51)

(q1,--9m)EE(No)

Since Ao can be arbitrarily close to zero, the exponent for the left side of (3.50) is lower

bounded by

lim min D +D .
A0=0 (q1,,anm) € E(Xo) (q1]]p) (q2]|m)

+ ...+ D (qumlm).

Let

Zk¢1 dk
M—1

E é {(q1,7qM) . ZD(QJ
j#1

> ZD<QJ
#2

Zk¢2 9k > }
M—1 :
By the fact that E()g) is closed and compact for any Ag > 0, and that the objective function

26



in (3.51) is continous, the exponent for the left side of (3.50) is lower bounded by

min D (qull#) + D gs]}7) + .+ D (quel7). (3.52)

(q1,--,90) €
as required. N

Since under every non-null hypothesis, the modified test in (3.41) achieves the same ex-
ponent (the value of the optimization problem in (3.26) and (3.27)) for the conditional error
probability as the GL test in (3.8) when the null hypothesis is absent, we get the following
corollary by just observing that Theorem 3 was proved by finding a suitable lower bound for
the value of the optimization problem in (3.26) and (3.27).

Corollary 6. For each M > 3 and under every non-null hypothesis i = 1,..., M, the
exponent for the conditional error probability achievable by the test in (3.41) is lower bounded

as

1
lim ——log (P; {6 #4}) > min 2B(u, q), 3.53
Jim ——log (P { #%})_qg;g;) (1, q) (3.53)

where the minimum above is over the set of q such that

1

D <
o E—

(2B(p, ) + Cr),

and C; & —log (nn)r)l 7r(y)> < 00. Consequently, as M — oo, this lower bound converges to
ye

the optimal error exponent 2B(u, ), i.e., for every i =1,..., M, the test in (3.41) achieves

lim  lim —— log (P, {0 £i}) = 2B(u, 7).
n

M—o0 n—oo

while also yielding that

lim Py {6 #0} = 0.

3.3  Multiple Distinctly Distributed Outliers

We now generalize our results in the previous sections to models with multiple outlier se-
quences. With more than one outlier sequence, it may be more natural to consider models
for which the different outlier sequences are distinctly distributed, and therefore our models

will allow for this possibility.
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We start by describing a generic model with possibly distinctly distributed outliers, the
number of which is not known exactly. Specifically, it is assumed that there are up to
K > 1 outliers. Note that the current model with K = 1 corresponds to the single
outlier setting where the outlier distribution can vary according to the index of the out-
lier sequence. As in Section 3.1, we denote the k-th observation of the i-th sequence by
Yk(i) eVi=1,....,M, k=1,...,n. Most of the sequences are commonly distributed ac-
cording to the “typical” distribution 7 € P()) except for a small (possibly empty) subset
S C {l,..., M} of “outlier” sequences, each of which is assumed to be distributed according
to an outlier distribution p;, @ € S. Nothing is known about {,ui}?il and m except that each
wiFm, i=1,..., M, and that all p;, 1 =1,..., M, and 7 have full supports. In the follow-
ing presentation, we sometimes consider the special case when all the outlier sequences are
identically distributed, i.e., y; = p, e =1,..., M.

For the hypothesis corresponding to an outlier subset S C {1,..., M}, |S] < %, the joint

distribution of all the observations is given by

ps (™) = ps (¥, ..., y™)
=T[5 ]]m (yff)> I~ (y;(f )) , (3.54)
k=1 | ies ¢S

where

Yy = (o) i= 1M

We refer to the unique hypothesis corresponding to the case with no outlier, i.e., S = (), as
the null hypothesis. In the following subsections, we shall consider different settings, each
being described by a suitable set S comprising all possible outlier subsets.

The test for the outlier subset is done based on a universal rule 6 : YM" — S. In
particular, the test J is not allowed to be a function of ({ul}f\il ,7r>.

For a universal test, the maximal error probability, which will be a function of the test

and <{,u1}f\i1 ,7'('), is

(6 (fm)iom)) 2 max 3 ms(y™). (3.55)
yMn: 6(y1Wn) 7& S
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and the corresponding error exponent is defined as

a(d, ({Mz}f\; ,7r>> = lim—l log e(d, <{u2}f\i1 ,7r>> :

n—oo N

A universal test § is termed universally exponentially consistent if for every p;, i = 1,..., M, p; #
m, it holds that

a (5, <{Mz}f\i1 ,7T>> > 0.

3.3.1 Necessary Condition for Existence of Universally Exponentially
Consistent Test

Our first result concerns the necessary condition for the existence of a universally exponen-
tially consistent test when the outliers can be distinctly distributed in an arbitrary manner.
In our model for this section, the assumption of a known number of outliers is in fact critical,
as a lack thereof would make it impossible to construct a universally exponentially consistent

test even when there are always some outliers.

Theorem 7. When the outliers can be distinctly distributed, with the number of outliers
being unknown, there cannot exist a universally exponentially consistent test, even when the
typical distribution is known and when the null hypothesis is excluded, i.e., there is at least

one outlier regardless of the hypothesis.

Proof. Without loss of generality, we can consider the following two hypotheses. The first
hypothesis has S} as the set of outliers, and the second hypothesis has Sy, where S; C Ss. It
suffices to prove that even when 7 and {u;}ics, are known, there cannot exist a universally
exponentially consistent test in differentiating such two hypotheses.

For any test § : YM" — {1 2}, let § = 1 denote a decision in favor of the hypothesis
with S; being the outliers, and 2 the hypothesis with S;. We first show that in order to
distinguish between S; and Sy, the empirical distributions of all the sequences v, ..., v, 7
and {u; }ies, are sufficient statistics for the error exponent. In particular, we now show that
given any test, there is another test that achieves the same error exponent with its decision
being made based only on the empirical distributions of all M sequences, m and {p; }ics,. To
this end, for feasible empirical distributions (for certain n) 71, ..., v, let us denote the set
of all M sequences conforming to these empirical distributions by T{,, . ). Among these
observation sequences, let us denote the set of M sequences for which ¢ decides for S; by
" )» which may depend on 7 and {pi}ties,- Now consider another test ¢’ which decides

(V15w YM
on one of the two hypotheses based only on 71, ..., v, m and {p; }ies,. Specifically, this new
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test is such that for all M sequences with empirical distributions vy,..., v, it decides for
Sy if [T5"

(’Yl ----- 'YIW)’ — 217 Uty
that for any {u;}M, and n,

max (Pg, {0" # S1},Ps, {0" # Sa})
< 2max (Pg, {0 # S1},Ps, {6 # S2}),

where Pg, and Pg, are the distributions under the hypothesis with S; and Sy being the set
of outliers, respectively. Consequently, the error exponent achievable by ¢’ is the same as
that achievable by § for any {u;}}2, and 7, where y; # m,i=1,..., M.

We now consider tests that only depend on the empirical distributions of all the sequences
Y1y oy, ™ oand {p M.
€ = e(m,{pi}ies,) > 0 such that

Let assume that for any fixed = and {p;}ics,, there exists

) 1
T}i)r&_ﬁlogpl {6 #1} > ¢ (3.56)

where Py is the distribution under the hypothesis with S} being the outliers. It now follows
from (3.56) and Lemma 1 that the set A of all M tuples (y(l), . ,y(M)) € YMn whose

empirical distributions (71, ..., ) lie in the following set
N : €
B2 (g am) D (allm) + D () < 5} (3.57)
€Sy JES1
must be such that
AC{o=1}. (3.58)

By applying Lemma 1 again, but now with respect to the hypothesis with S; being the

outliers, we get that

1
lim ——logPy {0 # 2}
n— 00 n
< ( min . ZD((]iH#i) + Z D (gjllp5)
a i€S1 JES2\S1
£ 3 D gel). (3.59)

ke Sa

where P is the distribution under the hypothesis with S; being the outliers. Since € is

independent of {1;}jes,\s,, We can pick {{;}jes,\s, to be such that > D (u;[|m) < 5. It
jGSQ\Sl
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now follows from the definition of F, (3.59) and Lemma 1 that

1
lim —ElogIP’g {6§#2} =0,

n—oo
which establishes the assertion. O

Remark 3. The negative result in Theorem 7 should not be considered as overly pessimistic.
It should be viewed as a theoretical result that holds only when each of the outliers can be
arbitrarily distributed. In practice, there will likely be modeling constraints that would
confine the set of all possible tuples of the distributions of all outliers. An extreme case
of such constraints is when all the outliers are forced to be identically distributed, which
is when universally exponential consistency is indeed attained (cf. Theorem 10) if the null
hypothesis is excluded. An interesting future research direction would be to characterize the
“least” stringent joint constraint on the distributions of the outliers that still allows us to

construct universally exponentially consistent tests.

For the rest of this section, we restrict our attention to the case in which the number of
outliers, denoted by K > 1, is known at the outset, i.e., |S| = K, for every S € S. Unlike
the models in Sections 3.1 and 3.2 where the outlier sequence is always distributed according
to a fixed distribution p # 7 regardless of its identity ¢ = 1,..., M, in our model for this
section, the distributions of different outlier sequences pu;, © € S, can vary across the indices
of the sequences, 7 € S.

To contrast with the universal setting, the next result characterizes the optimal error

exponent for the maximal error probability when both p and 7 are known.

Proposition 8. For every fired number of outliers K > 1, when all the pu;, i = 1,..., M,
and 7 are known, the optimal error exponent is equal to

min  C (u; (y) 7 (Y') .7 (y) 15 (y)) - (3.60)

1<i<j<M

When all outlier sequences are identically distributed, i.e., u; = p #m, i =1,..., M, this

optimal error exponent is independent of M and is equal to
2B (p, ). (3.61)

Proof. The proposition follows from a well-known result in detection and estimation in the
context of the multihypothesis testing problem[36]. In particular, the optimal error exponent
for testing M hypotheses with i.i.d. observations with respect to p1,ps, ..., pa is character-

ized as min C (p;, p;i).
1<i<j<M (plapj>
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When all the {uz} _, and 7 are known, the underlying outlier hypothesis testing prob-
lem is just a multihypothesis testing problem based on i.i.d. vector observations (with M

independent components) and consequently, the optimal error exponent can be computed as

ggC(HMi (yi)HW(yj)aHMi (i) HW(%‘))

ics ¢S ies' j¢s
:g%o( IT @) IT =@, I =@ ] uj(yj)>
ISAVH jeS\S 1€S\S’ jeS\S
- i —1 ? ? Yi j s j )’ .62
iy max —log [ > (Lm0t T " ) )] 3:62)
i, i€S\S" N ieS\ S JESN\S
Y, JES\S

=, min =~ max —log[Z(ui<yz->1—s7r<yi>sw<yj>1—suj<yj>8)] (3.63)

1<i<j<M s€[0,1]
Yi Yj

= min CQu @), W),

1<i<j<M

where the equality in (3.63) follows by virtue of fact that the outer minimum in (3.62) is
attained among the pairs of S,.S’, with the largest number of sequences in their intersections:
K -1

When all the outliers are identically distributed, i.e., yu; = u, ¢ = 1,..., M, this optimal

error exponent can be further simplified to be

min  C (u; (y) 7w ('), 7 (y) 1 ()

1<i<j<M

= Cuy)rW) 7w ul)) = 2B(u, ). (3.64)

3.3.2 Generalized Likelihood Test

We now give a summary of the GL test for the current models with a known number of
outliers for both the setting when only 7 is known and for the completely universal setting.

Conditioned on the outlier subset being S € S, the likelihood of y*™ is a function of the
outlier indices, and the typical and outlier distributions (cf. (3.54)), i.e

ps (") = L(y™" {pities, 7). (3.65)

When only 7 is known, we compute the generalized likelihood of y*" by replacing p; in
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(3.65) with its ML estimate fi; = v;, i € S, as
P (V™M) = L (v {jui}ies, 7). (3.66)

Similarly, for the completely universal setting, we compute the generalized likelihood of
yM™ by replacing the p; and 7 in (3.65) with their ML estimates j; = v;, ¢ € S, and

A A D kgs Tk
s = Sk as

P (yM") = L (v {iuities, 7s) - (3.67)

The test then selects the hypothesis under which the generalized likelihood is maximized

(ties are broken arbitrarily), i.e.,

s(yM") = argmax PP (3.68)
Sc{l,...M}, |S|=K

for the setting when only 7 is known, and

s(yM™) = argmax pamy (3.69)
Sc{l,..,M}, |S|=K

for the completely universal setting, respectively. It is straightforward to show using (2.4)

that when only 7 is known, the GL test in (3.68) is equivalent to

S(yMm) — argmin D(v; |7, 270
) R} s|;<%; (vill) (3.70)

and when neither 7 nor {y;}., is known, the test in (3.69) is equivalent to

M) = i 30 (] 5i2). o)
SC{L..M}, |Sl=K 75

3.3.3 Performance of Generalized Likelihood Test

Theorem 9. For every fixed number of outliers K > 1, when only 7 is known but none of

Wi, i =1,..., M is known, the error exponent achievable by the GL test in (3.66) is equal to

min 2B (u;, ). (3.72)

1<i<M
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When all outlier sequences are identically distributed, i.e., p; = p,o = 1,..., M, this

achievable error exponent is equal to

which, from Proposition 8, is the optimal error exponent when  is also known.

Proof. For each S C S, denote the test statistic in (3.70) as

US £ 3" Doy ). (3.74)
jgs

Consider the test ¢ in (3.68) and (3.70). It follows from the fact that for every S € S,

— typ ~ rrtyp
Ps{d # S} = Py {SgS{US > Ug }
that

Utyp > Utblfp}
<m
< maxPs {0 # 5}

< max > P {UP > U}
S'#£8

< (8] - 1)21%11)5 {Ug® > UgP} . (3.75)

Next, we get from (3.74) that for any S # S’ € S,

i¢S i¢S’
Applying Lemma 1 with J =M, p;=p;, i1 €S, pj=m, j ¢S, and
E= {(Ch, coam) s ) Digllm) > ZD(qillﬂ)}, (3.76)

¢S ¢S’

we get that the exponent for Pg{UZJ® > UgP} is given by the value of the following
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optimization problem:

min Y Dl@lw)+ Y Dgln), (3.77)

{Qi}ies\sh {‘Zj}jes/\s iES\S’ jES’\S

where the minimum above is over the set of {gi},cq5, {4j};cgn g, Such that

S Digln) = S Digdin).

JES\S i€S\S’

We now show that the optimum value in (3.77) is equal to > 2B (u;, 7). First, we show
ieS\s'
that the latter is a lower bound for the former. Substituting the constraint in (3.77) into the

objective function, we get that the value of (3.77) is lower bounded by

{ Eﬂin > D (qgillw) + D(gillm) = 2B (mi, ), (3.78)
fidies\s’ ;e o\ gr ies\s"

where the equality follows from Lemma 2. Second, note that |S\S’| is always equal to
|S”\S|, and, hence, we can make a suitable correspondence between elements of S\S’ to

those of S’\S. The converse implication now follows by assigning for every i € S\S’, and

oN1/2 1/2
the corresponding j € S'\S, ¢ = ¢; = ZM i?’gy,)ﬂgi)(y,)l 7, and note that this assignment
y'ey

trivially satisfies the constraint in (3.77) and gives rise to the objective function being equal
to Z 2B (qu ’/T).

1eS\S’

Lastly, it follows from (3.75) that

) 1
lim ——log (rgggPS {6 # S})

n—oo n
= min 2B (ui, ™) = i 2B (p;, ).
i€s\s’

When p; =p,1=1,..., M,

min 2B (u;, ) = 2B(u, 7).

1<i<M
[l

Remark 4. Since the tester in Proposition 8 is more capable (with the typical and outlier
distributions known) than that in Theorem 9, the optimal error exponent in (3.60) must be

no smaller than that in (3.72). This is verified simply by noting that for every i,7, 1 <1i <
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Jj < M, we get from (2.2) that

C i ()T @),m(y) i (v'))

—max—log[ S (@) (7 () (?/))1_5}

s€[0,1]
Y,y EYXY
> B(Muﬂ-) + B (:U“jaﬂ-)
> min (2B (pi, 7) , 2B (pg, 7)) - (3.79)

As in Section 3.1, for the current models, a test § is universally exponentially consistent if
for every p;, i =1,..., M, u; # m, it holds that « (5, ({ul}f\il ,7T>> > 0.

Theorem 10. For every fized number of outliers 1 < K < %, the GL test 0 in (3.69)

18 universally exponentially consistent. Furthermore, for every {ui}f‘il,ﬂ, Wi # m, o1 =
1,..., M, it holds that

o5 (021)

= min min (ZD (qi| i) —i—ZD (g;]|m) ) (3.80)

S,S'c{1,....M} qi,-,anm 5
1S1=18"|=K i#

where the inner minimum above is over the set of (q1,...,qum) such that
>0 (u|5e2) 2 20 (s
Proof. For each S C S, denote the test statistic in (3.71) as

Uunlv A ZD (,yj H Zﬁgj‘[?k) ‘
J¢s

) . (3.81)

Consider the test § specified by (3.69) and (3.71). It now follows in the manner similar to
(3.75) that

giéag( IP)S {Ugmlv > Uunlv}
< maxIPg {6 #5}
< max Z Py {Ué'mlv > Uunlv}
S’#S
(S| —1) maXIPS {ug™ >ug}. (3.82)

IN
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The assertion (3.80) now follows from (3.82) upon noting that the application of Lemma
1with J =M, pi=p,;, i €S, pj=m, j ¢S, and

E — {@h”qu E:D<
>ZD<

i¢S'

Sres Uk sqk>
ky%)}, (3.83)

gives that the exponent for Pg{Ug™ > U™} is equal to the value of the following

optimization problem:

mln Z D (q;|lps) + Z D (gj|r), (3.84)
o Jjgs
where the minimum is over the set of {q1,...,qa} such that

2.k¢s! 9k (Ik)

Lastly, the assertion of universally exponential consistency of the GL test in (3.69) and

ZD (o

_Sq’“> ZD (qz

(3.71) follows from the compactness of the the feasible set of (3.84), continuity of the objective
function in (3.84), and the fact that the objective function of (3.84) can only be zero at a
collection (¢; = p;,1 € S, gj = m,j ¢ S), which is not in the constraint set. O

Note that universally exponential consistency does not imply that
. M
lim « (5, <{Ni}i:1 ,7T>> > 0. (3.85)
M—o0

Furthermore, it follows from Proposition 8 that (3.85) is not possible if ({ iy ,7r> satisfies
that

lim — min C(p; (y) 7 (y'), 7 (y) oy () = 0. (3.86)

M—oo 1<i<j<M

Consequently, a natural question that arises is whether there exists a test that achieves
a positive limiting error exponent as M approaches infinity whenever the optimal error
exponent does not vanish with M i.e., its achievable error exponent satisfies (3.85) whenever

(3.86) does not hold. Such a test is said to be asymptotically exponentially consistent.

Theorem 11. For every M > 3, and every fized number of outliers 1 < K < %, the error
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exponent achievable by the GL test in (3.69) is lower bounded by

min ;Hlln 2B(ui, q), (3.87)

where the outer minimum above is over the set of q such that

Diglm) < 7 (i € (ul)r) 7Wisv) + KCx),

and C, = —log (rm)r}l 7r(y)> < 0.
ye
Furthermore, as M — oo, the error exponent achievable by the test in (3.69) converges as

Jvljiinooa (5, ({ul}f\il ,7'(‘)) = lim mln 2B (i, ), (3.88)

M—oo i=1,...,

which from (3.72) of Theorem 9 is also the limit of the achievable error exponent of the test
in (3.68) using the knowledge of the typical distribution. The limiting error exponent on the
right side of (3.88) is always positive whenever (3.86) does not hold.

When all outlier sequences are identically distributed, i.e., u; = p # m, i =1,..., M, the
test in (3.69) achieves the optimal error exponent asymptotically as the number of sequences
approaches infinity, i.e.,

lim (6, (u,m)) =28 (u, 7). (3.89)

M—o0

Proof. First let denote the minimizing S and S’ in the outer minimum of (3.80) by S* and
S™ respectively, and the minimizing tuple q,...,qy in the inner minimum of (3.80) by

q,---,qy- Then, we get that the achievable error exponent in (3.80) is lower bounded as
> Y D(gllm) + > D(qln)

1€S* JjES*
= D (g || He) + Z D (g
J¢s*
Zk s/* 4y, )

= > D@+ Y D(qj S
icS* jes’
+ (M -T)D (B || 7)
2kgs'* ‘12>

M-K
M-K

D (g || ) + D (qt*

2B (ut, Zigs G ) : (3.90)

Ek s/* 2 >

v

v
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where ¢ is an arbitrarily chosen element in S*\ S’

On the other hand, it follows from Proposition 8 that

min  C (ui(y)m(y'), 7(y)u; (')

1<i<g<M
> > " D(g |l w)+ Y D(q =)
1€S* JjES*
> >, D(gln)
jES*US’*
* Z * 1% *
_ _ | q* _LggSTuS’T Ay
> (M~ K — [§"\§' ])D<(M_;_‘§*\S‘,]*D H77> (3.91)

It now follows from (3.91) that

Siesr g
(M — K) D (Esg

")

< (M—K—|S*\S’*I)D( e H )

M—K—|S\5""

* * Zl x\s/* 4
+ (1S\S") D (%;f 7r>

<, uin C(uy)r@y), m()u(y)) + 15\S7|Cr
<, uin C (), 7)) + KCx. (3.92)

The lower bound in (3.87) now follows from (3.90) and (3.92).

The assertion (3.88) now follows from (3.87), Proposition 8 and the continuity of B (i, q)
and D (g||7) in the argument ¢. The assertion (3.89) follows as a special case of (3.88).

It is now left only to prove the asymptotically exponential consistency of the test. Having

proved (3.88), this assertion now follows upon noting that for every 4,7, 1 <i < j < M, it
holds that

C (i () m (@), 7 (y) i (v'))
2B (s (y) 7 (y') 7 (y) 15 (y))
- —2log( Y ()T )

Yy €YXY
= 2B (:ulv 7T) +2B (:uja ﬂ—) )

N=

—~
3

—~
<
~—
=
<.
—~
Qd\
~—
~—

[N

N——

where the first inequality above follows from Lemma 3. O
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3.4 Multiple Identically Distributed Outliers

In this section, we look at the setting where there is uncertainty in the number of outliers,
i.e., not all hypotheses in S have the same number of outliers. It is also assumed that for a
fixed number of outliers £ = 0,1,2,..., § either contains all hypotheses with k outliers, or
none of them. Considering the result in Theorem 7, it is assumed throughout this section

that all outliers are identically distributed.

3.4.1 Generalized Likelihood Test

Now with the assumption of identically distributed outliers being taken strictly, we compute

the generalized likelihood of y*™ by replacing the u;,i € S, and 7 in (3.65) with their ML

: . A RN
estimates fis = [i; = Ek‘ess‘ T and 7g 2 %ETSV‘;@, as

P (yM) = L (™" s, #s) - (3.93)

The test then selects the hypothesis under which the generalized likelihood in (3.93) is

maximized (ties are broken arbitrarily), i.e.,

§(y™") = argmax pE (yV"). (3.94)
SeS

It is straightforward to show using (2.4) that the GL test in (3.94) is equivalent to

d(yM") = argmin Y D(n]| ) + 3 D (]| ZaE). (3.95)
Ses €S j§ZS

3.4.2 Performance of Proposed Test

Theorem 12. When there are at most K, 1 < K < M/2, number of outliers in each
hypothesis, and all the outlier sequences are identically distributed, the GL test in (3.94) is
universally exponentially consistent for every hypothesis set excluding the null hypothesis.
On the other hand, when the hypothesis set contains the null hypothesis, there cannot exist

a universally exponentially consistent test even when the typical distribution is known.

Proof. We first prove that for every hypothesis set excluding the null hypothesis, the GL

test in (3.94) is universally exponentially consistent.
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For each S C &, denote the test statistic in (3.95) as

unlv A ZD ,YZ ‘ZkeSWc + ZD ,yjHZkgSWk)
ieS Jj¢s

Following the same argument leading to (3.75), it suffices to show that for any S, S’ € S, 5" #
S,
lim —= log (Ps{Tz™ > Tg™}) > 0. (3.96)

n—o0

Applying Lemma 1 with J =M, p; =p, i € S, pj=m, j ¢S, and

Ess) = { Qs qur) ZD (qz
+§jD@7kf%) EZD@l

+ Z D <qj _Lzﬁf}(%) }’
Jgs’

we get that the exponent for Pg {Ugniv > U “Piv} is given by the value of the following

2 kes q’c)

Zkes' ‘Ik)

optimization problem:

min ZDmm+Zme (3.97)

{a1.92,.am }EE (5 g7
( J¢s

The solution to > D (g;||n) + Z D (g;||m) = 0 is uniquely given by ¢; = p for ¢ € S,
ies

¢ = m for j ¢ S. Because |S| < M/2, |S'| < M/2, there is no S,S" € S, such that
S={1,2,...,M}\ 5" Let ¢ =pfories, qy=mfor j ¢S, it then follows that

i€S ¢S
ics’ s

for any S, 5" € §, 8" # S. In other words, the objective function in (3.97) is strictly positive
at any feasible (¢, qa, . .., qu). By the continuity of the objective function in (3.97) and the
fact that F(s gy is compact for any S, 5" € S, it holds that the value of the optimization
function in (3.97) is strictly positive for every pair of S, 5" € S, S # S’. This establishes the
exponential consistency of the GL test in (3.94).
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Next to prove the second assertion, it suffices to prove that even when the typical distribu-
tion is known, there cannot exist a universally exponentially consistent test in differentiating
the null hypothesis from any other hypothesis with a positive number of outliers. To this
end, let S C {1,2,..., M}, |S| > 1 denote an arbitrary set of outliers. To distinguish be-
tween the null hypothesis and S, a test is done based on a decision rule § : YM" — {0, 1},
where 0 corresponds to the null hypothesis and 1 the hypothesis with S being the outliers.
It should be noted that ¢ can only be a function of 7 and the observations YM".

We first show that in order to distinguish between the null hypothesis and S, the em-
pirical distributions of all the sequences ~q,...,vy and 7 are sufficient statistics for the
error exponent. In particular, we now show that given any test, there is another test that
achieves the same error exponent with its decision being made based only on the empirical

distributions of all M sequences and 7. To this end, for feasible empirical distributions (for

certain n) i, ..., Y, let us denote the set of all M sequences conforming to these empirical
distributions by T, . ,,,). Among these observation sequences, let us denote the set of M
sequences for which ¢ decides for the null hypothesis by T&Tn_ ar)? which may depend on

m. Now consider another test 6" which decides on one of the two hypotheses based only on
Y1, -..,Yn and w. Specifically, this new test is such that for all M sequences with empirical
distributions 7, ..., v, it decides for the null hypothesis if |T&:_.77M)| > %|T(717_,_77M)|, and

for S otherwise. It follows from this construction of ¢’ that for any p and ,

max (Pg {8’ # 0}, Py {&" # 1})
< 2max (Po {0 # 0} ,P, {0 # 1}),

where Py, P, are the distributions under the null hypothesis, and under the hypothesis with
S being the outliers, respectively. Consequently, the error exponent achievable by ¢’ is the
same as that achievable by ¢ for any p,m, u # .

Having shown that the empirical distributions of the M sequences and 7 are sufficient
statistics, it suffices to consider tests that depend only on v4,...,7va, and 7. In particular,

for any such ¢, let assume that for any , there exists € = ¢(7m) > 0 such that
, 1
nh_)rgo—ﬁlogﬂbo {6 #0} > e (3.98)
Let E be the set of empirical distributions

E2{(q,..au): Y D (@lm) + > D gllm) <

ieS Jj¢s

3

N ™
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For an arbitrary element (q1, ..., qy) € E, consider the set A of all M tuples (y(l), e ,y(M)) €
YMn conforming to the empirical distributions (qy, ..., qar). It then follows from Lemma 1
that

1
lim ——logIP’O{(y(l),...,y(M)) € A}
n

n—oo
€
=>_ D(alm) + > Dglln) < 5.
i€S Jj¢s

It now follows from (3.98) that
EC{6=0}.

By applying Lemma 1 again, but now with respect to the hypothesis with S being the

outliers, we get that

1
lim ——logP; {§ # 1}
n—oo N

< min > Diglw) + > Diglln). (3.99)

(@1 ) )
€S Jj¢S

Since € is independent of u, and p can be chosen arbitrarily close to m, we can pick u to be

such that ), ¢ D (p||7) < §. It now follows from the definition of £, (3.99) and Lemma 1

that

1
lim ——logP; {§ #1} = 0,
n—oo M

which establishes the assertion, since if (3.98) did not hold, the error exponent for § would

also have been zero. O

Remark 5. When the null hypothesis is present, we can make a suitable modification to the
test in (3.94) similar to (3.41) to get a universal test that achieves a positive exponent for
every conditional error probability, conditioned on any non-null hypothesis, and additional

consistency under the null hypothesis.

3.5 Optimal Test When Only g Is Known

Now we address the issue raised in Remark 1. In particular, when only u is known, instead

of using the corresponding version of the GL test in Section 3.1.1, we adopt the following
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test 5 :

o(y™") = argmin D(q), (3.100)

where ; denotes the empirical distribution of y®,i = 1,..., M, and the ties in (3.100) are
broken arbitrarily.
It now follows from (3.100) that

Pi{s #1} < (M —1)P{D(yillp) > D(lum)}-

Applying Lemma 1 with J =2, p; = u, po = 7, and

E = {(QbC]z) : D(qiljp) > D(Qz”ﬂ)}a

we get that the exponent for Pl{g # 1} is given by the value of the following optimization

problem:

min D + D T
Cmin D () + D (el

D(q1lln) > D(qz2llp)

2 min D (gzlu) + D (gllm),

2B(p, ),

where the inequality follows by substituting the constraint into the objective function and

the equality follows from Lemma 2.

3.6 Conclusion

In this chapter, we formulated and studied the problem of outlier hypothesis testing in the
fixed sample size setting. Our main contribution was in proving that GL tests yield exponen-
tially decaying probability of error with the number of observations under various universal
settings. In particular, for the case with exactly one outlier, the GL test was shown to be uni-
versally exponentially consistent. We also provided a characterization of the error exponent
achievable by the GL test for each M > 3. Surprisingly the GL test is not only universally
exponentially consistent, but also asymptotically optimal as the number of sequences goes
to infinity. Specifically, as M goes to infinity, the error exponent achievable by the GL test

converges to the absolutely optimal error exponent when both the outlier and typical distri-
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butions are known. When it is also possible that there is no outlier among the sequences,
a suitable modification of the GL test was shown to achieve exponential consistency under
each non-null hypothesis, and consistency under the null hypothesis universally. We then
extended our models to cover the case with more than one outlier. For models with a known
number of outliers, the distributions of the outliers could be distinct as long as each of them
differs from the typical distribution. The GL test was shown to be universally exponentially
consistent. Furthermore, we characterized the limiting error exponent achieved by such a
test, and established its universally asymptotically exponential consistency. When the num-
ber of outliers is not known, it was shown that the assumption of the outliers being identically
distributed and the exclusion of the null hypothesis were both essential for existence of uni-
versally exponentially consistent test. In particular, for models with an unknown number of
identically distributed outliers, the GL test is universally exponentially consistent when the
null hypothesis is excluded. When the null hypothesis is included, a slight modification of
the GL test was shown to achieve a positive error exponent under every non-null hypothesis,

and also consistency under the null hypothesis universally.
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CHAPTER 4

SEQUENTTAL SETTING

In Chapter 3, we studied universal outlier hypothesis testing in a fixed sample size setting.
The main finding therein was that the generalized likelihood (GL) test is far more efficient
for universal outlier hypothesis testing than for the other inference problems, such as ho-
mogeneity testing and classification [7, 10, 11]. In particular, the GL test was shown to be
universally exponentially consistent for outlier hypothesis testing, whereas it is impossible to
achieve universally exponential consistency for homogeneity testing or classification without
training data [10, 11]. We also showed that the GL test is asymptotically optimal in the limit
of the large number of sequences. In this chapter, we generalize the scope of these previous
findings to the sequential setting.

Sequential hypothesis testing has a rich history going back to the seminal work of Wald [37].
A majority of the results on sequential hypothesis testing have been for the case where the
conditional distributions of the observations under the hypotheses are completely known (see,
e.g., [26, 27, 37-40]). For the case where the distribution of the observations is not completely
specified, there have been a number of results for composite sequential hypothesis testing
with parametric families of distributions. There are two general approaches for constructing
sequential tests for such parametric settings, one based on a weighted (or mixture) likelihood
function for each hypothesis (see, e.g., [41]), and the other based on a maximum (generalized)
likelihood function for each hypothesis (see, e.g., [42]). There have also been a limited number
of papers on non-parametric approaches to sequential hypothesis testing where the functional
form of the distribution is unknown, but it is known, for example, that the conditional
distributions under the various hypotheses are rigid translations of each other (see, e.g.,
[43]). Sequential outlier hypothesis testing is closely related to the so called slippage problem
studied in the sequential setting (see, e.g., [44]). In the slippage problem, N populations are
identically distributed except possibly for one. The goal is to decide whether or not one of the
populations has “slipped”, and if so, which one. However, prior work on the slippage problem
has concerned the situation when the typical and “slipped” distributions are tightly coupled,
for example, when they are mean-shifted versions of each other. In universal sequential

outlier hypothesis testing, we have no information regarding the outlier distribution, or we
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have no information regarding both the outlier and typical distributions. In particular, the
outlier and typical distributions can be arbitrarily close to each other. In addition, we have
no training data to learn the unknown distributions before the test is performed. To the best
of our knowledge, there has been no prior work on sequential outlier hypothesis testing in
such a fully non-parametric setting that we study in this dissertation. On the other hand, we
make the simplifying assumption that each instantaneous observation takes value in a finite
common (known) alphabet. Under this assumption, we show that it is possible to construct
an efficient universal test that will be proven to be universally consistent, and to sometimes
be asymptotically optimal universally or in the limit as the number of sequences goes to
infinity. The proposed universal test has the flavor of the repeated significance test [28, 29],
where the test stops when the GL for the most likely hypothesis is larger than that for all
the competing hypotheses by a time-dependent threshold, if that event happens before a
predetermined deadline.

Sections 4.1 and 4.2 concern models with at most one outlier and up to K > 1 identi-
cally distributed outliers, respectively. We discuss the extension to the model with multiple

distinct outliers in Section 4.3.

4.1 At Most One Outlier

In this section, we consider models where there is at most one outlier among the M sequences.
We assume that the outlier distribution is independent of the identity of the outlier. In
particular, the observations in an sequence are distributed (i.i.d.) according to the outlier
distribution € P ()). When the i-th sequence is the outlier, the joint distribution of the
first n observations is given by the same expression as in (3.1). Under the hypothesis with
no outlier, namely, the null hypothesis, all sequences are commonly distributed according to
the typical distribution. The joint distribution of the first n observations is given in (3.2).

A sequential test for the outlier consists of a stopping rule and a final decision rule.
The stopping rule defines a random (Markov) time, denoted by N, which is the number of
observations that are taken until a final decision is made. At the stopping time N = n, a
decision is made based on a decision rule ¢ : YM* — {0,1,..., M}. The overall goal in the
sequential testing is to achieve a certain level of accuracy for the final decision using the
fewest number of observations on average.

We consider the sequential outlier hypothesis testing problem in two settings: the setting
where only 7 is known, and the completely universal setting where neither y nor 7 is known.

Consequently, a universal test is not allowed to be a function of u, and of p or m, in the
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respective settings.

Similar to the fixed sample size setting, the accuracy of a sequential test is gauged using
the maximal error probability Ppax, which is a function of both the test and (i, 7) and is
defined as

P = i:(%??EM P; {5 (YN) #* z} ,

where P;, ¢ = 0,1,..., M, are the probabilities under the null hypothesis and the non-null
hypotheses when the ¢-th sequence, + = 1,..., M, is the outlier. We say that a sequence
of tests is unwversally consistent if the maximal error probability converges to zero for any
1, T, i # w. Further, we say that it is universally exponentially consistent if the exponent
for the maximal error probability with respect to the expected stopping time under each
hypothesis is strictly positive, i.e., there exists a; > 0 such that for any p, 7, # 7 as
Prax — 0,

< = log Ppax

E; [N] (14 0(1)), (4.1)

a’l
where o(1) denotes a term that vanishes as Py — 0.
We first consider the setting where both the typical and outlier distributions are known. In
this non-universal setting, the Multihypothesis Sequential Probability Ratio Test (MSPRT)
was shown to be asymptotically optimal in the limit as the error probability goes to zero [27].

For a given threshold T > 1 and with 7 (y") £ argmax p; (y"), denoting the instantaneous

1=0,1,...,

maximum likelihood (ML) estimate of the hypothesis at time n, the stopping time N* and
the final decision rule §* of the MSPRT are defined as follows:

p; (Y")

N* — argmin |—2\ 2 S || 42
[ max p; (Y7) (42)

ji
5 =i (YN). (4.3)

The following proposition (cf.[26, 27]) characterizes the asymptotic optimality of the

MSPRT when the distributions of the observations are known.

Proposition 13. As the threshold T in (4.2) approaches infinity, the MSPRT in (4.2) and
(4.3) satisfies



In addition, for eacht=1,..., M, as T — oo,

BN = ars(i+o(l) = ZErE1+ o),
and
Eo[N*] = %(Hom) - %(Hom).

Furthermore, the MSPRT is asymptotically optimal. In particular, for any sequence of
tests (N, 0) with vanishing maximal error probability, it holds for every i =1,..., M, that

—log Ppax

E(N] > (1 o(D), (4.4
and that
Bo[N] > %moa» (4.5)

Now we consider the universal settings where the outlier distribution is unknown, and
where neither the outlier nor typical distribution is known. For the fixed sample size prob-
lem with at most one outlier, it was proved in Chapter 3 that a universally exponentially
consistent test cannot exist. Therefore, we proposed a test therein that fulfilled a lesser
objective of attaining universally exponential consistency under all the non-null hypotheses,
while satisfying only universal consistency under the null hypothesis. We now describe a

universal sequential test satisfying a similar objective tailored to the sequential setting.

4.1.1 Proposed Universal Test

Our universal test has stopping and final decision rules similar to those of the MSPRT in (4.2)
and (4.3), but with the unknown likelihood functions p;(y™), i = 1,..., M, being replaced
with the appropriate GL functions. Specifically, when only 7 is known, the GL of y™ can
be computed as in (3.5). When neither 7 nor p is known, the GL of y" is given by (3.6).
Another key idea in the test is the adoption of a time-dependent threshold similar to that
in [28, 29).

When only 7 is known and with 7 £ argmax pP® (y") = argmax D(v,||7), denoting the
i=1,..,M i=1,...,M
instantaneous estimate of the non-null hypothesis (using the GL) at time n, consider the
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following (stopping) time:

Atyp n
N £ argmin pl—<y> > T(n+ 1)MY
Atyp
n>1 | maxp;” (y")
L J#Z
= argirllin m;p n(D(v;||7) — D(v;]|7)) > log T + M|Y|log(n+1)| . (4.6)
n-= L J7?

Our test stops at this time or at |T'logT'|, depending on which one is smaller, i.e.,
N* = mﬂl@VJTkg7j>, (4.7)

and correspondingly, the final decision is made according to

(4.8)

o i(YN) if N < TlogT;
B 0 i N>TlogT.

Similarly, when neither g nor 7 is known, the test can be described by the following

stopping and final decision rules:

N* = min (N, LTlogTD : (4.9)

i (YN) if N < TlogT;
g 1Y) AN < TlogT (4.10)

0 if N >TlogT,

where
NN Zg;,gj Ve Z@gl%
N = argmin | min n ZD Vi H ZD 7kH
n>1 j;éz v k;éz

> logT—l—MD/Hog(n—l—l)}, (4.11)

and 7 = 1 (y") £ argmin 3. D (7 ||Ze7“ W>. This proposed universal test has the flavor
i=1,..., M k:;éz

of the repeated significance test [28, 29|, where the test stops when the GL for the most
likely hypothesis is larger than those for all the competing hypotheses by a time-dependent
threshold, if that event happens before a predetermined deadline.
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4.1.2 Performance of Proposed Test

Theorem 14. When only 7 is known, for every M and any p # w, the proposed test in
(4.6), (4.7), (4.8) is universally consistent, and yields for every T that

1
< — .
P < O (T) (4.12)

where the constant in the term O (%) in (4.12) depends only on M, p,m, but not on T. In

addition, for eachi=1,..., M, as T — oo,
IOgT —IOg Pmax
E;[N*] = (I1+0(1)) = —————(1+0(1)). (4.13)
D(p|m) D(pull)
First define for each i =1,..., M,
N; £ argmin [min n (D (yi||7) — D (y;]|7)) > log T + M|Y|log(n +1)| . (4.14)

n>1 J#i
The proof relies on the following two lemmas.

Lemma 4. Under every non-null hypothesis 1 = 1,..., M, it holds that
PAN; >n} < MTpM+2Ve=(=125Gum)
Proof. We get by the definition of N; in (4.14) that

<3 P{-1)[DG"Vlm) = DA VIR)| < log T+ M|V logn |
JFi

< SR DOulh) + D (yllr) 2~ Qo T + MYllogn) + (Dl + D)}
J#i

1
<SR D0 + DOyl 2 - o T + MPllogn) +28(um) b (419
J#i

where the last inequality follows from Lemma 2. Continuing from (4.15) by using (2.6) upon
noting the independence of the i-th and j-th sequences and that the numbers of feasible

empirical distributions v;, 7;, each from sequences of length (n—1), are both upper bounded
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by nYl (cf. Chapter 2), we get that

IN

M (T W) p2Yle=(n-12B(sm) (4.16)
< MTnMFDY] o~ 1)2B(um)

O
Lemma 5. Under each non-null hypothesis i =1,..., M,
N, 1
lim E; : = 0. 4.17
e | [log T ~ D (uf|7) ] (4.17)

Proof. First observe that under hypothesis ¢ = 1,..., M, we obtain by the strong law of
large numbers that for every y € Y, % I {Yk(i) = y} converges to u(y) a.s. Consequently,
k=1

it follows that v; — p a.s. Similarly under hypothesis 7 and for every j # 7, v; — 7 a.s.
For each i = 1,..., M, and any fixed T, it holds by Lemma 4 that N; is finite a.s. under

]P)ia i.e.,
P{N; >n} -0 as n— oo. (4.18)

It then follows from this a.s. finiteness and the definition of N; in (4.14) that with probability
1 under P;,

v v log T + M|Y|log(N; + 1
min <D(’yi(Nl) 7T) — D(%(-NZ)HW)) > 28 + D}J og(N: + ); (4.19)
i#i N;
v v log T 4+ M|Y|log N;
min (D) D)) < T MO, (420)

Next, by observing that for any distribution ¢, D(q||7) < log (;> < 0o (7 has a full

miny 7(y)

support), we get from (4.19) that

PA{N;, <n} < P, {NZD <%(N1)H7r> >1logT; N; < n}

< Pi<nlog | ——— | > logT
min 7(y)
y

log T’

log < rnin17r(y) )
y

= 0, foreveryn <
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thereby yielding that N; — oo, as T — oo a.s. under P;. Consequently, we conclude from
the continuity of D (-||r) and the a.s. convergences of %»(”) to p and yj(»"), j # 1, to 7 that

under P;,

min (D () = D™ 7)) . min (DG V) = DY) > D (ulm).

a.s., as T — oo. It now follows from this, (4.19) and (4.20) that under P;, IOZZ'T converges

a.s. and, hence, in probability to m

To go from the convergence in probability to convergence in mean, it now suffices to prove
that the sequence of random variables lo]\g[iT is uniformly integrable as T — oo. To this end,

for any v > 0 sufficiently large, we upper bound the following quantity using Lemma 4 as

follows:
E; i I,
log T {longzy}
(Ni — |vlogT| + vlog T)
=B log T L2 1v10em)}
1 V vilogT .
< . o ] N
> IOgTEz[ (Nz LVIOgTJ> ]I{NiftulogTJ > 0}] 10 T P {N = LVIOgTJ}
1 S (- )
= g T ZPZ {N > |vlogT]| —1—6} + vP; {Ni > LylogTj}
MT &
—(vlog T+£—2)2B(p,n) (M+2)|Y)|
= logTze ) H (lvlog T +0)

+ I/MTef(VlongZ)ZB(u,Tr) ( LV lOg TJ )(M+2)D}‘ ) (421)

Continuing from (4.21), it then follows that for all 7" sufficiently large so that [vlogT'| > 1,

o 'w}]
MT

<
logT

—(vlog T+£—2)2B(p,m) (2|_V10gTJ€)(M+2)|yI

+ VMTe—(VlogT—2)2B(;L,7r (LylogTJ)(M—&-Q)D}\ )

MT
log T’

(2|vlogT)| )(M+2)\y\ o 2vB(um)logT o ( 4B(u,m) Z o M+2)y>

+ vMT (|vlog T|) MM em2vBlumlosT o e4B<W>, (4.22)
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which vanishes as T' — oo, for any v > m, thereby establishing the uniform integrability
and, hence, (4.17). O

Proof. We start by proving (4.12). It follows from the description of the test in (4.6), (4.7)
and (4.8) that for any i,7 =1,..., M, i # j,

]P)i{d*:j} < i Pi{N*:N:n, 5*:]}

n=1

> Bi{n(D (yllm) = D (llm) > log T + M|Y|log(n + 1)}

IN

> Pi{nD (yllw) > log T + M|Y|log(n + 1)}

<

n=1

RS SEYERY
< — .
< T;(n—i—l) (4.23)
< w (4.24)

where (4.23) follows from (2.6) and the polynomial upper bound on the number of empirical
distributions.
In addition, for each 1 =1,..., M,

P, {6* = 0} = IPZ»{N>TlogT}
E.[N]

< AP 4.25

— TlogT ( )

E;[Vi]
< 4.26
— TlogT ( )
/
M
T

where (4.25), (4.26), and (4.27) are from the Markov inequality, the fact that for each
i=1,...,M, N < N; with probability 1, and Lemma 5, respectively.
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Next, it follows from the definition of N in (4.6), and that of N* in (4.7) that
P, {5* £ 0} = P, {N* - N}
= Py {]\7 < TlogT}

< Py {N is ﬁnite}

= Py{N =n
> Pu{N =n}
00 M
< Y D Po{nD (lw) > log T+ M|Y|log(n + 1)}
n=1 1i=1
M & (M
< ?nz:l (n+1) (M=-1)|Y|
< ¢ (YLM) (4.28)

T

The combination of (4.24), (4.27), and (4.28) constitutes (4.12).

The first equality in (4.13) now follows from that for each ¢ = 1,..., M, the limit in
probability of % (under P;) is the same as that of 10]\[?"71, which is m (cf. (4.17)) by
virtue of the fact that (cf. (4.24) and (4.27)) for every € > 0,

N* 1 N* 1
P, — > € =P — >€,(S:i}+Pi 57&7,
{ logT" D (plm) } { logT" D (plm) { J
N, 1

_R{

and the uniform integrability of %, which, in turn, follows from N* < N; with probability
N;
log T

- >€,(5:i +]le ) ’i,
0T~ Dl } 0y

1, and the uniform integrability of as in the proof of Lemma 5. m

Remark 1. While attaining universal consistency under the null hypothesis, the proposed
test in (4.6), (4.7) and (4.8) not only achieves universally exponential consistency under
all non-null hypotheses, but also yields the optimal asymptote for the expected stopping time
under each of those hypotheses universally (cf. (4.4)).

Theorem 15. When neither p nor m is known, for every M and any p # 7, the proposed
test in (4.9), (4.10) and (4.11), is universally consistent, and yields for every T that

P < 0(2) am
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In addition, for eacht=1,..., M, as T — oo,

log T’

E;, [N*] = 1+ o0o(1

N = Do+ =20y + (M —2)D (el + =2y )
—log Ppax

D (u| i1 + 2=27) + (M = 2)D (n|| 550 + 2=2n)

< (1+o0(1).  (4.30)

First define for each i =1,..., M,

N, 2 argmin [mln n [§ D (wlEEE) - D WH%)] > log T + M|Y|log(n + 1)
n>1 JF#i . ,
#J k#i

(4.31)

The proof relies on the following two lemmas.

Lemma 6. Under every non-null hypothesis 1 = 1,..., M, and every n > 1, it holds that
PA{N; >n} < (M?*—1)Tp*MPle (=10 (4.32)

where b is a function of u, m that is always positive.

Proof. Tt follows from the definition of N; in (4.31) that

)
e

ktj ki

P, {A;

| \/

< 10gT+M|y|logn}

{ZD Vi HZe;me) > —n—(logT+M|y|logn jLX:D(7 HZ@#J’Y@)}

k#i k#£j

1 |
{ZD (yllm) > —n_l(logT+M|y|10gn)+ZD(%II%)}, (4.33)
i oy

where (4.33) follows from the sum centroid inequality (2.7) with C = {wlk=1,..., M, k #
i}, and ¢ = 7.
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Continuing from (4.33), we have

7 | DGullw) < e and D (ylln) < e, for all j #1
+ Z P; {D (vi||t) > €, or D (v;||w) > €, for some j # i}

> D (wl|m) = —;2 (log T+ M|Y|logn) + ZD( ‘ Zu]w)
o k#j

]

J#
D (wll7) 2~k (log T+ M|Y|ogn) + 3 D (| i)
< ) RS A oy (4.34)
i D (vi|lp) <€, and D (v;||7) <e, for all j #1

+ (M — 1) MnPle=(m=De,

where (4.34) is by (2.6). Note that > D ('yk”%> in (4.34) is zero only if for all k # j,
ey

v = 7 for some ~. This cannot happen if the € in (4.34) is chosen to be sufficiently small,
because it also holds for the event in (4.34) that u # m, D (vi||n) < €, and for any j # i
that D (y;]|7) < e. We then conclude that when the € is chosen to be sufficiently small (as

a function of p, ), it follows that Y D (%H%) > a(p, ) > 0. Continuing from (4.34)
=
with the € chosen sufficiently small and upon noting that the number of feasible empirical

distributions Vk Y for each k +£ i, is upper bounded by n/¥!, we obtain

Sp, | 5P Culn) 2 s s - M) 0
< iy k7
i D (yi||pe) <€, and D (v;||m) <, for all j # i
+ (M — 1) MnPle=(n=De

< (M —1)(T MYl —(n— 1)a(u7r)) M=DT L (M — 1) MpYle=(r—1e

< (M2 1) Tn MD}\ —(n—1) min(a(u,n),e€)

= (M? — 1) Tp*MVle=(n=1b, (4.35)

O

Lemma 7. Under each non-null hypothesis i =1, ...

N ! ] = 0. (4.36)

lim E;
7 oe T D+ 55 + O~ DGl + 3

T—o0
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Proof. Under hypothesis ¢ = 1,..., M, the strong law of large numbers yields that as n —
00, v; — ft a.s., and y; — 7 a.s. for every j # ¢. Hence, we get from the continuity of the

relative entropy in both its arguments (jointly) [30] that under P,

I}“;? [ZD ( }Zm 7" ) ZD <7kn)||2z¢n@ )] a.8.

k#j k#i
D(ull i+ ¥2m) + (U —2D(rll g+ H27). (4

as n — 0.
By Lemma 6, we see that N; is finite a.s. under P;, i = 1,...,M. It then follows from
this a.s. finiteness and the definition of N; in (4.31) that with probability 1 under P,

o |20 (1= -0 (1

M-1 )

e ))] N log T + M|Y|log(N; + 1)

| k£j ki Ni
(4.38)
min ZD( |ZZ¢JW n > ZD< (Ni-1) ‘Z#mg i_1)>] < logT" + M|Y|log Ni:
i Lk#7 k#i NZ -1
(4.39)
The a.s. convergence of i to — 1 — under
5T (| g+ Sm) + (M = 2)D (x| 70+ 37=7)

hypothesis ¢ will follow from (4.37), (4.38) and (4.39) by an argument based on sample-paths
similar to that in the proof of Lemma 5 if we establish that under hypothesis i, N; — oo,

(Vi)
i 7
Eg) <

M log (M — 1), and, hence, we get from (4.38) that for any n > 1 and any j # ¢,

P,{M Sn} <P {NZ [ZD( #)] >logT; N, gn}

k#j
< P;{nMlog(M —1) > logT}
logT
Mlog (M —1)’

N;
a.s., as T — oo. To this end, we note that for any j # i, > D (7,5 )
k#j

= 0, forevery n <

thereby yielding that N; — oo a.s. as T — oo, and, hence, the aforementioned a.s. con-
to

Ni 1 3
\.fergence of g T D(u“ﬁﬂ‘l' %W) M = 2)D(7r||ﬁu+ %W) under hypothesis
1.

The main claim (4.36) follows by using the exponential tail bound for N; in Lemma 6
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to establish the uniform integrability of the sequence 1ong as in the argument leading to

(4.22). O

Proof. We start by proving (4.29). First, note that for any i,7 =1,..., M, i # j,
Pi{6* =}
<Se

~

[ZD <% ‘Zé;éﬂé) _ ZD (%”%)] > log T + M|Y|log(n + 1)}
(

P;

Mg

k#i k#£j

NE

Pi{nZD 7”‘%) > 10gT+M|y|log(n+1)}

n=1 k#i
< Z P; nZD(%Hﬂ) > 10gT+M|y|log(n+1)} (4.40)
n=1 k#i
BN -1y
< ?; (n+1)"” (4.41)
_ o)
- = (4.42)

where (4.40) follows from (2.7) and (4.41) follows from (2.6) and the polynomial upper bound
on the number of empirical distributions.

In addition, for each i = 1,..., M, it follows from (4.36), the Markov inequality and the
fact that N < N; with probability 1, that

C' (u,m, | Y|, M)
. .

P, {5* =0} = P, {N > TlogT} < (4.43)
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Next, it follows from the definitions of N, N* in (4.11), (4.9) and (2.7) that

P, {5 £ 0} = ]P’O{N*:N}
= Po{NngogT}

<P

[e=]

{N is ﬁnite}

IP’O{
S B

P
{

I
NE
=,

3
Il
—

Mg

:n}
o[ S p (ol Zie)

ki

> log T + M|Y|log(n + 1)}

n

M
ZPO

=1

HM8

nZD(%HW) > logT+M|y|log(n+1)}
kot

¢ (91, M)

<
- T

(4.44)
The combination of (4.42), (4.43), and (4.44) constitutes (4.29).
The proof of (4.30) follows similar steps as in the proof of (4.13): first, under P;, i =

1,..., M, the limit in probability of N—*T is identical to that of NiT (Cf (4. 42) (4. 43))'

and second, the uniform integrability of
which was already established, by v1rtue of the fact that for each i = 1,..., M, N* § NZ
with probability 1. O]

Remark 2. Applying (2.8) with L =M — 2,p = p, and p = 7, we get that

D (pl| w51+ 5237) + (M = 2)D (n| im0+ 4=227) < D(pln). (4.45)

M—-1

This is consistent with (4.30) and (4.4). It also follows from (4.45) that

lim D (p|| g0+ 3227) + (M = 2)D (n|| 5751 + 1=7) = D(uln),

M—o0

i.e., as M — oo, the asymptotic performance of the test in (4.9), (4.10) and (4.11) un-
der each non-null hypothesis (cf. (4.30)) when neither p nor w is known, approaches the
(optimal) asymptotic performance of the test in (4.6), (4.7) and (4.8) under each of those
hypotheses (cf. (4.13) and (4.4)) when only w is known.

Remark 3. The particular functional forms of the time-dependent thresholds in (4.6) and
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(4.11), and of the deterministic time horizons in (4.7) and (4.9) are chosen solely for the
simplicity of exposition. In fact, it follows from our proofs that the results in Theorems

14 and 15 continue to hold when the stopping time takes a more general form as follows.

Consider
N £ argmin M > C(T(n+ 1M, (4.46)
n>1 | maxp;(y")
i
where for eachi=1,..., M, p; = ﬁfyp for the setting where 7 is known, and p; = p™ for the

completely universal setting, and log C' is a constant offset to the time-dependent threshold
that does not depend on T. The test stops at this time or | f(T)], depending on which one

18 smaller, i.e.,
N = win (N, [£(1)]),
and correspondingly, the final decision is made according to

5 = (YY) ifN < f(T);
0 if N > f(T),

where f(T) is any function increasing at least as fast as T'logT.

4.2 Multiple Identically Distributed Outliers

We now generalize our results in Section 4.1 to models with multiple outliers. It was shown
in Chapter 3 that for the fixed sample size setting, the assumption of the outliers being
identically distributed is essential for the existence of a test that is universally exponentially
consistent (under all the non-null hypotheses) when the number of outliers is not completely
specified (anything from 1 to K'). Therefore, we start by considering the setting where there
are up to K outliers among the M sequences with K < %, and that all the outliers are
identically distributed according to p. In Section 4.3, we shall look at the extension with
possibly distinctly distributed outliers but with their total number being known.

The test for the outliers is done based on a universal rule o (YN ) € S, where S denotes

the set of all subsets of {1,..., M} of size at most K (including the empty subset), and N
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is a stopping time. The maximal error probability will now be defined as
A N
Prax = max Ps {6 (Y") #S}. (4.47)

A sequence of tests is universally consistent if the maximal error probability converges to
zero for any p, 7, i # w. The notion of universally exponential consistency can be defined in
the same manner as that in (4.1).
As in Section 4.1, for the setting with both the typical and outlier distributions being
known and with S (y") £ argrr;ax ps (y"), the MSPRT with the stopping and final
€

decision rules being

ps (Y")

N* = argmin [ —2—"—— > T, 4.48
S max ps (Y7) (445

S48
5 = S(YV), (4.49)

is asymptotically optimal (cf.[26, 27]).

Proposition 16. As the threshold T in (4.48) approaches infinity, the MSPRT in (4.48)
and (4.49) satisfies

In addition, as T — oo, for each S € S,|S| =K,

Bs V] = prps(i+oll) = o1 +o(1):
for each S € S,1 < |S| < K,
oo log T . _ —log Prax o(1)):
F = i @G oY T w0l o
and
BalN'] = prEs(1+o(l) = 5 Er(1+o(1)

Furthermore, the MSPRT is asymptotically optimal. In particular, for any sequence of
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tests (N,0) with vanishing mazimal error probability, it holds for each S € S, |S| = K, that

— log Ppax
Eg|N| > —————(1+40(1));
for each S € §,1 < || < K, that
—log Ppax
Eg[N|] > . 1+o0(1));
W2 i G, Dy W)
and that
_logpmax
Eo[N] > —=——=(14+o0(1)).

4.2.1 Proposed Universal Test

When only 7 is known, we compute the GL of y™ under each non-null hypothesis corre-

sponding to a non-empty subset S C {1,..., M} by replacing the unknown g in (3.54) with

zies Vi
S|

GL of y™ under each non-null hypothesis corresponding to a non-empty S € § by replacing

the unknown g and 7 in (3.54) with their ML estimates fig = Zf;' % and 7g = Zygs i

its ML estimate jig = . Similarly, when neither m nor p is known, we compute the

respectively.

When only 7 is known and with

S(y") £ argmax P (y") = argmin [Z Dyl =52 ) + - Doy lm)|
SES,S#D SES,S#0D ¢S

denoting the instantaneous estimate of the non-null hypothesis (using the GL) at time n,
our proposed universal test can be described by the following stopping and final decision

rules:

N* = min (N, LTlogTJ), (4.50)

- {é(l;N*) it N<TlogT

. (4.51)
if N> TlogT,
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where

N oA D (| =25) D (v
e | |27 IR 2P 6l

S'#£0

_ ZD (% ‘Z’f@?%) _ ZD (’yjH’]T) > logT + (M + 1)|Y|log(n +1)| . (4.52)
icS i¢s

Similarly, when neither p nor 7 is known, the test can be written as in (4.50) and (4.51)
but with

S (y") £ argmax pi™ (y") = argmin [ZD<% |Zk|%s|’wc> 4 ZD(%H%%Takﬂj
SESSHY 5€8,970 ~ies i¢s

(4.53)

and

N & argmin | min n ZD (71 ‘Z’TS?’ 7k> ZD (,Y]HZkgT"/S;Yk>
e A = igs’

S'#0

2kes 2 kgs
_ZD <%H kés'%) _ ZD (%”ﬁ) > logT + (M + 1)|Y|log(n + 1)
ieS ¢S
(4.54)

4.2.2 Performance of Proposed Test

Theorem 17. When only 7 is known, the test in (4.50), (4.51), (4.52) is universally con-
sistent, and yields for every T that

P < 0(%). (4.55)
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In addition, for each non-null hypothesis S € S,S # 0, as T — oo,

EsN] = 28T 4 o1 (4.56)

ag

Hefs(1o(1),IS=

D(pf|7)

IN

(4.57)

—log Pmax
mmDulm sy (L +Ho(1), 1< [S] <K,

where

ag 2 mm[wms’\p( H W)ﬂsmp(ﬂuw)

/0
+ |S'\S|D (| einsin) ] > 0, (4.58)
and
Slp+m |S|p+m
Yo ] L i oy (i 4
asulm) 2 1810 (]| ST ) + 0 (# R (4.59)

First define for each S € S, 5 # 0,

NS £ arr%irllin ?&% n ZD (’yz |Zk‘%€/%) + ZD <VJH7T)
-\ LY I

_ZD (% |Zk‘%s‘w«> _ ZD (”)/J-Hﬂ') > logT + (M + 1)|Y|log(n + 1)
€S j¢s

(4.60)

The proof relies on the following two lemmas.

Lemma 8. Under every non-null hypothesis S € S, S # (), and each n > 1, it holds that
Ps{Ng >n} < (M +1) METpEM+DYIe=(n=1b (4.61)

where b > 0 is a function only of p and .
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Proof. Tt follows by the definition of Ng in (4.60) and (2.7) that

]P)S{NS > n}

(n=1) | 2 D (w| Z51) + X Dyl
j¢s’

€S’

L J

(xD (%HZ’“@T“) + % Dyl ‘

225 S s T+ (O 5 DY ogn) + 3 D (=) + 32 Dl
Jgs’

A
g
=

\ €S’ )

(X D (illw) + X D (ylm) ’

Z PS €S j¢s 5
7| 2 i GegT+ (M4 1)Yllogn) + 5 D (4] Z52) + 3 D (3m)

L ics’ i¢s’ )

(4.62)

IN

2D (wllu) + Z D (y4]|r)

es

d Psq >—L (logT+ (M +1)|Y|logn) + Z D (%Hzﬂf@?'“) - ; D (v
S48 ¢S

IN

D(viljp) < e for every i € S, and D(7j||7r) < e forevery j ¢S

+ Z ]P’g{ (7ille) > € for some ¢ € S, or D(v;||w) > € for some j ¢ S}
SI£S

> D (villw) + > D (v;|m)

€S Jj¢s
> — L (log T+ (M +1)|YV]logn) + Z D (%HZ’“@?”’“) + > D ()
igs’

A
N
o

D(vil|p) < e for every i € S, and D(7j||7r) < eforevery j ¢ S
+ ME Mg~ (e, (4.63)

Note that the term > D (72} Z’“lfq?’ 7’“) + > D (v||7) is zero only if v; = v for all i € 5, for
ics igs

some v and y; = m for all j ¢ S’. As in the event whose probability is concerned in (4.63),

it also holds that D(v;||n) < e for all i € S, and D(v,||w) < e for all j ¢ S, attaining this

zero value cannot happen if € in (4.63) is chosen sufficiently small, since S" # S, S" # ().

We conclude that when € is chosen to be sufficiently small (as a function of (u,)), it holds

therein that > D (71‘ Zkes: %) + > D (v||xr) > a(p,m) > 0. Continuing from (4.63)
jgs’

€S’ 1
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with the € chosen sufficiently small, we get that

]P)S{NS 2 n}

> D(yillw) + 3 D(yilim) = =35 (log T+ (M + 1)|V]logn) + a(p, )
< Py €S J¢s
S48 D(7;|lp) < e for every i € S, and D(v;||w) < € for every j ¢ S
+ MK+1n|y|€f(nfl)e

MKTn(2M+1)|y|€7a(n71) + MKHnIer*(n*l)e

IN

< (M + 1) MR TpEMFDV = (n=1ymin(a.0), (4.64)

Lemma 9. Under each non-null hypothesis S € S, S # ),

] =0, (4.65)

where ag is defined in (4.58).

Proof. Under hypothesis S € §,S # (), the strong law of large numbers yields that as

(n)

n — oo, v, — p a.s. for every ¢ € S, and vj(.") — m a.s. for every j ¢ S, hence, we obtain

that under Pg,

S0 (225 ) + X0 (5)) 3

€S’ j¢s’
1S08/|D (ul| 2 ) 4 1S\ | Dl ) +1S'\S|D (]| oA ) (a.66)

as n — oo. Taking minimum over S’ # S on both sides of (4.66), we see that under Pg,

: Zk s/ Tk
min_ D ( il Ed ) + Z D (yj||m) — as as.,
€S’ j¢s’

as n — 00, where ag is defined in (4.58).
By Lemma 8, we see that Ng is finite a.s. under Py, S € 8,5 # (). It then follows from

67



this a.s. finiteness and the definition of Ng in (4.60) that with probability 1 under Pg,

iy | S0 (1B + 0 (o))

ies i¢s’
log T + (M + 1)|Y|log(Ng + 1
_ZD (,leS HZkETS’Y‘k Ns ) ZD (,-)/]NS H )] og ( ]()[‘y’ Og( S )7
i€S ¢S S
(4.67)
. D (NS—I) Zkes’ o Ng-1 D Ns—l)
min | > D {7 [Pt il B |
ies’ oy,
i Ng-1 (Ns-1 log T 4 (M +1)|Y|log N,
_ZD(%( HZkES|S| ) ZD( 5 >H7T)] < ey S‘
s j¢s s

(4.68)

The claim in (4.65) now follows from (4.66), (4.67) and (4.68) if we can establish that under
Py, Ng — oo, a.s., as T — oo, and the uniform integrability of the sequence lév?ST. To this
end, we have from (4.67) that for any n > 1, and any S’ # S, S" # 0,

< IP’S{NS[ZD( sze%yk i ) S D <% ) > log T; Ny gn}

ics’ k¢S’

1
< Pg{n<]\/[max log M, log ﬁ )>logT}
min 7 (y

Y

log T
°8 , (4.69)
M max (logM log (mmﬂ(y))>

thereby vielding that Ng — 0o a.s. as T — oo. Using the exponential tail bound in Lemma 8

to establish the uniform integrability of the sequenc

= 0, forevery n <

Ns
logT
(details skipped), we obtain (4.65). O

Proof. We now proceed to prove (4.55). First, note that for any 5,5’ € S, S # 5,5,5" # 0,
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we get from (2.7) that

Ps{(s*: /}

< Z Pg{N* =n,§* = S’}

0|20 (WZ52) + £ Dyl - £ 0
ies i¢s ies’
>logT + (M +1)|Y|log(n + 1)

Pofn| S0 () Z5) +ZD<%M > 0BT + (M + DY log(n + 1)

€S

§) + 32 DOyl

IA
()¢ i
o

3
I
—

MS

i
L

NE

Pef S0 (il + D yllm) > 1 Gog T+ (01 + DY og (4 1) b (@70

i€S Jj¢s

3
Il
—

(n+1)"W

IA
WE
N~

Hﬁ
I

c(|3))- (4.71)

In addition, for each S € S, S # (), we obtain from (4.65), the Markov inequality, and that
N < Ng with probability 1, that

C'(p, , | V], M, K)

- (4.72)

Ps{0* =0} = Pg{N >TlogT} <
Next, it follows from the definitions of N and N* in (4.52), (4.50) and (2.7) that

= Po{N" = N}
Po{N < TlogT}

< Py{N is finite}
= > Po{N =n}
n=1
b . Zk S Vk '
e t e )+]§SD<%||7r>]
n=1 S

>logT + (M +1)|Y|log(n + 1)
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<> SR S0l + 00l > 1 log T+ (01 + 1) og (n+ 1) }
n=1 § i€S ¢S
(4.73)
< %MK i(n—l—l)_ly|
_ %chy\,M, K). (4.74)

The claim in (4.55) now follows from (4.71), (4.72) and (4.74).
The claim in (4.56) follows as previously from (4.65), (4.71), (4.72) and from the fact that
for each S € S, S # 0, N* < Ng with probability 1.
It is now left to prove (4.57). First observe that when |S| = K, it holds for any S’ €
S,8" #85,8" #0, that |S\S’| > 1. Consequently, we get when |S| = K that
as = g@%[ S 081D (jo|| YT 1 |5\ D)
S7£0

+ |S\S|D (| 1Enslensia) } = D(u|lm), (4.75)
where the last equality above is attained by selecting S’ to be S but one (any) element.
We next consider the case with 1 < |S| < K. Then, for any S’ € S, S’ # (), such that

S\ S’ # (), the term inside the minimum on the right side of (4.75) is still lower bounded by
D(pl||m). Now for any other S" # S, S" # (0, such that S’ D S, it follows that

1SN S'|D (“H —'S”S"“+‘S’\S'”) +|S\S'| D(ul|m) + [S\S| D (WH —'S“S"“+'S’\S‘”)

[57] 1571
> |S|D (M‘ ‘SluTg€{\S‘ﬂ>+D<7T) |S|M-Tg€(\5\ﬂ)
> in |S|D +D
> pg;;él))! | D(ullp) + D(x||p)
Slp+m Slp+m
= |S|D (p,’ H»\S‘Wﬁ) +D (77’ ’|5|(|ﬁ) = 775(#||7T)7 (476)

where (4.76) follows from (2.7) with C therein comprising |S| copies of 1 and one 7. The
combination of (4.75) and (4.76) constitutes the claim in (4.57). O

Theorem 18. When neither p nor m is known, the universal test in (4.50), (4.51) and
(4.54) is universally consistent, and yields for every T that

Prax < 0(%). (4.77)
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In addition, for each non-null hypothesis S € S,S # 0, as T — oo,

Eg [NY] = bagST(lJro(l)) (4.78)

losPus (14 0(1)), |S| =

IN

(4.79)

_IOngax
G sy (o), 1< [S| < K,

where

— 2 ! |SﬁS’\u+|S’\S|7r / [S\S'|p+]SnS"e|m
s 2 i[5 910(s] ) 1o o] )

S/£0

+|5\8|D (x| BrfEnSin) 4 |52 1 5| D (| —'S\S/';}if;,“s’c'”)} > 0,

(4.80)

and

e (M =K~ [S] 7 pot (M- K|S

nS(MHﬂ):D(u‘ M—K—|5]+1 )+(M—K—|S|)D(7T‘ M—K—|S|+1 )>
(4.81)

and ng (p||) is as in (4.59).

First define for each S € S, S # ()

Ns 2 argmin | minn |30 (=) + 3 D (] 55t
- g0 L€ s

=YD (llE) - XD (wllFest ) | > log T+ (M + 1)|¥]log(n + 1),

icS ¢S
(4.82)
The proof relies on the following two lemmas.
Lemma 10. Under every non-null hypothesis S € S, S # (), and each n > 1,
Ps{Ng >n} < (M +1)METpEMFIYI=(-1P (4.83)

where b > 0 1s a function only of p and .
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Proof. We get from (2.7) and (4.82) that

PS{NS Z n}

(

0[50 (=) + 20 (1)

< ZPS

o7 - Z D <%H Z’?%TV'“) Z D (%H—LZ’“ TJ")
(> D (yillp) + Z D(%HW) > ——L (log T + (M + 1)|Y|logn)

< P €S
=" ¢ 50 (IEER) - £ 0 (ol
\ 7

<logT + (M + 1)|Y|logn

(4.84)
> D (villw) + Z D (yj||7) = =745 (log T + (M + 1)| Y| log n)

i€S
< P Y Z’“fs?’”’“) + 3 D (wl5Et)
S48 1€S’
D(~illp) < e for every i € S, and D(vj|jm) < eforevery j ¢S

Z IP’S{ (7llw) > € for some i € S, or D(v;|7r) > e for some j ¢ S}
SI#£S

EZSD(%IIM) + Z D (vj||7) = —: (log T + (M + 1)|Y|logn)

< B YD (%Hzﬁgs'%) + 5 D (vl 5t)
S48 €S’
D(vil|p) < e for every i€ S, and D(vj||m) < eforevery j ¢S

+ MEMpPle=(n=De, (4.85)

Similar to the previous proofs, since S’ # S, S" £ 0, > D <%H Zkﬁg/ 'Yk)+ Z D (7] H ZM’“ 5"37'“)

icS’
is zero only if 7; = v for all i € ', for some v and v; = 7/ for all j ¢ S’ for some . For

sufficiently small €, in the event whose probability is concerned in (4.85), attaining this zero
value cannot happen, because it also holds that D(v;||x) < e for all i € S, and D(v;||7) <€

for all j ¢ S. We conclude that when € is chosen to be sufficiently small (as a function
of (u,m)), it holds that [Z D (71‘ Zﬁ%?/%) + Z D ('y]”&%?ﬂ} > a(p,m) > 0.

€S’
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Continuing from (4.85) with e chosen sufficiently small, we get that

PS{NS Z n}

>, DOillw) + 3 Dlyslim) = —755 (log T+ (M + 1)|Y|log ) + a(u, )
< Py icS J¢s

S48 D (yi||p) < € for every i € S, and D (v;||7) < € for every j ¢ S
+ MKHnD’\e*(n*l)e
< MKTn(2M+1)|37I€*a(n*1) + MK+1n|y|ef(n71)e

< (M 4 1)METRCMFIY] = (=1 min(ae), (4.86)
Lemma 11. Under each non-null hypothesis S € S, S # ),

Ng 1

lim Eg =0, (4.87)

T—o00

log T @g
where Qg is defined in (4.80).

Proof. Since under hypothesis S € S, 5 # 0, v; — p a.s., for every i € S, and v, — 7 a.s.,
for every j ¢ S, we get that under Pg,

>0 () « oo (et ) =5

€S’ jes’
[S018|D (| BOSUEENSIE 4 S\§|D (] S ns )
+ |S\S|D (| OIS o (ge g0 p (] ISl shstin) (4 88)

as n — oo. Taking minimum over S’ € S on both sides of (4.88), we get that under Pg,

gl;lg D( HZ’“‘GS‘?%) + ZD< JH Té7k> — Qg a.s.
i€s’ ¢S

as n — 0o.
By Lemma 10, we get that Ny is finite a.s. under Pg, S € S, S # (). Tt then follows from
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this a.s. finiteness and the definition of Ng in (4.82) that with probability 1 under Pg,

. Z A8 Zgw
% [ZD< | = — ) ZD<% = |§/| >

€S’ jgs’
Z (Vs N ) || Shes
-0 (B ) - S0 (4B
€S Jj¢s
log T + (M + 1)|Y]log(Ng + 1
Ng
: D ( Zkes"m s D NS_l) 2k 5'71£N5_1)
min | S0 (B0 1y | B —
ics’ j2s’
Ns—1) Z Ns—1 Ns-1);1 5 4Ns=1)
->.D < ‘ kES|S| ) > D < H_Lk =k
€S J¢s
logT + (M + )|y|logNS (4.90)

Ng—1

The a.s. convergence of IéZST to aLs follows from (4.88), (4.89) and (4.90) if we can establish
that under each hypothesis S € S, Ng — 00, a.s. This can be established similarly as in the
previous proofs upon noting for any S’ # S, S’ # 0,

N , Ns /
ZD (% s |Zke]§‘s;7k ) Z D (,YJ ZkMgs "gc/_| ) < Mlog M.
€S’ j¢s’

The proof of (4.87) follows as previously from using Lemma 10 to prove the uniform inte-

grability of the sequence 10];’ 5. ]

Proof. We now proceed to prove (4.77). First, note that for any S, 5" € S, 5 # 5’, S, 5" # 0,
we get from (2.7) that

<) Ps{N*=N=n, =5}
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< fl pefn| S0 (uZi2) + 0 (1 Bkt

€S jé¢s
YD () - b (B >1ogT+<M+1>yy|1og<n+1)}
€S’ j¢s’
< 2 po{n| S0 (ull Z2) + S0 (wlZes) | > 0wt + 01+ DYl Iosn+ 1}
n=1 €S Jj¢s
<3 B DG + 3Dyl > | (g T + (M + )Y og(n-+1) |
n=1 €S Jj¢s
1 & _
< f;(n—l—l) i
1
= 70 (1Y) (4.91)

Also, for each S € S, S # (), we get from (4.87), the Markov inequality, and that N < Ng
with probability 1, that

C'(p,m, | V), M, K)

Pg{6* =0} = Pg{N > TlogT} < -

Next, it follows from the definitions of N*, N in (4.50), (4.54), and (2.7) that

Po{6* # 0}

= Po{N* = N}

= Po{N < Tlog T}
< Po{N is finite}

[e.e]

< Y Py{N =n}
< 3 S [ S0 (i) e S0 (i) -

logT + (M + 1)|Y|log(n + 1)}

> > PO{ > D(illm) + ) D (vllm) > %(logT+ (M + 1)|Y|log (n + 1)) }
S

n=1 i€es j¢s

IN

(4.93)
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L kN )

n=1

1
= ZC'(1Y|, M.K). (4.94)

IN

The combination of (4.91), (4.92) and (4.94) constitutes (4.77).

The claim in (4.78) follows as previously from (4.87), (4.91), (4.92) and from the fact that
for each S € 8,5 # 0, N* < Ng with probability 1.

It is now left to prove (4.79). First observe that when |S| = K, it holds for any S’ €
S,8" #85,8 #0, that |S\S’| > 1, and |S°N S| > M — K — |S|. It then follows that

Qg = min {!S N S"D(HH LA as LA L llr;rxl‘s \SIW> + |S\SI|D<MH [AS || SN0 %ﬂg{rfschr)

S'4£S
5140
/ / i c ¢ f NS’
HS'\S‘D(”H w) Llsens ’D<7TH %ﬂ (195)
> D (ul] SR 4 (01 - K |51 D (v B

> min D(ullp) + (M — K — |S]) D(x||p)
peP(Y)

(et (M=K = |S)x o pt (M=K =S
_D(”‘ M-k _§+1 ) TWM-E-ISDD W‘ M—K—|S[+1

= Ts(ullm). (4.96)

where (4.96) follows from (2.7) with C therein comprising M — K — |S| copies of m and one
78

We continue for the case with 1 < |S| < K. For any S' € 8,5 # (), such that S\S’ # 0,
the term inside the minimum on the right side of (4.95) is still lower bounded by 7(ul|7).
Now for any other S’ # S, such that S’ D S, we obtain that

[ls N §'|D (|| ) |5\ D (| Rl )

+ }S’\S‘D(WH —‘S”S"q‘;'ﬁ’\s'“) +]5°n S’C|D<7r

|S\S'|p+]SenS’e|w
M—|5]|

v

|S|D (MH W) +D (WH _ISﬁS'n@IS/\sm)

> min [S|D(u|p) + D(x|p)

PEP(Y)
|S|p+m |S|p+m
— |SID ‘— D ‘— - . 1.97
510 (] PEET) + 0 (+| BT = st (1.97
We conclude from (4.96) and (4.97) that (4.79) holds. O
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Remark 4. It follows from (4.81) and (2.8) that as M — oo (while K is kept fized),

Ms (7). = D(ullm), (4.98)

i.e., the asymptotic performance for the test in (4.50), (4.51) and (4.54) when neither u nor
7 is known (cf. (4.79)) converges to that for the test in (4.50), (4.51) and (4.52) when 7 is
known (cf. (4.57)) as M — oc.

Remark 5. Similar to Remark 3, the results in Theorems 17 and 18 continue to hold when
the deterministic time horizon T'logT in (4.50) is replaced with a more general form f(T)
as long as f(T) increases at least as fast as T'log T, and a constant offset log C' is added to
the time-dependent thresholds in (4.52) and (4.54) on the right side of the inequalities.

4.3  Multiple Distinctly Distributed Outliers

We now extend the results to the setting with multiple distinctly distributed outliers. In the
fixed sample size setting, we prove in Chapter 3 that when the outliers can be arbitrarily
distinctly distributed, the assumption of the number of outliers being known is essential for
the existence of a universally exponentially consistent test. Therefore, for the sequential set-
ting, we assume that the number of outliers is known when they can be distinctly distributed
outliers. Since the proofs of the results in this section are similar to those for the results in
the previous sections, we present the proposed universal test and the results pertaining to
its asymptotic performance without proofs.

Let S C {1,...,M}, |S| = K, denote the set of K outliers. Each of the i-th outlier, i € S,
is distributed according to p;, which can be arbitrarily distinct from one another as long as
each p; # m. Conditioned on S being the set of outliers, the joint distribution of the first n
observations under the hypothesis with the outlier subset being S is given in (3.54).

The test for the outliers is done based on a rule o (YN) € Sk, for an appropriate stopping
time N and where Sk will now denote the set of all subsets of {1,..., M} of size exactly
K. Notice that unlike in the previous sections, the current model does not include the null
hypothesis with no outlier. The maximal error probability is defined as previously in (4.47)
but with the maximum being over Sy instead.

As previously, for the setting with both the typical and outlier distributions being known
and with S (y") 2 arsgmax ps (y™), the MSPRT has stopping and final decision rules as

€OK

in (4.48) and (4.49), but with the joint distribution pg (y") instead as in (3.54), and with
the maximum in the denominator in (4.48) being over Sk \ {S’ } instead. This MSPRT is
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asymptotically optimal (cf.[26, 27]).

Proposition 19. As the threshold T in (4.48) approaches infinity, the MSPRT in (4.48)
and (4.49), with ps (y™) as in (3.54), S being computed over Sk, and the mazimum in the
denominator in (4.48) being over Sk\ {S}) satisfies

1
< = .
Pmax — O (T)

In addition, for each S € Sk, asT — 00,

Es[N'] = log T'(1 + o(1)) _ —1og Prax(1 + 0(1)) |
(v D G} + (min D xlis) ) (i D o)) + (i D ()

(4.99)

Furthermore, the MSPRT is asymptotically optimal. In particular, for any sequence of tests
(N, 0) with vanishing mazximal error probability, for each S € Sk,

— log Ppax

Es[N] 2 (%?D(ui“”)) * (I%ID(WHW))

(1+ o(1)).

4.3.1 Proposed Universal Test

When only 7 is known, we can compute the corresponding GL of y™ under each hypothesis
S € Sk by replacing the unknown g, i € S, in (3.54) with its ML estimate fi; = v;,i € S.

In particular, with S (y") = argmin 3 D(v,||7) denoting the instantaneous estimate of the
SeSK ]QS
hypothesis (using the GL) at time n, the proposed universal test can be described by the

following stopping and final decision rules:

N* = i i D (vill7) = S°D (v > log T + (M + 1)[Y|log(n + 1) | :
argmin i{; n j% (v5]|) % (v]|7) | > logT + ( )|V|log(n + 1)
K

(4.100)
5 = S(YN). (4.101)
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Similarly, when neither  nor 7 is known, the test can be written as

N* = argirllin [ gl;g H[ZD (%H%%) _ZD (%”%jéf’ylk)]
- S'eSK J%S/ Jgs

>logT + (M +1)|Y|log(n + 1)] ; (4.102)

5 = S(Y"), (4.103)

but with S'(y") = argégin %D(yjﬂz—Mk%%) Note that since the null hypothesis is not
j
present in this case, there is no need to truncate the stopping time by a predefined horizon

as in (4.50).

4.3.2 Performance of Proposed Test

Using techniques as in the proofs of the results in the the previous sections, it is easy to

verify that the proposed test achieves the following performance.

Theorem 20. With the number of outliers K being known and when only m is known, the

test in (4.100) and (4.101) is universally exponentially consistent, and yields for every T

that
1
Pmax S T .

In addition, for each non-null hypothesis S € Sk as T — o,

log T
min D () min D (p;]|7)

€S i€S

— log Ppax

Es [N*] = (1+0(1)) <

(1+ o(1)). (4.104)

Theorem 21. With the number of outliers K being known, but neither p nor ™ being known,

the test in (4.102) and (4.103) is universally exponentially consistent, and yields for every

T that
1
P, < — .
max — O (T)
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In addition, for each mon-null hypothesis S € S as T — oo,

- log Pmax
w20 ) (M = 2K)D (x|

M-2K+1

Es [N7] <

pit+(M—2K)
M-2K+1

(1+0(1)). (4.105)
mip (P (i )

i€S

Remark 6. As M — oo, the denominator of (4.105) converges to IiréiélD (us||m), which is
the asymptotic performance of the universal test in (4.100) and (4.101) when 7 is known (cf.
(4.104)). It is also clear from (3.8), (4.104) and (4.105) that our proposed test in (4.102)
and (4.103) is asymptotically exponentially consistent, i.e., as M — oo, its limiting error

exponent is positive whenever that of the MSPRT is.

4.4  Numerical Results

We now provide some numerical results for an example with |Y| = 4. We compare the
performance of the sequential test with that of the fixed sample size (FSS) test studied
in Chapter 3. In this example, we assume that there are at most two outliers among five
sequences with the pair of outlier and typical distributions being p = (0.4, 0.05,0.5,0.05)
and m = (0.07,0.42,0.1,0.41). The plots in Figure 4.1 are for the case where the underlying
hypothesis has one outlier, and those in Figure 4.2 for two outliers. Depending on the nature
of the test, the horizontal axis corresponds to the average stopping time for the sequential
testing, and the length of each sequence for the FSS test. In both figures, the vertical
axis corresponds to the conditional error probabilities incurred by each test conditioned
on the underlying hypothesis. It follows from the result in Chapter 3 that there cannot
exist a universally exponentially consistent FSS test with respect to Pn., primarily because
the conditional error probability under the null hypothesis is the bottleneck. Hence, we
consider only the two conditional error probabilities under hypotheses with one outlier and
two outliers, respectively, with respect to which the F'SS test is universally exponentially
consistent. When comparing the FSS test to our sequential test, it is natural to compare
the fixed sample size of the FSS test to the expected stopping time under a hypothesis for
which the conditional error probability is considered. It should be noted that although our
result concerning the achievable asymptote of the expected stopping time of the sequential
test in (4.79) is with respect to the maximum error probability, Py, the same asymptote is
still achievable when P,.. is replaced by a conditional error probability. For the sequential
test, the thresholds are chosen to be T' = {1.3,1.35,1.4,...,2.55}, and the corresponding
deterministic time horizon f(7') = {170,175,180,...,300}. The constant offset in (4.46) is
set to be C' = 15.05. For the FSS test, the lengths of each of the sequences are chosen such
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that they are within the same range as the average stopping times of the sequential test.
As shown in both figures, the sequential test starts to outperform the FSS test when the
average stopping time is sufficiently large. Replacing P,,., with the corresponding conditional
error probability, the result in (4.79) suggests that to achieve the same level of conditional
error probability, the expected stopping time under a hypothesis with two outliers should be
less than that under a hypothesis with one outlier. The simulation results in Figures 4.1 and
4.2 corroborate such theoretical findings. It is also interesting to note that in both figures,
there is a drastic drop in the conditional error probability incurred by the sequential test when
the average stopping time exceeds a certain value. The same phenomenon is not observed in
the simulation results of the F'SS test. The drop in the conditional error probability can be
explained by that fact that the sequential test is more adaptive compared with the FSS test.
The parameters of the sequential test, i.e., the threshold T, the corresponding deterministic
time horizon f(7"), and the constant offset C, are chosen independent of the true hypothesis
and the underlying distributions. As a result, these parameters may not be optimal for
the true hypothesis, and the distributions associated with it. Despite the arbitrary choice
of the test parameters, as the average stopping time increases with 7', the sequential test
quickly adapts to the true hypothesis and the unknown distributions, and yields a drastic

improvement in its performance.

Iog10 P(1) (5={1})

—o—FSS test

—— Seqential test

-35 —

1 1 1 1 1 1 1 1
197 198 199 200 201 202 203 204 205

Sequential test: average stopping time
GL test: length of each sequence

Figure 4.1: Performance of proposed FSS and sequential tests, with one outlier
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Iogm P{1,2)(5 ={1,2})

—o—FSS test

—<—Proposed segential test

-45

| | | | | | | | |
122 124 126 128 130 132 134 136 138 140 142

Sequential test: average stopping time
GL test: length of each sequence

Figure 4.2: Performance of proposed FSS and sequential tests, with two outliers

4.5 Discussion

In practice, it would be of interest to determine how to set the value of the threshold T of
the universal test to satisfy a predefined level of error probability. By carefully inspecting
(4.24), (4.27) and (4.28) in the proof of Theorem 14, we see that although arbitrarily small
probabilities of P; {0* #4,0* # 0}, i =1,..., M, Py {6* # 0} can be achieved with a suitably
large T" universally for every u, the same cannot be achieved universally for the probability
P;{0* =0}, i« = 1,..., M, unless we are given a lower bound on the distance between
@ and 7. This complication arises because of the nature of the universal setting under
consideration, and is not a drawback of our test. Specifically, given any test, there will
always be pu, 7 sufficiently close to each other, that will incur large error probability. To put
it differently, in the considered universal setting, we need to be content with a sequence of
tests indexed, say, by T rather than a single test, that will guarantee a certain level of error
probability for a sufficiently large T. Note that throughout we have assumed that we are
working with only one set of (test) data. Additional training data for the typical and outlier
distributions, when available separately from the test data, could be used to facilitate setting

an appropriate threshold value to be used for the test data.
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CHAPTER 5

EXTENSION TO CONTINUOUS ALPHABETS

The theoretic results in Chapters 3 and 4 only hold when the underlying alphabet is finite.
In this chapter, we generalize our results to the fixed sample size setting with continuous
alphabets.

In a recent work, Zou et al. [45] proposed a kernel-based test for universal outlier hypoth-
esis testing in the fixed sample size setting. Such a test is based on the mean embedding of
distributions into a reproducing kernel Hilbert space (RKHS) [46], and it is applicable when
the underlying distributions are continuous. The test is based on estimates of the mazimum
mean discrepancy (MMD) between the distributions underlying the observation sequences.
The MMD test has the same structure as that of the fixed sample size GL tests in Chapter
3. Specifically, when there is exactly one outlier, the MMD test selects the sequence such
that the estimate of the MMD between the underlying distribution of the selected sequence,
and that of (possibly a mixture distribution) the other sequences, is maximized. The MMD
test is appropriate for the universal setting because the MMD between two distributions can
be estimated using the observations in a completely non-parametric manner. It is shown in
[45] that the MMD test is universally consistent, and sometimes universally exponentially
consistent for various models. However, it is not known whether the MMD test is opti-
mal asymptotically as the number of sequences goes to infinity, and it is not clear how to
generalize the MMD test to the sequential setting.

We now propose a test for continuous alphabets that is similar to the GL test for finite
alphabets. The proposed test is based on a non-parametric estimate of the Kullback-Leibler
(KL) divergence, and it is applicable to the universal setting. We show that such a test is
universally consistent for outlier hypothesis testing. We also provide numerical results that

compare the proposed test and the MMD test.

5.1 Divergence Estimator for Continuous Probability Measures

Let P and @ be continuous probability measures on a measurable space (2, F). We say that

P is absolutely continuous with respect to @), denoted as P < @, if for any set A € F such
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that P(A) = 0, it also holds that Q(A) = 0. The KL divergence between P and ) is defined

as

dP

D(P||Q)é/dplog 0

when P < @), and +o0o otherwise. For simplicity of the exposition, we assume that P and
@ are absolutely continuous (w.r.t the Lebesgue measure) probability measures defined on
(R, Bg) that have D(P||Q) < oc.

If P < @, the Radon-Nykodym derivative 4 dQ can be approximated by 2—5 as A(Q) dimin-
ishes, where AP (or AQ) denotes the measure of a small segment in Bg. Next we discuss
two estimators for the KL divergence of continuous probability measures, which all have as

an intermediate step an estimate of the Radon-Nykodym derivative 4 dQ

5.1.1 Naive Plug-in Estimator

Let X = {X1,Xo,..., X} and Y = {V},Y,,...,Y,} be iid. observations drawn from P
and @, respectively. Let {L}E,, I, C R be a collection of intervals, the union of which
..... 7 1I; = R. Note that the location of the intervals
in {I;}, is independent of the observations X and Y. Let k; and [; be the number of

observations in @ and y that take values in the interval I;,7 = 1,...,T, respectively. For

constitutes the whole real line, i.e., U;—;

a fixed partition {I;}Z,, the corresponding empirical probability measure induced by the

observations X and Y are

ki
P.L)=—, i=1,...,T, 5.1
() ==, i (51)
and
L .
Qn(L;) = e 1=1,...,T, (5.2)

respectively. The naive plug-in estimator for D(P||Q) is obtained by simply plugging P,

and @, into the expression for the KL divergence, i.e.,
P (£i)

k_ k/m
m Z/n

Dplug—in(wHy) =

(5.3)

84



The term “naive” is used to contrast the above estimator with the following estimator where

the partition is a function of the observations in Y.

5.1.2 Estimator Based on Data-Dependent Partition

A drawback of the naive plug-in estimator is that ﬁplug_in(XHY) may be infinite even though
it holds that P < ). We now introduce a estimator using a data-dependent partition that
resolves this issue [47].

We see from an alternative definition of D(P||Q)

dpP
D(P = [ dQ—1 5.4
(PIo) = [ a@55108 55 (5.4
that the density of P can be estimated with respect to () by 2_57 which is finite as long as
P < @. Then the resulting estimate of D(P||Q) is also guaranteed to be finite when P < Q.
Denote the order statistics of Y by {Y(1),Y(2), ..., Y(n)}, which satisfies that Y{;) < Y{5) <

. < Y(,,). We now partition the real line into emplrlcally equiprobable intervals (except for

p0381bly the last one) with respect to Y. In particular, let

{]n im1 = {(—OO,YEH] ) (Hn’}/?ln:l7 R (Yin(Tnfl)aoo)}> (55)

where [, € N < n is the number of points in each intervals (except for possibly the last one),
and T,, = |n/l,] is the number of such intervals. Let k; denote the number of observations
from P that belong to the interval I, i = 1,...,T,. We approx1mate <= in each segment
Iri=1,...,T,—1, 7 by kT"/m . Then the KL dlvergence between P and

In
() can be estimated as

Th—1

. k; ki /m kr., /m
D = E —1 + - .
mon(@]y) —~ m o5 ln/n ly/n+0, (5.6)

where 6, = (n — [,,T},) is the correction term for the last segment I} . In contrast to the
naive plug-in estimator in (5.3), the density of P is now estimated with respect to @ (cf.
(5.4)), which is guaranteed to be finite as long as P < Q).

It can be shown (cf. Theorem 1 in [47]) that the divergence estimator in (5.6) is strongly

consistent.

Proposition 20. Let P and Q) be absolutely continuous probability measures defined on
(R, Br). Assume that the divergence between P and Q) is finite. Let X = {Xy,..., X;n} and
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Y = {Y1,...,Y,} be i.i.d. observations drawn from P and Q, respectively. Let l, and T,
be defined as in (5.5). If l,,T, — oo as n — oo, then the estimator in (5.6) is strongly

consistent, i.e., it holds that
Dol X[[Y) = D(P|Q) a.s (5.7)

as m,n — oo.

Remark 7. [t is suggested by the numerical results (cf. Section V in [47]) that the estimator
based on the data-dependent partition outperforms the plug-in estimator in the case of small
sample sizes, i.e., the former converges much faster to the true KL divergence as the sample

Size tncereases.

5.2 Proposed Universal Test for Continuous Alphabets

Recall that for a finite alphabet, when there is exactly one outlier (cf. Chapter 3), the GL
test can be equivalently written as (cf. (3.10))

§(y"") = argmin ZD fyj ‘Z’“#%). (5.8)

i=1,....M
J#i

The GL test can be interpreted alternatively as follows. It starts by estimating the dis-
tribution underlying each individual sequence. For each hypothesis, it then computes an

estimate of the KL divergence between each typical sequence and that of the collection of all
Zk¢z Tk )

typical sequences. In particular, conditioned on sequence i being the outlier, D(’y] H
is indeed the naive plug-in estimate (for a finite alphabet) of the KL divergence between
sequence j,j # i, and the collection of all typical sequences. Then the GL test decides on
the hypothesis such that the sum of all such estimates is minimized. In other words, the GL
test selects the hypothesis under which there is the least amount of “divergence” among all
typical sequences.

A straightforward generalization of the GL test to settings with continuous alphabets is
to replace the plug-in estimator for finite alphabets in (5.8) with an estimator appropriate
for continuous alphabets, i.e., the estimator in (5.3) or (5.6).

Recall that y® = (y(i), e ,yn ) denotes the i-th sequence. Let 3™\ y® denote the

collection of all sequences except for the ¢-th one, i = 1,..., M. When there is exactly one
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outlier, using the estimator based on data-dependent partition, the proposed test is

6(y"") = argmin 3 Dy ora(y” || v\ y), (5.9)
i=1,..., i

where D, (vr—1)0 (Y || ™™\ y@) is defined in (5.6). For models with at most one outlier,
the proposed test is (cf. (3.42))

argmin 35 D (y [|y""\y0), it max | 5D (y 5"\ y0)
i=1,...M k#i EH k#j

Sy = -2 DYy y?) | > A (510
k#j!
0, otherwise,
where \, = O(*%%)  and the ties in the first case of (5.10) are broken arbitrarily. Similarly,
for models with multiple outliers, the proposed tests are obtained by replacing the plug-in

estimates of the KL divergence in (3.71) and (3.95) with those based on data-dependent

partition, respectively.

Remark 8. An alternative test can be constructed using the naive plug-in estimator in (5.3)
in place of the one based on a data-dependent partition. As we shall see in the simulation
result, the test using a data-dependent partition outperforms the one using the naive plug-in

estimator by a large margin on a synthetic data set for outlier hypothesis testing.

5.3 Performance of Proposed Test

The following theorem establishes that our proposed test in (5.9) is universally consistent

for outlier hypothesis testing when there is exactly one outlier.

Theorem 22. Let both p and © be absolutely continuous probability measures defined on
(R, Br). When there is exactly one outlier, the proposed test in (5.9) is universally consistent

for all p, 7,y # m.

Proof. For i =1,..., M, denote the test statistics in (5.9) as

Ui 23 Dy (YO Y\ YO) (5.11)
J#i

By the symmetry of the problem, it is clear that P;{¢ # i} is the same for every i = 1,..., M;
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hence

I{laXMPi{é # 1} =P {0 #1}. (5.12)

i=1,...,

It now follows from
P{0 # 1} = P1{U;a U1 > Us}

that

M
P{U, > Up} <Pi{6 #1} <) P{UL > Uj}. (5.13)
=2
Next, we get from the definition of the test in (5.9) that
P {U, > U} =P { > Doy (YO [ YM\ YD) >
J#1

Y Durna (YO YM"\ YE) } '

J#2

Conditioned on H; being the true hypothesis, the first sequence is distributed according
to p, and all other sequences are distributed according to m. It simply follows from (5.11),

and the strong consistency of the estimator in (5.6) that under H;,
Uy —>0 as.,

and

Uy = (M —2)D (7r | W) +D (u | %) as.

as n — o0o. We then obtain that

P, {Ul > 6} — O7 (514)
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and

]P’l{ ‘ Us — (M —2)D (77 H %)
—D(u | %)’ze}%o (5.15)

for any € > 0 as n — oo. Now by choosing € > 0 to be sufficiently small, i.e., 0 < € <
§|(M = 2D BHEE2T) 4+ D || #HGE2T) it holds by (5.14) and (5.15) that

as n — 00. Since M is fixed and finite, the universal consistency of the test in (5.9) follows
from (5.12), (5.13) and (5.16). O

Remark 9. Using the same arguments as in the proof of Theorem 22, we can show that
the proposed test is universally consistent for models with at most one outlier, and for the

models 1n Theorem 10 and Theorem 12 with multiple outliers.

5.4 Numerical Results

We now compare the performance of the MMD based test in [45], the test based on data-
dependent partition in (5.9), and the test using the naive plug-in estimator in (5.3), on
a synthetic data set with a continuous alphabet. The number of quantization intervals is
chosen to be \/n for the test based on data-dependent partition, and the test using the naive
plug-in estimator. In this example, we consider a fixed sample size setting with exactly
one outlier among M = 5 sequences. The outlier and typical observations are Gaussian
random variables with different parameters. Specifically, we have u = N(0,2) as the outlier
distribution, and 7 = N (1,2) as the typical distribution.

In Figure 5.1, the horizontal axis corresponds to the length of each sequence, and the
vertical axis corresponds to the maximum error probability incurred by each test. As shown
in Figure 5.1, the MMD test yields the best performance among all three tests. It is proved
in [45] that the MMD test is universally exponentially consistent for models with exactly one
outlier. Our simulation results corroborate such theoretical findings. Although not proved
in this dissertation, the test based on data-dependent partition, and the one using naive
plug-in estimator both seem to be exponentially consistent as suggested by the numerical
results. And the test based on data-dependent partition outperforms the one using naive

plug-in estimator by a large margin.
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CHAPTER 6

CONNECTION TO CLUSTER ANALYSIS

The goal of cluster analysis is to segment a collection of data objects into homogeneous sub-
sets or “clusters”, such that objects assigned to the same cluster are more closely related to
one another than objects assigned to different clusters [12-15]. Cluster analysis is also con-
cerned with exploring the data objects to determine if they can be meaningfully represented
by a relatively small number of groups. Similar to classification, cluster analysis creates
labeling of the objects with class (cluster) labels. The labels are derived from the data in
cluster analysis, whereas for classification, unlabeled objects are assigned a class label using
a model developed from training objects with known labels.

Of central importance to a majority of clustering algorithms is the notion of proximity, or
sometimes referred to as similarity or dissimilarity, which is a quantitative measurement that
characterizes how “close” two objects are [12-15]. In cluster analysis, an object is usually
described by a set of measurements. The similarity between a pair of objects is often given
by an appropriately chosen distance metric, which can be computed using such measure-
ments. For instance, a popular choice of the distance metric is the Euclidean distance for
continuous measurements, and Jaccard coefficient for binary measurements [48, 49]. The
similarities (dissimilarities) between pairs of objects are summarized in a similarity (dissim-
ilarity) matrix, where the (7, j)-th entry of the matrix is the similarity between the i-th and
the j-th objects.

Generally speaking, the objective of a clustering algorithm is to minimize the heterogeneity
within clusters while maximizing the separation between clusters [12-15]. The greater the
similarity within clusters and the greater the differences between clusters, the better or
more distinct the clustering assignment is. The heterogeneity of a particular cluster can be
defined as the sum over all the dissimilarities between pairs of objects within such a cluster.
The separation between clusters can be defined in a similar manner, i.e., it is the sum over
all the dissimilarities between pairs of objects belonging different clusters. Having chosen
appropriate measures of heterogeneity and separation, a clustering algorithm seeks to either
minimize the heterogeneity within clusters, or to maximize the separation between clusters,

or a combination of both.
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6.1 Cluster Analysis Techniques

Some popular categories of clustering methods are summarized as follows. Parametric clus-
tering methods such as the EM algorithm estimate a mixture density from the collection
of observations. And observations generated by the same mixture component are assigned
to the same cluster. In prototype-based methods such as K-means [13, 16, 17|, a cluster is
represented by its corresponding prototype, which is often a centroid, i.e., the average of
all the data objects in the cluster. In situations where a centroid is not meaningful, e.g.,
when the data has categorical values, a popular choice of cluster prototype is a medoid [18].
Density-based methods define a cluster as a dense region of objects, which is surrounded by
a region of low density [21, 22]. Density-based methods are most appropriate when noise is
present in the observations. In graph-based cluster analysis, a graph is constructed where
each node in the graph represents a data object, and edges are assigned using the similar-
ity matrix of these data objects [23]. For instance, in contiguity-based graphs, an edge is
assigned to a pair of nodes if the similarity between them is greater than a threshold [15].
No single definition of a cluster in graphs is universally accepted [23]. For example, in the
loosest sense, a graph cluster can be defined as a connected component [23], and strictest
definition is that each cluster should be a maximal clique [50].

In the following sections, we discuss two popular clustering algorithms that are relevant
to this chapter. A widely used algorithm is the K-means algorithm [13, 16, 17| mentioned
previously. Another modern clustering method is the so-called spectral clustering, which is a
graph-based technique. Spectral clustering algorithms partition the data space by performing

cluster analysis over the spectrum (eigenvectors) of the similarity matrix [51-53].

6.1.1 K-Means Clustering

Let x;,4 = 1,...,n, be vector observations that take values in RP. Let the dissimilarity

between a pair of observations x; and x; be given by the Euclidean distance

p

d(z;, xy) = Z(fﬂzg - xi’j)Q = [|a; — fEi’HQ-

J=1

The number of clusters, denoted by K, is predetermined and satisfies K < n. Each cluster
is uniquely indexed by an integer k € {1,..., K}. Let C' be a many-to-one mapping where

for each observation x;, k = C(i) is the cluster membership of the i-th observation. The
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total heterogeneity of a particular cluster assignment C' is

Z > Z i — ||

k 1 C>i)=k
K
= Z i — 1%, (6.1)
k=1 C(i)=

where nj, £ 37 I(C(i) = k) is the number of observations belonging to the k-th cluster,
and 7, £ nik Zc(i):k x; is the center of the k-th cluster.
The optimal cluster assignment C*, which minimizes the total heterogeneity defined in

(6.1), solves the following optimization problem

K
C* = argminan Z |z — z ). (6.2)
R R

Note that given the members associated with the k-th cluster, £ = 1,..., K, it also holds
that

Tj = argmin Z |zi —m]?.
™ Ct)=k

As a result, the optimization problem in (6.2) can be equivalently written as
C* = argmin an Z l|z; — ma|?. (6.3)
C{mk}k 1 k=1 =k

The K-means algorithm is an iterative descent algorithm to solve for the cluster assignment
C* in (6.3). In particular, it iterates between the following two steps until the cluster

assignment does not change.

1. For a given cluster assignment C', the total heterogeneity in (6.3) is minimized with

respect to {myq, ..., mg}, which yields the cluster centers of the current cluster assign-
ment C.
2. Given a set of cluster centers {my,...,mg}, (6.3) is minimized by assigning each

observation to the most proximate cluster, i.e.,

C(i) = argmin ||a; — my]*.
1<k<K
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6.1.2 Spectral Clustering

An effective approach to achieve an aggregation of vertices in a graph is through spectral
theory. Spectral graphical theory has been applied to a number of problems including model
reduction for complex Markov chain models [54], load balancing in parallel computation [55],
and cluster analysis [52]. Spectral clustering refers to a family of graph-based algorithms,
which achieve a partition over a data set by partitioning the vertices of the graph that is
associated with such a data set. In particular, the partition is obtained by analyzing the
eigen-structure of the adjacency matrix of the graph. As a result, spectral clustering captures
the global information encoded in such a graph, and often outperforms traditional algorithms
such as K-means or single linkage clustering.

Let xz;,i = 1,...,n, be a set of observations. The similarity between each pair of obser-
vations z;, x; is denoted by s;;,¢ # j,4,7 = 1,...,n, which is either given, or that it can
be computed using a certain similarity function. An example for such a similarity function
is the Gaussian similarity function s;; = exp{—|lz; — z;||*/(20?%)}, where the parameter o
controls the width of the neighborhood.

The similarity structure of the observations can be represented by a (weighted) undirected
graph G = (V,E), where V is the vertex set, and E the edge set. The vertex v; € V
represents the observation x;,7 = 1,...,n. There are several popular methods to encode the
similarity structure of the observations into a graph G. For example, in the e-neighborhood
method, we connect all pairs of nodes such that the pairwise similarity between them exceeds
a certain thresholds €, producing an unweighted graph. To construct fully connected graphs,
we simply connect all pairs of nodes that have a positive similarity between them. Then we
assign the edge e; ; that connects v; and v; with a weight equal to s;;, 7 # 7,4, =1,...,n.
This method produces a weighted graph.

Given a (weighted) undirected graph G, we can construct the corresponding adjacency
(similarity) matrix W = (w; ;); j=1,...n. For both unweighted and weighted graphs, let w; ; = 0
for all pairs of nodes that are not connected by an edge. For each v;,v; that are connected
by an edge, ¢ # j,i,7 = 1,...,n, we can set w; ; = 1 if G is unweighted, and w; ; = s, ; if G
is weighted.

The sum of all edges connected to vertex v; is called the degree of a vertex, i.e.,

n
d; = E Wi, j,
Jj=1

1 =1,...,n. The degree matriz D is an n X n diagonal matrix with its diagonal entries being
dy,ds, ..., d,.
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Most spectral clustering algorithms start with the notion of a graph Laplacian [56, 57],

which is defined as
L=D-W. (6.4)
The corresponding normalized symmetric graph Laplacian is given by
Lyym 2 D7Y2LD71/2, (6.5)

To measure the “size” of a subset A C V', we use
vol(A) £ "d.
icA

For two subset of vertices A and B, A, B C V, the cut between the two sets is

The goal of cluster analysis is to partition a collection of data objects to subgroups such
that different groups are well “separated.” Given the similarity matrix of a data set, a

natural way to construct such a partition is to solve the so-called mincut problem, which for

a given number of K subsets, one solves for the partition A;, A, ..., Ag such that
1K
(AT, 435, Aj) = argmin 5> W(A; A9,
Ay s, Ak 25

where AS = V' \ A; is the complement of A;,i =1,... K.
In practice, the mincut approach may lead to clusters that are of imbalanced sizes [51].
To avoid this, an alternative objective is to minimize the so-called “Ncut”, i.e

*9

K
1 A AC
Ncut (Al, AQ, e , é - E W( Y (66)

2 vo
=1

Unfortunately, the minimization problem in (6.6) was shown to be intractable (NP hard)
n [58]. Spectral clustering algorithms circumvent the problem of NP hardness by solving
relaxed versions of (6.6). We now introduce one particular spectral clustering algorithm due
to Ng, Jordan, and Weiss [53], which we compare with the FSS test in Section 3.1 in the
next section. In particular, for a given number of K clusters, the algorithm consists of the

following steps.
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1. Compute the first K eigenvectors uy, ug, ..., ux of Lgy, defined in (6.5).
2. Let U € R™¥ be the matrix containing wu;, us, . .., ux as column vectors.
RnXK.

3. Normalize the rows of U to produce the matrix T' €

4. Let y; € RE be the vectors corresponding to the i-th row of T, i = 1,..., K.

5. Cluster the vectors y;,7 = 1,...,n, with the K-means algorithm to produce clusters
Cl,CQ,. . .,CK.
6. Assign observation z; to cluster C; if y; € Cj,i =1,... n.

It is shown in [51] that this algorithm solves a relaxed version of the Ncut problem in (6.6).

6.2 Fixed Sample Sizes Test as Clustering Algorithm

There is an interesting connection between universal outlier hypothesis testing and cluster
analysis. In universal outlier hypothesis testing, an entire sequence can be considered a
data object. Typical sequences are more closely related to one another than to an outlier
sequence in the sense that the observations in them are distributed according to the same
typical distribution. The same holds for outlier sequences when the outliers are identically
distributed. In this case, outliers can be identified by clustering the sequences (objects) into
two clusters, where the cluster with more members contains all typical sequences, and the
other outliers. When the outliers are distinctly distributed, it is sufficient to identify one
“dense region” among the sequences, and any sequence outside such a region is considered
an outlier.

In fact, the FSS test in Section 3.4 can be interpreted as performing cluster analysis over
the probability simplex. For instance, for the multiple outlier setting where the outliers are

identically distributed and the number of outliers known, the decision of the FSS test is

given by
5(yM™) = argmin Z D (%’ —Zkes %> + Z D <’Yj —LZIC SW) . (6.7)
Se{l...M}|S|=K % S| Y |S¢]

First, by taking the empirical distribution of each sequence, the original data objects (se-
quences of n observations) that take values in R" are transformed into the probability sim-
plex. The center of a particular cluster is defined as the average of all objects belonging to

the cluster, which is the same as in the K-means algorithm. In particular, in (6.7), the center
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for the outlier cluster is Z’fgs' % and —’réfﬁ for the typical cluster. However, distinct from

the K-means algorithm, instead of using the Euclidean distance, we use the KL divergence

as the dissimilarity measure in the FSS test. Then for every possible cluster assignment,
the corresponding total heterogeneity is computed as the sum of dissimilarities between each
object and its cluster center. It is easy to see that the first sum in (6.7) corresponds to the
heterogeneity of the outlier cluster, and the second sum the typical cluster. Lastly, the test
decides on the cluster assignment that yields the minimal total heterogeneity as in (6.7).
Our technical contributions are as follows. First, by transforming the sequences into the
probability simplex, the dimension of the objects to be clustered becomes |Y|, which does
not scale with the number of observations n. In addition, our theoretical results suggest
the use of the KL divergence as the dissimilarity measure in clustering sequences of i.i.d.
observations. Specifically, when the outliers are identically distributed, and the number of
outliers is known, the achievable error exponent of the FSS test converges to the optimal

one when both p and 7 are known as the number of sequences goes to infinity.

6.3 Numerical Results

We compare the performance of the FSS test in Section 3.1 with two other clustering al-
gorithms on a synthetic data set for outlier hypothesis testing. In particular, we com-
pare the FSS test with the spectral clustering algorithm outlined in Section 6.1.2. For the
spectral clustering algorithm, for two sequences of observations Y = (Yl(i), e ,YTSZ‘)), and
YW = (Yl(j), . ,Y,fj)), i#7,4,5€{l,..., M}, we adopt the pairwise Hamming distance as

the similarity measure, i.e.,

j) 2 i]l = vy

We also applied a combinatorial clustering algorithm using the L, distance as the dissim-
ilarity measure [13]. Specifically, the combinatorial clustering algorithm solves the same
optimization problem as in (6.7), but with the KL divergence replaced by the Ly distance.
The particular choice of typical and outlier distributions are 7 = (0.25,0.41,0.34) and
@ = (0.1,0.55,0.35). There is exactly one outlier among M = 5 sequences. For different
sample size n, we evaluate the probabilities of error incurred by the FSS test, the spectral
clustering algorithm, and the combinatorial clustering algorithm, respectively. As we can see
from the results in Figure 6.1, the spectral clustering algorithm using the pairwise Hamming

distance outperforms the F'SS test when n is small. For sufficiently large n, for this synthetic
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data set, the FSS test outperforms the other two algorithms. The result suggest that it may
be beneficial to use spectral clustering when the number of observations is limited, and when
n is sufficiently large, the simulation results corroborate our theoretical findings in Theorem
3.

Comparison with different clustering algorithms

—¥—GL test
—o—FSS test using Euclidean distance
—8—Spectral clustering using Hamming distance

0.25

100 150 200
Length of each sequence

0
50

Figure 6.1: Performance of the FSS test, the spectral clustering algorithm, and the
combinatorial clustering algorithm
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CHAPTER 7

APPLICATION TO ANOMALY DETECTION

In this chapter, we evaluate the performance of the various proposed tests in Chapters 3, 4
and 5 on a spam detection data set. Multiple sequences of emails are collected. One of the
sequences contains only spams, while the rest non-spams. The goal is to identify the outlier
sequence that consists of only spams.

The data set contains information from 4610 emails (each being labeled as a spam or non-
spam) addressed to an employee at Hewlett-Packard (HP)[13]. The information for each
email consists of relative frequencies of a set of 48 words and 6 punctuation marks. We shall
refer to the relative frequencies of such words and punctuation marks as features. There are
1813 spams among the 4601 emails.

The specific application that we envision pertains to identifying spam sources of an in-
dividual email account. Consider the situation where an email account may be spammed
by a few vicious IP addresses, which constitute a small fraction of all possible IP addresses.
Cast into the formulation of outlier hypothesis testing, each sequence consists of emails from
a certain [P address. When an account is compromised, a small subset of the sequences
are outliers that contain only spams, while the majority of the sequences are typical with
non-spams. The goal is to decide whether an email account is compromised, and if so, which
are the sources of spams.

The experiment is designed such that there is exactly one outlier sequence among M = 6
number of sequences. The outlier sequence contains only spams, and typical sequences non-
spams. It is known that the values of certain features, such as the relative frequencies of
“RE”, “FREE”, the name of the recipient, and the name of the company where the recipient
is employed (“HP” and HP laboratory (“HPL”)), tend to vary greatly between spams and
non-spams [13]. In this experiment, we choose the relative frequencies of “HP”, “HPL” and
“RE” as the observations. Specifically, the k-th observation of sequence 7, + = 1,..., M,

is y,(:) = (1/1(;)17191(:)27 y,(;é), where 3/1(;)1 is the relative frequency of “HP” in the corresponding

email, yl(;)Q of “HPL”, and yli% of “RE.” It is assumed that the coordinates of an observation
are mutually independent, and identically distributed across the observations.

In the original data set, the features take continuous values in the finite interval of [0, 100].
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The tests described in Chapters 3 and 4 are only applicable when the observations take values
in finite alphabets. In order to apply our proposed tests, the observations are first quantized,
where the quantization intervals of a certain feature are appropriately chosen based on the
distribution of the feature values over all emails, regardless of their labels. Specifically, for a
certain feature, the region in [0, 100] which finds the majority of the values of said feature is
quantized more finely than other regions. There are five levels in the quantizations for “HP”
and “HPL”, and six levels for “RE”. The value of each quantization interval is chosen to be
the midpoint of that interval.

We first compare the fixed sample size GL test (3.41), and the MMD-based tests in [45].
One advantage of the MMD-based test is that it is applicable when the underlying distri-
butions are continuous. In this experiment, we implement the MMD-based test using the
original data (continuous), the quantized data, and the indices of the quantization intervals,
respectively. The numerical results are obtained by averaging over a number of trials. It is
shown in Figure 7.1 that the GL test outperforms all three MMD-based tests for large enough
n, which agrees with the optimality result of the GL test in Theorem 3. In particular, the
GL test outperforms the MMD-based tests when the length of the sequences n is larger than
20. This is due to the fact that an intermediate step of the GL test is to estimate the KL
divergence between the underlying distributions (cf. (3.10)), which becomes more accurate

as n increases.

-0.5

-1.5

log P

—&—MMD quantized data
——MNMD using original data
—o—MMD using quantization indices
4 | —=%—GL test

3.5

45 1 1 1 1 1
15 20 25 30 35 40 45 50

FSS setting: length of each sequence

Figure 7.1: Comparison between various fixed sample size tests
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The sequential test in (4.9) — (4.11) has a stopping time that depends on a deterministic
time horizon, which is appropriately chosen to accommodate the null hypothesis. In this
experiment, there is exactly one outlier sequence among M sequences. So the stopping time

can be simplified to be

N £ argmin [min n[ZD (WHZJ?EIW) _ ZD (%’ %)}

>1 1 . A
"= aa k] ki

> log T+ M|Y|log(n + 1)} (7.1)
At the stopping time, the test decides on the most probable hypothesis, i.e.,
§ = i(YMN), (7.2)

where i(YM") £ arg min piv (Y M7).
i=1,...,M

We then apply the sequential test in (7.1) and (7.2) to the quantized data with a series of
increasing thresholds T'. For each T, the sequential test is repeated a number of trials using
bootstrap samples (we randomly permute the emails when we run out of data, and reuse the
permuted data). The comparison between the sequential test and the fixed sample size GL
test is shown in Figure 7.2. We see that the sequential test starts to outperform the fixed
sample size GL test (and all different versions of the MMD tests) when the average stopping

time exceeds 30.
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Figure 7.2: Comparison between the sequential test and fixed sample size GL test
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CHAPTER 8

CONCLUSION AND FUTURE WORK

We formulated and studied the problem of outlier hypothesis testing in various universal
settings. Our main contribution was in proposing tests that yield exponentially decaying
probability of error with the number of observations for both the fixed sample size (FSS)
and the sequential settings.

In the FSS setting, for the case with exactly one outlier, we showed that the generalized
likelihood (GL) test is universally exponentially consistent. We also provided a characteri-
zation of the error exponent achievable by the GL test for each M > 3. Surprisingly the GL
test is not only universally exponentially consistent, but also asymptotically optimal as the
number of sequences goes to infinity. Specifically, as M goes to infinity, the error exponent
achievable by the GL test converges to the absolutely optimal error exponent when both the
outlier and typical distributions are known. When there is an additional null hypothesis, we
showed that a suitable modification of the GL test achieves exponential consistency under
each hypothesis with the outlier, and consistency under the null hypothesis universally. Un-
der every non-null hypothesis, this modified test achieves the same error exponent as that
achievable when the null hypothesis is excluded. We then extended our models to cover
the case with more than one outlier. When the outliers can be distinctly distributed, even
with the typical distribution being known, we proved that there cannot exist a universally
exponentially consistent test if the number of outliers is not completely known. For models
with a known number of outliers, the distributions of the outliers could be distinct as long as
each of them differs from the typical distribution. We showed that The GL test is universally
exponentially consistent for such a setting. Furthermore, we characterized the limiting error
exponent achieved by the GL test, and established its universally asymptotically efficiency.
For models with an unknown number of identically distributed outliers, we proved that the
GL test is universally exponentially consistent when the null hypothesis is excluded. When
the null hypothesis is included, we showed that a slight modification of the GL test achieves
a positive error exponent under every non-null hypothesis, and also consistency under the
null hypothesis universally. We also extended our theoretical findings to the setting with

continuous alphabets. We proposed a test similar to the GL test for finite alphabets to
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accommodate continuous alphabets, and proved that such a test is universally consistent.

In the sequential setting, we proposed a sequential test with the flavor of the repeated
significance test and showed that it is universally consistent. With at most one outlier and
with the typical distribution being known, we showed that the achievable error exponent of
the proposed sequential test is the same as the absolutely optimal one when the outlier is
present. The test is also asymptotically optimal in the limit of the large number of sequences
when neither the outlier nor typical distribution is known. When there might be multiple
outliers, we established that the test is asymptotically optimal universally when the number
of outliers is the largest possible and when the typical distribution is known. We also char-
acterized the asymptotic performance of the test when the typical distribution is not known
either. We then extended our findings to the model with multiple distinct outliers. In all
cases, we proved that as the number of sequences goes to infinity, the asymptotic perfor-
mance of the proposed sequential test when neither the outlier nor the typical distribution
is known converges to that when the typical distribution is known.

We end with a discussion of possible future work. In the case with multiple outliers,
although the proposed test was shown to be asymptotically optimal, the complexity of its
implementation scales exponentially with the number of outliers. When the number of
outliers can be large, it is desirable to seek a more practical sub-optimal test that sequentially
picks out one outlier at a time and terminates when it is determined that there are no outliers
left. It is suggested by the numerical results in Section 6.3 and Chapter 7 that although
the proposed tests are shown to be asymptotically optimal in the limit as the number of
sequences goes to infinity in various universal settings, when the number of observations is
limited, there may exist other tests that outperform the proposed tests (cf. Figures 6.1, 7.1
and 7.2). A direction for future research is to study tests that are more appropriate for small
sample size. Toward this end, an intermediate step is to derive the exact asymptotics for the
proposed tests, since such asymptotics can often be much more precise for small to moderate
sample size as compared to the standard exponential approximation that we studied in this
dissertation [59]. Another interesting extension is to study feature selection methods for
universal outlier hypothesis testing. In applications such as cancer screening and telematics
analysis, the observations can have a large number of dimensions. An individual dimension is
usually referred to as a feature. It is possible that only a few of the large number of features
are relevant in detecting outliers. Our proposed test may not perform well if all features
are regarded as equally important in detecting outliers. If that is the case, before applying
the proposed tests, a critical step is to identify relevant features and “filter” out irrelevant
ones. Numerous feature selection methods have been proposed for supervised and semi-

supervised learning problems including methods for subset selection, shrinkage methods,
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and cross-validation [13]. However, the aforementioned techniques require training samples
with known class labels (for classification) or prediction values (for regression). It remains
to investigate how one can perform feature selection in the completely universal setting that

is considered here.
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