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Abstract. The common use of IP networking structures impiiesincreasing
demand of resources by users and applicationsthiireason, organizations
must guarantee adequate conditions for criticdficraTo face this problem,
network administrators constantly need to make simt$ regarding this
situation by means of using different strategies twols of Quality of Service
(QoS), such as Traffic Control (TC). Such decisioas e modeled by a
decision support system that handles subjectivernmdtion about decision
maker’s perceptions. This information involves utai@ty and requires precise
evaluation of traffic quality demanded. Subjedtivis modeled by using
linguistic information (LI) in order to choose adede solution to networking
performance problems. This paper proposes a MujtieEE (ME) Multi-Criteria
(MC) Linguistic Decision Making (LDM) Model for Thinetworking. Finally,
an application example to show the model’'s ben&figesented.

Keywords: Multi-Expert Multi-Criteria Decision Making, Lingjstic
Information, Traffic Control.

1 Introduction

The decision making (DM) process used for routamks is not suitable to solve
complex problems, as for these kind of problems em&nowledge about the
application domain, high level of expertise andagge analysis skills in the impact of
selected action are required. The most importgrecs affecting the DM process are
those related to the structure of the problem f{g uncertainty of the problem
domain [2] and cognitive limitations [3]. Organiats face problems that require
great amount of knowledge and expertise daily. Efréimere exist several important
areas (financial, productive, logistic, etc.) in igfh DM process is critical, the
exponential growth of telecommunications and wekebaapplications has made the
networking management become an activity of pararnouportance. Decisions on
network QoS require high level of analysis. Morapwerong decisions can affect the
correct functionality of the organization. For tiesason, network administrators must
evaluate many factors before selecting the adequatdiguration of network
parameters. Clearly this is a complex domain andnioimize the impact of the
aspects mentioned above it is desirable to useuatiedechniques and tools in order
to improve the whole DM process.
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Decision Support Systems (DSS) are used in ordkel the decision maker and
they provide more confidence during the DM procgsg5][6]. Although DSS
currently require strong computational componenhe tdevelopment and
implementation of mathematical models are still kbg to success of such systems.
This means it is of significant importance that Bf8S are based on robust models to
control the relevant variables in the DM procedsud, quantitative models have had
great importance in the development of DSS progdasults that the decision maker
can easily interpret.

In this way, the Fuzzy Linguistic Approach [7] bdsen Fuzzy Sets Theory [8] is a
useful technique for DM. They provide a powerfuarfrework that allows easy
representation through Linguistic Information ahdses solid mathematical structure
to determine their relative importance. The decisimaker establishes his/her
preferences by using linguistic labels. These ke word expressed in natural
language. Then, with the collected information lblest alternative (problem solution)
is computed. In this work, a ME MC DM model basedLd is proposed. In Section 2
QoS fundamentals and LI background are explainéé. sScenario for simulations is
described in Section 3. The proposal model is éxpthin Section 4. Simulation and
results are shown in Section 5 and Conclusiongxpesed in Section 6.

2 QoS and Linguistic Information

2.1 Quality of Service

QoS involves a set of techniques for improvemerihefcomputer network traffic.
Basically, the main goal of QoS is to maximize tise of networking resources for all
users and to obtain the best network traffic penforce. QoS consists of a set of tools
used to administrate network resources.

Currently IP-based networks use best-effort sendicémplies that the traffic is
processed as soon as possible, but there is nargearof satisfaction of process
conditions in the network[9]. This situation, add@edgrowing demand of network
resources, requires more confidence for trafficditions and adequate use of the
mentioned resources [10]. Furthermore, there dtieatrapps that need to ensure a
minimum of network resources in order to functi@mrectly. Diverse QoS models are
being proposed in order to ensure more traffic icemice, i.e. they provide tools for
facing problems like transmission delay, loss ofka@es, bandwidth management,
and content quality [11][12]. The most importanairstardized techniques are
Integrated Services, Differenced Services and phatocol Label Switchinfl3].

To support the implementation of these techniqtieste are several tools and
devices [14]. This work focuses on TC tools [154ttlallow management of local
traffic of the organization and it enables to defits behavior. Thus, some critical
apps could have a differential treatment and ndtwgainager can select priorities and
allocate resources for each Type of Traffic (ToBgsically, TC has functionalities
for bandwidth administration (by network applicatsp services and users),
performance control that permits management ofcciioT. TC is used in several



network architectures and their implementation delseon the necessities of the
organization. However, its implementation is nosyeéask because it requires deep
knowledge and network architecture analysis. laikigh complexity activity that
needs different administrators’ points of view. this context it is desirable to
implement a Multi-Expert Decision Making processd@ on Linguistic Information
that helps network’s administrators to decide amergjlable configuration options.

2.2 Linguistic Information

The heterogeneous nature of the experts who exphess preferences about
networking resources; the complexity in terms oftiplicity of services, applications
and networking users working together; and infofomasubjectivity provided by the
experts demand information modeling tools able tandhke these aspects
simultaneously. Thus, the use of LI, and some skittensions such as Computing
with Words (CW) [16] help to manage the informattorsolve this problem.

The proposal introduced in this paper to managenaia information uses 2-tuple
linguistic representation model that is briefly imved below. The 2-tuple Fuzzy
Linguistic Representation Modelas presented in [17], for overcoming the drawback
of the loss of information presented by the claddiaguistic computational models
[18]. It is based on the symbolic method and takes concept of Symbolic
Translation as the base of its representation.

Definition 1. The Symbolic Translation of a linguistic teee S = {so, ..., 55} is a
numerical value assessed in [-0.5, 0.5) that sufgptire “difference of information”
between an amount of informatighe [0, g] and the closest value i, ..., g} that
indicates the index of the closest linguistic tdrmS, being[0, g] the interval of
granularity of S.From this concept a new linguistic representationdel is
developed, which represents the linguistic infoioratby means of 2-tuples
(si,a), sieSya; € [—0.5,0.5). This model defines a set of functions between
linguistic 2-tuples and numerical values.
Definition 2. Let be S = {s,,..,s,} a linguistic term set angBe[0,g] a value
supporting the result of a symbolic aggregation ragien, then the 2-tuple that
expresses the equivalent informationfas obtained with the following function:

A:[0,g9] - S x [-0.5,0.5)

s; i =round(B)

4(p) = Gsp ), {a — B—i ae[-050.5) (1)
where round(-) is the usual round operatigrhas the closest index label t8"“and
“a” is the value of the symbolic translation. It isteworthy thatA is a one to one
mapping and\~1: S x [—0.5,0.5) — [0, g] is defined a&~1(s;,a) = i+ a. Thus, a 2-
tuple is identified by means of a numeric valu¢hia intervall0, g].

The transformation of a linguistic term into a lirigtic 2-tuples consists of adding
value 0 as symbolic translatiors;e S = (s;,0). This model has a linguistic
computational technique associated. For furtheaildbet description see [17].

If B = 3.25 is the value representing the result of a symtauligregation operation
on one set of labels, then the 2-tuple that egaiethe equivalent information fois
(medium, 0.25). See Fig. 1.
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Fig. 1. A 2-tuple Linguistic Representation Model.

3 Application Scenario

To probe the proposed model an analysis of a $tgéncy that manages water
resources is performed. The Agency tasks includgepts, works, water resources
regulation, monitoring, emergency aid for flood amdught, and more.

To perform these functions, the main building hastworking environment that
connects all areas of the organization. The exjstiata network has approximately
300 devices (PCs, notebooks, printers, IP camearad,smartphones) that use their
own local network and Internet (see Fig. 2).

Router with Linguistics Decision D

Support Medel for Traffic
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Fig. 2. Application Scenario.

From their activities network administrators hawentified different types of
traffic on the network. These traffic types cormsgp to all areas in the organization
(basically, employees’ daily functions), and theg.a
» T1. Centralized documentation system. Used byralipcial agencies.

* T2. Financial Accounting System. Centralized systesed by all provincial
agencies for account management, auditing, paynagitsnore.

» T3. E-Government.

» T4. Centralized Human Resources System.

* T5. E-Mails.

» T6. Web browsing.

» T7. Social Networks and Messaging.

» T8. Geographic Information System (GIS).

When the performance of some critical servicesffiscted by other non-critical
services, the productivity of the organism is rexticSuppose that one particular
situation to be solved is happening now:
 ltis the last week of the month.

» Currently the province is affected by flooding.



» The salary of employees is being paid.
» lItis also necessary to pay a variety of providers.
» It is important to note that the main building & faway from the city center so
communication systems are very useful in timeswérgency.
In order to determine the adequate network paranfietadmproving QoS at this
situation, a ME MC LDM Model is proposed (sectioadid tested (section 5).

4  Linguistic Decision Support Model for Traffic Control

This model uses criteria which are ToT defined bywork managers, but unlike
the model used in [19], alternatives are defineslipusly. Although this definition
process requires higher-level analysis, it redubesnumber of possible actions to
perform. The basic idea is to define all possib&#work statesand link them to
specific network configurations, i.e. charactecistietwork situations (and their
adequate configuration) must be identified by neknedministrators. For example,
under normal conditions, priorities for critical camon-critical traffic must be
assigned to, consequently, establish adequate retwarameters (by using
configuration scripts [14]). This analysis is refgebfor each possible network state.

When network administrator modifies the prioritief ToT, he/she creates a
current network state that is compared to eachiguevdefined state. The previously
defined closest state is selected and used tgpse¢twork parameters.

Fig. 3. Relationship between Criteria, Attributes and Alggives in CT.

Fig. 1 shows a generic model schema using the B€atuhical structures [14].
Thus, each alternative is a specific network canmfitjon defined byg attributes
expressed in Triangular Fuzzy Numbers (TFN). Thasabers indicate the QoS for
each ToT identified previously and eagfp is related to one criteriar),. Therefore,
to formalize the solution of the problem, it propss model with 2 phases:

Phase 1LDM for Alternatives-Creation Process

The alternatives are defined by identifying therelteristic network traffic for all
the areas of the organization. To do that, netwadkninistrators must analyze,
classify all used ToT and define all network stat@hen, they express their
preferences for each attribute (i.e. ToT) on edtdrrative (i.e. network states) by
using linguistic labels. Finally, these labels egplaced by their corresponding TFN.



Thus, the selection and assessment processescfoafarnative and its attributes is

based on a ME-MC LDM process in which each expepresses his/her opinion to

build each alternative. It consists of four steps:

pl.1) Object Identification. This phase involves preliminary studies abougwaht

network services and consists of identifying théfeing objects to DM process:

* A finite set of experts or network administratdis;{e;,e;,...e,}-

» Structure and representation of the LI used by egpee. the linguistics term set
with its semantic and synta%, = {sq, S, ..., St—1} -

 Identification of useful network services and netkvaapplications, i.e. ToT
(attributes) A = {a, a,, ..., e, }.

+ Identification of alternatives sét= {x;, x, ..., X, }, i.€. network states.

pl.2) Information Gathering. Once the evaluation framework has been done, the

experts provide their opinions by indicating theSQaesired regarding each attribute

on each alternative by means of a linguistic pesfee vectarV'.

Let V¥ = {vf, vl ...vl, }i=1,..n k =1,..,q be a vector of preferences given

by the expere; regardingx, about the attribute; andvi"j ES,.

pl.3) CW process Here a global assessment for each alternatieenguted. This

process is made by aggregation of information. Btaio the global assessment for

each alternative the information must transforne@-tuple linguistic representation

model. Here Weighted Average Aggregation operater @-tuples [17] is used.

Definition 3. Weighted Average Operator (WAO). Be= {(r, @1), ..., (1, @)} @ 2-

tuple linguistic set andv = {w,, ..., w,,} a numeric vector of weights. The WAO is

computed by":

(1, o), ...,(rn,an)]=A< ?=1A_i(ri'“i>-wi>= A( ?=1Bi.wi> "

n
i=1 Wi i=1 Wi

pl.4) Expressing resultsIn this step the results are expressed into temnaltives
matrix, M, with its global assessment in Triangular Fuzzyrikar.
dLmprd) .o (gmgr)
M= 3)
@mit ™ L (g mgh ™)
Where(lf, mf, ) is a global value of the attributecorresponding to the alternative
k expressed in TFN.

Phase 2L DM for Traffic Control Process.

Once the alternative matrix is built, then it mdstermine the best alternative for
described situation in the organization. Thereftmezarry out this idea it proposes a
model that consists of four steps:
p2.1) Object Identification. Just like in phase 1 the framework consists of:

+ A finite set of experts or network administratois= {e,, e, ..., e, }.

 Identification of a finite set of criteria¢ = {cl, cz,...,eq}, according to ToT
identified to be valued by experts.

» Structure identification and representation of limguistic information used by
experts. This offers the experts a linguistic donfar expressing their preferences,



vl € SM®, Beingn(t) the granularity of the linguistic terms set usgdelsperts,
e;, to express their preferences regarding the witey, € C.
p2.2) Information Gathering. This phase gathers the linguistic assessments in
linguistic vectors provided by the experts. Heracte expert will provide their
opinions about the QoS desired regarding eachrionite(ToT) by means of a
linguistic preference vectpV. LetV* = {v},v?,...,vl, }i=1,..,m;h=1,..,q be
a vector of preferences given by the expgebout the criteriom, andv € S™®.
p2.3) CW processHere a QoS global assessment for each alterniativemputed.
This step is carried out with two processes. Iitidhe linguistic aggregation process
(as above) to calculate the collective assessnoeraith criterion is made. Then, the
distance between each alternative’s attribute, esgqad in TFN according to the
matrix obtained, and collective assessment of eatferia is computed. It is
noteworthy that each attribute has a criterionteelai.e. if there exists a criterion
called “video”, it must have an attribute in eadtermative that is “video” with its
TFN value. In this way it is possible to calculdite distances to obtain the global
value of QoS for each alternative (using the MinkkMEuclidean distance)
Definition 4. Let = (y1, V5, V3), i = (nq,n,,n3) two TEN, the Minkowski distance
is defined as follows:

. Pl
d,(y,7) = \](g) (lyr = naP) + (lyz = n21P) + (lys — nslP) (4)

wherep > 1 is a distance parametelf.p = 2 is the Euclidean distance.
Finally, it obtains the results table as follows:

Table 1.Results Table

. Distances between criteria and attributes . .
Alternatives o c o Distances Normalization
1 2 e

_ _ - q m 2
o BGAD) BOE By nld) di=) B ayfy ]

_ _ . a m 2
w BOSD) O B ) @2=) BO“) a2/

- - - a m 2
o POADIFGAE) A a)an= @O an/[) df
—_ =

Whered’z‘( yfh,ng{) the distance between the criterignand its related attribute
a; of the alternativer, . dk is the QoS global assessment for the alternagive

p2.4) Expressing results.In order to improve understanding, the final resare
ordered according to the normalized utility for leadternative.

5 Simulations and Results

Initially, Phase 1 is made and four configuratiams defined by the expert. They
include each of the aforementioned ToT with itsresponding QoS. The results of
each alternative are shown in Table 2 and theyeapeessed by a linguistics terms



set. S4 = {sy = VL. = Very Low (0,0,.25),s; = L = Low(0,.25,.5),s, =M =
Medium(. 25,.5,.75),s; = H = High(.5,.75,1), s = Very High(.75,1,1)}

For this case a single decision maker has partaipd herefore, it directly obtains
alternatives matrix (see Table 1). Then, Phaseraide. According to the situation
described in Section 3, it is necessary that expexpress their opinions about the
ToT (criteria) to select the alternative that btmsts the situation. To accomplish this,
it follows the process according to the followingss:

Table 2. Alternatives Matrix.

Type of Traffic with its QoS (attributes)
X Name
Q H B A B B
X; |Real Time Traffic M H L M L M H VH
X,  |Browsing H M VH M L VH H H
X3 |Transactional Trafic VH VH VL VH M L VL VL
X4 |Mailing M M VL M VH H VH VL

p2.1) Object Identification. This step shows the results with two expertswinek
administrators) who know or work transversally hre torganizationE = {e;, e;}.
They use a set of seven linguistic labels whoséasyand semantics is the following:
s™®{s, = VL. = Very Low (0,0,.17),s; = L = Low(0,.17,.33), s, = MoL
= ModerateLow(.17,.33,.5), s3 = M = Medium(. 33,.5,.67), s, = MoH
= ModerateHigh(.5,.67,.83),ss = H = High(.67,.83,1), s¢ = VH = Very High(.83,1,1)}

The criteria se€ = {c;, ¢, ¢3, ¢4, Cs, C6, €7, Cg}
p2.2) Information Gathering. To achieve this, the decision process involves
multiple experts that can interpret which crite(ieoT) are the most or the least
important using LI according to the conditions abg¢see Table 3).

Table 3. Information Gathering.

Criteria: Type of Traffic

Experts
G G G G4 Cs Cs G Cs
e A A M MA M M B B
& MoB MoA B MA A M M MB

p2.3) CW processHere the QoS global assessment for each alteeniatcomputed.
Due to the fact that the gathered information &eased in linguistic terms, this step is
carried out in three processes. Initially the liistja information is transformed to 2-
tuple linguistic representation model (see TableT#gn, the information aggregation
process is made to obtain the collective assessfoergach criterion using WAO
over 2-tuple (see Eq. (2)) and the results are shiowable 5. It usew = (0.4; 0.6).

Table 4.Information Gathering in 2-tuple.

Cy ) Cs Cq G Cs G Cs
el (s4,0) (s£,0) (s4,0) (s4,0) (s1,0) (s1,0) (s{,0) (s{,0)
e2 (s7,0) (s£,0) (s{,0) (s£,0) (54,0) (s1,0) (s1,0) (s,0)




Table 5. Collective Criteria in 2-tuple.

G G G G4 Cs Cs G Cs
Collective criteria (s;,—.2) (sZ,—4) (s3,.2) (sZ,0) (si,—2) (s],0) (s},—2) (s],—.4)

Finally, Fuzzy Distance Computing between TFN igied out. To do this, the
distance between each alternative’s attribute @abd), expressed in TFN, and
collective assessment of each criteria (Table Bpimputed (Table 6).

Table 6.Results Table

Distances between each criterion and attribute

Alternatives Results Normalization
CL G C C G G C G
X1 0,1480,0670,1340,4650,3890,0650,4550,797 2,521 0,222
X2 0,1340,2750,5540,4650,3890,4220,4550,634 3,328 0,168
X3 0,2920,1650,2920,04€0,1480,2580,2280,059 1,488 0,377
X4 0,1480,2750,2920,4650,2920,2580,6210,059 2,409 0,233

p2.4) Expressing resultsln this case, to face the situation describedeitisn 3, it
can be observed that Alternative 3 (Transactiomaffit) is the winner (utility value:
0,377. Then alternatives 4(Mailing) and 1(Real Time flica appear with a very
similar utility and finally Alternative 2(Browsing)

To finish this proposal, it is only indicated thiatcan be extended to support
multiple linguistic scales [20]. Therefore, thepstepl.1 and p2.1 should adjust its
structure and representation of information. Thitows higher flexibility of
expression.

6 Conclusions

In this paper it has been presented a Multi Expplrtti Criteria Decision Making
model based on the fuzzy linguistic approach thatilifates the network
administrators to define the states of networksagphl) and choose the best state
according to particular situation of the organiaat{phase 2). The main advantage of
this model is the continuous control of the possibetwork configurations. In
addition, for traffic congestion situations, thetwerk is always evolving to well-
known states. This allows to maintain the adeqpatgormance and safety levels
over network traffic. Furthermore, the use of Iloyides the experts with a tool for
using natural language words allowing to dissocthem from the complexity of
implementing QoS systems.

Finally, it should be remarked that the QoS medrasi(like TC) suggested in this
paper allow the development of distributed architexs based on DM for QoS. They
stabilize the system very quickly and in an intévacway.
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